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ABSTRACT†‡ 

A Spectrum Usage Measurement System (SUMS) characterizes the actual use of telemetry 

spectrum at DoD flight test ranges. The system tracks daily usage  in a measurements repository, 

which  becomes an invaluable resource, allowing querying, reporting and analytics, for defending 

against future spectrum sell-offs, and for providing insights into improving spectrum efficiency. 

The question is how do we quantify spectrum usage in space, time and frequency? And how do we 

certify “actual usage”, as opposed to simple assignment and claims that the spectrum was planned 

to be used? We discuss techniques for addressing these challenges. The system draws upon 

spectrum mission planning data, a network of sensors of various types, and a correlation 

algorithm. A scaling problem wrt characterizing the spatial extent of the spectrum usage is solved. 

Correlation, using heterogeneous data sources at a test range with numerous RF emissions 

prompts a heuristics and flexible rules-based approach.  

I. INTRODUCTION 

Radio Frequency (RF) spectrum is a vital resource to DoD test and evaluation (T&E) and training. 

DoD flight test and training ranges are faced with the twin challenges of ever-increasing demand 

for test data throughput, and continuing encroachment on the RF spectrum traditionally reserved 

for them. In such a congested RF environment, the ranges need to be able to defend their use of 

the current telemetry spectrum. One of the main impediments to achieving this capability is the 

lack of a technology solution to characterize spectrum requirements and usage at test ranges and 

assess the operational impacts of spectrum unavailability. To address this gap, Perspecta Labs and 

partners are developing a “Spectrum Usage Measurement System (SUMS)”, which will: 

 collect evidence-based data of telemetry spectrum usage at test and training ranges; 

 create a knowledge base that combines mission plans and data collected by sensors, over-

the-air, to produce an accurate representation of spectrum usage; 

 provide analytics on usage measurements that will, among other things, help forecast future 

spectrum requirements and improve spectral efficiency by providing insights into current 

and future operations. 

                                                 

 
† [DISTRIBUTION STATEMENT A. Approved for public release; Distribution is unlimited 412TW-PA-19353]. 

‡ This project is funded by the National Spectrum Consortium (NSC) through Advanced Technology International (ATI) under 

Contract NSC-17-7020, Spectrum Base Agreement No. 2017-318. 
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In this paper, we address the questions: What does making spectrum usage measurements actually 

entail? And, having made theoretical assessments of spectrum usage, how do we confirm that the 

usage occurred in reality? 

II. MISSION PLANNING DATA AS A BASIS FOR SPECTRUM USAGE 

Figure 1 shows an overview of the SUMS architecture. 

 

 

Figure 1: Overview of the SUMS Architecture 

On a regular basis, SUMS downloads mission-planning data from the test range resource 

management and scheduling systems. Examples of these are Test Resource Management System 

(TRMS), and the Central Scheduling Enterprise (CSE).  The planning data primarily consists of: 

 mission identification, 

 flight areas and ground stations that the mission will use, and 

 planned frequency assignments in the time and frequency dimensions; that is, start and end 

times, and center frequency and bandwidth.  

Figure 2 shows a class model (also loosely referred to as a data model), by which the Mission and 

its planned FreqAssignments are associated in the SUMS object-oriented database.  

Each Mission has a set of associated FreqAssignments. In the database this is represented as a one-

to-many relation between Mission and FreqAssignments. The Mission is associated with a test or 

training Range, from which it is scheduled. The planning data download includes information on 

the FlightAreas associated with each Mission. This is represented by a many-to-many relationship 

between Mission and FlightArea. Each FlightArea is supported by a set of GroundStations.  

The motivation for the resource scheduling systems (TRMS or CSE) to make this planning data 

available over an interface is to enable frequency assignment deconfliction. Initially the 

frequency assignments are tentative in nature and effectively constitute requests for spectrum 

resources. These initial assignments may have conflicts. The range operations staff performs 

deconfliction with the help of the Integrated Frequency Deconfliction  System (IFDS) or the 

emergent Spectrum Management System (SMS). The deconflicted frequency assignments are 
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updating back into the resource scheduling systems. Our proposal is to have SUMS additionally 

utilize the data provided over these interfaces to make spectrum usage measurements.  

When a Mission is first downloaded into SUMS, it is in its planning phase. Its startTime and 

endTime are 2 to 4 weeks into the future, and SUMS characterizes its status as PENDING. Once 

the Mission has completed execution, SUMS changes the status to COMPLETED. The underlying 

assumption is that the Mission took place and completed at or prior to its endTime. In Section IV 

below, we discuss methods for verifying this assumption.  

 

 

Figure 2: Class Model for Representing Spectrum Usage in the Database. 

The Mission object and its associated FreqAssignments in the database can now be used as a basis 

for a spectrum usage measurement.   

III. INCORPORATING THE SPATIAL DIMENSIONS  

The FreqAssignment object specifies the time interval and frequency range for an instance of 

spectrum usage, but is silent with respect to the space occupied by the usage. Traditionally,  test 

ranges have been far enough away from one another that their flight plans have not typically run 

into RF interference, and hence there has been no need to include spatial dimensions in the 

planning data. However, increasingly, missions have been expanding their spatial extents to 

include the airspace of neighboring ranges. Further, SUMS needs to be able to provide views of 

spectrum usage across regions of the United States, and even nationally across CONUS. These 

views will include the airspace of multiple ranges. Measuring spectrum usage with respect to time, 

frequency and space is therefore critical.  

The spatial occupancy of an instance of spectrum usage comprises an ‘exclusion zone’; a volume 

of airspace, determined by calculation, in which entities other than the test article are forbidden to 

transmit a RF signal of the specified frequency, within the specified time interval. To keep the  

number of calculations for the volume of airspace at a manageable level computationally, we use 

the notion of a spectrum Bin. A Bin is a quantum of airspace at a fixed location above the Earth. 
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Spectrum occupancy calculations made with respect to the mid-point of the Bin may be assumed 

to represent similar calculations for all points within the Bin. A useful size for a Bin is 1 minute 

of latitude x 1 minute of longitude x 2,000 meters. Each Bin instance is represented by an object 

in the SUMS database. The spectral occupancy of the space enclosed by the Bin is then expressed 

by an  Occupancy object associated with the Bin.  

In the class model of Figure 2, a Mission may require multiple FreqAssignments. Each 

FreqAssignment object specifies the time and frequency dimensions of the assignment. It remains 

to specify its spatial extent: Associated with the FreqAssignment is a CoverageMap. The 

CoverageMap contains a set of Occupancy objects, one for each Bin associated with each of the 

FlightAreas  that comprise the flight plan of the Mission. Hence the combination of the 

CoverageMap, Occupancy objects, and associated Bins provides the spatial extent of the 

FreqAssignment in the database. The question is how does the Occupancy object express the fact 

that the spectrum in the space enclosed by its associated Bin is occupied?  

Figure 3 shows a Mission with a flight plan that traverses two FlightAreas. The airspace within and 

outside each FlightArea is quantized into Bins, as necessary.  The spatial occupancy of the Mission 

defines an exclusion zone that includes each FlightArea and beyond. To determine the extent of 

this, we posit a hypothetical emitter, which has the potential of causing interference with 

operations within the FlightArea.   

 

Figure 3: Class Model for Representing Spectrum Usage in the Database. 

We place this emitter in each Bin within an area-of-interest including and surrounding the 

FlightArea. We calculate the interference ceiling at which the emitter is permitted to transmit, 

without compromising the telemetry signal from the test article to the ground station. For Bins 

within the FlightArea, the interference ceiling is typically below the noise floor; that is, the emitter 

is not allowed to transmit at all. But as the emitter starts moving away from the boundaries of the 

FlightArea, the interference ceiling may rise because of spatial separation, and the emitter may 

transmit without significantly disrupting the signal from test article to ground station. To determine 

the interference ceiling, we employ the following algorithm: 

With the emitter in each Bin in the area-of-interest, we determine the worst-case signal strength 

received at each ground station. Using geometrical considerations, we  determine the worst-

affected Bin.  This is typically a Bin along the border of the FlightArea that intersects the straight 

line from the emitter to the ground station. Since the emitter is directly behind or in front of the 

test article from the point-of-view of the ground station, and the test article is the furthest away 

from the ground station, being at the border of the FlightArea, the ground station will experience 
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the most interference when the test article is flying through this Bin. With the test article located 

in the worst-affected Bin, the signal received at the ground station is:  

signal (at ground station) = (Test article Xmit Power) + (Xmit antenna gain) +  
                             (Recv antenna gain) – (signal pathloss) – (system losses) 

The signal pathloss is calculated using standard channel models. SUMS currently employs an 

algorithm [1] which uses the Johnson Gierhart channel model [2], when the angle subtended by 

the test article with the horizon is > 12o. It uses the Longley Rice channel model when this angle 

is < 12o. The Longley Rice channel model is terrain-aware and uses a terrain database [3]. This is 

derived from the National Elevation Dataset published by the NOAA [4].  

We calculate the signal strength for each ground station, and select the strongest signal, since this 

is what the telemetry receiver at the ground station would pick, in order to receive data.  

We specify a  threshold value for the desired signal-to-interference ratio (SIR) at the ground 

station. Then the interference ceiling for the emitter being located in the specific Bin is:  

intfrCeiling = signal – SIR + (interference pathloss) – (ground station antenna gain)  

 

 

Figure 4: A) Spatial Occupancy for a Single FlightArea. B) Composite Occupancy of Multiple 
FreqAssignments 

Figure 4 A) shows a map of the spatial occupancy of spectrum for an Edwards AFB FlightArea. 

The different shades of pink represent threshold values of the interference ceiling. The lighter the 

shade, the higher the interference ceiling, until the edge of the exclusion zone, where the 

hypothetical emitter will not interfere with operations in the FlightArea. Referring to the class 

model in Figure 2, the interference ceiling attribute is stored in the Occupancy object. The 

CoverageMap consists of numerous such Occupancy objects, each referencing a Bin for which it 

is specifying the interference ceiling.  

Figure 4 B) shows the composite spatial occupancy of a usage query for multiple Missions at 

Edwards AFB. Note that the spatial exclusion zone of the composite spans an area almost twice 

the size of the union of all the FlightAreas.  
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IV. VERIFICATION OF SPECTRUM USAGE 

Thus far we have relied on the assumption that once the endTime of a Mission is past, its 

FreqAssignments may be assumed to have been used.  This is not sufficient, for a system that 

makes spectrum usage measurements with the objective of using this information for, among other 

things, spectrum defense. The discrepancy between actual and planned spectrum usage is caused 

by cancelled or delayed flights, excessive time buffering in assignment requests by test engineers, 

the lack of demarcation of the space in which the spectrum is used, and potential illegal use of 

spectrum by unscheduled transmitters. All these factors result in reduced spectral efficiency due 

to time and space windows over which the telemetry spectrum is reserved, but not used in actuality. 

Analysis of such situations is currently difficult because there is no physical evidence that the 

mission took place or that the frequencies were actually used. SUMS enables two forms of 

spectrum usage verification.  

- Detecting spectrum usage over-the-air with the help of a sensor network, and then 
correlating the detected usage with Mission planning data, downloaded from TRMS / CSE.  

- Enabling an authorized user to certify, via the SUMS GUI, that a planned Mission actually 
took place and its frequency assignments were used.  

Figure 1 illustrates the architecture for over-the-air verification. The SUMS “sensor network” 

consists of two types of sensing devices: telemetry receivers and scanning sensors.  

SUMS has the capability to support a passive interface to each of the telemetry receivers used by 

ground stations at the test range. The SUMS interface does not read the actual telemetry data feed. 

Rather, it monitors the receiver for requests to receive, capturing the center frequency and 

bandwidth in each request. Further, it monitors for an indication from the receiver that telemetry 

data is actually being received. Typically, this attribute is the automatic gain control (AGC) value.  

When the AGC value goes from low to high, the interface software notes the current time, as the 

startTime of an Emission. When the AGC  value goes from high back to low, the interface notes 

the current time, as the endTime of the Emission. The interface stores the Emission as an object in 

the SUMS database.  

 

Likewise, SUMS takes advantage of 

the scanning sensors being deployed 

experimentally at some ranges, for 

over-the-air verification. Unlike the 

telemetry receivers, the scanning 

sensors may be tasked to scan a 

variety of frequencies at the same time. The advantage of this is that the scanning sensors may be 

able to detect unauthorized uses of the telemetry spectrum. Like the telemetry receiver interface, 

the scanning sensor interface notes the startTime, centerFreq, bandwidth, and endTime of any 

Emission it detects over-the-air, and stores the resultant Emission object in the database.  

The Correlation Function 

Referring to the class model of Figure 2, thus far, each Emission object in the database is only 

associated with the Sensor that created it. It remains for the SUMS Correlation Function to attempt 

to match each Emission with a planned FreqAssignment.  

 

Figure 5: Telemetry Receiver, used by Ground Stations. 
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Figure 6: Time Frequency Chart, Planned FreqAssignments vs Actual Emissions. 

The SUMS Correlation Function runs periodically as a daemon. The Emission object has a 

correlation status (corrStatus) attribute, which reports the state of attempting to correlate the 

Emission object. To begin with the corrStatus for each Emission object is PENDING. When the 

Correlation Function runs, it sweeps up all the Emission objects in the database with a corrStatus 

of PENDING, and attempts to correlate each one. Once an attempt to correlate an Emission has 

been made the corrStatus is changed to CORRELATED or NOT_CORRELATED. In the latter 

case, the Correlation Function was unable to find a matching FreqAssignment. The relationship 

between planned FreqAssignments and observed Emissions is fuzzy, and the Correlation Function 

has to develop a set of rules and heuristics from experience, over time.  

Figure 6 is an example of a SUMS Time Frequency Chart, showing planned FreqAssignments, 

overlaid with Emissions. The X axis shows time, spanning a single day in the recent past. The Y 

axis represents the telemetry spectrum allocation for a test range. Each of the colored blocks 

represents a FreqAssignment. Blocks of the same color represent FreqAssignments belonging to a 

particular Mission. The Emissions discovered in actuality by the sensor network are overlaid as 

grey blocks. The baseline algorithm for the Correlation Function is as follows:  

A query is run on the database to discover all Emissions with a corrStatus of PENDING. For each 

such Emission object, SUMS searches the database for a FreqAssignment object which overlaps 

with the Emission object in time and frequency. If multiple FreqAssignments overlap, the one with 

the largest overlap is chosen as being correlated with the Emission. However, there are a number 

of use cases, that the Correlation Function has to support in addition. The use cases are marked in 

Figure 6, as a), b), c), etc., and are described below: 
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a) Typical correlation. The Emission starts a little later than the planned FreqAssignment. It 

ends a little early, to eliminate the risk of interfering with a potential succeeding 

assignment. The Emission’s centerFreq is a little off from the planned centerFreq, which 

may be expected.  

b) No matching Emission found for FreqAssignment. The fact that this is true for each of the 

Mission’s FreqAssignments suggests that the Mission was cancelled and the assignments 

were not used.  

c) Interrupted Emission. In this case there appear to be two Emissions, but the fact that they 

are aligned in centerFreq and bandwidth and one succeeds the other after a short time 

interval, suggests that both blocks are part of the same Emission and the sensor scanning 

was somehow interrupted. This Emission is correlated with the overlapping 

FreqAssignment.  

d) Emission from an interferer. The time-length and consistency of this Emission suggests an 

interferer. Although it overlaps a FreqAssignment, it is not correlated.  

e) Excessive assignment. This is a FreqAssignment, where excessive time and bandwidth 

were requested and assigned, compared to the actual usage. The Emission is correlated 

with the assignment.  

f) Other use cases include: multiple Emissions from different sensors correlating to the same 

FreqAssignment, an Emission ending later than allowed by the FreqAssignment, a spurious 

Emission overlapping a FreqAssignment and creating a false correlation, etc.  

For each Emission object, the Correlation Function creates a result, which is stored in attributes of 

FreqAssignment. These are: verFlag, and verText. The verFlag is a Boolean which indicates if 

the FreqAssignment has been verified. This occurs when it is positively correlated with an actual 

Emission over-the-air. The verText attribute provides a reason string for the verification (or lack 

of verification). Example values of the verText are: TEL_RECVR_VERIFIED, 

SCAN_SENSOR_VERIFIED, OPS_STAFF_VERIFIED, NOT_VERIFIED.  

 

V. COLLECTING USAGE MEASUREMENTS AND ARCHIVING THEM 

We now have the means to determine a set of spectrum usage measurements made by SUMS, 

display them, archive them, and merge them into a larger repository as necessary. Referring back 

to the class model of Figure 2, the blue outline contains all the classes whose object instances 

comprise a set of spectrum usage measurements. Instances of the UsageMeasurements class serve 

as collection objects for all the Missions contained in the current set of spectrum usage 

measurements. Each Mission and subtending FreqAssignment objects specify the time and 

frequency extents of spectrum usage by the Mission, and the verification status. The related 

CoverageMap, Occupancy and Bin objects specify the spatial extent.  

The objects supporting usage measurements have relationships with static, reference data, 

objects, which do not change from measurement to measurement. For example, each Mission in a 

given UsageMeasurement refers to a set of static FlightArea objects. The entirety of these reference 

data objects are not included in the UsageMeasurement; only a reference is retained. Subsequently, 

when the UsageMeasurement is merged into another SUMS repository, the references to static 

objects are resolved into associations with the same objects in the new repository.  
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The SUMS Regional Interface (see Figure 1) enables collecting of UsageMeasurements at local 

SUMS instances and moving them to a central repository. The Archive function in the Regional 

Interface, exports a set of UsageMeasurements out of a current SUMS instance and transforms 

them into a portable JSON (JavaScript Object Notation) file. The Merge function imports a JSON 

file of UsageMeasurements and merges them into the database of a central repository.  

Thus, SUMS provides a powerful means for merging historical spectrum usage data from multiple 

test and training ranges. into a single repository, and providing querying, reporting and data 

analytics capabilities to users.  

VI. COVERAGEMAPS – A SCALING PROBLEM 

Referring to the class model in Figure 2, we have stated that each FreqAssignment has an associated 

CoverageMap that provides its spatial occupancy. In practice, each CoverageMap averages 

200,000 Occupancy objects, and requires about 15 minutes of intensive computations to generate. 

In a single year, a busy test range supports ~20,000 Missions, with ~30,000 FreqAssignments. 

From a scaling perspective, it is untenable to store a separate CoverageMap in the database for 

each FreqAssignment.  

To solve this issue, we generate a small set of building blocks from which we can reconstruct a 

spatial CoverageMap when it is time to display it. The usage measurement then only stores the 

information necessary to reconstruct the CoverageMap for each FreqAssignment. The building 

blocks needed are: a fully-generated CoverageMap for each FlightArea.  

A usage measurement query may produce a result set consisting of thousands of Missions. To 

display the spatial extent of the result set, SUMS determines the union (with no repetitions) of the 

FlightAreas associated with these Missions. The spatial extent of the result set is then a 

combination of the CoverageMaps of the FlightAreas in this set.  

The CoverageMaps in the set are combined into a single resultant CoverageMap by creating a 

union of the Occupancy objects from each input CoverageMap. Occasionally the FlightAreas 

overlap resulting in multiple Occupancy objects pointing to the same Bin. A resultant Occupancy 

object is created by taking the minimum of the interference ceiling attributes. The Occupancy 

objects of the resultant CoverageMap are then displayed as a value-graded portable graphics 

format (PNG) file on the GUI map.  

VII. SUMS ANALYTICS – PLANNED VS ACTUAL USAGE 

SUMS’s ability to scan the spectrum on a continuing basis with a sensor network and compare 

planned usage with actual usage opens up new possibilities for analysis that may lead to significant 

improvements in spectrum availability and spectrum usage efficiency. The SUMS Analytics 

Engine currently provides a set of usage metrics based on the Spectrum Management Metrics 

Standard, RCC 707-14 [5]. This set of metrics has been expanded: 

- to account for the spatial dimensions, 
- to gain insights with respect to planned vs actual usage.  

Accounting for the Spatial Dimensions: Most of the metrics defined in [5] can be expressed, 

without further modification, to be based on a result set of missions restricted by a time interval, a 

frequency range, and a spatial extent. The spatial extent may be defined by specifying a set of 

FlightAreas, specifying a range (and therefore all its FlightAreas), or by selecting an area on a 

map.  
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Planned vs Actual Usage: The discussion of FreqAssignments vs Emissions in the previous 

section suggests a new set of usage metrics based on planned vs actual usage. Table 1 below 

provides a sampling. We use the term MHz-Hours as a unit of the time-frequency “area” occupied 

by a FreqAssignment or Emission on the Time Frequency Chart.  

 

Usage Metric Calculation 

Percent Actual Usage 
Measures overall actual usage as a 

percentage of planned usage.   

For each correlated pair of Emission/FreqAssignment, 

computes the average, over the query results, of: 

(Emission MHz-Hrs)/(FreqAssignment MHz-Hrs) 

Uncorrelated FreqAssignments and Emissions are ignored in 

this calculation. 

Average Start Time Lag 
Measures average lateness of 

Mission start, or the time-buffer 

allowed for lateness. 

For each correlated pair of Emission/FreqAssignment, 

computes the average, over the query results, of: 

(Emission.startTime – FreqAssignment.startTime)  

Uncorrelated FreqAssignments and Emissions are ignored in this 

calculation. 

Average End Time Lag 
For those cases where the Mission 

ends late, measures the average 

lateness.  

For each correlated pair of Emission/FreqAssignment, where 

the Emission endTime is later than the FreqAssignment  

endTime, computes the average, over the query results, of: 

(Emission.endTime – FreqAssignment.endTime)  

Uncorrelated FreqAssignments and Emissions are ignored in this 

calculation. 

Percent Cancelled Usage 
Measures spectrum (MHz-Hrs) lost 

due to cancelled Missions. 

Computes, over the query results,  

(Uncorrelated (cancelled) FreqAssignments MHz-Hrs) 

              (Query MHz-Hrs) 

Percent Unauthorized Usage 
Measures spectrum (MH-Hrs) lost 

due to unauthorized Emissions.  

Computes, over the query results,  

(Unauthorized Emissions MHz-Hrs) 

              (Query MHz-Hrs) 

Table 1. Usage Metrics, Comparing Planned vs Actual Spectrum Usage 
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