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ABSTRACT

Traditional approaches for providing confidentiality of wirelessly transmitted signals are often based on cryptographic techniques. While these techniques ensure
that messages are encrypted and secured against eavesdropping, they are not sufficient to protect important transmission attributes at the physical (PHY) layer.
Specifically, several fields in the headers of PHY and medium access control (MAC)
frames are typically sent unencrypted to maintain proper protocol functionality
(e.g., sender/receiver identification). As a result, they leak side-channel information
(SCI), including payload size, frequency and phase offset, modulation and coding
scheme, identities of communication nodes, frame type, transmission rate, etc. These
SCI can be exploited by an adversary to launch various passive (eavesdropping) and
active (jamming) attacks. To complement cryptographic techniques used at upper
layers and prevent the leakage of SCI at the PHY/MAC layers, PHY-layer security
techniques have been introduced. These techniques exploit the characteristics of
the wireless channel along with multiple-input multiple-output (MIMO) technologies, in which multiple transmitting and receiving antennas are utilized to prevent
information leakage to eavesdroppers and/or avoid jamming attacks. In particular,
if the signal-to-interference-plus-noise ratio (SINR) at an adversary is lower than
the one at a legitimate receiver, secure communication can be achieved through the
so-called wiretap coding. MIMO systems enable the transmitter and/or the receiver
to generate artificial noise, called friendly jamming (FJ), so as to reduce the SINR
at the adversary without impacting the SINR at the legitimate receiver.
In this dissertation, we focus on exploring the security threats to next-generation
wireless systems. We develop MIMO-based PHY-layer security methods to achieve
reliable and secret communications in these systems. First, we consider a broadcast channel, in which a multi-antenna transmitter (Alice) sends K confidential
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information signals to K legitimate receivers (Bobs) in the presence of L eavesdropping devices (Eves). Alice uses MIMO precoding to generate the information
signals along with her own Tx-based friendly jamming (TxFJ). Interference at each
Bob is removed via a technique called MIMO zero-forcing. This TxFJ, however,
leaves an eavesdropping “vulnerability region” in the proximity of each Bob, which
can be exploited by a nearby Eve. Specifically, because of the high correlation in
the channel state information (CSI) at a Bob and nearby Eves, the TxFJ becomes
less effective in preventing eavesdropping at these Eves. We address this problem
by augmenting TxFJ with receiver-based friendly jamming (RxFJ), generated by
each Bob. Specifically, we allow each Bob to use self-interference suppression (SIS)
techniques to transmit a friendly jamming signal while simultaneously receiving an
information signal over the same channel. These SIS techniques exploit circulators
to attenuate the self-interference power of RxFJ at Bobs and utilize analog/digital
cancellation methods to clean out any remaining residual self-interference. Considering the resulting broadcast channel, we first study a two-user scenario and develop
a secrecy encoding scheme for constructing the signals intended to two Bobs. We
characterize the corresponding achievable secrecy sum-rate and formulate an optimization problem to maximize this metric. We then extend our approach to K-user
scenarios and study a power minimization problem. Particularly, in our analysis we
minimize the powers allocated to information and friendly jamming signals (both
TxFJ and RxFJ) while guaranteeing individual secrecy rates for various Bobs. The
problem is solved for the cases when the eavesdropper’s CSI (ECSI) is known or
unknown (but with a known distribution). Simulations show the effectiveness of the
proposed solutions. Furthermore, we discuss how to schedule transmissions when
the rate requirements need to be satisfied on average rather than instantaneously.
In low and high power regime, a scheduling algorithm that serves only the strongest
receivers is shown to outperform the one that schedules all receivers.
Next, we consider a single-cell massive MIMO system in which a base station
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(BS) with a large number of antennas transmits simultaneously to several singleantenna users. The BS acquires the CSI for various receivers using uplink pilot
transmissions. We demonstrate the vulnerability of the CSI estimation process to a
pilot-contamination (PC) attack that aims at minimizing the sum-rate of downlink
transmissions by contaminating uplink pilots. We first study PC attacks for two
downlink power allocation strategies under the assumption that the attacker knows
the locations of the BS and its users. Later on, we relax this assumption and consider the case when such knowledge is probabilistic. The formulated problems are
solved using stochastic optimization, Lagrangian minimization, and game-theoretic
methods. A closed-form solution for a special case of the problem is obtained. Furthermore, we analyze the “achievable individual secrecy rates” under PC attacks,
and provide an upper-bound on these rates. We also study this scenario without
a priori knowledge of user locations at the attacker by introducing chance constraints. Another attack model is considered, where the attacker generates jamming
signals in both the CSI estimation and data transmission phases by exploiting inband full-duplex techniques. Our results indicate that such attacks can degrade
the throughput of a massive MIMO system by more than 50%, and reduce fairness
among users significantly.
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CHAPTER 1
INTRODUCTION

1.1 Motivation
Next-generation wireless technologies are being driven by three significant trends
(see Figure 1.1). One is the rapid increase in demand for mobile broadband services, e.g., extreme data rates (multi-Gbps peak rates) to support content-rich applications, such as high-definition video streaming, online gaming, and virtual reality
(VR). Another driving force is the Internet-of-Things (IoT), with its massive connectivity and high density of devices (up to 1 million nodes per km2 ). The third
trend is the emergence of mission-critical applications, such as vehicle-to-vehicle
(V2V), vehicle-to-infrastructure (V2I) transportation systems, and connected telehealth services, which demand ultra-reliable low-latency and secure communications.
As wireless systems continue to proliferate and become an integral part of our modern life, their vulnerability to malicious attacks on privacy, data confidentiality, and
system reliability are increasingly a key concern. Specifically, a transmitted signal
intended to a legitimate receiver can be captured/wiretapped by a nearby adversary
that is equipped with commodity radio hardware. The captured signal by this eavesdropper can be exploited for various purposes, such as inferring private information
about the legitimate users and/or launching smart jamming attacks to disrupt their
communications. Existing data confidentiality and integrity solution often rely on
advanced encryption techniques that ensure the secrecy of data communications.
However, these techniques focus on thwarting eavesdropping attacks at the upper
layers of communication protocols. Lower-layer headers and control packets often
need to be transmitted unencrypted to maintain key network operations at phys-
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Figure 1.1: Requirements for next-generation (5G and beyond) wireless systems [1].
ical (PHY) and medium-access (MAC) layers. Therefore, even when upper-layer
payloads are encrypted, important transmission attributes embedded in lower-layer
headers and control packets can be exposed to attackers. These transmission attributes are referred to as side-channel information (SCI). They include the payload
size, frequency and phase offset, modulation and coding scheme, identities of communicating nodes, frame type, transmission rate, etc. SCI can be exploited by an
adversary to launch various passive (eavesdropping) and active (jamming) attacks.
For example, a passive attacker may learn about the interests, sexual orientation,
political views, and patentable ideas of the user through analyzing these features,
whereas an active attacker exploits captured attributes to launch selective packet
jamming/dropping and disrupt ongoing communications with little jamming effort.
In addition to the above concerns, dense deployment of next-generation wireless
devices makes cryptographic key distribution and management very challenging.
The most common key management solution is to use a pre-shared key, installed a
priori at communicating devices. However, this approach leaves the network open
to brute-force attacks, where the attacker can recover the secret by trying all the
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keys. To prevent this, it is necessary to use algorithms that have a fairly high
computational complexity and long keys. As these issues necessitate novel privacy
preserving techniques beyond encryption, information-theoretic PHY-layer security
methods have attracted significant attention. These techniques exploit the inherent
randomness of the wireless channel to complement upper-layer cryptographic mechanisms and prevent the leakage of SCI at the PHY/MAC layers. In particular, if the
signal-to-interference-plus-noise ratio (SINR) at an eavesdropper is lower than the
one at a legitimate receiver, data transmission can be performed in a secure fashion
through the so-called wiretap coding without requiring an encryption key.
This dissertation focuses on exploring wireless security threats and developing information-theoretic PHY-layer security techniques in the context of multiuser
multiple-input multiple-output (MIMO) systems. MIMO is one of the key enabling
technologies of next-generation wireless systems, e.g., 5G and beyond. It enhances
the capacity and improves the reliability of a wireless link using multiple transmission and receiving antennas to exploit multipath propagation. Multiuser MIMO
intends to simultaneously serve multiple devices over the same time-frequency resources to support high throughput and user density, see Figure 1.2. In this dissertation, we exploit MIMO transmission and reception methods to achieve reliable
and secret communications.
1.2 Contributions
1.2.1 Exploiting Full-duplex Communications to Secure Multiuser MIMO Systems
In Chapter 3, we study a multiuser MIMO scenario in which the transmitter (Alice)
sends K independent confidential messages to K legitimate receivers (Bobs) in the
presence of multiple eavesdroppers (Eves). To facilitate secrecy in this setup, the
concept of friendly jamming (FJ), first introduced by Goel and Negi [3], is utilized.
The idea is to generate artificial noise over a Gaussian channel to prevent eaves-
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Figure 1.2: Key enabling technologies of the next-generation wireless systems: antenna beamforming and massive MIMO.
dropping; see Figure 1.3. Bobs remain unaffected, as the FJ signals are designed
to be nullified at their locations. If FJ signals are generated by Alice, it is called
transmitter-based friendly jamming (TxFJ). In TxFJ, the artificial noise is nullified
at Bobs by utilizing MIMO zero-forcing beamforming (ZFBF) [3]. If FJ signals are
generated by a Bob, it is called receiver-based friendly jamming (RxFJ). In this
case, Bobs need to be equipped with full-duplex (FD) radios, making them capable
of transmitting and receiving signals simultaneously over the same frequency band.
Using this capability, Bobs can receive the information signals intended to them and
generate FJ signals at the same time (see Section 2.1.2 for further details).
Our first effort in this dissertation is motivated by recent studies that showed
the vulnerability of legitimate receivers to adversaries in their proximity [4, 5]. In
particular, due to her proximity to Bob, Eve’s channel state information (ECSI),
i.e., Alice-Eve channel, can be highly correlated with the channel state information
(CSI) of Bob, i.e., Alice-Bob channel. MIMO-based nullification of the TxFJ signal
at that Bob via ZFBF, extends to nearby Eves. This increases the SINR at Eve,
and significantly reduces the secrecy rate (formalized later on, but for now can be
interpreted as the difference between the Alice-Bob and Alice-Eve channel capacities). The goal of our research is to provide message confidentiality, independent of

16

Figure 1.3: Limitations of Tx-based friendly jamming signals: when an Eve is close
to one Bob, their channels become correlated, leading to a vulnerability region
around that Bob.
the amount of correlations between the ECSI and the CSI of Bobs. To do that, we
propose to use RxFJ along with TxFJ. This way, Eve’s received signal is degraded
even if her CSI is highly correlated with those of Bobs.
In addition to using ZFBF for TxFJ purposes, we also exploit this technique
to provide confidentiality for the information messages, i.e., information signals are
zero-forced at unintended Bobs. Even though ZFBF technique is a suboptimal solution for broadcast channels, it significantly reduces the implementation complexity
at the Tx [6, 7]. In fact, for multiuser MIMO channels, ZFBF is asymptotically
optimal in the high SNR regimes, e.g. 10 dB, and in some low SNR regimes, in
terms of throughput maximization as well as power minimization [6]. Moreover, as
the number of users becomes very large, the sum-rate performance of ZFBF is close
to optimal [7].
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We formulate an optimization problem that minimizes the total power consumption for the information, TxFJ, and RxFJ signals, while guaranteeing a certain individual secrecy rate for each Bob with/without ECSI. (In the unknown ECSI case,
it is assumed that the first- and second-order statistics of ECSI are known). We
exploit the conditions where using RxFJ together with TxFJ has better system
performance than using TxFJ alone and also better than zero-forcing information
signals at Eves (the latter technique can be applied only if ECSI is known) in terms
of preventing information leakage to Eves [8–11].
The main contributions of this effort can be summarized as follows:
• We show that FD capabilities can be exploited to provide confidential communications in multiuser MIMO networks by augmenting TxFJ with RxFJ
and addressing the vulnerability regions arising when Alice-Bob and AliceEve CSI are correlated. In our model, Bobs are capable of transmitting RxFJ
signals while receiving information signals over the same frequency band at
the same time. Whenever a new Bob is served by Alice, one TxFJ dimension
is sacrificed. However, the number of dimensions occupied by TxFJ and RxFJ
remains the same when this Bob generates his own RxFJ. This is an important
point, as more dimensions allow for designing more effective friendly jamming
signals.
• We investigate joint power allocation for information, TxFJ, and RxFJ signals
so as to satisfy certain secrecy rate requirements. These requirements ensure
that the mutual information between the information signal and the received
signal at Bob is above a certain threshold, and the mutual information between the information signal and the received signal at Eves is below a certain
threshold under total power constraints.
• We determine the optimal randomization rates for wiretap coding to confuse
Eves based on the given requirements. If ECSI is known, individual secrecy
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rate requirements are considered. On the other hand, if only the statistics of
ECSI are known, secrecy outage probability requirements are enforced. Specifically, we replace the randomization rate constraints with an outage constraint
for all Bobs, as ECSI is random in this scenario. The probability of having at
least one Eve such that the mutual information between the received signal
at this Eve and the kth information signal is greater than or equal to the designed randomization rate is called the outage probability for the kth Bob. An
outage constraint states that the outage probability should be smaller than or
equal to a certain constant for the kth Bob.
• We analyze the effect of different user scheduling approaches on the performance of the proposed schemes. In particular, we investigate whether the total
power consumption can be reduced further by serving a subset of Bobs while
achieving the average secrecy rate requirement of each Bob.
• For the special case of two legitimate users, i.e., Bob and Charlie, we study
another optimization problem that targets maximizing the secrecy sum-rate.
The objective here is to optimize power allocation for the two information
messages, the TxFJ signal, and the two RxFJ signals from Bob and Charlie,
subject to a total power constraint. We further assume that legitimate links
demand a certain SINR for reliable communications, and they cannot communicate if the realized SINR is below a given threshold. For this setup, secrecy
precoding of the information signals is designed according to the leakage seen
by an Eve over the fading channels, i.e., the required amount of randomization.
Another important point is that the leaked information rate at Eve is bounded
by the achievable information rate at Bob. This mechanism is executed on the
fly without knowing the ECSI. The achieved secrecy sum-rate is also provided
for the case of multiple Eves.
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1.2.2 Vulnerabilities of Massive MIMO Systems to Pilot Contamination Attacks
Massive MIMO (mMIMO) is one of the key technologies in the upcoming 5G systems. It is envisioned that a cellular 5G BS will be equipped with a very large antenna array, e.g., hundreds of antennas or more, boosting the spectral efficiency by
orders of magnitude compared to a conventional MIMO system. mMIMO requires
novel techniques to overcome new design challenges, and as such it has received significant attention from researchers over the last few years (see, for example, [12–14],
and the references therein).
Because of the large number of antennas at the BS and the relatively short
channel coherence time, the CSI between the BS and individual users must be
frequently estimated using uplink pilot transmissions. Assuming channel reciprocity,
the BS utilizes these CSI estimates for downlink data transmissions. Due to the
limited number of orthogonal pilot sequences (e.g., in the order of tens [15]), users
in neighboring cells may share the same pilots. Interference among these pilots
causes erroneous CSI estimates at the BS, leading to poor system performance.
This is known as pilot contamination (PC). PC has been extensively studied in
the context of a multi-cell mMIMO system [15]. Various PC mitigation schemes,
including protocol-based methods and blind CSI estimation methods, have been
proposed for such systems [14]. The main objective of these schemes is to separate
the CSI estimation processes of adjacent cells so that inter-cell PC is mitigated. In
addition to arising naturally due to reusing the same pilots, PC can be also caused
by adversarial transmissions. Specifically, an attacker can easily contaminate uplink
pilot transmissions and cause an erroneous uplink channel estimation. Previously
proposed solutions for non-adversarial PC are not sufficient to mitigate PC from
an intra-cell attacker. For example, protocol-based methods require coordination
between adjacent BSs to avoid synchronized transmission of the same pilots. This
will not work in the case of a non-cooperative adversary. On the other hand, blind
CSI estimation methods rely on the fact that the distances between the BS and
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the interfering users in adjacent cells are much longer than the ones in its own cell.
However, this is not the case for an intra-cell attacker, where the distance between
the attacker and the BS can be very short. In our work, we consider a system
where PC among multiple cells has been mitigated by employing one of the existing
schemes, and we focus on the vulnerabilities of a single-cell mMIMO network to an
intra-cell attack. We do that based on an attack model that targets minimizing the
sum-rate of downlink transmissions [16, 17].
The main contributions of this part can be summarized as follows:
• We propose an attack model in which the attacker contaminates the uplink
pilot transmissions of multiple users, i.e., PC attack. For this model, we
derive the downlink transmission rates in the presence/absence of the attack
are derived by exploiting the channel hardening effect of mMIMO (effect of
small-scale fading on channel gains vanishes as M tends to infinity).
• We investigate optimal PC attack strategies for two different cases: when the
attacker knows the locations of the BS and its users, and when it does not have
this information. Considering a fixed power allocation strategy for downlink
data transmissions, convex problems are formulated to determine the optimal
PC powers from the attacker’s point of view so as to minimize the downlink
sum-rate. A PC power constraint is introduced to take the attack detection
probability into consideration. These problems are solved via gradient descent
and Lagrangian minimization methods.
• We obtain a closed-form solution for the optimal PC powers at the attacker
when it has perfect information of the network. This solution represents a
lower bound on the downlink sum-rate of mMIMO systems under an optimal
PC attack and a fixed BS transmission power. In the case of imperfect knowledge of user locations, we first study the system for any arbitrary distribution.
Then, a special case where the users are randomly and uniformly located on a
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ring around the BS is further analyzed to gain more insight into the interplay
of various system parameters.
• We study the scenario where the BS optimizes its own power allocation scheme
in the presence of a PC attack. For this case, a convex-concave game is
formulated between the BS and the attacker. We present an iterative algorithm
to obtain the Nash equilibrium (NE) of this game. This analysis provides an
upper-bound on the downlink sum-rate of mMIMO systems under an optimal
PC attack.
• We analyze the secrecy performance of a mMIMO system under a PC attack.
Note that although mMIMO systems are robust against passive eavesdropping
(as the CSI at a Bob and an Eve are near-orthogonal [18]), they are still vulnerable to an active attacker that contaminates the uplink pilot transmissions.
Specifically, by using the PC attack, an attacker can capture the downlink information signals by increasing the information leakage rate at itself. In this
work, we study a scenario where the attacker minimizes the maximum of the
achievable individual secrecy rates at various users. The asymptotic behavior
of the information leakage rate at the attacker is derived for a large number of
antennas at the BS. Because the attacker simultaneously receives all information signals intended to various users, i.e., through a multiple-access channel,
interference among these signals at the attacker leads to a non-convex problem.
By deriving an upper-bound on the maximum interference power, we obtain
a tractable problem that can be efficiently solved by our proposed iterative
approach. Our analysis provides an upper-bound on the achievable individual secrecy rates in a given mMIMO system under a PC attack. Moreover,
by introducing chance constraints, we extend our analysis to the case when
prior knowledge of user locations is not available to the attacker. Utilizing a
similar bounding approach as in the previous case, we convert the non-convex
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problem to a tractable one under these constraints and solve it numerically.
• We study an attack model where the attacker generates jamming signals in
both the pilot and downlink data transmission phases (hybrid attack). For this
attack, the attacker is required to have an FD radio. Stochastic optimization
techniques are used to find the optimal power allocation at the attacker so as
to minimize the downlink sum-rate of the system. In particular, the attacker
estimates the channels between the users and itself while jamming the uplink
pilot transmissions. These estimates are then used to strengthen the jamming
attack during the downlink data transmission phase.
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CHAPTER 2
BACKGROUND AND RELATED WORK

2.1 Information-theoretic Security
The origins of PHY-layer security dates back to the pioneering work of Wyner [19]
that studied the concept of secrecy capacity for the degraded wiretap channel. The
system model is depicted in Figure 2.1 where Alice is trying to convey a confidential
message W ∈ W = {1, · · · , M } to a Bob in the presence of an Eve. The signal
received by Bob and Eve at time τ ∈ {1, · · · , t} are, respectively, given by:
y(τ ) = hB (τ )x(τ ) + nB (τ ),

(2.1)

z(τ ) = hE (τ )x(τ ) + nE (τ )

(2.2)

where hB (τ ) and hE (τ ) are the channel gains between Alice and Bob and between
Alice and Eve, respectively. nB (τ ) and nE (τ ) represent the additive white Gaussian
noise with unit variance at Bob and Eve, respectively. Both channels experience
independent block fading where the channel gains does not change during the coherence interval τ and then change independently from one coherence interval to the
next one. An achievable secrecy rate Rs exists if there is a codebook (M = 2tRs , t)
which satisfy both the reliability and security constraints. The reliability of the
transmission is given as:
Pr(Ŵ 6= W ) ≤ 

(2.3)

where  → 0 as t → ∞, and Ŵ is the estimated message at Bob. Let Z t denote
the received signal sequence in t channel uses at the Eve, i.e., Z t = {z(1), · · · , z(t)}.
Correspondingly, the secrecy constraint at Eve is given as:
I(W ; Z t ) ≤ 

(2.4)
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Figure 2.1: Fading channel model with an eavesdropper.
where  → 0 as t → ∞, and I(W ; Z t ) denotes the mutual information between
W and Z t . This secrecy capacity Cs is defined as the maximum Rs such that
Pr(Ŵ 6= W ) ≤ .
The authors in [20] extended Wyner’s work to non-degraded discrete memoryless
broadcast channels. Later on, the secrecy capacity of MIMO wiretap channel was
obtained in [21]. The secrecy region of the Gaussian MIMO broadcast channel was
studied in [22], [23], and [24]. The authors in [25] and [26] studied the problem
of secure communications over broadcast channels under individual secrecy constraint, which guarantees that the information leakage to eavesdroppers from each
information message vanishes. Even though the joint secrecy constraint, which ensures that the information leakage to eavesdroppers from all information messages
vanishes, is stronger than the individual one, it is not always possible to satisfy.
Moreover, the individual secrecy constraint still offers an acceptable secrecy level,
while increasing transmission rates [25]. To facilitate secrecy, Goel and Negi [3]
introduced the concept of FJ, as discussed in the previous chapter. The idea is to
artificially generate Gaussian noise over the channel in order to degrade eavesdropping. Bobs remain unaffected, as the FJ signals are generated to be orthogonal to
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their channels, utilizing the ZFBF. This is a special case of the channel prefixing
technique proposed in [20], which randomizes the codewords before sending them
over the channel. The authors in [27] studied a multiuser broadcast channel where
a sender transmits K independent streams to K receivers. Linear precoding and
FJ techniques were proposed to enhance PHY-layer security. The authors in [28]
studied an outage probability based power allocation problem for data and FJ so
as to satisfy certain secrecy requirements. An FD receiver that sends FJ to secure
the communication was considered in [29] and [30]. Their work was later extended
to allow both transmitter and receiver to generate FJ in [31]. In that model, at
least two antennas were needed at the receiver, one for sending the FJ signal and
the other to receive the information message. A similar system model was used
in [32] where one of the antennas at the receiver is utilized to receive information
signals, and the remaining ones generate FJ signals. The authors in [33] extended
this work to a MIMO system where r antennas of the receiver are selected to receive information signals, while the remaining antennas generate FJ signals. The
authors in [34] showed that PHY-layer secrecy can be enhanced using FD jamming
receivers without assuming perfect self-interference suppression (SIS). Another system model with one FD BS, one transmitter, one receiver, and one eavesdropper was
considered in [35]. In this model, the BS receives a message from the transmitter,
while sending an information message to the receiver together with an FJ signal. It
was assumed that the transmitter’s signal does not interfere at the receiver, and the
problem of maximizing the secret transmission rate was investigated. This work was
extended to a multiuser communication system with multiple single-antenna uplink
and downlink users and multi-antenna eavesdoppers by the authors in [36]. They
formulated a multi-objective optimization problem to minimize the total downlink
and uplink transmit power, while guarenteeing both uplink and downlink security.
In their model, the only FJ source was the FD BS, and zero-forcing beamforming
was employed for uplink transmissions. The authors in [37] considered an FD two-
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way secure communication system where two FD sources are equipped with multiple
transmit antennas and a single receive antenna in the presence of a single-antenna
eavesdropper. Remarkably, the sources in this model do not employ FJ signals to
further impair the eavesdropper’s channel.
2.1.1 MIMO Precoding Design for Secrecy in Multiuser Broadcast Channels
No External Eavesdropper
Here, we present how to design MIMO precoders for information signals in broadcast
channels under confidentiality requirements when there is no external eavesdropper.
In other words, the legitimate Bobs should not receive any information signals intended to the others. One practical approach to achieve confidentiality is to nullify
the information signals at unintended Bobs. Simply, ZFBF technique is applied. Remarkably, there is no need to employ special coding techniques such as wiretap coding, as Bobs are not allowed to receive unintended information signals. Let us assume
that the number of antennas at Alice and each Bob are MA and MB , respectively,
P
and the number of Bobs is K. Let the transmit signal at Alice be xA = k∈K vk sk
where sk is the information signal intended to Bob k, and vk is its precoding vector
with the dimension of MA . The design of these precoding vectors under confidentiality requirements is given as follows. Let us define the joint channel matrix between
Alice and unintended Bobs as ĤBk = [HTAB1 · · · HTABk−1 HTABk+1 · · · HTABK ]T where
HABl defines the MB -by-MA channel matrix between Alice and Bob l. Let the sin∗
gular value decomposition (SVD) of this matrix be ĤBk = ÛBk Σ̂Bk V̂B
where A∗
k

represents the Hermitian transpose of the matrix A. We assume MA > N where
(2)

N = MB ×(K −1). Let V̂Bk correspond to the last (MA −N ) columns of V̂Bk . Then,
(2)

V̂Bk forms an orthogonal basis for the null space of ĤBk . Using this decomposition,
(2) (2)

(2)

we set the precoder as vk = V̂Bk vk (vk will be explained later). This way, the
unintended Bobs are not able to receive sk , since it is nullified at them. On the other
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(2)

hand, the new channel seen by Bob k becomes (HABk V̂Bk ) ∈ C MB ×(MA −N ) . Note that
this reduces to an interference free channel. To maximize the received signal power
(2)

over this channel, the second part of the precoder (i.e., vk ) should be designed as
(2)

∗
.
follows. Let the SVD of the new channel vector be (HABk V̂Bk ) = Unew Σnew Vnew
(1)

The first L columns of Vnew , Vnew , form an orthogonal basis for the range space
of the new channel where L = min{MB , MA − N }. Consequently, the second part
(2)

(1)

(2)

(1)

of the precoder, vk , is chosen to be equal to Vnew . Consequently, vk = V̂Bk Vnew
. (Note that we assume all of the channel matrices mentioned above are full-rank
matrices).
External Eavesdroppers with Known CSI
Now, let us assume that KE Eves, each with ME antennas, are present. The
information signals intended to Bobs should be kept secret against these Eves,
whose CSI are known to Alice.

As a result, we have secrecy constraints due

to eavesdropping as well as the confidentiality constraints due to curious Bobs.
To satisfy these constraints, the ZFBF technique which we used in the previous section is applied after the following modifications.

It is set that ĤBk =

[HTAB1 · · · HTABk−1 HTABk+1 · · · HTABK HTAE1 · · · HTAEK ]T where HAEl defines the ME -byE

MA channel matrix between Alice and Eve l. Basically, ĤBk defines the joint channel
matrix between Alice and all of unintended Bobs and Eves. Furthermore, N is modified such that N = MB × (K − 1) + ME × KE . The rest of the precoding design
follows the same procedure as explained above.
External Eavesdroppers with Unknown CSI
In this section, we assume that ECSI are unknown. The precoder design of the
information signals follows the same procedure as in the case with no external Eves.
Specifically, ZFBF for information signals is utilized only at unintended Bobs not
Eves. However, we need to use friendly jamming to satisfy the secrecy constraints
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against the external Eves. To do that, Alice generates TxFJ signals such that they
are canceled out at Bobs by ZFBF, and their signal strength at Eves is maximized.
This way, Bobs will not be affected from the TxFJ signals, and the channels of
Eves will become weaker. Note that this scheme requires the constraint NA > K.
Consequently, precoder design for the information signals will have more freedom
compared to the one described in the case where external Eves with known CSI
are present, as the zero-forcing constraint, which nullifies the information signals at
Eves, is no longer active. It means that better precoders can be chosen to increase
the signal strength at Bobs. Hence, the transmitted signal at Alice is given by
P
P
(j)
(j)
xA = k∈K vk sk + m∈M vm jm where jm is a TxFJ signal and vm is its precoding
vector. The precoders of the information signals are designed as follows. Let’s
define ĤBk = [hTAB1 · · · hTABk−1 hTABk+1 · · · hTABK ]T . Let SVD of this matrix be ĤBk =
(2)

∗
. Let V̂Bk correspond to the last (NA − K + 1) columns of V̂Bk . Then,
ÛBk Σ̂Bk V̂B
k
(2)

V̂Bk forms an orthogonal basis for the null space of ĤBk . By following the same
steps as we did in the previous section, the precoders of the information signals are
given as:
vk =

(2) ∗
(2) (hABk V̂Bk )
V̂Bk
(2)
khABk V̂Bk k

(2.5)

Note that, we have more freedom to select the best possible precoders for the information signals using this strategy as compared to the previous one, since the null
space of ĤBk gets larger.
The precoding design for TxFJ signals is as follows. First, let’s define HAB =
∗
[hTAB1 · · · hTABK ]T . Let SVD of this matrix be HAB = UAB ΣAB VAB
. We assume
(2)

(2)

NA > K. Let VAB correspond to the last (NA − K) columns of VAB . Then, VAB
forms an orthogonal basis for the null space of HAB . As a result, each column of
(2)

VAB corresponds to the precoder of an independent TxFJ signal so that the null
space of the channel matrix between Alice and Bobs is fully covered by TxFJ signals.
(2)

This also implies that M = NA − K. If VAB (m) represents the mth column of that
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Figure 2.2: Illustration of RxFJ utilizing FD communications.
matrix, TxFJ signal precoders are given by:
(2)

(j)
vm
= VAB (m),

∀m ∈ {1, · · · , M }.

(2.6)

2.1.2 Full-duplex Wireless Communications
In addition to TxFJ, another FJ-based technique that enhances the secrecy of a
wireless transmission exploits inband FD radios. In particular, Bobs are equipped
with FD radios that make them capable of transmitting and receiving signals simultaneously over the same frequency band. Using this capability, Bobs can receive
the information signals intended to them and generate FJ signals at the same time
(see Figure 2.2). This technique is referred to as RxFJ. The problem of achieving FD communications, however, is that the transmitted signal power is typically
much higher than the received power of another signal to be captured. This selfinterference signal prevents the successful reception of the information signals and
needs to be removed.
Here, we overview the most promising self-interference suppression (SIS) technique that enables FD communications. The typical transmission power and the
noise level in a Wi-Fi system are 20 dBm and −90 dBm, respectively. Accordingly,
canceling 110 dB of the transmitted signal at the receive chain results in a perfect
SIS. The authors in [2] showed that their single-antenna FD radio is capable of doing
so (see Figure 2.3). In their design, they exploited a circulator, an analog cancellation circuit, and digital cancellation techniques to achieve 110 dB SIS. A circulator
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Figure 2.3: Block diagram of a single-antenna FD radio [2].
is a simple device that allows the signal pass through only a certain direction, and
provides around 15 − 35 dB isolation. However, the rest of the transmitted signal
power leaks to the receiver chain and causes residual self-interference. To remove
this interference, the leaked signal is reconstructed by an analog cancellation circuit
using sampling and interpolation theory. The main idea is to imitate the circulator
by tuning the parallel fixed lines of varying delays and attenuators in the analog cancellation circuit. Simply, the self-interference signal is regenerated with the same
delay and attenuation of the circulator. This process provides up to 70 dB SIS.
The remaining residual self-interference is cleaned out by the digital cancellation
techniques using the fact that the transmitted signal is already known at the node.
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Figure 2.4: (a) FDD mMIMO with M orthogonal pilots, (b) TDD mMIMO with K
orthogonal pilots.
2.2 Massive MIMO Systems
In mMIMO systems, a BS is equipped with a very large antenna array, e.g., hundreds of antennas, that allows it to serve tens of users simultaneously via simple
MIMO precoding techniques. One important advantage of these systems is that the
number of antennas at the BS is much larger than the anticipated number of users.
Under this condition, mMIMO provides some important benefits. In particular, for
conventional MIMO systems, maximum ratio transmission (MRT) precoding gives
rise to inter-user interference. However, as the number of antennas at the BS tends
to infinity, the channels between the BS and individual users become orthogonal to
each other, and inter-user interference vanishes (e.g., favorable propagation takes
place). In this case, MRT is the optimal precoder to serve multiple users simulta-
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neously, e.g., the channel capacity is achieved. For this reason, mMIMO systems
often apply MRT precoder at the BS [12–14, 38]. Furthermore, mMIMO systems
are robust against passive eavesdropping, as the CSI at a Bob and an Eve are nearorthogonal [18], i.e., almost no information leaks to unintended locations by focusing
the transmit signal into ever-smaller regions. However, the key challenge to get these
benefits from a mMIMO system is the CSI acquisition and update. Specifically, the
BS needs the CSI at the users to perform precoding and combining.
Consider a mMIMO system in which the BS uses M antenna elements to transmit
independent data streams to K single-antenna users, where M  K. Because of
the large M , the channel coherence time is too short to estimate the CSI for all
M downlink channels at each user [14]. Therefore, time division duplexing (TDD)
is used instead of frequency division duplexing (FDD), in which the downlink and
uplink channels are estimated separately (please refer to Figure 2.4). In TDD, the BS
estimates the CSI for uplink channels after receiving pilot sequences transmitted by
various users. If these pilot symbols are not perfectly orthogonal to each other, their
mutual interference causes erroneous channel estimates at BS. Assuming channel
reciprocity, uplink CSI estimates are used in setting the precoding matrices for
downlink data transmissions. Therefore, only K orthogonal pilots are needed in a
TDD system. In an FDD system, on the other hand, M orthogonal pilots are needed
to estimate downlink channels, where M  K. Besides, K feedback messages
regarding these channel estimates, i.e., one from each user, need to be transmitted
to the BS.
There is no standardized way to ensure pilot orthogonality in mMIMO systems.
However, the authors in [15] suggested assigning an orthogonal time-frequency pilot
sequence to each Bob. Orthogonal space-time block codes can be also utilized, as
in 802.11ac systems, to increase the number of orthogonal pilot sequences. In the
following, the index k is used to refer to the kth Bob, k ∈ {1, · · · , K} , K. Let
pk ∈ C1×L be the transmitted pilot sequence by Bobk (kth Bob), where L is the
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number of symbols in the pilot sequence. As these pilot sequences are orthogonal to
each other, pk p∗l = 0 ∀ k and l ∈ K, k 6= l. We normalize the transmission powers
of pilots such that pk p∗k = L ∀k ∈ K. Pk is the pilot transmission power at Bobk .
The received signal at Alice during the pilot transmission phase is given by:
YA =

K p
X

Pk hTk pk + W

(2.7)

i=1

where hTk ∈ CM ×1 is the uplink channel vector from Bobk to Alice. The mth entry of
√ (m)
(m)
(m)
this vector is given by hk = θk gk , where θk and gk ∼ CN (0, 1) are the pathloss component (large-scale fading) and small-scale effects of the channel (Rayleigh
fading), respectively. Note that θk is roughly the same for all antennas m, so hk
√
(m)
can be written as hk = θk gk , where gk is a vector of all gk , m = 1, · · · , M . W
is the additive white Gaussian noise (AWGN) matrix, whose entries are zero-mean,
unit-variance normal random variables.
Without loss of generality, consider an arbitrary Bobi , i ∈ K. Let ĥi be Alice’s
estimate of the true hi . Under a priori knowledge of pi , Alice post-multiplies the
√
received signal by p∗i and divides it by Pi and L to obtain:
K

ĥTi

YA p∗ X
=√ i =
Pi L
k=1

√
Wp∗
Pk hTk pk p∗i
√
+√ i
Pi L
Pi L

= hTi + w̃iT
where w̃iT ,

Wp∗
√ i
Pi L

(2.8)

∼ CN (0, P1i L IM ).

Now, we present how inter-user interference vanishes under MRT precoding as
M tends to infinity. Let sk be the downlink data transmission intended to Bobk
∀k ∈ K, and let vkT ∈ CM ×1 be its normalized precoder, with vk vk∗ = 1. The
received signal at Bobk is given by:
K q
X
(d)
(d)
Pi hk viT si + wk
yk =
i=1

(2.9)
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(d)

where Pk

(d)

and wk

are, respectively, the allocated power to sk at Alice and the

AWGN with zero-mean and unit-variance at Bobk . Under MRT precoding, vkT is
given by vkT = (ĥ∗k /kĥk k). Note that the precoding vectors are computed based on
channel estimates. The achievable downlink rate at Bobk becomes:
!
(d)
T 2
Pk |hk vk |
, k ∈ K.
Rk = log 1 + P
(d)
T 2
l∈{K\k} Pl |hk vl | + 1

(2.10)

(d)

Consider the inter-user interference term Pl |hk vlT |2 in (2.10). Following the results
in [14, 15, 38], this term is scaled by M as follows:
(d)

P |hk vlT |2
lim l
=0
M →∞
M

(2.11)

∀k and l ∈ K, where k 6= l. In other words, for a finite but sufficiently large M , with
M  K, the channels are near-orthogonal, and hence, inter-user interference can be
neglected. The underlying intuition behind this result is that entries of small-scale
channel components of Bobk and Bobl are independent random variables of zeromean and unit-variance. Hence, limM →∞ gl gk∗ /M = 0 and limM →∞ gl w̃k∗ /M = 0.
Similarly, after some manipulations to the results in [38], the term in the numerator
in (2.10) approaches:
(d)

(d)

Pk |hk vkT |2
Pk θk2
=
>0
M →∞
M
θk + Pk1L
lim

Hence, the downlink rate at Bobk behaves asymptotically as:
!
(d)
Pk θk2
Rk ∼ log 1 +
.
(θk + Pk1L ) M1

(2.12)

(2.13)

This indicates that the SINR does not depend on the small-scale fading components,
as these average out by the large antenna array (channel hardening). The term
(d)

(1/M ) in (2.13) comes from the AWGN wk

at Bobk . As M → ∞, the noise

term vanishes and the SINR tends to infinity. Another noise term arises due to the
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channel estimation error w̃i . In particular, as the length of the pilots, L, increases,
the second term in the denominator becomes smaller. This leads to an increase in
the downlink rate. The same effect is also observed when the power allocated for
pilots increases.
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CHAPTER 3
EXPLOITING FULL-DUPLEX RADIOS FOR SECRET
COMMUNICATIONS IN MULTIUSER MIMO SYSTEMS

In this chapter, we investigate how to exploit FD receivers to enhance the secret
communications in multiuser MIMO systems. Notably, none of the previous works
mentioned in Section 2.1 considered a multiuser scenario where multiple receivers
generate FJ signals while receiving an information signal. In this chapter, we consider multiuser scenarios with single-antenna FD receivers that generate FJ signals.
Furthermore, we consider a scenario where the information signals should not be decoded at unintended receivers (confidential messages), and the information leakage
to eavesdroppers (they may be system devices that are not necessarily malicious,
but “untrusted”) for each information message should vanish. Multiuser broadcast
channels even without any FJ signal lead to non-convex problem formulations due
to interference from unintended information signals. When FJ signals are incorporated to the system to provide secure communications against eavesdroppers, the
problem becomes harder to deal with. The joint power allocation among FJ signals
(that are generated both at the transmitter and receivers) and information signals
for simultaneous transmissions has not been explored previously. In addition, we
specifically focus on a problem which arises from eavesdroppers whose channels are
correlated with those of legitimate receivers.
The rest of this section is organized as follows. In Section 3.1, we present a
secrecy sum-rate maximization problem for two-users scenarios. Specifically, the Tx
sends two data streams to two legitimate receivers in the presence of a multi-antenna
eavesdropper. In that section, we develop a secrecy encoding scheme to construct
the information signals under joint secrecy constraints. In Section 3.2, we study a

37

more general setup with K receivers and propose a power minimization method that
satisfies certain secrecy constraints requested by K receivers under both known and
unknown ECSI cases.
We adopt the following notation throughout this chapter. Vectors and matrices
are denoted by bold lower-case and upper-case letters, respectively. We use column
and row vectors notations interchangeably. (·)∗ and (·)T represent the complex
conjugate transpose and the transpose of a vector or matrix, respectively. Frobenius
norm and the absolute value of a real or complex number are denoted by k · k and
| · |, respectively. E[·] indicates the expectation of a random variable. A ∈ CM ×N
means that A is an M × N complex matrix. CN (µ, σ 2 ) denotes complex circularly
symmetric Gaussian random variable with mean µ and variance σ 2 . IN represents
an N × N identity matrix. [x]+ = max(x, 0). rank(A) indicates the rank of matrix
A. I(X; Y ) refers to the mutual information between random variables X and Y .
Let A and B be two sets. Then, {A \ B} indicates the set of all elements of A that
are not in B. For simplicity, log2 (·) is referred to as log(·).
3.1 Secrecy Sum-rate Maximization for Two-user Scenarios
In this section, we develop an information-theoretic secrecy precoding scheme for the
information signals intended to two legitimate users, say Bob and Charlie, and characterize the corresponding secrecy sum-rate. In our scheme, the required amount of
randomization to achieve information theoretic security is shared by the codewords
intended to Bob and Charlie (a scheme referred to in [39] as cooperative encoding for
secrecy). Furthermore, these codewords are designed over multiple fading blocks to
overcome the limitations of fading and the absence of ECSI. (This can be considered
as a multi-user extension of the scheme in [40].) Under this precoding design, we
formulate an optimization problem to maximize the secrecy sum-rate. The objective is to optimize the power allocation for the two information messages, the TxFJ
signal, and the two RxFJ signals (subject to a total power constraint). To inves-
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Figure 3.1: Two-user system model with both TxFJ and RxFJ.
tigate the optimal solution for this problem, we further assume that the legitimate
links demand a certain SINR to attain a reliable communication, and they can not
communicate if the realized SINR is below this threshold. Simulation results are
obtained for two block fading models: a) protocol model, where TxFJ is assumed
to be ineffective around the receivers (receiver zone) and RxFJ is assumed to be
ineffective outside the receiver zone; b) path-loss model where the signals degrade
in proportion to distance (in addition to fading).
3.1.1 System Model
As shown in Figure 3.1, we consider a two-user broadcast channel in which Alice
transmits two independent confidential data streams to Bob and Charlie in the
presence of Eve. Let the number of antennas at Alice and Eve be NA and NE ,
respectively. The intended receivers, Bob and Charlie, have FD radios, each with a
single antenna [41]. We assume that NE < NA . Let xA ∈ C NA ×1 be Alice’s transmit
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signal, which includes two information messages plus TxFJ. Let xB and xC denote
the RxFJ signals from Bob and Charlie, respectively.
The signals received by Bob, Charlie, and Eve are, respectively, given by:

yB = hAB xA + hBB xB + hCB xC + nB

(3.1)

yC = hAC xA + hBC xB + hCC xC + nC

(3.2)

yE = HAE xA + hBE xB + hCE xC + nE

(3.3)

where hAB ∈ C 1×NA , hAC ∈ C 1×NA , hBE ∈ C NE ×1 , and hCE ∈ C NE ×1 are the channel
vectors between Alice and Bob, Alice and Charlie, Bob and Eve, and Charlie and
Eve, respectively. hBB and hCC are the self-interference channel gains, whereas
hCB and hBC are the channel gains between Charlie and Bob, and between Bob
and Charlie, respectively. HAE ∈ C NE ×NA is the channel matrix between Alice
and Eve. nB ∼ CN (0, σB2 ), nC ∼ CN (0, σC2 ) and nE ∼ CN (0, INE σE2 ) represent
AWGN at Bob, Charlie and Eve, respectively. We assume block fading (the indices
representing fading blocks and time instants are suppressed to improve readability).
Furthermore, we assume that ECSI is not known to Alice, Bob, or Charlie (only the
statistical CSI is assumed). However, Eve may know her own channels and other
channels by overhearing exchanged control packets between Alice and Bob/Charlie.
We impose the following instantaneous power constraints:

E[x†A xA ] ≤ PA
E[ |xi |2 ] ≤ Pi , i ∈ {B, C}
where PA , PB , and PC are given constants.

(3.4)
(3.5)
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3.1.2 Rx-based FJ with Zero-forcing
Communication Scheme
The transmit signal at Alice can be expressed as:

xA = v B s B + v C s C + z A w A

(3.6)

where sB ∼ CN (0, σS2 B ) and sC ∼ CN (0, σS2 C ) are the information signals, vB ∈
C NA ×1 and vC ∈ C NA ×1 are normalized precoding vectors for Bob and Charlie,
†
respectively, such that vB
vB = 1 and vC† vC = 1, wA ∼ CN (0, σJ2A ) is the TxFJ

signal, and zA ∈ C NA ×1 is its precoding vector. We let z†A zA = 1. The RxFJ
signals transmitted by Bob and Charlie are given by xi = wi , i ∈ {B, C}, where
wi ∼ CN (0, σJ2i ).
Given the above, the received signals at Eve, Bob, and Charlie reduce to:

yE = HAE vB sB + HAE vC sC + HAE zA wA
+hBE wB + hCE wC + nE

(3.7)

yi = hAi vi si + hAi vj sj + hAi zA wA
+hii wi + hji wj + ni

(3.8)

where in (3.8) {i, j} ∈ {B, C} and i 6= j.
To provide confidentiality for Bob’s message at Charlie, we consider zero-forcing
precoding for the information signal intended to Bob such that it is cancelled out
at Charlie, and vice versa. Accordingly, we consider the following zero-forcing constraints.

hAi vj = 0, {i, j} ∈ {B, C}, i 6= j

(3.9)
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We note that hAB and hAC should be linearly independent (otherwise, the cancellation will occur at the intended receivers as well), and the independence occurs with
probability 1 due to fading. Constraint (3.9) reduces the degrees of freedom for the
selection of the precoder vC (vB ) by one, leaving NA − 1 degrees of freedom. In
Subsection 3.1.2, we discuss how to uniquely determine the “optimal” vC (vB ) that
maximizes the information rate at Charlie (Bob).
The TxFJ signal coming from Alice to Bob is designed to be orthogonal to the
channel between them in order to improve the SINR at Bob. A similar constraint
is also imposed on the TxFJ signal observed by Charlie. In other words, we require

hAi zA = 0 i ∈ {B, C}

(3.10)

It follows that zA ∈ [span(hAB , hAC )]⊥ .
We consider a full-duplex radio design as introduced in [41] to eliminate the selfinterference arising from the transmission of RxFJ signal wB at Bob (wC at Charlie).
In particular, we incorporate into the model a residual self-interference term using
SIS ratio, defined as the portion of self-interference left after suppression. This
residual term is denoted with the scale factor α ∈ [0, 1]. Accordingly, (3.8) becomes:

yi = hAi vi si + αhii wi + hji wj + ni .

(3.11)

With this communication scheme, by controlling the RxFJ powers at Bob and Charlie, we can manage the interference they impose on each other.
Achievable Secrecy Sum-Rate
Let I(X; Y ) refer to the mutual information between any two signals X and Y. Given
the communication scheme described in the previous section, the Alice→Bob and
Alice→Charlie links can support the following instantaneous mutual information
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expressions:
def

(3.12)

def

(3.13)

RB = I(SB ; YB ) = log(1 + SINRB )
RC = I(SC ; YC ) = log(1 + SINRC )
where for i ∈ {B, C},
SINRi =

σS2 i |hAi vi |2
.
α|hii |2 σJ2i + |hji |2 σJ2j + σi2

Remark 1. Later on, we incorporate the constraint SINRi ≥ T , where T is a
required minimum SINR at Bob/Charlie. In that case, we assume Ri = log(1 + T ),
if SINRi ≥ T , and zero otherwise, for i ∈ {B, C}.
Regarding the received signal at Eve given in (3.7), we utilize the following
mutual information expressions:

RE,B

def

= I(SB ; YE )

= log(1 + σS2 B h†AEB (σS2 C hAEC h†AEC
+K)−1 hAEB )
RE,C

(3.14)

def

= I(SC ; YE |SB )
= log(1 + σS2 C h†AEC K −1 hAEC )

where hAEB

def

= HAE vB , hAEC

def

= HAE vC and K

(3.15)

def

= σJ2A HAE zA z†A H†AE +

σJ2B hBE h†BE + σJ2C hCE h†CE + σE2 INE , {i, j} ∈ {B, C} and i 6= j. These expressions correspond to employing an MMSE-SIC decoder at Eve (a sum-rate optimal
receiver strategy), and are utilized in the proof of secrecy. In particular, secrecy
precoding for the signals intended to Bob and Charlie are designed according to the
leakage seen by the eavesdropper over the fading channels, i.e., the required amount
of randomization. The following theorem provides the resulting sum-rate.
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Theorem 2. An achievable secrecy sum-rate is given by



Rsum = E [RB − RE,B ]+ + [RC − RE,C ]+

(3.16)

where the expectation is defined over fading blocks.
N
Proof. Encoder: Here, we design the codewords sN
B and sC carrying the secure

messages to Bob and Charlie (MB and MC ), respectively. The encoding is designed
such that Pe,i = Pr{M̂i 6= Mi } → 0, where M̂i is the estimate of Mi at receiver i,
and
1
I(MB , MC ; YEN |H) → 0,
N

(3.17)

as N → ∞ (here, H refers to channel states). The channels given in (3.7) and (3.11)
are summarized as

+ ni

(j,t) (j,t)

+ h2 sC

= hi

(j,t)

= h1 sB

yE

(j,t)

(j,t) (j,t)
si

(j,t)

yi

,

i ∈ {B, C}

(j,t) (j,t)

(j,t)

+ nE

(3.18)
(3.19)

where (j, t) indicates channel coherence interval (fading block) j ∈ {1, ..., J} and
t-th symbol time t ∈ {1, ..., T } so that total number of channel uses is N = JT .
This is a block fading interference channel where interference links are removed,
and we’ll use techniques in [40] and [39] to build encoder. In particular, the signals
sB and sC share the randomness needed to confuse the eavesdropper as in [39] and
designed as in [40] to overcome fading limitations and absence of eavesdropper CSI.
Let RB = I(SB ; YB |H) = E[log(1 + SIN RB )]. All binary sequences of length
S

N RB are generated. Then, they are randomly and uniformly distributed into 2N RB
bins. Each secret message is assigned to a bin. Then, to transmit any secret mess

sage MB ∈ {1, ..., 2N RB }, the transmitter selects the corresponding bin index, and
a sequence inside that bin is chosen according to the uniform distribution. This
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(1)

(J)

sequence is further divided into J independent blocks vB = [vB , · · · , vB ] where
(j)

(j)

each block vB has T log(1 + SINRB ) bits, and transmitted in j-th fading block.
To transmit these bits in block j, the transmitter uses i.i.d. Gaussian codebook
(j)

(j)

consisting of 2T log(1+SINRB ) codewords sB each of length T . Hence, the transmitted
(1)

(J)

signal is given by sN
B = (sB , · · · , sB ). A similar scheme is used to construct the
signal sN
C.
Decoder: Bob can decode each message for j-th fading block (as the rate supports channel capacity), and jointly-typical decoding will succeed with high probability as T → ∞. Then, union bound will imply that all messages can be recovered,
from which vB can be reconstructed and the bin index MB can be declared as the
decoded message. Charlie will use the same scheme to reliably decode MC .
Security: (Proof Sketch) Consider the following I(MB , MC ; YEN |H)

= H(MB , MC |H) − H(MB , MC |YEN , H)
(a)

≤ H(MB , MC |H) − I(MB , MC ; XSN |YEN , H)
= H(MB , MC ) − H(XSN |YEN , H)

+H(XSN |YEN , MB , MC , H)
J
X
(b)
(j,1:T )
(j,1:T )
, H)
|YE
= H(MB , MC ) −
H(XS
j=1

=

+H(XSN |YEN , MB , MC , H)
J
X
H(MB , MC ) −
[H(XSj |H)
j=1

− I(XSj ; YEj |H)]

+H(XSN |YEN , MB , MC , H)
J
X
j
j
≤ H(MB , MC ) −
(T ([RB
− RE,B
]+ )
j=1

+T ([RCj
(c)

−

j
RE,C
]+ ))

+ H(XSN |YEN , MB , MC , H)

= H(XSN |YEN , MB , MC , H)
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(d)

≤ N ,

(3.20)
4

N N
where (a) follows as H(MB , MC |XS N , YEN , H) ≥ 0, where XSN = vB
sB + vCN sN
C.

(b) follows due to memoryless channel and independence of signals. (c) follows by
j
j
j
choosing secrecy rates H(MB ) = JT E[RB
−RE,B
]+ and H(MC ) = JT E[RCj −RE,C
]+

and, by taking J → ∞ and T → ∞, as time average converges to expected value due
to ergodicity of the channel. (d) follows by Fano’s inequality as the eavesdropper can
decode signals sB and sC by employing a list decoding (similar to [39]). Then, (3.20)
shows that the secrecy constraint is satisfied for arbitrarily small  as N → ∞.



We note that in the proposed coding scheme, the achievable secrecy rates at
(s) def

(s) def

Bob and Charlie are given by RB = E [[RB − RE,B ]+ ] and RC = E [[RC − RE,C ]+ ],
respectively. Signal rate seen by Eve, on the other hand, is bounded by the designed
rate. For instance, for fading blocks where Eve’s signal rate on Bob’s signal (RE,B ) is
higher than the signal rate RB , the amount of information flow regarding sB to Eve
is bounded by RB . This mechanism occurs on the fly, i.e., without the instantaneous
CSI of Eve. Furthermore, if the network includes multiple eavesdroppers (say, with
different channel fading distributions), the achieved sum-rate can be written by:
 

Rsum = min E [RB − RE,B ]+ + [RC − RE,C ]+
E∈E

where E denotes the set of eavesdroppers.
Optimization Formulation
Given the achievable secrecy rate defined in Theorem 2, our objective is to maximize
this rate by optimizing the power allocation to data and jamming signals, and
designing the best possible beamforming vectors. The corresponding optimization
formulation is given by:
maximize

2 +σ 2 +σ 2 ≤P ,σ 2 ≤P ,σ 2 ≤P }
{σS
A J
B J
C
S
J
B

C

A

B

C

Rsum

(3.21)
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†
and subject to constraints (3.9), (3.10), and vB
vB = vC† vC = z†A zA = 1. At this

point, we consider a practical assumption, which enables us to solve the above
optimization problem. We assume that the SINR at Bob/Charlie must be greater
than or equal to T ; otherwise, RB and RC will be equal to zero. As a result, we
should allocate just enough power for the information signals to satisfy this SINR
threshold. The rest of the power budget at Alice is used for TxFJ in order to
decrease the SINR level at Eve as much as possible. Therefore, we set SINRi = T
for i ∈ {B, C}.
We note that there is more than one possible linear precoding vectors that satisfy
the constraint hAi vj = 0, for {i, j} ∈ {B, C} and i 6= j. In this case, vj should be
chosen such that |hAj vj | takes its maximum value. With this maximization (and
the norm constraints on the beamforming vectors), we can write σJ2B and σJ2C as
functions of σS2 B and σS2 C for a given T and α. Then, σJ2A is given by:

σJ2A = PA − σS2 B − σS2 C .

(3.22)

Now, the question is which beamforming vector for TxFJ should be chosen. If Alice
has 3 antennas (NA = 3), then there will be only one possible dimension such that
zA ∈ [span(hAB , hAC )]⊥ . If NA > 3, we end up with a multi-dimensional solution
space for zA . In this case, σJ2A can be evenly distributed among randomly chosen
normalized vectors that are orthogonal to each other and that fully represent this
space. This way, we increase the effective region of TxFJ.
Given the above setup, we can derive the optimal Rsum in terms of σS2 B and σS2 C
for a given T and α. Note that, all the necessary parameters to run this algorithm
are the channel state information of the receivers and the channel statistics of the
eavesdropper as well as the receivers’ power constraint. In the literature, there are
many algorithms and wireless system designs that perfectly provide these parameters
for the transmitter. Alice can calculate the optimal power allocation and precoding
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Figure 3.2: Effect of self-interference suppression on the secrecy sum-rate
(bits/second/Hz).
design to maximize Rsum as described above. Thus, the only overhead of this TxFJ
& RxFJ system (as compared to TxFJ) is to transmit the information of power
allocations to the RxFJ from Alice to the receivers.
3.1.3 Simulation Results
To demonstrate the efficacy of our design, we provide simulation results using NA =
3 and NE = 4. The carrier frequency is set 2.4 GHz. Alice, Bob, and Charlie are
located at points (3,5), (7,7), and (7,3), respectively, in a 10 meter × 10 meter area.
The transmit power budgets at Alice, Bob, and Charlie, normalized to the noise
power, are taken as PA = 100 dB and PB = PC = 10 dB, respectively. Unless
stated otherwise, we set SINRB = SINRC = 5 dB and α = 0.1 (partial SIS). Two
interference models are considered: Protocol model and SINR model.
Protocol Model
In the protocol model, Eve’s location is not known; however, if she is located inside
a “vulnerability zone” of the legitimate receivers, she is immune to TxFJ. Since
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Figure 3.3: Effect of the minimum required SINR at the users on the secrecy sumrate (bits/second/Hz).
Alice employs zero-forcing to cancel the TxFJ signal at both Bob and Charlie,
this signal will be weak in that area. The authors in [42] showed that a guard
(vulnerability) zone of 19 wavelengths around a legitimate receiver is required to
prevent eavesdropping. In our simulations, the guard zone is set to 10 wavelengths.
We further assume that RxFJ has no effect outside this guard zone since the power
of the RxFJ signal has to be small by design (especially, when SIS is imperfect).
Rayleigh fading is assumed, so all channel entries are i.i.d. Circularly Symmetric
Gaussian random variables CN (0, 1). When we only use TxFJ, Alice’s normalized
power budget is taken as 120 dB to make a fair comparison.
With the above setting, the simulation run is repeated 10000 times, each time
with a different channel entries. Figure 3.2 shows the secrecy sum-rate (Rsum ) versus
α for three different scenarios. The highest secrecy rate is achieved when both
RxFJ and TxFJ are used. Rsum decreases with α since RxFJ affects the legitimate
receivers’ SINR. Interestingly, a slightly higher secrecy rate is achieved with the
RxFJ-only scheme (RxFJ-only) compared to the TxFJ-only scheme (TxFJ-only).
The reason is that regardless of how much power is allocated to TxFJ, Rsum is only
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Figure 3.4: Contours of secrecy sum-rate in (bits/second/Hz) for various locations
of Eve (RxFJ + TxFJ).
determined by the power of the information signals, which is constant due to SINR
threshold constraint, in the TxFJ-only. On the other hand, when the power of
RxFJ changes, the power of the information signal should also change so that the
desired SINR at the receivers is kept constant in the RxFJ-only. Thus, RxFJ-only
can operate at a better point than TxFJ-only. We will later see a different behavior
under the SINR model. Secondly, we investigated the effect of the minimum required
SINR T . As seen from Figure 3.3, increasing T results in higher Rsum for the three
FJ schemes. Again, the combined Tx/Rx FJ scheme achieves the highest rate. The
RxFJ-only achieves a slightly better rate than that of the TxFJ-only, due to the
same reasons mentioned before. We remark that if the range of T is extended here,
an optimal T value in terms of secrecy sum rate can be found.
SINR Model
In this section, we consider the so-called SINR interference model, where the channel
gain from each transmit antenna to each receive antenna is given by:
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r

H=


SLdB + P LdB

10
10
G

(3.23)

where the quantity between the parenthesis represents the large-scale fading effects,
with SLdB and P LdB representing the loss in dB due to shadowing and the path loss,
respectively. The second term, G ∼ CN (0, 1), represents small-scale fading effects.
Shadowing is assumed to be log-normal with 8 dB standard deviation, SLdB ∼
8N(0, 1); on the other hand, the path loss is modeled as P LdB = −20 log10 (d) where
d is the distance between the transmit and receive antennas. We consider full selfinterference suppression. In TxFJ-only, the receivers have no power, and PA is set
to 120 dB to maintain the total power budget in the network.

Figures 3.4,

3.5, and 3.6 show the contours of the achievable secrecy sum-rate according to Eve’s
location under three different FJ schemes. In each figure, the locations of Alice, Bob
and Charlie are specified. We make a few observations. First, in Figure 3.5, the
contour lines have a circular shape around Alice, as expected, since only TxFJ is
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Figure 3.6: Contours of secrecy sum-rate in (bits/second/Hz) for various locations
of Eve (RxFJ).
used. On the other hand, in Figure 3.4, the contour lines are not symmetric around
Alice. Rather, they are ellipsoid-like, since RxFJ pushes the contour lines towards
Alice. As a result, the performance of RxFJ+TxFJ is always better than the others
even if the total power budget is kept constant. In Figure 3.6, the contours have a
circular shape around Alice except for when they are near to Bob and Charlie. When
Eve is between Alice and Bob/Charlie or farther from Bob/Charlie, the TxFJ-only
achieves a higher secrecy sum-rate than the RxFJ-only. However, if Eve is around
the receivers, the performance of both schemes is similar since RxFJ degrades the
SINR of Eve.
3.2 Achieving Secret Communications in Multiuser MISO Networks
3.2.1 System Model
As shown in Figure 3.7, we consider a MU-MISO (multiuser MISO) network in
which Alice transmits K independent confidential data streams to K receivers in the
presence of L eavesdroppers. B = {B1 , B2 , · · · , BK } is the set of legitimate receivers,
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Figure 3.7: MU-MISO system model with both TxFJ and RxFJ.
each has a single-antenna FD radio (the same antenna is used to simultaneously
transmit and receive signals over the same frequency) [43]. E = {E1 , E2 , · · · , EL } is
the set of eavesdroppers, each of which has a single-antenna. Legitimate receivers
and eavesdroppers are referred to as Bobs and Eves in the rest of the chapter,
respectively. Let the number of antennas at Alice be NA . Let xA ∈ CNA ×1 be Alice’s
transmit signal. xBk denotes the transmit signal from the kth Bob, Bk , ∀k ∈ K,
where K represents the set {1, · · · , K} throughout the chapter, i.e., K = {1, · · · , K}.
Similarly, L denotes the set {1, · · · , L} in the rest of the chapter.
The signals received by the kth Bob and the ith Eve at time t ∈ {1, · · · , n} are,
respectively, given by:
√
yBt k =hABk xtA + αhBk Bk xtBk +
X
hBl Bk xtBl + ntBk , ∀k ∈ K

(3.24)

l∈{K\k}

zEt i =hAEi xtA +

X

hBk Ei xtBk + ntEi , ∀i ∈ L

(3.25)

k∈K

where hABk ∈ C1×NA is the channel vector between Alice and the kth Bob ∀k ∈ K,
while hAEi ∈ C1×NA is the channel vector between Alice and the ith Eve ∀i ∈ L.
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hBk Ei denotes the channel between the kth Bob ∀k ∈ K and the ith Eve ∀i ∈ L.
hBk Bk and hBl Bk represent the self-interference channel at the kth Bob ∀k ∈ K
and the channel between the lth and kth Bob ∀l ∈ {K \ k}, respectively. The
p
channel hij , i ∈ {A ∪ B} and j ∈ {B ∪ E}, is equal to Dij gij , where Dij and
gij ∼ CN (0, INA ) represent the path loss component and small-scale effects of the
channel, respectively. Since FD radio design is considered at the receivers, a residual
self-interference term is incorporated into the model. This residual term defines the
portion of the self-interference left after suppression, and is denoted with the scale
factor α ∈ [0, 1], e.g. α = 0 means full-suppression (ideal case). nBk ∼ CN (0, N0 )
and nEi ∼ CN (0, N0 ) represent AWGN (Additive White Gaussian Noise) at the kth
Bob and the ith Eve, respectively.
We impose the following instantaneous power constraints:
E[x∗A xA ] ≤ P̄A
E[ |xBk |2 ] ≤ P̄Bk , ∀k ∈ K

(3.26)
(3.27)

where P̄A and P̄Bk ’s are given constants.
An achievable individual secrecy rate tuple is defined as R = (R1 , R2 , · · · , RK )
if there exists codebooks (2nRk , n) which satisfy both the reliability and security
constraints. Let Wk define the secure message from Alice to the kth Bob Bk where
Wk ∈ Wk = [1 : 2nRk ]. The reliability of the transmission is given as:
Pr(Ŵk 6= Wk ) ≤ 0

(3.28)

n
where 0 → 0 as n → ∞, and Ŵk is the estimated message at Bk . Let YB
and ZnEi
l

define the received signal sequences in n channel uses at the lth Bob and the ith
Eve, respectively. Accordingly, the individual secrecy constraints at Bobs and Eves
are given by:
n
I(Wk ; YB
) ≤ 1 , ∀(k, l) ∈ (K × {K \ k})
l

(3.29)

I(Wk ; ZnEi ) ≤ 2 , ∀(k, i) ∈ (K × L)

(3.30)
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where 1 → 0 and 2 → 0 as n → ∞. The first secrecy constraint, (3.29), ensures the
message confidentiality in an individual manner (a.k.a., individual secrecy), i.e., each
information signal should have minimal leakage at unintended Bobs. The second
one, (3.30), provides the individual secrecy against external Eves. Note that the
individual secrecy constraints are considered throughout this section rather than
the joint secrecy constraints. Furthermore, we consider a scenario where Eves do
not collude. Let snk represents the codeword in the codebook to be transmitted in n
channel uses. This signal has to contain enough randomness such that the mutual
information leakage to Eves will vanish to satisfy (3.30). Therefore, the secret
x

codebook is generated as follows. 2n(Rk +Rk ) sequences are independently generated
according to a certain probability distribution, where Rkx defines the randomization
rate. Then, these sequences are distributed into 2nRk bins, where the bin index is
x

defined by Wk . Correspondingly, each bin has 2nRk codewords. Let Wkx define the
index of the codewords in each bin. As a result, each codeword is represented by
two indices, i.e., snk (Wk , Wkx ). In the rest of the chapter, we will require I(Sk ; YBk ) ≥
Rk + Rkx to reliably decode secure message and randomization at Bk ∀k ∈ K, and
I(Sk ; ZEi ) ≤ Rkx ∀(k, i) ∈ (K × L) to achieve message security in the sense of
individual secrecy. (Note that the randomization decoding is necessary to remove
ambiguity in the codewords to reveal the secret messages at Bobs. In addition, this
adequate amount of randomization implies the security of the message. This is the
well-known Wyner’s wiretap code [19], specialized to the individual secrecy notion
studied in this section.) The secrecy constraint (3.29), on the other hand, will be
satisfied via ZFBF technique employed at Alice.
The general signaling scheme that we consider in this section is given by:
xtA =

X
k∈K

vk stk (Wk , Wkx ) +

X

(j) t
vm
jm

(3.31)

m∈M

where t = {1, 2, · · · , n} and M = {1, · · · , M }. stk ∼ CN (0, PSk ) is the information
signal for the kth Bob at time t, and vk ∈ CNA ×1 is its normalized BF vector such
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(j)

(j)

t
that vk∗ vk = 1. jm
∼ CN (0, Pm ) and vm ∈ CNA ×1 are the mth TxFJ signal at time

t and its BF vector, respectively. M is the number of independent TxFJ signals,
(j)

and it will be explained later in detail. vm is a unit vector as well. The RxFJ signal
transmitted by the kth Bob is given by xBk = jBk , where jBk ∼ CN (0, PBk ), ∀k ∈ K.
3.2.2 Beamforming Schemes
In this section, we will discuss beamforming schemes that satisfy the individual secrecy constraints in (3.29) and (3.30). We employ a well-known ZFBF technique,
which allows to cancel out any signal at any receiver given its CSI, to prevent Bobs
to decode the unintended information signals given that Alice knows CSI from all
Bobs to herself. For multiuser MIMO channels, ZFBF technique is asymptotically
optimal both in the high SNR regimes, e.g. 10dB, and in some low SNR regimes
in terms of throughput maximization as well as power minimization [6]. In addition, sum-rate performance of ZFBF is close to optimal, as the number of users is
very large [7]. The performance gap between ZFBF and the optimal solution is,
indeed, reduced when the confidentiality constraint is imposed (the capacity of a
system with confidentiality constraints is less than the one without confidentiality
constraints). At the same time, employing ZFBF for multiuser MIMO channels reduces design complexity (even though the optimal precoding design is tractable for
such systems, the matrix computations and iterations in the optimization process
still cause a practicability concern for real time systems). The inter-user interference is also removed by ZFBF. That is, the multiuser MISO channel reduces to a
single user MISO channel from the standpoint of each Bob (with the cost of reduced
degree of freedom (DoF) for the information signals). The authors in [44] considered a MISO channel with a single antenna eavesdropper, and characterized the
optimal achievable secrecy rates under the assumption that the Gaussian signaling
is used for the information signals. They concluded that the information signals
should be transmitted as close to the main channel direction and as orthogonal to
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the eavesdropping channel direction as possible. By inspiring from this result, we
will investigate the following, possibly suboptimal, beamforming schemes to provide
security against Eves. In Section 3.2.2, the information signals are transmitted to an
orthogonal space to the CSI of the unintended Bobs and Eves, and no TxFJ/RxFJ
signal is utilized. On the other hand, in Section 3.2.2, we consider a beamforming
scheme where the kth information signal snk (Wk , Wkx ) is transmitted in the direction
of the kth Bob’s channel, and TxFJ signals are utilized with and without the knowledge of ECSI. Later in the sequel, we will discuss the vulnerabilities of Tx-based
beamforming schemes when the channels of Bobs and Eves are correlated. To do
that, we utilize asymptotically optimal beamforming schemes with low complexity.
(Finding optimal beamforming schemes for the given setup is not the scope of this
dissertation.)
ZFBF
Here, it is assumed that the ECSI is known to Alice and Bobs. This assumption will
be discussed later in Section 3.2.3. Without any FJ signal, it is ensured that Eves
are not able to receive any information regarding messages employing ZFBF. All of
the information signals are canceled out at Eves and unintended Bobs. Therefore,
security constraints given in (3.29) and (3.30) are satisfied, where Rkx is set to 0
(no need to use randomization rate as Eves do not receive any information signals).
Accordingly, the transmit signal at Alice is given by:
xtA =

X

vk stk (Wk , Wkx )

(3.32)

k∈K

To implement ZFBF technique, precoding vector, vk , is designed such that Eves and
Bobs except Bk do not receive the information signal, sk . Let us define the joint
channel matrix from Alice to these receivers as
ĤBk = [hTAB1 · · · hTABk−1 hTABk+1 · · · hTABK hTAE1 · · · hTAEL ]T .

(3.33)
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∗
.
Let the singular value decomposition (SVD) of this matrix be ĤBk = ÛBk Σ̂Bk V̂B
k

(The SVD of an m×n matrix A has a form UΣV∗ , where Σ is an m×n rectangular
diagonal matrix with the singular values of A on the diagonal. U and V are m × m
and n × n unitary matrices, and the columns of these matrices are called the leftand right-singular vectors of A, respectively.) We assume that NA > (L + K − 1)
(the number of columns of this matrix is larger than the number of its rows). Let
(2)

U1 denote rank(ĤBk ). (U1 = (L + K − 1) if ĤBk is a full-rank matrix.) Let V̂Bk
(2)

correspond to the last (NA − U1 ) columns of V̂Bk . Then, V̂Bk forms an orthogonal
basis for the null space of ĤBk . Using this decomposition, we set the precoder as
(2) (2)

(2)

vk = V̂Bk vk (vk will be explained shortly). This way, Eves and the unintended
Bobs will not be able to receive sk , since it will be nullified at them, i.e., ĤBk vk = 0
where 0 is a zero vector. On the other hand, the new channel seen by the receiver
(2)

Bk becomes (hABk V̂Bk ) ∈ C1×(NA −U1 ) . Note that this reduces to an interference free
channel. To maximize the received signal power over this channel, the second part
(2)

of the precoder (i.e., vk ) should be designed as follows. Let the SVD of the new
(2)

∗
. The first column of Vnew forms an
channel vector be (hABk V̂Bk ) = Unew Σnew Vnew

orthogonal basis for the range space of the new channel. Consequently, the second
part of the precoder is chosen in this range space. Indeed, this vector is given by
the following equation:
(2)

(2)
vk

=

(hABk V̂Bk )∗
(2)

khABk V̂Bk k

(3.34)

Overall, the precoding vector is designed as:
vk =

(2) ∗
(2) (hABk V̂Bk )
V̂Bk
(2)
khABk V̂Bk k

(3.35)

Based on this scheme, the received signals at Bk and Ei reduce to:
yBn k = hABk vk snk (Wk , Wkx ) + nnBk , ∀k ∈ K

(3.36)

zEn i = nnEi ,

(3.37)

∀i ∈ L
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For the environments where Line-of-Sight (LOS) propagation model is more
dominant, channels between the transmitter and the receivers are more likely to
be correlated, especially if the receivers are close to each other, e.g., distances between them are shorter than 19 wavelengths [45] (19 wavelengths is approximately
equal to 1 and 2 meters for 2.4 and 5 GHz carrier frequencies, respectively). Let us
consider a scenario where one of Eves is near one of Bobs. (Such a scenario can be
easily observed in conference rooms, theaters, public transportation, concert halls,
restaurants, stadiums etc.) Therefore, when the information signal that is intended
to the given Bob is canceled out at the given Eve using ZFBF, the same signal also
becomes very weak or even canceled out at this Bob as well. This brings about a
vulnerability issue for the designs that rely on ZFBF. In particular, for the case of
p
correlation between hAEi and hABk = DABk gABk with parameter ρ ∈ [0, 1], the
following equation holds:
hAEi =

p
p
DAEi (ρgABk + 1 − ρ2 gAEi )

where gABk and gAEi are independent, i.e., hAEi =

p

(3.38)

DAEi gAEi if there is no corre-

lation. hAEi vk = 0 due to ZFBF. Accordingly,
p
p
DAEi (ρgABk + 1 − ρ2 gAEi )vk = 0
p
ρgABk vk + 1 − ρ2 gAEi vk = 0

(3.39)
(3.40)

p
− 1 − ρ2
gABk vk =
gAEi vk .
ρ

(3.41)

As a result,
p
p
p
hABk vk = DABk gABk vk = − DABk

1 − ρ2
gAEi vk .
ρ

Therefore, as ρ tends to 1, hABk vk → 0, which means that the information signal
intended to the kth Bob becomes very weak at this Bob.

59

Cooperative FJ
Using the proposed scheme detailed in the previous subsection, communication rates
of Bobs are maximized after imposing the zero-forcing constraints to cancel out the
information signals at Eves and unintended Bobs. However, the antenna constraint
required by the previous strategy (NA > L + K − 1) may not be always satisfied.
Specifically, the number of Eves may be very large such that L+K −1 > NA . Moreover, even if this constraint is satisfied, having a large number of Eves may cause
a very poor system performance (in terms of secrecy sum-rate or total transmit
power). Having more Eves results in more constraints, and the number of available dimensions at Alice to beamform the information signals to the intended Bobs
(diversity gain) decreases.
In this section, we propose a strategy that requires zero-forcing constraints only
for unintended Bobs. Thus, the security constraint given in (3.29) is satisfied as
previously explained. To satisfy (3.30), Alice sends TxFJ signals such that they are
canceled out at Bobs by ZFBF, and their signal strength at Eves is maximized. This
way, Bobs are not affected by the TxFJ signals, and the channels of Eves become
weaker. Applying ZFBF to TxFJ signals is a well-known technique. This concept
has been studied with different system models since the pioneering work of Goel and
Negi [3]. Some of these works are mentioned before ([28, 31, 32, 34]). In addition to
them, there are several other works that consider single- and multi-user scenarios
with nullified TxFJ signals at the legitimate receivers ([46–51]). We follow the same
precoder design for TxFJ signals done in the aforementioned papers. This technique
only requires the constraint NA > K rather than NA > (L + K − 1).
Based on the proposed scheme, the transmitted signal at Alice is given by (3.31).
The precoders of the information signals are designed as follows. Let us define
ĤBk = [hTAB1 · · · hTABk−1 hTABk+1 · · · hTABK ]T , ∀k ∈ K.

(3.42)

∗
Let the SVD of this matrix be ĤBk = ÛBk Σ̂Bk V̂B
. We assume that NA > (K − 1),
k
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(2)

and rank(ĤBk ) = U2 . Let V̂Bk correspond to the last (NA − U2 ) columns of V̂Bk .
(2)

Then, V̂Bk forms an orthogonal basis for the null space of ĤBk . By following the
same steps as we did in the previous section, the precoders of the information signals
are given as:
(2) ∗
(2) (hABk V̂Bk )
,
(2)
khABk V̂Bk k

vk = V̂Bk

∀k ∈ K.

(3.43)

The precoding design of TxFJ signals is as follows. First, let us define
HAB = [hTAB1 · · · hTABK ]T .

(3.44)

∗
. We assume that NA > K, and
Let the SVD of this matrix be HAB = UAB ΣAB VAB
(2)

rank(HAB ) = U3 . (U3 = K if HAB is a full-rank matrix). Let VAB correspond to the
(2)

last (NA − U3 ) columns of VAB . Then, VAB forms an orthogonal basis for the null
(2)

space of HAB . As a result, each column of VAB corresponds to the precoder of an
independent TxFJ signal so that the null space of the channel matrix between Alice
and Bobs is fully covered by TxFJ signals. This also implies that M = NA − U3 .
(2)

If VAB (m) represents the mth column of that matrix, TxFJ signal precoders are
given by:
(2)

(j)
vm
= VAB (m),

∀m ∈ {1, · · · , NA − U3 }

(3.45)

The precoder design of the information and TxFJ signals does not rely on the
knowledge of ECSI. In the rest of the chapter, the same precoders will be used in
both cases where ECSI is known or unknown. Note that these precoders are unit
vectors in the corresponding directions. How to allocate power for these signals in
the given directions will be discussed in the next section.
For scenarios in which LOS propogation is dominant (like the previous scenario),
let us assume that one of Eves and one of Bobs are close to each other so that their
channels are highly correlated. Then, as the TxFJ signals are zero-forced at Bob,
their effect becomes weak or even vanished at the given Eve as well (we discussed a
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similar scenario in the previous subsection). At the same time, the information signal
intended to the given Bob is sent in the direction of his channel after being zeroforced at unintended Bobs. This is a maximum-ratio combining (MRC) precoder
design, which maximizes SINR at the given receiver, with a zero-forcing constraint.
This precoder is expressed as follows:
vk =argmax(hABk v) = argmax(gABk v)
v

(3.46)

v

s.t. ĤBk v = 0

(3.47)

p
In the case of channel correlation between hAEi and hABk , hAEi = DAEi (ρgABk +
p
1 − ρ2 gAEi ) as discussed earlier. The multiplication of hAEi and vk becomes:
hAEi vk =

p
p
p
DAEi ρgABk vk + DAEi 1 − ρ2 gAEi vk

(3.48)

vk maximizes the first term of hAEi . However, if ρ is low, this term will be negligible.
p
On the other hand, if ρ is significantly larger than 1 − ρ2 , the first term will be
dominant. Due to these two reasons, SINR at Eve increases in the case of high
channel correlation. To overcome this problem, we utilize FD communications. In
our model, Bobs are capable of transmitting and receiving signals over the same
frequency band at the same time. As a result, we propose sending RxFJ signals
from Bobs. That is, while TxFJ ensures that Eves (whose channels are uncorrelated
with Bobs) are jammed, RxFJ aims to keep the vicinity of Bobs secure. Besides,
whenever a new Bob is served by Alice, one TxFJ dimension is sacrificed. However,
the total number of dimensions occupied by TxFJ and RxFJ remains the same, when
this Bob generates his own RxFJ. This is an important point, as more dimensions
allow to design more effective friendly jamming signals. For example, if the number
of total FJ signals is higher than or equal to the number of antennas at an Eve, it can
be ensured that the DoF at this Eve to decode the information signals will be zero.
Even if an Eve has enough number of antennas to separate all information signals
and FJ signals, she needs the knowledge of the CSI between Alice and herself and
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between Bobs and herself to do so, i.e., to achieve FJ signal cancellation/suppression
[52,53]. However, Eve needs to sacrifice as many DoF as the number of FJ signals to
perform this FJ signal cancellation procedure, leading to reduction in SINR at Eve
associated with the information signals. If this reduction is significant enough, one
can achieve secure communications. Note that in a scenario where an Eve is closely
located to a Bob, the effect of TxFJ may vanish due to the channel correlations. In
this case, the number of effective FJ signals at the Eve becomes one, i.e., only RxFJ
interferes the signal reception at the Eve. If the Eve has more than one antenna
and knows the CSI between the Bob and herself, she can suppress this RxFJ signal.
To facilitate the security in this situation, the CSI between Bob and Eve can be
protected by avoiding uplink transmissions and/or encrypting the uplink signals to
prevent the CSI acquisition at the Eve. If the Eve does not have the underlying
CSI, she cannot employ MIMO-based interference suppression methods. Therefore,
she simply treats the FJ signals as noise, and her capability to enhance SINR only
increases with her number of antennas [52].
3.2.3 Optimal Power Allocation
Known ECSI
In this section, we consider a problem that aims to minimize the total power allocated to the information, TxFJ, and RxFJ signals while maintaining certain secrecy
rate requirements. These requirements ensure that the mutual information between
the information signal, Sk , and the received signal at the intended receiver, YBk , is
above a certain threshold, Rk + Rkx (sum of the individual secrecy rate and the randomization rate of sk ) ∀k ∈ K, and the mutual information between the information
signal, Sk , and the received signal at the ith Eve, ZEi , is below a certain threshold,
Rkx (the randomization rate of sk ) ∀k ∈ K and ∀i ∈ L. Furthermore, we assume
that the power constraints given in (3.26) and (3.27) still need to be satisfied.
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Here, we assume that Alice knows the channels between herself and all the
receivers including Eves, and the channels between each receiver pair (including the
channels between Bobs and Eves). This assumption holds for a network where Alice
is a BS, and Bobs and Eves are active and idle system devices, respectively. IEEE
802.11ac is a well-suited standard for this system model, as it allows multiuser
downlink transmission through beamforming. An instance of our setup consists
of K + L legitimate receivers, where Alice is capable of serving only K of them
simultaneously. For example, the maximum number of concurrent transmissions
in 802.11ac is 4 (i.e., K ≤ 4). At the beginning of each transmission block (or,
coherence interval), Alice can acquire the CSI of all K + L receivers to decide which
K of them will be served. The channel estimation is performed via explicit or
implicit beamforming in 802.11ac systems. Explicit beamforming relies on packet
exchanges between Alice and receivers. Specifically, Alice transmits an NDP (Null
Data Packet) following the NDP announcement message. Then, the first receiver
sends its feedback to Alice, providing its estimate of the CSI. After that, Alice polls
the other receivers successively, and they send their feedback to Alice similarly.
This way, the CSI between Alice and receivers is extracted. Alternatively, Alice can
estimate the CSI of any receiver based on known fields (e.g., preambles) of its current
transmissions. This method is called implicit beamforming, and relies on channel
reciprocity. After CSI acquisition, each of the K receivers (Bobs) that are selected
to be served receives a message that should be kept confidential from the other
K + L − 1 receivers. Therefore, even though the receivers in this system model are
not necessarily malicious, they are “untrusted”. For instance, these receivers may
be compromised or hacked by an external attacker. Information-theoretic security
of these K information messages is guaranteed by zero-forcing precoding against
K − 1 Bobs. The remaining L idle receivers that are not selected to be served are
treated as eavesdroppers but with known CSI.
Another instance of our setup involves multiple adjacent 802.11ac networks.
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Users belonging to any adjacent network can be treated as external eavesdroppers
from the standpoint of the given network (again, they may be compromised). The
packets sent by these users include known 802.11ac headers, and may be overheard
by Alice. Accordingly, Alice can estimate the CSI between her and these adjacent
users using implicit beamforming.
Likewise, the CSI between each receiver pair (Bob-Bob) and eavesdropperreceiver pair (Eve-Bob) can be estimated through implicit beamforming. For example, any transmitted message from Bob and Eve includes short- and long-training
sequences (which are a part of the known preamble) that facilitate channel estimation. Therefore, any Bob can estimate the channels from the other Bobs and
between Eves and the given Bob by overhearing and processing these messages.
Alice can then acquire the estimated CSI by polling each Bob.
Consequently, the problem formulation is given by:
X
X
X
PSk +
Pm(j) +
PBk
minimize
PSk ∀k∈K
(j)

Pm ∀m∈M
PBk ∀k∈K

s.t.

m∈M

k∈K

X
k∈K

PSk +

X

(3.49a)

k∈K

Pm(j) ≤ P̄A

(3.49b)

m∈M

PBk ≤ P̄Bk , ∀k ∈ K

(3.49c)

I(Sk ; YBk ) ≥ Rk + Rkx , ∀k ∈ K

(3.49d)

I(Sk ; ZEi ) ≤ Rkx , ∀k ∈ K, ∀i ∈ L

(3.49e)

where K = {1, · · · , K}, M = {1, · · · , NA − U3 }, and L = {1, · · · , L}. Given the
communication scheme described in the previous section, the mutual information
between Sk and YBk is given by:
I(Sk ; YBk ) = log(1 + SINRBk ), ∀k ∈ K
where
SINRBk =

PSk |hABk vk |2
P
.
αPBk |hBk Bk |2 + l∈{K\k} PBl |hBl Bk |2 + N0

(3.50)
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Similarly, the mutual information between Sk and ZEi is given by:
PSk |hAEi vk |2
), ∀k ∈ K, ∀i ∈ L
(3.51)
A + B + C + N0
P
P
(j)
(j) 2
2
where A =
=
=
l∈{K\k} PSl |hAEi vl | , B
m∈M Pm |hAEi vm | , and C
P
2
k∈K PBk |hBk Ei | . A, B, and C are the interference terms due to other information,
I(Sk ; ZEi ) = log(1 +

TxFJ, and RxFJ signals, respectively. Note that the interfering information signals
help each other by decreasing the SINR at each Eve, as we consider the individual
secrecy rates. Based on (3.50) and (3.51), the constraints in (3.49d) and (3.49e) are
given by:
x

PSk |hABk vk |2 ≥ (2Rk +Rk − 1)(αPBk |hBk Bk |2 +
X
PBl |hBl Bk |2 + N0 ), ∀k ∈ K

(3.52)

l∈{K\k}
x

PSk |hAEi vk |2 ≤ (2Rk − 1)(A + B + C + N0 ),
∀k ∈ K, ∀i ∈ L

(3.53)

As a result, we have a linear programming problem, as all of the constraints and the
objective function are linear. The achievable individual secrecy rate for Bk satisfies
the following inequality:
Rk ≤ [I(Sk ; YBk ) − I(Sk ; ZEi )]+ , ∀i ∈ L

(3.54)

Therefore, instead of separate secrecy requirements as in (3.49d) and (3.49e), Bobs
may request a certain individual secrecy rate. In particular, the constraints in
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(3.49d) and (3.49e) can be replaced as follows:
minimize

PSk ∀k∈K
(j)

Pm ∀m∈M
PBk ∀k∈K

s.t.

X

PSk +

k∈K

Pm(j) +

m∈M

k∈K

X

X

PSk +

X

X

PBk

(3.55a)

k∈K

Pm(j) ≤ P̄A

(3.55b)

m∈M

PBk ≤ P̄Bk , ∀k ∈ K

(3.55c)

I(Sk ; YBk ) − I(Sk ; ZEi ) ≥ Rk , ∀k ∈ K, ∀i ∈ L

(3.55d)

where Rk is a nonnegative individual secrecy rate. However, this makes the problem
non-convex. Here, the same problem formulation in (3.49) can be used for a given
set of randomization rate values Rkx . Note that, Rkx is “the designed randomization
rate” that confuses Eves, and the problem reduces to choosing optimal amount
of randomization to minimize the total power consumption while satisfying the
individual secrecy rate requirements. It can be found by a line search method.
Note that even if the CSI of Bobs and the corresponding Eves is correlated, the
same analysis holds. The other issue is how to ensure that Bobs generate the RxFJ
signals as designed at Alice, as they are not trustworthy devices. The objective of
sending an RxFJ signal from each Bob is to provide security only around that Bob
(i.e., the power of the RxFJ signal is limited by design). Therefore, Bobs are not
supposed to help each other. Even if Bobs rely on each other to degrade Eves, Alice
computes how much power Bobs should allocate to their RxFJ signals, as she is the
only one who has all the necessary parameters (e.g., CSI) to solve the optimization
problem. A given Bob does not exactly know whether his RxFJ can harm other
Bobs. Even if some of Bobs behave in an adversarial manner by using their RxFJ
signal for malicious (jamming) purposes, they can be easily detected by Alice, and
prevented from transmitting (note that such active-attack model is not part of our
underlying setup).
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Unknown ECSI
In this section, we assume that the first- and second-order statistics of the ECSI
are known, not the ECSI itself. How Alice obtains the perfect CSI between Bobs
and herself in an 802.11ac network is explained in the previous section. However,
after the last acquisition of perfect CSI for a given Eve, she may move to another
location or the small-scale effects of her channel may change. As a result, some
perturbation relative to the last known CSI of this Eve can be assumed. Based on
this information, Alice can estimate Eve’s channel statistics. Specifically, we assume
that Alice knows
KAEi = E[h∗AEi hAEi ]

(3.56)

µBk Ei = E[h∗Bk Ei hBk Ei ]

(3.57)

∀i ∈ L and ∀k ∈ K. We consider replacing the randomization rate constraint in
(3.49e) with an outage constraint for all Bobs, as ECSI is random. The probability
of having at least one Eve such that the mutual information between the received
signal at this Eve and the information signal, Sk , is greater than or equal to the
designed randomization rate, Rkx , is called the outage probability for the kth Bob.
The outage constraint states that the outage probability should be smaller than or
equal to a certain constant k for the kth Bob. Particularly, if there exists only one
Eve, i.e. L = 1, this constraint is given by:
Pr{I(Sk ; ZE1 ) ≥ Rkx } ≤ k , ∀k ∈ K

(3.58)

In the presence of L non-colluding Eves, this outage probability becomes:
1 − (1 − Pr{I(Sk ; ZEi ) ≥ Rkx })L ≤ k , ∀k ∈ K, i ∈ L
√
Pr{I(Sk ; ZEi ) ≥ Rkx } ≤ 1 − L 1 − k , ∀k ∈ K, i ∈ L

(3.59)
(3.60)

where we assume all Eves have the same channel properties, and the channels
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PSk vk∗ h∗AEi hAEi vk
) ≥ Rkx }
D+F +G+1
x
x
= Pr{PSk vk∗ h∗AEi hAEi vk − (2Rk − 1)(D + F + G) ≥ 2Rk − 1}

Pr{I(Sk ; ZEi ) ≥ Rkx } = Pr{log(1 +

x

E[PSk vk∗ h∗AEi hAEi vk − (2Rk − 1)(D + F + G)]
≤
x
2Rk − 1
x
PS v∗ KAEi vk − (2Rk − 1)(D̄ + F̄ + Ḡ)
= k k
x
2Rk − 1
x
√
PSk vk∗ KAEi vk − (2Rk − 1)(D̄ + F̄ + Ḡ)
≤ 1 − L 1 − k
Rkx
2 −1

(3.61)

between Alice and each Eve are independent. (The inequality in (3.60) is identical
to the one in (3.58) when L = 1.) Note that this independence assumption brings
about the worst-case scenario. (Otherwise, the right hand side of the inequality
in (3.60) would take a larger value, so satisfying the outage probability constraint
would be easier.) Therefore, it does not contradict the assumption that the CSI of
Bobs and the corresponding Eves is correlated. By integrating the equation in (3.51)
into this outage probability expression, we obtain the first and the second equalities
P
∗ ∗
in (3.61), shown at the top of this page, where D =
l∈{K\k} PSl vl hAEi hAEi vl ,
P
P
(j)
(j)
(j)
F = m∈M Pm (vm )∗ h∗AEi hAEi vm , and G = k∈K PBk h∗Bk Ei hBk Ei . Nevertheless,
it is not possible to obtain a tractable problem by using this outage constraint.
Thus, we exploit Markov’s inequality, which states the following:
Pr{X ≥ a} ≤

E[X]
a

(3.62)

where a > E[X]. Therefore, the outage expression can be upper-bounded using Markov’s inequality as in the third expression in (3.61). By assuming the
channels are zero mean, this is modified as in the forth expression, where D̄ =
P
P
P
(j)
(j) ∗
(j)
∗
P
v
K
v
,
F̄
=
P
(v
)
K
v
,
and
Ḡ
=
m
m
m
S
AE
l
AE
i
i
l
l
l∈{K\k}
m∈M
k∈K PBk µBk Ei .
Note that a similar inequality can be written for channels with non-zero mean. As
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a result, the constraint (3.60) is converted to the constraint in the last equation of
(3.61) for all k ∈ K. (The upper bound obtained by Markov’s inequality is used for
outage probability, so the analysis here is on the conservative side. One can utilize
tighter bounds like Chebyshev’s or Chernoff’s inequalities, but we do not pursue
this here. We note that a similar Markov bound was used in [54].)
If the CSI of the kth Bob and the ith Eve is correlated with parameter ρki ,
the analysis is modified as follows. The relationship between hAEi and hABk =
p
DABk gABk becomes:
q
p
(3.63)
hAEi = DAEi (ρki gABk + 1 − ρ2ki gAEi )
where gAEi and gABk are independent of each other, i.e., hAEi =

p
DAEi gAEi when

ρki = 0. Therefore, the covariance matrix KAEi is formed by:
KAEi = E[h∗AEi hAEi ]
= E[DAEi (ρki gABk +
q
1 − ρ2ki gAEi )]

(3.64)
q

1 − ρ2ki gAEi )∗ (ρki gABk +
(3.65)

∗
= E[DAEi ρ2ki gAB
g ]+
k ABk
∗
E[DAEi (1 − ρ2ki )gAE
g ]+
i AEi
q
∗
E[2DAEi ρki 1 − ρ2ki R{gAB
g }]
k AEi

(3.66)

∗
= ρ2ki gAB
g E[DAEi ]+
k ABk
∗
(1 − ρ2ki )E[DAEi ]E[gAE
g ]+
i AEi
q
2ρki 1 − ρ2ki E[DAEi ] R{h∗ABk E[gAEi ]}
∗
= ρ2ki gAB
g E[DAEi ] + (1 − ρ2ki )E[DAEi ]INA
k ABk

(3.67)
(3.68)

where R{.} represents the real part of a complex number. The equation (3.67)
follows that gABk is a known vector, which is small-scale channel effects between
Alice and the kth Bob, and DAEi and gAEi are independent random variables. Fur∗
thermore, the last equality follows that E[gAEi ] = 0 and E[gAE
g ] = INA , as
i AEi

70

gAEi ∼ CN (0, INA ). The first- and second-order statistics of DAEi are known as
explained before, so KAEi can be estimated by (3.68). Obtaining the exact correlation coefficient is not possible, if ECSI is unknown. Therefore, this correlation
coefficient can be treated as a controllable security metric. For example, Bobs may
request a certain correlation coefficient based on the secrecy level they would like
to achieve (e.g., if Bobs assume that there is another device nearby, they request a
higher correlation coefficient). Similarly, Alice may guarantee secure communication
for Bobs only up to a certain level of correlation for a given k . Note that there
is a tradeoff between correlation coefficient and outage probability. If Bobs request
Alice to use a larger ρki to increase the secrecy level, it will be harder to satisfy the
outage probability. In this case, Alice may not find a feasible solution, and she needs
to increase k to relax the outage probability constraint. As we previously assume
that all Eves have the same channel properties, the second subscript of the correlation coefficient can be omitted, i.e., ρki = ρk ∀i ∈ L. Consequently, the outage
probability constraint is given by (3.61) where KAEi is calculated using (3.68).
3.2.4 Simulation Results and Discussions
We simulate an 802.11ac network in a simplified manner, using some of its system parameters. The coherence time of the channels is large enough so that Alice
perfectly acquires the CSI of Bobs and Eves via previously explained channel estimation techniques. Therefore, within each coherence interval (or transmission block),
the channels are constant, whereas at the beginning of each coherence interval, the
channels from i ∈ {A ∪ B} to j ∈ {B ∪ E} are randomly generated as
r
c
)3
hij = gij A(
4πf dij

(3.69)

where A, c, f , and dij are the antenna gain, speed of light, operating center frequency, and distance between the corresponding devices, respectively. (A is assumed
to be the same between each i-j pair.) This is a modified version of the simplest

71

140

CFJ, α = 1.0e−8

120

CFJ, α = 1.0e−6

100

TxFJ
ZFBF

80

60

40

20

0

CFJ, α = 0
CFJ, α = 1.0e−8
CFJ, α = 1.0e−6
TxFJ
ZFBF

CFJ, α = 0

Total Power Cost (mW)

Total Power Cost (mW)

140

0

100

200

300

400

500

120

100

80

60

40

20

0

600

0

100

200

300

400

500

600

Individual Secrecy Rate (Mbps)

Individual Secrecy Rate (Mbps)

(a) Independently located Bobs and Eves

(b) Independently located Bobs with nearby
Eves (ρ = 0)
160

CFJ, α = 0
CFJ, α = 1.0e−8
CFJ, α = 1.0e−6
TxFJ
ZFBF

120

100

Total Power Cost (mW)

Total Power Cost (mW)

140

80

60

40

20

0

0

100

200

300

400

500

Individual Secrecy Rate (Mbps)

600

CFJ, α = 0
CFJ, α = 1.0e−8
CFJ, α = 1.0e−6
TxFJ
ZFBF

140
120
100
80
60
40
20
0

0

100

200

300

400

500

600

Individual Secrecy Rate (Mbps)

(c) Independently located Bobs with nearby (d) Independently located Bobs with nearby
Eves (ρ = 0.4)
Eves (ρ = 0.9)

Figure 3.8: Total power consumption vs. individual secrecy rate under known ECSI
(K = 3 and L = 3).
form of Friis transmission equation. gij ∼ CN (0, INA ) represents small-scale effects
of the channel. We set A to 4 and f to 5260 MHz throughout the simulations, while
the frequency bandwidth is 160 MHz. The maximum power outputs at Alice, P̄A ,
and each receiver, P̄Bk ∀k ∈ K, are 24 dBm and 10 dBm, respectively. The thermal
noise for 160 MHz bandwidth is −95 dBm. The number of antennas at Alice, NA ,
is set to 8, and she can serve at most 4 Bobs simultaneously. We assume that Bobs
and Eves are uniformly and randomly distributed in a circular area around Alice
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with a radius of 30 meters unless otherwise stated. We show the average value of
2000 different realizations of the network in the simulation results.
Known ECSI
ZFBF and cooperative FJ (CFJ) techniques are introduced in Sections 3.2.2 and
3.2.2, respectively. Figure 3.8 shows the performance evaluation of these techniques
and TxFJ (without using RxFJ) with known ECSI in terms of power consumption
for the given individual secrecy rates. The problem given in (3.55) is solved, when
all of Bobs demand the same individual secrecy rate, i.e. Rk = Rl ∀k, l ∈ K. (This
problem is formulated for CFJ. However, the same formulation can be used to solve
TxFJ problem as well, when Bobs have no power for RxFJ.) 3 Bobs and 3 Eves are
assumed to be present. In Figure 3.8(a), they are randomly and uniformly located
around Alice as specified before. In this case, there is no correlation between the
channels of Bobs and Eves. In Figs. 3.8(b), 3.8(c), and 3.8(d), Bobs are located
similarly. However, each Eve randomly selects one of Bobs, and she is randomly and
uniformly located in a circular area around him with a radius of 1 meter (no closer
than 10 cm). The correlations between the channels of Bobs and the corresponding
Eves are 0, 0.4, and 0.9 in Figs. 3.8(b), 3.8(c), and 3.8(d), respectively. Furthermore,
to observe the effect of SIS, three different values of α are considered as follows. The
self-interference channel is modeled as hBk Bk = 1 ∀k ∈ K. If Bobs use all of their
powers, the self-interference becomes 10 dBm without any suppression. When α = 0,
the self-interference is assumed to be negligible compared to the noise floor, which
is −95 dBm. When α is equal to 1.0e − 8 or 1.0e − 6, the self-interference becomes
−70 dBm (corresponding to 80 dB suppression) or −50 dBm (corresponding to 60
dB suppression), respectively. (Note that 60 dB suppression can be easily achieved
employing the full-duplex radio design techniques in the literature [43, 55–58].)
Figure 3.8(a) shows that ZFBF outperforms the other schemes for the given
setup, when Bobs and Eves are independently located. Moreover, the performances
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of TxFJ and CFJ are identical, which means that RxFJ is not employed in this
case (it is not optimal). The performance of TxFJ and ZFBF does not change,
when Bobs have nearby Eves as in Figure 3.8(b), since the channels of Bobs and
Eves are still independent. However, CFJ with high SIS starts outperforming TxFJ
and ZFBF. Employing RxFJ becomes optimal, as Eves are closer to Bobs. When
ρ = 0.4 as in Figure 3.8(c), power consumption of all schemes slightly increases. The
performance gain of CFJ (with high SIS) relative to others also increases. In Figure
3.8(d), a high channel correlation case is investigated. The performance of CFJ
with high SIS is much better than TxFJ and ZFBF. Indeed, power consumption of
CFJ does not change much with ρ, as a small amount of power for RxFJ signals
is adequate to satisfy the individual secrecy rate constraints. On the other hand,
TxFJ and ZFBF need to spend much more power in high channel correlation case.
(There is a discrepancy in Figure 3.8(d), as there is no feasible solution for TxFJ
most of the time.)
Figure 3.9 shows the effect of multiple Bobs when they are close to each other.
Particularly, all Bobs and Eves are randomly located in a circular area whose radius
is 1 meter. Here, ρ indicates the channel correlations among all Bobs and Eves,
and it is set to 0, 0.4, and 0.9 in Figures 3.9(a), 3.9(b), and 3.9(c), respectively.
As observed from the results, the benefits of incorporating RxFJ signals into the
system disappear under nearby Bobs. This is expected as an RxFJ signal generated
by one of Bobs significantly reduces the SINR on the other Bobs. These results
show the necessity of developing effective user scheduling schemes that will prevent
simultaneous transmissions to nearby Bobs to cope with these situations. This issue
remains as a future research direction.
Unknown ECSI
In Figure 3.10, we show the performance of using CFJ in the scenarios where ECSI
is unknown. As ZFBF cannot be used without the knowledge of the channels, CFJ
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Figure 3.9: Total power consumption vs. individual secrecy rate under known ECSI
(K = 3, L = 3, and all Bobs are located inside a circular region with a radius of 1
m).
with different levels of SIS and TxFJ are compared with each others. The same
system setup given in the previous section is used, while k = 0.01 ∀k ∈ K. (Note
that the individual secrecy outage probability should be less than or equal to k ).
Again, when Bobs and Eves are independently located, CFJ and TxFJ have the
same performance (RxFJ is not employed). However, when Bobs have Eves in their
vicinity, CFJ outperforms TxFJ. While the correlation of the channels between Bobs
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Figure 3.10: Total power consumption vs. individual secrecy rate under unknown
ECSI (K = 3, L = 3, and  = 0.01).
and the corresponding Eves is increasing, the performance gain of employing RxFJ
also increases. Unlike the known ECSI case, when α = 1.0e − 8, CFJ is still much
better than TxFJ. (Again, the discrepancy in Figure 3.10(d) is due to obtaining
unfeasible solutions most of the time in TxFJ scheme.)
As in Figure 3.9, Figure 3.11 shows the effect of multiple Bobs when they are
close to each other. Unlike the previous results, the performance of CFJ is slightly
better than the performance of TxFJ. Therefore, the benefits of RxFJ does not
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Figure 3.11: Total power consumption vs. individual secrecy rate under unknown
ECSI (K = 3, L = 3,  = 0.01, and all Bobs are located inside a circular region with
a radius of 1 m).
disappear in this case, even though its effectiveness significantly reduces.
User Scheduling
So far, all of K Bobs were served without considering any scheduling scheme so that
they could achieve the given individual secrecy rate requirements instantaneously,
i.e., at each transmission time. Here, we investigate whether the total power con-
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sumption can be reduced further by serving a subset of Bobs, while achieving the
individual secrecy rate requirements of each Bob on average. Let the probability
that Alice serves the kth Bob in the given transmission block be pk . Accordingly,
the kth Bob requires p−1
k times more individual secrecy rate per transmission block
than the one in the previous sections, when he is served. We propose to select the
closest T Bobs to Alice in this section, while KT denotes the set of indices belonging
to the selected T Bobs. The rest of Bobs are treated as Eves with known CSI, i.e.,
the total number of Eves becomes L + K − T . The problem formulation in (3.55) is
modified as follows:
X

minimize

PSk ∀k∈KT
(j)

Pm ∀m∈M
PBk ∀k∈KT

s.t.

PS k +

k∈KT

Pm(j) +

m∈M

k∈KT

X

X

PS k +

X

X

PBk

(3.70a)

k∈KT

Pm(j) ≤ P̄A

(3.70b)

m∈M

PBk ≤ P̄Bk , ∀k ∈ KT

(3.70c)

I(Sk ; YBk ) − I(Sk ; ZEi ) ≥ p−1
k Rk , ∀k ∈ KT ,
∀i ∈ {L ∪ K \ KT }

(3.70d)

In the performance evaluation, we average the results over locations of Bobs and
Eves. Locations are constant for a transmission block, and they are randomly and
uniformly chosen between blocks. (We didn’t incorporate a mobility scheme that
models a more realistic network model, as this is not the scope of this dissertation.
However, it can be thought as Bobs are moving very fast so that the topology
completely and independently changes at each block.) Therefore, pk = T /K ∀k ∈ K.
We compare the results of such a scheduling scheme in Figs. 3.12(a) and 3.12(b).
Different Bobs are selected for each communication block, as a different topology is
created each time. Figure 3.12(a) is obtained for the case of known ECSI, where
ρ = 0, α = 0, K = 4, and L = 3. Number of scheduled (active) Bobs, T , at a
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Figure 3.12: Total power consumption vs. individual secrecy rate under known
ECSI (K = 4 and L = 3).
given time is showed in the legend. Note that the x-axis represents the average
individual secrecy rate over 4 Bobs. (Horizontal bars indicate standard deviation
of the achieved rates. We note that the number of repetitions, which is 3000, is
enough to have almost equal rates in the long term.) In the low and high power
regime, the proposed scheduling scheme (transmitting to fewer Bobs) outperforms
the regular one (transmitting to all of Bobs). However, between some threshold
points, transmitting to 3 Bobs consumes less power than transmitting to 2 or 4
Bobs. On the other hand, Figure 3.12(b) shows that the regular scheme always
has a better performance, when Eves are located around Bobs, and the channel
correlation coefficient between Bobs and the corresponding Eves is equal to 0.9. In
this case, selecting the closest Bobs to Alice makes the performance worse, as Eves
are also close to Alice due to the assumption that they are in the vicinity of Bobs.
Similar results are obtained for the unknown ECSI case.
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CHAPTER 4
VULNERABILITIES OF MASSIVE MIMO SYSTEMS TO PILOT
CONTAMINATION ATTACKS

In this chapter, we focus on single-cell multiuser mMIMO systems and investigate
the vulnerabilities of these systems to various attack adversarial attacks. In Sections
1.2.2 and 2.2, the PC problem in the mMIMO systems is introduced. Briefly, users
in neighboring cells may share the same uplink pilots due to the limited number
of orthogonal pilot sequences (e.g., in the order of tens [15]). Interference among
these pilots causes erroneous CSI estimates at the BS, leading to poor system performance. In addition to arising naturally due to reusing the same pilots, PC can be
also caused by adversarial transmissions. Indeed, the authors in [59] studied an attack that targets TDD systems. The key idea behind their attack is to contaminate
uplink pilot transmissions and cause an erroneous uplink channel estimation. Typically, if the CSI is available, the BS would use MIMO beamforming techniques such
as MRT to maximize the SNR at various receivers. However, the benefits of these
techniques vanish rapidly if the CSI estimates are erroneous. A self-contamination
technique in which the user generates a random signal and superimposes it onto its
uplink pilots was proposed in [60]. This random signal allows the BS to detect the
attacker, but it also decreases the quality of channel estimation due to the introduced
noise. An extension of this approach was provided in [61] to allow for the estimation
of both legitimate receiver and attacker channels at the BS, and to enable secure
communications in a single-user mMIMO system. It is not clear how these attack
detection methods can be applied in a multiuser scenario, as the introduced random
signals from legitimate users would degrade the channel estimation at the BS even
more. The authors in [18] proposed another approach in which the legitimate user

80

transmits four random phase-shift keying symbols, and the BS checks the correlation matrix of the received signals. Based on the ratio of the two largest eigenvalues
of this matrix, the BS detects the attack. In [62], an uncoordinated frequency shift
scheme was proposed for detecting a PC attack. According to this scheme, the user
applies random frequency shifts while transmitting the pilot sequence. However,
this scheme requires joint estimation of the shift value and the channel between the
BS and the user, hence incurring high computational complexity especially for a
multiuser mMIMO system. The authors in [63] studied detection and mitigation
of reused pilots (not necessarily due to an adversarial attack) in mMIMO systems.
However, their approach requires both training and information-bearing uplink data
transmissions. Because a malicious attacker does not send uplink information messages to the BS, this method is not applicable to PC attacks. Secure transmissions
for TDD-based mMIMO systems was studied in [64] in the presence of an active
eavesdropper. The authors derived the optimal power allocation for the information
and artificial noise signals at the BS such that secrecy is asymptotically guaranteed as the number of BS antennas (M ) tends to infinity. Secrecy performance of
mMIMO systems was studied in [65, 66] in the presence of passive eavesdroppers.
The authors in [65] considered employing various linear data and AN precoding
methods to secure downlink transmission, whereas the authors in [66] studied the
impacts of transmit antenna selection on the achievable ergodic secrecy rate and
secrecy outage capacity. In [67], the authors proposed another method to provide
secrecy against PC attacks by keeping pilot assignments hidden and using a pilot set
that scales with M . However, there are two main problems with this scheme. First,
it requires a longer pilot transmission phase, which increases the overhead and decreases the throughput. Second, computationally intensive cryptographic methods
are required to keep pilot assignments hidden. A two-way training-based scheme
against PC attacks was proposed in [68], which requires both downlink and uplink
channel estimation. Such estimation can be prohibitively time-consuming to per-

81

form in mMIMO systems if M is large. All of the above works consider an attacker
that targets users, one at a time. Even when a multiuser system is considered, it
is often assumed that the attacker randomly selects one user and contaminates its
pilot sequence. Given that one of the key aspects of mMIMO systems is to simultaneously serve tens of users, the vulnerabilities of these systems to a multiuser
PC attack has not been investigated before. Here, we study an attack model that
targets minimizing the sum-rate of downlink transmissions by contaminationg the
uplink pilots, i.e., causing channel estimation errors.
As a side remark, the authors in [69] showed that as M → ∞, mMIMO systems
can achieve unlimited capacity even under non-adversarial PC. However, the analysis
in [69] was conducted assuming that the channel covariance matrices of various users
are already known at the BS. Such an assumption cannot be made for the channel
covariance matrix of an adversary, which makes the results of [69] inapplicable to
our setup.
The rest of the chapter is organized as follows. Section 4.1 describes the attack model. In Section 4.2, we compute the downlink transmission rates in the
presence/absence of a PC attack. Our PC attack under a fixed and optimal BS
transmission power is studied in Section 4.3. in Section 4.4, we analyze the individual secrecy rates of users under this attack model. Section 4.5 presents our hybrid
attack model. Finally, we provide numerical results in Section 4.6.
Throughout this chapter, we adopt the following notation. E[·] indicates the
expectation of a random variable. Row vectors and matrices are denoted by bold
lower-case and upper-case letters, respectively. (·)∗ and (·)T represent the complex
conjugate transpose and transpose of a vector/matrix, respectively. Frobenius norm
and the absolute value of a real or complex number are denoted by k · k and | · |,
respectively. A ∈ CM ×N means that A is an M × N complex matrix, and IM
is an M × M identity matrix. CN (µ, σ 2 ) denotes a complex circularly symmetric
Gaussian random variable of mean µ and variance σ 2 . [x]+ is defined as max(x, 0).
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Figure 4.1: Pilot contamination attack model in a multi-user mMIMO system.
For simplicity, log2 (·) is referred to as log(·).
4.1 PC Attack Model
Before describing our attack model, we provide background information on how synchronization between Alice and Bobs is achieved. mMIMO technology is expected
to be deployed in 5G New Radio (NR) and LTE Advanced Pro (LTE-A) systems
[13,70]. The initial access and signaling procedures of both systems are very similar
to each other. To add a new user to the network, both systems define two types of
synchronization signals: primary synchronization signal (PSS) and secondary synchronization signal (SSS) [71, 72]. These signals are periodically broadcasted by the
BS. A new user that wants to establish a connection with the BS tries to detect
these signals, and uses the information embedded in them to synchronize itself with
the BS (both in time and frequency). (There are various recently proposed methods
that improve time and frequency synchronization of users with BSs [73, 74].) After
the user and BS exchange control messages, the user joins the network. As stated
before, TDD is envisioned to be employed in mMIMO systems, where channel estimation is performed through uplink pilot transmissions. These pilots are called
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Sound Reference Signal (SRS), and their configuration is provided to the user after
connection establishment via the Radio Resource Control (RRC) messages. SRSs
are based on Zadoff-Chu sequences (whose cyclic shifts are orthogonal to each other),
and generally, they are publicly known. A BS can schedule SRS transmissions from
multiple users to the same physical radio resource.
Considering the initial access and pilot transmission mechanism in 5G NR and
LTE-A, an attacker can contaminate uplink pilot transmissions by imposing its own
signal. In particular, because of the periodic transmission of SRSs (pilots) and
limited number of orthogonal sequences, the attacker can easily eavesdrop on the
channel and learn various pilot assignments to various Bobs as well as their transmission time slots. Furthermore, an attacker may be an insider device, meaning
that she can establish a legitimate connection with the BS and acquire the information of SRS transmission resources (as these resource are shared with multiple
users). In another instance, this insider can convey the pilot transmission time and
duration to an external colluding adversary, which can then contaminate the pilot
transmissions.
Now, let us consider an mMIMO system in which the BS (Alice) uses M antenna
elements to transmit independent data streams to K single-antenna users (Bobs),
where M  K. In the following, the index k is used to refer to the kth Bob,
k ∈ {1, · · · , K} , K. Let pk ∈ C1×L be the transmitted pilot sequence by Bobk
(kth Bob), where L is the number of symbols in the pilot sequence. As these pilot
sequences are orthogonal to each other, pk p∗l = 0 ∀ k and l ∈ K, k 6= l. We
normalize the transmission powers of pilots such that pk p∗k = L ∀k ∈ K. Pk is the
pilot transmission power at Bobk . Let xJ ∈ C1×L be the signal generated by the
attacker, which will be explained shortly. Under the attack, the received signal at
Alice during the pilot transmission phase is given by:
K p
X
Pk hTk pk + hTJ xJ + W
YA =
k=1

(4.1)
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where hTk ∈ CM ×1 is the uplink channel vector from Bobk to Alice. The mth entry of
√ (m)
(m)
(m)
this vector is given by hk = θk gk , where θk and gk ∼ CN (0, 1) are the pathloss component (large-scale fading) and small-scale effects of the channel (Rayleigh
fading), respectively. Note that θk is roughly the same for all antennas m, so hk
√
(m)
can be written as hk = θk gk , where gk is a vector of all gk , m = 1, · · · , M . W
is the additive white Gaussian noise (AWGN) matrix, whose entries are zero-mean,
unit-variance normal random variables. hTJ ∈ CM ×1 is the channel vector from the
attacker to Alice. In the literature, xJ is often designed such that only a single
arbitrarily selected user is targeted by the attacker [59, 67]. More specifically, xJ is
√
often set to PJ pk , where PJ is the average jamming power. In contrast, in our
model (refer to Figure 4.1), we set xJ to:
K
p X
√
αk pk
xJ = P J

(4.2)

k=1

where αk is the ratio between the power that the attacker allocates to contaminating
PK
pilot pk and the average jamming power. Note that
k=1 αk ≤ 1. Let Rk be
the downlink transmission rate at Bobk . The attacker’s goal can be formulated as
follows:
minimize
{αk ∀k∈K}

s.t.

X

Rk

(4.3)

k∈K

ρ ≥ αk ≥ 0 ∀k ∈ K,

K
X

αk ≤ 1

k=1

where ρ is a given upper bound on the per-pilot jamming power. In the literature,
it is noted that as the PC power increases, the attack detection probability at Alice
also increases [60, 61]. As mentioned before, previous works studied only singleuser scenarios, whereas here we consider a multiuser mMIMO system. While it
is not straightforward to apply previously proposed attack detection schemes to a
multiuser setting, the attack detection probability certainly increases with the PC
power in this case as well. Therefore, the attacker can try to hide herself from Alice

85

(up to a predefined detection probability) by limiting her PC power. To account for
this phenomenon, we introduce ρ.
4.2 Downlink Transmission Rates
In this section, we analyze the downlink sum-rate for the underlying mMIMO system
with/without the aforementioned PC attack.
4.2.1 Absence of PC Attack
For conventional MIMO systems, MRT gives rise to inter-user interference. However,
as M tends to infinity, the channels between the BS and individual users become
orthogonal to each other, and inter-user interference vanishes. In this case, MRT is
the optimal precoder. For this reason, mMIMO systems often apply MRT precoder
at the BS [12–14, 38]. Let sk be the downlink data transmission intended to Bobk
∀k ∈ K, and let vkT ∈ CM ×1 be its normalized precoder, with vk vk∗ = 1. The received
signal at Bobk is given by:
K q
X
(d)
(d)
Pi hk viT si + wk
yk =

(4.4)

i=1
(d)

where Pk

(d)

and wk

are, respectively, the allocated power to sk at Alice and the

AWGN with zero-mean and unit-variance at Bobk . Under MRT precoding, vkT is
given by vkT = (ĥ∗k /kĥk k). The achievable downlink rate at Bobk becomes:
!
(d)
Pk |hk vkT |2
Rk = log 1 + P
, k ∈ K.
(d)
T 2
P
|h
v
|
+
1
k
l
l∈{K\k} l

(4.5)

Note that the precoding vectors are computed based on channel estimates.
Next, we study the asymptotic behavior of Rk as M → ∞. Such analysis is
needed later on for comparison with the case under a PC attack. Consider the
(d)

inter-user interference term Pl |hk vlT |2 in (4.5). Following the results in [14,15,38],
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this term is scaled by M as follows:
(d)

Pl |hk vlT |2
=0
M →∞
M
lim

(4.6)

∀k and l ∈ K, where k 6= l. In other words, for a finite but sufficiently large M , with
M  K, the channels are near-orthogonal, and hence, inter-user interference can be
neglected. The underlying intuition behind this result is that entries of small-scale
channel components of Bobk and Bobl are independent random variables of zeromean and unit-variance. Hence, limM →∞ gl gk∗ /M = 0 and limM →∞ gl w̃k∗ /M = 0.
Similarly, after some manipulations to the results in [38], the term in the numerator
in (4.5) approaches:
(d)

(d)

P |hk vkT |2
Pk θk2
lim k
=
>0
M →∞
M
θk + Pk1L
Hence, the downlink rate at Bobk behaves asymptotically as:
!
(d)
Pk θk2
.
Rk ∼ log 1 +
(θk + Pk1L ) M1

(4.7)

(4.8)

In Section 4.6, we numerically verify these results. As explained before, θk is the
large-scale channel components at Bobk . (4.8) indicates that the SINR does not
depend on the small-scale fading components, as these average out by the large
antenna array (channel hardening). The term (1/M ) in (4.8) comes from the AWGN
(d)

wk at Bobk . As M → ∞, the noise term vanishes and the SINR tends to infinity.
Another noise term arises due to the channel estimation error w̃i . In particular, as
the length of the pilots, L, increases, the second term in the denominator becomes
smaller. This leads to an increase in the downlink rate. The same effect is also
observed when the power allocated for pilots increases.
In this chapter, we consider two different power allocation strategies for downlink
transmissions: “fixed” and “optimal.” Both strategies are subject to an average
(d)

power constraint PA . Under the fixed strategy, Pk

∀k ∈ K is assumed to be known
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to the attacker. For example, based on some fairness criterion, these values may be
determined by the BS before the pilot transmission phase and conveyed to various
receivers through a feedback channel. If the attacker eavesdrops on this channel, it
can obtain the power allocation values. In one instance of this strategy, the BS may
(d)

simply allocate powers uniformly to information signals, i.e., P1

(d)

= · · · = PK =

PA /K. As for the “optimal” power allocation strategy, the BS relies on a waterfilling technique to assign powers, using (θk + (Pk L)−1 )/(M θk2 ) as the water levels
[75].
4.2.2 Presence of PC Attack
Under the attack model in (4.2), the following channel estimation is performed at
Alice for each Bobk :
ĥk = hk +

√
αk uk hJ + w̃k

(4.9)

where uk is the ratio between the average power at the attacker and the pilot transmission power at Bobk , i.e., uk = PJ /Pk . In the rest of the chapter, we assume that
uk is known to the attacker. Recall that we previously assumed that the attacker
learns the pilot sequences by eavesdropping on uplink transmissions. The attacker
can also learn the transmission powers of these pilots (which are typically fixed in
current cellular systems). Because Alice is not aware of the presence of the attacker,
she treats ĥk as the correct channel estimate. Employing MRT precoding based on
ĥk , Alice computes the precoder vector of sk as:
√
(hk + αk uk hJ + w̃k )∗
T
vk =
.
√
khk + αk uk hJ + w̃k k

(4.10)

Substituting vk in (4.5), the attacker’s optimization problem in (4.3) becomes nonconvex in terms of αk ∀k ∈ K. To obtain a tractable model, we analyze the asymptotic behavior of Rk as M → ∞. Following similar steps to the case of no attacker,
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the following expression can be obtained as M → ∞:
Rk ∼ log 1 +

!

(d)
Pk M θk2

θk + αk uk θJ +

1
Pk L

.

(4.11)

As M increases, the mMIMO system expectedly becomes more resilient to PC attacks (in line with the conclusion in [69]). However, the vulnerability of the system
against such an attack can be observed in (4.11), which shows that the SINR decreases with an increase in the jamming power αk uk .
As in the previous section, we consider both a fixed and an “optimal” power
(d)

allocation strategy to Pk ’s. The fixed strategy is performed as before, whereas
the “optimal” strategy is done as follows. Let φk , θk + αk uk θJ +

1
.
Pk L

Then, the

“optimal” power allocation vector is given by:
h

(d)∗
P1

(d)∗
· · · PK

i

= argmax
xk ,∀k∈K

K
X
k=1
K
X

Rsum

xk M θk2
log 1 +
= argmax
φk
xk ,∀k∈K
k=1
subject to

PK

k=1

(d)

Pk

(d)

≤ PA and Pk



(4.12)

(4.13)

≥ 0, ∀k ∈ K. Note that in order to solve

(4.12), Alice needs to be aware of the attack, which is not always possible. However,
our goal here is to observe the effect of PC attack under the least favorable power
allocation strategy from the perspective of the attacker. Essentially, this provides us
with an upper-bound on the downlink sum-rate under any power allocation strategy.
4.3 Analysis of Optimal PC Attack
4.3.1 Fixed Power Allocation Strategy
In this section, we study the optimal PC attack strategy under a fixed power allocation at Alice. We incorporate (4.11) into problem (4.3), considering fixed power
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allocation for the information signals at Alice:
K
X

s.t.

!

(d)

Pk M θk2
P1 : minimize
log 1 +
{αk , ∀k∈K}
θk + αk uk θJ +
k=1
ρ ≥ αk ≥ 0 ∀k ∈ K,

K
X

1
Pk L

αk ≤ 1.

k=1

For a given k ∈ K, we set θk = Azk−γ , where A is a constant that depends on the
operating frequency and transmit/receive antennas, while γ and zk are the path-loss
exponent and the distance between Alice and Bobk , respectively. Similarly, zJ is
the distance between Alice and the attacker. For simplicity, the antennas at Bobs
and the attacker are assumed to be identical, so the same A is considered for all of
them. As a result, the objective function in P1 is converted to the following one:
!
K
(d)
X
Pk M Azk−2γ
(4.14)
Rsum =
log 1 +
−γ
−γ
1
α
u
z
+
z
+
k
k
J
k
AP
L
k=1
k
Next, we discuss two different scenarios based on the information available to the
attacker.
Perfect Distance Information
Suppose that the attacker has perfect knowledge of the distances between Alice and
individual Bobs as well as its own distance to Alice. Indeed, this is an idealized scenario (from the attacker’s point of view), and is studied to provide a benchmark for
comparison with the case of uncertainty in distances. P1 is a convex programming
problem. Its optimal solution is obtained as follows:
Theorem 3. P1 has the following closed-form solution:
"
!#+
p
Ak (Ak + 4/λ) − Ak − 2Bk
αk = min ρ,
∀k ∈ K
2

(4.15)
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where

(d)

Pk M AzJγ
zJγ
zJγ
.
Ak ,
+
and Bk ,
uk zkγ uk APk L
uk zk2γ

P
λ is the Karush-Kuhn-Tucker (KKT) multiplier and is chosen such that K
k=1 αk =
PK
1. It can be easily computed by the bisection method, given that k=1 αk is a decreasing function of λ.
Proof. Let us define
(d)

zJγ
P M AzJγ
zJγ
and
B
=
Ak = k
+
k
uk zkγ uk APk L
uk zk2γ
∀k ∈ K. Therefore, the objective of P1 can be written by
Rsum =

K
X


log 1 +

k=1

Ak
αk + Bk


(4.16)

Hence, the Lagrangian function of this problem is given by
K
X
Ak
) + λ(
αk − 1).
L(α) =
log(1 +
α
k + Bk
k=1
k=1
K
X

(4.17)

Its first derivative with respect to αk becomes
∂L(α)
−Ak
=
+ λ.
∂αk
(αk + Bk )(αk + Ak + Bk )

(4.18)

Let αk∗ ∀k ∈ K be the optimal value that minimizes the objective function of P1.
These values are also the roots of the polynomial functions where the equation
(4.18) is equal to zero. Also, note that αk∗ ∀k ∈ K is a nonnegative number, and
their summation is equal to 1 due to the complementary slackness. Therefore,
"p
#+
A
(A
+
4/λ)
−
A
−
2B
k
k
k
k
αk∗ =
(4.19)
2
where λ is chosen such that

PK

k=1

αk∗ = 1.
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Uncertainty in Distances
Suppose that the attacker does not have exact knowledge of various distances, but
has probabilistic information about such distances. Let Zk and ZJ be random
variables (rvs) that correspond to the Alice-Bobk and Alice-attacker distances, respectively. In this case, the attacker targets minimizing the expected value of Rsum ,
given by:
!#
(d)
Pk M AZk−2γ
] =E
log 1 +
αk uk ZJ−γ + Zk−γ + AP1k L
k=1
"
!#
K
(d)
X
Pk M AZ −2γ
E log 1 +
=
αk uk ZJ−γ + Z −γ + AP1k L
k=1
"

E[ Rsum

K
X

(4.20)

where Z is a generic rv that has the same distribution as Zk for all k. Let fZ and
fZJ be the PDF’s of Z and ZJ , respectively, in the range [Dmin , Dmax ]. In (4.20), the
expectation is taken over Z and ZJ . The last equality follows from the assumption
that the distributions of the distances between various Bobs and Alice are identical.
Let Φk , αk uk ZJ−γ + Z −γ + AP1k L . Under the fixed power allocation strategy, the
optimal PC attack is the solution to the following stochastic programming problem:
!#
"
K
(d)
X
Pk M AZ −2γ
P2 : minimize
E log 1 +
{αk ∀k∈K}
Φk
k=1
s.t.

ρ ≥ αk ≥ 0 ∀k ∈ K,

K
X

αk ≤ 1.

k=1

The objective function in P2 can be rewritten as:
K Z Dmax Z Dmax
X
fZ (x)fZJ (y) log(Ψk (x, y)) dx dy
k=1

where

Dmin

(4.21)

Dmin
(d)

Pk M Ax−2γ
Ψk (x, y) , 1 +
.
αk uk y −γ + x−γ + AP1k L

This is a convex programming problem, as the objective function and inequality
constraints are all convex functions. Notice that fZ and fZJ can be any arbitrary
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distribution, as the integral operation in (4.21) preserves the convexity. The integral
in (4.21) can be approximated by Simpson’s Rule for double integrals, and can be
solved efficiently by applying the interior-point method. We also note that P2
need only be solved offline, so the time complexity of this solution method is not a
concern.
To further analyze this scenario and gain more insight into the interactions of
various system parameters, we consider a special case where Bobs are randomly
and uniformly located on a ring around Alice. Hence, the PDF of Z is given by
2
2
fZ (x) = 2x/(Dmax
− Dmin
), for x ∈ [Dmin , Dmax ]. Because Alice is a stationary

BS, we assume that the attacker can acquire her distance information to Alice by
overhearing messages such as already known preambles, i.e., zJ is known at the
attacker. Therefore, the objective function in P2 is converted to:
K Z
X
k=1

Dmax

Dmin

2x
log(Ψk (x, zJ )) dx
2
2
(Dmax
− Dmin
)

(4.22)

The closed-form solution of this integral can be computed for any arbitrary integer
valued γ. Here, we set γ to 2, and the result can be given as:



Ck
2
K
x log 1 + Dk x4 +x2
X
log (1 + Dk x2 )
2

+
2
2
(Dmax
− Dmin
)
2
2Dk
k=1


2
√1+2Dk x
(4D
C
−
3)
arctan
4
2
k
k
Dmax
log (Dk x + x + Ck )
4Dk Ck −1

√
−
+
4Dk
Dmin
2Dk 4Dk Ck − 1

(4.23)

(d)

where Ck , Pk M A and Dk , αk uk zJ−2 + (APk L)−1 . Note that the expression in
(4.23) is a convex and differentiable function with respect to αk , ∀k ∈ K. Even
though a closed-form solution does not exist for P2, a numerical solution can be
obtained by applying the gradient-descent method, which leads to fast convergence.
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Expected Value of Perfect Information (EVPI)
Let z , [z1 , · · · , zK ] be the vector of distances from Alice to various Bobs (known
∗
∗
to the attacker). Let α∗ (z, zJ ) , [α1∗ (z, zJ ), · · · , αK
(z, zJ )] and α∗ , [α1∗ , · · · , αK
]

be the optimal solutions to P1 and P2, respectively. The objective function of P2
becomes EZ,ZJ [Rsum (α∗ )], and EZ,ZJ [Rsum (α∗ (Z, ZJ ))] becomes the expectation of
the optimal solution of P1 under perfect information, where Z is a vector of i.i.d.
distances Z1 , · · · , ZK . The expectations are taken over the random distances, as
previously explained. The EVPI is defined as follows:
EVPI , EZ,ZJ [Rsum (α∗ )] − EZ,ZJ [Rsum (α∗ (Z, ZJ ))].

(4.24)

Note that EVPI is always greater than or equal to zero, as the case with perfect
information outperforms the one with uncertainty. If EVPI is small, the attacker
does not gain much by knowing the exact distances. It can perform attacks almost
as powerful as when perfect information is available. On the other hand, if EVPI
is high, the attacker may try to acquire distance information by estimating Bobs’
locations relative to its own. For example, a group of colluding adversaries may
employ localization techniques (e.g., RSSI and time-of-arrival) to estimate Aliceto-Bobs distances [76, 77]. This requires more complex and costly systems at the
attacker. In Section 4.6, we study the behavior of EVPI.
4.3.2 Optimal Power Allocation
Next, we study the optimal PC attack strategy when Alice adopts “optimal” (the
least favorable from the perspective of the attacker) power allocation strategy for
downlink data transmissions. Our goal here is to provide an upper bound on the
downlink sum-rate under ideal conditions from Alice’s point of view. To do so, we
investigate a scenario where the attacker tries to minimize that rate, while Alice
maximizes it. This is a min-max problem, and its solution is found as follows.
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h

As seen from (4.14), Rsum is a function of P(d) ,

(d)

(d)

P1 · · · PK

i

and α ,

[α1 , · · · , αK ]. Thus, the problem can be formulated as a convex-concave game; for a
fixed P(d) , Rsum (P(d) , α) is a convex function of α, and for a fixed α, Rsum (P(d) , α) is
a concave function of P(d) . This means that the attacker needs to solve the following
game:


(d)
P3 : minimize maximize Rsum (P , α)
α
P(d)
K
X
αk ≤ 1
s.t.
ρ ≥ αk ≥ 0 ∀k ∈ K,
(d)

Pk

≥ 0 ∀k ∈ K,

k=1
K
X (d)
Pk
k=1

≤ PA

Let (P(d)∗ , α∗ ) be an optimal solution of this game, or a saddle point. That is, for
any possible power allocation P(d) ,
Rsum (P(d) , α∗ ) ≤ Rsum (P(d)∗ , α∗ ) ≤ Rsum (P(d)∗ , α).
This relationship shows that an upper bound on Rsum (P(d) , α∗ ) is obtained by solving P3, i.e., an upper bound on the downlink sum-rate in the presence of an optimal
PC attack. For instance, when α = α∗ , P(d)∗ maximizes Rsum (P(d) , α∗ ). This optimal solution is obtained by a well-known water-filling technique. Specifically,
#+
"
−γ
−γ
1
∗
+
α
u
z
+
z
k
k
J
k
(d)∗
APk L
(4.25)
Pk = η −
M Azk−2γ
where η is a water-filling level, chosen such that

PK

k=1

(d)

Pk

= PA . It can be com-

puted by the bisection method, as this summation is an increasing function of η.
Similarly, when P(d) = P(d)∗ , α∗ minimizes Rsum (P(d)∗ , α). The optimal solution
of this problem was previously given in Theorem 3. We propose to solve this game
by using an iterative Gauss-Seidel method. To do that, we first solve Rsum (P(d) , α)
for some initial values of αk , e.g., αk = 0 ∀k ∈ K (initially, there is no PC attack).
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(d)

Then, the obtained Pk values are used in Rsum (P(d)∗ , α), and this problem is solved
with respect to αk ∀k ∈ K, as explained in Theorem 3. After this step, the second
iteration starts by solving Rsum (P(d) , α∗ ) using the new values of αk ’s. As the number of iterations increases, a better approximation for the saddle point is obtained.
We evaluated the number of iterations required to reach the Nash equilibrium of this
game, and observed that the algorithm almost always converges after 10 iterations.
Theorem 4. Gauss-Seidel iterations converge when used to solve P3.
Proof. The players of the game described in P3 are Alice and the attacker. In this
game, the utility function of Alice is Rsum (P(d) , α), and her strategy is to choose the
optimal power allocation for the downlink transmissions. Similarly, −Rsum (P(d) , α)
is the attacker’s utility, and her strategy is to find the optimal α to maximize
this utility. The strategy sets of both players are non-empty, compact, and convex
subsets of real numbers (the constraints in P3 are linear functions). Furthermore,
their utility functions are continuous and diagonally strictly concave. As a result, the
existence and uniqueness of NE is proved for this game, and Gauss-Seidel method
converges to this point [78].



Note that the above analysis applies to the case of perfect information where
distances are known to the attacker. It can be easily extended to the case where
only the probability distribution of distances is known. The same steps in Section
4.3.1 are applied to account for the uncertainty. In particular, the expectation of
Rsum (P(d) , α) over ZJ and Zk ’s would be used in the objective function of P3. The
resulting problem is still a convex-concave game that can be solved by the GaussSeidel method.
4.4 Secrecy Rate Under PC Attack
As stated before, the channels between Bobs and Alice are near-orthogonal as long
as M  K. Indeed, as M → ∞, inter-user interference vanishes in mMIMO sys-
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tems. The same reason also makes mMIMO systems well-protected against a passive
eavesdropper (Eve). For example, channels of Eve and Bobs are near-orthogonal as
well, so the mutual information leakage at Eve is negligible. However, we showed
the vulnerability of mMIMO systems against an active attacker that contaminates
the pilot transmissions. So far, we only considered the case where the attacker’s
objective is to minimize the downlink sum-rate. A PC attack also makes Alice
transmit information signals towards the attacker, as the precoding vectors are designed based on erroneous channel estimates, which are linear combinations of CSI
at Bobs as well as at the attacker. As a result, the attacker may also receive information intended to Bobs in the data transmission phase. That is, instead of
just reducing the transmission rates of legitimate users, the attacker may also aim
at obtaining as much information as possible from the messages intended to these
users.
To study this malicious eavesdropping scenario, we consider as a secrecy metric
the individual secrecy rates of Bobs [9,79]. Specifically, we study a problem in which
the attacker, Eve, aims at minimizing the maximum of the “achievable individual
secrecy rates” at given Bobs by adjusting its PC attack. By doing so, we aim
at deriving an upper bound on the achievable individual secrecy rate that can be
achieved by any Bob in a given massive MIMO system under an optimal PC attack.
Notice that as Alice is not aware of such an attack, she may not achieve this upper
bound. However, the analysis in this section gives some insightful results regarding
how to design wiretap code to improve the secrecy outage probability or ergodic
secrecy rate in massive MIMO systems. Considering MRT precoding at Alice and
the same attack model in Sections 4.1 and 4.2, the received signal at the attacker
in the downlink data transmission phase is given by:
yeve

K q
X
(d)
=
Pi hJ viT si + wJ

(4.26)

i=1

√
√
where wJ is the AWGN at Eve, and vkT = (hk + αk uk hJ + w̃k )∗ /khk + αk uk hJ +

97

w̃k k is the precoder vector of sk . The leakage rate of sk to Eve is given by:
!
(d)
T 2
P
|h
v
|
J
k
k
Rke = log 1 + P
, ∀k ∈ K
(4.27)
(d)
T 2
P
|h
v
|
+
1
J
l
l∈{K\k} l
Note that Rke is obtained from the mutual information between sk and yeve , with the
all other information signals are interpreted as noise. We analyze the asymptotic
behavior of Rke as M → ∞. Based on this analysis, the following limit is obtained:
Lemma 5.
(d)

(d)

Pk αk uk θJ2
Pk |hJ vkT |2
=
M →∞
M
θk + αk uk θJ + Pk1L
lim

(4.28)

Proof.
(d)
Pk |hJ vkT |2

∗
(d) hJ ĥk 2
|
Pk |

M
(4.29)
kĥk k2
M
Let us evaluate the limit of the numerator and denominator separately. The limit
lim

M

M →∞

= lim

M →∞

of the denominator is given by:
1
kĥk k2
= θk + αk uk θJ +
(4.30)
M →∞ M
Pk L
The equality is due to the fact that given a vector x ∈ C1×M with a distribution
lim

CN (0, cI), limM →∞ xx∗ /M = c [38, Lemma 1]. We analyze the limit of the numerator as follows:

√
hJ (hk + αk uk hJ + w̃k )∗
hJ ĥ∗k
lim
= lim
M →∞ M
M →∞
M
√
αk uk khJ k2 √
= lim
= αk uk θk .
(4.31)
M →∞
M
gk , gJ , and w̃k are independent vectors, and the result follows from [38, Lemma 1].
The expression in the numerator of (4.29) is a continuous function of hJ ĥ∗k /M .
Therefore, using the Continuous Mapping Theorem, we conclude that:
(d)

(d)

Pk |hJ vkT |2
Pk αk uk θJ2
=
.
M →∞
M
θk + αk uk θJ + Pk1L
lim

It proves the equation (4.28).

(4.32)
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Therefore:




(d)

Pk αk uk θJ2


1

θk + αk uk θJ +


Pk L
lim Rke = log 1 +
(d)
M →∞

P
Pl αl ul θJ2

l∈{K\k}

θ +αuθ +
l

l l J

1
Pl L





.




(4.33)

Note that limM →∞ Rke is independent of M . In addition, the case where αk = 0,
∀k ∈ K corresponds to a purely passive eavesdropper scenario. In that case, Rke
asymptotically goes to zero. This result is indeed in line with (4.6), where the interuser interference is proved to be negligible. In Section 4.6, we numerically compare
two scenarios, with passive and active adversary. As we analyze the asymptotic
behavior of the system, limM →∞ Rke is simply referred to as Rke in the rest of the
chapter.
4.4.1 Known Distances at Attacker
The achievable individual secrecy rate for Bobk is defined by [Rk − Rke ]+ [79]. Under the fixed power allocation strategy for the downlink transmissions and perfect
distance information at Eve, the optimal PC attack that minimizes the maximum
of individual secrecy rates is formulated as follows:
minimize
{αk , ∀k∈K}

s.t.

e
max{R1 − R1e , · · · , RK − RK
, 0}

ρ ≥ αk ≥ 0 ∀k ∈ K,

K
X

αk ≤ 1.

k=1

We reformulate this problem by introducing a new decision variable ν, such that
e
ν ≥ max{R1 − R1e , · · · , RK − RK
, 0}. This is equivalent to ν ≥ 0 and ν ≥ Rk − Rke
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∀k ∈ K. The problem is now converted to the following one:
P4 : minimize

{ν,αk , ∀k∈K}

ν

s.t. Rk − Rke − ν ≤ 0 ∀k ∈ K
ν ≥ 0,

K
X

ρ ≥ αk ≥ 0 ∀k ∈ K,

αk ≤ 1

k=1

Note that the solution of P4 provides the tightest upper-bound on the achievable
individual secrecy rate. However, due to the interference of the information signals
at Eve, the first constraint in P4 is not convex. This makes the problem intractable.
(d)

Let Gk , Pk θJ . Therefore, Rk and Rke are given as follows:


Ak
(4.34)
Rk = log 1 +
αk + Bk


Gk αk

αk + Bk 

Rke = log 
1
+
(4.35)

PK Gl αl  .
l6=k
αl + Bl
p
P
Lemma 6. Let Ik , K
Gl Bl /ϑ − Bl ]+ ∀l ∈ K,
l6=k Gl αl /(αl + Bl ) where αl = [
P
l 6= k and ϑ is chosen such that K
l6=k αl = 1. Let

Uk , Rk − log 1 +

Gk αk
(αk + Bk )Ik


.

(4.36)

Then, Uk is an upper bound on Rk − Rke .
Proof. An upper bound on Rk − Rke can be obtained by maximizing the term
PK
e
l6=k Gl αl /(αl +Bl ) in Rk . This term is a concave function with respect to αl ∀l ∈ K,
P
l 6= k. We also know that K
l6=k αl ≤ 1 and αl ≥ 0 ∀l ∈ K, l 6= k. By applying the
Lagrangian maximization method to solve this constrained optimization problem,
p
one can easily show that the above term is maximized when αl = [ Gl Bl /ϑ − Bl ]+
P
∀l ∈ K, l 6= k. ϑ is chosen such that K
l6=k αl = 1 and computed by the bisection
PK
method as l6=k αl is a decreasing function of ϑ.
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Replacing the first constraint in P4 by Uk − ν ≤ 0 ∀k ∈ K makes the problem
tractable, and its solution still provides an upper bound on the achievable individual
secrecy rate for any Bob. Furthermore, the logarithm function can be removed by
defining ν̂ , 2ν . Then, P4 becomes:
P5 : minimize

{ν̂,αk , ∀k∈K}

ν̂

Ik (αk + Ak + Bk )
− ν̂ ≤ 0 ∀k ∈ K
αk (Ik + Gk ) + Bk Ik
K
X
αk ≤ 1
ν̂ ≥ 1, ρ ≥ αk ≥ 0 ∀k ∈ K,

s.t.

k=1

Let fk (αk ) , Ik (αk + Ak + Bk )/(αk (Ik + Gk ) + Bk Ik ). Then, fk is a monotonically
decreasing function of αk . We propose the following iterative method to numerically
solve P5. Initially, max{f1 (α1 ), · · · , fK (αK )} is found for αk = 0 ∀k ∈ K. Without
loss of generality, let fi∗ be this maximum. Then, αi is updated as αi ← αi + δ,
where δ is a positive real number. After that, the same process is repeated with the
P
new values of αk ’s as long as K
k=1 αk ≤ 1, ν̂ ≥ 1, and αk ≤ ρ ∀k ∈ K. In Section
4.6, we numerically compare the two upper bounds obtained by solving P4 and P5.
4.4.2 Unknown Distances at Attacker
If the exact locations of Bobs are not available to the attacker, then it is not possible
for the attacker to deterministically guarantee an upper bound on the individual
secrecy rates. Indeed, we consider an attack model in which the attacker seeks a
soft bound on secrecy rate. Specifically, we replace the first constraint of P4 by the
following chance constraint:
Pr{Rk − Rke ≥ ν} ≤  ∀k ∈ K

(4.37)

where  ∈ [0, 1] is a given parameter. Note that the randomness in (4.37) comes
from the distances between Bobs and Alice, Zk ∀k ∈ K. (We assume that the
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attacker knows her distance to Alice, which is a stationary massive MIMO BS.)
This constraint guarantees that the probability of achieving an individual secrecy
rate that is higher than or equal to ν is less than or equal to  at Bobs. That is, only
 fraction of Bobs can achieve an individual secrecy rate above ν. As (4.37) does
not have a closed-form expression, P4 is intractable for this case as well. Therefore,
we use a similar bounding method as in the previous case to make the problem
tractable.
ˆ
Lemma 7. Let B̂l denote Bl when
q zl = Dmax ∀l ∈ K. Further, let Ik ,
PK
+
∀l ∈ K, l 6= k and ϑ is chol6=k Gl αl /(αl + B̂l ) where αl = [ Gl B̂l /ϑ − B̂l ]
PK
sen such that l6=k αl = 1. Let
!
Gk αk
Ûk , Rk − log 1 +
.
(4.38)
(αk + Bk )Iˆk
Then, Ûk is an upper-bound on Rk − Rke .
Proof. The function Rk − Rke is monotonically increasing with respect to both αl
and zl ∀l ∈ K, l 6= k. Therefore, an upper-bound of this function is obtained
when zl = Dmax ∀l ∈ K, l 6= k. Also, by applying the Lagrangian maximization
P
method as in Lemma 6, the term K
l6=k Gl αl /(αl + B̂l ) is upper-bounded when αl =
q
P
[ Gl B̂l /ϑ − B̂l ]+ ∀l ∈ K, l 6= k and ϑ is chosen such that K

l6=k αl = 1.
Using Lemma 7, we have:
Pr{Rk − Rke ≥ ν} ≤ Pr{Ûk ≥ ν}

(4.39)

(d)
= Pr{Pk M AIˆk Zk−2γ − (ν̂ − 1)Iˆk Zk−γ ≥
(d)
ν̂Pk αk uk AzJ−2γ + (ν̂ − 1)Iˆk (αk uk zJ−γ + (APk L)−1 )}

(4.40)

(d)
≤ Pr{Pk M AIˆk Zk−2γ − (ν̂ − 1)Iˆk Zk−2γ ≥

ν̂Pk αk uk AzJ−2γ + (ν̂ − 1)Iˆk (αk uk zJ−γ + (APk L)−1 )}


s
(d)


ˆ
ˆ
2γ Pk M AIk − (ν̂ − 1)Ik
= Pr Zk ≤


Jk
(d)

(4.41)
(4.42)
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(d)
where Jk , ν̂Pk αk uk AzJ−2γ + (ν̂ − 1)Iˆk (αk uk zJ−γ + (APk L)−1 ). To further analyze

this chance constraint, we exploit (4.42), which is the CDF of Zk . Assume that
Bobs are randomly and uniformly located in a circular ring around Alice. Hence,
2
2
the PDF of Z is given by fZ (x) = 2x/(Dmax
− Dmin
), for x ∈ [Dmin , Dmax ]. The

chance constraint (4.37) is converted to:
(d)
Pk M AIˆk − (ν̂ − 1)Iˆk
2
2
2
≤ ((Dmax
− Dmin
) + Dmin
)γ
Jk

(4.43)

∀k ∈ K. This is equivalent to:
(d)
Iˆk (Pk M A + 1 + Q(αk uk zJ−γ + (APk L)−1 ))
≤ ν̂
(d)
Iˆk + Q(Pk αk uk AzJ−2γ + Iˆk (αk uk zJ−γ + (APk L)−1 ))

(4.44)

2
2
2
∀k ∈ K where Q = ((Dmax
− Dmin
) + Dmin
)γ . To find the minimum ν̂ for a given

, the same problem as P5 is considered at the attacker after replacing the first
constraint by (4.44). Note that the constraint function in (4.44) is a monotonically
decreasing function with respect to αk . Therefore, the method that we propose for
solving P5 in the previous subsection can be used here as well.
In this dissertation, we study the scenario where the attacker aims at minimizing
the maximum of individual secrecy rates. The problem in which the attacker tries
to minimize the sum of the individual secrecy rates could be also solved by following
similar steps. Particularly, the problem would be similarly reformulated, and the
new problem would be a convex optimization problem as well.
4.5 Hybrid Full-duplex Attack
So far, we have considered jamming the pilot transmission phase. However, if the
attacker is equipped with a full-duplex (FD) radio that allows it to transmit and
receive signals simultaneously over the same frequency, a more sophisticated attack
can be launched. Further, a stronger attack can also be launched with a multiantenna (MIMO) FD-based attacker. In particular, consider an attacker with an
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Alice

Alice
Bobs

Bobs

Attacker

Attacker
(a)

(b)

Figure 4.2: (a) Attacker contaminates the CSI estimation at Alice while overhearing
the pilots from Bobs, (b) attacker generates the jamming signals to reduce the signal
strength at Bobs during data transmission.
average power constraint over the whole transmission phase (pilot and downlink data
phases). Using an FD radio, the attacker can generate jamming signals during both
phases. For instance, the attacker may contaminate the CSI estimation process at
Alice, as in Figure 4.2(a), without knowing the channels between itself and Bobs. At
the same time, the attacker can overhear the pilots (dashed lines in Figure 4.2(a))
from Bobs using the FD radio, and exploit this knowledge to transmit jamming
signals during the downlink transmission phase, as shown in Figure 4.2(b). We call
this attack a hybrid attack, as it combines the PC attack and conventional datajamming attack. Notice that even though the hybrid attack performs at least as
good as the PC attack, it requires an additional hardware capability (FD radio) at
the attacker.
Even though the attacker needs one antenna to generate a jamming signal in data
transmission phase, we study a more general scenario where she is equipped with
N +1 antennas, where N > 0. Our goal is to find an optimal strategy for the attacker
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to minimize the downlink sum-rate, exploiting its multiple antennas. One of these
antennas is reserved for the PC attack, while the others receive the pilot signals from
Bobs. The attacker estimates hJk ∈ C1×N , the channel between Bobk and itself,
during the pilot transmission phase. The self-interference signal at the receiving
antennas of the attacker is canceled by employing FD radio design techniques in
[2, 80]. For example, the self-interference channel is obtained by transmitting a
pilot from the antenna that jams the pilot signal. Then, the self-interference signal
is extracted from the received signals using this information. Let ni be the ith
jamming signal
in the downlink transmission phase, i ∈ N = {1, · · · , N }. Let
q
(i)
(i)
−γ
, i ∈ N and k ∈ K, be the channel gain between the ith antenna
hJk = gJk AzJk
of the attacker and Bobk , where zJk denotes the distance between the attacker and
(i)

Bobk and gJk is the small-scale fading. βi ∀i ∈ N denotes the ratio between the
allocated power for ni and PJ . By using the same PC attack model in Section 4.1
and MRT precoding at Alice, the received signal at Bobk during the downlink data
transmission phase is given by:
K q
N
X
X
p
ĥ∗i
(d)
(i)
(d)
yk =
si +
Pi hk
βi PJ hJk ni + wk .
kĥi k
i=1
i=1

Adding the jamming term to (4.8), the following downlink sum-rate is obtained:


K
X
Ck
P

(4.45)
Rsum =
log 1 +
(i) 2
N
−e
D
β
P
|g
|
Az
+
1
k=1
k
Jk
i=1 i J Jk
where
1
.
APk L
Given the setup above, we formulate a two-stage stochastic optimization problem
Ck , Pk M Azk−2γ and Dk , αk uk zJ−γ + zk−γ +
(d)

to find the optimal attacking strategy. This problem can be solved for various
scenarios (e.g., perfect information, uncertainity in the distances and channels, etc.)
by utilizing the techniques in Section 4.3 and the ones presented in this section.
The solutions of these problems are discussed in Section 4.6. For now, we explain
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our solution approach for one of these scenarios. Specifically, we assume that the
distances, powers of information signals, and other constants in (4.45) are known
to the attacker. In the first stage of the problem, the attacker finds the optimal
(i)

values of αk ∀k ∈ K without knowing any gJk ∀k ∈ K and ∀i ∈ N . In the second
(i)

stage (after learning gJk ∀k ∈ K and ∀i ∈ N during the pilot transmission phase),
the attacker optimally allocates the remaining power to the N jamming signals in
the data transmission phase, i.e., βi ∀i ∈ N . Let ω represent a certain realization
(i)

(i)

of the channel, gJk , and let Ω be the set of all realizations. (Note that gJk and
βi are functions of these realizations.) Let tp and td be the duration of pilot and
data transmission phases, respectively. The two-stage stochastic problem can be
formulated as follows:
"
P4 :

minimize

{αk ∀k∈K}
{βi (ω) ∀i∈N , ∀ω∈Ω}

Eω

K
X


log 1 +

k=1

Ck
Dk (Ek + 1)

#

s.t. αk ≥ 0 ∀k ∈ K
βi (ω) ≥ 0 ∀i ∈ N , ∀ω ∈ Ω
Fk
≤ 1 ∀ω ∈ Ω
tp + td
where Fk , tp

PK

k=1

αk + td

PN

i=1

βi (ω) and Ek ,

PN

i=1

(i)

−e
βi (ω)|gJk (ω)|2 PJ AzJk
. Note

(i)

that gJk is a continuous random variable. P4 can be approximately solved by
creating T realizations, e.g., Ω has a cardinality of T . In particular, we replace the
expectation in P4 by the sum of these equiprobable T realizations. Therefore, we
end up with K first-stage decision variables, namely αk ∀k ∈ K, and N T secondstage decision variables, namely βi (ω) ∀i ∈ N and ∀ω ∈ Ω. The underlying problem
is a convex programming problem, and can be solved by the interior point method.
When T is large (for better approximation), the complexity of solving the problem
increases. However, as the problem is solved offline, the time complexity is not a
concern.
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Figure 4.3: (a) Downlink sum-rate vs. M under uniform power allocation at both
Alice and the attacker, (b) downlink sum-rate vs. Dmax,J .
4.6 Numerical Results and Discussion
We model the channel gain from each transmit antenna to each receive antenna as
√
h = g Ad−3.522 , where g ∼ CN (0, 1) and A = 3.0682 × 10−5 . The path-loss is
modeled using the COST-Hata Model with center frequency is 2 GHz [81]. The
average transmit powers at Alice, Bobk , and the attacker are 46, 20, and 30 dBm,
respectively. The durations of the pilot and data transmission phases are set to be
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equal [15]. We consider a 20 MHz channel with noise floor of −101 dBm. Bobs and
the attacker are uniformly and randomly distributed within a circular ring whose
center is Alice and whose outer radius is Dmax and Dmax,J , respectively. We set Dmax
to 750 meters and Dmin to 10 meters. Our results are averaged over 105 different
network realizations. As the purpose of this study is to show the vulnerabilities of
massive MIMO systems to PC attacks, we omit ρ in the numerical results. Also
note that none of the previous works studied the PC attack detection for a scenario
where the attacker aims at multiple Bobs.
We set the number of users K = 10. In Figure 4.3(a), we consider uniform
power allocation for both the information signals at Alice and the jamming signals
at the attacker. The figure depicts the downlink sum-rate vs. M . It shows that
(4.8) and (4.11) are good approximations for the downlink rates in (4.5). Note that
the approximation-based sum-rate is slightly higher than the exact values, as the
inter-user interference does not perfectly vanish at a finite M . In our subsequent
results, we set M to 1000.
We observe the effect of the maximum distance between Alice and the attacker
(Dmax,J ) in Figs. 4.3(b) and 4.4(a). In the case of a single-user PC attack, only
one randomly selected Bob is targeted by the attacker. This attack can also be
interpreted as an unintentional interference from a user in an adjacent cell. It does
not have a big impact on the sum-rate. PC with uncertainty (PC-unc) and PC
with perfect information (PC-pi) were explained in Section 4.3.1, and optimal PCpi was studied in Section 4.3.2. Note that optimal PC-pi gives an upper-bound
on the sum-rate of a massive MIMO system under an optimal PC attack. As the
attacker moves farther from Alice, the sum-rate increases in all attack schemes. In
Figure 4.3(b), EVPI is around 20 Mbps. This says that when the attacker knows
the distribution of Bobs, it can launch attacks that are almost as powerful as when
the attacker has complete CSI. We also observe that the downlink sum-rate without
an attack (no PC attack case) is less than the one with the optimal PC-pi if Dmax,J
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Figure 4.4: (a) Jain’s fairness index vs. Dmax,J , (b) downlink sum-rate vs. number
of pilot symbols.
is higher than 700 meters. The reason is that Alice uniformly allocates downlink
transmission powers in no PC attack scheme, whereas she employs optimal power
allocation in the optimal PC-pi. In Figure 4.4(a), we depict Jain’s fairness index
for different schemes. Jain’s fairness index ranges from 1/K to 1 for the worst and
best cases, respectively (if all users have the same downlink rate, the fairness index
is 1). The figure shows that fairness among Bobs is significantly reduced when PC
attacks take place. PC-unc decreases the fairness more than PC-pi. The reason
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Figure 4.5: (a) Maximum of individual secrecy rates vs. Dmax,J , (b) CDF vs. downlink transmission rate.
behind this phenomena is that when the attacker is close to Alice and knows the
distances, Bobs with higher downlink rates are targeted. Therefore, Bobs are forced
to have closer downlink rates, which increases the fairness index. Note that even
though PC-pi makes the fairness higher compared to PC-unc, the sum-rate is lower
in PC-pi.
In Fig 4.4(b), we set Dmax,J to 250 meters, and study the effect of the number of
pilot symbols L. As L increases, the sum-rate increases as well in no PC, single-user
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PC, and optimal PC-pi attacks. The reason is that the error in MRT precoding
vectors due to erroneous channel estimates decreases, and the signal strength at
Bobs increases. On the other hand, the sum-rate does not increase under the PCunc and PC-pi attacks. Note that in these cases, a fixed power is allocated for
the information signals at Alice, and she does not exploit the decrease in channel
estimation errors.
We evaluate the effect of PC attack on individual secrecy rates in Figure 4.5(a).
Specifically, we compare the schemes where there is no PC attack and PC attacks
whose objective is to minimize the maximum of the individual secrecy rates (PCSec). PC-Sec-P4 and PC-Sec-P5 denote the results of the problems P4 and P5,
respectively, with known distances. Note that even though P4 is not a tractable
problem, we obtain its results with a brute force method. For each scheme, we
show the results of both individual secrecy rates and transmission rates between
Alice and Bobs. It is observed that the massive MIMO systems are resilient to
passive eavesdroppers, as the maximum of transmission/secrecy rates are almost the
same without a PC attack. On the other hand, PC attack decreases the maximum
of individual secrecy rates from nearly 110 Mbps to 55 Mbps when Dmax,J is 325
meters. Moreover, we observe that when the attacker moves farther from Alice, PC
attack still reduces the maximum of individual secrecy rates by almost 30%. It is
also noted that the solution of P5 is very close to the solution of P4, which provides
the tightest upper-bound.
The empirical CDF of downlink transmission rate and individual secrecy rate
under various schemes are shown in Figs. 4.5(b) and 4.6(a), respectively. 90% of
Bobs achieve a transmission rate less than 40 Mbps under PC-pi. In the absence of
a PC attack, nearly 33% of Bobs achieve a transmission rate higher than 40 Mbps.
In Figure 4.6(a), we observe that 13% of Bobs have a zero individual secrecy rate
under PC-Sec, whereas only 7% fraction of Bobs have a zero individual secrecy rate
when there is no PC attack. Moreover, only 5% of Bobs have a secrecy rate above
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Figure 4.6: (a) CDF vs. individual secrecy rate, (b) maximum of individual secrecy
rates vs. .
75 Mbps.
In Figure 4.6(b), we evaluate our secrecy analysis with unknown distances at
the attacker. We observe the effect of the designed parameter  on the maximum
of individual secrecy rates for both cases where K = 10 and K = 20. Based on our
analysis, 0.1 fraction of Bobs may achieve an individual secrecy rate higher than
83 Mbps. When K = 10, the maximum of individual secrecy rates is just below
this threshold value on average. On the other hand, when K = 20, this threshold
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Figure 4.7: Downlink sum-rate vs. number of antennas at the attacker.
value is exceeded almost always as expected. Note that when  = 0.6, the attacker
guarantees that at least 0.4 fraction of Bobs have zero individual secrecy rate, which
emphasizes the vulnerability of a massive MIMO system against a PC attack.
In Figure 4.7, we compare hybrid and PC attacks under a similar average jamming power constraint. We observe that as the number of antennas at the attacker
increases, the sum-rate slightly decreases for the hybrid attack. Note that the hybrid attacks utilizes multiple antennas, whereas PC attacks use a single-antenna.
Interestingly, even though the hybrid attacks outperform PC attacks with respect
to the sum-rate, a larger number of antennas at the attacker does not lead to more
powerful attacks. EVPI for the hybrid attacks is around 60 Mbps, which is much
higher than the one for PC attacks. The reason is that the hybrid attack includes
one more source of uncertainty due to the channels between Bobs and the attacker.
Another important result is that attacking only downlink data transmissions (no
jamming during pilot transmission phase) does not have as a great of an impact on
performance as the impact of the PC attack.
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CHAPTER 5
CONCLUSIONS

5.1 Conclusions
In this dissertation, we focused on exploring the security threats to the nextgeneration wireless networks with emphasis on multiantenna technologies and multiuser systems. We investigated the characteristics of underlying wireless channels,
and developed physical (PHY) layer security methods to achieve reliable and secret
communications in these systems.
In Chapter 3, we considered the scenario where a transmitter sends K independent confidential data streams, intended to K legitimate receivers in the presence of
L eavesdroppers. With the knowledge that the security applications require guard
zones around receivers up to 19 wavelengths, we proposed using RxFJ along with
TxFJ. That way, even if an eavesdropper has a highly correlated channel with that
of any legitimate receiver and is able to cancel out TxFJ, RxFJ keeps facilitating
confidentiality for the information signals. To be able to send RxFJ from the receivers, we considered FD receivers. These receivers are capable of partial/complete
self-interference suppression. We used zero-forcing beamforming technique not only
to remove the TxFJ interference at intended receivers but also to hide the information signals from the unintended receivers. We showed how to design practical
precoders for information signals and TxFJ signals. First, we studied a two-user
scenario and showed how to maximize the secrecy sum-rate in this setting. Later,
we formulated another problem that is minimum power allocation problem to the
information, TxFJ, and RxFJ signals under certain secrecy rate requirements. We
solved this problem with/without the knowledge of eavesdropper’s CSI. The results
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showed that using RxFJ together with TxFJ increases the system performance in
multiuser MISO systems, especially when the eavesdropper channels are correlated
with that of the legitimate receivers.
In Chapter 4, we considered a single-cell mMIMO system with several mobile
users, and demonstrated vulnerabilities of uplink pilot transmissions to jamming
attacks. Specifically, the attacker generates pilot sequences similar to those of users
and contaminates the pilot transmissions to distort channel estimation at the BS.
This PC attack reduces the downlink transmission rates, as the beamforming techniques utilized by the BS heavily depend on accurate CSI estimates. We formulated
an optimization problem from the standpoint of the attacker to minimize the downlink sum-rate. Both cases when the attacker knows or does not know the distances
between the BS and users were considered. Using (stochastic) optimization and
game theory, we derived the optimal attacking strategies when the BS employs either fixed or optimal power allocation for downlink transmissions. We also analyzed
the secrecy rates of the users in mMIMO systems. In particular, we showed that
even though such systems are robust against a passive eavesdropper, the PC attack
significantly reduces the maximum of the individual secrecy rates. Our numerical
results showed that the downlink sum-rate decreases significantly under a PC attack. Particularly, when the attacker is close to the BS, the downlink sum-rate of all
users is reduced by more than 50%. Another important result of our work is that an
attacker without perfect information about user locations is almost as devastating
as one with perfect information. This fact emphasizes the vulnerability of mMIMO
systems to PC attacks. Further, we observed that even if the attacker moves farther
from the BS, the maximum per-user secrecy rate is reduced by almost 30%.
5.2 Future Research Directions
We envision the following future research items based on what has been already
done in this dissertation.
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Throughout Chapter 3, only Bobs had FD capabilities. We note that if Eves
had such FD capabilities as well, they would be able to send jamming signals to
decrease the SINR at Bobs, while simultaneously eavesdropping the information
messages over the same frequency. Problems that arise from this model are left for
future studies. Similarly, studying the scenarios under SIS capable base stations with
simultaneous uplink and downlink transmissions is an another interesting research
direction. We also initiated a study of scheduling schemes (here, based on the
distance between Alice and Bobs) to further decrease the power consumption. The
results showed that under certain conditions, different scheduling methods increase
the performance. The effect of other scheduling strategies in the context of secret
communications will be studied later. We will also extend our efforts on multiantenna technologies and utilize our knowledge to develop secret key generation
methods for millimeter-wave (mmW) systems. Even though mmW systems are less
vulnerable to eavesdropping due to the directionality, some scenarios may result in
high information leakage due to ill-posed eavesdroppers and side lobes of antenna
patterns. We will develop multi-beam transmission schemes to enhance the security
in mmW systems [82–85].
In Chapter 4, we assumed that the attacker operates during a single transmission
resource (e.g., frequency-time block). If she realizes that there is no transmission
over that resource, she can switch to another one. Analysis of an attack model that
includes multiple frequencies and time slots is left as future work. Furthermore, we
considered single-antenna users throughout this paper for tractability. Our results
can be easily extended to multi-antenna user scenarios under various setups. In one
of these setups, each user may send a single pilot from all of its antennas, as the
number of pilots is limited in mMIMO systems. The BS estimates only the effective
channels to users, so the system model reduces to multi-user multiple-input singleinput (MISO) as we considered in Chapter 4. In another setup, multiplexing gain
may be desired at users. In that case, users can transmit a different orthogonal pilot
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from each antenna so that the BS can estimate CSI to each one of them. To analyze
the PC attack for this setup, the downlink transmission rates given in Section 4.2
need to be modified accordingly. In addition, investigating multi-adversary attacks
where the attackers collude to locate mobile users and to enhance the impact of
pilot contamination is left for future studies.
We will extend our efforts on multi-antenna technologies and utilize our knowledge to develop secret key generation methods for millimeter-wave systems.

117

REFERENCES

[1] Qualcomm, “Leading the world to 5G,” Qualcomm Technologies, Inc., Tech.
Rep., Feb. 2016. [Online]. Available: https://www.qualcomm.com/media/
documents/files/qualcomm-5g-vision-presentation.pdf
[2] D. Bharadia, E. McMilin, and S. Katti, “Full duplex radios,” ACM SIGCOMM
Computer Communication Review, vol. 43, no. 4, pp. 375–386, Aug. 2013.
[3] S. Goel and R. Negi, “Guaranteeing secrecy using artificial noise,” IEEE Transactions on Wireless Communications, vol. 7, no. 6, pp. 2180–2189, 2008.
[4] X. He, H. Dai, Y. Huang, D. Wang, W. Shen, and P. Ning, “The security of
link signature: A view from channel models,” in Proc. of the IEEE Conference
on Communications and Network Security (CNS’14), pp. 103–108.
[5] X. He, H. Dai, W. Shen, and P. Ning, “Is link signature dependable for wireless
security?” in Proc. of IEEE INFOCOM’13 Conf., pp. 200–204.
[6] Q. H. Spencer, M. Haardt et al., “Zero-forcing methods for downlink spatial
multiplexing in multiuser MIMO channels,” IEEE Transactions on Signal Processing, vol. 52, no. 2, pp. 461–471, 2004.
[7] T. Yoo and A. Goldsmith, “On the optimality of multiantenna broadcast
scheduling using zero-forcing beamforming,” IEEE Journal on Selected Areas
in Communications, vol. 24, no. 3, pp. 528–541, 2006.
[8] B. Akgun, O. O. Koyluoglu, and M. Krunz, “Receiver-based friendly jamming
with single-antenna full-duplex receivers in a multiuser broadcast channel,” in
Proc. of the IEEE Global Communications Conference (GLOBECOM), San
Diego, CA, Dec. 2015.
[9] ——, “Exploiting full-duplex receivers for achieving secret communications in
multiuser MISO networks,” IEEE Trans. Commun., vol. 65, no. 2, pp. 956–968,
Feb. 2017.
[10] M. M. Krunz, B. Akgun, P. Siyari, H. Rahbari, R. M. Eletreby, and O. O.
Koyluoglu, “Systems and methods for securing wireless communications,” Oct.
2019, US Patent 10439755.

118

[11] ——, “Systems and methods for securing wireless communications,” Sep. 2018,
US Patent 10069592.
[12] E. Bj, E. G. Larsson, T. L. Marzetta et al., “Massive MIMO: Ten myths and
one critical question,” IEEE Commun. Mag., vol. 54, no. 2, pp. 114–123, Feb.
2016.
[13] E. G. Larsson, O. Edfors, F. Tufvesson, and T. L. Marzetta, “Massive MIMO
for next generation wireless systems,” IEEE Commun. Mag., vol. 52, no. 2, pp.
186–195, Feb. 2014.
[14] L. Lu, G. Y. Li, A. L. Swindlehurst, A. Ashikhmin, and R. Zhang, “An overview
of massive MIMO: Benefits and challenges,” IEEE J. Sel. Topics Signal Process., vol. 8, no. 5, pp. 742–758, Oct. 2014.
[15] T. L. Marzetta, “Noncooperative cellular wireless with unlimited numbers of
base station antennas,” IEEE Trans. Wireless Commun., vol. 9, no. 11, pp.
3590–3600, Nov. 2010.
[16] B. Akgun, M. Krunz, and O. O. Koyluoglu, “Pilot contamination attacks in
massive MIMO systems,” in Proc. of the IEEE CNS Conference, Las Vegas,
Oct. 2017.
[17] ——, “Vulnerabilities of massive MIMO systems to pilot contamination attacks,” IEEE Transactions on Information Forensics and Security, vol. 14,
no. 5, pp. 1251–1263, May 2019.
[18] D. Kapetanovic, G. Zheng, and F. Rusek, “Physical layer security for massive MIMO: An overview on passive eavesdropping and active attacks,” IEEE
Commun. Mag., vol. 53, no. 6, pp. 21–27, June 2015.
[19] A. D. Wyner, “The wire-tap channel,” Bell System Technical Journal, vol. 54,
no. 8, pp. 1355–1387, 1975.
[20] I. Csiszár and J. Körner, “Broadcast channels with confidential messages,”
IEEE Transactions on Information Theory, vol. 24, no. 3, pp. 339–348, 1978.
[21] F. Oggier and B. Hassibi, “The secrecy capacity of the MIMO wiretap channel,”
IEEE Transactions on Information Theory, vol. 57, no. 8, pp. 4961–4972, 2011.
[22] G. Bagherikaram, A. S. Motahari, and A. K. Khandani, “The secrecy capacity region of the Gaussian MIMO broadcast channel,” IEEE Transactions on
Information Theory, vol. 59, no. 5, pp. 2673–2682, 2013.

119

[23] E. Ekrem and S. Ulukus, “Capacity region of Gaussian MIMO broadcast channels with common and confidential messages,” IEEE Transactions on Information Theory, vol. 58, no. 9, pp. 5669–5680, 2012.
[24] R. Liu, T. Liu, H. V. Poor, and S. Shamai, “MIMO Gaussian broadcast channels
with confidential and common messages,” in Proc. of the IEEE International
Symposium on Information Theory (ISIT’10), pp. 2578–2582.
[25] Y. Chen, O. O. Koyluoglu, and A. Sezgin, “Individual secrecy for the
broadcast channel,” CoRR, vol. abs/1511.09070, 2015. [Online]. Available:
https://arxiv.org/abs/1511.09070
[26] ——, “Individual secrecy for broadcast channels with receiver side
information,” CoRR, vol. abs/1501.07547, 2015. [Online]. Available: http:
//arxiv.org/abs/1501.07547
[27] J. Yang, I.-M. Kim, and D. I. Kim, “Joint Design of Optimal Cooperative
Jamming and Power Allocation for Linear Precoding,” IEEE Transactions on
Communications, vol. 62, no. 9, pp. 3285–3298, 2014.
[28] N. Romero-Zurita, M. Ghogho, and D. McLernon, “Outage probability based
power distribution between data and artificial noise for physical layer security,”
IEEE Signal Processing Letters, vol. 19, no. 2, pp. 71–74, 2012.
[29] W. Li, M. Ghogho, B. Chen, and C. Xiong, “Secure communication via sending
artificial noise by the receiver: outage secrecy capacity/region analysis,” IEEE
Communications Letters, vol. 16, no. 10, pp. 1628–1631, 2012.
[30] N. Romero-Zurita, M. Ghogho, D. McLernon, and A. Swami, “Can Bob enhance
the security of the multiple antenna wiretap channel?” in Proc. of the IEEE
International Conference on Communication Workshop (ICCW’15), pp. 447–
452.
[31] W. Li, Y. Tang, M. Ghogho, J. Wei, and C. Xiong, “Secure communications
via sending artificial noise by both transmitter and receiver: Optimum power
allocation to minimise the insecure region,” IET Communications, vol. 8, no. 16,
pp. 2858–2862, 2014.
[32] Y. Zhou, Y. Zhu, F. Li, Z. Imm, X. Yin, and Z. Xue, “Securing communication via transmission of artificial noise by both sides: Bipolar-beamforming
optimization,” Mathematical Problems in Engineering, 2013.

120

[33] Y. Zhou, Z. Z. Xiang, Y. Zhu, and Z. Xue, “Application of full-duplex wireless
technique into secure MIMO communication: Achievable secrecy rate based
optimization,” IEEE Signal Processing Letters, vol. 21, no. 7, pp. 804–808,
2014.
[34] G. Zheng, I. Krikidis, J. Li, A. P. Petropulu, and B. Ottersten, “Improving
physical layer secrecy using full-duplex jamming receivers,” IEEE Transactions
on Signal Processing, vol. 61, no. 20, pp. 4962–4974, 2013.
[35] F. Zhu, F. Gao, M. Yao, and J. Li, “Joint information-and jammingbeamforming for full duplex secure communication,” in Proc. of the IEEE
Global Communications Conference (GLOBECOM’14), 2014, pp. 1614–1618.
[36] Y. Sun, D. W. K. Ng, J. Zhu, and R. Schober, “Multi-objective optimization for
robust power efficient and secure full-duplex wireless communication systems,”
IEEE Transactions on Wireless Communications, vol. 15, no. 8, pp. 5511–5526,
2016.
[37] R. Feng, Q. Li, Q. Zhang, and J. Qin, “Robust secure beamforming in MISO
full-duplex two-way secure communications,” IEEE Transactions on Vehicular
Technology, vol. 65, no. 1, pp. 408–414, 2016.
[38] F. Fernandes, A. Ashikhmin, and T. L. Marzetta, “Inter-cell interference in
noncooperative TDD large scale antenna systems,” IEEE J. Sel. Areas Commun., vol. 31, no. 2, pp. 192–201, Feb. 2013.
[39] O. O. Koyluoglu and H. El Gamal, “Cooperative encoding for secrecy in interference channels,” IEEE Transactions on Information Theory, vol. 57, no. 9,
pp. 5682–5694, 2011.
[40] P. K. Gopala, L. Lai, and H. El Gamal, “On the secrecy capacity of fading
channels,” IEEE Transactions on Information Theory, vol. 54, no. 10, pp. 4687–
4698, 2008.
[41] D. Bharadia, E. McMilin, and S. Katti, “Full duplex radios,” in Proc. of the
ACM SIGCOMM’13 Conf., Aug. 2013, pp. 375 – 386.
[42] X. He, H. Dai, W. Shen, and P. Ning, “Channel correlation modeling for link
signature security assessment,” in Proc. of the ACM HotSoS’14 Conf.
[43] D. Bharadia, E. McMilin, and S. Katti, “Full duplex radios,” in Proc. of the
ACM SIGCOMM’13 Conf., Hong Kong, China, Aug. 2013, pp. 375 – 386.

121

[44] S. Shafiee and S. Ulukus, “Achievable rates in Gaussian MISO channels with
secrecy constraints,” in Proc. of the IEEE International Symposium on Information Theory, Nice, France, Jun. 2007, pp. 2466–2470.
[45] X. He, H. Dai, W. Shen, and P. Ning, “Channel correlation modeling for link
signature security assessment,” in Proc. of the ACM HotSoS’14 Conf.
[46] N. Yang, S. Yan, J. Yuan, R. Malaney, R. Subramanian, and I. Land, “Artificial noise: Transmission optimization in multi-input single-output wiretap
channels,” IEEE Transactions on Communications, vol. 63, no. 5, pp. 1771–
1783, 2015.
[47] N. Yang, M. Elkashlan, T. Duong, J. Yuan, and R. Malaney, “Optimal transmission with artificial noise in MISOME wiretap channels,” IEEE Transactions
on Vehicular Technology, vol. 65, no. 4, 2016.
[48] M. Amir, T. Khattab, T. Elfouly, and A. Mohamed, “On the degrees of freedom
of the MIMO wiretap and MIMO broadcast channels with unknown eavesdroppers,” arXiv:1409.5583, 2014.
[49] A. Mukherjee and A. L. Swindlehurst, “User selection in multiuser MIMO systems with secrecy considerations,” in Proc. of the Forty-Third Asilomar Conference on Signals, Systems and Computers. IEEE, 2009, pp. 1479–1482.
[50] D. W. K. Ng, E. S. Lo, and R. Schober, “Energy-efficient resource allocation for
secure OFDMA systems,” IEEE Transactions on Vehicular Technology, vol. 61,
no. 6, pp. 2572–2585, 2012.
[51] M. Pei, J. Wei, K.-K. Wong, and X. Wang, “Masked beamforming for multiuser
MIMO wiretap channels with imperfect CSI,” IEEE Transactions on Wireless
Communications, vol. 11, no. 2, pp. 544–549, 2012.
[52] V. R. Cadambe and S. A. Jafar, “Interference alignment and degrees of freedom
of the K-user interference channel,” IEEE Transactions on Information Theory,
vol. 54, no. 8, pp. 3425–3441, Aug. 2008.
[53] S. Gollakota, S. D. Perli, and D. Katabi, “Interference alignment and cancellation,” in Proc. of the ACM SIGCOMM Computer Communication Review,
vol. 39, no. 4, Oct. 2009, pp. 159–170.
[54] S. Gerbracht, C. Scheunert, and E. A. Jorswieck, “Secrecy outage in MISO
systems with partial channel information,” IEEE Transactions on Information
Forensics and Security, vol. 7, no. 2, pp. 704–716, 2012.

122

[55] M. Duarte and A. Sabharwal, “Full-duplex wireless communications using offthe-shelf radios: Feasibility and first results,” in Proc. of the Forty Fourth
Asilomar Conference on Signals, Systems and Computers, 2010, pp. 1558–1562.
[56] M. Duarte, C. Dick, and A. Sabharwal, “Experiment-driven characterization of
full-duplex wireless systems,” IEEE Transactions on Wireless Communications,
vol. 11, no. 12, pp. 4296–4307, 2012.
[57] A. Balatsoukas-Stimming, P. Belanovic, K. Alexandris, and A. Burg, “On selfinterference suppression methods for low-complexity full-duplex MIMO,” in
Proc. of the 2013 Asilomar Conference on Signals, Systems and Computers,
pp. 992–997.
[58] M. E. Knox, “Single antenna full duplex communications using a common carrier,” in Proc. of the IEEE 13th Annual Wireless and Microwave Technology
Conference (WAMICON), 2012, pp. 1–6.
[59] X. Zhou, B. Maham, and A. Hjorungnes, “Pilot contamination for active eavesdropping,” IEEE Trans. Wireless Commun., vol. 11, no. 3, pp. 903–907, March
2012.
[60] J. K. Tugnait, “Self-contamination for detection of pilot contamination attack
in multiple antenna systems,” IEEE Wireless Commun. Lett., vol. 4, no. 5, pp.
525–528, Oct. 2015.
[61] ——, “Pilot spoofing attack detection and countermeasure,” IEEE Trans. Commun., vol. 66, no. 5, pp. 2093–2106, May 2018.
[62] W. Zhang, H. Lin, and R. Zhang, “Detection of pilot contamination attack
based on uncoordinated frequency shifts,” IEEE Trans. Commun., 2018.
[63] J. K. Tugnait, “On detection and mitigation of reused pilots in massive MIMO
systems,” IEEE Trans. Commun., vol. 66, no. 2, pp. 688–699, Feb. 2018.
[64] Y. Wu, R. Schober, D. W. K. Ng, C. Xiao, and G. Caire, “Secure massive
MIMO transmission in the presence of an active eavesdropper,” in Proc. of the
IEEE ICC Conf., London, UK, June 2015, pp. 1434–1440.
[65] J. Zhu, R. Schober, and V. K. Bhargava, “Linear precoding of data and artificial noise in secure massive MIMO systems,” IEEE Trans. Wireless Commun.,
vol. 15, no. 3, pp. 2245–2261, March 2016.

123

[66] S. Asaad, A. Bereyhi, A. M. Rabiei, R. R. Müller, and R. F. Schaefer, “Optimal
transmit antenna selection for massive MIMO wiretap channels,” IEEE J. Sel.
Areas Commun., 2018.
[67] Y. O. Basciftci, C. E. Koksal, and A. Ashikhmin. (Mar. 2015) “Physical layer
security in massive MIMO”. [Online]. Available: http://arxiv.org/abs/1505.
00396
[68] Q. Xiong, Y.-C. Liang, K. H. Li, Y. Gong, and S. Han, “Secure transmission
against pilot spoofing attack: A two-way training-based scheme,” IEEE Trans.
Inf. Forensics Security, vol. 11, no. 5, pp. 1017–1026, May 2016.
[69] E. Björnson, J. Hoydis, and L. Sanguinetti, “Massive MIMO has unlimited
capacity,” IEEE Trans. Wireless Commun., vol. 17, no. 1, pp. 574–590, Jan.
2018.
[70] E. Hossain and M. Hasan, “5G cellular: Key enabling technologies and research
challenges,” IEEE Instrumentation & Measurement Magazine, vol. 18, no. 3,
pp. 11–21, June 2015.
[71] 3GPP, “NR and NG-RAN overall description,” 3GPP, Tech. Rep. TR 38.300
v15.1.0, March 2018.
[72] ——, “Study on new radio access technology physical layer aspects,” 3GPP,
Tech. Rep. TR 38.802 v14.2.0, Sep. 2017.
[73] W. Zhang, F. Gao, S. Jin, and H. Lin, “Frequency synchronization for uplink
massive MIMO systems,” IEEE Transactions on Wireless Communications,
vol. 17, no. 1, pp. 235–249, Jan. 2018.
[74] H. Minn, Q. Zhan, N. Al-Dhahir, and H. Huang, “In-phase and quadrature
timing mismatch estimation and compensation in millimeter-wave communication systems,” IEEE Transactions on Wireless Communications, vol. 16, no. 7,
pp. 4317–4331, July 2017.
[75] D. Tse and P. Viswanath, Fundamentals of wireless communication.
bridge University Press, 2005.

Cam-

[76] T. He, C. Huang, B. M. Blum, J. A. Stankovic, and T. F. Abdelzaher, “Rangefree localization and its impact on large scale sensor networks,” ACM Transactions on Embedded Computing Systems (TECS), vol. 4, no. 4, pp. 877–906,
Nov. 2005.

124

[77] A. H. Sayed, A. Tarighat, and N. Khajehnouri, “Network-based wireless location: Challenges faced in developing techniques for accurate wireless location
information,” IEEE Signal Process. Mag., vol. 22, no. 4, pp. 24–40, July 2005.
[78] R. Cominetti, F. Facchinei, and J. B. Lasserre, Modern optimization modelling
techniques. Springer Science & Business Media, 2012.
[79] Y. Chen, O. O. Koyluoglu, and A. Sezgin, “Individual secrecy for broadcast
channels with receiver side information,” IEEE Trans. Inf. Theory, vol. 63,
no. 7, pp. 4687–4708, July 2017.
[80] D. Bharadia and S. Katti, “Full duplex MIMO radios,” in Proc. of the 11th
USENIX Symposium on Networked Systems Design and Implementation (NSDI
14), Seattle, April 2014, pp. 359–372.
[81] V. Abhayawardhana, I. Wassell, D. Crosby, M. Sellars, and M. Brown, “Comparison of empirical propagation path loss models for fixed wireless access systems,” in Proc. of the IEEE VTC’05, Stockholm, Sweden, May 2005, pp. 73–77.
[82] I. Aykin and M. Krunz, “Fastlink: An efficient initial access protocol for millimeter wave systems,” in Proc. of the 21st ACM MSWiM Conference, Montreal, CA, Oct. 2018, pp. 109–117.
[83] I. Aykin, B. Akgun, and M. Krunz, “Smartlink: Exploiting channel clustering effects for reliable millimeter wave communications,” in Proc. of the IEEE
INFOCOM Conference, Paris, France, April-May 2019, pp. 1117–1125.
[84] ——, “Multi-beam transmissions for blockage resilience and reliability in
millimeter-wave systems,” IEEE Journal on Selected Areas in Communications,
2019.
[85] B. Akgun, M. Krunz, and D. Manzi, “Impact of beamforming on delay spread
in wideband millimeter-wave systems,” in Proc. of the IEEE ICNC 2020 Conference, Big Island, Hawaii, Feb. 2020.

