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An Information Theoretical Framework for Analysis
and Design of Nanoscale Fault-Tolerant Memories

Based on Low-Density Parity-Check Codes
Bane Vasic, Senior Member, IEEE, and Shashi Kiran Chilappagari, Student Member, IEEE

Abstract—In this paper, we develop a theoretical framework for
the analysis and design of fault-tolerant memory architectures.
Our approach is a modification of the method developed by Taylor
and refined by Kuznetsov. Taylor and Kuznetsov (TK) showed that
memory systems have nonzero computational (storage) capacity,
i.e., the redundancy necessary to ensure reliability grows asymp-
totically linearly with the memory size. The restoration phase in
the TK method is based on low-density parity-check codes which
can be decoded using low complexity decoders. The equivalence
of the restoration phase in the TK method and faulty Gallager
B algorithm enabled us to establish a theoretical framework for
solving problems in reliable storage on unreliable media using the
large body of knowledge in codes on graphs and iterative decoding
gained in the past decade.

Index Terms—Faulty gates, reliable storage, low-density parity-
check (LDPC) codes, message passing.

I. INTRODUCTION

DURING the past four decades, the decrease in transistor
size and the increase in integration factor have led to very

small, fast, and power efficient chips. As the demand for power
efficiency continues, a wide range of new nanoscale technolo-
gies (see [1]–[5]) is being actively investigated for processing
and storage of digital data. Although it is difficult to discern
which of these approaches will become a technological basis
for computers in the future, it is widely recognized that due
to their miniature size and variations in technological process,
the nanocomponents will be inherently unreliable. Even in more
traditional semiconductor technologies, reducing transistor size
has already started affecting circuit reliability, and it is widely
believed that transistor failures (both transient and permanent)
will become one of the main technological obstacles as the trend
of increasing the integration factor continues.

Traditional architectures that ensure fault tolerance are inca-
pable of handling such increased unreliability, and with alter-
native nanostorage technologies on the industry roadmaps, the
development of novel reliable computers is of critical impor-
tance. Generally, the unreliability problem can be solved on a
device level, circuit level or on a system level. In the first two
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approaches the devices or circuits are made more reliable by
the improved technological process or circuit design. Such ap-
proaches are not in the spirit of information theory. In this paper,
we consider a different approach. We will assume that devices
and circuits have finite reliability that cannot be improved, and
our goal is to design a system of maximal possible reliability by
using redundant hardware.

We give a theoretical framework for highly reliable memo-
ries and logic gates made of unreliable components and use it
to characterize such devices in terms of their complexity and re-
liability. The main challenge is that in nanoscale systems both
the storage elements and logic gates are faulty. It is in contrast
to the state-of-the-art systems where only the memory elements
are considered unreliable while logic gates are assumed to be
reliable.

This unique feature of the nanosystems makes the problem of
ensuring fault tolerance theoretically very important, because
the process of error correction, which is performed by logic
gates, is not error free as assumed in classical information theory
[6]. Classical coding theory guarantees that the probability of
decoding error during transmission or storage of information
can be made arbitrarily small by increasing the strength of the
error correcting code, i.e., by using very long codes. It can be
shown that a tolerance to errors in memory systems can be
achieved by linear increase in redundancy while the cost of en-
suring reliability of logic gates is log-linear [7]. This is possible
because in traditional models of memory and communication
systems with error correction coding, it is assumed that the oper-
ations of an error correction encoder and decoder are determin-
istic and that the randomness (in the form of noise and/or errors)
exists only in the channel. However, if digital logic in the en-
coder and decoder is built of faulty components (devices), then
the errors and noise do effect the operations performed, and re-
duce the reliability of the whole system. Such encoders and de-
coders are referred to as noisy or faulty. Making error correcting
codes stronger and transmitters and receivers more complex will
not necessarily improve the performance of a system. It is likely
that for a given failure mechanism, there is a trade off between
receiver complexity and its performance.

The above problem can be condensed into the following ques-
tion: given memory cells and universal logic gates which
fail following a known random mechanism, what is the optimal
memory and logic gate architecture which stores/processes the
maximum number of information bits with arbitrary low proba-
bility of error? This complex problem can be divided and refor-
mulated in many ways, but, interestingly, even some of the most



fundamental questions related to this problem are still unan-
swered.

The question that will be addressed in this paper is related to
the following two fundamentally different approaches to ensure
fault tolerance.

1) To improve reliability, the logic gate resources may be in-
vested into a von Neumann multiplexing scheme. In this
way, one can build highly redundant reliable networks that
simulate the function of universal logic gates, and then use
such better gates to build an error correction encoder and
decoder.

2) Alternatively, the logic gate resources may be invested
into building a more powerful error correcting code (i.e.,
decoder) capable of handling both memory elements as
well as logic gates errors.

Which of these two approaches is optimal for a given failure
mechanism? The purpose of this paper is to establish a theoret-
ical framework for answering the above questions using results
from modern coding theory, and to quantify advantages of the
error correction approach.

The paper is organized as follows. Section II summarizes the
state of the theoretical research in fault tolerance of memories
and logic gates on a system level, and describes the approaches
of von Neumann and Taylor and Kuznetsov. Section III
gives a brief background on the failure model used in the
paper. Section IV gives a brief introduction to low-density
parity-check (LDPC) codes and the Gallager B algorithm. In
Section V, we establish a connection between the Gallager
B algorithm and the approach of Taylor and Kuznetsov. We
then set up a framework for the analysis of faulty decoders in
Section VI and present simulation results in Section VII. In
Section VIII, we point out a few open problems and discuss the
direction of future work and we conclude in Section IX.

II. APPROACHES OF VON NEUMANN AND

TAYLOR AND KUZNETSOV

A. Multiplexing

The conventional approach to deal with faulty gates, in
general, is to make them reliable by multiplexing. (Reliability
is defined as the likelihood of a circuit to produce a desired
output). The multiplexing technique originates from von Neu-
mann’s theory of computation by circuits with faulty gates [8].
Von Neumann showed that, under certain conditions, increased
gate redundancy may lead to increased circuit reliability. His
fault-tolerant circuit was comprised of the so-called computa-
tional organ consisting of many replicas of faulty gates and a
restoration organ that performs a majority vote. Von Neumann’s
multiplexing technique and especially one of its variants known
as triple modular redundancy (TMR) have been extensively
studied in the past, and recent advances in microelectronics
and the need for stronger signal protection in digital circuits
have returned it to the focus of many research groups (see
e.g., [9]–[12], [5], [13]). All fault-tolerant nano-architectures
proposed in the literature so far are based on von Neumann’s
multiplexing (see e.g., [14], [15], [1], [16]). The attractiveness

of multiplexing is its simplicity. Its shortcoming is that it typ-
ically leads to extremely large, sometimes prohibitively large,
hardware redundancy.

B. Taylor and Kuznetsov Scheme

Taylor [17], [18] was the first to investigate the capacity and
fault-tolerant architectures of storage systems built entirely from
unreliable components. His results were refined by Kuznetsov
[19]. The aim of Taylor and Kuznetsov was to derive results
analogous to the ones derived by Shannon on the capacity of
communication systems. In the Taylor–Kuznetsov (TK) model,
the information is stored in coded form, i.e., the stored vector
is a codeword of some block code (precise definitions
of coding concepts will be given in Section IV). The regis-
ters in which the bits are stored are assumed to be unreliable.
These registers are connected to a correcting circuit (a restora-
tion organ in von Neumann’s terminology), which periodically
updates the values in the registers according to some decoding
scheme. The correcting circuit is also assumed to be built from
faulty components.

TK showed that faulty memory systems have nonzero com-
putational capacity (or rather storage capacity). Roughly, the
computational capacity of a Boolean function is the inverse
ratio of the minimal number of faulty gates needed to evaluate
the function with an arbitrary small probability of error to the
number of perfect gates needed to obtain a reliable result. In
other words, the redundancy necessary to ensure reliability of
a memory grows asymptotically linearly with the memory size.
This is in contrast to general computing systems made of faulty
gates, which require redundancy asymptotically log-linear
in number of inputs, and therefore have zero computational
capacity [7]. Taylor also proved that no decoding scheme other
than iterative LDPC decoding can achieve nonzero capacity,
and derived bounds on memory failure probability under certain
assumptions (similar to those used by Gallager in [20]). In the
TK scheme, a memory failure is said to occur if the contents
in the registers correspond to an error pattern uncorrectable by
a noiseless decoder in iterations, where is the number of
independent iterations in an iterative decoder.

C. Previous Work on LDPC Codes

LDPC codes have been the focus of much research over the
past decade. Proposed by Gallager [20] in 1960s, they were
largely forgotten until they were rediscovered by MacKay
[21]. LDPC codes belong to a class of codes which can
be described by graphs. One of the key results in codes on
graphs comes from Kschischang et al. [22] who observed that
iterative decoding algorithms developed for these codes are
instances of probability propagation algorithms that operate
in a graphical model of the code. The belief propagation
algorithms and graphical models have been developed in the
expert systems literature, by Pearl [23] and Lauritzen [24].
MacKay and Neal [25], and McEliece et al. [26] showed that
Gallager’s algorithm [20] for decoding LDPC codes proposed
in early sixties is essentially an instance of Pearl’s algorithm.
Extensive simulation results of MacKay and Neal showed
that Gallager codes could perform nearly as well as earlier
developed Turbo codes [27]. They have observed that Turbo
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decoding is an instance of “belief” propagation and provided
a description of Pearl’s algorithm, as well as made explicit the
connection to the basic Turbo decoding algorithm described
in [27]. Wiberg in [28] showed that graphs introduced by
Tanner [29] twenty years ago to describe a generalization
of Gallager codes provide a natural setting to describe and
study iterative soft-decision decoding techniques. Forney [30]
generalized Wiberg’s results and explained connections of
various two-way propagation algorithms with coding theory.
Richardson and Urbanke [31] have analyzed the performance
of ensemble of codes using density evolution. Richardson et al.,
[32] gave methods for the design of capacity approaching
irregular LDPC codes.

The current state of theoretical research in systems made of
unreliable components can be compared to that in the area of
communications before the renaissance of LDPC codes and it-
erative decoding algorithms [21]. The spirit and methodology
of TK’s work [17], [19] is similar to Gallager’s results [20] on
LDPC codes. The bounds on probability of error are given for
an ensemble of regular random LDPC codes of infinitely large
length used in the restoration organ. They are obtained under
the assumptions that the bits in memory cells remain indepen-
dent during the process of restoration, i.e., under the assump-
tion that the girth (the length of the shortest cycle) of the Tanner
graph (precise definition is given in Section IV) corresponding
to a code is infinitely large. The situation is similar on the code
design front. Although several authors, most notably Pippenger
[7], suggested the potential of structured LDPC codes, there was
not much progress in this direction, and the research in LDPC
codes for faulty memories has not moved further from Margulis
codes [33] and codes based on Ramanujan graphs [34]. The
large body of knowledge in iterative decoding gained in past
decade, especially techniques developed for code construction
and optimization as well as techniques for analysis of iterative
decoding algorithms have not been exploited so far to improve
reliability of memory systems. Bridging this gap is precisely the
main goal of this paper.

At the end of this section, we would like to point out that
in information theory community, the TK result has hardly
been recognized as fully as it deserves. It is also worth noting
that Spielman obtained the best result for a general model of
computation [35], by marrying the ideas of von Neumann with
Reed–Solomon (RS) codes. Spielman’s scheme has logarithmic
redundancy (in terms of code length), and has zero computa-
tional capacity. An excellent overview of the state of research
in fault tolerant computation is given by Pippenger [7].

III. FAILURE MODEL

In both von Neumann and TK models, a faulty component,
generally a logic gate or a memory element is subject to tran-
sient faults, i.e., faults that manifest themselves at particular
time steps but do not necessarily persist for later times [36]. It
is also assumed that gates fail independently of each other, and
that the defects are not permanent, i.e., a gate that malfunctioned
at some point in time may give correct output subsequently and
that failure occurs by flipping the correct result with some prob-
ability, i.e., if the correct result is “1,” the gate gives “0” and

Fig. 1. Tanner graph.

vice versa. Such failure mechanism is referred to as von Neu-
mann type of error. We note that the probability of “1” flipping
to “0” and the probability of “0” flipping to “1” do not need to
be the same, i.e., the failure can be input dependent. We also
note that this model can readily be extended to nonbinary logic
gates [37], [38] and memory elements [39]–[41]. From a theo-
retical point of view, both von Neumann type of error as well as
the transient error models assuming dependent gate failures [42]
fall into the class of Pippenger’s -admissible failure model [9].
Notice that the failure of the connection between gates may be
incorporated into the error of the gate at the end of connection,
as proposed by Dobrushin and Ortyukov in [43]. It should be
noted that transient faults in logic gates and memory elements
can be modeled as a binary channel where a fault results in the
flipping of the output of a logic gate or content of register from
“0” to “1” and vice versa. A well known simple channel model
is the binary symmetric channel (BSC) in which the probability
of flipping from “0” to “1” is same as the probability of flipping
from “1” to “0.” This probability of error is generally denoted
as .

IV. INTRODUCTION TO LDPC CODES

Let be an LDPC code of length and dimension (the
number of information bits) . Let , an matrix,
represent a parity check matrix of . The Tanner graph of an
LDPC code, , is a bipartite graph with two sets of nodes: vari-
able (bit) nodes and check (constraint) nodes. The check nodes
(variable nodes) connected to a variable node (check node) are
referred to as its neighbors. The degree of a node is the number
of its neighbors. In a regular LDPC code, each variable
node has degree and each check node has degree . The
girth is the length of the shortest cycle in . A check node
is said to be satisfied if the sum of all incoming messages has
even parity and unsatisfied otherwise. Fig. 1 illustrates a simple
Tanner graph with five variable nodes and four check nodes.
The corresponding matrix is given by

The Gallager B algorithm on the the BSC operates by passing
binary messages along the edges of the Tanner graph of an
LDPC code. Every round of message passing (iteration) starts
with sending messages from variable nodes and ends by sending
messages from check nodes to variable nodes. For a variable



Fig. 2. Illustration of message passing. (a) Variable to check message. (b) Vari-
able to check message in case of tie. (c) Check to variable message.

node (check node ), let denote the edges inci-
dent on . Also, let denote the received value of node

. Let the degree of a variable node be . A threshold is de-
termined for every iteration and variable degree . Let
and represent the messages passed on an edge from
variable node to check node and check node to variable node in
iteration respectively. Then for each node , the Gallager B
algorithm passes the following messages in th iteration.

For

otherwise

where .
For each check node , the messages passed in th iteration

are

Fig. 2 illustrates the message passing rules for different cases.
For more details on iterative decoding on Tanner graphs see
[44].

V. PROPOSED METHOD

As mentioned earlier, the basis of our approach is the TK
method [17], [19]. This section explains the main idea, namely
the equivalence of the restoration phase in the TK method and a
“faulty” Gallager B algorithm. This equivalence will enable us
to design and analyze memories using methodology developed
for codes on graphs and iterative decoding. First, we describe
the restoration process in a basic TK scheme and in a modified
scheme that we propose, and then we establish the relation of the
modified TK scheme with the Gallager B algorithm for iterative
decoding [20].

In the TK scheme [17], [19], the information to be stored is
first encoded by a regular binary LDPC code of length and
dimension . The stored codeword con-
sist of bits referred also as variables. Each vari-

Fig. 3. TK memory.

able bit is involved in parity-check equa-
tions by , where is an parity check ma-
trix and all operations are in binary field. The degree of each
check node is . The vector is called syn-
drome and corresponds to the value of th parity-check sum
for . Parity check is said to be satisfied if
and unsatisfied if . A set of parity checks involving bit

is . After encoding, every coded bit
is replaced with bit-copies of itself and
stored in registers (Fig. 3). All bit-copies initially have the
same value.

Registers are made from memory cells that are considered
to be unreliable. New estimates of each of these copies are ob-
tained by using one combination of checks. Note that there

are exactly combinations. The estimates are ob-

tained as follows.
1) Evaluate parity checks for each bit-copy (exclude one dis-

tinct parity check from the original set of checks for each
bit-copy).

2) Flip the value of a particular bit-copy if half or more of the
parity checks are unsatisfied.

3) Iterate (1) and (2).
There are a total of parity checks for each bit copy. The de-
cision element in this case is a majority logic gate whose output
is 1 if half or more of the parity checks are nonzero. The correc-
tion is accomplished by XOR gate that has as inputs the output
of the majority logic gate and the previous value of the bit-copy.
Note that in this iterative decoding scheme, each parity check re-
quires input bits (other than the bit-copy we are trying to
estimate). Since each of these input bits has different copies,
there are copies for each particular bit that can be used for es-
timating th copy of bit . When estimating a copy
of bit using an estimate of bit , we use the bit-copy in
whose evaluation the parity check involving is omitted.

The above explanation gives rise to defining the whole
scheme as a modified Gallager B decoder [20]. As explained in
Section IV, the Gallager B algorithm on the BSC operates by
passing binary messages along the edges of the Tanner graph
of an LDPC code. Every round of message passing (iteration)
starts with sending messages from variable nodes and ends
by sending messages from check nodes to variable nodes. In
the modified scheme, the estimates of a particular bit
correspond to the outgoing messages along the edges of the
Tanner graph incident on (there are such edges). This is



Fig. 4. Representation of the TK method as a faulty Gallager B algorithm.
fx ; x ; . . . ; x g, the J copies of bit x , are assigned to the edges em-
anating from a variable node corresponding to the bit x .

Fig. 5. Message passing in Tanner graph: updating the value of message on
edge e connecting the node x and check c .

illustrated in Fig. 4. The outgoing message along an edge of a
variable node is updated based on the incoming messages along
all edges incident on excluding (Fig. 5). The original value
is used to resolve ties.

For an edge , let the corresponding check node be . The
incoming message along is the XOR of all other incoming
messages along the edges incident on other than . The
scheme differs from Gallager B decoder in only one aspect, that
of breaking ties. In a memory system, there is no way to store
the original value to resolve ties. So, the ties will be broken
based on the previous value in the register (previous message
along the edge).

In the TK scheme, the parity checks give an indication of
whether the parity check is satisfied or not. If a bit is in error,
we expect majority of the checks in which the bit is a part to be
unsatisfied thereby leading to its correction. However, if we ex-
clude the bit we are trying to estimate and calculate the parity,
then the resulting value is an estimate of the bit rather than the
parity. A particular copy is now updated based on esti-
mates rather than parity values, i.e., the updated value is
majority of the estimates and possibly makes use of pre-
vious value to resolve ties. This is another modification that we
propose. The modified decoding procedure is as follows:

1) Evaluate estimates for each bit-copy (exclude one
different parity check from the original set of checks for
each bit-copy).

2) Update the value of bit copy based on majority of
estimates (and the previous value of bit, if needed).

3) Iterate (1) and (2).
Note on the complexity of the schemes: The complexity of a

system is the number of components in the system [17]. The
original TK scheme requires memory cells, -input
XOR gates, -input majority logic gates and two-
input XOR gates. The modified scheme requires memory
cells, -input XOR gates and -input ma-
jority logic gates.

VI. ANALYTICAL CHARACTERIZATION OF FAULTY DECODERS

In this section, we set up a theoretical framework for the
analysis of faulty message passing decoders. Since a memory
failure is said to have occurred if the bit copies in the registers
do not correspond to a correctable error pattern, understanding
decoding failures of message passing decoders is of prime im-
portance. For an analytical characterization of the performance
of faulty message passing decoders, it is important to understand
and characterize the decoding failures of message passing de-
coders built from perfect gates. The main obstacle in the analyt-
ical characterization of performance of iterative decoders is the
dependence of messages passed in successive iterations. This is
why it is easy to analyze an ensemble of code in the limit of the
codelength and girth tending to infinity [20], [21], [32]. For an-
alyzing a particular code even for the number of iterations for
which the messages are independent, a complete knowledge of
the combinatorial properties of the code is essential. Even in
this very restrictive case, there is no general method which can
predict the performance of a code accurately as the code per-
formance is dependent on the choice of decoding algorithm and
implementation nuances such as the precision of the messages
passed. However, finite length analysis of codes over the era-
sure channel [45] and the investigation of error floors of LDPC
codes [46]–[55] have thrown some light on the decoding fail-
ures for a given code. Roughly, error floor is an abrupt change in
the frame error rate (FER) performance of an iterative decoder
in the high signal-to-noise ratio (SNR) region. We use this re-
cently gained understanding to characterize the failures of faulty
decoders [51].

A. Decoding Failures of Gallager B Decoder

We define a decoding failure as an event that is said to have
occurred when the decoded word is different from the trans-
mitted codeword. The concept of error events that lead to a de-
coding error is well-understood for the conventional bounded
distance decoder and the maximum likelihood decoder. A gen-
eralization of conventional decoder errors, necessitated by the
graph based decoders, is effected by defining a class of error
events, namely trapping set events. The study of trapping sets
is fundamental to the understanding the dynamics of iterative
decoding algorithms. The dynamics of a decoder is dictated by
the properties of the Tanner graph and the decoding algorithm.
A common approach to improving performance of a code is



to avoid detrimental topological structures (characteristic ex-
amples of this approach include: [56]–[65]). Unfortunately, the
above papers do not contribute to the clarity of the error mecha-
nisms. Richardson’s work [46] paved the way for understanding
decoding failures in terms of trapping sets and since then there
has been considerable work in this area. In [53], [54], and [51]
we have studied trapping sets of Gallager B decoder for column-
weight-three codes. Broadly speaking, a trapping set is a small
weight error pattern which leads to a decoding failure. While
the performance of bounded distance decoders is dependent on
the minimum distance, the performance of iterative decoders
heavily depends on trapping sets.

B. Decoding Failures of Faulty Gallager B Decoder

In memory systems where the restoration organ is built from
perfect gates, characterizing decoding failures is analogous to
the case of a BSC. The memory cells can be modeled as a BSC
and the restoration organ refreshes the contents of the registers
periodically. If the error pattern is a correctable one, the new
contents of the registers will be a valid codeword. However, in
the case of faulty restoration organs, the contents of the registers
need not contain a valid codeword.

The system in this case can be visualized in the following
manner. Initially copies of a codeword are stored in the
memory. The content of each memory cell is passed through
a BSC. This introduces a few errors in the memory. The
restoration organ then tries to correct these errors. Due to the
faulty nature of the restoration organ, it corrects some errors
and possibly introduces new ones. However, we hope that
the contents still belong to the decoding class of the original
codeword. The faulty decoder in this case can be modeled as
another binary channel which introduces possibly correlated
errors. Consider the following memory architecture.

1) Evaluate estimates for each bit-copy (exclude one
different parity check from the original set of checks for
each bit-copy).

2) Update the value of bit copy based on majority of
estimates (and the previous value of bit, if needed).

3) Iterate (1) and (2).
4) Replace each estimate of a bit copy by the majority of the

corresponding copies of the bit estimates.
The analysis of decoding failures of such a scheme would be
similar to analysis of the Gallager B decoder. In this paper, we
just note the analogy with the analysis of Gallager B decoder
but the analysis of the scheme is beyond the scope this paper.
Instead, we illustrate a few numerical results in subsequent sec-
tion.

C. Restoration Based on Projective Geometry Codes and One
Step Majority Logic Decoding

One class of decoders which are amenable for analysis are
the so called majority logic decoders [66]. Though these de-
coders do not fall into the category of message passing algo-
rithms, they are iterative in nature, and can be used for restora-
tion organs in TK scheme. Codes constructed from projective
and affine planes form an important class of majority logic de-
codable codes whose combinatorial properties are well under-
stood. Projective geometry and affine geometry codes [67] have

gained popularity due to their elegant geometric structure and
suitability for iterative decoding.

Let represent the LDPC code constructed based on the
family of the two-dimensional projective geometries

. This code is characterized by variable
nodes, check nodes, minimum distance

and column weight . It is well known
that such a code can correct up to errors when decoded
using a one step majority logic decoder.

In one step majority logic decoding algorithm, the value of
a variable is flipped if majority of the check nodes connected
to it are unsatisfied. A single step majority logic decoder is
a very low complexity decoder which requires very little cir-
cuitry. The bit error performance in this case is well under-
stood. This serves as a motivation to analyze these codes and
decoders for the faulty gate case. In [68], we proposed an ana-
lytical method to evaluate the performance of one-step majority
logic decoders constructed from faulty gates. The decoder con-
struction is chosen in such a way as to extend the analysis for
multistep decoding and possible extension to message passing
algorithms such as the Gallager B algorithm.

VII. NUMERICAL RESULTS

In this section, we present simulation results for the
code of length seven and dimension four. We assume that errors
in memory cells occur with probability , and errors in XOR

gates and majority logic gates with probability and
respectively. The gate failures are of von Neumann type. The
gates used in the circuit are 3-input XOR and 3-input majority
logic gates. For a given memory failure probability , we as-
sume that the components in the correcting circuit fail with a
probability . It should be noted that these values are used
for illustration purpose only and that the scheme can be evalu-
ated for any set of values of failures.

We assume that the memory contents pass through a BSC
after a time period and then updated by the message passing
decoder. The message passing can be run for any number of iter-
ations. It is assumed that the time for update is smaller compared
to and that memory contents do not change while the update
is in progress. The bit error rate (BER) and FER at any time are
determined by using the original definition of memory failure
by Taylor [17]. We have run simulations for various values of

and different number of iterations of the message passing de-
coder.

We compare bit error performance and complexity of the pro-
posed scheme with three different schemes.

i) Uncoded case: In this case, the bits are stored in memory
cells and no error correction is employed. This scheme
uses one memory cell to store one bit and has the least
complexity. The memory in this scheme can be modeled
as a cascade of BSCs. The BER after time steps in this
case is given by the expression

The above expression comes from the fact that a bit will
be in error after passing through BSCs if it has been
flipped an odd number of times.



ii) Triple redundancy (TR): In this case, each bit is stored
in three memory cells and no other coding scheme is em-
ployed. Hence, to store a single bit we need three memory
cells. The bit error after time steps in this case is given
by

In this case, since we take majority of the three copies, an
error occurs if two or more bits get flipped.

iii) TR with coding (TRC): In this case each bit is stored
in three memory cells in coded form, i.e., three copies
of a codeword are stored. In this scheme to store bits
we need memory cells assuming that an code
is used. The probability of error in this case is upper
bounded by

The above expression calculates the probability that the
contents in the register do not belong to the decoding class
of the sent codeword. Since we are using a single error
correcting code, this probability is the same as making
two or more errors. The expression actually calculates the
FER and hence is an upper bound on the BER.

Fig. 6(a) shows the BER curves for for the above
schemes as well as the proposed scheme in which the message
passing decoder is run for iterations. From the plot
it is clear that in the uncoded case, the bit error probability in-
creases very quickly. The same holds true for the TR and TRC
schemes. In the proposed method, the BER does not increase
very rapidly with time and even after 50 time steps, it is of order

. It is also worth noting that running the message passing
decoder for more number of iterations does not result in im-
proved performance. However, the proposed scheme has higher
complexity.

Fig. 6(b) shows the FER curves for different values of . The
message passing decoder is run for five iterations in each case.
As expected the performance is heavily dependent on the value
of .

VIII. OPEN QUESTIONS AND FUTURE WORK

A. Other Failure Models

In addition to von Neumann type of error, this framework en-
ables us to study other error mechanisms from the Pippenger’s
-admissible failure model class [9]. Dobrushin and Ortyukov

[43] model of failures of connections between gates will be used
in which the connections are modeled as perfect while the effect
of connection failures is incorporated into the error of the gate
at the end of a connection.

B. Restoration for Permanent Failures

Permanent failures are another large source of gate unrelia-
bility and are caused by variation and failures in the transistor
fabrication process and transistor aging. Error correction codes
have been investigated as a means for mitigating permanent fail-
ures [69], [70], but von Neumann redundant hardware schemes

Fig. 6. Performance of faulty decoder of projective geometry code PG(2; 4)
(a) comparison of different schemes for � = 10 (b) performance of proposed
scheme for different memory failures.

are more wide spread for dealing with such failures. In com-
puting systems, the combined use of redundancy and coding
has been shown to be more practically effective for permanent
failures than the fault tolerance provided by either one of the
two techniques independently [71], [72]. All these techniques
are ad hoc and no theoretical justification for such architectures
is given. The proposed architecture can be used for permanent
failures as well. In addition, if the decoding algorithm detects
“unusual” messages from certain memory locations, it may in-
dicate that there is a permanent failure, and new memory loca-
tions may be allocated for such suspected permanent memory
failures.

IX. CONCLUSION

We believe that successful demonstration of applying con-
cepts of modern coding theory to development of novel fault-tol-
erant memory systems will provide a new measure of perfor-



mance in memory and communications systems. In addition to
the technical merit of improved system performance it will also
serve as a framework for research in these fields. New coding
techniques can improve the performance of memory systems
without requiring major improvements in materials and devices.
This is especially important at this point in time when the phys-
ical properties of the nano devices are being pushed to their
limits.
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