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Abstract—In this paper, we present a theoretical framework
for modeling the empirically observed cascading of software
failures on a complicated computing system exposed to extreme
electromagnetic interference (EEMI). Our approach is to treat
the temporal evolution of the electromagnetic coupling and the
resultant cascading series of electromagnetic-induced faults as the
“flow” in a dynamic fluid-mechanical system and thereby utilize
aspects of the Navier Stokes and Hamilton-Jacobi equations
to predict the rate of this flow. Therefore, inspired by the
concepts of fluid dynamics [1], we include a diffusion term in the
Hamilton-Jacobi-Isaacs (HJI) equation. We have considered two
approaches. In one we apply a Taylor expansion to the optimality
principle and consider additional terms; in the other scenario, we
simply add a diffusion term in the form of a Laplacian applied
to the cost function H(x, . . .) and some constant c, as it is
present in the Navier-Stokes equation for incompressible flow.
We provide numerical comparisons for both approaches with
respect to the original HJI equation where the dynamical vector
field corresponds to analytical models of a NOR logic gate. This
model is a second-order differential equation that describes the
behavior of the gate that incorporates a new term accounting for
EEMI injection.
Index Terms—Hamilton-Jacobi-Isaacs, EEMI, electromagnetics

I. I NTRODUCTION
A number of authors have reported exploitable erratic
behavior on the execution of software under EEMI targeting
a processor at particular points in time and space [2], [3] We
have tampered with the execution of a program in assembler
language for a processor in simulation [4]. We produced the
same deviation in software execution assuming knowledge
of the processor layout. We are interested in injecting an
iEEMI signal through the input ports of the processor so that
the disruption propagates across the circuitry modules and
produces an exploitable fault, i.e., makes a program counter
miscount or count to an erroneous value.
The notion of reachable sets in game theory is not new. Contributions like [5], [6] present the information to conduct the
calculation of reachable sets with a dynamic game component
embedded in their approach. Furthermore, they describe how
to conduct the analysis for a hybrid system. Their approach
only involves a convection term on the HJI.
We have employed the HJI equation for the calculation of
(backward) reachable sets in logic gates present in computing
This work supported by AFOSR Grant FA9550-15-1-0171.

systems such as microcontrollers [7]. Our aim is to investigate
how early in time we need to inject an EEMI perturbation
signal to cause a change of a particular instruction in some
code being executed. The execution of code takes place according to the current execution stage of the machine (fetching,
decoding, execution). Hence, we also need to establish the
correct module/stage to inject the signal so that it propagates
and arrives at the target module to cause the intended failure.
II. P RELIMINARIES
There are a number of publications describing experiments
where an adversarial signal is introduced in a computing
system causing erroneous behavior in its software execution.
Researchers have inferred what has happened based on the
output of the system, but they have not taken into consideration
details about the architecture, or the dynamics involved in the
interaction of the EEMI with the circuitry [8]–[10]. A model
of the circuitry involved in the logic state that receives EEMI
injections as input is needed to study how a fault propagates to
the subsequent logic modules in the processor. Moreover, an
adversarial evolution approach between the adversarial EEMI
injection (vi (t)) and the normal control flow of the software
execution (u(t)) should be taken into account, with attention
to the evolution both in time and state. Next we briefly present
the background needed for the development of our ideas.
A. Original formulation
The original HJI equation (1) from [5] is basically the
evolution of a cost function J(t, x), in time and state for two
competitors (a control signal u(t) and a perturbation v(t)),

∂J
+ min 0, H(ẋ, ∇J) = 0,
∂t

J(0, x) = Jo (x),

(1)

where function H(x, p) is defined as
H(x, p) = max min{pT · x},
u

v

(2)

ẋ = f (ẋ, u, v) is the dynamics under study and is also known
as the velocity flow of the system. It is required that f (ẋ, u, v)
“is uniformly continuous, bounded, and Lipschitz continuous
in x for u and v fixed.” The inputs u(t) and v(t) are required to
exist in a compact domain; hence, |u(t)| ≤ umax and |v(t)| ≤
vmax .

The initial condition of (1) is function Jo (x), which defines
the target set we want to evaluate. The target set is the set
of all points such that Jo (x) ≤ 0. Outside the target set
function Jo (x) is positive. Then, the set of all points x for
which J(−τ, x) ≤ 0 defines the reachable set for the time
horizon −τ ; that is, all the points x that can reach the target
set within time τ . Note that (1) lacks boundary conditions, i.e.,
there are no definitions for J(−τ, x1 = k1 , x2 = k2 ) when k1 ,
and k2 , are some boundaries in the state space. Many function
families for J(−τ, x) can satisfy (1); hence, we say that x for
which J(−τ, x) is a solution for (1) is a viscous solution.
B. Dynamics under study
The following information is derived from [7]. The dynamical model of a NOR logic gate that takes EEMI into
consideration is presented in Fig. 1. For a N OR gate with
input channels A and B, the conditions c1 = {VA > VT }
and c2 = {VB > VT } change the output state of the model
according to the truth table of the gate. The EEMI inputs to
the circuit are v1 and v2 , Vdd = 5 V is the power voltage,
VT = 1 V is the threshold voltage level to change state,
Cgdo = Cgds = 0.35 pF, CBD = 2.1 pF, RL = 46 Ω, and
Rds = 1 kΩ. The inverters composing the model presented in

c1 and c2 . We require the derivative of (3), i.e., we need ẍ,
which is given by
 

1 
−K1
v̇1
RL
ẋ
+
K
C
.
(4)
ẍ = K3
3 gdo
1
v̇2
−K
2
RL
Note that the conditions c1 and c2 insert discrete states into
the original dynamics; therefore, we have the discrete states
{open, open}, {open, close}, {close, open}, and {close,close}
associated to (3) and (4). Consequently, the logical ouput of
the NOR gate is true, f alse, f alse, and f alse, respectively.
When we have c1 = 1 and c2 = 0 the discrete state is {close,
open}.
C. Perturbation input signal vi (t)
In the same vein as [7], the perturbation signal is described
as
N

VEEM I d X
h(t, Tk )g(t, Tk ),
vi (t) =
2
dt
k=1

h(t, Tk ) = sin 2πf (t − Tk ),

(5)

g(t, Tk ) = tanh K(t − Tk ) + tanh −K(t − Tk + ωd ),
where VEEM I is the peak voltage of the EEMI-perturbation
signal, f is its frequency, ωd is the duration in time of the
injection, K >> 1 is a smoothing constant, Tk is a random
variable for the time delay injection, and N is the number of
perturbation cycles injected. A depiction of (5) is presented in
Fig. 2.

Fig. 1. Schematics of NOR gate from [7]. This model is created by
simply connecting two inverters. The dynamical behavior of this inverter is a
simplified model of an transistor under the influence of EEMI [11].

Fig. 1 are simplistic surrogates to a more complex computing
hardware system which we find very appealing because these
model is a differential equation in only one dimension; hence,
the dynamics of the coupled inverters into the NOR gate gives
a bidimensional model. The governing equation of this circuit
is presented in (3)
!
Vdd
1
ẋ1 = K3
− K 1 x1 +
x2 + Cgdo v1 ,
RL
RL
!
1
ẋ2 = K3
x1 − K2 x2 + Cgdo v2 ,
RL
(3)
1
2
+
Ic ,
K1 =
RL
Rds 1
1
K3 =
,
CBD + Cgdo

1
1
+
Ic ,
K2 =
RL
Rds 2

where we have the state x = [x1 x2 ]T and x2 is the output of
the logic NOR gate. Ic1 and Ic2 are indicator functions. Note
that we can obtain the AND logic gate by inverting the inputs
VA and VB , or just flipping the inequality signs of conditions

Fig. 2. Perturbation signal corresponding to (5).

The bounds for vi (t) and v̇i (t) are
|vi (t)| ≤ 2VEEM I (K + 2πf ),
|v̇i (t)| ≤ VEEM I (4(K 2 + π 2 f 2 ) + 10πf K).

(6)

D. Material derivative and Navier-Stokes equation
The following is derived from [1]. In fluid dynamics, it is
required to keep track of a particular property of a fluid as it
moves with velocity u. This particular quantity, say, F (t, x)
can be a scalar or a vector and it depends on position and
time. Then, for an observer on some fixed point a in space,
the rate of change of F (t, x) is given as



∂F
∂t


a

∂F
=
+ u · ∇F,
∂t

(7)

B. Second order terms from Taylor expansion

which is known as the material or convective derivative. The
expresion (7) is composed by the local rate of change given
by ∂F/∂t and by the convection term u · ∇F . The convection
term gives account of the change of F (t, x) as particles are
transported from one point to the other with velocity u.
If we go back to (1) and (2) and drop the max min
operators, we end up with a partial differential equation very
similar to (7), where the dot product ∇J T · ẋ is in the form
of a convection term where the velocity term is given by the
dynamics of the logic gate component. Broadly speaking, this
HJI equation has similarity with a material derivative of some
particular substance, in this case, the cost function. Going
further, the Navier-Stokes equation describes the motion of
a viscous fluid that includes both a convection and a diffusion
term
∂u
+ u · ∇u = ν∇2 J − g − ∇p,
∂t

(8)

where g is the conservative potential field of gravity and
∇p is the gradient of pressure. By negleting g and ∇p, the
expressions (7) and (8) motivates us to suggest a modified
Hamilton-Jacobbi equation that includes the diffusion term
∇2 J.
III. M ODIFIED H AMILTON -JACOBI E QUATIONS
As pointed out earlier, the original HJI equation in (1)
only contains a convection term, so if you consider the cost
function as a property present in the velocity flow of the
system, then the expression in (1) is neglecting diffussion
features of the cost function. Consideration of the diffussion
term can lead to reachable sets that are different than the ones
provided by the original formulation and can shed some light
on neglected regions that can achieve the target set. However,
this diffusion term is attached to the nature of the system:
does the cost function J(t, x) have laminar properties like a
traditional fluid? Or is its behavior turbulent? The Reynold’s
number is the ratio of inertial forces to viscous forces and it
categorizes the regime of the fluid flow (laminar or turbulent)
based on a particular value (laminar if Re < 106 ). As we
have not normalized (3), we resort to the constant vector c to
imprint dilation to our diffusion term as the Reynold’s number
does it on a normalized version of (8).
A. Addition of the diffusion term
The first extension is presented in (9), which is based on
concepts from fluid dynamics [1]

∂J
+ min 0, H(ẋ, ∇J) + cT · (δδ ◦ H(J)) = 0,
∂t

H(J) is the Hessian matrix of J(t, x), and (δδ ◦ H(J)) is the
Hadamard product between matrices.1

(9)

where vector c is a constant quantity that serves to scale
the diffusion term, δ is the Kronecker delta in matrix form,

In the second extension, we have considered additional
terms after conducting a Taylor expansion of the optimality
principle, leading to:

∂J
+ min 0, H(ẋ, ẍ, ((ccT ◦ δ ) ◦ H(J)), ∇J) = 0, (10)
∂t
where (2) evolves into
H(x, ẋ, Q, p) = max min{xT Qx + pT · ẋ}.
u,u̇

v,v̇

(11)

It is important to point out that as ẍ is required on (11), the
rate of change of the EEMI injection is needed. Then, by
having vi (t) and v̇i (t), we have more information to formulate
a reconstruction of what vi (t) should be to cause a particular
software disruption.
We are conducting the analysis of software execution on the
dynamics of logic components. This implies that the signal
u(t), which is in charge of the conmutation required by the
software, is dropped from (2) and (11).
C. Choice of Jo
The choice of Jo (x) is important as it can give more weight
to some terms than others. For instance, the original Jo (x) in
[7] with constant slope renders ∂ 2 J/∂x2i 6= 0. We have built
Jo (x) for (1), (9) and (10) as
Jo (x) = a(kxk2 − kxf (](x))k2 ),

(12)

with a as a positive contant and xf (](x)) representing the
boundary of the target set. For |](x)| ≤ |]([Vdd /2 VT /2]T )|
we set xf (](x)) = 1/2[Vdd signx1 VT tan ](x)]T and
for |](x)| > |]([Vdd /2 VT /2]T )| we set xf (](x)) =
1/2[Vdd cot ](x) VT signx2 ]T .
A depiction of (12) is presented in Fig. 3. The red region
represents the target set embedded in Jo (x). In this particular
case, we are presenting the target set for the discrete state
{close,close}.
IV. S IMULATIONS
Numerical solutions of (1), (9) and (11) under the initial
condition (12) were conducted. The results are presented in
Fig. 4. The size of the grid was chosen to respect the stability
bound of the numerical solution of the heat equation under the
mid-point rule method ∆t ≤ Delta2x /(2kck), see [12], with
∆x the grid size on dimensions x1 and x2 .
We have associated a color to each of the discrete states:
cyan represents {open, open}, green to {open, close}, blue
to {close, open} and red to {close,close}. The gradient of
color represents the evolution of J(t, x); then, the beginning
of the evolution starts on the target set2 with regions with clear
color, and the color becomes darker as the time horizon passes
1 An

element-wise multiplication between two matrices of the same size.
is the white region surrounded by the color of the discrete state.

2 Which

This suggests that any transition among the discrete state has
the potential to be perturbed so the logic output changes from
its intended value. It is worth noting that the time step for
the time horizon on the propagation of the reachable set is
∆τ ≈ 10−21 and c = 5 × 10−3 [1 1]T . These are very
small values compared to the ones for (9). The reason behind
this is the bounds we found in (6), where we have chosen
f, K ≈ 109 , and the value of c has been tuned to counter f
and K.
A. Confrontation with a state transition path

Fig. 3. Function Jo (x). A translation is used to set up both target sets under
study.

by. The area surrounded by the black dashed-line represents
the subset of states where the trajectory of the discrete state
resides; hence, the target set and the reachable sets tell us
the subspace the discrete state must avoid in order to avoid
giving as an output the wrong logical state, i.e., if the inputs
of the gates are A = f alse and B = f alse (discrete state
{open, open}), then the output at x2 is Vt ≤ x2 ≤ Vdd , ∀x1
which means true; hence, the target set is the region 0 ≤
x2 ≤ VT , ∀x1 which is the logical value f alse, see Fig. 4(a),
Fig. 4(b) and Fig. 4(c). Therefore, we are interested in the
regions of the reachable sets that are inside the area surrounded
by the black-dashed line.
For the approach presented in Section II-A we see
that the reachable sets {open, close} (Fig. 4(d)) and
{close,close}(Fig. 4(j)) are expanding in directions opposite
to the region of the dashed line, but the reachable sets
for the discrete states {open, open}(Fig. 4(a)) and {close,
open}(Fig. 4(g)) in fact enter our zone of interest, with the
cyan’s region in bigger proportion than the blue’s. This is
telling us to pay special attention to trajectories of (3) which
switch from {open, open} to {close, open} and vice versa.
Similar observations can be pointed out from the simulation
results of the Hamilton-Jacobi equation in Section III-A,
with the exception of a bigger propagation of the reachable
sets for the discrete state {open, open}. The time step for
the time horizon on the propagation of the reachable set is
∆τ ≈ 10−12 , and the value for c for (9) is c = 5×108 [1 1]T .
The approach of Section III-A gives us different results from
the ones reported for the simulations of Section II-A, telling
us that the reachable sets cover more area than the original
idea.
In contrast, the simulation results of Section III-B gives us
a different landscape: all discrete states cross to the region
inside the dashed-line (Fig. 4(c), Fig. 4(f), Fig. 4(i), and
Fig. 4(l)), covering more area than the other two approaches.

We also confronted the results presented in Fig. 4 with a
trajectory of system (1). For each of the approaches taken,
we have merged the pertinent reachable sets in one graph
with the trajectory mentioned before. The selected trajectory
of the discrete state is first {close,close}, then {open, close},
{open, open}, and at last {close, open}. There are magenta
circles pointing out the regions where the trajectory of a
particular discrete state is passing on its respective reachable
set, indicating that there is a section in the trajectory where
an EEMI injection can be enabled to cause its logic output
to be erroneous. In the case of Fig. 5 and Fig. 6, the chosen
trajectory is inside the reachable sets for the discrete states
{open, open} and {close, open}.
Even though the reachable set for the discrete state {open,
close} in Fig. 4(f) crosses the dashed-line region, the trajectory
of system (3) does not enter the reachable sets; hence, the
contour lines representing the reachable sets are not included.
The reachable sets for the other discrete states are crossed
by the trajectory of the system (3), so in order to avoid
cluttering the image, we have depicted the reachable sets and
the trajectory in two images.
V. C ONCLUSIONS
In this paper we have modeled the effect of EEMI injection
on a computing system using dynamics describing fluid flow
with viscosity. Our principle conclusions are:
• The consideration of the derivatives of the EEMI input
has rendered a very different set of reachable sets for the
discrete states of system (3). Regions discarded by the
approaches presented in Section II-A and Section III-A
turned out to be inside the time horizon τ .
• The approach presented in Section III-B takes relevance
under the simplified model of a transistor presented in
[11], as well as system (3). The output for these models
change with the frequency so the injection signal is
not relevant on amplitude but on its frequency. As (11)
requires the derivate of the input, the frequency term takes
relevance on the reachability analysis.
• The nature of function Jo (x) changes the shape of the
contour lines of the reachable sets. A function Jo (x)
with constant slope anules the term ∂ 2 J/∂x2i ; hence, the
reachable set given by (1) and (9).
• In the future we intend to conduct an analysis of (1),
(9) and (11) where we normalize the dimensional terms
and embed their value on the constant vector c in the

(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

(i)

(j)

(k)

(l)

Fig. 4. (Backward) reachable sets for the approaches presented in Section II-A (left column), Section III-A(center column) and Section III-B.

Fig. 5. Reachable sets from Section II-A confronted with the trajectory. The
trajectory related to the discrete states {open, close} and {close,close} do not
pass into their respective reachable sets; hence, these sets are not included.

(a)

(b)
Fig. 7. Reachable sets from SectionIII-B. The sets are separated into (a) and
(b) for clarity.
Fig. 6. Reachable sets from Section III-A. The same discrete states rejected
on the previous approach are discarded here. The coverage of the reachable
set for {open, open} is significantly bigger here, and also for {close, open}
in a smaller amount.

same way the dimensionality on (8) is wrapped on
the Reynold’s number so it gives some hints on the
discrepancy of the value of c.
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