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ABSTRACT 
 
This study investigates whether cyber risk has an impact on corporate governance. Specifically, 
it studies if firms that experience a data breach are more likely to make new disclosures related 
to corporate governance cyber risk responsibility in periods immediately following the breach, 
compared to firms that did not experience a data breach. Because cyber risk is becoming a more 
significant issue in the business world, it is expected that a breach will prompt companies to 
signal to the market that they are serious about the issue, by disclosing new responsibilities in 
their board level committees. The results indicate that while the difference in new disclosures in 
the year following the breach is supportive of my hypothesis, the breaches are not significant to 
the subsequent disclosures. This research contributes to cybersecurity and accounting literature 
and can be used by firms’ board of directors and investors to attempt to understand the impact of 
cybersecurity on the corporate governance structure.  
  



I. INTRODUCTION 

Cyber risk is becoming a prominent issue in the business world. The worry has gone from 

the concern that a company will be the next victim of a security incident, to how often they will 

get hit and how bad it will be (Deloitte, 2019). The Public Company Accounting Oversight 

Board (PCAOB) has acknowledged the significance of cyber risk and the necessity to adapt 

processes to address it. Technology is imperative to accounting; as it continues to evolve, it will 

change the way financial information is reported, how financial statement audits are conducted, 

and ultimately how the PCAOB does its work. In a 2019 speech at the Baruch College 18th 

Annual Financial Reporting Conference, PCAOB board member Kathleen Hamm addressed the 

importance of an auditor’s role in cyber risk by referring to the U.S Director of National 

Intelligence report about the gravest dangers facing the United States. The report defines cyber 

threat as including the loss of proprietary and sensitive information, the manipulation and 

destruction of data, systems, and networks, and even the harming of physical assets, as well as 

the related costs and undermining of confidence in our institutions. Hamm states, “As we 

integrate technology into everything we do – critical infrastructures, communication networks, 

and consumer devices – the report notes that cyber threats will pose increasing risk to our 

economic prosperity and public health and safety” (Hamm 2019).  

With the lingering concerns of cybersecurity threat, it is likely that companies are taking 

action to identify and mitigate these risks, possibly adjusting their corporate governance in order 

to do so. The number of data breaches experienced by U.S. firms has greatly increased over the 

last decade. According to Digital Guardian (2019), 136 data breaches were reported in 2005, 

compared to over 2000 reported in 2015. The financial impact of data breaches has also become 

increasingly worse. According to the most recent Data Breach Cost Report by IBM in 2019, the 



average total cost of a data breach is 3.92 million dollars compared to 3.62 million dollars in the 

2016 report. With the possibility of a data breach causing huge financial losses and negatively 

impacting their reputation, firms need to be aware of cyber risk and how it affects the way their 

company should be organized. This study examines the relationship between a company’s cyber 

risk and the changes made to their corporate governance structure.  

To examine this relationship, I identify a sample of firms that experienced a data breach 

between the years 2005 and 2018 and determine whether the breach is associated with a 

subsequent change in their corporate governance structure, as indicated by changes to their cyber 

risk disclosures in their proxy statements. Breached firms are size and industry matched to non-

breached firms in the year of the breach. I find that there is no significant association between 

experiencing a data breach and the likelihood of changes in corporate governance cyber risk 

disclosures. The descriptive data suggest that changes to corporate governance structure in the 

form of assigning committee responsibility for cyber risk had its peak in 2017. This peak could 

possibly be tied to a statement issued by the SEC chairman, Jay Clayton, which will be discussed 

in the results section. This paper contributes to the cyber risk research stream, providing 

additional information about the effect that a company’s cyber risk has on its overall corporate 

governance. It is a step forward in research that attempts to identify when and how a company 

will disclose its committees’ responsibilities based on significant cybersecurity events. 

Companies’ board of directors, external auditors, investors and other stakeholders would be 

interested in this study as the issue of cyber risk is becoming increasingly relevant. The paper is 

organized as follows: Section II reviews the relevant literature, expands on the reasons why this 

study should be useful to various stakeholders, and develops my hypothesis; Section III presents 



the research design, the sample and descriptive statistics; and Section IV presents my results and 

concluding comments.  

 

II. BACKGROUND AND HYPOTHESES DEVELOPMENT  

There has been minimal research conducted in the area of cyber risk and its impact on 

accounting concepts. However, a recent paper by Rosati, Gogolin and Lynn (2019) investigates 

audit firm assessments of cyber-security risk. Rosati et al. (2019) find that breached firms are 

charged 12% higher audit fees and firms operating in the same industry of a breached firm are 

charged 5% higher fees. The increase in audit fees in the year of the breach is only temporary, 

and auditors include cyber-security risk in their audit risk assessment even before the breach 

occurs (Rosati et al. 2019). Higgs, Pinker, Smith and Young (2016) find a positive association 

between the presence of a firm’s board-level technology committee and its reporting of security 

breaches. Additionally, they find that the market positively perceives the presence of this type of 

committee when evaluating the breach, in terms of increased returns. Since it has been found that 

board composition is tied to the likelihood of breaches, there is a chance for simultaneity, that 

breaches can have an effect on the board level committees, and possibly the audit committee. 

Further research shows that cyber risk can emerge in the form of “more than reporting” 

weaknesses (Feng, McVay and Skaife 2015) or financial reporting-only weaknesses (Hogan and 

Wilkins 2008). Feng, McVay and Skaife (2015) find that firms with fewer internal control 

weaknesses, including information-technology related weaknesses, have better operating 

performance. Similarly, Hogan and Wilkins (2008) find that audit fees are higher for firms that 

have an internal control deficiency in regard to their financial reporting and therefore higher 

detection risk. In this way, cyber risk can emerge as a financial reporting-only weakness. 



Therefore, these issues could be relevant to audit committees, an example of a board committee 

which could disclose the oversight of cyber risk in the proxy statement.  

Evidence from Deloitte’s 2019 Proxy Review show that cyber risk is becoming more 

important for companies’ audit committees and their roles and responsibilities. Deloitte finds that 

among the top 100 S&P Firms, there has been a 15% increase between 2018 and 2019 in 

disclosing the audit committee’s role in the oversight of cyber risk. Additionally, of the 58% of 

companies that disclose the role of the audit committee in oversight of cyber risk, 51% delegate 

it solely to the audit committee and 7% disclosed that the responsibility is shared between the 

audit committee and either the full board or another committee. From this review, it is evident 

that companies are noticing the importance of cyber risk and there is a reason for disclosing it as 

a committee responsibility. Although oversight responsibility could be given to any one of many 

committees, Deloitte found that it was most often given solely to the audit committee. Cyber risk 

threat is significant to audit committees because of Auditing Standard No. 16, regarding auditor 

communication with audit committees. The standard requires the auditor to communicate with 

the company’s audit committee regarding matters related to the conduct of the audit and to 

obtain relevant information. Referring to the speech by PCAOB member Kathleen Hamm, the 

auditor’s responsibility should be to assess the nature and extent of the breach and its impact on 

company operations (including financial implications). Further, Boritz, Li, and No (2016) find 

that external auditors charge higher audit fees in response to cyber incidents. Their findings at 

least partially mitigate the concern that auditors do not take cybersecurity seriously (Boritz et al. 

2016). Due to the auditor’s important role within cybersecurity matters, it is plausible this 

responsibility could fall into the audit committee. 



The evidence of increased disclosures that give responsibility of cyber risk oversight to 

audit committees (and possibly other board committees) is seemingly able to be predicted by a 

firm data breach. Thus, I hypothesize that:  

H1: Firms that experience a data breach are more likely to make new disclosures related to 

corporate governance cyber risk responsibility in periods immediately following the breach 

 than firms that do not experience a data breach.  

 

III. RESEARCH DESIGN  

Model and Variables  

To test whether the firms that experience a data breach are more likely to make new disclosures 

related to corporate governance cyber risk responsibility in periods immediately following the 

breach, the following logistic regression model is estimated:  

DISCLOSURE = b0 + b1BREACH + b2SIZE + b3GROWTH + b4LEVERAGE + b5ROA + 

b6LOSS + b7BIG4 + b10IC_WEAKNESS + e 

where:  

DISCLOSURE = 1 if the firm had a new cyber risk disclosure in their proxy statement in 

the year of the data breach or year within 2 years after the data breach, 

0 otherwise; 

BREACH = 1 if the company experienced a date breach, 0 otherwise;   

SIZE = the log of total assets;  

GROWTH = the book value of equity/market value of equity; 

LEVERAGE = total liabilities/total assets;  

ROA = income before extraordinary items/total assets; 



LOSS = 1 if client reported a loss, 0 otherwise;  

BIG4 = 1 if the company is audited by a Big 4 accounting firm, 0 otherwise; and 

IC_WEAKNESS = 1 if the company had a material weakness in internal controls on the 

SOX 404 report, 0 otherwise. 

If firms that experience a data breach attempt to signal their increased focus on cyber risk by 

disclosing corporate governance cyber risk responsibility, then the coefficient on BREACH, my 

variable of interest, is expected to be positive and significant. I include several other independent 

variables in the model to control for factors that could influence corporate governance 

disclosures. Firm specific data for independent control variables were obtained from Compustat 

and Audit Analytics. All variables for each breached and matched non-breached firm are 

measured at the end of the fiscal year in which the data breach occurred.  

Sample and Descriptive Statistics  

The sample used in this study consists of 100 firms that experienced a data breach 

between the years 2005 and 2018. Breached firms were identified by searching the Privacy 

Rights Clearinghouse database. These 100 firms are matched with 100 non-breached firms, 

based on size of firm (assets) and industry SIC code. To verify that the matched non-breached 

firms did not have a breach in the breach year, I searched the firm in the same Privacy Rights 

Clearinghouse database. I verified that no matched non-breached firm was breached in the year 

in question, however, in some cases, non-breached firms did have a breach later in the sample 

period. The dependent variable (DISCLOSURE) is the assignment of responsibility for cyber 

risk oversight to audit committees and/or other board committees, operationalized by the 

existence of cyber risk responsibility disclosures in the firms’ proxy statements. To gather the 

necessary data for the dependent variable, I searched all 200 companies on the EDGAR database 



for the DEF 14A (proxy statement) filed the year before and years after the breach up until the 

latest filing. I scanned the corporate governance and committee responsibilities in the statement 

to determine if there was a change in responsibility. The words that I searched to identify these 

changes were ‘cyber’, ‘data privacy’, ‘information technology’ and ‘security’. Figure 1 shows 

examples of proxy statement disclosures in two separate years for Adobe, Inc. The first example 

shows the Audit Committee description that does not include a cyber risk disclosure, and the 

second example shows the description that does include the disclosure in the third to last 

sentence. 

Figure 1: Proxy Statement Disclosure Examples 

 

No Cyber Risk Disclosure 

 

Cyber Risk Disclosure 

 

 

Table 1 presents the frequency of breached firms by industry and breach type. Table 1 

also shows the total number of cyber risk disclosures across breached and non-breached firms by 

industry. Thirty-two, two-digit industry SIC codes are represented in the sample. The industries 



with the highest number of breaches are business services (17), eating and drinking places (12), 

miscellaneous retail (8), and communications (7). The Privacy Rights Clearinghouse database 

reports seven types of breaches. These include breach by hacking or malware, breach by insiders, 

breach by payment card fraud, breach by physical loss, breach by portable device, breach by 

stationary device, and breach by unintended disclosure. For each of the 100 breached firms in the 

sample, the type of breach was noted. For two of the breached firms, the type of breach is 

unknown. The most common type of breach among sample firms is breach by hacking or 

malware (31), followed by breach by portable device (21). Breach type frequency varies by 

industry suggesting that certain industries may be more susceptible to certain types of breaches. 

For business services, over 50% of the breaches are by hacking or malware. For eating and 

drinking places, 50% of the breaches are by insiders. For miscellaneous retail, about 37% are by 

hacking or malware, and for communications, over 50% are by portable device. The final two 

columns of Table 1 show that across the 200 sample firms, there are 86 breached firms and 72 

non-breached firms that made cyber risk disclosures. The industries with the most cyber risk 

disclosures are business services (13 and 12 among breached and non-breached firms, 

respectively) and eating and drinking places (10 and 12 among breached and non-breached firms, 

respectively.  

 

 

 

 

 

 



Table 1 

Distribution of Sample Companies by Industry and Breach Type  
SIC Code and Industry 
Classifications 

Total 
Breaches 

Breach Types* Breached Firm 
Disclosures 

Non-breached 
Firm Disclosures HACK INSD CARD PHYS PORT  STAT DISC UNKN 

15 - General Building 
Contractors 

1      1   1 1 

20 – Food and Kindred 
Products 

2 1    1    2 2 

23 – Apparel and Other 
Textile Products 

2 1    1    1 2 

27 – Printing and Publishing 1 1        1 0 
28 – Chemical and Allied 
Products 

2  1   1    2 1 

33 – Primary Metal 
Industries 

1       1  0 0 

35 – Industrial Machinery 
and Equipment 

5 2    3    4 4 

36 – Electronic and Other 
Electric Equipment 

2 1     1   2 2 

37 – Transportation 
Equipment 

4 1 1   2    4 4 

42 – Trucking and 
Warehousing 

1 1        1 0 

45 – Transportation by Air 3       3  3 3 
48 – Communications 7  2   4  1  6 6 
49 – Electric, Gas and 
Sanitary Services 

3    1 2    3 3 

51 – Wholesale Trade – 
Nondurable Goods 

1 1        1 1 

52 – Building Materials and 
Gardening Supplies 

2     1  1  2 2 

53 – General Merchandise 
Stores 

3 1    1  1  2 3 

54 – Food Stores 1   1      0 1 
56 – Apparel and Accessory 
Stores 

6 2 1 1 1 1    6 4 

57 – Furniture and Home 
furnishing Stores 

2 2        2 1 

58- Eating and Drinking 
Places 

12 1 6  3 1  1  10 6 

59 – Miscellaneous Retail 8 3  1 1 1  2  7 6 
61 – Nondepository 
Institutions 

1       1  1 1 

63- Insurance Carriers 1    1     1 1 
67 – Holding and Other 
Investment Offices 

2 1   1     2 0 

70 – Hotels and Other 
Lodging Places 

2 1      1  2 1 

72 – Personal Services 1       1  1 1 
73 – Business Services 17 9    1 2 5  13 12 
75 – Auto Repair, Services, 
and Parking 

1  1       1 1 

78 – Motion Pictures 1        1 1 0 
82 – Educational Services 1 1        0 1 
87 – Engineering and 
Management Services 

2 1 1       2 2 

99 – Non-Classifiable 
Establishiments 

8     1   1 2 0 

Totals 100 31 13 3 8 21 4 18 2 86 72 
*Breach Types: HACK - hacking or malware; INSD - breach by insiders; CARD - payment card fraud; PHYS - physical loss; PORT - breach by 

portable device; STAT - breach by stationary device; DISC - unintended disclosure; UNKN – unknown. 

 



Figures 2-4 display three visualizations of the relationships between corporate 

governance related cyber risk disclosures and breaches. As seen in the Figure 2, the number of 

breaches peaked in the years 2007 and 2012, with troughs in 2009 and 2016. Figure 3 shows the 

amount of new disclosures by year, broken up by the breached and matched non-breached firms. 

The number of firms with new disclosures is the largest in 2017. More than half of both breached 

(66%) and matched non-breached firms (57%), however, made a new corporate governance 

cyber risk disclosure three or more years following a breach.  No disclosure was made relative to 

year of breach by 14% and 28% of breached and non-breached firms respectively. Figure 4 

shows the number of firms with disclosures relative to the data breach, which is the premise of 

my research. As shown in this visual, only a small number of the breached firms (16%), but more 

than the number of non-breached firms (10%), made a new corporate governance cyber risk 

disclosure within 2 years following the data breach.  

Figure 2: Breaches By Year 

 



Figure 3: New Disclosures By Year 

 

Figure 4: Disclosure Relative to Year of Breach 

As a result of missing or unavailable data in Compustat or Audit Analytics, five breached 

firms and five matched non-breached firms were excluded from the regression analysis. The final 

sample of firms used in the regression analysis includes 190 firms (95 breached firms and 95 

non-breached firms). Table 2 shows the descriptive statistics for breached and non-breached 

firms in the sample. The descriptive statistics show that 23.2% of breached firms in the sample  

 

had a disclosure the year of the breach and up to two years after, compared to 18.9% of non-

breached firms. Of breached firms in the sample, 96.8% are audited by Big 4 accounting firms, 

compared to 99% of non-breached firms. The descriptive statistics also show that 3.2% of 



breached firms in the sample had a material weakness in their SOX 404 report, compared to 

4.2% of non-breached firms. 

Table 2 

Descriptive Statistics for Breached and Non-Breached Firms 

 

 

IV. RESULTS 

 Table 2 presents results for the logistic and OLS regressions used to test hypothesis H1 

that firms that experience a data breach are more likely to make new disclosures related to 

corporate governance cyber risk responsibility in periods immediately following the breach than 

firms that do not experience a data breach. Panel A displays the results of the logistic regression 

excluding the independent variable IC_Weakness. Panel B displays the results of the OLS 

regression including the independent variable IC_Weakness. Although the coefficient on 

BREACH is positive in both models, it is not statistically significant in either model.  

 

 

 

 

  Breached Firms=1 Non-breached Firms=0 
Variable # of 

Observations 
Mean Standard 

Deviation 
Minimum Maximum Mean Standard 

Deviation 
Minimum Maximum 

Disclosure 95 0.2316 0.4241 0 1 0.1894 0.394 0 1 
Size 95 9.4136 1.7539 5.6896 14.4647 9.3043 1.7405 5.6652 13.8743 
Growth 95 0.3682 0.3074 0 1.663 0.409 0.3215 0 1.6706 
Leverage 95 0.3034 0.4214 0 3.6757 0.2639 0.2974 0 1.846 
ROA 95 0.0614 0.0734 -0.2479 0.237 0.0754 0.1089 -0.1381 0.9017 
Loss 95 0.1158 0.3217 0 1 0.0842 0.2792 0 1 
Big4 95 0.9684 0.1758 0 1 0.9895 0.1026 0 1 
ICWeakness 95 0.0316 0.1758 0 1 0.0421 0.2019 0 1 



Table 3 

Regression Results 

Panel A: Logistic Regression Excluding IC_Weakness 

Dependent Variable = Disclosure  
   
Independent Variables  b se 
Breach 0.160 0.371 

 
Size 0.6009 0.113 
Growth -2.210** 0.917 
Leverage 0.405 0.452 
ROA -0.883 2.701 

 
Loss -0.284 0.794 
Big4 -0.541 1.241 
Constant -0.743 1.534 
   
Observations 190  
*** p,0.01, ** p<0.05, * p<0.1   

 

Panel B: OLS Regression Including IC_Weakness 

Dependent Variable = Disclosure  
Independent Variables  b se 
Breach 0.0228 0.0596 

 
Size 0.00976 0.0178 
Growth -0.247** 0.104 
Leverage 0.106 0.0827 
ROA 0.0599 0.393 

 
Loss 0.0255 0.116 
Big4 -0.0729 0.210 
ICWeakness -0.236 0.163 
Constant 0.247 0.251 
   
Observations 190  
R-squared 0.062  
*** p,0.01, ** p<0.05, * p<0.1   

 

Although the regression results did not indicate any significant relationship between a 

company data breach and cyber risk disclosure, there could be other factors impacting these 



disclosures. It is apparent that over the years, firms have increasingly made disclosures in their 

proxy statements about cyber risk issues, which makes sense as the importance of cyber-security 

has become prominent in the business world. When looking at Figure 3, the New Disclosures by 

Year graph, it is evident that 2017 was the peak year for new disclosures for both breached (22) 

and non-breached sample firms (23). It is possible that the jump in the number of new cyber risk 

disclosures in 2017 is the result of a statement made by SEC Chairman Jay Clayton on 

September 20, 2017. In his statement, Chairman Clayton highlighted the importance of 

cybersecurity to the SEC, with the objective “to contribute substantively to a financial market 

system that recognizes and addresses cybersecurity risks and…exhibits strong mitigation and 

resiliency” (SEC.gov 2017). Additionally, he stated “Cybersecurity is critical to the operations of 

our markets and the risks are significant and, in many cases, systemic” (Clayton, 2007). As 

opposed to a reaction to a data breach a company experienced, the increased number of new 

disclosures in 2017 could be a reaction to statements given by the SEC chairman. 

 

V. CONCLUSION 

This study examines the relationship between a company’s cyber risk and the changes 

made to their corporate governance. I hypothesize that firms that experience data breaches will 

have a greater likelihood to disclose changes in their corporate governance. The test results were 

inconsistent with these expectations. Although the regression results did not indicate any 

significant relationship between a company data breach and cyber risk disclosure, there is still 

some interesting observations that can be made from the data.   

Although this study did not find convincing evidence that companies use proxy statement 

disclosures regarding the assignment of cyber risk responsibilities to signal to the market that 



they are taking cyber security matters seriously, future research could investigate whether 

companies use other more timely or prominent disclosures for this purpose. In Figure 4, the 

graph of Disclosure Relative to Breach Year, there is some evidence that individual breaches in 

an industry may result in all firms in an industry making disclosures in the same relative time 

period of the breach. This creates possible avenues to research a breach contagion effect; if one 

firm in an industry is breached, will other firms in the industry react as if it happened to them? 

Additionally, I found that breaches were concentrated in certain industries, and in those 

industries, the predominant type of breach varied. This suggests future opportunities to research 

the impact of industry and/or breach type on corporate governance cyber risk disclosures. The 

limitations of my study include the fact that the sample included only 100 breached firms 

haphazardly chosen from the Privacy Rights Clearinghouse database. Inclusion of all breached 

firms from the Privacy Rights Clearinghouse database or utilization of a random sampling 

technique may have yielded different results. My findings could be of importance to companies 

that are managing cyber risk threat in addition to those interested in how companies are handling 

the growing issue of cybersecurity.    
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