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Abstract 

Privacy is an important issue, but many have a hard time truly understanding the risks 

involved with surveillance. People often accept or reject certain ideas of privacy and surveillance 

depending on the art and pop culture that they consume. Fictional stories can inform perspectives 

and teach others to be wary of surveillance. People also tend to express concerns about subjects 

such as privacy in their artistic works. This paper studies a range of works that relate to privacy 

and the impact that it can have on citizens’ freedom, including such works as the dystopian novel 

We by Yevgeny Zamyatin and the German film The Lives of Others. These works will be 

analyzed in terms of the ways that they connect to information science, as well as current privacy 

debates taking place in the United States.  

This paper focuses on Eastern Europe because East-European art and the way that it has 

been impacted by real privacy issues is a valuable example of the relationship between art/media, 

society, and government. This paper examines the choices that artists have made while 

criticizing privacy violations and what real life situations may have inspired those choices. This 

analysis is especially important now, as privacy is consistently at risk in the modern-day world, 

including the United States. Art can help to guide conversations about the value of privacy. 

 

Introduction 

Art can be extremely influential on the society that it is made from. The opposite is also 

true; art is a product of its time and location. It is important to explore the relationship between 

art and its audience. As privacy is increasingly under attack due to technologies that increase 

surveillance, it is crucial to look at the ways in which values surrounding privacy influence and 

are influenced by art. There are several Eastern-European books and films that exemplify this 



relationship. Several books and films serve to criticize the ways in which the state can invade 

privacy and manipulate information. 

Privacy is an important factor in the ability of a populace to express themselves; 

expression is stifled when citizens are aware that saying the wrong thing could result in harsh 

punishment. Restrictions on privacy have always been a way that powerful organizations have 

exerted control over average citizens. A fear of a loss of privacy is present in many works; the 

theoretical consequences, which are often based in reality, are a feature of many dystopian 

works. Sometimes the privacy issues described in stories are a direct reference to the struggles 

that the author has endured. 

The panopticon is a concept that is pertinent to the discussion of privacy ethics and to the 

ways that privacy is discussed in these works. A panopticon is described as a prison where there 

are no bars on the cells, but there is a watchtower in the center of the prison where someone 

could be watching the prisoners at any given time. The panopticon represents the idea that one 

can prevent people from acting out simply by implying that they may be watched at any time 

(Solove). Surveillance has a significant chilling effect on the populace; a lack of privacy can 

stifle freedom of expression and individuality in general. Similar concepts are present in several 

works that feature authoritarian regimes that will be discussed later. The panopticon is 

representative of a crucial reason why surveillance is such a concern to many, especially those 

who are writing about totalitarianism. Surveillance is used to keep citizens in line and can be a 

way of preventing citizens from attaining freedom. 

The landscape of privacy and surveillance is changing significantly; many of the creators 

of these works could not have imagined the dilemmas that people would be facing today. The 

nature of surveillance has changed drastically and continues to change, especially due to the 



excessive amount of information, or big data, that can be collected on the populace. Today, even 

the most basic pieces of information can lead to all of someone’s personal details, including 

extremely vulnerable and valuable information, being exposed (Elin and Zharova). The privacy 

issues regarding big data are of relevance to every country. For example, the Russian 

Federation’s regulations regarding data have taken into account the concern that data can 

potentially be used to discriminate against and harm others, especially in the way that 

surveillance was used against citizens in the past. However, these regulations are currently 

insufficient at protecting people (Elin and Zharova). It is important that this be remedied, as 

“without urgent amendment to existing legislation, the potential for personal data to be exploited 

for commercial gain or other purposes remains a serious threat to Russian citizens' constitutional 

right to a private life” (Elin and Zharova). Privacy is becoming more difficult to understand and, 

in many ways, is becoming much more difficult to protect. 

Even as privacy becomes increasingly difficult to protect, it is crucial that people 

remember that privacy is a cornerstone of freedom. 

We (written 1921, published 1924) 

We is a dystopian novel that was written by Yevgeny Zamyatin in 1921. However, the 

book was not published until several years later, in other countries. The delayed publication of 

We is important in examining the book’s relationship with the government that it was written 

under. At the time We was made, the Russian government would not accept a work like We 

being read by the public at large. The suppressed publication may be because of the political 

statements made by We, which could easily be seen as criticism against those in power. In fact, 

the book exists primarily as a statement about the ways in which citizens such as Zamyatin were 

being suppressed. 



Zamyatin was not able to publish We in his home country. In fact, We was not published 

in Russia until 1988. The delayed release was because We may have been seen as a criticism of 

the governmental rule in the 1920s. The 1920s in Russia was a period of time in which citizens 

could be harshly punished simply from seeming to act critical of the government; actions 

interpreted as having the motive to undermine the government could result in imprisonment or 

forced exile (Retish 144). Yevgeny Zamyatin was likely well aware of the risks posed to him by 

releasing his novel, as Zamyatin had had experience dealing with censorship of his art in the 

past; he had been put on trial for a previous short story by the tsarist government in 1914 because 

the piece was accused of containing criticism of the military (Encyclopedia Britannica).  

Censorship was something that was very present in Zamyatin’s career as a writer; he was aware 

of how damaging it could be for people to be unable to express themselves for fear of being 

punished by the government. 

We takes places in One State, a totalitarian state wherein people are robbed of almost all 

forms of autonomy and individuality. The story is told as a journal by D-503, a loyal citizen (or 

“number”) of One State and an engineer who has adopted the conformist ideology that has been 

pressed onto him. It is easy to see the ways in which the government’s behavior affects the 

citizens of One State. The government’s constant observation makes many people afraid to act 

out of the ordinary, resulting in repressed identity in most citizens. D-503 conforms to society’s 

expectations entirely and is afraid of what will happen if he does not. This fear of being watched 

causes the culture of One State to be focused on conformity. This aspect of One State society and 

D-503’s reaction to may be Zamyatin’s response to what he believed the Soviet Union was on a 

path to becoming: a homogeneity caused by censorship and repression of citizens’ ideas (Rolf 1). 

At the beginning of the story, D-503 values conformity above nearly all else. He is proud of the 



idea that there is no individuality (Zamyatin, section 2). Like in “Ward No. 6,” an earlier short 

story, it is clear that One State is a society that stresses the importance of conformity while 

threatening exile for anyone who expresses individuality. D-503 expresses anxiety over the fact 

that some people simply look different, and longs for a time where everyone can appear the exact 

same (Zamyatin, section 2). Those who do not perfectly fit into the society created by One State 

are described as “only a small case of parts breaking; these may easily be repaired without 

stopping the eternal great march of the great machine. And in order to eliminate a broken peg we 

have the skillful heavy hand of the Well-Doer, we have the experienced eyes of the Guardian…” 

The government and law enforcement, described as Well-Doers and Guardians, monitor citizens 

at all times and are always prepared to deal with anyone who steps out of line. The reader later 

finds that the response to people who are apparently harmful to the One State includes harsh 

punishments, executions, and, at the end of the story, lobotomy. It is clear that citizens have 

much to fear if they do not conform to the whims of One State; much of the surveillance in the 

One State exists specifically to quash any forms of individuality that may lessen the 

government’s ability to control its populace. The government’s belief that anyone who expresses 

any sort of ideological difference must be eliminated as soon as possible was rooted in the beliefs 

of the Soviet Union government at the time. Officials were ordered to watch their citizens at all 

times so that any signs of dissent could be dealt with swiftly, before the idea spread (Communist 

Party of the Soviet Union 255). In We, Zamyatin seems to be criticizing this suppression of 

expression; the story shows how wrong it can be for the government to use mass surveillance in 

order to ensure that all citizens are only expressing ideas that are completely harmless to the 

government’s power. 



Surveillance is an important aspect of the ways in which One State robs citizens of 

independent thought and expression. The complete lack of privacy is seen throughout many 

facets of life in One State. The people of One State live in apartments with glass walls, where 

they can be watched at any time (Zamyatin, section 2). D-503 is fine with the arrangement 

because it makes it easier for the Guardians to watch everyone; he warns that “without [the 

transparent walls] many bad things might happen” (Zamyatin, section 4). D-503 has been 

indoctrinated into believing that sacrificing privacy is necessary in order for his society to be 

secure.  

However, the knowledge that the harsh government may be watching him at any time 

adds anxiety to D-503’s mind when he begins to be involved in revolutionary activity due to his 

interactions with I-330. Since he knows that he could be watched at any time, he knows that the 

government will likely find out what he is doing and punish him. D-503’s fears are a clear 

example of the concern that surveillance can have a chilling effect on the activities on citizens. 

There are many things that D-503 and his fellow citizens fear doing because One State will find 

out and retaliate, often with a public execution. Concealing information in any way is seen as 

dishonesty. Throughout the story, especially when D-503 is describing the increasing 

irregularities in his life, he stresses that he is not leaving out any details (Zamyatin, section 4). 

This makes it clear that D-503 fears being perceived as dishonest; if it is discovered that he is 

concealing information, he could be punished. D-503, like many citizens of One State, is not 

accustomed to having privacy and is aware that anything he says or does not say could be used 

against him. 

An important aspect of the lack of privacy in One State is that everyone’s actions are 

firmly tied with their identity. One cannot commit an act against One State without it being 



quickly discovered by one’s fellow citizens and One State itself. It is difficult to hide any 

suspicious or disallowed behavior. Physically, there is nowhere to hide due to the buildings 

utilizing glass, much like in a panopticon. It is also almost impossible to hide one’s identity 

because everyone’s name (their “number”) is tattooed on their skin and must always be displayed 

while in public (Zamytain, section 2). In this society, it is impossible to separate oneself from the 

identity that has been forced upon them by the government. The impossibility in hiding one’s 

actions or separating them from their identities means that citizens are not able to escape their 

pasts. 

The glass walls are an important element of surveillance as it is portrayed in We. At one 

point, a revolutionary named I-330 brings D-503 to the Ancient House, which resembles average 

houses that the reader would have been familiar with. The most notable part of the description is 

that, while there are windows, the walls of the house are not made of glass. It is possible to exist 

in the house without being clearly seen, which can make the inhabitants within feel like they do 

not have to worry about being watched. In many ways, the Ancient House represents a safe 

haven. One of these ways is that someone inside it does not have the constant fear of being 

watched that plagues most citizens of One State. We utilizes ideas similar to the idea of the 

panopticon in order to show the power of surveillance. One of the main methods that One State 

uses to keep its citizens in line is simply monitoring them. Like prisoners in a panopticon, 

citizens of One State are aware that they could be watched at any time; they are afraid to act out 

for this reason, and because they are aware that they may face a harsh punishment if they are 

caught. 

We touches on the situations that allow these totalitarian societies to gain complete 

control over their citizens. It is explained that the One State formed after a terrible war fought 



over an unknown substance. It is not unusual for the destruction of privacy, and the freedoms 

associated with privacy, to be justified as necessary precautions in the face of an international 

threat (Snyder 103). The response to terrorism may especially lead to concerns about fascism, as 

the government may demand that the rights of citizens, especially the right to privacy, be 

sacrificed in the name of security. The apparent cause of One State’s totalitarianism is analogous 

to real life situations, including one that many Americans are familiar with. Many privacy-

infringing laws passed in the USA were passed in response to issues of war and/or international 

terrorism. Increased surveillance in response to an outside threat it something that had been 

present in the USA for a long time, but 9/11 in particular allowed the government to significantly 

increase surveillance in a way that much of the public accepted. (Ball et al. 285). Similarly, the 

citizens of One State believe that the government’s surveillance is justified in order to preserve 

the society that they live in, especially from violent events such as what may have happened in 

the past. The Green Wall was built in response to the war, referred to as the Two Hundred Years’ 

War. D-503 believes that no one has dared to go beyond the wall since that war; it is not clear 

exactly how long it has been, but it has at least been long enough that all roads that used to lead 

to the outside world are now overgrown (Zamyatin, section 3). It is not unusual for privacy of the 

citizens to be put at risk by a government that claims that they are doing the best for the sake of 

the country’s security; this tactic can be especially effective in the aftermath of a war or a similar 

crisis. 

We is an important part of a conversation on privacy. We shows that mass surveillance 

can be extremely powerful, especially in terms of suppressing individuality and rebellion. In his 

work, Zamyatin is making points about the dangers of surveillance as well as the ways in which 

citizens may become complicit towards their loss of privacy. This work is meant to show the 



ways that a loss of privacy can lead to a loss of freedom in general, especially in regards to 

freedom of expression. 

“Ward No. 6” (1892) 

“Ward No. 6,” written in 1892 by Anton Chekov expresses the ways that society can treat 

those who exhibit behavior that deviates from the norm. The story serves as a cautionary tale that 

shows what people have to fear when all of their behavior becomes known to the public and to 

organizations that exert power over them. Because it has been deemed that the patients of the 

mental asylum have deviated too far from the behavior of the other townspeople, they are held in 

a mental ward against their will and are regularly beaten. The atypical behavior expressed by the 

mental patients must be avoided by citizens, or else they may risk facing similar persecution in 

the cruel asylum. One patient, Ivan Gromov, became a mental patient due to his intense fear and 

knowledge that he or anyone else could be imprisoned despite not being guilty of any crimes 

(Chekov 35). This is a compelling for the importance of privacy; in most societies, citizens may 

have much to fear from all of their actions being monitored by others. Information that is 

collected about people is often not used fairly. 

In the beginning of the story, Dr. Ragin is comfortable in his position above the five 

“lunatics” that are kept in his town’s mental asylum. He becomes interested in Gromov, who he 

sees as being his only true intellectual equal in the town. He visits the asylum more often in order 

to converse with Gromov, which concerns the townspeople and leads them to believe that Ragin 

is insane as well. He is seen as undesirable because he is seen interacting with other people that 

are seen as undesirable. Chekov’s work is another display of the ways in which one’s 

interactions can cause one to fall under suspicion when they are viewed by certain parties that 

hold significant power over them. The story shows the ways in which countless people can be 



essentially imprisoned without good cause; being wrongfully persecuted, especially being sent to 

a prison or asylum as a result, was a valid fear for someone living in Russia during the late 

1800s. Prisons were overcrowded, indicating an overuse of imprisonment as a punishment for a 

wide range of people (Retish 135). It could be assumed that if one was imprisoned, even if they 

did not do anything wrong, they were unlikely to ever rejoin society, as rehabilitation was not a 

major focus of the justice system in Russia in this time period (Retish 134); instead, prisoners 

were kept in poor conditions and often made to perform harsh labor for the rest of their lives, 

shunned by mainstream society. The threat of being thrown into an abusive prison system is a 

valid reason for many to want to keep any suspicious information as private as possible; this 

includes privacy from the government and from fellow citizens. 

The persecution of townspeople who are deemed insane is orchestrated not just by the 

government, but by other townspeople as well. The terrible conditions at the mental asylum are 

not a secret, yet the town allows the asylum to continue its harmful operations. Information about 

Ragin’s odd visits to the ward are spread by his peers; it is noted that his activities come to light 

through simple rumors (Chekov 63). It is implied that the stories about Ragin’s insanity are 

orchestrated, or at least taken advantage of by Ragin’s enemies for selfish reasons. Another 

doctor who had arrived at the hospital, Khobotov, is quick to assume Ragin’s position once it is 

taken from Ragin (Chekov 71). Khobotov participated in the council that deemed Ragin mentally 

ill; it is likely that he did so in order to fulfill his ambitions of removing Ragin from his post and 

becoming the head doctor himself. Ragin is not only imprisoned in the asylum for the alleged 

good of society; a primary reason for his fate is the selfishness of others. Average citizens are 

capable of using information against others for their own gain. The government is not the only 

entity capable of harmful surveillance. Even with a unique perspective coming from pre-Stalinist 



Russia, Chekov makes important points about the dangers of surveillance from both those in 

power and from one’s peers. 

“Ward No. 6” was written considerably earlier than most of the stories covered; the 19th 

century time period, during the tsarist reign of Russia, gives the author a significantly different 

perspective than the other artists, such as the authors whose creations were heavily influenced by 

the Communist era of the Soviet Union. The contrast in time periods is connected to another 

significant difference from some of the works: Chekov was able to publish “Ward No. 6” soon 

after the story was finished; it does not seem that there were attempts by the government to 

suppress Chekov’s story. “Ward No. 6” was written and then published in a popular Russian 

magazine before Stalin came to power and the political landscape of Eastern-Europe was 

considerably different. As shown by the publication of “Ward No. 6,” 1892 was a time in Russia 

where citizens were able to express themselves to some degree regarding the themes found in the 

story.  

“Ward No. 6” was most likely inspired by the idea of prison reform, which was 

something that Anton Chekov was passionate about; he often seemed to emphasize with those 

who were imprisoned and wrote about related situations (Bloor). The narrator of “Ward No. 6” 

describes the prison as being a very negative and hopeless place, noting that the fences of the 

asylum have “that mournful, godforsaken look that you find only in our hospitals and prisons” 

(Chekov 30). The narrator also makes notes of a constant, awful stench and a guard that seems to 

believe that his job is to routinely beat the patients as a form of discipline (Chekov 31). Prison 

reform was an oft-discussed issue at the time, especially among the liberal public. Russian 

prisons have been criticized for being too focused on punishment and not at all concerned with 

rehabilitating prisoners. As in “Ward No. 6,” it seems that prisons have been used as a way to 



simply keep certain people out of society and away from others (Retish 134). A society can 

justify this sort of behavior if they claim that they are protecting the rest of their citizens; Ragin 

notes that “when society decides to protect itself from criminals, the mentally ill and 

undesirables in general, it is invincible” (Chekov 54). 

“Ward No. 6” contains an early perspective on surveillance, from before Stalin’s rule of 

Russia. In some ways, Chekov predicts some of the most importance dangers of surveillance and 

how it may be utilized. It gives good reason as to why citizens may be worried about others 

being given information about them, especially if it is something that could be taken out of 

context and used against them. One is even more at risk if others have something to gain from 

eliminating them. 

Sofia Petrovna (written during 1930s, published 1965) and  

Journey into the Whirlwind (1967) 

Surveillance is an important idea in Lydia Chukovskaya’s Sofia Petrovna. The author 

shows the ways that information can be easily twisted against someone that the government 

wishes to persecute. Sofia Petrovna also shows that suspicion can easily be drawn to a person 

simply because they have interacted with someone suspicious. In Sofia Petrovna, innocent 

people can be persecuted for simple mistakes or connections to other persecuted people. Soviet 

citizens are constantly being watched for any behavior that could allow them to be harshly 

punished. The time in which this story was written, under Stalin’s rule of the Soviet Union, was a 

time that was rife with the government’s paranoid fear of people rising up against them, 

including the working class who professed to be loyal to the Soviet Union (Communist Party of 

the Soviet Union 250). As a result, many innocent people were accused of treason and punished 

harshly. 



Sofia Petrovna is a fictional account of The Great Purge of the late 1930s. It is based on 

the author’s real experiences under Stalin’s regime. In the story, the main character, Sofia 

Petrovna, is a poor widow and a loyal Stalinist who must cope with her son, Kolya, having been 

taken away and accused of treason. She firmly believes that Kolya is also a loyal Stanlist and is 

completely innocent; however, she struggles to find a way to fight for his release in a 

bureaucracy that will not listen to her. The fear of being wrongfully imprisoned is one that was 

deeply resonant in the Soviet Union at the time. Prisons were very overcrowded and it was very 

common for people to be imprisoned for political reasons, especially if they expressed any idea 

that was interpreted as being counterrevolutionary or against the government. However, in many 

cases, people were turned in by their peers for selfish reasons; in many cases, the accused may 

have simply been disliked by their community, such as in the case of Natasha. Men were 

especially likely to be imprisoned (Retish 144). In theory, people needed to be sent to these 

prisons and work camps so that they may be reformed into a proper worker for the civilization of 

that the Communist party desired; however, in practice, the conditions were often horrific and 

rarely ever led to true rehabilitation (Retish 150). Like in “Ward No. 6,” to be perceived as guilty 

could often lead to a terrible fate. 

Sofia Petrovna counters the idea that surveillance is necessary in order for law 

enforcement to protect the public. The novel shows the ways in which the innocent can be easily 

hurt by those in power, especially those who are in vulnerable positions within society. Sofia is 

an average typist who has always sought to raise her son well and to assist the political party in 

power. Her friend Natasha, a fellow typist, attempts to help her prove Kolya’s innocence. 

Ultimately, Natasha is also accused of treason due to a simple typographical error that she makes 

at work that is manipulated to seem like a statement against those in power (Chukovskaya 62). 



Sofia’s life is changed when her son, Kolya, is arrested and eventually sentenced to a ten-year 

imprisonment where she will be unable to see him. There is never any indication that Kolya has 

actually done something wrong; he seems to actively attempt to help the Komosol, an 

organization for Communists, and is a very loyal Soviet citizen. At the time, many civilians, 

even those who were very supportive of the government, had reason to fear being accused of 

treason. Political organizations were ordered to keep tight control over their members; any sort 

of variance in political belief needed to be quelled immediately, by any means necessary. The 

party’s policies meant that even politically active people who had always been devoted to the 

Soviet Union and to Communism were still at risk of being perceived as threats; even small 

actions could cause someone to be punished as a warning of what may happen to anyone who 

shows any signs of dissent (Communist Party of the Soviet Union 254). Even though the main 

characters of Sofia Petrovna frequently profess their loyalty to their party and to Stalin, they 

eventually fall under suspicion and becomes heavily persecuted by the government they were 

loyal to. The government of the Soviet Union insisted that following orders and submitting to 

this constant surveillance would result in a utopia where the proletariat could rule (Lyon 70). As 

in many totalitarian regimes, an emphasis was made that a lack of privacy was completely 

necessary in order to protect citizens. Pushing this fearful mindset on civilians caused them to 

submit to and actively participate in surveillance. 

People are encouraged to watch each other and be constantly vigilant. The newspaper 

prints a story describing a meeting where Sofia had spoken up in defense of Natasha, who had 

been fired for treason. Sofia believes that the story was written by Erna Semyonovna, her 

coworker who has always disliked her. The knowledge that anyone could potentially report 

“suspicious” behavior and information back to the government has an impact on people’s 



relationships with each other. Sofia becomes paranoid of everyone around her, believing that 

anyone may hand in information that will lead to her prosecution (Chukovskaya 92).  

The book shows that people may have reason to hide background information, since 

personal details can affect the opportunities that one has in society. As Sofia learns, keeping 

information concealed is an important way of protecting oneself against a corrupt system; 

“Tyrants seek the hook on which to hang you. Try not to have hooks.” (Snyder 87). In the 

beginning of the story, Natasha wishes to be admitted into the Komsomol. She is shown to be a 

hard-working individual who cares deeply for the movement; perhaps even more so than Sofia, 

who has already been admitted. Kolya theorizes that the reason Natasha has been denied is 

because her family has a bourgeois background and have owned land in the past (Chukovskaya 

25). Thus, Natasha is seen as being less trustworthy by those who are currently running the 

government. It is also mentioned that a print shop supervisor named Gerasimov has been 

arrested, seemingly only because it was discovered that he was the nephew of someone else who 

had been arrested. There is no evidence that Gerasimov himself did anything to go against the 

government. Something as seemingly-benign as a family relationship can make someone seem 

suspicious in the eyes of the party.  

Having a relationship with someone who has been accused of treason can make one 

suspected of treason. Natasha is made to seem more suspicious because she was hired by director 

Zakharov, who was previously arrested. Alik, Kolya’s closest friend, is fired and expelled from 

the party because he refuses to denounce Kolya and has continued to fight to prove that Kolya is 

innocent. Like Kolya, there is little evidence that Alik has ever done anything to harm the party. 

This sentiment of people being suspicious based on their relationships is echoed by a woman 

who lives in the same building as Sofia: “If one member of a family’s in jail- then you can 



expect just about anything from the others.” (Chukovskaya 68). Sofia is given yet another reason 

why citizens are distrusted. 

In Sofia Petrovna, people’s lives are ruined simply due to their association with people 

who are apparently guilty; one can be punished for knowing someone who has punished. Alik 

stands up for Kolya throughout the story. He is ultimately unable to find work because he has 

been blacklisted. The treatment of Alik shows how people may become afraid of voicing support 

for those who have been deemed as enemies to their country, even privately, because their 

careers and potentially their lives in general can be put into great jeopardy if those in power find 

out. A lack of privacy can be detrimental to relationships, especially when those relationships 

can easily be turned against people (Chukovskaya 72). As a result of her son’s imprisonment, 

Sofia’s career as a typist comes to an end and she struggles financially. She is unable to get a job 

anytime she admits that her son was arrested, and she cannot hide the information about her son 

because she fears that it will be found out regardless (Chukovskaya 91). She becomes afraid to 

try to help Alik because she is convinced that someone will recognize her and connect Kolya and 

Alik’s criminal investigations (Chukovskaya 92). The fear of how powerful organizations may 

perceive certain actions can prevent people from attempting to look after each other, such as with 

Sofia. 

Sofia Petrovna explores the ways in which innocuous information can be used by the 

government against a populace, especially as a way to frame innocent people that the 

government wishes to dispose of for their own reasons. The needless suffering of the characters 

in the novel shows the reader an important reason why civilians need privacy; civilians should be 

able to control information about them, especially when there are powerful people looking to use 

that information against these people. Sofia realizes that any information can be made dangerous 



at the end of the story, as shown when she finally receives a letter from Kolya. Kolya’s letter 

only further indicates his innocence and his loyalty. At first, Sofia believes that she can use this 

letter as a tool to further argue for Kolya’s innocence. However, after all that she has 

experienced, she comes to realize that the government will somehow find a way to use the 

existence of and the statements within the letter against her and her son; like any piece of 

information, this letter can be twisted in order to further build a case against them. Ultimately, 

Sofia decides to burn the letter rather than allow anyone else to potentially find and read it. 

Sofia’s actions at the end of the story represent the idea that surveillance can have a “chilling 

effect” on the populace, especially in regards to citizen’s willingness to create and share 

information. 

Sofia’s burning of Kolya’s letter represents her revelation and one of the themes of the 

book, which is that any written information can potentially be used against her and her family; 

any medium can potentially be monitored by the government and used against citizens. Sofia’s 

revelations remains relevant even as culture transitions to utilize digital communication. For 

example, the current Russian government has already mobilized in order to heavily monitor 

blogs by its citizens; anyone who has a page with over 3000 followers is legally required to 

register it with the government (Borogan and Soldatov). Whether the medium is a letter from 

one’s son or a post on a simple blog, any piece of information is at risk of being taken and used 

by powerful groups in order to punish citizens. Information is powerful; the government can 

further enhance its power by controlling it. 

Journey into the Whirlwind is an autobiography of a woman who has affected by and 

ultimately arrested during The Great Purge. It is a nonfiction approach to the themes and societal 

issues discussed in Sofia Petrovna. Journey Into the Whirlwind provides a useful firsthand 



account of the ways that citizens were oppressed by the government under Stalin during this time 

period; the novel shows that while Sofia’s struggles are fictional, they are very grounded in the 

reality of the time. 

Journey Into the Whirlwind shows the ways in which citizens can be used to spy on each 

other. Ginzburg mentions early in the book that one of the crimes that one can be persecuted for 

is a “lack of vigilance” (Ginzburg 11). A lack of vigilance is what Eugenia Ginzburg is initially 

accused of. Despite her attempts to defend herself, she is constantly pushed towards her ultimate 

punishment; Ginzburg’s persecution is seemingly only because she may have failed to notice that 

one of her peers was an alleged threat to the government. Her lack of a report about the peer is 

all that she appears to be guilty of; she was not aware of the government’s suspicion about this 

colleague. The Soviet government expected Ginzburg and all citizens to spy on each other in 

order to enhance the government’s ability to collect information. Even in the absence of formal 

government surveillance as many might think of it, governments may use an environment of fear 

and paranoia in order to convince citizens to perform surveillance for them. In some cases, 

citizens may perform the surveillance that the governments encourages because they are afraid 

that they will be punished if they fail to report what the government deems as “suspicious 

behavior,” as in the case of Eugenia Ginzburg. Additionally, citizens may have been stirred into 

a patriotic fervor. They may fear that there are dangerous traitors in their midst, and that they 

must be rooted out for the safety of everyone. This is connected to the ideas that are criticized in 

Balkan Spy; as will be discussed later, Balkan Spy a film where the main character is driven mad 

by his paranoia that his subtenant is a threat to national security. 

Like in Sofia Petrovna, Journey Into the Whirlwind shows the ways in which someone 

can be punished simply for being associated with another person. Guilt based on association with 



another is becoming increasingly relevant. With current technology and modern society’s use of 

social media, the connections that people have to others are extremely visible. Ginzburg writes 

about a woman she knew named Pitkovskaya. Her husband is arrested, and as a result 

Pitkovskaya is expelled from the party and struggles to find work (Ginzburg 18). The struggles 

of various people that Ginzburg knew, as well as Ginzburg herself, mirrors the struggles of Sofia 

Petrovna; anyone connected to a suspicious person has their life effectively ruined. The damage 

that can come from one’s relationships being exposed is something that will always be important 

to consider. 

Sofia Petrovna and Journey Into the Whirlwind both directly represent the ways in which 

privacy suffered under the Stalin’s regime in the Soviet Union. Anyone could be turned against 

and punished for any reason; in many cases, the reason may be entirely fabricated out of 

information those in power were able to gather. Someone might be especially at-risk of being 

persecuted if they have connections with others who have been determined to be guilty. The 

authors intend to show their experiences living under this dictatorship; important points about the 

nature of government control, especially in regards to surveillance and a lack of ability to control 

the use of one’s information, are brought up in these works. Any piece of information may be 

worth keeping hidden in a society that may find a way to use that information in order to punish 

citizens. 

The Lives of Others (2006) 

The Lives of Others was produced farther West than the rest of these stories. The film 

takes place in the Communist-ruled German Democratic Republic (GDR), also known as East 

Germany. The German Democratic Republic was heavily controlled by the Soviet Union until 

1990 (Office of the Historian). The opening text of the film emphasizes the way that the GDR 



came to be oppressed by the surveillance that they were put under. The film describes the East 

German secret police, known as the Stasi, which “safeguards the Dictatorship of the Proletariat. 

Its declared goal: ‘To know everything.’” The stated goal of the secret police makes it clear from 

the beginning of the film that the excessive collection of information is something that is heavily 

utilized by the Communist regime controlling East Germany; there is little that citizens are able 

to hide from their shadowed law enforcement. 

An important element that is covered by The Lives of Others is that one cannot always 

assume that the information used against people is even accurate. To those who intend to use 

information to manipulate others for their own reasons, the accuracy may not be relevant at all. 

Most of all, one can never assume that a piece of testimony was given willingly. During the 

opening of the film, a potentially-innocent person is interrogated for information about his 

associate who has fled the country. Despite initially insisting that he knows nothing, he is 

interrogated for days without being allowed to sleep. Eventually, the police threaten to imprison 

his wife. The suspect breaks down and begins giving names of people involved. The coercion of 

the man shows the extreme measure that powerful entities will use in order to secure 

information. In many cases, the information is likely false; it may have only been given by the 

person in order to end the torture. Information is forcibly created in order to suit the needs of 

those who would use it against citizens. 

In many cases, people are given an incentive to monitor their fellow citizens. Minister 

Hempf gains respect from his superiors by remarking that a popular playwright, Georg Dreyman, 

may be suspicious; he is able to potentially gain further respect and an important political 

connection by monitoring Dreyman closely (Henckel von Donnersmarck 11:00). The power of 

the information that citizens have may only be used against other citizens, as seen in the ways 



that the Stasi prevents Dreyman’s fellow citizens from warning him that he is being monitored. 

Reporting information to one’s peers that may harm the government is something that will be 

harshly punished. In the film, anyone who is privy to the surveillance operation against Dreyman 

will be harshly punished for attempting to warn him (Henckel von Donnersmarck 23:00). 

Grubitz is ordered to find out who has leaked a piece about suicides in the GDR and is threatened 

if he does not supply his superiors with names of those involved (Henckel von Donnersmarck 

1:29:30). Sieland is threatened into giving away where Dreyman is hiding evidence that he has 

written the article that he will be arrested for. When she does finally give up the information, she 

is rewarded with the narcotics that she had been illegally purchasing (Henckel von 

Donnersmarck 1:48:56). Invading the privacy of others in order to gather information is a 

necessity for many in a society that wishes to have absolute control over its citizens; for others, it 

may be a means to secure power and resources. 

In The Lives of Others, the viewer also sees the ways in which someone’s career and 

future prospects can easily be ruined simply from having said something that is deemed incorrect 

or dangerous. Dreyman mentions his concerns about Jerska, a skilled director who was 

blacklisted for something that he did ten years ago. The Minister denies that he was blacklisted; 

the government attempts to obscure the true impact of its surveillance (Henckel von 

Donnersmarck 15:37). Those who say or do things that seem to go against the government will 

never escape their past. The government will hold onto information against its enemies forever 

and continually use it against them. Minister Hempf tells Dreyman “no matter how often you say 

it in your plays, people do not change” (Henckel von Donnersmarck 16:11). In a controlling and 

punitive society, one must be careful about what people know about them, as they may be judged 

very harshly for past actions. There may be no way for one to get their life back on track if they 



have previously made mistakes. Similar to Natasha in Sofia Petrovna, Jerska eventually realizes 

that his life will not improve and he kills himself (Henckel von Donnersmarck 52:30). His life 

has been ruined to the point that he feels there is no other way out. Stigler, a young member of 

the Stasi is threatened to have his career ruined after he starts telling a simple joke without 

knowing that superior officers are within earshot. One of them, Grubitz, claims that he was 

“deriding the party” and while it turns out that the officer was joking, it is clear that Stigler 

knows that a simple joke is actually something that has the potential to end his career; Stigler’s 

environment adds anxiety to jovial conversations (39:00). In East Berlin, saying anything that is 

deemed inflammatory or offensive towards those in power could result in one’s life being 

permanently ruined. 

Like in the panopticon, one may never know whether they are being watched. Once it is 

decided that Dreyman must be monitored, technology is set up in his home, so that he may be 

watched in moments that he may believe are private (Henckel von Donnersmarck 20:28). These 

tactics rely on the idea that someone may give vulnerable information when they are in the 

location where they feel most safe. People are more willing to act freely when they believe they 

are not being watched, as seen when Sieland takes a pill secretly once Dreyman leaves, not 

knowing that she is being watched by the police (Henckel von Donnersmarck 29:40). It is clear 

that being watched has a chilling effect on people and keeps them from expressing themselves. 

Hauser, a fellow writer, comes to believe that Dreyman’s apartment is not being watched by the 

Stasi (even though it is) and remarks that “it’s the only place left in the GDR where I can say 

what I want” (Henckel von Donnersmarck 1:20:19). Some artists, especially if their art may be 

seen as inflammatory, are forced to create anonymously. They must even worry about the Stasi 

being able to identify their writing through the typeface of the typewriter that they use (Henckel 



von Donnersmarck 1:19:40). Like in We, it is shown that a lack of privacy is damaging to art and 

expression in general. 

The Lives of Others is a look back at the Communist regime of the German Democratic 

Republic. The film displays the ways that while those in power will often claim that surveillance 

is necessary to the country’s security, it is often simply a way to get rid of people and make 

others afraid of speaking out. 

Balkan Spy (1984) 

The film Balkan Spy emphasizes the ways in which a surveillance state forces paranoia 

onto its citizens, often for many years afterward. The film explores the psychological 

ramifications of the constant worry that one is being watched. In some ways, Balkan Spy shows 

an alternate perspective of stories such as Journey into the Whirlwind. It is also much different in 

tone from most works on the subject of surveillance.  

Balkan Spy opens with the main character, Ilija Cvorovic, being questioned about his tenant, 

Petar, who the police has deemed suspicious. Ilija insists that the police would never investigate 

anyone without a good reason (Kovacevic 6:00). In the relationship between Ilija and Petar, the 

more information that Ilija obtains about Petar, the more suspicious of him he grows. In the 

beginning, all Ilija knows about Petar is that he is from France; the fact that Petar was living in a 

different country seems to make Petar a suspect because he is an immigrant from a capitalist 

country. Ilija believes that he could be a threat to national security. Ilija also becomes deeply 

suspicious of all of Petar’s interactions and does not trust the people in Petar’s life. Ilija is quick 

to invade Petar’s personal space, entering his room without Petar knowing. Everything he finds 

there makes him more suspicious, including basic possessions such as Petar’s insulin (Kovacevic 

10:10) and the records of Petar’s finances (Kovacevic 10:46). Balkan Spy shows that surveillance 



from peers can be as dangerous as surveillance that is done directly by the government; Ilija 

attempts to ensure that Petar loses both his home and his job (Kovacevic 30:00). Even when 

Petar does not lose his privacy to the government, he loses it to someone who has been saturated 

with the idea that collecting information will lead to safety. 

Interestingly, Ilija is a former Stalinist who was previously put in jail for these political 

beliefs. Having been jailed in the past seems to add to his paranoia, as he worries that if he does 

not cooperate well enough, the police already have reason to think that Ilija himself is suspicious 

(Kovacevic 7:20). Ilija’s paranoia shows the anxieties that people can develop about what sort of 

information law enforcement may have about them and may use against them. This paranoia 

comes as a direct result of the previous actions of the Soviet Union. It is known that in the past, 

people could easily be jailed for showing any signs of suspicious behavior. Ilija seems to have 

difficulty trusting strangers because he was jailed in the past, presumably because he was turned 

in unexpectedly. He proclaims that “I went to prison once because I trusted people; I won’t let it 

happen twice!” (Kovacevic 19:37) He even refuses to provide his wife information about where 

he is going and what his plans are, which strains their marriage (Kovacevic 21:30). Information 

is shown to be powerful and often dangerous throughout the film. As Ilija obsessively gathers 

information about Petar, he tries not to allow Petar to gather any information about them, 

believing that even information that seems benign can be used as a weapon against them 

(Kovacevic 13:37). 

Surveillance is different in this setting due to the different time period. The country is no 

longer under a Stalinist regime, but is now under Tito’s “lighter” form of Yugoslav Communism 

(Auty 113). Ilija mentions that the methods that they use are different from when he was younger 

and it is often difficult to tell who is an inspector. Ilija notes contrasts to his days under Stalin’s 



regime, where inspectors were made obvious (Kovacevic 7:32). He suspects that the reason for 

the change to make law enforcement more discreet is so that the number of agents of law 

enforcement will be harder to discern, so that one may think that there are more inspectors than 

there really are (Kovacevic 7:40). One can draw comparisons between the lack of understanding 

one’s privacy in this setting and the idea of the panopticon. Anyone could be an inspector 

without citizens knowing, which can lead citizens to being worried about surveillance from all 

angles, possibly increasing paranoia of people like Ilija. At any time, it is possible that anyone is 

being watched by law enforcement. The ambiguous and mysterious presence of the surveillance 

can mean that people are less likely to act in a way that these inspectors may not approve of. 

Citizens are encouraged to act as non-suspiciously as possible at all times. 

Balkan Spy is mostly a comedic film, though there are some pieces of tragedy throughout. 

Ilija’s obsessive and self-defeating spying is criticized by the narrative; his paranoia about Petar 

is shown to be unjustified. The comedic nature of the film shows the ways in which Eastern 

Europe’s perception of such surveillance has changed. Many of the other pieces written from the 

Soviet area are more serious; the privacy violations are deeply tragic, and people’s lives are often 

ruined by the constant surveillance that they face. Throughout the film, Ilija’s spying is mainly a 

joke; Petar is relatively unharmed at the end, and Ilija receives consequences. Surveillance and 

privacy infringements are apparently something that many people can laugh about now.  

The different time period may not be the only reason; it is important to note that Balkan Spy 

is a Yugoslavian film, while many of the other pieces about surveillance are Russian. This film 

comes from a different mindset than a Russian film might. While Yugoslavians were under 

Soviet rule, the Soviet Union did not have as much control over Yugoslavia and were not able to 

monitor Yugoslavian citizens as closely as Russian citizens (Auty 113). The presence of 



intensive surveillance and secret police faded much more quickly in Yugoslavia than in some 

other Soviet countries (Auty 120). Balkan Spy would make it appear that not all countries part of 

the Soviet Union have the same relationship with surveillance. Ilija’s behavior is something to 

laugh at; it is an ideology that has become silly with time. It seems that it is now acceptable, at 

least in Yugoslavia, to make fun of ideology that was an integral part of the control that the 

Soviet Union had over its citizens. 

However, the film does contain some serious critique, such as how it is difficult to know 

whether one is being watched at any given time. By showing Ilija’s growing madness, Balkan 

Spy also shows the psychological problems that may be the result of being constantly watched; 

the minds of citizens can be deeply impacted by excessive surveillance, as shown with Ilija 

fixating on Petar without good reason, eventually causing harm to Ilija. A mind formed under 

excessive surveillance may continue to exist even when the person is no longer being watched; 

an exploited lack of privacy in the past may affect one’s ability to trust and feel safe for the rest 

of their life. 

Conclusions 

All of these works were released in response to threats from a government that was 

encroaching on freedom and taking total control over the privacy of its citizens, often in the 

name of safety and stability. We appears to be about a fantastical dystopia, but seems to be a 

response to the lack of freedom at the time it was created. Its author, an artist, shares his opinions 

about the ways in which the government’s watchful eyes are suppressing expression, especially 

any sort of expression of individuality that those in power see as an obstacle. The artist’s 

response, even if those in power attempt to suppress it, becomes part of a conversation regarding 

the features of totalitarianism and the ways in which freedom is at risk. We and many other 



works shows that people must be able to have privacy, because any information that the 

government collects on them could potentially be used against them. Without privacy, freedom 

of expression and individuality are severely at risk. Even pieces such as these, that bring up this 

problem, may be harshly suppressed. 

An important aspect of many of these works is that in many cases, the citizens are 

convinced that they are better off under surveillance. Usually, the reason given is that 

surveillance is necessary for the safety of the citizens and the country in general; this can play off 

of the fears that many citizens have. The anxieties of citizens can especially be exploited when 

there are outside forces that the public fears. While surveillance has always been present in the 

United States, it was increased significantly in the aftermath of 9/11 (Ball et al. 285). Many 

citizens have been taught to fear terrorists in similar ways that the Soviet citizens were taught to 

fear anti-Communists, thus feeling obliged to participate in surveillance as “the declaration of a 

potentially endless ‘war on terror’; calls for American citizens to take responsibility for ensuring 

the safety of the country; and a bourgeoning private-sector security industry” (Ball et al. 285). 

The public’s relationship with surveillance is still relevant to the current situation in 

Russia. It is also something that can be applied to discussions about privacy in nearly any 

country, including modern-day America. For most people, their privacy is being threatened from 

every direction. Yet, in many cases, privacy is something that few people are actively concerned 

about. One of the main benefits of these works is that they have the potential to affect the world 

view of the audience; those who read or watch these stories can see how the characters suffer at 

the hands of surveillance, and how important privacy can be. The art and media that is released 

over the next decade could have a profound impact on how valuable the public believes privacy 

is; art and media has the power to kickstart and guide certain discussions. Most people think very 



little of their usage of social media. However, even making connections with others, one of the 

most seemingly-benign uses of social media, is something to be wary of. These works show the 

ways in which having your relationships with others can be dangerous; if it is decided that one 

person is some sort of threat, everyone that they are associated with can easily be accused as 

well. It is important that as our relationship with privacy changes, we continue having 

discussions about its importance. Works of art can frame these discussions and help people 

understand the direct impact that these issues can have on the lives of them and their loved ones, 

as well as their civilization as a whole. 
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