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Abstract. Aiming at the problem of the insufficient resolution and accuracy of 

the key node recognition methods in complex networks, a Comprehensive De-

gree Based Key Node Recognition Method (CDKNR) in complex networks is 

proposed. Firstly, the K-shell method is adopted to layer the network and obtain 

the K-shell (Ks) value of each node, and the influence of the global structure of 

the network is measured by the Ks value. Secondly, the concept of Comprehen-

sive Degree (CD) is proposed, and a dynamically adjustable influence coeffi-

cient μi is set, and the Comprehensive Degree of each node is obtained by 

measuring the influence of the local structure of the network through the num-

ber of neighboring nodes and sub-neighboring nodes and influence coefficient 

μi. Finally, the importance of nodes is distinguished according to the Compre-

hensive Degree. Compared with several classical methods and risk assessment 

method, the experimental results show that the proposed method can effectively 

identify the key nodes, and has high accuracy and resolution in different com-

plex networks. In addition, the CDKNR can provide a basis for risk assessment 

of network nodes, important node protection and risk disposal priority ranking 

of nodes in the network. 

Keywords: Complex Networks, K-shell, Comprehensive Degree, Neighboring 

Nodes, Node Importance 

1 Introduction 

In recent years, complex networks have been widely used in the field of network se-

curity, identifying key nodes in complex networks is of great significance for under-

standing the structure and function of the network and maintaining the stable opera-

tion of the network [1]. In practical applications, node importance ranking in complex 

networks can provide a basis for risk assessment of network nodes, protection of im-

portant nodes and risk disposal priority ranking of nodes in the network. However, 

there are the problems of low accuracy and high computational complexity in the 

existing key node identification methods [2]. Therefore, the research on designing fast 



2 

and efficient key node identification methods has become an attractive and hot re-

search area. 

Currently, the key node identification methods for complex networks mainly in-

clude Degree Centrality (DC), Betweenness Centrality (BC), Closeness Centrality 

(CC), K -shell and so on [3]. Degree Centrality is a centrality method based on local 

characteristics, but Degree Centrality does not consider the influence of node location 

and surrounding nodes, and its classification effect is not ideal. Closeness Centrality, 

Betweenness Centrality, and K-shell are methods based on global characteristics. 

Closeness Centrality and Betweenness Centrality take better account of the connectiv-

ity of the network, but the computational complexity is high, so they are not suitable 

for large networks [4]. K-shell method assigns a Ks value to each node to quantify the 

importance of nodes [5], and this method has good time complexity, but it is difficult 

to distinguish key nodes in the same layer. To address the shortcomings of the above 

methods, Liu J G [6] ranked nodes according to the shortest distance between them 

and the nodes with the largest Ks value. Zeng A [7] proposed a Mixed Degree De-

composition method by considering the contributions of both remaining nodes and 

deleted nodes. Namtirtha A [8] proposed a weighted K-shell degree neighborhood 

method. Wen T [9] proposed a new method based on the local information dimension 

of nodes, which mainly referred to the local information around the nodes. Be-

rahmand K [10] proposed a new local ranking method to identify key nodes, which 

measured the importance of nodes based on important location parameters such as 

the number of common neighbors, degree, and inverse clustering coefficient. Bae J 

[11] proposed an extended K-shell, but the resolution of this method was insufficient 

in some networks. The above methods measure the importance of nodes from differ-

ent perspectives, but there are some problems: 1) There are various network topolo-

gies in reality, and some methods only consider the local structure of the network and 

ignore the global structure of the network. 2) The methods have high computational 

complexity. 3) For different networks, some methods require pre-set parameter values 

each time. 4) Due to the low resolution of some methods, the ability to identify key 

nodes in some networks is poor. 

To solve the above problems and effectively identify the key nodes in complex 

networks, a Comprehensive Degree Based Key Node Recognition Method (CDKNR) 

for complex networks is proposed. The contributions of this paper are as follows: 

(1) We propose the CDKNR method that considers both the global and local struc-

ture characteristics of networks. 

(2) Compared with other methods, the CDKNR method does not contain free pa-

rameters and reduces the calculation cost. 

(3) Experimental results show that CDKNR method has high accuracy and resolu-

tion in different complex networks and improves the efficiency of network security 

protection and emergency disposal in network security applications. 
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2 Related Method and Analysis 

2.1 Representation of Network Graph 

Network graph is represented by G = (V, E), where V = {i| i = 1, 2, …, n} corresponds 

to node set, E = {eij = eji = {i, j} |i, j V} corresponds to edge set, n is the number of 

nodes and n = | V |, m is the number of edges and m=| E |, eij is the edge connecting 

vertex i and vertex j. Moreover, eij = eji in undirected graph. The network graph is 

represented by an adjacency matrix A = [aij]nn, if there are edges between nodes i and 

j, then aij = 1, otherwise aij = 0. 

2.2 K-shell Method 

The K-shell method [12] is a coarse-grained decomposition method based on the 

global structure of the network, which determines the importance of nodes according 

to their positions in the network. The method is implemented as follows.  

(1) Suppose there are no isolated nodes of degree 0 in the network graph G. Delete 

all nodes of degree 1 and their connected edges in the network graph. After the dele-

tion operation is completed, determine whether there are new nodes of degree 1, and 

if there are such nodes, delete such nodes and their connected edges. Repeat the above 

process until there are no nodes with degree 1 in the network graph, then all the delet-

ed nodes constitute the 1-shell, and set the nodes' Ks value to 1. For the updated net-

work, the nodes with degree ≥ 2. 

(2) Delete all nodes of degree 2 and their connected edges, and repeat the process 

until there are no nodes of degree 2 in the network graph, then all the deleted nodes 

constitute the 2-shell, and set the nodes' Ks value to 2. And so on, until all nodes in 

the network graph are stratified and assigned Ks values. Among them, the layer of the 

nodes with the largest Ks value is the core layer of the network, and the nodes in the 

core layer of the network have the highest influence. 

An example of K-shell decomposition for a small network is shown in Fig. 1. The 

network in Fig. 1 is divided into three layers by the K-shell method, and nodes 1, 2, 3, 

4, 5, 6, 9, 14, 16, 17 are assigned the same Ks value, but it is difficult to distinguish 

their importance. Because of this defect, this paper uses the Comprehensive Degree of 

nodes in the same layer in the process of K-shell decomposition to further distinguish 

the importance of different nodes. 
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Fig. 1. K-shell decomposition example 





4 

2.3 θ Method 

To solve the defect that the K-shell method is difficult to distinguish the key nodes in 

the same shell layer, Liu J G [6] proposed the θ method, which sorted the nodes ac-

cording to the shortest distance between nodes and the network core nodes (the nodes 

with the maximum Ks value). The closer a node is to the network core nodes, the 

more important the node is. This method can be expressed as: 

 ( | ) ( 1) ,Max

ij Ks

j J

i Ks Ks Ks d i S


= − +   (1) 

Where KsMax is the maximum value of Ks in the network, J is the core node set with 

the maximum value of Ks, dij is the shortest distance between node i and node j, and 

SKs is the set of all nodes, θ(i|Ks) is the importance value of node i. 

2.4 Mixed Degree Decomposition Method 

Zeng A [7] proposed the Mixed Degree Decomposition (MDD) method to overcome 

the shortcomings of the K-shell method by adding other information of nodes to de-

compose the network. The MDD method takes into account the influence of the re-

moved nodes and the remaining nodes in the network, and stratifies the network ac-

cording to the new mixed Ks value. In the MDD method, the impact of the already 

removed nodes on the designated nodes is measured by the exhausted degree, similar-

ly, the impact of the remaining nodes on the designated nodes is measured by the 

residual degree. The number of network layers is greatly increased by this kind of 

improved K-shell with mixed Ks value, however, the parameter λ need to be adjusted 

for different networks so that the method can achieve the best effect of distinguishing 

the importance of nodes. In the comparative experiment done in this paper, λ is 0.7. 

The method is then expressed as: 

 ( ) ( ) * ( )m r eK i K i K i= +  (2) 

Where Km(i) is the mixed Ks value, Kr(i) is the residual degree and Ke(i) is the ex-

hausted degree. 

2.5 Weighted K-shell Degree Neighborhood Method 

Namtirtha et al [8] proposed a weighted K-shell degree neighborhood method, which 

uses the degree and the Ks value of the two end nodes of an edge to arrive at the edge 

weight, and the edge weight between node i and j is expressed as: 

 ( * ( ) * ( ))*( * ( ) * ( ))ijw K i Ks i K j Ks j   = + +  (3) 

where α and μ are free parameters taking values between 0 and 1, which are varied for 

the selected network to obtain optimal results. K(i) and K(j) are the degrees of node i 

and node j respectively, and Ks(i) and Ks(j) are the Ks values of node i and node j 
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respectively. The weighted K-shell degree neighborhood ksdw(i) of node i is defined 

as: 

 ( )
i

w

ij

j

ksd i w


=   (4) 

Where i is the nearest neighbor of node i and wij is the weight of the edge between 

node i and j. 

2.6 Degree and Clustering Coefficient and Location (DCL) Spreading Method 

Berahmand et al [10] proposed an improved local method, namely DCL method, 

which measures the importance of nodes based on their significant location parame-

ters such as node degree, neighbor degree, number of common links between a node 

and its neighbors, and clustering coefficient. The DCL method is expressed as: 

 

( )
1

( ) ( )*( ) ( )
( ) 1/ ( ) | ( ) | 1

j i

i

K j

DCL i K i
CC i K i E


= +

+  +


 (5) 

Where K(i) is the degree of node i, CC(i) is the local clustering coefficient of node i, 

K(j) and | E(i) | are the sum of the neighbors’ degrees of node i and the number of 

common links between neighbors of node i, respectively. 

2.7 Extended K-shell Method 

To improve the shortcomings of the K-shell method and to distinguish the importance 

of nodes in the same level, Bae J [11] proposed an extended K-shell method, the Ks+ 

method, which incorporates the node degree and the maximum degree to extend the 

K-shell, and the method can be expressed as: 

 ( ) *( 1)MaxKsp i Ks K K= + +  (6) 

Where K is the node degree, KMax is the maximum degree, and Ksp(i) is the extended 

Ks value. 

3 Key Node Identification Method 

3.1 Method Design 

To improve the shortcomings of the K-shell method and achieve the goal of distin-

guishing the importance of nodes, the concept of Comprehensive Degree (CD) is 

proposed according to the characteristics of the local structure of the network, and the 

Comprehensive Degree of nodes is defined as: 
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 ( ) ( ) ( )iC i K i D i= +  (7) 

Where K(i) is the degree of the node, D(i) is the number of sub-neighboring nodes of 

the node, and μi is the influence coefficient. 

Then, based on K-shell and Comprehensive Degree, a Comprehensive Degree 

Based Key Node Recognition Method (CDKNR) for complex networks is proposed. 

Among them, the influence of global structure is measured by the K-shell method, 

and the influence of local structure is measured by the influence degree (Comprehen-

sive Degree) of neighboring and sub-neighboring nodes on the designated node. 

The design idea of CDKNR is as follows: Firstly, the K-shell method is used to 

layer a network in the global scope, and the Ks value of each node is obtained as a 

measure of the global characteristics; Secondly, the influence of neighboring nodes 

and sub-neighboring nodes is considered in the local scope, the Comprehensive De-

gree of each node is calculated and used as a measure of local characteristics. For a 

node in the network, not only the directly connected neighboring nodes will affect the 

node, but also the distant nodes will affect it. In order to achieve the goal of both im-

proving the ability to distinguish the importance of nodes and reducing the computa-

tional complexity, only the influence of two-step neighborhoods, that is, neighboring 

nodes and sub-neighboring nodes, is considered in CDKNR. Since the neighboring 

nodes are closer to the designated node, they have a greater influence on it, while the 

sub-neighboring nodes are farther away from the designated node, so they have a 

smaller influence on it. Therefore, the influence coefficient μi is set between 0 and 1 

and can be adjusted dynamically to weaken the influence of the sub-neighboring 

nodes, which makes CDKNR more consistent with the actual situation. 

The specific process of the CDKNR method is designed as follows: 

Step 1: Applying the K-shell method to stratify the network and obtain the Ks val-

ue for each node. 

Step 2: Calculate the degree K(i) of all nodes in the network and the total number 

of nodes N(i) in the two-step neighborhood. 

Step 3: Calculate the influence coefficient μi of each node based on the K(i) and 

N(i) values obtained in step 2. 

 
( )

( )
i

K i

N i
 =  (8) 

Step 4: Calculate the number of sub-neighboring nodes D(i) based on the K(i) and 

N(i) values obtained in step 2. 

 ( ) ( ) ( )D i N i K i= −  (9) 

Step 5: Calculate the Comprehensive Degree C(i) of the nodes based on μi, D(i) ob-

tained in steps 3 and 4. 

 ( ) ( ) ( )iC i K i D i= +  (10) 
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Step 6: Since the Ks value of nodes is the same, it is difficult to judge the im-

portance of nodes in the same level, the importance of nodes in the same level is fur-

ther distinguished according to the Comprehensive Degree C(i): for nodes with the 

same Ks value, the nodes with a higher Comprehensive Degree are more important. 

From the calculation process of CDKNR method, it can be seen that the method 

does not contain free parameters and does not need to test parameter values in ad-

vance, therefore, the computational complexity can be reduced and the efficiency of 

the method can be improved. 

3.2 Example Analysis 

Taking an undirected unweighted network with 14 nodes and 20 edges as an example 

(as shown in Fig. 2). Firstly, CDKNR is used to rank the nodes in Fig. 2, and the rank-

ing effect is compared with other methods, then node 8 is taken as an example to il-

lustrate the calculation process of CDKNR. 

(1) Calculate the Ks value of node 8 and get Ks (8) = 2. 

(2) Calculate the degree K(8) and the total number of nodes N(8) in the two-step 

neighborhood. Because the neighboring nodes of node 8 are 5, 6, 7, 9, 10, 11, and the 

sub-neighboring nodes are 3, 12, 13, 14, so K(8) = 6 , N(8) = 10. 

(3) According to Eq. (8), The influence coefficient μ8 of node 8 is obtained, μ8 = 

6/10 = 0.6. 

(4) According to Eq. (9), the number of sub-neighboring nodes D(8) is calculated, 

D(8) =10-6 = 4 

(5) According to Eq. (10), the Comprehensive Degree C(8) of node 8 is obtained, 

C(8) = 6 + 0.6 * 4 = 8.4. 

Repeat the above process to get the Ks value and Comprehensive Degree of all 

nodes of the network in Fig. 2. The calculation process of the Comprehensive Degree 

of network nodes in Fig. 2 is shown in Table 1. To compare with other methods, the 

node importance values and ranking results obtained by Degree Centrality (K) [1], K-

shell method (Ks) [12], extended K-shell method (Ks+) [11], Mixed Degree Decom-

position (MDD) method [7], θ method [6], Betweenness Centrality (BC) [9], Close-

ness Centrality (CC) [3], Weighted K-shell Degree Neighborhood Method (ksdw) [8], 

Degree and Clustering Coefficient and Location (DCL) Spreading Method [10] and 

Comprehensive Degree Based Key Node Recognition Method (CDKNR) are respec-

tively presented in Table 2 and Table 3. (In the ksdw method, α = 0.1, μ = 0.9.) In 

Table 1, the numbers in the node column represent the nodes, K(i) column is the de-

gree of node i, Ks column is the Ks value of node i, N(i) column is the number of 

nodes in the two-step neighborhood, D(i) column is the number of sub-neighboring 

nodes, μi column is the influence coefficient, and CD column is the Comprehensive 

Degree. 

It can be seen from Table 3 that the resolution of methods such as DC, BC, CC and 

K-shell are not high. DC only divides the whole network into 6 layers, and the K-shell 

method only divides the whole network into 2 layers, while we proposed CDKNR 

method divides the whole network into 11 layers. Therefore, the ranking range is 

wider and the method resolution is higher compared with other methods. 



8 

12

2 5 7 11

1 8 103

6 9 144
13

 

Fig. 2. A small network of example analysis 

Table 1. The Comprehensive Degree calculation process of the network 

Node K(i) Ks N(i) D(i) μi CD 

1 1 1 5 4 0.2 1.8 

2 1 1 5 4 0.2 1.8 

3 5 2 8 3 0.625 6.875 

4 1 1 5 4 0.2 1.8 

5 4 2 10 6 0.4 6.4 

6 4 2 11 7 0.364 6.545 

7 2 2 7 5 0.286 3.429 

8 6 2 10 4 0.6 8.4 

9 4 2 9 5 0.444 6.222 

10 5 2 9 4 0.556 7.222 

11 3 2 9 6 0.333 5 

12 1 1 3 2 0.333 1.667 

13 1 1 5 4 0.2 1.8 

14 2 2 6 4 0.333 3.333 

Table 2. Node importance values are obtained by different methods 

Node K Ks MDD θ BC CC Ks+ ksdw DCL CDKNR 

1 1 1 1 52 0 0.325 8 5.39 6.0 1.8 

2 1 1 1 52 0 0.325 8 5.39 6.0 1.8 

3 5 2 3.7 17 33 0.464 19 55.37 22.16 6.875 

4 1 1 1 52 0 0.325 8 5.39 6.0 1.8 

5 4 2 3.7 13 13.1 0.52 18 67.6 9.58 6.4 

6 4 2 3.7 12 20.1 0.542 18 74.8 10.08 6.545 

7 2 2 2 15 0 0.433 16 21.56 6.33 3.429 

8 6 2 4.2 10 28.9 0.565 20 128.76 15.74 8.4 

9 4 2 3.7 12 10.3 0.5 18 67.6 9.58 6.222 

10 5 2 3.8 13 16.3 0.464 19 79.38 14.0 7.222 

11 3 2 2.7 15 12 0.433 17 36.58 10.52 5 

12 1 1 1 48 0 0.31 8 3.41 4.0 1.667 

13 1 1 1 44 0 0.325 8 5.39 6.0 1.8 

14 2 2 2 17 0 0.382 16 19.58 5.83 3.333 
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Table 3. Node importance rankings are obtained by different methods 

Rank K Ks MDD θ BC CC Ks+ ksdw DCL CDKNR 

1 8 10,11,1

4,3,5,6,

7,8,9 

8 8 3 8 8 8 3 8 

2 10,3 1,12,13,

2,4 

10 6,9 8 6 10,3 10 8 10 

3 5,6,9  3,5,6,9 10,5 6 5 5,6,9 6 10 3 

4 11  11 11,7 10 9 11 5,9 11 6 

5 14,7  14,7 14,3 5 10,3 14,7 3 6 5 

6 1,2,4,12

,13 

 1,12,13,

2,4 

13 11 11,7 1,12,1

3,2,4 

11 5,9 9 

7    12 9 14  7 7 11 

8    1,2,4 1,12,13,

14,2,4,7 

1,13,2,4  14 1,2,4,13 7 

9      12  1,13,2,4 14 14 

10        12 12 1,13,2,4 

11          12 

12           

13           

14           

4 Experimental Results and Analysis 

4.1 Experimental Data Set and Experimental Design 

To compare and analyze the performance of other methods and CDKNR in terms of 

accuracy and resolution in six typical complex networks, a comparative experiment of 

key node identification is carried out on six classical complex networks. The six clas-

sical complex networks are as follows:(1) Zachary network;(2) Dolphins network;(3) 

Jazz network;(4) Blogs network; (5) NetScience network; (6) Powergrid network. 

The statistical characteristics of the above six networks are shown in Table 4, where V 

represents the number of network nodes, E represents the number of network edges, 

βth is the epidemic threshold value, and β is the infection probability. Both α and μ are 

parameters from the literature [8]. 

Table 4. Statistical characteristics of six networks 

Network V E βth β α μ 

Zachary 34 78 0.129 0.15 0 0.2 

Dolphins 62 159 0.147 0.15 0.1 0.9 

Jazz 198 2742 0.026 0.05 0 0.2 

Blogs 1224 19025 0.012 0.1 1 0.9 

NetScience 1461 2742 0.144 0.15 0.1 1 

Powergrid 4941 6594 0.258 0.30 0 0.6 
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In section 4.2, the method performance is evaluated using SIR epidemic model 

[13], Kendall correlation coefficient [14], and Monotonicity index [15]. In section 4.3, 

the method performance evaluation is verified in network security applications. 

4.2 Method Performance Evaluation 

In order to evaluate the accuracy and resolution of different methods, ten methods, 

including DC, BC, CC, K-shell, MDD, θ, Ks+, ksdw, DCL and CDKNR are selected 

for experiments in six typical networks. Firstly, the SIR model is used to examine the 

propagation efficiency of single nodes to determine the importance of nodes. Second-

ly, the Kendall correlation coefficient index is used to compare the ranking results of 

node importance obtained by different methods with the ranking results of node prop-

agation efficiency of SIR model, and the correlation coefficients are calculated. Final-

ly, the Monotonicity index is used to evaluate the ability of different methods to dif-

ferentiate the importance of nodes, that is, to check whether there are a large number 

of nodes with the same importance value in the ranking results of node importance. 

SIR Model. In the SIR model, each node has three possible states: susceptible (S), 

infected (I), and recovered (R) states [16]. The goal of this model is to measure the 

relative importance of nodes during the spread of an epidemic. In the beginning, only 

the transmission initiation node is in the ‘I’ state, while the rest of the nodes are in the 

‘S’ state. After that, at each time step, the infected node spreads the infection to its 

neighboring nodes with infection probability β. The initially infected node becomes 

‘R’, and the node in ‘R’ cannot be infected again. The propagation process ends when 

no new infected node appears, and the number of recovered nodes reflects the influ-

ence of the initial node. When the infection probability is large, the epidemic can 

spread widely in a network, and when the infection probability is small, the epidemic 

can spread only in a small area. For a disease to spread and become epidemic in a 

network, the infection probability must be greater than the epidemic threshold, the 

epidemic threshold βth is: 

 th 2

k

k


 

 

 (11) 

Where <k> is the average degree of the network and <k2> is the second order aver-

age degree of the network. 

Kendall Correlation Coefficient. Kendall correlation coefficient is expressed as τ, 

which is used to test the correlation between two sequences. Its value ranges from -1 

to 1, when τ is 1, it means that the two sequences are completely consistent; when τ is 

-1, it means that the two sequences are opposite; when τ is 0, it means that the two 

sequences are independent of each other. 

The node importance ranking results x obtained from different methods and the 

node propagation efficiency ranking results y obtained from SIR model are construct-
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ed as sequences of the form (x1, y1), (x2, y2), ..., (xn, yn), and for any pair of sequences, 

if xi > xj and yi > yj or xi < xj and yi < yj, the pair of sequences is said to be consistent; if 

xi > xj but yi < yj or xi < xj but yi > yj, the pair of sequences is said to be inconsistent; if 

xi = xj and yi = yj, the pair of sequences is neither consistent nor inconsistent. τ is de-

fined as follow: 

 
2*( )

*( 1)

C D

N N


−
=

−
 (12) 

Where C and D are the number of consistent and inconsistent sequence pairs and N is 

the network size. 

Qiu L Q [5] and Berahmand K [10] through an infection probability β to compare 

the ranking results obtained by different methods and SIR model and then get τ value. 

To observe the trend and correlation of the infection probability β and the correlation 

coefficient τ, this paper simulates the propagation process of the SIR model and the 

infection probability of the model varies from βth to 2*βth, and each time increases in 

steps of 0.1*βth, then τ is calculated. The probability of infection β is: 

 th= * j  +  (13) 

Where δ is the increment of infection probability at each step, j is the number of steps, 

and βth is the epidemic threshold. 

Experimental Results of Methods Accuracy. In this experiment, small networks 

(networks with edges less than 10000) are simulated 1000 times and large networks 

(networks with edges more than 10000) are simulated 100 times. We compare the 

sequence of node importance ranking results obtained by different methods with that 

obtained by SIR model simulation, and calculates the corresponding τ value. The 

higher the τ value, the higher the correlation between the two ordered sequences, and 

the more accurate the node importance ranking results generated by the method. 

The ten methods of DC, BC, CC, K-shell, MDD, θ, Ks+, ksdw, DCL and CDKNR 

are used with the SIR model for Zachary network, Dolphins network, Jazz network, 

Blogs network, NetScience network, and Powergrid network to calculate the Kendall 

correlation coefficients τ with different infection probabilities β. Then, the average 

Kendall correlation coefficient τA for each network is obtained by averaging the τ 

values corresponding to the 10 infection probabilities in the 6 networks (as shown in 

Table 5). As can be seen from Table 5, among the Dolphins, NetScience, and Power-

grid networks, the ranking result of network node importance obtained by CDKNR is 

closest to the ranking result of node propagation efficiency obtained by the SIR mod-

el, and the average Kendall coefficient of CDKNR is higher than other methods. This 

is the CDKNR not only considers the global characteristics of the nodes (Ks value) 

but also incorporates the local characteristics of the nodes (Comprehensive Degree), 

thus improving the accuracy of the ranking results. In the six networks, the infection 

probability β varies from βth to 2*βth, increasing in steps of 0.1*βth each time. The 

variation trend of τ is shown in Fig. 3 to Fig. 8. And the higher τ value is, the higher 
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accuracy of the method is. From Fig. 3 and Fig. 5, it can be seen that in Zachary and 

Jazz networks, the correlation between CDKNR and SIR model is slightly lower than 

that of ksdw method, but the average τ value is higher, considering that the accuracy of 

ksdw method is very dependent on the selection of parameters, and a large number of 

repeated experiments are needed to test the parameter taking values for different net-

works, which increases the computational complexity and lacks some objectivity, 

while CDKNR method can still achieve good accuracy without testing parameters. In 

addition, the τ of CDKNR method in Blogs network is slightly lower than other meth-

ods, but the correlation coefficient τ obtained by CDKNR method increases with the 

increase of infection probability β and the overall trend is upward, in summary 

CDKNR has high accuracy in different networks. 

Table 5. Average τ values for 6 networks with different infection probabilities (βth to 2βth) 

Network τA(K) τA(Ks) τA(MDD) τA(θ) τA(BC) τA(CC) τA(Ks+) τA(ksdw) τA(DCL) τA(CDKNR) 

Zachary 0.715  0.655 0.729 0.681 0.607 0.722 0.735 0.768 0.473 0.763 

Dolphins 0.754 0.719 0.770 0.745 0.523 0.679 0.754 0.766 0.601 0.776 

Jazz 0.843 0.809 0.866 0.788 0.474 0.716 0.848 0.883 0.674 0.842 

Blogs 0.811 0.822 0.814 0.787 0.654 0.725 0.819 0.808 0.246 0.815 

NetScience 0.681 0.651 0.682 0.652 0.318 -0.495 0.661 0.739 0.772 0.774 

Powergrid 0.431 0.398 0.452 0.349 0.294 0.417 0.446 0.482 0.441 0.506 

  

Fig. 3. Zachary Network                                Fig. 4. Dolphins Network 

  

Fig. 5. Jazz Network                                       Fig. 6. Blogs Network 
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Fig. 7. NetScience Network                         Fig. 8. Powergrid Network 

Resolution index. For the importance ranking of nodes in complex networks, if each 

node has a different node importance ranking value, it means that the method can 

clearly distinguish the importance of nodes. The fewer nodes in the same ranking, the 

higher resolution of the method is. In the experiment, the monotonicity index M(R) is 

used to evaluate the resolution of different methods. The monotonicity index M(R) is: 

 

2

( 1)

( ) 1
( 1)

r r

r R

n n

M R
n n



 −
 = −
 −
  


 (14) 

Where R represents the node importance ranking result, n represents the number of 

nodes in the ranking result, and nr represents the number of nodes with the same rank-

ing result. 

M(R) is used to measure the monotonicity of the node importance ranking result. If 

the ranking result of the node importance is completely monotonic, then M(R)=1; If 

the ranking result of the node importance is all the same, then M(R)=0. 

Experiment Results of Methods Resolution. In this experiment, the resolution of the 

methods is examined by calculating the monotonicity of the node importance ranking 

lists generated by ten methods: DC, BC, CC, K-shell, MDD, θ, Ks+, ksdw, DCL and 

CDKNR (as shown in Table 6). As shown in Table 6, the node importance ranking 

results obtained by CDKNR have high monotonicity among the six networks, reach-

ing the highest monotonicity in Blogs network with 0.999, while in Zachary, 

NetScience and Powergrid networks have the next highest monotonicity, slightly 

lower than DCL, ksdw and CC methods, respectively. This is because the DCL meth-

od incorporates more factors, which improves the monotonicity of the method to 

some extent, but the method shows poor accuracy in the above experiments. The ksdw 

method improves the monotonicity of the method by continuously selecting parame-

ters but increases the computational overhead to a large extent. The CC method is 

highly dependent on the network structure and shows good monotonicity only in 

Powergrid networks. In contrast, the CDKNR method in this paper does not depend 



14 

on a specific network structure, does not require pre-testing parameters, and has a 

good resolution for the network nodes in most cases. 

Table 6. Monotonicity of different methods in 6 networks 

Network M(K) M(Ks) M(MDD) M(θ) M(BC) M(CC) M(Ks+) M(ksdw) M(DCL) M(CDKNR) 

Zachary 0.707 0.495  0.753 0.879 0.772 0.899 0.741 0.852 0.954 0.940 

Dolphins 0.831 0.376 0.904 0.973 0.962 0.973 0.856 0.988 0.985 0.983 

Jazz 0.965 0.794 0.988 0.934 0.987 0.987 0.988 0.996 0.998 0.996 

Blogs 0.932 0.905 0.944 0.996 0.944 0.997 0.944 0.861 0.998 0.999 

NetScience 0.706 0.663 0.739 0.663 0.104 0.643 0.742 0.915 0.912 0.913 

Powergrid 0.592 0.245 0.692 0.960 0.831 0.999 0.660 0.751 0.940 0.952 

4.3 Method Performance Evaluation in Network Security Applications 

To verify the feasibility and effectiveness of the CDKNR method in network security 

applications, a comparative validation experiment of key node identification and risk 

assessment is conducted for real networks. The experiment includes network node 

risk assessment and key node identification. The experimental object is a Local Area 

Network (LAN) of CAUC 's System, which consists of 30 PCs, 5 access switches, 1 

aggregation switch and 2 servers, and the structure of this network is shown in Fig. 9. 

In the key node identification experiment, the devices in this network are ab-

stracted as nodes, and the CDKNR method is used to calculate the comprehensive 

degree of each node and rank the nodes in terms of node importance, and the experi-

mental results are shown in Table 7. 

PC4

PC1

PC5

PC9

PC10

PC15

PC23

PC30

PC22

PC16

服务器37

汇聚交换机38

接入交换机31

接入交换机32

接入交换机33

接入交换机35

接入交换机34

 

 

 

  

服务器36

 

Fig. 9. Experimental network structure diagram 

As can be seen from Table 7, in this network, the access switches (31,32,33,34,35) 

have the same function, but the importance of each access switch is different because 

the number of devices connected to the access switches is different. The aggregation 

switch is in the most important position in the whole network, and once the aggrega-

tion switch is attacked, it will affect the operation of the whole network. 
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Table 7. Ranking of network nodes (devices) importance 

Rank CD Nodes (Devices) 

1 12.676 38 

2 12.6 35 

3 11.429 34 

4 10.231 33 

5 9 32 

6 

7 

8 

9 

10 

11 

7.727 

1.889 

1.875 

1.857 

1.833 

1.8 

31 

23,24,25,26,27,28,29,30 

16,17,18,19,20,21,22 

10,11,12,13,14,15,36,37 

5,6,7,8,9 

1,2,3,4 

In the risk assessment section, the risk values of all nodes (devices) in this LAN 

are calculated according to the risk assessment specification [17]. The data sources 

are network alarms and fault information from the network management logs for 4 

weeks, and network attack detection data from the network security software. In this 

part of the experiment, based on the assets, alarm and fault information, and attack 

alarm information, the risk assessment method based on expected loss [18] is used to 

obtain the threat and risk severity indicators for each node in the network, and the risk 

value of each node (device) is calculated. The results of the experiments are shown in 

Table 8. 

Table 8. Risk values of network nodes (devices) 

Rank Risk Values Nodes (Devices) 

1 0.941 38 

2 0.824 35 

3 0.733 34 

4 0.711 33 

5 0.623 32 

6 0.542 31 

7 0.507 23,24,25,26,27,28,29,30 

8 

9 

10 

11 

0.426 

0.389 

0.354 

0.276 

16,17,18,19,20,21,22 

10,11,12,13,14,15 

5,6,7,8,9,36,37 

1,2,3,4 

A comparison of the ranking results of the two experiments mentioned above is 

shown in Table 9. As can be seen from Table 9, the node importance ranking of this 

network obtained by the CDKNR method is the same as the TOP10 of the risk value 

ranking of the network nodes obtained by the risk assessment. This result shows that 

the node importance ranking results obtained by the CDKNR method can provide a 

basis for risk assessment of network nodes, important node protection and risk dis-

posal priority ranking of nodes in the network. Based on the node importance ranking, 

which will improve the efficiency of network security protection and emergency dis-

posal. 
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Table 9. Network node risk value ranking and network node importance ranking 

 Risk Assessment CDKNR 

Rank Nodes (Devices) Nodes (Devices) 

1 38 38 

2 35 35 

3 34 34 

4 33 33 

5 32 32 

6 31 31 

7 23,24,25,26,27,28,29,30 23,24,25,26,27,28,29,30 

8 

9 

10 

11 

16,17,18,19,20,21,22 

10,11,12,13,14,15 

5,6,7,8,9,36,37 

1,2,3,4 

16,17,18,19,20,21,22 

10,11,12,13,14,15,36,37 

5,6,7,8,9 

1,2,3,4 

5 Conclusion 

In this paper, we propose a new method CDKNR to identify key nodes in complex 

networks to address the problems of insufficient accuracy and high computational 

complexity of existing methods. Firstly, the network is decomposed by K-shell meth-

od to obtain the Ks value that can measure the location information of nodes in the 

network. Secondly, the Comprehensive Degree of the designated node is calculated 

according to the different influence degrees of the neighboring nodes and the sub-

neighboring nodes on the designated node. Finally, the importance of nodes is taken 

into account both the Ks value of nodes and the Comprehensive Degree, that is, for 

the nodes in the same shell, the nodes with higher Comprehensive Degree are more 

important. By verifying the effectiveness of the CDKNR method in six typical com-

plex networks and network security applications, experimental results show that, 

compared with other methods, the method in this paper not only has lower computa-

tional complexity, but also has higher accuracy and resolution for different complex 

networks, which can identify the key nodes in complex networks, improve the effi-

ciency of network security protection and emergency disposal, and provide a theoreti-

cal basis for protecting the key nodes and improve the security of the networks in the 

next step. 
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