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Abstract: Expanding on the theory that a drive for privacy is a constant throughout human 
history and may have evolved from physical security concerns, this article argues that the 
evolutionary roots of privacy render common policy approaches to privacy protection 
inadequate. If humans evolved their sense of privacy from stimuli arising from their physical 
surroundings (such as detecting the presence of others), then the transition to a digital world 
disrupts individuals' regulation of privacy—because physical cues online are missing or easily 
manipulated. As such, the widely used policy framework of notice and consent, which places the 
burden and responsibility of privacy protection on the individual, is bound to fail. New frontiers 
of privacy management, using technologies to embed privacy-by-default into systems, offer a 
viable alternative, but the industry may have little economic incentive to implement them. The 
only option for meaningful privacy management therefore is policy intervention. 
One-Sentence Summary: The evolutionary roots of privacy render current systems of privacy 
management that rely on user responsibilization inadequate, and highlight the need for 
determined regulatory interventions. 
 
Main Text 
To understand the current state of privacy and its likely future, we must study its history. Privacy 
has been construed as a modern anomaly—something our ancestors lacked and technological 
innovation and urban growth made possible (1). Research from history, anthropology, and 
ethnography suggests otherwise. The evidence for peoples seeking to manage the boundaries of 
private and public spans time and space, social class and degree of technological sophistication. 
From the Greek philosophers of the fourth century BC “discuss[ing] the concept of private life” 
(2, p. 120), to Chinese thinkers developing “a sharp distinction between the concepts of public 
and private” by the third century BC (p. 221); from lovers in ancient Rome who would need to 
“borrow the house of an indulgent friend” to escape the prying eyes of their servants (3, p. 72), to 
the Mehinacu tribe in Southern America, living in communal accommodations but building 
private houses miles away from the village to achieve some reclusion (4), up to 1950s Javanese 
culture, where little physical seclusion was available and people manifested their privacy needs 
through stiff social interactions (5).  Evidence of privacy mores even arises from within the 
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ancient holy books of monotheistic religions—from the Quran to the Talmud to the Bible (6). 
Norms about, opportunities for, and even definitions of privacy do fluctuate over time and, 
markedly, across cultures. And yet, strikingly, privacy-seeking behaviors emerge across peoples 
throughout history and across geography. As Irwin Altman concluded, privacy—understood not 
merely as hiding of data, but as the selective opening and closing of the self to others—appears 
to be both culturally specific and culturally universal (7).  
But if so, why? What could explain the simultaneous universality and diversity of a human drive 
for privacy? And what could such an explanation teach us about privacy’s digital future? An 
account of the evolutionary roots of privacy may offer an answer. 
The Evolutionary Roots of Privacy  
The notion that a concern for privacy may have evolutionary roots may surprise modern 
netizens, used to construing privacy and its invasions in terms of data rights and Internet 
surveillance. And yet, this notion—and examples supporting it—can be found in the writings of 
leading privacy scholars from half a century ago (6, 8). Under this account, what we refer to 
today as privacy evolved from physical needs for security and self-interest. By using signals to 
assess threats and opportunities in their physical proximity, humans and other species enhance 
their chance of survival and evolutionary success. In our past, the ability to detect and react 
appropriately to the presence of others by selectively choosing exposure or protection, openness 
or withdrawal, would have offered an evolutionary advantage—for instance, distinguishing kin 
from stranger and adapting behavior from cooperative to protective accordingly. Under this 
account, the evolutionary advantage of being able to process and appropriately react to sensorial 
cues that suggest the presence of others is clear.  
Over time, in humans, evolutionary adaptation developed more sophisticated forms of social 
cognition, balancing the tensions between individual freedom and collective welfare (9). In the 
case of privacy, those developments may have followed various possible vectors. In one of them, 
our ancestral ability to detect and react to the physical presence of others adapted into reputation 
and impression management (10). Barkow (11), for example, suggests that the primary 
evolutionary function of the self could have been impression management. Selecting information 
about oneself to make favorable impressions on others (12) and using reticence and withdrawal 
to “reduce the risk of saying or doing something that others might regard negatively” (13, p. 520) 
are instruments, then and now, for such management (14).  
There may, therefore, be a line connecting the seemingly diverse manifestations of privacy 
across human history: privacy as the selective, self-interested opening and closing of the self to 
others (15). This dialectic is a universal characteristic of the human species—our eternal tension 
between a “desire for seclusion” and a “need to depend on others” (16, p. 5). The boundaries 
between self and others take multiple forms—from physical to informational to regulatory. This 
explains the diversity in dimensions, definitions, and norms of privacy over time and across the 
literature (17). 
The ability to leverage sensorial cues to detect others and modulate appropriate responses is 
advantageous not just in terms of protection from risk, but also extraction of benefits. Supporting 
the evolutionary account, both dynamics have been observed in animal species (5, Chapter 1), 
such as cats seeking seclusion under duress (protection against risk: 18), and chimps lower in the 
social hierarchy concealing mating activities or a coveted source of food from higher-status 
males (extraction of benefits: 19, pp. 36-37 and p. 62; 20). Both dynamics are also surprisingly 
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consistent with modern economic accounts of informational privacy as a self-interested process 
of selective sharing: an individual may rationally want to share with a marketer their interests 
and preferences, so as to get beneficial targeted offers (extraction of benefits); but may not want 
to share with the marketer their willingness to pay for those interests, so as to avoid price 
discrimination (protection against risk) (21). 
Sensorial cues that indicate that other humans are present still influence today how we define the 
boundaries between public and private. Consider the familiar feeling alerting us that someone is 
staring at us as we were lost in thought: a “sense” of privacy, so to say. In our own research, we 
found that experimental participants were less likely to divulge sensitive personal information in 
an online survey when they visually detected the presence of another person, either in the same 
room or—notably—in an adjacent room from which that person could not have seen what the 
participant was typing (22). Indeed, recent work has observed the power of visual cues in young 
children’s conceptualizations of privacy risks with technology (23). Where visual cues are 
present, children have much more accurate understanding of how a technology works (for 
instance, why they see content recommendations), whereas they have no sense that data is 
flowing back to companies when visual cues are lacking.  
A Privacy Gap 
And herein lies the problem. If people do in fact rely, in part, on sensorial cues to navigate 
privacy choices, the more we transition from physical to digital interactions, the less equipped 
we may be for informed digital privacy decisions. At the extreme, offline sensorial cues we 
depend upon may, online, be absent, subdued, or even intentionally manipulated through so-
called dark patterns (24, 25). Thus, privacy (and security) responses common in the physical 
world may be muted or entirely unavailable online. This may explain the unique hurdles we face 
in protecting privacy online, and the surprising observation of seemingly careless online 
behaviors by individuals who claim to care about their privacy (26). In our non-digital life, 
Altman (7) noted, behaviors that help us manage privacy boundaries are common and 
ubiquitous. We often engage in them with little conscious awareness. We lower our voice during 
intimate conversations and raise it when we want a large audience to hear us; we cover a 
document we are reading so it is protected from prying eyes, or raise it up and emphatically show 
it when we want to make a point. But online, the evolutionary mechanisms Westin (5) and 
Klopfer and Rubenstein (8) identified cannot help us: we do not see Google leaning over our 
shoulders to track our sensitive searches; we do not hear the NSA stepping closer to listen to our 
video-conferences. And yet, human beings may be wired to rely in part on those very sensorial 
cues to assess the privacy implications of their behaviors. This discrepancy may create a gap, or 
mismatch, in our ability to manage privacy sensitive scenarios in digital realms relative to the 
physical world - a hypothesis we have proposed (22, 27) and that Sharif, Green, and Jettinghoff 
have also independently developed (28). 
This privacy mismatch has distinctive features vis a vis other evolutionary mismatches of 
modernity (29), such as the modern diet’s mismatch with our ancestral history (30). Where the 
evolutionary mismatch between human evolved physiology and the modern diet arises entirely 
within physical systems, the very boundaries of privacy have evolved with the digital 
transition—from predominantly physical to predominantly informational. Through that 
transition, privacy’s role and relevance in society have evolved as well—as did the value 
individuals and societies can harness from personal data.  This mismatch does not imply that 
online disclosures are inherently damaging. Nor should we fall into a naturalistic fallacy of 
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elevating senses to be sole arbiters of privacy decision-making, even online. Rather, a privacy 
mismatch implies that the ability to regulate privacy boundaries (choosing when to share and 
when to protect) is in an individual’s best interest; and when that evolutionarily-rooted ability is 
impaired, individuals become more vulnerable, online, to novel threats: ubiquitous instances of 
micro-level influence on decision making which, in the aggregate, shape portentous macro-level 
dynamics. While offline and online surveillance risks differ along numerous dimensions 
(including the likelihood of material harm), the privacy mismatch is, in fact, happening at the 
same time when ramifications of informational privacy issues become consequential not merely 
at the individual but at the societal level.  Privacy externalities (31)—the collective ramifications 
of individual disclosures—such as algorithmic personalization spawning filter bubbles (32), 
amplification of disinformation (33), and political polarization (34, 35), with implications for 
democratic elections (36). And while the privacy mismatch arises from our transition to digital 
interactions, the consequences are not merely digital, but physical as well: consider the material 
threats associated with “doxxing” (37) and episodes of genocidal violence fostered by data-
driven personalization algorithms (38).  
An evolutionary account of privacy provides the underlying reason why a dominant approach to 
privacy management in the United States—notice and consent—has failed to address these 
problems. While popular with industry, an overreliance on notice and consent mechanisms, 
disjointed from baseline privacy safeguards, is ineffectual (39) and can backfire (40) —because 
we may be wired to react to privacy invasions viscerally, not just deliberatively. Those 
mechanisms burden citizens with “responsibilization” (41) for problems they did not create and 
cannot truly control. Responsibilization also creates unequal burdens, as it disadvantages certain 
groups more than others: to get the most out of notice and consent, for example, people need 
resources—time, education, the economic leverage to not consent to unfair policies, and so 
forth—and these resources are not equally distributed across the population. Even substantial 
interventions such as the General Data Protection Regulation in the EU resulted in a proliferation 
of consent mechanisms that burden users with manipulative interfaces and implied consent (42, 
43). Notice and consent approaches fail to recognize that much of our privacy behavior is 
intuitive and visceral (44), rendering them archaic solutions for a modern problem.  
Using Policy to Foster and Embed Privacy Technologies 
So, what should be done? If, as a society, we determined that privacy was still valuable to us, 
then to maintain it we would have to embed it into the fabric of our digital systems as default. 
We cannot demand people to overcome an evolved sense of privacy strongly reliant on sensorial 
cues unavailable online. Any approach that places not just the ability to choose, but—
ultimately—the responsibility to protect on individuals themselves, will—according to this 
account—fail. Privacy mismatches will keep rising in frequency and significance with the 
growth of the information economy, past the point where any approach relying upon individual 
responsibility alone could contain them (28). Individuals’ personal information will keep being 
collected across too many instances and vectors (45) for our bounded cognitive resources to 
manage efficiently or effectively. And humans will keep tuning out even visible signs of 
electronic surveillance (46). This is why attempts to reproduce online the visceral cues of the 
physical world are unlikely, alone, to solve the problem: an evolutionary mechanism of 
explanation does not necessarily demand an evolutionary mechanism of change (47). For those 
same reasons, even well-meaning proposals such as data propertization from economics (48, 49), 
nudges from behavioral research (25), and simplified notices from usability research (50), while 
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useful, may hardly make a difference in absence of a combination of technology and policy 
interventions that embed privacy safeguards into the core of our information systems. 
Consider an analogy. Thanks to continuous technological improvements, the speed and 
acceleration of production cars kept growing over time. Once they reached velocities that 
rendered drivers’ reaction times unreliable tools for avoiding collisions, the solution was not to 
teach individuals to develop faster reaction abilities, but rather to develop policy interventions 
(e.g., mandatory safety standards on cars for accident avoidance and damage reduction) and 
technological fixes (e.g., ABS, airbags) that countered the challenges arising from other 
technological progress. Better safety in cars was the result of deliberate policy intervention 
driving investment in technical and infrastructural changes, not merely of more driver education 
and market forces (51).  
In the case of privacy, policy intervention can both instill baseline safeguards (such as those 
embedded in the OECD’s Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data; 52) and foster the deployment of technologies that make those safeguards 
possible without hurting modern society’s reliance on data. 
The last few decades have produced not only a burst of innovation around data as critical asset 
for economic and societal development; they have also generated innovations in statistics, 
cryptography, and computer science that may address the challenges of creeping surveillance 
while allowing value to keep being extracted from data. Protocols from differential privacy to 
homomorphic encryption to federated learning point at the possibility of protecting individuals’ 
privacy while allowing beneficial analytics to advance (53). Tools from AI and machine learning 
deployed in privacy assistants suggest a future where computerized agents learn and then 
autonomously represent human preferences in interactions with services (54, 55). These 
developments portend a world where privacy by design (56) is possible without undermining the 
value that society can extract from flows of data. Indeed, economic research suggests that data 
protection is not inherently welfare-decreasing (see 26, 31), and the use of differentially private 
algorithms to achieve the dual goal of producing accurate statistics while protecting individuals’ 
privacy is being investigated (57). But these technologies are unlikely to fulfill their promise 
unless they are embedded at the core of our information infrastructures by default. And to 
achieve that, we need first to resolve through policy an inception problem: in absence of policy 
intervention supporting their deployment, isolated individual market agents may act, but the 
incentives for the vast array of industry players who control individuals’ data may be insufficient 
to reach a critical mass of adoption (26; 58). Returning to the car safety analogy, the externalities 
of privacy call for regulatory intervention similarly to how externalities arising from unsafe 
driving led to policy and technological responses.  
Privacy legal scholarship has also evolved with the times, expanding the notion of privacy 
protection from mere control over data flows to encompass issues of autonomy and protection 
from bias (61), and proposing novel approaches, such as construing data holders as data 
“fiduciaries” who hold legal obligations to act in the best interests of their customers (62). Those 
efforts are promising. In our view, any regulatory effort genuinely intent on addressing the novel 
challenges of privacy will have to shift away from an ineffectual focus on notice and consent 
mechanisms, which are easily gamed (42, 43), and at best provide necessary but insufficient 
conditions for privacy management. The problems with recent legislations like GDPR make the 
limitations of this approach abundantly clear, with consumers fatigued by the constant clicking 
of buttons to waive privacy rights. Instead, we argue that regulation concentrate on promoting 
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impact analysis, efficient development, and ultimately mass-scale deployment of privacy 
technology. Mandating standards of compliance with user-centered privacy technologies in 
products and services (including intelligent agents representing user preferences) and mandating 
deployment of privacy-preserving, analytics-retaining algorithms among data holders should aim 
at minimizing user burden and the likelihood of coercion and manipulation.   
The history of privacy tells us that the drive to maintain a private space may be as universal as 
the drive to commune (and that the two drives are in fact intimately related); and that humans 
invariably attempt to carve out those spaces even when odds are stacked against them by 
surveillance, be it digital (63) or physical (64). The reason why concerns over privacy endure, 
despite privacy being repeatedly declared dead, may be in part cultural and in part related to the 
visceral, evolutionary roots we discuss in the article. The current state of privacy also tells us, 
however, that those spaces have become unquestionably harder for individuals to manage. 
Solutions that predominantly rely on notice and consent mechanisms are inadequate—because 
they fail to take into account the visceral roots of our sense of privacy, and thus can be easily 
gamed by platforms and service providers. Understanding and then accounting for those 
ancestral roots of privacy may be critical to secure its future. 
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