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Abstract

Password-based authentication is the most commonly used method for gaining access to secured systems.
Unfortunately, empirical evidence highlights the fact that most passwords are significantly weak and
encouraging users to create stronger passwords is a significant challenge. In this research, we propose a
theoretically augmented password strength meter design that is guided by the Elaboration Likelihood Model of
persuasion (ELM). We evaluate our design by leveraging three independent and complementary methods: a
survey-based experiment using students to evaluate the saliency of our conceptual design (proof-of-concept), a
controlled laboratory experiment conducted on Amazon MTurk to test the effectiveness of the proposed design
(proof-of-value), and a randomized field experiment conducted in collaboration with an online forum in Asia
to establish proof-of-use. In each study, we observe the changes in users’ behavior in response to our proposed
password strength meter. We find that the ELM augmented password strength meter is significantly effective
at addressing the challenges of password-based authentication. Users exposed to this strength meter are more
likely to change their password, leading to a new password that is significantly stronger. Our findings suggest
that the proposed design of augmented password strength meters is an effective method for promoting secure
password behavior among end users.
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1. Introduction

Passwords are the dominant authentication mechanism implemented by organizations for gaining access to
secured systems (Steinbart et al. 2016). Accordingly, issues related to password security are critically relevant to
organizations, and techniques that encourage end-users to exhibit better password-generating behaviors are
generally valuable (Furnell et al. 2018). Despite the clear importance of improving password security, some
experts assert that password-related issues will be irrelevant in the near future (e.g., Bachmann 2014). However,
practical evidence suggests otherwise. For example, even organizations such as the US Department of State—
required by law to implement enhanced security—have struggled to move beyond passwords for securing
systems (Cimpanu 2018). In the meantime, several techniques designed to minimize password-related issues
may generate unexpected consequences. For instance, researchers have found that some popular password
managers were affected by critical vulnerabilities that expose user credentials (Wei 2017). As a result, using
password management software with complex passwords may not necessarily address all password issues.
Meanwhile, the cost of implementing multi-factor authentication technology has increased significantly due to
the inadvisable and insecure use of text messages and emails for receiving one-time passwords (Maida 2016).
The technology is thus prohibitively expensive for small and medium businesses.

With the unexpected impracticability of alternative techniques to alleviate password security issues, the
spotlight on an effective solution has now refocused on persuasive techniques such as enhancing password
strength meters (Kariryaa and Schoning 2020; Yang et al. 2020). In this paper, we design an augmented
password strength meter with the following characteristics. First, the design is driven by a well-known
psychology theory. Second, it significantly enhances users’ password-generating behavior without requiring the
recently discouraged password complexity policy per the Digital Identity Guidelines NIST SP 800-63 (Grassi
et al. 2017). Third, it can be readily implemented in a wide variety of settings with minimal cost.

Password strength meters calculate the complexity of an input password and display the password’s
strength to users, usually ranging from weak (low complexity; less secure) to strong (high complexity; more
secure). Ideally, users who initially choose weaker passwords will receive feedback and then consider revising

their chosen password. Although previous literature has shown that password strength meters generally lead



users to create stronger passwords in a controlled setting (Egelman et al. 2013; Shay et al. 2015), the
effectiveness of password strength meters in reality continues to be a controversial topic. For one, even with
the presence of password strength meters in many websites and systems, the problematic issue of weak
passwords persists (Slain 2016; Verizon 2017). As a result, many recent works have aimed to improve the
effectiveness of password strength meters. The primary focus of this stream of work is on enhancing the
algorithms that are used to calculate password strength with the key thesis that traditional password strength
meters are not effective because the strength displayed by the meters are not accurate. In that regard, although
it has been generally recognized that password strength meters are less accurate than an entropy measurement
of an ideal case (Houshmand and Aggarwal 2012; Weir et al. 2010), many advanced techniques have been
proposed to overcome this limitation such as the use of probabilistic context-free grammar (e.g., Veras et al.
2014; Weir et al. 2009) and Markov models (e.g., Castelluccia et al. 2012; Ma et al. 2014). In addition, several
alternative metrics to measure password strength have been introduced such as simulating password cracking
algorithms (Kelley et al. 2012) and password ranking algorithms (Yang et al. 2016).

In this research, we complement the mainstream research on password strength meters by examining issues
surrounding traditional password strength meters from an alternative aspect. Particularly, we study the
presentation component of password strength meters when the algorithm to calculate password strength is held
constant. Our work is built upon an alarming finding by Furnell (2011) that theoretically grounded guidelines
for password strength meter interface design are scarce. Hence, the design and implementation of most
password strength meters both in the literature and in practice usually operate in a black-box fashion (i.e.,
without explanations or justifications of design choices) from the users’ perspective (Carnavalet and Mannan
2014), making it difficult for users to understand (Carnavalet and Mannan 2015). Inspired by such an ongoing
gap in the literature, this paper identifies a theory from the psychology literature that underpins the core
function of password strength meters. Specifically, we draw upon the Elaboration Likelihood Model of
Persuasion (ELM; Petty and Cacioppo 1986) to develop a theory-guided password strength meter design as
suggested in design science literature (Gregor and Hevner 2013). Following that, we utilize multiple randomized

experiments to establish the proof-of-concept, proof-of-value, and proof-of-use of our theoretically augmented



design of password strength meters. We find that the proposed password strength meter enhances password
security as theorized. It effectively nudges users to change their passwords more readily, and users also choose
new passwords that are significantly stronger than the passwords initially entered into the system.

Our research contributes to theory and practice. In terms of theoretical contributions, we are among the
tirst to establish a theoretical foundation of how password strength meters interact with and influence users.
We then utilize such a foundation to propose an augmented password strength meter that can improve users’
password-generating behavior. We demonstrate through multiple experiments that our improved design is a
promising approach for promoting secure behavior among end users. As regards contributions to practice, a
novelty of our proposed design lies in the fact that the implementation requires minimal changes to both the
server- and the client-side. That is, our design does not require significant computing resources on the server-
side, thus an investment in new hardware is not necessary, unlike other password security technologies such as
authentication manager software. Further, the modifications required to existing password strength meter
interfaces are simple and relatively straightforward from a client-side software perspective. Our method also
works well in stimulating users to improve their secure behavior for both higher-security systems (e.g., online
banking), and lower-security systems (e.g., online forums).

The rest of the paper is organized as follows. In Section 2, we describe the conceptual design of our
password strength meter. We first identify a theory from the psychology literature that underpins the
psychological mechanism of password strength meters on users’ password-generating behavior. Then, we
leverage such an underpinning theory to conceptually design a theoretically augmented password strength
meter. Subsequently, we describe the implementation of our conceptual design and propose the evaluation
method in Section 3. Following that, we present the survey-based experiment and related results in Section 4,
followed by the laboratory experiment in Section 5, and the field experiment in Section 6. Finally, we discuss

the implications of our results and conclude our study in Section 7.



2. Theoretically Augmented Design of Password Strength Meters

2.1 Background Literature

In this section, we discuss prior studies that are closely related to our research objective to examine the
presentation component of password strength meters. For a comprehensive literature review on password
strength meters in general, see Golla and Diirmuth (2018).

Among existing works in this area, Ur et al. (2012) propose that different visual cues such as the color and
size of a progress bar would significantly affect users’ perception of the password strength meter’s message.
Relatedly, Golla et al. (2018) demonstrate that other types of visual cues such as radars, tachometers, and
dancing bunnies also work well in attracting users attention to the password strength meter’s message.
Furthermore, Furnell et al. (2018) propose the inclusion of emoticons to improve users’ attention to the
password strength meter’s message. These prior works consistently demonstrate that their approaches of using
visually driven stimuli are significantly effective in improving users’ password-generating behavior. However,
our understanding on underlying mechanisms that drive the change in users’ password-generating behavior
after being exposed to visual stimuli, and underpinning theories that can explain such a behavioral change is
lacking in the literature (Carnavalet and Mannan 2015). In this study, we respond to a call for a theoretical
investigation on users’ secure behavior (Karjalainen et al. 2019) by investigating password strength meters using

a theoretical lens to bridge this knowledge gap in the literature.

2.2. Elaboration Likelihood Model of Persuasion

At the outset, a password strength meter is a tool that is expected to persuade users to change their password-
generating behavior. As such, we establish the theoretical foundations of password strength meters by relying
upon the Elaboration Likelihood Model of Persuasion or ELM (Petty and Cacioppo 1986), as ELM is widely
used to study the effectiveness of persuasive methods on changing behavior.

ELM is a dual process theory that describes how persuasion leads to changes of attitudes (and hence a
change of behavior). It explains how individuals process stimuli through two major routes that lead to

persuasion: the peripheral route and the central route. Peripheral route processing involves a low level of



elaboration where the audience is influenced by positive or negative cues in the stimuli or relies upon inferences
of the information presented (rather than the content itself). This process does not require much cognition and
attention. As a result, individuals who are persuaded via the peripheral route processing usually have a change
in attitude and behavior that tends to be superficial and temporary. Meanwhile, the central route processing
involves a high level of elaboration where the audience carefully and thoughtfully considers the content of the
information presented. This process generally requires a great amount of cognition and attention. As a result,
if individuals are persuaded under central route processing, the resulting attitude and behavioral changes tend
to be more salient.

Through the lens of ELM, visually driven stimuli used by password strength meter improvements discussed
in Section 2.1 seem to be processed through the peripheral route (Reinhard and Sporer 2010). Although these
stimuli (e.g., color cues, progress bars) may be effective in nudging users to change their behavior, prior works
have consistently shown that peripheral-route-driven change tends to be frivolous and short-lived (Tang et al.
2012). Such a theoretical guideline may help explain why the issue of weak passwords continues to persist even
though password strength meters with visual cues are already widely implemented. Meanwhile, prior IS
literature has demonstrated that the use of elaborate message that stimulates users’ cognitive thought, which
tends to be processed through the central route according to ELM, works significantly well in persuading users
to change their behavior saliently in the context such as technology acceptance (Bhattacherjee and Sanford
20006) and adoption of electronic health records (Angst and Agarwal 2009). However, there are virtually no
prior works that augment password strength meters using a stimulus that is likely to be processed through the
central route. Inspired by this gap in the literature and practice, we design, develop, and validate an augmented
design of password strength meters that aims to persuade users via the central processing route according to

ELM. We present our conceptual design in the next subsection.
2.3 Conceptual Design
We follow the design science literature to conceptually design an augmented password strength meter using the

theoretical driven design principle. We start by presenting a type V theory defined as “design and action” in

Gregor (20006). In essence, this type of theory, which is essential in developing actionable research insights,



provides explicit prescriptions for constructing an artifact. Recall that ELM suggests that a persuasion tends to
be processed through the central route when it invokes the audience’s cognitive curiosity (e.g., involvement,
urgency, interest). As such, the resulting change in behavior tends to be more salient (Tang et al. 2012).
Therefore, the key prescriptive design element here is to identify and incorporate stimuli into password strength
meters that are likely to be processed through the central route (e.g., messages that are likely to stimulate users’
cognitive thought). For that, we survey prior literature that utilizes ELM to propose or explain the effectiveness
of persuasive messages in other empirical contexts.

The first type of persuasive messages that are commonly used in prior ELM-related studies is fear appeals
as prior literature has shown that fear appeals messages tend to instigate cognitive awareness (Ruiter et al. 2001).
For example, Munoz et al. (2010) propose that the use of fear appeals messages ate effective in promoting
responsible gambling behavior. Fear appeals messages are also used in other contexts such as reducing risk of
contagious diseases (Dinoff and Kowalski 1999). Relatedly, fear appeals is also commonly used to motivate
users in the context of information security (Jenkins et al. 2014; Vance et al. 2013), which influences user
behavior both in individual settings (Johnston and Warkentin 2010) and in organizational settings (Boss et al.
2015; Herath and Rao 2009). Therefore, we propose fear appeals as the first type of persuasive message that
could be incorporated to a password strength meter to improve password-generating behavior.

Second, several previous works use ELM to explain the effectiveness of peer pressures. The core concept
here is that peer pressure tends to play an important role in invoking cognitive thinking (Alegre Ansuategui and
Moliner Miravet 2017), especially for an indirect type of peer pressure called peer comparisons (Festinger 1954;
regarding reliance on social comparisons). Further, Petty et al. (1991) demonstrate how peer comparisons
messages can be used to persuade individuals in the context of drug abuse prevention. This type of message
has also proven effective at motivating individuals in group trainings (Ernst and Heesacker 1993). In the context
of information security, peer comparisons are also commonly used in several related context including privacy
management systems (Goecks and Mynatt 2005) and security awareness training (Ophoff and Janowski 2015).

Therefore, we propose peer comparisons as the second type of persuasive message in this study.




Third, past literature utilizes ELM to theorize the positive influence of a common bond in motivating or
persuading individuals. That is, messages related to common bond tend to induce cognitive processes (Postmes
and Spears 2000). For one, Cyr et al. (2018) uses ELM to investigate the persuasiveness of common bond in
website designs. In the same vein, Chung and Han (2017) demonstrate the relationship of common bond
messages and tourists’ persuasion in social media. In the context of information security, especially in password
security, common bond messages have a strong potential to impact the audience’s cognition because it is widely
recognized that commonly used passwords have a higher risk of being guessed in comparison to less commonly
used passwords (Pinkas and Sander 2002). As a result, we propose common bond as the third type of
persuasive message in this study.

Next, we transform our conceptual design into an actual implementation of an augmented password
strength meter to develop a “situated implementation of an artifact” (as defined by Gregor and Hevner 2013).
We will then evaluate the performance of this design through a series of experiments where we connect the
outcomes of these experiments back to our design principle and ELM. The first experiment serves as a proof-
of-concept where we use a survey-based experiment to gauge whether the audience of our augmented password
strength meter carefully considers the messages (i.e., whether our messages are likely to be processed through
the central route as intended). Following that, a proof-of-value experiment is conducted in a controlled
laboratory setting to examine whether our augmented password strength meters lead users to change their
behavior. Lastly, we generalize our results by performing a proof-of-use experiment where our augmented
password strength meters are implemented in the field. We describe how our conceptual design is specifically

implemented and evaluated in the next section.

3. Design Implementation and Evaluation Method

In this section, we describe the implementation of the proposed conceptual design. Specifically, we discuss the
baseline password strength meter and how the strength of a password is calculated. Following that, we explain
how each type of proposed persuasive messages is integrated into password strength meters. Lastly, we propose

evaluation methods that validate the performance of our designs.



3.1 Baseline Password Strength Meter

We first describe the password strength meter that will be used as the baseline in our study, along with how the
strength of a password is calculated. Note that password strength can be measured in many different ways, and
an industry or academic standard does not exist. In our work, we adopt an approach that calculates password
strength by using a probabilistic model called the Backoff Markov Model, which is consistently cited as one of
the best models for our type of experiments (e.g., Ma et al. 2014; Ur et al. 2015). Specifically, we calculate
password strength in our experiments using the Backoff Markov Model with end symbol normalization
proposed by Ma et al. (2014).! The model uses machine learning to predict the probability that a given password
will be chosen. The Backoff Markov Model allows us to maintain consistent comparisons of password strength
across experimental treatments. To ensure realism and provide a baseline for password strength calculations,
we train the model using the RockYou password dataset.? This dataset contains over 32 million passwords in
plaintext from the publicly leaked social application site RockYou from December 2009, making it one of the
largest plaintext password lists. It is also considered one of the best password lists available by several security
researchers (e.g., Bowes 2015). In this paper, we use the RockYou list provided by SkullSecurity, which only
contains the passwords while other information (e.g., username, email) is removed.

The baseline meter displays a strength label as shown in Figure 1 (a strong password has been entered in
the example shown). Displaying a strength label to the user is a standard practice by many major websites and
systems (Furnell 2011). Our meter displays one of the following strength labels based on the results generated
by the Backoff Markov Model from the password entered: Weak, Medium, Strong. The password is considered
“Weak” if its probability calculated by the model is within the top 300,000 weakest passwords. Specifically, if
an attacker tries passwords following a descending order of the probability generated by the model, the account

will be compromised in 300,000 attempts. The password is considered “Medium” if its probability is greater

I Further details regarding the Backoff Markov Model are available in Appendix A. As a robustness test, we also use an
entropy-based measurement (Taha et al. 2013) to calculate password strengths instead. The results remain qualitatively
similar with both password strength calculation approaches. Details are available in Appendix E.4.

2 We also consider the Yahoo dataset (leaked in 2012, contains approximately 450,000 records) as an alternative training
dataset. The labels of passwords generated by the alternative model are consistent with those of the main model
(approximately 2% of the passwords have different labels between these two training datasets).
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than the top 300,000 but less than the top 5,000,000 weakest passwords. Finally, if the probability of a password
is not in the top 5,000,000 weakest passwords, we label the password as “Strong”. These thresholds are chosen
based on guidelines used in previous password strength research (e.g., Ur et al. 2012). Note that these strength

thresholds are always the same across all password strength meter types used in our study.

Please choose a password. The password needs to have at least 6 characters.

password
v
Strong
confirm
.
submit

Figure 1: Password Generation Interface

The strength of the entered password (and any additional warning message) is calculated and shown in all
treatments when the user moves their cursor away from the input box (i.e., after the user types in the input box,
but before the user clicks “submit”). That is, our web-based software listens to an event of the password input
tield in Javascript called focusont, which is triggered when an element loses focus (e.g., when a cursor is out of
an input field). Once an event is triggered, the script estimating and displaying the strength of passwords is
executed. All necessary data are transmitted to users’ browser by using Javascript and AJAX calls when the
webpage is loaded, and password strength is calculated based on the Backoff Markov Model. We then derive

the persuasive message that will be shown to the user as described in the following subsections.

3.2 Password Strength Meter with Fear Appeals Message

With the use of fear appeals in prior ELM-related studies in other contexts, there are many mechanisms that
may be used to manipulate fear appeals in a password security setting. One such mechanism is the perception
of susceptibility and vulnerability to a threat. In the case of our proposed password strength meter, we persuade
users by incorporating fear appeals into the warning message feedback. A fear appeal is comprised of a message
that includes the severity and susceptibility of a threat, and the ability to alleviate the threat (Johnston and
Warkentin 2010). Particularly, our design displays the calculated average time that would be required to crack

an entered password by estimating the time needed for an attacker to continuously attack the account, starting



from the most popular passwords. Based upon real-world scenarios, we implement a conservative assumption
that the attacker can try 100 passwords per second (Mirante and Cappos 2013). Under a scenario where a weak
password was entered into the meter, an example of the fear appeals warning message is “Weak. We estimate
that it takes 10 seconds to crack your password, assuming that the attacker can try 100 passwords every second.”
The time displayed to the user invokes the perceived threat susceptibility of not generating a strong password.
That is, a short amount of time calculated by the password strength meter would increase the saliency of
susceptibility and vulnerability to the threat of the password getting cracked quickly, invoking a fear appeal to
generate a stronger password. Figure 2 illustrates an example of the fear appeal message incorporated in a
password strength meter under a weak password.

Please choose a password. The password needs to have at least 6 characters.

password
...... @
Weak
confirm
| ) We estimate that it takes 10 seconds to crack your
. password, assuming that the attacker can try 100
submit
passwords every second.

Figure 2: Password Strength Meter with Fear Appeals Message

3.3 Password Strength Meter with Peer Comparison Message

Prior ELM-related works have consistently demonstrated that peer comparison messages tend to be effective
in persuading users to saliently change their behavior. Therefore, we consider a message design that stimulates
users’ password-generating behavior using peer comparisons in this subsection. Peer comparisons can result
from the display of peer data (e.g., Bolton 2014; Ophoff and Janowski 2015), and awareness of oneself in group
settings. In that vein, a message provides peer data to situate oneself in a peer comparison. The pressure arising
from that comparison manifests as the individual taking action to control and/or improve their password based
upon how it compares to others. Specifically, we designed the password strength meter to include a warning
message that contains the rank of the password in comparison to an implied leaderboard. The rank is calculated

by first generating a list of passwords using the Backoff Markov Model described earlier. Following that, the
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passwords are sorted into descending order by the probability of the password matching other passwords from
the model output. That is, weaker passwords (i.e., those with a higher probability of matching other passwords)
are output earlier and with a lower rank, whereas stronger passwords will have a higher rank. The list of ranked
passwords is then used as a set to determine the rank of the password entered in the password strength meter
by a participant. Specifically, we pick passwords that have a rank of only one significant digit (e.g., 10, 20, ...,
100, 200, ...) from the list and calculate the corresponding probability, resulting in a rank-probability pair for
each password. Then, we calculate the probability of the entered password, and match the probability with the
closest rank-probability pair generated earlier. The rank of the password is estimated as the highest rank whose
corresponding probability is smaller than the probability of the entered password. In this way, we essentially
round up the actual rank of the password and display one significant digit. Under a scenario where a weak
password was entered into the meter, an example of the peer comparison warning message for a password of
rank 291 is “Weak. We estimate that the password you chose is among the 300 weakest passwords.” Figure 3
illustrates an example of the peer comparison message incorporated in a password strength meter when a week

password was entered.

Please choose a password. The password needs to have at least 6 characters.

password

Weak
______ 2 We estimate that the password you chose is among the

300 weakest passwords.

submit

Figure 3: Password Strength Meter with Peer Comparison Message
3.4 Password Strength Meter with Common Bond Message
Messages that incorporate a common bond are particulatly effective in persuading users in prior ELM-related
studies in other contexts. In addition, common bond is a critical factor during the decision-making process

when faced with risk (Rubinstein 1988). In the password meter context, displaying a probability to a user is one

of applicable methods for communicating the level of risk (e.g., Slovic et al. 2000; Visschers et al. 2009). That
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is, the level of bond between a given password and other passwords can be communicated by calculating the
probability that the given password will match those passwords already entered into the system. Therefore, if a
password has a strong bond (e.g., high probability of match), then the user will face an increased level of risk
of their password being breached by an attacker in comparison with those passwords that have a weak bond.
To persuade users using a common bond message, we designed the password strength meter to include a
warning message that contains the calculated strength of the password entered into the password strength
meter, along with an estimated number of accounts that use the same password. The estimated value is based
upon an assumption of 10 billion accounts globally, using the Backoff Markov Model. An example of the
similarity warning message for a password having a probability of matching others in the list of 0.001 is “Weak.
We estimate that about 10,000,000 other accounts will have the same password as you within 10 billion
accounts.” Figure 4 illustrates an example of the common bond message incorporated in a password strength

meter when a weak password was entered.

Please choose a password. The password needs to have at least 6 characters.

password
""" 4 Weak
confirm
...... a We estimate that about 10,000,000 other accounts will
have the same password as you within 10 billion
submit
accounts

Figure 4: Password Strength Meter with Common Bond Message

3.5 Design Evaluations

Evaluating the performance of our proposed design in the context of password-generating behavior can be
challenging because such a behavior is dynamic and complex. Therefore, we utilized a multimethod approach
by developing three independent quantitative studies that complement each other. By using multiple methods,
we seek to explore password strength meters from multiple views, reinforce findings, and address weaknesses
in each independent approach. Accordingly, we first use a survey-based study to understand how the users react

to different types of the proposed persuasive message (i.e., whether the messages we provide are likely to be
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processed through the central route according to ELM as intended). In addition, the survey allows us to
compare if different types of persuasive message make different behavioral constructs salient for respondents.
Therefore, the survey can help establish the proof-of-concept of our proposed design. Next, we evaluate the
effectiveness of our proposed augmented password strength meter through a randomized controlled
experiment. Such an experiment allows us to maximize the internal validity of the design by limiting possible
confounding factors and selection effects that may occur in other research methodologies. Hence, the
controlled experiment allows us to establish the proof-of-value of our proposed design. Finally, some concerns
could be raised regarding external validity due to the artificiality of the setting used in the laboratory experiment.
For that reason, we validate the results by partnering with a website to conduct a field experiment. In that
regard, the field experiment helps in validating the proof-of-use of our proposed design. In summary, our
evaluation methods achieve three purposes of multimethod research: complementarity of views by enhancing
the results of persuasive messages, corroboration of results across studies, and compensation by using multiple
methods to eliminate the weaknesses of each individual method (Venkatesh et al. 2013). Our design also fulfills
the design science paradigm of going the last research mile (Nunamaker et al. 2015).

Unless otherwise noted in each study, we implemented four treatments using a between-subjects design
with random assignment for each of the experiments that follow in Sections 4 to Section 6. Three of the
treatments make use of the augmented password strength meter with persuasive messages we proposed,
whereas the fourth serves as a control treatment. That is, the control treatment only includes a warning message
for the label derived from the calculated strength of the password entered (e.g., Weak, Medium, Strong).
Meanwhile, the three treatments displayed persuasive messages based upon one of the following: Fear Appeals
(Time), Peer Comparisons (Rank), or Common Bond (Probability).

Table 1 provides the link between the type of persuasive message and experimental treatment. Note, a
password length of at least six characters was required for all treatments. No other requirements for password
complexity were required. Overall, each of the three treatments (time, rank, probability) provides a warning
message communicated by the password strength meter to the participants such that the message is likely to

provoke the recipients’ cognitive thought regarding their input password (i.e., likely to be processed through
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the central route according to ELM). Each treatment (including control) always retains the password strength
label, and the strength of an entered password will always be the same across all treatments. Therefore, our
implementation of the conceptual design of the augmented password strength meter provides a controlled
manipulation of the warning message, and an ideal point of comparison for experimentation. In the next three
sections, we discuss a set of studies used to evaluate our proposed design and the corresponding results.

Table 1. Operationalization of Persuasive Messages as Experimental Treatments

Message Type Treatment | Warning Message

None Control Strength

Fear Appeals Time Strength + Time to crack

Peer Comparisons Rank Strength + Comparison to others’
Common Bond Probability Strength + Popularity of password

4. Study 1: Evaluating Persuasive Message Saliency

The core principle of our proposed design is to use persuasive messages that are likely to be processed through
the central route according to ELM to enhance users’ comprehension of password security which, in turn,
improves password-generating behavior. However, it is important to note that persuading users through central
route processing is not necessarily trivial and improperly designed stimuli usually fail to take the central route
(Petty et al. 1983). So, we first seek to determine if our proposed stimuli (i.e., persuasive messages) are
successfully processed through the central route by the message recipients (i.e., whether the message recipients
carefully and comprehensively consider the messages). Here, we use surveys to measure how users respond to
our proposed designs in comparison with a standard password strength meter to demonstrate proof-of-concept
for further studies. In other words, do we observe evidence that persuasive messages allow users to carefully
and comprehensively consider the implications of having stronger passwords? We implement an exploratory

survey-based study to answer that question.
4.1 Survey Design

We draw upon two previous studies used in security research to assist in evaluating the saliency of our
persuasive messages. Iirst, Johnston and Warkentin (2010) have shown that compliance with information

security recommendations can be influenced by persuasive messages, notably those messages relating to fear
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appeals. Their research has been widely cited by the literature and the measures used are easily adaptable to
research using password strength meters. We also draw upon Cho et al. (2010) and their work on optimistic
bias. We do so because optimistic bias considers how individuals judge their own and others’ risk when faced
with a decision affecting information security contexts. Constructs from these two theories are also used in
conjunction with ELM in the literature to examine the processing route of a stimulus (e.g., Ahn et al. 2014;
Dunbar et al. 2014). That is, if individuals respond differently to the warning messages in comparison to a
control treatment, then persuasive messages would appear to be processed through the central route processing
in ELM as intended and provide initial evidence that users carefully and comprehensively consider the
messages, which may eventually enhance their password-generating behavior.

Note that the purpose of this survey-based study is not to develop new theory. Instead, our goal is to
explore potential changes in well-known models for measuring information security behaviors, thereby
providing evidence of comprehension of the warning messages and motivation for additional follow-up studies.
Therefore, we use the constructs defined by Johnston and Warkentin (2010) and Cho et al. (2010), with minor
modifications to wording for the password meter context. From the former paper, we utilize Perceived Severity,
Perceived Susceptibility, Response Efficacy, and Self Efficacy. These four constructs capture the understanding
of the consequences, likelihood of theft, effectiveness, and difficulty of choosing a particular password. From
the latter paper, we utilize two measures of Perceived Vulnerability to password theft for a user (Yours) and
others in society (Others). These two constructs allow users to situate the risk of their password strength in
comparison with other users. The Perceived Vulnerability measures (i.e., Yours, Others) are used by Cho et al.
(2010) as separate dependent variables in their model, so we also use them as dependent variables predicted by
the two Efficacy constructs from Johnston and Warkentin (2010), which are in turn predicted by Severity and
Susceptibility (additional details to follow in Section 4.3).

In Section 2.3, we motivated three types of messages that could be drawn upon for the creation of enhanced
warning messages for a password strength meter. To maximize the manipulation of the password strength
meter for evaluating message saliency (i.e., display the worst outcome), we use a Weak password warning

message as the label shown by the password strength meter in the survey-based experiment.
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4.2 Survey Implementation

Surveys were distributed electronically using Qualtrics during fall semester at a large university in the southwest
United States. Students were all undergraduates and represented various majors across the management school
(e.g., accounting, finance, information systems, marketing, economics, organizational behavior, etc.).
Participation was limited to those aged 18 years or older but was otherwise largely homogeneous given we
sampled from an undergraduate student population. Participants were made aware that their responses to the
survey would be recorded anonymously and confidentially and course credit was awarded to students for survey
completion. Attention-catching questions were used throughout the survey to ensure that participants were
carefully reading and responding to the survey questions.

Participants were presented with a hypothetical scenario in which they are required to create an account
for use on an online discussion forum (similar to Study 3 in Section 6). After reading the scenario, the
participants viewed a screenshot of a password strength meter for their randomly assigned treatment.
Subsequently, participants were then presented with measures from the constructs described earlier (Cho et al.
2010; Johnston and Warkentin 2010). All survey questions were presented as a Likert-type scale ranging
between 1 and 7 such that 1 indicates that the participant strongly disagrees with the statement, and 7 indicates
that the participant strongly agrees with the statement. Adjustments for reverse coding were made when
necessary to be consistent across measures and are noted in Appendix B. Out of 282 surveys completed, 253
were retained after dropping those responses that were found after further review to be substantially
incomplete. Counts of participants assigned to each treatment are as follows: 65 are assigned to the control
group, 61 are in time, 64 are in rank, and 63 are in probability. Details regarding randomization checks of

participants in this study are provided in Appendix E.5.

4.3 Survey Evaluation

We present the results of the survey using a PLS multi-group analysis to determine if there exists evidence that
users carefully and comprehensively consider the added persuasive messages (i.e., likely process the message
through the central route processing of ELM), potentially persuading a change in behavior. We conducted all

of the preliminary analyses to ensure the reliability of the scales through the appropriate multivariate tests to
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establish discriminant validity, convergent validity, and internal consistency (Gefen and Straub 2005). For the
sake of brevity, tests for reliability and validity are discussed in detail along with the results of the preliminary
analyses in Appendix B.

Table 2 presents the results of a PLS multi-group analysis (MGA). We used SmartPLS 3.2.7 (Ringle et al.
2015) for the analyses and specified bootstrapping with 500 re-samples for calculating the standard errors. The
results of our exploratory multi-group analysis in the survey-based study provides evidence that the persuasive
messages presented by our augmented password strength meter are salient to participants and manifest as self-
reported differences in the measured relationships between commonly used security related constructs in
comparison to a control. The results indicate that the users responded differently to the different treatments.

Table 2: Multi-Group Analysis: Control vs. Persuasive Message Treatments

Relationship Difference in Coefficient: Control vs. Treated
Time Rank Probability
Perceived Severity <> Response Efficacy 0.16 - -0.04 - -0.13 -
Perceived Severity <= Self Efficacy -0.03 - 0.08 - -0.23 -
Perceived Susceptibility <> Response Efficacy 037 | p=0.06| 0.06 - 0.22 -
Perceived Susceptibility <> Self Efficacy -0.26 3 -0.15 - -0.36 | p=0.06
Response Efficacy <> Your Perceived Vulnerability 024 1p=0.10| -0.10 : 0.14 -
Response Efficacy <> Others’ Perceived Vulnerability 0.22 - 040 |p=0.04] -0.01 -
Self Efficacy <> Your Perceived Vulnerability -0.21 - 0.04 - -0.27 | p=0.06
Self Efficacy <> Others’ Perceived Vulnerability 0.04 - -0.19 - -0.13 -

We focus our analysis on the individual effectiveness of each persuasive message treatment in comparison
to a standard password strength meter (i.e., our control treatment). The fact that there is no overlap of
significant results when comparing the treated groups to the control group (Table 2) indicates that the
persuasive messages seem to be activating the salience of the messages through different constructs. Further,
the constructs that are activated are consistent with the type of messages that were used in each password
conditions. For instance, when comparing “Rank” to the control group (center column in Table 2), we observe
a significant and quite large difference for the relationship between response efficacy and others’ perceived
vulnerability. Recall the message conveyed in the rank treatment persuades the user to take action by comparing
oneself to a group of others. Accordingly, we observe a significant result that allows individuals to judge that

others would be less effective at their ability to respond to the challenges of choosing a strong password. Similar
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evidence arises for the time and probability treatments, in that there are two relationships for each treatment
that indicate significant differences in coefficients in comparison to the control treatment. Comparing “Time”
to the control group (left column in Table 2) we observe significant effects from the persuasive message that
heighten the susceptibility of the password being stolen, correlating to difficulty using hard-to-guess passwords
and increased vulnerability towards becoming a victim. These two results are consistent with the meaning of
the message in the time treatment. In this case, the message suggests the participants password would be cracked
in 10 seconds, making salient the perception of a helpless task. Similarly, the comparison of “Probability” to
the control group (right column in Table 2) indicates that self efficacy is negatively associated with both
susceptibility and their perceived vulnerability. At first glance, we might have expected positive relationships
instead of negative. However, upon a closer examination at the meaning of the message, the results are not so
surprising. The treatment message suggests the individual faces a probability that can easily be improved
(activating self efficacy), and therefore can make the password stronger.

The results of the preliminary proof-of-concept study suggest that individuals appear to process the
stimulus through the central route as designed. They tend to understand the implications of the password
strength meter messages better and their reactions are consistent with the type of persuasive message of each
treatment. Therefore, we can expect that users will likely change their behaviors if the password strength meter

is implemented. This is the focus of our next two experiments.

5. Study 2: Evaluating the Design in a Laboratory Experiment

Next, we evaluate the effectiveness of our proposed password strength meter in a randomized controlled
experiment to establish proof-of-value. Random assighment of experimental manipulations in a controlled
setting allows us to minimize possible confounding and selection effects that otherwise may plague survey-
based, field, or naturally occurring data. We can therefore associate treatment effects directly to the experimental
manipulations, rather than potentially uncontrolled factors. Accordingly, we conduct our experiment on the
platform provided by Amazon Mechanical Turk (MTurk) because it offers the following advantages. First,
participant samples on MTurk have been validated to be equally representative to other Internet-based field

experiment samples (Buhrmester et al. 2011), and they are consistent with student and community samples
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(Goodman et al. 2013). In addition, previous literature has shown that findings from a traditional source (e.g.,
students, employees) can be replicated using MTurk as the soutce of participants (Steelman et al. 2014).
Furthermore, MTurk enables us to have a high level of control over specifying required participant
demographics, such as nationality. As a result, MTurk has been used as a source of participants for many
experimental studies in recent years (e.g., Jenkins et al. 2016; Steelman et al. 2014). Next, we describe the

measurements we use to evaluate the performance of the proposed password strength meters.

5.1 Measurements

Our first measure evaluates the strength of the password generated, representing the most important purpose
of password strength meters. Note that in our study, we measure the increase in password strength after
receiving the warning message from the password strength meter rather than just considering final password
strength. The choice of our measurement here differentiates our work from other works that only focus on
tinal password strength, as doing so could lead to significantly misleading interpretations of password strength
meter effectiveness. For instance, some users initially enter a strong password that is never changed, whereas
other users initially enter a weak password but change it in response to password strength meter feedback.
These two types of users should not be interpreted as the same in an analysis. If we were to only observe the
strength of the final password, it is impossible to distinguish those two aforementioned types of users, and they
will be treated similarly (e.g., users with a strong password) in an analysis. Note that password strength follows
the power law distribution by nature, so we employ a common practice in the literature (e.g., Vance et al. 2013)
by applying the natural logarithm to the value of password strength generated by the Backoff Markov Model.
Second, password strength meters should encourage users to choose strong passwords by nudging them
to revise originally entered passwords to those that are stronger. This aspect of password strength meters is
crucially important but often overlooked by other password strength meter studies. To highlight this point,
consider a password strength meter that is significantly effective in promoting users to think about and enter a
strong password. However, users under this meter do not change the originally chosen password but may
instead promise themselves they will change the password later. In such a scenario, it cannot be claimed that

the password strength meter in question is effective because the password strength has not been revised.
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Further, in many contexts—passwords and security behaviors included—individuals become accustomed to
engaging in certain behaviors. In the password generation context, individuals are not only accustomed to
choosing weak passwords (Zhang et al. 2009; Zviran and Haga 1999), but also reuse those weak passwords
across many systems (Ives et al. 2004). Therefore, individuals may require some level of nudging to disengage
from the poor password security that they are accustomed to choosing. Prior research has shown that from a
policy perspective, “gentle nudges” can be implemented to affect the stickiness of norms of behavior (Kahan
2000). Similarly, nudging has been implemented to affect choice while guiding individuals towards better
outcomes (John et al. 2009). As applied to our study, we evaluate whether improved user comprehension of
persuasive warning messages will nudge users, motivating them to respond by revising their entered passwords.

Third, in addition to affecting password strength and password revisions, persuasive messages may also
encourage users to become more involved in understanding how to create strong passwords to prevent future
harm. Prior research has shown that mere awareness of possible security countermeasures is enough to motivate
individuals to engage (disengage) in desired (from undesired) behaviors (Anderson and Agarwal 2010; D'Arcy
et al. 2009; Spears and Barki 2010). The increased awareness of security also improves the security skills in
individuals’ practiced behavior (Reddy and Rao 2016). As applied to a password strength meter, efforts to learn
more about password security can be measured by tracking user involvement with the meter. That is, in our
study, we present a link at the bottom of the password strength meter labeled as “Tips toward strong password”.
Users that click on the link are educated on how to create stronger passwords, thereby promoting security

awareness. Next, we introduce the experimental design and implementation of the password strength meter.

5.2 Experimental Design and Implementation

In this section, we discuss how the study is presented to the participants. Our experiment involves the collection
and analysis of passwords, so we are required by the principle of informed consent to disclose to the subjects
that they are participating in a study regarding password generation and usage, that passwords generated in this
study will be recorded, and that they should not use any of their existing passwords. Although previous literature
has shown there is no significant difference in participant behavior in fully disclosed experiments and

experiments that employ deception (Bonetti 1998), some concerns could be raised regarding potential biases
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that may occur because of such disclosure. For example, it is possible that tasks in the study may not be taken
seriously (e.g., randomly picking passwords without an intent to remember). Therefore, we verify that
participants remember the password they generated (see details in Section C.6 in the online appendix). In
addition, we validate the results through a randomized field experiment to ensure that the results carry over in
a more realistic setting (see Section 0).

5.2.1 Hypothetical Scenarios

To ensure that participants experience sufficient realism and purpose, while at the same time maintaining
control of the experimental environment, we require that participants create an online account and enter a
password using our password strength meter in the process. In this regard, we designed and implemented
randomly assigned hypothetical scenarios that required account creation, simultaneously enhancing realism and
establishing a purpose for participating in the experiment. Treatments were also randomly assigned, so any
systematic bias would be equally likely in each scenario and treatment.

Protection motivation theory (Rogers 1975) and the theory of planned behavior (Ajzen 1985) indicate that
users would protect themselves differently based on the potential loss involved. For example, users might react
more to the password strength meter when the account they are using stores important information in contrast
to how users might react when the account stores unimportant information. In that regard, we derive and
implement hypothetical scenarios as follows. At the beginning of the experiment, each participant is presented
with one randomly assigned hypothetical scenario from a list of three scenarios: Forum, Restanrant, and Bank.
The instructions that participants receive in each scenario are listed in Appendix C. These scenarios were chosen
because they each require a different level of sensitivity in the information necessary to setup the online account.
The Forum scenario is the simplest of the three and is designed to represent a user that creates an online
account to access a bulletin board system (e.g., phpBB). In this scenario, the system only asks for users’ email
address. The next scenario is Restaurant, and it differentiates from Forum because an online account in the
Restaurant scenario requires additional explicit personal information (e.g., name and address). An example of
the Restaurant scenario would be setting up an account with a restaurant that provides food delivery services.

Lastly, the Bank scenario is the most sensitive of the three, as it requires users to store both financial and
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personal information in the online account (e.g., online banking). We also included a clickable button with a
caption “Tips toward strong password” at the bottom of the password strength meter in each of the scenarios.
If the button is clicked, password generation tips are displayed to the user.?

5.2.2 Data Collection

To ensure that the system worked as intended, we first conducted a pilot test and made minor adjustments to
the software as necessary. The details presented here are for the full study that followed. For each participant,
we recorded an entire history of passwords generated using the password strength meter. All interactions with
the system, including sequential events such as clicking the “Tips toward strong password” button, were
recorded for use in the analysis.

The MTurk sample recruited for the experiment consisted of 500 participants. At the beginning of the
study, participants consented to take part in the experiment. At that time, it was made clear to all participants
that passwords would be collected and analyzed in an unencrypted, but anonymized manner. All participants
that completed the experiment were compensated $0.75 USD. Although the amount may appear to be very
small, it is consistent with payoff guidelines in the literature (e.g., Barger et al. 2011).

Participation was limited to those aged 18 years or older per Amazon Mechanical Turk’s terms of use and
located in the United States. 74 out of the 500 participants we recruited are from 18 to 22; 202 of them are
from 23 to 30; 133 of them are from 31 to 40; 64 of them are from 41 to 50; 25 of them are more than 51 and
the remaining two refused to provide their age. Of the 497 participants who were willing to tell us their gender,
283 of them are male and 214 of them are female. The majority of participants have attended some college (no
degree), or have a bachelor’s degree (i.e., counts of 192 and 205, respectively). For the rest of the participants,
41 are high school graduates; 47 have a master’s degree, 8 have a professional degree, and 6 have a doctoral
degree. Three participants did not reveal their education level. These participants were randomly assigned to 4
groups and 3 scenarios: 116 are assigned to the control group, 133 are in time treatment, 131 are in rank, and
120 are in probability. As per the scenario assignment, 180 are in bank, 166 are in restaurant, and 150 are in

forum. The details of the treatment/scenario assignment, and the post-test survey to ensure the reliability of

3 See https:/ /suppott.microsoft.com/en-us/help/4026406/ microsoft-account-how-to-create-a-strong-password
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participants’ data are presented in Appendix C. In addition, details regarding randomization checks of

participants in this study are provided in Appendix E.5.

5.3 Results

In this section, we present the results of our controlled laboratory experiment. Here, we utilize a regression
framework with the following specification as our primary method of analysis:
DV = ay + a1Age + a,Gender + azEducation + ;Time + ,Rank + 3 Probability
+ y1Restaurant + y,Forum + ¢,

where DV represents three dependent variables described in Section 6.1. @y to a3 capture the effect of the
control vatiables, 1 to 3 capture the effect of the persuasive messages, using the traditional password strength
meter (i.e., no persuasive message) as a baseline, ¥ and Y, capture the effect of hypothetical scenarios, using
the bank scenatio as a baseline. The treatment variables (i.e., Time, Rank, and Probability) are binary
variables that take the value one for participants who observe such treatments and zero otherwise. For example,
Time = 1 for participants who observe the password strength meter with fear appeals message. Meanwhile,
our demographic survey question regarding participants’ age is in a “bin” format so we use the middle of each
bin as the age variable in the analysis, and gender is a dummy variable where 0 represents male participants and
1 represents female participants. Lastly, education is the number of years required to complete the education
level that the participant chose (e.g., 12 for a high school diploma, 16 for a bachelor’s degree, etc.) Note that
the first dependent variable (diff_strength), representing the increase in the natural logarithm of the password
strength before/after observing the warning message from the password strength meter, is a continuous
variable. So, we report the results using linear regression analysis. The second dependent variable (7un_resel)
represents the number of occasions that participants change their passwords immediately after observing the
warning message from the password strength meter. Because it is a count variable, we report the results using
a Poisson regression analysis. Lastly, the third dependent variable (larn_more) is a binary variable that takes a
value of one for participants who visit the link to learn more about password security and zero otherwise.

Therefore, we report the results using a logistic regression analysis.
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Table 3: Results from the regression analyses

\dif_strength Vasm_reset Vearn_more
Treatment
time 0.031 (0.028) 0.288 (0.357) -0.263 (0.355)
rank 0.089%* (0.028) 0.993%* (0.322) -0.510 (0.370)
robability 0.046 (0.029) 0.107 (0.339) -0.396 (0.373)
Scenario
restaurant 0.047 (0.024) 0.370 (0.251) 0.005 (0.3006)
forum 0.063* (0.024) 0.389 (0.255) -0.304 (0.303)
Control
age -0.001 (0.010) -0.079 (0.100) 0.017 (0.128)
gender 0.011 (0.020) -0.119 (0.209) -0.050 (0.267)
education 0.002 (0.011) -0.147 (0.119) 0.045 (0.142)
Constant -0.039 (0.048) -1.754%%* (0.524) -1.628** (0.618)
Observations 497 497 497
R-squared 0.034 0.033 0.008
Notes. Standard errors in parentheses. *** p < 0.001, ** » < 0.01, * p <0.05, 1 p <0.10

Table 3 reports the results from our regression analyses. First, we find that none of the control variables
have a statistically significant influence at p < 0.05 on any of the dependent variables. For the difference in
password strength, our analysis reveals that although the average increases in password strength of all 3 types
of persuasive messages are higher than the control, only the difference of rank is statistically significant. The
next largest increase in password strength is observed in the probability treatment, followed by the #ne treatment.
Interestingly, contrary to conventional wisdom, the password strength meters work better in the forum scenario
compared to the bank scenario in terms of inducing users to create a stronger password. As for the effect of
our proposed password strength meter on the number of occasions where users change their password after
observing a warning message provided by the password strength meter, our results are consistent with the
results on the increase in password strength. We observe that all 3 types of persuasive message yield a higher
number of occasions where users change their password in comparison to the control group where no
persuasive message is provided. However, only the difference of rank is statistically significant at p < 0.01. In
addition, the scenario does not have any significant effect here. Lastly, the results show that there is no
significant difference between the three treatment groups and the control group in terms of the number of

times where users click the password generation tips. Note that the analyses here only contain 497 observations
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because we lost 3 participants who refused to answer the demographic questions. However, the results are
qualitatively similar when we include those participants and exclude control variables from the analyses.

Next, we expand on the interesting result where the average increase in password strength is lowest in the
bank scenario. Recall that user accounts in the bank scenario store both personal information and financial
information. Therefore, one would intuitively expect that users in the bank scenario would be more concerned
about the security of their account and thus would be more responsive to the proposed password strength
meters in comparison with the restaurant scenario (only personal information stored), and the forum scenario
(no personal/financial information stored). However, it turns out that our proposed password strength meter
works significantly better in terms of inducing users to select stronger passwords for the forum scenario, which
has the lowest level of security concerns. It is worth noting that we also observe a similar pattern for the
difference in the number of occasions that users change their password after observing the warning message
generated by password strength meters (i.e., users under bank scenario change their passwords less often in
comparison to users in the other two scenarios). However, the difference in that metric is not statistically
significant at p < 0.05. A possible explanation for this counter-intuitive result is that users tend to believe that
financial-related websites usually offer other techniques to protect their account (e.g., sending a confirmation
code to their cell phones, fraud detection techniques, etc.), so they do not tend to set a strong password in such
a scenario. Alternatively, one may argue that users in the bank scenario may initially generate a more secure
password in comparison to users in other scenarios. As a result, there is less room for improvement after
observing the warning message displayed by the password strength meter. Therefore, to control for such an
effect, we add another control variable, 7nitial_strength_label, which is the label of the first password generated
observed by each user, to the model and rerun the regression analyses on all of our dependent variables.

The results, reported in Table 4, show that the initial password strength indeed plays an important role in
determining the increase in password strength and the number of occasions that users change their password
after observing the warning message generated by password strength meters. However, even when the initial

password strength is included in the model, the coefficients of both the average increase in password strength
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and the number of occasions that users change their password after observing the warning message generated
by password strength meters across scenarios are still positive and statistically significant.

Table 4: Results from the regression analyses (controlling for the initial strength label)

|dzﬁ_xireﬂgf/y |ﬂ%/7i_7€5‘6’f |/eam_more
Treatment
time 0.030 (0.027) 0.286 (0.358) -0.507 (0.371)
rank 0.089%* (0.027) 0.980%* (0.322) -0.260 (0.355)
robability 0.043 (0.028) 0.107 (0.339) -0.389 (0.373)
Scenario
restaurant 0.039 (0.023) 0.301 (0.252) 0.019 (0.307)
forum 0.045 (0.024) 0.289 (0.259) -0.271 (0.3306)
Control
age 0.004 (0.009) -0.054 (0.100) 0.010 (0.129)
gender 0.009 (0.019) -0.109 (0.210) -0.046 (0.267)
education 0.002 (0.010) -0.156 (0.121) 0.044 (0.142)
initial_strength_label -0.086*** (0.014) -0.400%* (0.125) 0.155 (0.209)
Constant 0.183** (0.059) -0.746 (0.614) -2.030%* (0.823)
Observations 497 497 497
R-squared 0.103 0.050 0.010
Notes. Standard errors in parentheses. *** p < 0.001, ** » < 0.01, * p <0.05, 1 p <0.10

In addition to the main models presented above, we also conduct several additional analyses as follows.
First, one may argue that some participants may not generate a strong password because they do not know how
to do so. To control for this potential confounding factor, we add the variable /arn_more as another control
variable to the model that examines diff_strength and num_reset. The results, presented in Appendix E.1, are
qualitatively similar to our main results. Second, we demonstrate that the variable nunz_reset is a mediator of the
effect of proposed password strength meters on djff_strength. The complete results of the mediation analysis are
presented in Appendix E.2. Third, we consider the moderation role of iuitial_strength_labe/ on the treatment
effects, where the results are reported in Appendix E.3. We find that initial_strength_label indeed moderates the
effect of proposed password strength meters on diff_strength but the moderation effects on num_reset and
learn_more is not statistically significant. Fourth, we consider an alternative password strength calculation using
password entropy. The results, which are qualitatively similar to our main results, are reported in Appendix E.4.

In summary, the randomized laboratory experiment demonstrates that our ELM augmented password

strength meter is significantly more effective than the traditional one in terms of increasing the strength of the
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password and the number of occasions the user changes the password immediately after observing the meter
for the rank treatment (i.c., peer comparison persuasive message). However, there could be some concerns
regarding the external validity of the results, primarily because of the informed consent part of the experiment
where users are aware that they are being observed in an experiment regarding passwords. Further, the stakes
for participants are lower in lab studies as compared to field studies, which could lead to conservative results
due to less cognitive effort for participants (e.g., Levitt and List 2007). In a lab experiment, the only thing at
stake is earning a payoff, whereas in a field experiment a participant’s account could be compromised. That
aspect may lead to higher cognitive effort in comparison to a lab experiment and thus the central route of the
ELM could be more likely to be followed. To alleviate such concerns, we next conduct a randomized field

experiment to further validate the results in a realistic setting.

6. Study 3: Validating the Design in a Real-World Setting

In the third study, we seek to establish the validity of the results we observe in the laboratory experiment. Doing
so would constitute “going the last research mile” in establishing proof-of-use of our design (Nunamaker et al.
2015). In that regard, we collaborated with a small website in Asia to conduct a field experiment. The partner
website is an online forum that provides a platform for users to discuss local deals and promotions. More than
95% of the visitors are from the country in which the website operates. Consistent with our definition of the
forum scenario in the laboratory experiment, the platform only requires the user to provide a valid email
address. No other personal information (e.g., name, gender, address, etc.) is required in the registration process.
The experimental design is similar to the laboratory experiment described in Section 5. That is, users who visit
the partner website and register for a new account during the experimental period are randomized into one of
the four treatments (i.e., control, time, rank, probability).# Obviously, the corresponding scenario is only forum
and we do not impose any other scenarios in the field experiment. The rest of the experimental settings (e.g.,

the persuasive message, the way we calculate the password strength, etc.) are identical to the laboratory

4 Users are assigned to the treatment condition based on their session ID. Particularly, the platform performed the div
operation on the last bit of the session ID with the value 4. As such, the result (i.e., remaining quotient) is either 0, 1, 2,
or 3, each of which corresponds to a treatment condition (0=control, 1=time, 2=rank, 3=probability).
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counterpart. Screenshots of each type of persuasive message in the field experiment are provided in Appendix
D. Also, we are only interested in two password-generating behaviors that show signs of improvement through
our proposed password strength meter. First, the increase in password strength; and second, the number of
occasions that the users change their password immediately after observing the meter.

One important detail to note regarding the field experiment is that our partner website operates in a country
where law prohibits the collection of personal and sensitive information (including passwords) unless the users
are sufficiently notified. This restriction creates a dilemma for us because notifying the users regarding our
research activity would defeat the purpose of running a field experiment to validate the proof-of-use of our
proposed design in the first place. Therefore, to maximize the realism of this field experiment, we utilize the
following approaches, which allow us to execute the experiment without notifying the users while still
complying with the law. First, instead of collecting the password as in the laboratory experiment, we compute
the strength of every password generated at run-time and only collect the password strength, which is neither
personally identifiable nor sensitive. Second, we worked with the website to develop a separate system based
on the concept of the Chinese wall model in information security (Gordon 2015). Particularly, once a user
generates a password on the website, the website’s system would calculate the strength of that password and
send it to the researcher system without storing it locally. This way, the website does not even observe the
strength of the password generated while the researcher does not observe anything else apart from the password
strength (and the number of occasions that the user changes her password during the account creation). The
downside of our approach is that we can only obtain a system-generated ID (which is different from the user
ID that the website is using) and the corresponding password strength for every time the user enters the
password on the account creation page (i.e., we are unable to obtain any other user information or observe any
user activities on the website). Nevertheless, the website provides us two application program interfaces (API)
that allow us to verify the validity of the passwords generated in this study while maintaining legal compliance.
The first API enables us to verify whether the user logs in to the website within the first 24 hours after account
creation. This would allow us to exclude users who register for an account without using it because their

password-generating behavior might not reflect natural password-generating behavior. The second API enables
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us to verify whether the user uses the “forgot password” function within 7 days after account creation. The use
of this function may indicate that the users did not pay attention when they generated their passwords and
hence, they should be removed from the study.

The experiment was implemented on the partner website for 30 days. In total, 310 users created a new
account on our partner website during this period. All the users logged in to the website at least once within 24
hours after account creation. However, two of the users were unable to recall the password within 7 days after
joining the website so we removed them from the analysis. As a result, we have 308 users in total: 76 users for
the control group, 79 users for the time treatment, 78 users for the rank treatment, and 75 users for the
probability treatment. As previously mentioned, unlike the analysis for the laboratory experiment, we are unable
to include any control variables for this analysis due to limitations of the field setting (although note that the
effect of the control variables is minimal in the laboratory experiment). Therefore, we leverage an ANOVA
model to examine whether there is any difference on our variables of interest between our proposed password
strength meter and the traditional password strength meter. Similar to the laboratory experiment, we apply a
natural logarithm to the password strength. The increase in password strength, which is a continuous variable,
is calculated by differentiating the strength of the password before vs. the strength after observing the password
strength meter. Meanwhile, the number of occasions where users change their password after observing a
warning message provided by the password strength meter is a count measure. The treatment variables are a
binary variable that takes the value one if the participant observes the password strength meter that utilizes the
persuasive message of that treatment and zero otherwise.

The results from Table 5 demonstrate that there is at least one type of persuasive message that is
significantly more effective than the traditional password strength meter in terms of inducing users to generate
stronger passwords and persuading users to change their password after observing the message. We also
consider the moderating role of initial_password_strength and report the results, which are qualitatively similar to
those from the laboratory experiment, in Appendix E.3. In addition, we also consider a model that controls for

initial_password_strength in Appendix E.6.
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Table 5: Results from the ANOVA analyses

Sum of squares |d.f. |Mean square | F-ratio [Significance
) Between groups | 1.533 3 0.511 4.11 0.007
Increase gt | Within groups [ 37.820 304 |0.124
password Stengtt "ol 39.353 307 [0.128
Revisions to Between groups | 7.361 3 2.454 4.83 0.003
Entered Passwords Within groups 155.467 304 ]0.508
Total 163.828 307 10.527

Next, we perform post-hoc pairwise comparison tests to examine the effectiveness of each treatment in
comparison to the control treatment. Here, we adjust our p-values following the Bonferroni correction to
address the issue of multiple comparisons to ensure that our results remain conservative.

Table 6: Post hoc pairwise comparisons tests (p-value adjusted by Bonferroni correction)

Comparison Increase in password strength Revisions to Entered Passwords
Mean difference | Significance Mean difference |Significance
Time vs. Control 0.1458 0.065 0.2935 0.067
Rank vs. Control 0.1861 0.007 0.3928 0.004
Probability vs. Control |0.1408 0.077 0.0993 1.000
Probability vs. Time -0.0050 1.000 -0.1942 0.546
Probability vs. Rank -0.0452 1.000 -0.2935 0.067
Rank vs. Time 0.0402 1.000 0.0993 1.000

Table 6 reports the results of the pairwise comparisons. Overall, the results are consistent with what we
observe in the laboratory experiment. The rank treatment is significantly effective in terms of inducing users to
both generate strong passwords and encouraging them to do so more often, compared to the traditional
password strength meter. Meanwhile, we find that the effectiveness of other two treatments (i.e., #we and
probability) become statistically significant in the field experiment. Nevertheless, it is important to note that the
significance level of #ime and probability is only marginal (i.e., p < 0.10) and that the field experiment does not
have control variables so their effects must be interpreted cautiously. Note also that the probability treatment
does not perform better than the traditional password strength meter in terms of encouraging users to change
their password. Yet, when the users do change their password, the probability treatment is effective in inducing

them to choose a stronger one.
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7. Discussions and Conclusions

Persuading users to use strong passwords has consistently been an important task for firm managers and
researchers. Our study aids such effort by adopting the multimethod approach to enhance the effectiveness of
password strength meters. We first draw upon the psychology literature to identify an underpinning theory that
can help guide the theoretically augmented design of password strength meters. We find that the Elaboration
Likelihood Model of Persuasion (ELM) fits well with our framework as it explains potential ineffectiveness of
traditional password strength meters and also offers a guideline that we use to develop our conceptual design.
Particularly, our augmented password strength meter design incorporates persuasive messages that are likely to
be processed through the central route according to ELM. As a result, changes in behavior are likely to be more
salient, compared with the change in the behavior through traditional password strength meters which tends to
persuade users through the peripheral route processing. In our design, we rely on three types of persuasive
message: fear appeals, peer comparisons, and common bond.

Research Summary

We conducted three experiments that utilize different research methodologies (survey; controlled laboratory
experiment; field experiment) to evaluate our proposed design and confirm that the performance of existing
password strength meters can be enhanced by incorporating meaningful persuasive messages such as the rank
of the entered password in comparison to other common passwords. Overall, the results of our studies are
complementary to each other, and provide both theoretical and managerial contributions to the literature. The
results from Study 1 show that the effect of persuasive messages on user behavior appear to be consistent with
the meaning of the message, providing evidence that users carefully and thoughtfully comprehend the
implications of strong passwords (i.e., that the messages are likely to be processed through the central route
according to ELM). The results from Studies 2 and 3 are consistent with each other as regards to the order of
the treatments on their effects on password-generating behavior. The rank treatment is the best performing for
both studies, while the other two treatments have a marginally significant effect on behavior in Study 3 and
statistically insignificant in Study 2. In this regard, we realize the benefits of going the last research mile by

implementing a proposed password strength meter in the field, as it provides the strongest external validity in
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experimental design. Further, when we compare the contributions of our work to the literature, we address an
open issue of identifying a root cause of password ineffectiveness and the mechanisms that can improve
password strength without creating new algorithms, which we expand upon next.

Theoretical Contributions

Our research makes two important theoretical contributions. First, our paper contributes to the IS literature on
password strength meters by providing a theoretical explanation of how password strength meters influence
user behaviors. Drawing on ELM, we theorize how different stimuli might be processed by users through the
peripheral or central route, and consequently, how they might differently affect user password behaviors. Our
theoretical development helps add explainability to the design of password strength meters, as aspect that prior
works note to be lacking in the literature (Carnavalet and Mannan 2014; Carnavalet and Mannan 2015). Our
paper can also serve as the theoretical foundation for future work on password strength meters. Our adaptation
of ELM to the digital context can help to better understand what stimuli might be processed through peripheral
and central routes and how this affects the likelihood of improving password-generating behavior.
Furthermore, our paper provides evidence of the importance of conducting research that focuses on the use
of persuasive messages. Our results indicate that without changing the password strength meter algorithm,
users’ password-generating behaviors can be significantly improved by simply adding theory-driven persuasive
messages to induce users to carefully and comprehensively process the information supplied by the password
strength meter. Hence, making theoretically-based minor changes to the password strength meter could
potentially lead to stronger passwords in general.

Second, our paper contributes to the ELM literature as well. By adapting ELM and applying it in a digital
context, our study suggests that the effectiveness of stimuli might be context dependent, which has not been
previously acknowledged. Engagement in the digital world is highly influenced by social and community-based
factors (e.g., Aggarwal and Singh 2013; Chen et al. 2011) where individuals share and compare information and
advice (Huang et al. 2019), and where decisions are influenced by social comparisons such as reviewers’
assessments and opinions about products and services or popularity of products (Dewan et al. 2017; Oh et al.

2016). Our study demonstrates that while our three messages parallel those of ELM for central route processing,
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in the digital context, peer compatison outperforms the other type of stimuli in terms of inducing users to
improve their password-generating behavior. The result suggests that in a digital context, where social
comparison is important, such a construct is best because it embeds a comparison to other users that are in a
similar situation, which may create context and bounds for the user’s attention and cognitive ability. Conversely,
it is possible that the other two treatments provide stimuli that are not aligned with the contextual expectations
of individuals and therefore require additional cognitive ability to process and/or unbounded contexts, which
may cause the messages to be less successful at persuading change for the users. Our findings have important
implications for ELM research in that it can lead to revisiting premises about the importance of different types
of stimuli for nudging behaviors.

Managerial Implications

The findings presented in this paper also provide three relevant and important managerial implications. First,
the increase in password strength after users observe the warning message from a proposed password strength
meter is significant both statistically and economically. Given that user accounts are a common channel that
tend to be exploited, such an increase in password strength provides a significant additional safeguard for firms
from a common cyber-attack such as brute forcing which takes advantage of weak passwords. To put it in
perspective, the 18% increase in password strength that we observed in study 3 (under the rank treatment)
means that a hacker would need approximately 5 more weeks to successfully brute force an average account in
our dataset, based on the estimated time to crack calculation in Vance et al. (2013). Although it is difficult to
quantify monetary values from such an improved behavior, an overall increase in end-point security is widely
appreciated by firm managers because it can help prevent the disruption in firm operations and complicated
legal and trust issues that ensue if unauthorized access occurs. This practical implication of our work is especially
important given that the majority of popular websites still rely on traditional password strength meters to
improve users’ password-generating behavior. Our implementation nudges users to create strong passwords
without requiring complicated password complexity to encourage users to create strong passwords that are
easier to remember. Second, unlike many advanced technologies that can alleviate an issue of weak passwords

(e.g., authentication manager software, password complexity policies, etc.), the proposed methodology to
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embed persuasive messages into an existing password strength meter requires minimal financial and technical
investment. The proposed method works with any algorithm used by existing password strength meters. Also,
the computational task is performed on the client-side. Hence, no additional computational resources are
required on the firm side. Yet, the results demonstrate that proposed password strength meters are significantly
more effective than traditional meters in multiple dimensions. Third, the results from our laboratory experiment
demonstrates that embedding password rank in the password strength meter is not only more effective than
the traditional password strength meter, but also more effective at promoting user secure behavior in a not-so-
secure environment where users initially have fewer concerns regarding information security. These findings
are important because many websites do not require users to store their personal and financial information.
However, those websites are often a target of hackers, which can lead to cascading attacks on related accounts
on other websites. Also, hackers can use the data from those websites to craft a personalized attack (e.g., spear
phishing) in an attempt to compromise accounts with more important data. In that regard, our proposed
password strength meter can aid firm managers to help end-users create stronger passwords in less sensitive
contexts.

Limitations and Future Research

Our research is not without limitations. Our first experiment is exploratory and is only concerned with data
reliability and observed differences between treatments when using existing theoretical constructs. Next,
Amazon Mechanical Turk participants are known to be tech-savvy, which might introduce bias to the password
strength observed in our second experiment. Nevertheless, it is important to note that the potential bias in
study 2 does not affect the ability of our treatment manipulations to nudge behavior due to the controls
implemented there. Relatedly, we include the “Tips toward strong password” link as the dependent variable but
did not directly study its detailed implications. For instance, what happens after users click that link? Do they
really read the provided information? Can they remember that information and use it later? Our design
intentionally did not capture such information or if participants wrote down or reused their password, so future
research could employ additional surveys or user tracking to gauge understanding before and after the study

and how these changes may affect password-generating behavior. Moreover, the three types of persuasive
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messages we proposed are based on prior literature and are not exhaustive. Future research could examine
other types of persuasive messages that may improve password-generating behavior. In addition, the password
strength calculation in this study is primarily calculated by using the RockYou dataset as a training dataset. If
would be interesting for future research that has access to a more recent plaintext dataset to verify whether the
change in password-generating behavior affects the password strength calculation. Lastly, our study does not
compare the effectiveness of the proposed password strength meters with other non-traditional password
strength meters. It would be interesting for future meta research to collect and compare the effectiveness of

different approaches to enhance the effectiveness of password strength meters under similar settings.
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Online Appendix to

Augmenting Password Strength Meter Design using the Elaboration
Likelihood Model: Evidence from Randomized Experiments

A. Markov Model and Markov Model with Backoff

A.1 Markov Model

N-gram models, i.e., Markov chains, have been applied to passwords (Castelluccia et al., 2012). A Markov

chain of order d, where d is a positive integer, is a process that satisfies
P(xlxi—1,xi—2, ey x1) = P(xilxi-1, ooy Xi—q),

where d is finite and Xq, X5, X3, . . . is a sequence of random variables. A Markov chain with order d

cotresponds to an n-gram model withn = d + 1.

For example, a 2-order Markov chain, in which the probability assigned to a password “cq ¢, *** ¢;” is

P(cicp¢)) = P(cqrlcg)(czler)(ezle) = (crlei-1),

where ¢g € ), denotes a start symbol that is prepended to the beginning of all passwords, and

count(c;_1¢;)

P(cilci—y) = ————=,
(Czlcl 1) count(ci_l )

where count(c;_q -) denotes the number of occurrences of ¢;_q where it is followed by another character
(i.e., where it is not at the end of password), and count(c;_,¢;) gives the number of occurrences of the

substring ¢;_1¢;. By definition, we have count(c;—1 ) = X.,ey count(c;_1¢;).



A.2 Markov Model with Backoff

Ma et al. (2014) proposed to use the Markov Model with backoff to model passwords. The intuition is that if
a history appears frequently, then we would want to use that to estimate the probability of the next character.
For example, if the prefix is passwor, using the whole prefix to estimate the next character would be more
accurate than using only »or. On the other hand, if we observe a prefix that rarely appears, e.g., W} ab, using
only ab as the prefix is likely to be more accurate than using longer history, which likely would assign equal
probability to all characters. One way to do this is Katz’s backoff model (Katz 1987). In this model, one
chooses a threshold and stores all substrings whose counts are above the threshold and use the frequency of

these substrings to compute the probability.

B. Study 1 Questionnaire and Evaluation

B.1. Instructions and Survey Measures

Imagine you need to create a new account and password to access an online website such as a discussion
forum. For example, craigslist, Reddit, or any other forum that you find interesting. To assist with account
creation, the website has implemented a password strength meter and you have entered a password into the
system. The calculated strength of the password you entered is indicated by the message to the right of the

password.

For the purposes of this survey, please keep this image of the password strength meter in mind. [randomly

assigned treatment screenshot shown to participants]

1. Optimistic Bias: Your Perceived Vulnerability

* How likely are you to become a victim of a stolen password?

* How likely is it that your personal information will be stolen over the Internet?
2. Optimistic Bias: Others’ Perceived Vulnerability

* How likely are others to become a victim of a stolen password?



* How likely is it that others personal information will be stolen over the Internet?

3. Perceived Severity

* If my password was stolen, the consequences would be severe.

* If my password was stolen, the consequences would be serious.

* If my password was stolen, the consequences would be significant.

4. Perceived Susceptibility

* My password is at risk of being stolen.

* It is likely that my password will be stolen.

* It is possible that my password will be stolen. (item dropped from analysis)

5. Response Efficacy

* Using a hard-to-guess password works for protection. (reversed item)

* Using a hard-to-guess password is effective for protection. (reversed item)

* By using a hard-to-guess password, my password is more likely to be protected. (reversed item)

6. Self Efficacy

* Using a hard-to-guess password is easy to do. (reversed item)

* Using a hard-to-guess password is convenient to do. (reversed item)

* I am able to use a hard-to-guess password without much effort. (reversed item)

B.2 Measurement and Structural Model

Multivariate tests for reliability and validity of our data and measures are described below. Our examination

of the loadings and cross-loadings of measures suggested that we drop one of the Perceived Susceptibility



measures. All the other measures for each construct were highly interrelated. Loadings are higher on the
theoretically assigned constructs than the cross-loadings on the other constructs as shown by the bold-faced
values in Table B1. All of the p-values for the outer model loadings are significant (p < 0.01) and establish

convergent validity in our measures (Gefen and Straub 2005).

Table B1: Loadings and Cross-Loadings

Perceived Perceived Response Self Your Others’
Perceived Perceived
Construct Ttems Severity Susceptibility Efficacy | Efficacy Val. Vul.
[Perceived Sevel 0.93 0.12 -0.05 -0.12 0.04 0.06
Severity Seve2 0.97 0.14 -0.09 -0.08 | 0.04 0.06
Seve3 0.94 0.12 -0.12 -0.07 | 0.067 0.07
Perceived Suscl 0.16 0.94 0.07 0.19 0.61 0.07
Susceptibility Susc2 0.08 0.89 0.02 0.16 0.68 0.18
Response Respl -0.08 -0.01 0.88 0.21 -0.02 -0.02
Efficacy Resp2 -0.07 0.08 0.93 017 | -0.01 -0.06
Resp3 -0.10 0.04 0.91 0.17 | 001 -0.04
Self Selfl -0.08 0.13 0.21 0.81 | 0.19 0.10
Efficacy Self2 -0.07 0.05 0.11 0.71 0.09 0.12
Self3 -0.08 0.23 0.15 091 | 027 0.11
Your Perceived Yourl 0.02 0.66 -0.02 026 | 0.95 0.18
Vulnerability Your2|  0.09 0.62 0.02 0.19 | 0.90 0.25
Others’ Perceived, Othrl 0.06 0.11 -0.05 0.14 | 020 0.96
Vulnerability Othr2|  0.08 0.12 -0.03 007 | 024 0.85

Regarding discriminant validity (shown in Table B2), the square root of the average variance extracted (AVE)
for each construct is much larger than any correlation among the other constructs. Also, the lack of cross-
loading provides sufficient evidence of discriminant validity (Gefen and Straub 2005). Further, the composite
reliability and values for Cronbach’s a are higher than the threshold recommended by the literature (Chin
1998; Fornell and Larcker 1981), indicating internal consistency. In summary, our measures appear to be

internally consistent and demonstrate convergent and discriminant reliability.



Table B2: Reliability and Interconstruct Correlations

Construct Composite Cronbach’s a | Perceived Perceived Resp. Self 'Your Others’

Reliability Severity Susc. Efficacy  [Efficacy  [Perceived |Perceived
Vul. Vul.

Perceived Sev. 0.96 0.94 0.95

Perceived Susc. 091 0.82 0.14 0.92

Resp. Efficacy 0.93 0.90 -0.09 0.05 0.91

Self Efficacy 0.85 0.76 -0.10 0.19 0.20 0.81

Your Perceived Vul. 0.92 0.83 0.05 0.69 -0.00 0.25 0.92

Others’ Perceived Vul. 0.90 0.80 0.07 0.13 -0.05 0.13 0.23 0.91

Notes. Values in bold are the square root of the average variance extracted

B2. Results

We present the results of the PLS analyses for our exploratory experiment in Table B3. It considers all the
data in a combined analysis (i.e., 253 observations including all treatments: control, time, rank, probability).
We used SmartPLS 3.2.7 (Ringle et al. 2015) for the analyses and specified bootstrapping with 500 re-samples
for calculating the standard errors. Similar to the literature, we observe significant coefficients for most of the

relationships, with just a few exceptions as noted in the table.

Table B3: Summary of Path Coefficients

Relationship B Significance
Perceived Severity <> Response Efficacy -0.10 p <0.10
Perceived Severity <> Self Efficacy -0.12 » <0.05
Perceived Susceptibility <> Response Efficacy 0.07 -
Perceived Susceptibility <> Self Efficacy 0.21 »<0.01
Response Efficacy <= Your Perceived Vulnerability -0.06 -
Response Efficacy «» Others' Perceived Vulnerability -0.07 -

Self Efficacy <> Your Perceived Vulnerability 0.26 »<0.01
Self Efficacy «» Others’ Perceived Vulnerability 0.14 £ <0.05




C. Additional Information of Study 2

C.1 Instructions

You are participating in a study regarding password generation and usage. Please be aware that passwords you

generate in this study will be recorded.
* Please DO NOT use any of your existing password(s).

* However, as the goal of our study is to understand how users choose passwords, we would appreciate it if

you use your regular password generation strategy to generate passwords in the study.
C.2 Scenarios
Each participant is randomly assigned to one of the following three scenatios.

* A bank named “Provident Bank” just opened a new branch close to your home. You have opened a
checking account and obtained a credit card with them. You deposited $10,000 into that checking account
and the bank gave you a $5,000 credit line for your credit card. Now you are in the process of creating an

online banking account.

* You are ordering food online at a website called “Food Express”. During the ordering process, you have
entered your name, delivery address, and phone number, which will be stored on the website. Now at the end

of the ordering process, the website requires you to create an account with them.

* You and your friends are going to Disney World. You want to find more details regarding one specific
attraction and would like to ask about it online. You found a website called “Disney World Friendly Forum”,
and decided to post a question on that forum. In order to do so, you have to create an account first. Only

your email address and a password are needed.



C.3 Password Confirmation

Sorry, your password is incorrect. Please try again

Please confirm your password again to move on to the next part of survey

confirm
|

submit

Figure C1: Password Confirmation Page

C.4 Demographic Survey

Please answer the following questions.

1. How old are you?

e Under 18

* 18-22

* 23-30

* 31-40

* 41-50

* 51+

* Would rather not say

2. What is your gender?

e Male

* Female



* Would rather not say

3. What is the highest degree or level of school you have completed?

* High school graduate.

* Some college credit, no degree.

* Bachelor’s degree.

* Master’s degree.

* Professional degree.

* Doctorate degree.

* Would rather not say

C.5. Total number of participants in each treatment/scenatio

Table C1: Total number of participants in each treatment/scenario

Time Rank Probability Control Total
Bank 41 55 47 41 184
Restaurant 51 36 43 36 166
Forum 41 40 30 39 150
Total 133 131 120 116 500

C.6. Post-Test Survey

In a laboratory experiment, it is important that we implement the study in such a way that potential concerns
about participants entering unusable passwords or not taking the task seriously can be sufficiently addressed.
Therefore, we conducted a post-test survey as suggested by Goodman et al. (2013) to improve confidence
regarding the reliability of participants’ data. The post-test survey was conducted as follows. After a
participant submits their password, they are asked to participate in a survey focused on their password
generation strategy. Note that the survey requests information about how the participant generates their

passwords in general, not only the password they just created for this study. The post-test survey is



intentionally non-trivial, as it takes approximately 30 minutes to finish. After completing the sutvey, the
system then asks participants to re-enter the password created in the initial password strength meter task.
Following that, regardless of whether the participant can successfully recall the password she generated or
not, demographic questions such as age, gender, and education level, are captured for the purpose of
statistical controls. We intended to exclude any participant who failed to propetly re-enter their previously
generated password from the experiment. However, we found that no participant failed the post-test survey

reliability check.

D. Additional Information of Study 3

In Study 3, we utilize the same contextual message used in the laboratory experiment (i.e., Study 2).
Nevertheless, the appearance is slightly different. Figures below show the screenshot of each type of

password strength meter used in the experiment.

Sign-Up

& aaaaaaaa

aaa@bbb.com

Registration Code (Optional)

SUBMIT

Figure D1: The password strength meter under Contro/ treatment



Sign-Up

User Name*
] aaaaaaaa

E-mail*

aaa@bbb.com

Password*

(28 .

Weak
We estimate that it takes 2 minutes to crack your password, assuming that the attacker can try 100 passwords every second
Confirm Password*

By e
Registration Code (Optional)
<S>
Figure D2: The password strength meter under Time treatment
Sign-Up

User Name*

& aaaaaaaa

E-mail*

aaa@bbb.com

Password*

& e

Weak
We estimate that the password you chose is among the 7,000 weakest passwords.
Confirm Password*

& sesens

<> Registration Code (Optional)

SUBMIT

Figure D3: The password strength meter under Rank treatment
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Sign-Up

- daaaaaaa

aaa@bbb.com

Weak
We estimate that about 45655 other accounts will have the same password as you within 10 billion accounts.

SUBMIT

Figure D4: The password strength meter under Probability treatment

E. Additional Analyses

This appendix reports the results of additional analyses we conduct to enhance the robustness of our results.
E.1 Controlling for the Effort to Learn More about Password Security in Study 2

In this appendix, we add the variable /earn_more as a control variable in the regression analyses that examine

diff_strength and num_reset. All other specifications remain similar to those in the main models.

Table E1-1: Results from the regression analysis

\dift_strength Vs _reset

Treatment
time 0.034 (0.028) 0.452 (0.358)
rank 0.091%* (0.028) 1.075%* (0.322)

robability 0.048 (0.029) 0.107 (0.339)
Scenario
restaurant 0.047 (0.024) 0.366 (0.252)
forum 0.064** (0.024) 0.504 (0.256)
Control
Age -0.001 (0.010) -0.050 (0.100)
gender 0.011 (0.020) -0.161 (0.210)
education 0.002 (0.011) -0.197 (0.128)
learn_more 0.037 (0.029) 1.822%%* (0.204)

11



Constant -0.045 (0.048) -2.371%F* (0.534)
Observations 497 497

R-squared 0.037 0.156
Notes. Standard errors in parentheses. *** p < 0.001, ** » <0.01, * p <0.05, 1 p <0.10

Table E1-2: Results from the regression analysis with initial strength

|dﬁ_m"mgi/9

Treatment
time 0.033 (0.027)
rank 0.090** (0.027)

robability 0.045 (0.028)
Scenario
restaurant 0.039 (0.023)
forum 0.046 (0.024)
Control
age 0.004 (0.009)
gender 0.009 (0.019)
education 0.002 (0.010)
Initial strength -0.087++* (0.014)
learn_more 0.042 (0.028)
Constant 0.177%* (0.059)
Observations 497
R-squared 0.107
Notes. Standard errors in parentheses. *** p < 0.001, ** » <0.01, * p <0.05, 1 p <0.10

E.2 The Mediation Effects of num_resetin Study 2

We follow the approach used in Baron and Kenny (1986) to test the mediator effect of num_reset on the effect
of context-based password strength meters on the increased in the strength of the passwords generated that
we examine in our Study 2.

In step 1, we regress the dependent variable (djff _strength) on the independent variable (T7me, Rank, and
Probability). The purpose of this step is to verify that the independent variable is a predictor of the dependent

variable. The results are reported in Table E2-1 below.

Table E2-1: Step one of the mediator analysis

\diff_strength
Treatment
time 0.031 (0.028)
rank 0.089%* (0.028)
robability 0.046 (0.029)
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Scenario

restaurant 0.047 (0.024)
forum 0.063* (0.024)
Control

age -0.001 (0.010)
gender 0.011 (0.020)
education 0.002 (0.011)
Constant -0.039 (0.048)
Observations 497
R-squared 0.034

Notes. Standard errors in parentheses. *** p < 0.001, ** p < 0.01, * p <0.05, 1 p <0.10

In step 2, we regress the mediator (#umz_resel) on the independent variable variable (Time, Rank, and Probability)

to confirm that the independent variable is a predictor of the mediator. The results are reported in Table E2-2

below.

Table E2-2: Step two of the mediator analysis

|ﬂ%/7i_7€5‘6’f

Treatment
time 0.288 (0.357)
rank 0.993%* (0.322)

robability 0.107 (0.339)
Scenario
restaurant 0.370 (0.251)
forum 0.389 (0.255)
Control
age -0.079 (0.100)
gender -0.119 (0.209)
education -0.147 (0.119)
Constant -1.754%+F (0.524)
Observations 497
R-squared 0.033
Notes. Standard errors in parentheses. *** p < 0.001, ** » <0.01, * p <0.05, 1 p <0.10

In step 3, we regress the dependent variable (dzff_strength) on both the mediator (num_rese?) and independent
variable (T7me, Rank, and Probability) to confirm that the mediator is a predictor of the dependent variable.

The results are reported in Table E2-3 below. We observe that the coefficients of all treatments are lower,

13



and the statistical significance of Rank changes from p < 0.01 in step 1 to p < 0.05 in step 2. Meanwhile, the
coefficient of num_reset is still statistically significant at p < 0.001. Hence, we can conclude that nums_reset is a
mediator on the effect of context-based password strength meters on the increased in the strength of the

passwords generated.

Table E2-3: Step three of the mediator analysis

\dift_strength

Treatment
time 0.027 (0.027)
rank 0.069%* (0.027)

robability 0.034 (0.028)
Scenario
restaurant 0.039 (0.023)
forum 0.055* (0.023)
Control
age 0.001 (0.009)
gender 0.013 (0.019)
education 0.005 (0.010)
num_reset 0.109*** (0.0106)
Constant -0.060 (0.047)
Observations 497
R-squared 0.115
Notes. Standard errors in parentheses. **¥* p < 0.001, ** » < 0.01, * p <0.05, 1 p <0.10

E.3 The Moderation Effects of initial strength Iabelin Study 2 and Study 3

We consider initial_strength_label as a moderator for the effect of context-based password strength meters on
password-generating behavior. The results in Table E3-1 below report the moderation effect of
initial_strength_label based on the data from the laboratory experiment. In the meantime, Table E3-2 reports
the moderation effect of initial_strength_label on diff_strength and Table E3-3 reports the moderation effect of
initial_strength_label on num_reset based on the data from the field experiment. Most of the results in this
extension remain qualitatively similar to the main results. The only exception is that the treatment effect on
num_reset becomes statistically insignificant at p < 0.05 once the znitial_strength_label is added as a moderator.
As for the moderation effect, both results from Study 2 and Study 3 demonstrate that zuitial_strength_label is a

strong moderator for djff”_strength but not a moderator for num_reset.
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Table E3-1: The moderation analysis of zuitial_strength_label from Study 2

\dift_strength

|ﬂﬂm_mrei

|/mm_more

Treatment

time

0.023 (0.129)

1.041 (1.217)

13,893 (2.049)

time x znitial_strength_label

0.003 (0.040)

[0.308 (0.469)

1.251 (0.723)

rank

0.389*** (0.110)

1.424 (1.142)

1,884 (1.488)

rank x nitial_strength_label

[0.114%* (0.041)

[0.1775 (0.436)

0.618 (0.546)

robability

0.039 (0.109)

1.484 (1.149)

(2293 (1.573)

robability x nitial_strength_label

0.002 (0.040)

[0.333 (0.443)

0.719 (0.574)

Scenario
restaurant 0.033 (0.023) 0.312 (0.253) -0.004 (0.309)
forum 0.042 (0.024) 0.309 (0.260) -0.345 (0.341)
Control
age 0.003 (0.009) -0.050 (0.101) -0.001 (0.129)
gender 0.011 (0.019) -0.103 (0.210) -0.083 (0.269)
education 0.002 (0.010) -0.156 (0.121) 0.043 (0.142)
initial_strength_label -0.060* (0.030) -0.167 (0.3843) -0.394 (0.340)
Constant 0.115 (0.093) -1.352 (1.132) -0.510 (1.099)
Observations 497 497 497
R-squared 0.126 0.051 0.020

Notes. Standard errors in parentheses. *** p < 0.001, ** » < 0.01, * p <0.05, 1 p <0.10

Table E3-2: The moderation analysis of zuitial_strength_label on diff_strength from Study 3

Sum of squares |d.f. |Mean square |[F-ratio [Significance
Model 9.970 11 0.906 9.13 <0.001
Treatment 1.865 3 0.622 6.26 <0.001
initial_strength_label 5.978 2 2.990 30.11 <0.001
Treatment X initial_strength_label 1.268 6 0.211 2.13 0.050
Residual 29.383 296 10.993
Total 39.353 307 10.128

Table E3-3: The moderation analysis of zuitial_strength_label on num_reset from Study 3

Sum of squares |d.f. |Mean square |F-ratio [Significance
Model 15.762 11 1.433 2.90 0.001
Treatment 7.806 3 2.602 5.27 0.001
initial_strength_label 5.274 2 2.637 5.34 0.005
Treatment X znitial_strength_label 1.924 6 0.321 0.65 0.690
Residual 146.066 296 0.493
Total 161.828 307 10.527
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E.4 Alternative Password Strength Calculation in Study 2

In the paper, we calculate password strength using the Backoff Markov Model with end symbol
normalization proposed by Ma et al. (2014). Since the password strength generates by this approach is
stochastic (i.e., can be changed based on the training dataset), we consider an alternative password strength
calculation where the process is deterministic. Here, we consider the password entropy, which is commonly
used in the literature (e.g., Houshmand and Aggarwal 2012; Weir et al. 2010), as an alternative password
strength calculation. The results are reported in Table E4-2 below.

Table E4-1: Alternative Password Strength Calculation (Password Entropy)

\diff_strength

Treatment
time 0.031 (0.019)
rank 0.057** (0.020)

robability 0.040* (0.020)
Scenario
restaurant 0.022 (0.016)
forum 0.042* (0.017)
Control
age -0.001 (0.007)
gender -0.010 (0.014)
education 0.001 (0.007)
Constant -0.024 (0.033)
Observations 497
R-squared 0.030
Notes. Standard errors in parentheses. *** p < 0.001, ** » < 0.01, * p <0.05, 1 p <0.10

E.5 Randomization Checks in Study 1 and Study 2

In Study 1 and Study 2, we conduct a randomized experiment where participants are randomly assigned to
one of the treatments. In this section, we perform randomization checks to show that the different treatment
groups, in the same experiment, are not systematically different from one other. Specifically, we list
descriptive statistics for different treatment groups in Study 1 and Study 2 and perform ANOVA test to
verify if any systematic difference exists. Results show no systematic difference in all variables used in both

Study 1 and Study 2.
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Table E5-1: Descriptive Statistics of Participants in Study 1 (Mean and Standard Deviation are Reported)

Control Time Rank Probability
Gender 0.600 (0.494) 0.656 (0.479) 0.547 (0.502) 0.508 (0.504)
Age 21.600 (2.866) 21.689 (2.248) 21.563 (3.528) 21.524 (1.401)
n 65 61 64 63

Table E5-2: Randomization Checks for Gender in Study 1

Sum of squares |d.f. [Mean square |F-ratio (Significance
Between Groups 0.771 3 0.257 0.371
Within Groups 60.976 249 10.245
Total 61.747 252 10.245

Table E5-3: Randomization Checks for Age in Study 1

Sum of squares |d.f. |Mean square |F-ratio [Significance
Between Groups 0.921 3 0.307 0.988
Within Groups 1730.146 249 16.948
Total 1731.067 252 16.869

Table E5-4: Descriptive Statistics of Participants in Study 2 (Mean and Standard Deviation are Reported)

Control Time Rank Probability
Gender 0.483 (0.502) 0.429 (0.497) 0.473 (0.531) 0.375 (0.503)
Age 3.448 (0.999) 3.624 (1.105) 3.595 (1.115) 3.475 (1.061)
Education 2.638 (0.955) 2.654 (1.008) 2.626 (0.914) 2.600 (0.911)
n 116 133 131 120
Table E5-5: Randomization Checks for Gender in Study 2
Sum of squares |d.f. |Mean square |F-ratio [Significance
Between Groups 0.882 3 0.294 1.14 0.334
Within Groups 128.318 496 10.259
Total 129.200 499 10.259
Table E5-6: Randomization Checks for Age in Study 2
Sum of squares |d.f. |[Mean square |F-ratio [(Significance
Between Groups 2.825 3 0.942 0.82 0.485
Within Groups 571.375 496 [1.152
Total 574.200 499  J1.151
Table E5-7: Randomization Checks for Education in Study 2
Sum of squares |d.f. |Mean square |F-ratio [Significance
Between Groups 0.195 3 0.650 0.07 0.976
Within Groups 464.355 496 0.936
Total 464.550 499 10931
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E.6 Controlling for initial_strength in Study 3

Similar to Study 2, we control for znitial_strength in the analysis of Study 3. The results are reported in Table
Eo6-1. They are consistent with results in the main paper.

Table E6-1: Controlling for nitial_strength in Study 3

dift_strength

Treatment
time 0.111* (0.052)
rank 0.147** (0.053)

robability 0.097* (0.052)
Control
initial_strength -0.201F** (0.265)
Constant 0.506 (0.074)
Observations 308
R-squared 0.181
Notes. Standard errors in parentheses. *** p < 0.001, ** » < 0.01, * p <0.05, 1 p <0.10
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