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ABSTRACT 

The quantum cryptography theoretically aims to promise unconditional information security in the 

physical layer against an omnipotent eavesdropper. However, such a conventional assumption of 

an all-powerful eavesdropper can be too strict for certain practical implementation scenarios and 

can be relaxed considerably. This dissertation reviews the relevant theories on secret key rate 

bounds, proposes a geometrical optics restricted eavesdropping model and studies secret-key 

distillation across a lossy and noisy quantum wiretap channel between Alice and Bob, with a 

separately parameterized realistically lossy quantum channel to the eavesdropper Eve. We show 

that under such restricted eavesdropping, the key rates achievable can exceed the secret-key-

distillation capacity against an unrestricted eavesdropper in the quantum wiretap channel. 

Furthermore, we show upper bounds on the key rates based on the relative entropy of entanglement. 

Then we apply this model to the realistic secret key distillation over a satellite-to-satellite free 

space optics channel starting with a straightforward case where we assume a limited-sized aperture 

eavesdropper (Eve) in the same plane of the legitimate receiver (Bob) and determine the secret key 

rate (SKR) lower bounds correspondingly. We first study the input power dependency without 

assumptions on Bob’s detection scheme before optimizing the input power to determine lower 

bounds as functions of transmission distances, center frequency or Eve aperture radius. Then we 

calculate analytical expressions regarding the SKR lower bound and upper bound as transmission 

distance goes to infinity. Then we study one of Bob’s possible corresponding defense strategies in 

this realistic application model of secret key distillation over satellite-to-satellite free space 

channel in which we impose a reasonable restriction on the eavesdropper by setting an exclusion 

zone around the legitimate receiver. We first study the case where the eavesdropper’s aperture size 

is unlimited, so her power is only restricted by the exclusion zone. After that we limit Eve’s 
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aperture to a finite size and study the case when her aperture is in the same plane of Bob, 

investigating how an exclusion zone can help improve security. Correspondingly, we determine 

the secret key rate lower bounds as well as upper bounds. We show that by putting reasonable 

restrictions on the eavesdropper through the realistic assumptions of an inaccessible exclusion 

zone, we can increase the key rate in comparison to those without and do so with relatively lower 

transmission frequency. In the end, we study the secret key distillation over a satellite-to-satellite 

free space optics channel in which we assume that the eavesdropper’s limited sized aperture can 

be dynamically positioned to gain advantages over the communication parties, and we determine 

the achievable key rate lower and upper bounds with respect to different scenarios. We first study 

the case where Eve is behind Bob, and we prove that the optimal eavesdropping strategy for her 

in long-distance transmission case is to place her aperture on the beam transmission axis and set 

Bob-to-Eve distance equal to Alice-to-Bob distance. We also show that the achievable key rate 

would be characterized by a Bessel function integral related to Eve’s position in a short-distance 

transmission case. We then investigate the case where Eve is before Bob and show similar results 

with Eve’s and Bob’s roles exchanged. For our analyses we also incorporate specific discrete 

variable (DV) and continuous variable (CV) protocols for comparison. 
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The history of cryptography has been long [1 - 17]. Classical cryptography such as the 

transposition ciphers, which rearrange the message to hide the original meanings, and substitution 

ciphers, which replace the letters systematically are once considered a skilled art rather than a 

proper theoretical study [7] to ensure secrecy in communications under different situations. 

However, in the 20th century, the studies of cryptography started to exploit the tools of mathematics 

following the establishment of the information theory by Harry Nyquist, Ralph Hartley, and 

Claude Shannon [8 - 13]. Two major categories of modern cryptography after the introduction of 

computers include symmetric (private-key) cryptography, which relies on the shared key between 

the communication parties (Alice and Bob), and asymmetric (public-key) cryptography where the 

encryption keys are different from decryption keys. Some common protocols of symmetric 

cryptography include Data Encryption Standard (DES) [14] and Advanced Encryption Standard 

(AES) [15] whereas some common protocols of asymmetric cryptography include RSA algorithm 

[16] and Diffie–Hellman key exchange [17]. Although generally less efficient than more concisely 

designed symmetric cryptography, asymmetric cryptography avoids the difficulties of the safe 

distribution of the shared keys by using a public key and a private key for encryption and 

decryption respectively, relying upon mathematical problems termed one-way functions that are 

computationally infeasible from one direction (public key) [17]. Thus, asymmetric cryptography 

has become more widely used today for its simplicity in implementation. 

However, classical cryptography is now facing tremendous challenges with the fast 

development of quantum computers [18], especially with special breaking-encryption algorithms 

such as Shor’s algorithm [19] and Grover’s algorithm [20]. Thus, quantum key distribution (QKD) 

has become more and more important in the study of information security. Instead of the 

asymmetric cryptography widely used today, QKD bases itself on symmetric cryptography, more 
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specifically, the one-time-pad [1] since it aims at securing the safe distribution of the secret keys 

with the laws of quantum mechanics that the measurement process generally disturbs the measured 

system. Well-known for its guaranteed unconditional security granted by the no-cloning theorem 

of quantum mechanics and one-time-pad encryption, quantum key distribution has been a 

promising research direction since the first QKD protocol, BB84, was developed in 1984 [2], also 

known as the first discrete variable (DV)-QKD which distributes keys with single photon 

polarization states. Since then, numerous commercial products have been available implementing 

variants of the decoy-state (DS)-BB84 protocol [22] based on polarization qubits encoded in weak 

coherent-state pulses. Aside from that, a lot of different protocols have also been proposed and 

studied, for example, aforementioned decoy state protocols [21-23] that use decoy states against 

the photon-number-splitting attack [24], device-independent protocols that study the security with 

compromised apparatus [2, 25–28] and high dimensional protocols that exploit high dimensional 

degrees of freedom to increase the key rate [29–33]. While discrete-variable (DV) protocols such 

as the DS-BB84 showcase the power of quantum cryptography, the key rates achievable are low 

and the systems are difficult to integrate with existing telecommunication systems. Hence, 

nowadays there is a thrust to develop another major category in the study of QKD protocols that 

can overcome these challenges, the continuous variable (CV) protocols [34,35] that encode keys 

into CV observables of carrier fields [36] (e.g., based on coherent laser light and heterodyne 

detection), are known to be more easily implementable for their compatibility with current 

communication devices instead of relying on single-photon generation and detection like most DV 

protocols. There have also been numerous attempts implementing QKD on traditional 

communication channels such as fiber optics links [37,38] or free-space links [39,40]. With the 

fast development of satellite-based communications [41], especially with the potential security 
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threats posed by “spy satellites” from opposed parties, interests have been rising around satellite-

based free-space QKD to ensure the security of communication between satellites [42-53]. The 

experimental demonstration in 2017 [42] has been a milestone marking the applicability of a global 

QKD networks relayed by satellites [49]. On the other hand, although QKD promises theoretical 

information security, conventional studies of QKD assumes an omnipotent eavesdropper whose 

power is only limited by the laws of physics, which can be unrealistic for realistic application 

models such as the free-space links between satellites. For example, it is usually assumed that the 

eavesdropper (Eve) can collect all the photons that have not been collected by the communication 

party Bob. This can grant Eve too much power, which, though theoretically reasonable for cases 

like fiber optic channels, is practically unrealistic for some other implementations such as in the 

wireless channels. 

Generally, in this dissertation, we will dig deep to better understand the security analysis with 

respect to realistic free-space channel conditions. One of the main novelties of this work is to come 

up with a geometrical restricted eavesdropping model that can better characterize realistic channel 

conditions such as free-space channels. Namely, the eavesdropper Eve cannot collect all the 

photons that are not collectable by Bob, subject to reasonable power collection restrictions due to 

practical reasons such as a limited-sized receiver aperture. We would then try to apply this model 

onto satellite-to-satellite channels analyzing how the eavesdropper’s aperture size and position 

would affect the secure key rate considering different scenarios. In particular, our contributions 

are: 1. We establish the mathematical model of the geometrical optics restricted eavesdropping 

scenario by starting with a pure loss channel and then adding thermal noise from Eve as 

entanglement pairs and derive analytic expressions for lower and upper bounds of the secure key 

rate with respect to different parameters. 2. We then investigate how Eve’s collecting ability would 
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affect the secure key rate by starting with a straightforward case with Eve’s limited-sized aperture 

in the same plane of Bob’s aperture. 3. After that, we study Bob’s defense strategy with adding an 

exclusion zone to exclude the eavesdropper from collecting photons in this region and show how 

this affects the secure key rates. 4. In the end, we move forward to study Eve’s strategy with a 

dynamically positioned receiver aperture and derive the optimal positioning strategy for Eve.  

The rest of this dissertation is organized as follows: In Chapter 2 we present the quantum wiretap 

channel and the restricted eavesdropping model based on that. Chapter 3 would present a 

preliminary starting point for the analysis of limited-sized aperture’s impact on the eavesdropping 

action. Chapter 4 would study the communication party Bob’s defense strategy with setting and 

exclusion zone. Chapter 5 presents the eavesdropper’s strategy for dynamically positioning her 

aperture to optimize her eavesdropping outcomes. Finally, Chapter 6 provides some important 

concluding remarks and discussions for future work. 
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2.1 Introduction 

Traditionally, the security proofs of quantum key distribution against a wiretapping adversary, an 

eavesdropper Eve, assume that Eve can perform any operation allowed by the laws of quantum 

physics on the transmitted light, and has access to all the light that is lost in transmission. However, 

this is not the case in some realistic applications, especially in a free-space communication channel, 

where it is reasonable to consider a potential Eve who is restricted in her information-collection 

capabilities. 

 

Figure 2.1. Entanglement-based model for quantum communication over a wiretap channel of 

transmissivity 𝜂 from Alice to Bob under restricted eavesdropping. Alice prepares an entangled 

pure state |𝜓⟩𝐴𝐴
′
 and sends 𝐴′ through the channel to Bob while retaining 𝐴. Bob receives 𝐵 at 

the output of the channel. The restriction on the eavesdropper Eve is modeled by a pure-loss 

beam splitter of transmissivity 𝜅. Eve is shown to inject a state 𝜌𝐸
′
 into the channel to Bob, 

which could be a vacuum state (passive attack) or a thermal state (active attack). Then Eve 

collects 𝐸 and can perform any operations allowed by the physics law to eavesdrop. 𝐹 is 

considered lost in the process of Eve’s collecting action and is thus inaccessible to any party. 
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In this chapter, as a continuation of the work in Ref. [54], we present a secure-key-rate (SKR) 

analysis for a secret-key distillation scheme over a quantum wiretap channel from a sender Alice 

to a receiver Bob, where the eavesdropper Eve is restricted to receive only a fraction of the photons 

lost in transmission [73], as shown in Fig. 2.1. As a result, some of the light is inaccessible to any 

of the parties involved, lost to the environment. Such a restriction is widely applicable to free space 

channels such as optical wireless communication [55]. For example, in an optical wireless link 

from Alice to Bob, a realistic Eve would be limited by her receiver’s aperture size that she can 

only collect a fraction of the light lost due to diffraction. In extreme cases where Eve has a receiver 

of infinite aperture, hypothetically speaking, it is reasonable to assume that she would not be able 

to collect light from an exclusion zone around the line of sight from Alice to Bob to avoid being 

detected by the communication parties. Some practical quantum-wiretapping scenarios where the 

restricted Eve model is applicable, include, but are not limited to, the following: (1) A fiber-optic 

channel from Alice to Bob where Eve can insert beam splitters in between to leak light out of or 

inject light into the channel. In this case, Eve is unable to capture all the light lost in a distributed 

way due to the fiber’s scattering properties and intrinsic absorption. (2) A satellite-to-ground link 

between Alice (on the satellite) and Bob (on the ground). The transmitter’s beam divergence, 

chosen to minimize the pointing and tracking burden, would result in a large main-lobe spot on 

the ground centered at Bob’s receiver aperture. In this case, Eve is unable to access the main lobe 

due to Bob’s monitoring the surrounding environment of his terminal. She is then only limited to 

accessing the side lobes of Alice’s transmission. In both cases, Alice and Bob can estimate the 

upper bound on the received power of Eve and instantiate a quantum-wiretapping restricted-Eve 

channel. 
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Other restricted-eavesdropping possibilities include: (1) A lossy quantum memory [56] on Eve’s 

part so that only a fraction of the light she collects can be used in a collective or coherent attack; 

and (2) there is noise in the Alice-to-Bob channel with a quantified part to be non-adversarial, thus 

of value to no parties involved. In our work, however, we focus on Eve having a restricted light-

collection capability. We assume that Eve can attack only the Alice-to-Bob channel with no access 

to the equipment in their devices. Thus, eavesdropping strategies such as shifting the frequency of 

light sources via injection locking [57] are not considered here. In what follows we consider both 

passive eavesdropping, in which Eve injects the vacuum state into the channel, and an instance of 

active eavesdropping, in which Eve injects a thermal state into the channel. Our analysis includes 

both direct and reverse reconciliation [58,59], as their secret-key rates increase differently under 

restricted eavesdropping. The main findings of our analysis include the following: (a) Invoking 

the Hashing inequality [60] for secret key distillation over a communication channel with one-way 

public discussion, we write down lower bounds on asymptotic achievable key rates under the 

restricted eavesdropping model. We show that these key rates can exceed the direct-transmission 

capacity of the channel in a traditional unrestricted-eavesdropping model. This implies both higher 

key rates as well as longer transmission distances. We also show that in the restricted-

eavesdropping case the key rates of direct reconciliation can exceed those of reverse reconciliation. 

(b) We provide upper bounds on the key rates under the restriction on Eve based on the relative 

entropy of entanglement (ER). In the case of the pure-loss channel, the ER upper bound closely 

matches the achievable rate with heterodyne detection and reverse reconciliation. (c) We present 

a comparison of a CV-QKD protocol based on Gaussian-modulated coherent states and heterodyne 

detection, with the DS-BB84 DV-QKD protocol based on polarization encoding of weak coherent 

states, under both passive and active restricted-eavesdropping models. This chapter is organized 
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as follows: Section 2.2 and 2.3 describe the methods used in establishing the achievable key rates 

and the upper bounds on secret-key distillation under restricted eavesdropping. These methods 

apply to passive as well as active eavesdropping, and direct-information-reconciliation and reverse 

information-reconciliation schemes. In Sec. 2.4, we present the results obtained by applying these 

methods to the entanglement-based model for secret-key distillation based on the two-mode 

squeezed vacuum state and heterodyne detection. In Sec. 2.5, we present results comparing 

achievable key rates (under the restricted-eavesdropping model) in CV-QKD with Gaussian-

modulated coherent states and heterodyne detection, and in the DS-BB84 protocol. We conclude 

with a summary in Sec. 2.6. 

2.2 Achievable rates for secret-key distillation under restricted eavesdropping 

Consider the entanglement-based model for bipartite secret-key distillation shown in Fig. 2.1, 

where Alice prepares an asymptotically large number of independent and identically distributed 

copies of an entangled pure state 𝜓𝐴𝐴
′
 and transmits the 𝐴 systems through a wiretap channel. In 

this limit, the optimal attack for an eavesdropper Eve is known to be a collective attack [61]; 

namely, wherein she performs an identical symbol-bysymbol active attack on each transmission, 

resulting in independent and identically distributed copies of a bipartite state 𝜌𝐴𝐵 being shared 

between Alice and Bob. Let us first recall key-rate analysis for secret-key distillation against an 

unrestricted Eve (κ = 1 in Fig. 2.1). 

2.2.1 Unrestricted eavesdropping 

In traditional security analysis for key distillation over a quantum wiretap channel, where the 

eavesdropper Eve is assumed to have access to all the light that is lost in transmission, she holds 

the full purification of the state 𝜌𝐴𝐵. In other words, Eve holds a quantum system 𝐸 such that the 
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systems A, B, and E are in a pure state |𝜓⟩𝐴𝐵𝐸 satisfying 𝜌𝐴𝐵  =  𝑇𝑟𝐸(𝜓
𝐴𝐵𝐸). In the case of a 

thermal-noise channel with loss, Eve holds the purification of both the state 𝜌𝐸
′
 she injected into 

the channel and the output of the channel to Bob; namely, a pure state |𝜓⟩𝐴𝐵𝐸𝑅 , 𝑅 being the 

purifying system of Eve’s input 𝜌𝐸
′
 . The systems 𝐸 and 𝑅 in this case can be thought of as one 

joint purifying system 𝐸. Hence, the system 𝐸 in the subsequent discussion in this section also 

includes the case of the thermal-noise channel. When either Alice or Bob performs a measurement, 

Devetak and Winter [60] proved an achievable rate (𝐾𝐶𝑄𝑄) for secret key distillation from the 

resulting state with one-way public classical communication assistance—a result known as the 

Hashing inequality. Here CQQ stands for “classical-quantum-quantum,” indicating that either 

Alice or Bob has performed a measurement on her or his quantum system, while the other and Eve 

are yet to measure their respective quantum systems. For example, in a reverse-reconciliation 

scheme, Bob performs a measurement, while Eve and Alice retain their quantum systems 

unmeasured. (Likewise, CCQ stands for “classical-classical-quantum,” which indicates that both 

communicating parties have performed measurements. 𝐾𝐶𝐶𝑄 reflects the corresponding achievable 

key rate and is discussed in Sec. 2.3 in the context of QKD protocols.) Here only one-way public 

classical communication is used to help distill the keys. When only Alice is allowed to publicly 

communicate with Bob, this is called a “forward-assisted scheme,” otherwise it is called a 

“backward-assisted scheme.” If both sides are allowed to communicate to each other, then this is 

called a “two-way-assisted scheme.” See Ref. [62] for similar definitions. The Hashing lower 

bound on the key rate for direct reconciliation (namely, when Alice measures system 𝐴 to give rise 

to a classical outcome 𝑋 that is publicly communicated to Bob) is given by 

𝐾→(𝜌) ≥ 𝐼(𝑋; 𝐵)𝜔𝑋𝐵𝐸 − 𝐼(𝑋; 𝐸)𝜔𝑋𝐵𝐸 ,                                                       (2.1) 

𝜔𝑋𝐵𝐸 = ∫𝑑𝑥 𝑝(𝑥)|𝑥⟩⟨𝑥|𝑋⊗𝜌𝑥
𝐵𝐸

𝑥

,                                                        (2.2) 
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where the quantum mutual-information quantities 𝐼(𝑋; 𝐵)𝜔𝑋𝐵𝐸  and 𝐼(𝑋; 𝐸)𝜔𝑋𝐵𝐸  are Holevo 

information quantities between classical variable 𝑋 , which is Alice measurement result and 

conditional quantum state held by Bob or Eve, 𝜌𝑥
𝐵 and 𝜌𝑥

𝐸 , 

𝐼(𝑋; 𝐵)𝜔𝑋𝐵𝐸 = 𝐻(𝜌
𝐵) − ∫𝑑𝑥 𝑝(𝑥)𝐻(𝜌𝑥

𝐵)
𝑥

,                                                 (2.3) 

𝐼(𝑋; 𝐸)𝜔𝑋𝐵𝐸 = (𝜌
𝐸) − ∫𝑑𝑥 𝑝(𝑥)𝐻(𝜌𝑥

𝐸)
𝑥

,                                                   (2.4) 

with 𝐻() denotes the von Neumann entropy. Furthermore, we have: 

𝜌𝑥
𝐵 =∑⟨𝑒|𝜌𝑥

𝐵𝐸|𝑒⟩

|𝑒⟩

,                                                                    (2.5) 

𝜌𝑥
𝐸 =∑⟨𝑏|𝜌𝑥

𝐵𝐸|𝑏⟩

|𝑏⟩

,                                                                    (2.6) 

𝜌𝐵 = ∫𝑑𝑥 𝑝(𝑥)𝜌𝑥
𝐵

𝑥

,                                                                    (2.7) 

𝜌𝐸 = ∫𝑑𝑥 𝑝(𝑥)𝜌𝑥
𝐸

𝑥

,                                                                   (2.8) 

where 𝜌𝑥
𝐵𝐸  is the density matrix of system 𝐵𝐸 conditioned on the measurement result 𝑋 =  𝑥. |𝑏⟩ 

and |𝑒⟩ each represents a complete (usually orthonormal) basis of system 𝐵 and 𝐸. Since each 

conditional state |𝑥⟩⟨𝑥|𝑋  ⊗ 𝜌𝑥
𝐵𝐸  is a pure state, we have 𝐻(𝜌𝑥

𝐵)   =  𝐻(𝜌𝑥
𝐸)  . This leads to 

𝐾→  ≥  𝐼(𝑋;  𝐵)𝜔 − 𝐼(𝑋; 𝐸)𝜔  = 𝐻(𝐵)𝜓 − 𝐻(𝐴𝐵)𝜓 = 𝐼(𝐴⟩ 𝐵)𝜌 ,                          (2.9) 

which is the expression for coherent information [60,63] of 𝜌𝐴𝐵 . For reverse reconciliation, 

similarly, by changing the roles of Alice and Bob, we arrive at an expression for a Hashing lower 

bound on the secret-key-distillation rate 𝐾← given by 

𝐾← ≥ 𝐼(𝐴; 𝑌)𝜔𝐴𝑌𝐸 − 𝐼(𝑌; 𝐸)𝜔𝐴𝑌𝐸 ,                                                        (2.10) 

𝜔𝐴𝑌𝐸 = ∫𝑑𝑦 𝑝(𝑦)|𝑦⟩⟨𝑦|𝑌⊗𝜌𝑦
𝐴𝐸

𝑦

,                                                       (2.11) 

with 
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𝜌𝑦
𝐴 =∑⟨𝑒|𝜌𝑦

𝐴𝐸|𝑒⟩

|𝑒⟩

,                                                                     (2.12) 

𝜌𝑦
𝐸 =∑⟨𝑎|𝜌𝑦

𝐴𝐸|𝑎⟩

|𝑎⟩

,                                                                    (2.13) 

𝜌𝐴 = ∫𝑑𝑦 𝑝(𝑦)𝜌𝑦
𝐴

𝑦

,                                                                    (2.14) 

𝜌𝐸 = ∫𝑑𝑦 𝑝(𝑦)𝜌𝑦
𝐸

𝑦

,                                                                    (2.15) 

and 𝑌 is the classical outcome of measuring Bob’s quantum system B. Now if 𝜓𝐴𝐵𝐸 is a pure state, 

𝜌𝑦
𝐴𝐸  is also a pure state, which gives us 𝐻(𝜌𝑦

𝐴 )  =  𝐻(𝜌𝑦
𝐸  ). Similarly to the direct-reconciliation 

case, this leads to 

𝐾←  ≥  𝐼(𝐴;  𝑌)𝜔 − 𝐼(𝑌; 𝐸)𝜔  = 𝐻(𝐴)𝜓 − 𝐻(𝐴𝐵)𝜓 = 𝐼𝑅(𝐴⟩ 𝐵)𝜌 ,                          (2.16) 

which is the expression for reverse coherent information [60,62,64] of 𝜌𝐴𝐵.  

2.2.2 Restricted eavesdropping 

When Eve has only restricted access to the wiretapped light (i.e., 𝜅 <  1 in Fig. 2.1), she does not 

have access to the full purification of the bipartite state 𝜌𝐴𝐵 shared between Alice and Bob. That 

is, the systems 𝐴, 𝐵, and 𝐸 are not in a pure state anymore. It is rather together with the system 𝐹, 

which is lost to the environment, that these systems are in a pure state |𝜓⟩𝐴𝐵𝐸𝐹. In the direct-

reconciliation case after Alice measures system A into a classical register 𝑋, with the tripartite 

state between Alice, Bob, and Eve being 𝜌𝐴𝐵𝐸  = ∫  𝑑𝑥 𝑝(𝑥)|𝑥〉⟨𝑥|𝐴  ⊗ 𝜌𝑥
𝐵𝐸  

𝑥
, we have 

𝐾→ ≥ 𝐻(𝜌
𝐵) − 𝐻(𝜌𝐸) − ∫𝑑𝑥 𝑝(𝑥)[𝐻(𝜌𝑥

𝐵) − 𝐻(𝜌𝑥
𝐸)]

𝑥

.                                  (2.17) 

The second term ∫ 𝑑𝑥 𝑝(𝑥)[𝐻(𝜌𝑥
𝐵) − 𝐻(𝜌𝑥

𝐸)]
𝑥

 now does not vanish as it does in the unrestricted-

Eve case. Similarly, in the reverse-reconciliation case, we have 

𝐾← ≥ 𝐻(𝜌
𝐴) − 𝐻(𝜌𝐸) − ∫𝑑𝑦 𝑝(𝑦)[𝐻(𝜌𝑦

𝐴) − 𝐻(𝜌𝑦
𝐸)]

𝑦

.                              (2.18) 
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2.3 Upper bound for secret-key distillation under restricted eavesdropping 

In this section, we recall the relative entropy of entanglement of a channel [65] (𝐸𝑅), which serves 

as an upper bound on the entanglement and secret-key-distillation capacities of the channel under 

unrestricted eavesdropping when assisted by unlimited two-way classical communication between 

the communicating parties, and apply it to the restricted-eavesdropping model. (See also Ref. [66] 

for a related definition of Rains information of a channel, which is relevant specifically in the 

context of entanglement distillation.) 

𝐸𝑅(𝑁𝐴′→𝐵) ≔ sup
ϕAA

′
𝐸𝑅(𝐴; 𝐵)𝜌 ,                                                           (2.19) 

𝐸𝑅(𝜌) ≔ inf
σ∈s
𝐷(𝜌||𝜎),                                                                   (2.20) 

𝜌𝐴𝐵 = 𝑁𝐴′→𝐵(𝜙
𝐴𝐴′),                                                                    (2.21) 

𝐷(𝜌||𝜎):= Tr[𝜌(log 𝜌 − log 𝜎)],                                                        (2.22) 

where 𝐷(𝜌||𝜎)  is the relative entropy between states 𝜌  and 𝜎 . While the relative entropy of 

entanglement is the relative entropy of a state 𝜌 with its closest separable (𝑠) state (𝜎 ∈ 𝑠) in 

Hilbert space, the relative entropy of entanglement of a channel is the relative entropy of 

entanglement of the state distributed across the channel optimized over all possible inputs to the 

channel.  

2.3.1 Unrestricted eavesdropping 

Using the relative entropy of entanglement, Pirandola et al. [65] gave an upper bound to the energy-

unconstrained, two-way unlimited local operations and classical communication–assisted 

entanglement and secret-key-distillation capacity of lossy and noisy bosonic channels. For a pure-

loss channel 𝑁𝜂 of transmissivity η, the relative-entropy-of-entanglement upper bound is given by 

𝑚𝑎𝑥{𝐾→, 𝐾←} ≤  𝐸𝑅(𝑁𝜂) =  − log2(1 −  𝜂).  Since this upper bound matches the reverse-

coherent-information lower bound [62,67], the above rate characterizes the capacity. (See also Ref. 
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[68] for a strong converse theorem for the upper bound.) For a thermal-noise channel 𝑁𝜂 , 𝑛𝑒 of 

transmissivity η and thermal noise ne, which is the mean photon number in the thermal state that 

Eve injects into the channel, the relative entropy of entanglement upper bound is known to be [65] 

𝑚𝑎𝑥{𝐾 →,𝐾 ←}  ≤  𝐸𝑅(𝑁𝜂, 𝑛𝑒 )  =  𝑙𝑜𝑔2 [𝜂/(1 −  𝜂)]  −  𝑔 (𝑛𝑒), where [69,70] 

𝑔(𝑥) = (𝑥 + 1) log2(𝑥 + 1) − 𝑥 log2 𝑥,                                                   (2.23) 

is the von Neumann entropy of a thermal state of mean photon number 𝑥. 

The bipartite separable quantum states closest in relative-entropy divergence to a two-mode 

entangled quantum states shared across the channel that are required in giving the above ER 

bounds are found with use of the positive-partial-transpose (PPT) criterion for separability of 

quantum states [71,72] 

2.3.2 Restricted eavesdropping 

In the restricted-eavesdropping model in Fig. 2.1, the state of interest now is the tripartite state 

𝜌𝐴𝐹𝐵, which is purified by the fourth system E that Eve possesses (unlike the unrestricted case, 

where system 𝐹 does not exist and the state of interest is bipartite). We apply the PPT criterion 

across the bipartition 𝐴𝐹 and 𝐵 and give relevant 𝐸𝑅 upper bounds in this scenario. See Appendix 

A of [73] for details of the calculation. 

2.4 Achievable rate and upper bound derivation with numerical results 

In this section, we apply the methods of SKR analysis and upper bounds presented in Chapters 2.1 

and 2.2 to bosonic pure-loss and thermal-noise channels fed with an input two-mode squeezed 

vacuum (TMSV) state | 𝜓𝐴𝐴
′
⟩  =  (𝑐𝑜𝑠ℎ 𝑟)−1  ∑ (𝑡𝑎𝑛ℎ 𝑟)𝑛|𝑛⟩|𝑛⟩∞

𝑛=0  . The achievable rates are 

given for heterodyne detection either at Alice or Bob, which correspond to direct-information-

reconciliation and reverse-information-reconciliation scenarios, respectively.  
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2.4.1 Achievable rate  

2.4.1.1 Pure-loss channel 

 

Figure 2.2. Entanglement-based model for secret-key distillation over a pure-loss bosonic 

channel based on heterodyne detection and direct reconciliation. Here Alice performs heterodyne 

measurement of system 𝐴 and this projects the system 𝐴′ of the TMSV state state 𝜓𝐴𝐴
′
 (with 𝜇 

the mean photon number per mode) onto a coherent state |𝛼〉𝐴
′
 . She then sends side information 

in the classical channel to Bob to help him distill keys from his system. Here vacuum states are 

injected from 𝐸′ and 𝐹′ , denoting a pure-loss channel. The restriction on Eve is imposed by 

letting only a fraction 𝜅 of the wiretapped light reach her receiver. M, measurement. 

First, we show the achievable rate with direct reconciliation; namely, where Alice performs 

heterodyne detection on her system, as depicted in Fig. 2.2. Assuming a TMSV-state input, we 

calculate the achievable rate for this setup. Since the heterodyne measurement on 𝐴 projects the 

other part 𝐴′ of the TMSV state onto a coherent state 𝜌𝑥
𝐴′   =  |𝛼⟩, we know that the states at the 
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beam splitters’ outputs conditioned on measurement result 𝑥 (namely, 𝜌𝑥
𝐵 , 𝜌𝑥

𝐸   , and 𝜌𝑥
𝐹  ) are also 

coherent states with attenuated amplitudes. Since they are pure states, we have 

 𝐻(𝜌𝑥
𝐵)   =  𝐻(𝜌𝑥

𝐸)   =  0.                                            (2.24)  

So, using Eq. (2.17), we have  

𝐾→  ≥  𝐻(𝜌
𝐵)  −  𝐻(𝜌𝐸) =  g (ημ)  −  g [κμ(1 −  η)] ,                    (2.25)  

where 𝜇 = sinh2(𝑟)  is the average photon number in the light Alice transmits to Bob, which leads 

to 

lim
𝜇→∞

𝐾→  ≥ log2  
𝜂

𝜅(1 −  𝜂)
 .                                    (2.26) 

Equation (2.26) [74] gives the limiting value of the key rate when the input photon number is taken 

to infinity. This limit can be shown to be the optimal input strength that maximizes the key rate. 

Notice that the dependence of the direct-reconciliation achievable rate in Eq. (2.26) on Eve’s 

restriction 𝜅 is in the denominator inside the log function. Thus, restricting Eve’s received power 

can help increase the achievable rate beyond the rate achievable against an unrestricted Eve [κ = 

1 in Eq. (2.26)], namely log2  [𝜂/(1 −  𝜂)]. It is interesting to note that the increase in achievable 

rate is accomplished without affecting the channel from Alice to Bob, but rather by modifying the 

channel from Alice to Eve. In the case of an unrestricted Eve and direct reconciliation, we need to 

have 𝜂 > (1 −  𝜂) to attain a positive key rate in Eq. (2.26). This gives us 𝜂 >  0.5 =  3 𝑑𝐵, 

which is known as the “3-dB limit” for direct reconciliation where the key rate drops to zero when 

channel transmissivity is below 3 dB. Similarly, for the key rate to be greater than zero in the 

restricted-Eve case, we need to have 𝜂 >  𝜅(1 −  𝜂),  which gives 𝜂 >  𝜅/(1 +  𝜅). This 

condition captures the limitation of direct reconciliation with regard to the transmission distance; 

namely, that the key rate vanishes beyond a threshold distance.  
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Figure 2.3. Entanglement-based model for secret-key distillation over a pure-loss bosonic 

channel based on heterodyne detection and direct reconciliation. Here Alice performs heterodyne 

measurement of system 𝐴 and this projects the system 𝐴′ of the TMSV state state 𝜓𝐴𝐴
′
 (with 𝜇 

the mean photon number per mode) onto a coherent state |𝛼〉𝐴
′
 . She then sends side information 

in the classical channel to Bob to help him distill keys from his system. Here vacuum states are 

injected from 𝐸′ and 𝐹′ , denoting a pure-loss channel. The restriction on Eve is imposed by 

letting only a fraction 𝜅 of the wiretapped light reach her receiver. M, measurement. 

Now consider the case of reverse reconciliation, as depicted in Fig. 2.3. Here, Bob performs 

heterodyne measurement on his system B and sends side information through a classical 

communication channel to Alice to help her distill the secret key. Using Eq. (2.19), and recognizing 

that 𝑌 is a continuous variable, we get 

𝐾←  ≥  𝐻(𝜌
𝐴) −  𝐻(𝜌𝐸) −  ∫  𝑑𝑦 𝑝(𝑦) 𝐻 (𝜌𝑦

𝐴  −  𝐻( 𝜌𝑦
𝐸) = 𝑔(𝜇) − 𝑔(𝜅𝜇(1 − 𝜂)) −

𝑦

𝑔 (
𝜇(1−𝜂)

1+𝜂𝜇
) + 𝑔 (

(1−𝜂)𝜅𝜇

1+𝜂𝜇
)                                                                                                   (2.27)    



 

 

35 

and  

lim
𝜇→∞

𝐾←   ≥ log2
1

 𝜅(1 −  𝜂)
 −   𝑔 (

1 −  𝜂

𝜂
 ) +  𝑔 (

(1 −  𝜂)𝜅

𝜂
).                  (2.28)  

Since in this case the post-measurement conditional states are not pure, we derive the covariance 

matrix of corresponding states and calculate the von Neumann entropies, which turns out as 

shown in Eq. (2.27). Taking the limit of the input mean photon number 𝜇 →  ∞, we obtain the 

optimal achievable rate given in Eq. (2.28).  

Equation (2.28), when 𝜅 =  1, reduces to − log2(1 −  𝜂), which is also the bound of Pirandola 

et al. [65] based on 𝐸𝑅, discussed previously, and hence the capacity. If we compare Eq. (2.28) 

for κ < 1 with the pure-loss unrestricted model capacity − log2(1 −  𝜂), not only do we have 𝜅 

showing up in the denominator inside the logarithm but we also have one correction term: 

−{𝑔[𝜇(1 −  𝜂)/(1 +  𝜂𝜇)]  −  𝑔[(1 −  𝜂)𝜅𝜇/(1 +  𝜂𝜇)]}. This correction term changes 

differently with 𝜅 compared with the first term log2[1/ 𝜅(1 −  𝜂)]. Unlike the case with 

unrestricted Eve, we find that the achievable rate with reverse reconciliation is not always better 

than the rate with direct reconciliation.  

In Fig. 2.4(a), we plot the SKR as a function of the restriction on Eve 0 < 𝜅 <  1 for channel 

transmissivity 𝜂 =  0.6. When high values of 𝜅 are assumed, which includes the unrestricted-

Eve case (𝜅 =  1), we find that reverse reconciliation gives a higher achievable rate than direct 

reconciliation. However, when low values of 𝜅 are assumed, the rate with direct reconciliation is 

seen to exceed the rate with reverse reconciliation. 
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Figure 2.4. (a) Secure-key rate against restricted eavesdropping over a pure-loss channel with a 

TMSV state and heterodyne detection. Direct-reconciliation rate versus reverse-reconciliation 

rate as a function of 𝜅. Here the channel transmissivity is set to 𝜂 =  0.6. (b) Direct-
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reconciliation achievable rate versus reverse-reconciliation achievable rate as a function of 

channel loss in decibels with 𝜅 =  0.1. The channel capacity against an unrestricted Eve is also 

shown for comparison. 

In Fig. 2.4(b), we plot the direct-reconciliation and reverse-reconciliation achievable rates as a 

function of the channel transmissivity 𝜂 for a given value of the restriction on Eve 𝜅 =  0.1. 

Since channel loss usually increases as the transmission distance increases, we can see that the 

reverse-reconciliation scheme has a longer useful transmission distance than the direct-

reconciliation scheme, which is similar to the case when Eve is unrestricted as was shown in Ref. 

[62]. However, here both direct reconciliation and reverse reconciliation can achieve rates that 

are higher than the unrestricted Eve’s capacity, which was achievable with reverse reconciliation. 

2.4.1.2 Thermal-noise channel 
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Figure 2.5. Entanglement-based model for secret-key distillation over a thermal-noise bosonic 

channel based on heterodyne detection and direct reconciliation. Here Alice performs heterodyne 

measurement and sends side information to Bob to help him distill secret keys. Eve holds a 

TMSV state with mean photon number ne per mode and injects one of the modes into the 

channel, actively inducing noise. M, measurement. 

For the thermal-noise channel, Eve’s input to the channel is now a thermal state of mean photon 

number 𝑛𝑒. Since the thermal state is not a pure state, we need to take into account its purifying 

system 𝑅. So here we assume that Eve holds a TMSV state with mean photon number ne. She 

injects one mode 𝐸′  into the channel while keep the other mode as a purification and then does a 

joint operation on systems 𝐸 and 𝑅. First, we look at the case of direct reconciliation, depicted in 

Fig. 2.5. Again using Eq. (2.17), we have 

𝐾→ ≥ 𝛽𝑔(𝑛𝑒(1 − 𝜂) + 𝜂𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝑛𝑒(1 − 𝜂)) + 𝑔(𝑛𝑒(1 − 𝜂𝜅))    (2.29) 

Where 𝜈𝑦𝑖
𝐸𝑅s are the symplectic eigenvalues of the reduced covariance matrix of modes 𝐸 and 𝑅. 

Finally, we have 

lim
𝜇→∞

  𝐾→  ≥  𝑙𝑜𝑔
𝜂

𝜅(1 −  𝜂)
 −  𝑔(𝑛𝑒)  −  𝑔(𝑛𝑒(1 −  𝜂))  +  𝑔(𝑛𝑒(1 −  𝜂𝜅)).     (2.30) 

Here if we compare Eq. (2.30) with the direct-reconciliation achievable rate for an unrestricted-

Eve case over the thermal-noise channel [65] 𝑙𝑜𝑔[𝜂/(1 −  𝜂)]  −  𝑔(𝑛𝑒), we can see that 𝜅 

shows up in the denominator inside the log function in a way similar to the case of the pure loss 

channel. However, here we still have a correction term −𝑔[𝑛𝑒(1 −  𝜂)]  +  𝑔[𝑛𝑒(1 −  𝜂𝜅)], 

which vanishes when 𝜅 →  1.  

For the reverse-reconciliation case depicted in Fig. 2.6, we use Eq. (2.19) to obtain our results 

𝐾← ≥ 𝛽𝑔(𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝜇 −
𝜂𝜇(1 + 𝜇)

1 + 𝑛𝑒 − 𝑛𝑒𝜂 + 𝜂𝜇
) +∑𝑔(

𝜈𝑦𝑖
𝐸𝑅 − 1

2
)

𝑖

 , (2.31) 
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Figure 2.6. Entanglement-based model for secret-key distillation over a thermal-noise bosonic 

channel based on heterodyne detection and direct reconciliation. Here Bob performs heterodyne 

measurement and sends side information to Alice to help her distill secret keys. Eve holds a 

TMSV state with mean photon number ne per mode and injects one of the modes into the 

channel, actively inducing noise. M, measurement. 

𝜈𝑖
𝐸𝑅 (𝑖 =  1, 2) are the symplectic eigenvalues of the covariance matrix corresponding to system 

𝐸𝑅 and 𝜈𝑦𝑖
𝐸𝑅 (𝑖 =  1, 2) are the symplectic eigenvalues of the covariance matrix corresponding to 

the postmeasurement system 𝐸𝑅|𝑦 after the measurement of Bob’s state 𝐵. Finally, we have 

lim
𝜇→∞

 𝐾←  ≥ log
1

𝜅(1 − 𝜂)
  −  𝑔(𝑛𝑒)  −  𝑔 (

1 + 𝑛𝑒 − 𝑛𝑒𝜂 − 𝜂

𝜂
 ) + ∑  𝑔 (

lim
𝜇→∞

𝜈𝑦𝑖
𝐸𝑅 − 1 

2𝑖 )    . (2.32) 

In Eq. (2.32) we have 𝜅 showing up in the denominator inside the log function compared with 

the reverse-reconciliation achievable rate for thermal-noise channels in the unrestricted-Eve case 

𝑙𝑜𝑔2 [1/𝜅 (1 −  𝜂)]  −  𝑔 (𝑛𝑒). For details on lim
𝜇→∞

𝜈𝑦𝑖
𝐸𝑅, please refer to Eqs. (55 - 63) of [73]. 

We first plot the direct-reconciliation and reverse-reconciliation achievable rates as a function of 

the input mean photon number 𝜇 in Fig. 2.7. 
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Figure 2.7. Achievable rates, direct reconciliation versus reverse reconciliation, as a function of 

input mean photon number 𝜇 in the input signal. With different choices of the channel 

parameters, direct reconciliation can have a higher or a lower rate than reverse reconciliation. In 

both figures, direct and reverse SKR increase with increasing input power and saturate to some 

value, while different κ values change the comparison between direct reconciliation and reverse 

reconciliation. 

In Fig. 2.7, we can see that the achievable rate for both direct reconciliation and reverse 

reconciliation increases with increasing input mean photon number 𝜇. So 𝜇 =  ∞ is optimal. 

Also, depending on the channel parameters, either direct or reverse reconciliation could have the 

higher rate. 

For Figs. 2.8–2.12, unless specified otherwise, the achievable rate is plotted with 𝜇 taken to 

infinity.  

 

Figure 2.8. Achievable rate as a function of input mean photon number ne of the thermal-noise 

state with 𝜅 =  0.4, 𝜂 =  0.8, and 𝜇 =  ∞. 
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Figure 2.9. Achievable rate as a function of transmissivity 𝜂 with 𝜅 =  0.6, 𝑛𝑒 =  1, and 𝜇 =
 ∞. 
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Figure 2.10. Achievable rate as a function of 𝜅 with 𝜂 =  0.7, 𝑛𝑒 =  1, and 𝜇 =  ∞. 
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Figure 2.11. Achievable rate as a function of channel loss in decibels with different choices of 𝜅. 
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Figure 2.12. Achievable rate as a function of channel loss in decibels with different values of 𝑛𝑒 . 

In Figs. 2.8 – 2.10, we separately plot the direct-reconciliation and reverse-reconciliation 

achievable rates as functions of the thermal-noise strength ne, channel transmissivity 𝜂, and the 

restriction factor 𝜅. We can see that the direct-reconciliation and reverse reconciliation key rates 

both decrease with increasing noise, increasing 𝜅, and increasing channel loss (−10 log10  𝜂).  

Since reverse reconciliation generally gives us a greater transmission range than direct 

reconciliation (see Fig. 2.9) as transmissivity 𝜂 usually decreases with increasing transmission 

distance for a given channel, we show achievable rates with reverse reconciliation for different 

parameters. We also plot the capacity of the pure-loss channel against the unrestricted Eve, 

− log2(1 −  𝜂), for comparison. In Fig. 2.11, we show that even though generally with 

increasing noise the SKR decreases and tends to have a shorter transmission distance, with small 

𝜅 it is still possible to exceed the pure-loss unrestricted Eve’s capacity for some values of the 

channel loss. Then we fix the noise ne and change 𝜅 in Fig. 2.12. It is shown that for different 

values of the noise, even when the noise is very high, a small 𝜅 can increase the achievable rate 

dramatically. 

2.4.2 Upper bounds 

In this section we apply the method discussed before to get upper bounds for secret-key 

distillation under restricted eavesdropping. 
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2.4.2.1 Pure-loss channel 

First, we look at the pure-loss case. An upper bound on the secret-key-distillation capacity under 

the restricted eavesdropping model considered here follows from the broadcast-channel result 

Eq. (26) in Ref. [75] and Eq. (8) in Ref. [76] as 

𝐸𝑅(𝐵;  𝐴𝐹)𝜑  = log2
1 −  𝜂𝐹

1 −  𝜂𝐵 −  𝜂𝐹
  .                                         (2.33) 

 

Figure 2.13. Broadcast channel shown in Refs. [75,76], where a single sender sends information 

to receivers 𝐹, 𝐸, and 𝐵 through different lossy channels. Here the signal state is sent out from 

𝐴′ , while only vacuum states are injected from 𝐹′ and 𝐸′ . This can be viewed as equivalent to 

our model if we consider mode 𝐹 as an inaccessible system and 𝐸 as the eavesdropper Eve. 

Here the notation 𝐵;  𝐴𝐹 means that the closest separable state for the relative-entropy-of-

entanglement calculation is a state separating system 𝐵 from systems 𝐴 and 𝐹. In Refs. [75,76], 

the key to obtaining the above bound was the different physical realizations of the same 

broadcast channel, one of them being as shown in Fig. 2.13. Since only vacuum states are 
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injected from 𝐹′ and 𝐸’ in Fig. 2.13, it is equivalent to our model in Fig. 2.1 with 𝜂𝐵  =  𝜂 and 

𝜂𝐶  =  (1 −  𝜅)(1 −  𝜂). Thus, the upper-bound expression for our restricted eavesdropping 

case is obtained as 

𝑚𝑎𝑥{𝐾→, 𝐾←} ≤  𝐸𝑅(𝐵;  𝐴𝐹) = log2
𝜂 +  𝜅(1 −  𝜂)

𝜅(1 −  𝜂)
  .                       (2.34) 

In Fig. 2.14 we apply Eq. (2.34) to compare the upper bound with the lower bound for different 

values of 𝜅. We plot the relative-entropy-of-entanglement upper bound and the lower bound for 

three 𝜅 values, denoted by different colors. Here the lower bound is taken as the maximum of the 

direct-reconciliation and reverse-reconciliation rates. Here we can see that when 𝜅 is close to 1, 

the upper bound almost matches the lower bound. And they match each other when 𝜅 =

 1, which corresponds to the unrestricted case [65]. However, when 𝜅 decreases, the upper bound 

becomes looser, but still highly constrains the region in which the capacity for secret-key 

distillation can lie. One interesting thing to see from Fig. 2.14 is that the region where direct 

reconciliation gives a higher rate than reverse reconciliation has a large overlap with the region 

where the upper bound and the lower bound are closest to each other. For example, when κ = 

0.01 in Fig. 14, the upper bound and the lower bound diverge from each other close to the point 

where direct reconciliation starts to give a lower rate than reverse reconciliation. Another 

observation from the plot is that when 𝜅 decreases, the lower bound tends to decrease more 

slowly with increasing channel loss at least when the channel loss is low. 
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Figure 2.14. Relative entropy of entanglement upper bounds (UB 𝐸𝑅) and lower bounds with 

different values of thermal noise. 

2.4.2.2 Thermal-noise channel 

We now look at the thermal-noise channel. We plot the relative-entropy-of-entanglement upper 

bound 𝐸𝑅(𝐵;  𝐴𝐹) calculated as described in Appendix A in [73] along with the lower bounds 

Fig. 2.15. Here we can see that when noise is introduced into the channel, the upper bound 

becomes looser compared with the pure-loss-channel case, which is similar to what was found 

for unrestricted eavesdropping [65]. These gaps between our upper bounds and lower bounds 

narrow the search region for this problem’s capacity. 
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Figure 2.15. Relative-entropy-of-entanglement upper bounds (UB 𝐸𝑅) and lower bounds with 

different values of 𝜅. 

2.5 Comparison between CV and DV QKD under restricted eavesdropping 

In this section, we present a comparison between achievable rates against a restricted Eve for the 

Gaussian-modulated CV-QKD protocol (with coherent states, heterodyne detection, and reverse 

reconciliation) and the corresponding lower bounds for the DV protocol DS BB84 (𝐾𝐷𝑆 𝐵𝐵84), 

which are derived in Appendix B of [73]. For better illustration, we also include the upper 

bounds from previous analysis.  
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Figure 2.16. Comparison of achievable rates for secret-key distillation from a TMSV state with 

heterodyne detection and reverse reconciliation versus the DS-BB84 protocol over a pure-loss 

channel. We choose different values of 𝜅 to show the difference between the two protocols. For 

the DS-BB84 protocol (see Appendix B of [73]) we set 𝜂𝐸  =  𝜅(1 −  𝜂) and 𝑓𝐿  =  1. 
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First, we look at the pure-loss channel. In Fig. 2.16, we plot the CV achievable rate with reverse 

reconciliation (𝐾𝐶𝑄𝑄) and the CV reverse secure-key rate when heterodyne detection is 

performed on both communication sides (𝐾𝐶𝐶𝑄), and compare them with the 𝐾𝐷𝑆−𝐵𝐵84 case. 

Here the CCQ case corresponds to actual CV QKD, where Alice sends Gaussian-modulated 

coherent states and Bob performs heterodyne detection. For generality, in a thermal-noise 

channel (when 𝑛𝑒  =  0 this goes back to the pure-loss channel) 

𝐾𝐶𝐶𝑄 ≥ 𝐼(𝑋; 𝑌)𝜔 − 𝐼(𝑌; 𝐸𝑅)𝜔 = 𝐻(𝜌
𝑋) − 𝐻(𝜌𝐸𝑅) − ∫𝑑𝑦 𝑝(𝑦) (𝐻(𝜌𝑦

𝑋) − 𝐻(𝜌𝑦
𝐸𝑅))

𝑦

    (2.35) 

𝜔𝑋𝑌𝐸𝑅 = ∫∫𝑑𝑥 𝑑𝑦 𝑝(𝑥)𝑝(𝑦)|𝑥⟩⟨𝑥|𝑋⊗ |y⟩⟨y|Y⊗ρxy
ER

𝑦𝑥

                           (2.36) 

Here 𝐻(𝜌𝑋 ) and 𝐻(𝜌𝑦
𝑥 )  =  𝐻(𝑝(𝑦|𝑥)) are the classical differential entropy of the 

corresponding probability distribution and the conditional probability distribution. In Fig. 2.16, 

we can see in the pure-loss channel for any value of input power, the CV reverse-reconciliation 

scheme generally has rates that are higher than the DS-BB84 protocol. Also, in the analysis of 

the DS-BB84 protocol, there is an optimal input photon number, which is why we see the peak in 

those green curves, whereas the optimal input photon number in the CV scheme is infinity, and 

hence the rate keeps increasing with increasing input photon number.  

Next, we look at the thermal-noise channel. In Fig. 2.17, we can see that both 𝐾𝐶𝑄𝑄  and 𝐾𝐶𝐶𝑄 

increase with increasing 𝜇, whereas the DV rate first increases then decreases. This shows us that 

the optimal input photon number is different between the two schemes. We can also see that 

although in the pure-loss channel CV QKD always has a higher SKR than DS BB84, in a 

thermal-noise channel DS BB84 can have a higher rate for certain channel parameters and input 
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mean photon number. However, in practical implementation it is not realistic to assume that 

Alice and Bob can extract all 𝐼(𝑋 ;  𝑌) information through the information-reconciliation stage. 
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Figure 2.17. Comparison between SKRs from the entanglement-based secret-key-distillation 

scheme with heterodyne detection and reverse reconciliation (CQQ), Gaussian-modulation 

reverse-reconciliation CV QKD with heterodyne detection (CCQ), and the DS-BB84 protocol 

with a similar restricted-eavesdropping case. Here noise 𝑛𝑒 =  0.0005. For the DS-BB84 

protocol (see Appendix B of [73]) we set 𝑛𝑑  =  𝑛𝑒 , 𝜂𝐸  =  𝜅(1 −  𝜂), and 𝑓𝐿  =  1.  
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Figure 2.18. Comparison between SKRs from the entanglement-based secret-key-distillation 

scheme with heterodyne detection and reverse reconciliation (CQQ) with reconciliation 

efficiency 𝛽 =  0.95, Gaussian-modulation reverse-reconciliation CV QKD with heterodyne 

detection (CCQ) with reconciliation efficiency 𝛽 =  0.95, and the DS-BB84 protocol with a 

similar restricted eavesdropping case with 𝑓𝐿  =  1.1 [see Eq. (B2) of [73]]. Here noise 𝑛𝑒  =
 0.0005. For the DS-BB84 protocol (see Appendix B of [73]) we set 𝑛𝑑  =  𝑛𝑒 and 𝜂𝐸  =  𝜅(1 −

 𝜂).  

So, in Fig. 2.18 we take the reconciliation efficiency 𝛽 into consideration and replot the curves 

from Fig. 2.17. We can see now for CV QKD we do have a finite optimal input mean photon 

number, which is beneficial for implementation since an infinite mean photon number is 

impractical. Instead of Eq. (2.35) we use 

𝐾𝐶𝐶𝑄 ≥ 𝛽𝐼(𝑋; 𝑌)𝜔 − 𝐼(𝑌; 𝐸𝑅)𝜔                                             (2.37) 

We also plot the comparison between CV QKD and DS BB84 in Fig. 2.19, where the rate of DS 

BB84 is optimized over the input photon number. The rate for CV QKD is for the optimal (i.e., 

infinite) input photon number (assuming 𝛽 =  1 and 𝑓𝐿  =  1). We also plot the relative-entropy-

of-entanglement upper bound calculated in this paper together with the lower bound and upper 

bound of Pirandola et al. [65] for the thermal-noise channel for reference. It shows the 

comparison between optimized DV and CV rates with thermal noise 𝑛𝑒 =  0.5 as a function of 

the channel loss (𝑛𝑑  =  𝑛𝑒). We can see that although generally CV QKD has a higher rate, it 

appears that its achievable rate does not necessarily offer a longer distance. Also, it can be shown 

that by assuming such a restriction we are getting a narrower capacity region. 
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Figure 2.19. Comparison between CV-QKD SKR and optimized DS-BB84 SKR. The upper 

bound and unrestricted Eve’s capacity are given as reference lines. 

2.6 Concluding remarks 

In summary, we show lower bounds (achievable rates) for secret-key distillation under restricted 

eavesdropping across pure-loss and thermal-noise channels based on heterodyne detection. We 

show that putting a reasonable restriction on Eve can increase the key rate and extend the 

transmission range under the same channel conditions. We also show that unlike in the 

unrestricted-eavesdropping model, in the restricted-eavesdropping model direct reconciliation has 

the potential of providing a higher secure-key rate for certain channel parameters. Furthermore, 
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we calculate upper bounds using the relative entropy of entanglement for both the pure-loss 

channel and the thermal-noise channel, and show that the upper bound is fairly close to the 

achievable rates with heterodyne detection, and for the pure-loss channel even nearly being the 

capacity under the restricted-eavesdropping model. We also show a comparison of achievable rates 

between Gaussian-modulation CV QKD and the DS-BB84 protocol under restricted 

eavesdropping with perfect or imperfect reconciliation. All our results capture how the key rates 

and the transmission distances can increase with the assumption of restricted eavesdropping. One 

possible avenue for future work is to find a better detection scheme than heterodyne detection or 

tighter upper bounds under restricted eavesdropping. 

This simple restricted eavesdropping model is widely applicable, for example, to free-space 

quantum optical communication, where realistic collection of light by Eve is limited by the finite 

size of her optical aperture. Future work will include calculating bounds on the amount of light 

Eve can collect under various realistic scenarios.  
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3.1 Introduction 

In recent years, with the development of satellite-based free-space communications [41], the 

capacity and security of communication between satellites have become important. Thus interests 

have been rising surrounding free-space secret key distillation for satellites, especially since the 

work on satellite-to-ground quantum key distribution in 2017 [42] and there have already been 

some interesting works analyzing such a unique application scenario [52,53]. However, most 

research around the security of QKD assumes no restrictions on the eavesdropper (Eve) at all 

except the law of physics, which is not the case for realistic application. In our papers [54,73] we 

have presented the theoretical analysis of realistic secret key distillation by performing achievable 

rate calculation with certain restrictions to Eve’s collecting ability, for example the aperture size 

of Eve’s receiver if secret key distillation is implemented in a wireless communication channel. 

With our results on the restricted eavesdropping model [73] focusing on the limited collecting 

ability of Eve, which can straightforwardly be applied on satellite based free space channels, as a 

continuation of [77], which presents some of the preliminary results, we look into one of the typical 

scenarios where Eve’s collecting ability is taken into consideration with the assumption of a 

limited-sized aperture for Eve [106,109]. We assume that Eve’s aperture is located in the same 

plane with Bob whereas the case when she can optimize her position after Bob is analyzed in [78], 

and the extended version of this paper will be online soon. On the other hand, our invited 

conference paper in 2020 ICTON [79] included preliminary results of all these scenarios, which 

serves as a brief overview of this entire concept.  

In Section 3.2 we introduce the problem setup of the limited-sized aperture of Eve in the same 

plane of Bob and calculate the channel parameters assuming that Gaussian beam is transmitted. 

Based on this, in Sec. 3.3 we analyze the input power dependency of secure key rate lower bounds 

with assumptions of different channel parameters. Then in Sec. 3.4 we optimize input power based 
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on the results from Sec. 3.3. We further investigate perfect and imperfect reconciliation schemes 

respectively in Secs. 3.4.1 and 3.4.2. We study the scenario where Eve’s collecting ability is 

limited by the size of her aperture. We show that when Eve is in the same plane with Bob, as long 

as her aperture size is limited, we will be able to achieve a non-zero secret key rate lower bound 

as transmission distance goes to infinity. We also present the comparison between Gaussian-

modulated CV-QKD and decoy-state BB84 (DS-BB84) protocols under similar assumptions. 

3.2 Limited-sized aperture scenario setup 

 

Figure 3.1. Geometric setup of the limited-sized aperture scenario. 𝐴𝑎 is the transmitting aperture 

(Alice) area and 𝐴𝑏 is the receiving aperture (Bob) area. 𝐿 is the transmission distance between 

Alice and Bob. 𝐴𝑒 is the eavesdropper aperture area which is placed in the same plane as Bob’s 

aperture. 

In this section we introduce the Limited Aperture Scenario, in which we assume that Eve has a 

limited-sized aperture 𝐴𝐸𝑣𝑒 (𝐴𝑒) with radius 𝑟𝐸𝑣𝑒 (𝑟𝑒), as in Fig. 3.1. In this paper we only look at 
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this straightforward case which actually gives us very interesting results when Eve’s aperture is in 

the same plane as Bob’s aperture with no overlapping. In this case, the optimal position is when 

Eve’s aperture is tangential to Bob’s aperture, as illustrated in Fig. 1. Here we denote the area of 

transmitter aperture as 𝐴𝐴𝑙𝑖𝑐𝑒 (𝐴𝑎) with radius 𝑟𝐴𝑙𝑖𝑐𝑒 (𝑟𝑎) and the area of receiver aperture as 𝐴𝐵𝑜𝑏 

(𝐴𝑏) with radius 𝑟𝐵𝑜𝑏 (𝑟𝑏). Since space optical communication usually uses near-infrared (NIR: 

750nm to 1450nm) and short-infrared (SIR: 1400nm to 3000nm) wavelength ranges [80], we 

would mostly focus on 1550nm in this paper. 

Although for conventional free space communication the receiver aperture radius usually ranges 

from a few centimeters to even a few decimeters, while there is no sufficient data available on 

apertures for satellite-to-satellite FSO communication, to get an optimistic estimation on how large 

Eve’s aperture can be, we take into consideration the latest technology level in manufacturing such 

a receiver aperture for telescopes. Currently one of the largest optical observatories, the Giant 

Magellan Telescope, is designed around a 12.5-meter-radius primary mirror with a collecting area 

of 386m2 consisting of seven 4.2-meter-radius segments [81]. However, we should also consider 

the limiting factors that come from the application scenario of satellite-to-satellite communication 

such as the difficulty of transporting such a large-sized receiver aperture into space and making it 

work. To get a fair reference on that, for instance, the Hubble space telescope, which works in the 

near ultraviolet, visible, and near infrared (approximately 0.1µm to 1 µm) spectra, has a 1.2-meter-

radius primary mirror at its center [82]. Its planned successor, the James Webb Space Telescope, 

which works at an extended wavelength range of 0.6µm to 27µm [83], has a segmented primary 

mirror with its radius at approximately 3.25m [84]. Some other devices designed to work mainly 

in infrared wavelength range use even smaller apertures. For example, the NASA infrared-

wavelength astronomical space telescope "Wide-field Infrared Survey Explorer" uses a 20cm-
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radius infrared telescope [85]; the European space telescope "CHEOPS", which works at visible-

near-infrared range of 330–1100nm, features an aperture of 15cm in effective radius [86]. For this 

work we will present the analysis using the typical aperture size for free space communications 

and study the potential rate using large-sized apertures. In reality, things would be more complex 

since Bob would surely try to increase his aperture as well to compete with Eve’s increased 

aperture. If we assume that the Gaussian beam is being transmitted in space, the amplitude squared 

expression of the transmitted light beam can be expressed as: 

||𝑈(𝜌, 𝐿)||
2
= 𝐼0 (

𝑊0
𝑊(𝐿)

)
2

exp(−
2𝜌2

𝑊2(𝐿)
),                                (3.1) 

where 𝑊0 is the waist radius of the Gaussian beam. Since generally a Gaussian beam with a larger 

waist radius requires a larger transmitter aperture, in the rest of this paper, without loss of 

generality, we assume 𝑊0  =  𝑟𝑎  to study how the transmitter aperture size would affect the 

achievable rates by affecting the beam waist size. Here 𝐼0 is the intensity at the center of the beam 

at its waist, 𝐿 is the propagation distance with 

𝑧0 =
𝑊0
2𝜋

𝜆
,                                                                 (3.2) 

𝑊(𝐿) = 𝑊0√1 + (
𝐿

𝑧0
)
2

,                                                  (3.3) 

𝜌2 = 𝑥2 + 𝑦2,                                                             (3.4) 

with 𝑥, 𝑦  being the transverse coordinates and 𝜆  being the wavelength of the beam being 

transmitted, which is set to 1550nm in the rest of this paper unless specified otherwise. 𝑧0 is the 

Rayleigh length for Gaussian beam propagating in free space. Without loss of generality due to 

the symmetric power distribution on receiving plane, we assume that Eve puts her aperture right 

above Bob’s aperture and perform the integration respectively to get each one’s receiving power 

𝑃𝐵𝑜𝑏 and 𝑃𝐸𝑣𝑒. We also assume Bob’s aperture radius to be 𝑟𝑏 and Eve’s one to be 𝑟𝑒. 
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Bob and Eve’s received power can be calculated, respectively, as follows: 

𝑃𝐵𝑜𝑏 = 𝐼0∫

𝜋3/2𝑊0
3 exp (−

2𝜋2𝑊0
2𝑦2

𝐴
) erf (

√2𝜋𝑊0√𝑟𝑏
2 − 𝑦2

√𝐴
)

√2𝐴
𝑑𝑦

𝑟𝑏

−𝑟𝑏

,             (3.5)  

𝑃𝐸𝑣𝑒 = 𝐼0∫ −

𝜋
3
2𝑊0

3 exp (−
2𝜋2𝑊0

2𝑥2

𝐴
)E(

√2𝜋𝑊0𝐶

√𝐴
,
√2𝜋𝑊0𝐵

√𝐴
)

2√2𝐴
𝑑𝑥

𝑟𝑒

−𝑟𝑒

,           (3.6) 

𝐴 = 𝜋2𝑊0
4 + 𝜆2𝐿2,                                                        (3.7) 

𝐵 = √𝑟𝑒2 − 𝑥2,                                                            (3.8) 

𝐶 = 𝑟𝑏 + 𝑟𝑒 ,                                                              (3.9) 

𝐸(𝑥, 𝑦) = erf(𝑥 − 𝑦) − erf(𝑥 + 𝑦).                                    (3.10) 

The total power in this Gaussian beam is: 

𝑃𝑡𝑜𝑡𝑎𝑙 =
𝐼0𝜋𝑊0

2

2
.                                                        (3.11) 

Now we can calculate the Alice-to-Bob transmissivity (𝜂) and Eve’s fraction of collected power 

(𝜅) [73] by: 

𝜂 =
𝑃𝐵𝑜𝑏
𝑃𝑡𝑜𝑡𝑎𝑙

,                                                           (3.12) 

𝜅 =
𝑃𝐸𝑣𝑒

(1 − 𝜂)𝑃𝑡𝑜𝑡𝑎𝑙
.                                                   (3.13) 

Also, for noise frequency dependence we use the black body radiation equation with ne being the 

mean photon number per mode for the thermal noise: 

𝑛𝑒 =
1

exp (
ℎ𝑓
𝑘𝑇
) − 1

,                                                 (3.14) 

where ℎ is the Planck constant, 𝑘 is the Boltzmann constant, 𝑇 =  3𝐾 is the space temperature 

and 𝑓 is the center frequency in Hz that we use in transmission. 
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3.3 Input power dependency 

In this section we investigate the input power dependency of SKR lower bounds based on Eqs. 

(3.12), (3.13) and (3.14). Recall from Chapter 2 that the lower bound for direct (𝐾→, Eq. 2.29) and 

reverse (𝐾←, Eq. 2.31) reconciliation respectively in a quantum thermal noise wiretap channel with 

reconciliation efficiency 𝛽 ∈  (0, 1] are given respectively as: 

𝐾→ ≥ 𝛽𝑔(𝑛𝑒(1 − 𝜂) + 𝜂𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝑛𝑒(1 − 𝜂)) + 𝑔(𝑛𝑒(1 − 𝜂𝜅))    (3.15) 

𝐾← ≥ 𝛽𝑔(𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝜇 −
𝜂𝜇(1 + 𝜇)

1 + 𝑛𝑒 − 𝑛𝑒𝜂 + 𝜂𝜇
) +∑𝑔(

𝜈𝑦𝑖
𝐸𝑅 − 1

2
)

𝑖

 , (3.16) 

Where 𝑔(𝑥) is defined as: 

𝑔(𝑥) = (𝑥 + 1) log2(𝑥 + 1) − 𝑥 log2 𝑥 .                                     (3.17) 

Here µ is the average photon number that Alice transmits to Bob. Direct reconciliation and reverse 

reconciliation refer to the cases where either Bob or Alice would perform the measurement and 

communicate his/her measurement as side information to the other party to sift keys. 

Reconciliation efficiency is used to denote the information loss during the process of information 

reconciliation where the correcting errors in raw keys between Alice and Bob are corrected, usually 

by exchanging error-correcting messages [87]. If we make reasonable assumptions on 𝐴𝑎, 𝐴𝑏 and 

use 𝐴𝑒 as a parameter then we can plot direct (dashed curves) and reverse (solid curves) SKR lower 

bounds against input power µ. Below in this section we use yellow curves to denote the case when 

Eve’s aperture is larger than Bob’s (𝑟𝑒 > 𝑟𝑏) while blue curves denote the case when Eve has a 

smaller aperture (𝑟𝑒 < 𝑟𝑏). The transmission distance is set to 10km. 

In Fig. 3.2 we present the lower bounds as functions of input power with different Eve aperture 

size when reconciliation is perfect (𝛽 =  1). We can see that for both reconciliation schemes the 



 

 

64 

SKR lower bounds increase with increasing input power, which means that the optimal input 

power is infinity when reconciliation is perfect (𝛽 =  1). We can also see that when Eve’s aperture 

is small (𝑟𝑒  =  2 𝑐𝑚 < 𝑟𝑏 ), the direct reconciliation (yellow dashed curve) rate drops below 

reverse reconciliation (yellow solid curve). However, when Eve’s aperture increases ( 𝑟𝑒  =

 12𝑐𝑚 > 𝑟𝑏 ), the direct reconciliation (yellow dashed curve) rate drops below reverse 

reconciliation (yellow solid curve). This is because increasing Eve’s aperture only increases Alice-

to-Eve transmissivity by increasing 𝜅  without affecting Alice-to-Bob transmissivity 𝜂 , which 

would decrease direct reconciliation rate more, similar to what we saw in [73].  
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Figure 3.2. SKR lower bound vs. input power. The transmission distance 𝐿 is 10km. Radius 

of Eve aperture (𝑟𝑒) are specified in the legend. Reconciliation efficiency 𝛽 is set to 1. 

Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius 

is set to 𝑊0  =  𝑟𝑎  =  5cm. Bob’s aperture radius is set to 𝑟𝑏  = 5cm. 

Next in Fig. 3.3 we set the reconciliation efficiency to 0.9. With re = 12cm, compared to Fig. 2 we 

can see a finite optimal input power for Alice when reconciliation is imperfect. However, when 

Eve’s aperture is small (𝑟𝑒  =  2𝑐𝑚 < 𝑟𝑏) we can obtain higher key rate exceeding this optimal 

input power. Similar to the perfect reconciliation case, here the direct reconciliation SKR lower 

bound (dashed curve) decreases below reverse reconciliation (solid curve) as Eve’s aperture size 

increases. 
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Figure 3.3. SKR lower bound vs. input power. The transmission distance 𝐿 is 10km. Radius 

of Eve aperture (𝑟𝑒) are specified in the legend. Reconciliation efficiency 𝛽 is set to 0.9. 

Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius 

is set to 𝑊0  =  𝑟𝑎  = 5cm. Bob’s aperture radius is set to 𝑟𝑏  = 5cm. 

3.4 Lower bounds with optimized input power  

In this section we optimize the input power and study the lower bounds as functions of transmission 

distance, center frequency and Eve’s aperture size. Since in Sec. 3.2 we have already seen that the 

optimized input power is different for different reconciliation efficiencies, we first study the case 

with perfect reconciliation in Sec. 3.3.1 with input power taken to infinity. Then in Sec. 3.3.2 we 

optimize the input power accordingly with imperfect reconciliation. 

3.4.1 Perfect reconciliation scheme  
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Figure 3.4. SKR lower bound vs. transmission distance 𝐿 with optimized input power (infinity as 

reconciliation efficiency 𝛽 is set to 1). Radius of Eve aperture (𝑟𝑒) are specified in the legend. 

Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is 

set to 𝑊0  =  𝑟𝑎  = 5cm. Bob’s aperture radius is set to 𝑟𝑏  = 5cm. Unrestricted 

Eve’s case [73] is also included for comparison. 

From Fig. 3.2 we conclude that the optimal input power is infinity when 𝛽 =  1. In Fig. 3.4 we 

plot the above SKR lower bounds with 𝛽 =  1 and µ →  ∞ as the maximum of Eqs. (3.15) and 

(3.16) against transmission distance assuming equal aperture sizes for Alice and Bob (𝑟𝑎  =  𝑟𝑏  =

 𝑊0 =0.05m). Here we assume the center wavelength of 1550nm.   

Clearly, from Fig. 3.4 we can see that the SKR lower bounds converge to non-zero values either 

when transmission distance 𝐿 is sufficiently small or large. When 𝐿 is small, it’s easy to see that 

converging trend as 𝐿 simply disappears from our Eqs. (3.5) and (3.6) for 𝑃𝐵𝑜𝑏 and 𝑃𝐸𝑣𝑒 when we 

take 𝐿 →  0, which thus gives us distance independent rates. This can be better understood through 

the structure of Gaussian beam as in Fig. 3.5. We can see that the beam width decreases to the 

waist radius as approaching the focus of the beam (𝑧 =  0). We can also see that as we approach 

the focus of the beam the beam width decreases more and more slowly to converge to 

the waist radius 𝑊0. This leads to the non-zero rate when 𝐿 is small. 
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Figure 3.5. Structure of Gaussian beam. Here 𝑊0 is the beam waist radius, 𝑊(𝑧) is the Gaussian 

beam width as a function of the distance 𝑧 along the beam.  

To understand the constant rate when 𝐿 is large, we notice that the channel condition here actually 

approximates a pure loss channel as 𝑛𝑒  ≈  0 in space (𝑇 =  3𝐾) at this wavelength. Recall from 

[73] that the lower bound for direct (𝐾→) and reverse (𝐾←) reconciliation respectively in a pure 

loss wiretap channel without transmitting power and reconciliation efficiency constraints (𝛽 =

 1, µ →  ∞) are given respectively as: 

lim
𝜇→∞,𝑛𝑒→0

𝐾→(𝛽 = 1) ≥ log2
𝜂

𝜅(1 − 𝜂)
,                                      (3.18) 

lim
𝜇→∞,𝑛𝑒→0

𝐾←(𝛽 = 1) ≥ log2
1

𝜅(1 − 𝜂)
− 𝑔 (

1 − 𝜂

𝜂
) + 𝑔 (

(1 − 𝜂)𝜅

𝜂
).       (3.19) 

Here pure loss channel refers to the channel where no thermal noise is injected by Eve, which can 

be modeled as a beam splitter with its transmissivity equal to the channel transmissivity. In this 

chapter we are mainly using the pure loss wiretapped channel where Eve is the wiretapper to collect 

photons for eavesdropping [54]. In Fig. 3.4 we can see that the SKR lower bounds first decrease 

with increasing distance. When Eve has an infinite-sized aperture (unrestricted case in Fig. 3.4), 

the SKR would drop to zero as distance goes to infinity since increased distance only decreases 

Bob’s collecting ability with no impact on Eve. However, when Eve’s aperture size is limited, the 

SKR stops decreasing and stays constant at a non-zero value as distance goes to infinity. This is 

because when distance is large, we will have the collecting ability of Bob and Eve being 

proportional to their aperture size: 

lim
𝐿→∞

𝑃𝐸𝑣𝑒
𝑃𝐵𝑜𝑏

= lim
𝐿→∞

𝜂𝐴𝐸
𝜂𝐴𝐵

=
𝐴𝑒
𝐴𝑏
,                                                (3.20) 

𝜂𝐴𝐸 = (1 − 𝜂𝐴𝐵)𝜅,                                                     (3.21) 

where 𝜂𝐴𝐵  and 𝜂𝐴𝐸  refer to Alice-to-Bob and Alice-to-Eve transmissivity, respectively. 

We define the ratio of Eve’s and Bob’s aperture as 𝑚: 
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lim
𝐿→∞

𝜂𝐴𝐸
𝜂𝐴𝐵

=
𝐴𝑒
𝐴𝑏
=(
𝑟𝑒
𝑟𝑏
)
2

= 𝑚.                                              (3.22) 

Relating to Eqs. (3.18) and (3.19), this would return a non-zero SKR lower bound as 𝜂𝐴𝐵 goes to 

zero (transmission distance 𝐿 goes to infinity): 

lim
𝜇→∞,𝐿→∞

𝐾→ ≥ − log2𝑚,                                                (3.23) 

lim
𝜇→∞,𝐿→∞

𝐾← ≥ − log2 (
𝑚

1 +𝑚
)
1+𝑚

𝑒,                                     (3.24) 

lim
𝜇→∞,𝐿→∞

𝐾 ≥ max(𝐾→, 𝐾←).                                            (3.25) 

It’s easy to see that when 𝐴𝑒 < 𝐴𝑏 (0 < 𝑚 < 1), meaning that Bob’s collecting ability is higher 

than Eve’s, we can have positive SKR lower bound for both direct (𝐾→ ) and reverse (𝐾← ) 

reconciliation which would go to infinity when 𝐴𝑒 << 𝐴𝑏  (𝑚 →  0 ). However, when 𝐴𝑒 >

𝐴𝑏 (𝑚 >1), meaning that Eve’s collecting ability is higher than Bob’s, the lower bound on the 

direct reconciliation SKR would go to zero (SKR cannot take negative values) whereas the reverse 

reconciliation lower bound remains positive. When 𝐴𝑒 >> 𝐴𝑏 (𝑚 →  ∞)  the reverse 

reconciliation lower bound goes to zero as lim
𝑚→∞

(
𝑚

1+𝑚
)
1+𝑚

 =
1

𝑒
 . 

In Fig. 3.4 we can also see that when Eve’s aperture is much larger than Bob’s (𝑟𝑒  =  1𝑚), the 

SKR lower bound approximates the unrestricted Eve’s case when distance is sufficiently large. 

However, when Eve’s aperture is smaller than Bob’s (𝑟𝑒  = 0.02m), or even when they are equal 

(𝑟𝑒  = 0.05m), the SKR tends to a non-zero value almost independent on transmission distance.  
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Figure 3.6. Direct and reverse reconciliation lower bounds versus transmission distance 𝐿 with 

optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Transmission center 

wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  = 

5cm. Bob’s aperture radius is set to 𝑟𝑏  =  5cm. Radius of Eve aperture (𝑟𝑒) are varied as given. 

Unrestricted Eve (𝑟𝑒  =  ∞) is also included for comparison.  

In Fig. 3.6 we include lower bounds for both direct and reverse reconciliation with different Eve’s 

aperture sizes. Here we use dashed curves to denote direct reconciliation and solid curves to denote 

reverse reconciliation. The unrestricted case lower bound, which approximates capacity since 

𝑛𝑒  ≈  0 in this case, is given with diamond markers for comparison. It’s clear from Fig. 3.6 that 

the reverse reconciliation lower bounds always become distance independent when transmission 

distance is sufficiently large regardless of the aperture size of Eve. When 𝑟𝑒 > 𝑟𝑏 (𝑟𝑒  =  0.07m), 

direct reconciliation lower bound shows a limit in its transmission distance as its rate drops to zero 

at a finite transmission distance. When 𝑟𝑒  =  𝑟𝑏 (𝑟𝑒  = 0.05m), direct reconciliation lower bound 
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becomes distance dependent and start to decrease with increasing distance in a similar manner to 

the unrestricted case. When 𝑟𝑒  =  0.02m, we can see that direct reconciliation lower bound is also 

distance independent after a certain transmission distance, and is even higher than reverse 

reconciliation. To get the exact threshold for 𝑚 when direct reconciliation lower bound exceeds 

that of reverse reconciliation, we compare Eq. (3.23) and Eq. (3.24) and conclude that for 𝑚𝑡ℎ 

satisfying (𝑚𝑡ℎ  +  1) 𝑙𝑜𝑔(𝑚𝑡ℎ  +  1)  − 𝑚𝑡ℎ 𝑙𝑜𝑔(𝑚𝑡ℎ)  =  1 we have the direct reconciliation 

lower bound higher than that of reverse reconciliation when 𝑚 < 𝑚𝑡ℎ. We can numerically solve 

𝑚𝑡ℎ  ≈  0.54. Thus, from Eqs. (3.23), (3.24) and (3.25) we conclude: 

lim
𝜇→∞,𝐿→∞

𝐾 ≥ {

− log2𝑚,                               (𝑚 ≤ 𝑚𝑡ℎ)

− log2 ((
𝑚

1 +𝑚
)
1+𝑚

𝑒),    (𝑚 > 𝑚𝑡ℎ)
                     (3.26) 

(𝑚𝑡ℎ + 1) log(𝑚𝑡ℎ + 1) − 𝑚𝑡ℎ log(𝑚𝑡ℎ) = 1.                          (3.27) 

From [73] we recall that the upper bound for pure loss channel (𝑛𝑒  =  0) is of the form: 

lim
𝜇→∞

max{𝐾→, 𝐾←} ≤ log2
𝜂 + 𝜅(1 − 𝜂)

𝜅(1 − 𝜂)
.                            (3.28) 

With Eqs. (3.20), (3.21) and (3.22) we can rewrite the above Eq. (3.28) as: 

lim
𝜇→∞,𝐿→∞

max{𝐾→, 𝐾←} ≤ log2
𝜂 + 𝜅(1 − 𝜂)

𝜅(1 − 𝜂)
= log2

1 +𝑚

𝑚
.           (3.29) 

In Fig. 3.7, we include the above upper bounds with dotted curves since 𝑛𝑒  ≈ 0 in this plot. We 

also take the maximum of direct and reverse reconciliation lower bound as in Eq. (3.26) to plot as 

the lower bound in Fig. 3.7 in solid curves. Again, the unrestricted case lower bound, which 

approximates capacity since 𝑛𝑒  ≈ 0 in this case, is given with diamond markers for comparison. 

We can see that when 𝑟𝑒 < 𝑟𝑏 (𝑟𝑒  = 0.02m) the upper bound and lower bound are very close since 

direct reconciliation lower bound is higher than reverse when 𝑚 < 𝑚𝑡ℎ  ≈ 0.54 and the upper 

bound log2
1+𝑚

𝑚
 starts to converge to the direct reconciliation lower bound − log2𝑚 when 𝑚 <

1 & 𝑚 →  0. Compared with curves in which 𝑟𝑒  ≥  𝑟𝑏 (𝑟𝑒  =  0.05m and 𝑟𝑒  = 0.07m) we can see 
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that this gap between the lower bound and upper bound increases with increasing 𝑚, which is 

equal to relatively increasing Eve’s collecting ability in comparison to Bob’s. 

 

 

Figure 3.7. Lower bounds versus upper bounds against transmission distance 𝐿 with optimized 

input power (infinity as reconciliation efficiency 𝛽 is set to 1). Transmission center wavelength 𝜆 

is set to 1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  = 5cm. Bob’s 

aperture radius is set to 𝑟𝑏  = 5cm. Radius of Eve aperture (𝑟𝑒) are varied as provided in the 

legend. Unrestricted Eve case (𝑟𝑒  =  ∞) is also included for comparison. 
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Figure 3.8. Direct and reverse reconciliation lower bounds as functions of transmission center 

frequency 𝑓 with optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). 

Transmission distance 𝐿 is fixed as 10km. Transmitted Gaussian beam waist radius is set to 

𝑊0  =  𝑟𝑎  =  5cm. Bob’s aperture radius is set to 𝑟𝑏  =  5cm. Radius of Eve aperture (𝑟𝑒) are 

varied as given. Unrestricted Eve (𝑟𝑒  =  ∞) is also included for comparison. 

In Fig. 3.8 we plot the direct and reverse reconciliation lower bounds versus center frequency 

whereas the transmission distance is fixed as 10km. We can see from Fig. 3.8 that for any given 

center frequency reverse reconciliation always has a positive lower bound whereas direct 

reconciliation lower bound drops to zero when frequency decreases below certain value with 𝑟𝑒 >

𝑟𝑏 (𝑟𝑒  = 0.7m in Fig. 3.8). When 𝑟𝑒  =  𝑟𝑏 (𝑟𝑒  = 0.05m in Fig. 3.8), direct reconciliation lower 

bound increases with increasing center frequency in a similar manner to the unrestricted case. And 
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when 𝑟𝑒 < 𝑟𝑏 (𝑟𝑒  =  0.01m in Fig. 3.8) direct reconciliation also has a positive lower bound 

regardless of the center frequency. Generally, the achievable rates increase with increasing center 

frequency as increased center frequency decreases the beam divergence and thus decrease the 

power that can be collected by Eve. 

 

Figure 3.9. Lower bounds and upper bounds as functions of transmission center frequency 𝑓 with 

optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Transmission distance 

𝐿 is fixed as 10km. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =  5cm. Bob’s 

aperture radius is set to 𝑟𝑏  =  5cm. Radius of Eve aperture (𝑟𝑒) are varied as given. Unrestricted 

Eve (𝑟𝑒  =  ∞) is also included for comparison. 

Next in Fig. 3.9 we include the upper bound (Eq. (3.28)) and the lower bound (maximum of Eq. 

(3.18) and Eq. (3.19)) versus the transmission center frequency whereas transmission distance is 
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fixed as 10km. We can see that regardless of Eve’s aperture size, both the lower bound and upper 

bound increase with increasing center frequency and start to converge to each other once the center 

frequency is sufficiently high and becomes frequency independent thereafter. Furthermore, the gap 

between lower bound and upper bound decreases when Eve’s aperture size decreases just like what 

we observed from Fig. 3.7. 

To have a better understanding of this "frequency independent" SKR lower bound that showed up 

in Fig. 3.9 and Fig. 3.8 when 𝑓 is either too low or too high, we notice that when frequency is 

sufficiently high, if we take center frequency 𝑓 →  ∞ (equivalently 𝜆 →  0) in Eqs. (3.5) and (3.6) 

then we would get rid of both wavelength 𝜆 and transmission distance 𝐿 from the expression of 

SKR lower bound. This would explain why the SKR lower bound becomes frequency independent 

when frequency is sufficiently high since setting 𝑓 →  ∞ is equal as setting 𝐿 =  0 with 𝜆 and 𝐿 

mathematically bound together through Eq. (3.7). Similarly, when frequency 𝑓 is low in Fig. 3.9 

the SKR lower bounds and upper bounds also become frequency independent. And since 𝑓 →

 0 (𝜆 →  ∞)  is equal as 𝐿 →  ∞  we have the frequency independent lower and upper bound 

consistent with Eq. (3.26) and Eq. (3.29), rewritten here as: 

lim
𝜇→∞,𝜆→∞

𝐾 ≥ {

− log2𝑚,                               (𝑚 ≤ 𝑚𝑡ℎ)

− log2 ((
𝑚

1 +𝑚
)
1+𝑚

𝑒),    (𝑚 > 𝑚𝑡ℎ)
                     (3.30) 

lim
𝜇→∞,𝜆→∞

max{𝐾→, 𝐾←} ≤ log2
1 +𝑚

𝑚
.                                  (3.31) 

In Fig. 3.10 we present the direct and reverse reconciliation lower bounds with upper bound and 

unrestricted case capacity included as functions of Eve’s aperture radius. Here transmission 

distance is set to 10km, center wavelength 𝜆 =1550nm. We can see that when Eve’s aperture size 

is small the direct reconciliation rate is higher and approaches the upper bound. However, when 

Eve’s aperture size increases the direct reconciliation rate decreases until is lower than reverse 
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reconciliation rate. Both reconciliation rates exceed the capacity of unrestricted Eve’s case. We 

can also see that when Eve’s aperture size further increases, the SKR lower and upper bounds start 

to converge to a constant rate as the further increased Eve’s aperture would only be able to collect 

more light in the area farther away from the beam center where the beam intensity is almost 

negligible so that increasing Eve’s aperture size does not increase Eve’s collected light as much as 

when re is small. 

 

Figure 3.10. Lower bounds and upper bounds as functions of Eve aperture radius 𝑟𝑒 with 

optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Transmission distance 

𝐿 is fixed as 10km. Transmission center wavelength is set to 𝜆 = 1550nm. Transmitted Gaussian 
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beam waist radius is set to 𝑊0  =  𝑟𝑎  = 5cm. Bob’s aperture radius is set to 𝑟𝑏  = 5cm. 

Unrestricted Eve (𝑟𝑒  =  ∞) is also included for comparison. 

 

Figure 3.11. Direct and reverse reconciliation SKR lower bounds vs. transmission distance 𝐿 

with optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Radii of Bob’s 

aperture are specified in the legend. Transmission center wavelength 𝜆 is set to 1550nm. Eve and 

Alice aperture radius (transmitted Gaussian beam waist radius) are set to 𝑟𝑒  =  𝑟𝑎  =  𝑊0  = 

5cm. 

In the above plots we mainly introduced how Eve’s aperture size can affect the secure key rate 

lower and upper bounds. In reality, to compete with Eve, Alice and Bob would certainly try to 

increase their own aperture sizes in order to achieve higher secure key rates. So here we look at 

how Alice’s aperture size, which mainly affects the transmitted Gaussian beam width in this paper, 
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and Bob’s aperture size, which affects the legitimate communication party’s receiving ability, 

would affect the secure key rate lower and upper bounds. The case where only Bob’s aperture size 

is increased is pretty obvious to see since this would increase Bob’s collecting ability while 

diminishing Eve’s, so the SKR achievable rate would certainly increase for any given transmission 

distance, as in Fig. 3.11. 

 

Figure 3.12. Direct and reverse reconciliation SKR lower bounds vs. transmission distance 𝐿 

with optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Radii of 

transmitted Gaussian beam waist are specified in the legend. Transmission center wavelength 𝜆 

is set to 1550nm. Eve and Bob aperture radius are set to 𝑟𝑒  =  𝑟𝑏  = 5cm. 
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In Fig. 3.12 we look at the case where Bob’s and Eve’s aperture sizes are fixed and see how the 

transmitted Gaussian beam waist radius would affect both direct and reverse reconciliation lower 

bounds. We can see that when transmission distance is short direct reconciliation achievable rates 

are higher than reverse reconciliation achievable rates and when transmission distance is large the 

direct reconciliation achievable rates decrease with increasing transmission distance in a similar 

manner as we saw in Fig. 3.6 when 𝑟𝑏  =  𝑟𝑒 . On the other hand, the reverse reconciliation 

achievable rates converge to the same constant rate as here 𝑟𝑒 and 𝑟𝑏 remain the same. We can also 

see that when transmission distance is short, although a Gaussian beam with a smaller waist radius 

can achieve higher SKR lower bounds, especially when 𝑟𝑏 < 𝑊0 which makes it easier for Bob to 

collect most of the photons in the transmitted beam, as 𝐿 increases the achievable rates decrease 

faster since the Gaussian beam with a larger waist radius suffer more from the beam divergence 

induced by the increased transmission distance. 

From Fig. 3.11 we know that increasing Bob’s aperture size can always help increase the SKR 

achievable rate. And from Fig. 3.12 we know that increasing Alice’s aperture size can help increase 

the SKR achievable rate when the transmission distance is large. In Fig. 3.13, with 𝑟𝑎 and 𝑟𝑏 both 

increased at the same time, we plot both direct and reverse reconciliation achievable rates as 

functions of transmission distance. with 𝑟𝑏  =  𝑟𝑎  =  𝑊0. We can see that when Bob’s aperture 

size also increases, the achievable rate can be further increased compared to Fig. 3.12. 
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Figure 3.13. Direct and reverse reconciliation SKR lower bounds vs. transmission distance 𝐿 

with optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Radii of 

transmitted Gaussian beam waist and Bob’s aperture are specified in the legend. Transmission 

center wavelength 𝜆 is set to 1550nm. Eve’s aperture radius is set to 𝑟𝑒  = 5cm. 

In Fig. 3.14 we further investigate the case when Alice’s, Bob’s and Eve’s aperture sizes all 

increase at the same time. This is based on the assumption that any commercialized aperture on 

the market should be available to both the communication parties and the eavesdropper at the same 

time. We use this assumption to test how the same technology advance would affect the 

communication parties and the eavesdropper. We can see that the SKR lower bound curves 

basically move horizontally along the x-axis, meaning that the SKR achievable rate improves 
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against long transmission distance. However, since 𝑟𝑏/𝑟𝑒 remains the same, the converging rate as 

transmission distance goes to infinity doesn’t change. 

 

Figure 3.14. Direct and reverse reconciliation SKR lower bounds vs. transmission distance 𝐿 

with optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Radii of 

transmitted Gaussian beam waist and Bob’s aperture are specified in the legend. Transmission 

center wavelength 𝜆 is set to 1550nm. 

Below we present comparison results between Gaussian-modulated CV-QKD (with coherent 

states, heterodyne detection and reverse reconciliation) and DS-BB84 protocols under the limited 

aperture size scenario. A weak coherent-state source is assumed to be Alice’s transmission source 

and signal-state pulses are transmitted from Alice to Bob containing µ mean photons per pulse at 

a rate of 𝑅 states/s. For CV-QKD we use the CCQ (classical-classical-quantum) rate (solid curve) 
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as in Eq. (69) from [73] and for DS-BB84 (dotted curves) we use Eq. (95) with reconciliation 

efficiency 𝑓𝐿  from [73]. We also include lower bounds obtained with Eqs. (3.16) as CQQ 

(classical-quantum-quantum) rate (dashed curves). Here CQQ indicates that one of the 

communication parties, Alice or Bob, has performed a measurement on her/his quantum system, 

while the other and Eve are yet to measure their respective quantum systems. On the other hand, 

CCQ indicates that both Alice and Bob have performed measurements [73]. 

 

Figure 3.15. SKR lower bound for Gaussian modulated CV-QKD and DS-BB84 vs. input power 

with perfect information reconciliation (𝛽 =  1, 𝑓𝐿  =  1). CQQ rates are also included for 

comparison. The transmission distance 𝐿 is 100km. Radius of Eve aperture (𝑟𝑒) are specified in 

the legend. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =  5cm. Bob’s aperture 

radius is set to 𝑟𝑏  = 5cm. 𝑅 =1Gbit/s. Transmission center wavelength 𝜆 is set to 1550nm. 

In Fig. 3.15 we plot the comparison between CV and DV protocols with perfect reconciliation 

(𝛽 =  1, 𝑓𝐿  =  1). Here different radii of Eve’s aperture are included for comparison. We can see 
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that the CCQ rate is lower than the CQQ rate for the CV protocol. It is also shown here in Fig. 

3.15 that the DS-BB84 rate is less than the CV rates under perfect reconciliation 

3.4.2 Imperfect reconciliation scheme  

In this subsection we optimize the input power for the case with imperfect reconciliation (𝛽 < 1). 

Below in Fig. 3.16(a) we plot the SKR lower bounds as functions of transmission distance with 

center wavelength 𝜆 = 1550nm, 𝑟𝑏  =  𝑟𝑎  =  𝑊0  = 5cm, 𝑟𝑒  = 10cm where we optimize input 

power for any given transmission distance as is shown in Fig. 3.16(b). We can see that Fig. 3.16(a) 

shows "constant rates" when 𝐿 is large similar to Fig. 3.4 where reconciliation is perfect (𝛽 =  1). 

In Fig. 3.16(b) we can see that the optimal input power changes with the transmission distance in 

a similar manner regardless of specific reconciliation efficiency. Since the lower bound converging 

trend is mainly guaranteed by the converging trend of Eve’s collecting ability versus Bob’s 

collecting ability as transmission distance goes to infinity, it is not surprising to see that for 

different reconciliation efficiencies, the lower bound start to converge at approximately the same 

distance as the reconciliation efficiency would only affect the converging value. It is worth 

noticing that there is a transmission distance where the optimal input power is the lowest in Fig. 

3.16(b), which is around the same transmission distance where the lower bounds start to converge 

to constant values in Fig. 3.16(a). In Fig. 3.16(b) we can also see that the optimal input power 

corresponding to given transmission distance increases with increasing reconciliation efficiency, 

which leads to higher SKR lower bounds in Fig. 3.16(a). 
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Figure 3.16. (a) SKR lower bound vs. transmission distance 𝐿 with optimized input power. 

Reconciliation efficiency 𝛽 are varied as given. Transmission center wavelength 𝜆 is set to 

1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  = 5cm. Bob and Eve 

aperture radius are set to 𝑟𝑏  =  𝑟𝑒  = 5cm. (b) Corresponding optimal input power for 

Fig. 3.16(a). 

 

Figure 3.17. SKR lower bound for Gaussian modulated CV-QKD and DS-BB84 versus input 

power with imperfect information reconciliation (𝛽 =  0.95, 𝑓𝐿  =  1.1). CQQ rate are also 

included for comparison. The transmission distance 𝐿 is 100km. Radius of Eve aperture (𝑟𝑒) are 
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specified in the legend. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  = 5cm. 

Bob’s aperture radius is set to 𝑟𝑏  =  5cm. 𝑅=1Gbit/s. Transmission center wavelength 𝜆 is set to 

1550nm. 

We further plot the comparison between CV and DV protocols in Fig. 3.17 with imperfect (𝛽 =

 0.9, 𝑓𝐿  =  1.1) reconciliation. Although in Fig. 3.15 the DS-BB84 rate is less than the CV rates 

under perfect reconciliation, here in Fig. 3.17 DS-BB84 rate can exceed CV rate with some input 

power. However, it still cannot exceed CV rate with optimized input power. 

Next, we focus on the comparison between CV-CCQ rate and DS-BB84 rate lower bounds where 

we also include the upper bound from Eq. (3.28). In Fig. 3.18(a) we plot the SKR lower bounds as 

functions of transmission distance with center wavelength 𝜆 = 1550nm, 𝑟𝑏  =  𝑟𝑎  =  𝑊0  = 5cm, 

𝑟𝑒  = 10cm. The corresponding optimal input power is shown in Fig. 3.18(b) for both CV-CCQ 

rate and DS-BB84 rate. Here we can see that Fig. 3.18(a) shows a constant rate convergence similar 

to Fig. 3.4 where CV-CCQ rate is always higher than DS-BB84.  

 

Figure 3.18. (a) SKR lower bound for Gaussian modulated CV-QKD and DS-BB84 versus 

transmission distance 𝐿 with optimized input power. Upper bound is also included for 

comparison. Reconciliation efficiency are set to 𝛽 =  0.95, 𝑓𝐿  =  1.1. Transmission center 

wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  = 

5cm. Bob and Eve aperture radius are set to 𝑟𝑏  = 5cm, 𝑟𝑒  = 10cm. 𝑅 =1Gbit/s. (b) 
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Corresponding optimal input power for Gaussian modulated CV-QKD and DS-BB84 in 

Fig. 3.18(a). 

In Fig. 3.19(a) we optimize the input power and plot the SKR lower bounds as functions of Eve’s 

aperture radius 𝑟𝑒  with center wavelength 𝜆 = 1550nm, 𝑟𝑏  =  𝑟𝑎  =  𝑊0  = 5cm, transmission 

distance 𝐿 =  300km. The corresponding optimal input power are shown to decrease with 

increasing 𝑟𝑒 in Fig. 3.19(b) for both CV-CCQ rate and DS-BB84 rate. Here we can see that both 

rates decrease with increasing 𝑟𝑒  with DS-BB84 rate approximating CV-CCQ rate from below 

since an increased 𝜅 would decrease the difference between CV and DV protocols in a pure loss 

channel. 

 

Figure 3.19. (a) SKR lower bound for Gaussian modulated CV-QKD and DS-BB84 versus Eve 

aperture radius re with optimized input power. Upper bound is also included for comparison. 

Reconciliation efficiency are set to 𝛽 =  0.95, 𝑓𝐿  =  1.1. Transmission distance is set to 𝐿 = 

300km. Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist 

radius is set to 𝑊0  =  𝑟𝑎  = 5cm. Bob’s aperture radius is set to 𝑟𝑏  = 5cm. R=1Gbit/s. (b) 

Corresponding optimal input power for Gaussian modulated CV-QKD and DS-BB84 in Fig. 

3.19(a). 
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3.5 Concluding remarks 

In this chapter, we have analyzed SKR lower and upper bounds with respect to relevant channel 

parameters for a specific realistic scenario in free-space optics satellite-to-satellite secret key 

distillation where Eve only has a limited-sized aperture in the same plane of Bob. We have shown 

the input power dependency in this scenario with perfect and imperfect reconciliation as well as 

how Eve’s aperture size impacts on the optimal input power. For perfect reconciliation schemes, 

we found out that when Bob’s aperture is comparable to Eve’s we can get a distance independent 

SKR at a sufficiently large transmission distance and we have derived analytical expressions for 

both the lower bound and upper bound with respect to direct and reverse reconciliation. We also 

showed similar phenomena with imperfect reconciliation and presented comparison between 

Gaussian-modulated CV-QKD and DS-BB84 protocols under these conditions. We demonstrate 

that significantly higher SKR lower bounds can be achieved compared to traditional unrestricted 

Eve scenario.  
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4.1 Introduction 

In last chapter we looked into the eavesdropper’s strategy in a straightforward case where the 

eavesdropper’s aperture is in the same plane of Bob’s. In this chapter we study the communication 

parties’ possible defense strategies and investigate certain restrictions to Eve’s collecting ability 

such as an exclusion zone around the legitimate receiver [107]. In Sec. 4.2 we introduce and 

analyze the so-called “exclusion zone” scenario where Eve cannot eavesdrop without alerting the 

communicating parties in certain region near Bob. We start with presenting the input power 

dependency with respect to different reconciliation efficiencies and then optimize the input power 

to show secure key rate lower bounds and upper bounds as functions of both transmission distance 

and center frequency. We also incorporate these results with specific continuous-variable and 

discrete-variable protocols for comparison. Then in Sec. 4.3 we look into the scenario where Eve’s 

collecting ability is limited by the size of her aperture and study how an exclusion zone can be 

used to increase security as a defense strategy by presenting lower bounds and upper bounds with 

respect to different radii of the exclusion zone. We show that an exclusion zone can increase the 

secure key rate lower bounds and act as a valuable defense strategy, especially when the 

eavesdropper’s aperture size is limited. We demonstrate that for certain well-chosen parameters 

we can achieve significantly higher SKR lower bounds compared to traditional unrestricted Eve 

scenario. 

4.2 Exclusion zone scenario 

In this section we evaluate the exclusion zone scenario as is illustrated in Fig. 4.1, which is called 

here the “exclusion zone” meaning that Eve cannot collect photons in this zone without being 

noticed by Alice and Bob. In satellite based secure communication, setting an “exclusion zone” is 
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one of the most straightforward methods to improve security as this effectively decreases Eve’s 

collecting ability. Here we assume that Eve can collect all photons outside of the exclusion zone. 

 

Figure 4.1. Geometric setup of exclusion zone scenario. 𝐴𝑎 is the transmitting aperture (Alice) 

area and 𝐴𝑏 is the receiving aperture (Bob) area. 𝐿 is the transmission distance between Alice 

and Bob. The exclusion zone area is denoted as 𝐴𝑒𝑥 which is a circular area centered at Bob’s 

aperture. 

As illustrated in Fig. 4.1, we assume the area of transmitter aperture is 𝐴𝑎 (Alice) and the area of 

receiver aperture is 𝐴𝑏 (Bob) with the area of so-called “exclusion zone” (dashed line) denoted as 

𝐴𝑒𝑥. Once more, we define the “exclusion zone” as the area/space in which Eve is not able to 

collect photons that end in this zone without alerting both communication parties. According to 

some similar analysis in [88], [89], if the frequency used 𝜔  is restricted to 0 ≤ 𝜔 ≪ 𝜔0 =

 2𝜋𝑐𝐿/√𝐴𝑎𝐴𝑏 , then the Alice-to-Bob transmissivity 𝜂  at frequency 𝜔  is denoted as 𝜂(𝜔) =

 (
𝜔

𝜔0
)
2

≪  1. 
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Applying this to our analysis, we will have: 

𝜔0 =
2𝜋𝑐𝐿

√𝐴𝑎𝐴𝑏
,                                                                 (4.1) 

𝜂(𝜔) = (
𝜔

𝜔0
)
2

,                                                               (4.2) 

𝜔0𝐸𝑥 =
2𝜋𝑐𝐿

√𝐴𝑎𝐴𝑒𝑥
,                                                                 (4.3) 

𝜂𝐴𝐸𝑥 = (
𝜔

𝜔0𝐸𝑥
)
2

,                                                               (4.4) 

𝜂𝐴𝐸 = 1 − 𝜂𝐴𝐸𝑥 = (1 − 𝜂(𝜔))𝜅(𝜔).                                            (4.5) 

Here κ is the restriction factor [73] on Eve denoting how much power she can collect from the 

portion not being collected by Bob. Thus, the transmissivity of Alice-to-Eve channel (𝜂𝐴𝐸) can be 

denoted as (1 −  𝜂(𝜔)) 𝜅(𝜔) in Eq. (4.5). Eq. (4.3) gives us 𝜔0𝐸𝑥 that is obtained by replacing 

𝐴𝑏 with 𝐴𝑒𝑥 in Eq. (4.1). This allows us to calculate Alice-to-exclusion zone transmissivity (𝜂𝐴𝐸𝑥) 

assuming there is a virtual receiver covering the entire exclusion zone. Then assuming Eve has an 

infinite sized aperture, Alice-to-Eve transmissivity (𝜂𝐴𝐸) can be calculated by Eq. (4.5).  

Also, for noise frequency dependence we have the black body radiation equation: 

𝑛𝑒 =
1

exp (
ℎ𝑓
𝑘𝑇
) − 1

,                                                           (4.6) 

where 𝑛𝑒 is the mean photon number per mode for the thermal noise, ℎ = 6:626 ∗ 10-34m2kg/s 

is the Planck constant, 𝑘 = 1:38064852∗10-23m2kg/(Ks2) is the Boltzmann constant, 𝑇 = 3K is 

the space temperature and 𝑓 is the center frequency in Hz that we use in transmission. 
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Recall from chapter 1 that the lower bound for direct (𝐾→, Eq. 2.29) and reverse (𝐾←, Eq. 2.31) 

reconciliation in a quantum thermal noise wiretap channel are given, respectively, by: 

𝐾→ ≥ 𝛽𝑔(𝑛𝑒(1 − 𝜂) + 𝜂𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝑛𝑒(1 − 𝜂)) + 𝑔(𝑛𝑒(1 − 𝜂𝜅))    (4.7) 

𝐾← ≥ 𝛽𝑔(𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝜇 −
𝜂𝜇(1 + 𝜇)

1 + 𝑛𝑒 − 𝑛𝑒𝜂 + 𝜂𝜇
) +∑𝑔(

𝜈𝑦𝑖
𝐸𝑅 − 1

2
)

𝑖

 , (4.8) 

Where 𝑔(𝑥) is defined as: 

𝑔(𝑥) = (𝑥 + 1) log2(𝑥 + 1) − 𝑥 log2 𝑥.                                     (4.9) 

Here µ  is the mean photon number per input mode from Alice to Bob, 𝛽 ∈ (0, 1] is the 

reconciliation efficiency. In Fig. 4.2 we plot direct (dashed curves) and reverse (solid curves) SKR 

lower bounds as functions of input power µ for different values of radius 𝑟𝑒𝑥 of 𝐴𝑒𝑥. Here we set 

transmission wavelength at 1550nm. We use blue curves to denote the case with no exclusion zone 

( 𝑟𝑒𝑥  =  𝑟𝑏 ) whereas red curves denote the case with an exclusion zone ( 𝑟𝑒𝑥  >  𝑟𝑏 ). The 

transmission distance is set as 100km, and the reconciliation efficiency is set as 𝛽 = 1. 

From Fig. 4.2 we can see that although SKR lower bounds for both reconciliation schemes saturate 

as input power is sufficiently large when no exclusion zone is set (𝑟𝑒𝑥  =  𝑟𝑏), we can exceed this 

saturation threshold by setting an exclusion zone (such as the red curves here with 𝑟𝑒𝑥  =  𝑟𝑏  +

5cm) as this effectively diminishes Eve’s collecting ability so that higher input power would 

benefit Bob more than Eve. Also, it’s worth noticing in Fig. 4.2 that an exclusion zone actually 

benefits direct reconciliation scheme more than reverse reconciliation one. This is because setting 

an exclusion zone only diminishes Eve’s collecting ability (𝜅) with no impact on Bob’s receiving 

ability (𝜂) and from chapter 1 we know that direct reconciliation exceeds reverse reconciliation 

when 𝜅 is small with fixed 𝜂. 
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Figure 4.2. SKR lower bound vs. input power. The transmission distance is 100km. Radius of 

exclusion zone (𝑟𝑒𝑥) is used as a parameter. Reconciliation efficiency 𝛽 is set to 1. Wavelength 𝜆 

is set to 1550nm. 

In Fig. 4.2 we can also see that the SKR lower bounds are non-decreasing with increasing input 

power, meaning that when reconciliation efficiency is perfect (𝛽 = 1), the optimal input power is 

infinity. Below in Fig. 4.3 we show that optimal input power is finite when reconciliation 

efficiency is imperfect (𝛽 = 0:95). By setting an exclusion zone (𝑟𝑒𝑥  =  𝑟𝑏  + 5cm in Fig. 4.3) 

we are able to achieve higher SKR exceeding this optimal input power. 
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Figure 4.3. SKR lower bound vs. input power. The transmission distance is 100km. Radius of 

exclusion zone (𝑟𝑒𝑥) is used as a parameter. Reconciliation efficiency 𝛽 is set to 0.95. 

Wavelength 𝜆 is set to 1550nm. 

In Fig. 4.2 we have seen that the optimal input power is infinity when 𝛽 = 1. Further, in Fig. 4.4 

we plot the perfect reconciliation lower bounds as functions of transmission distance assuming 

equal aperture sizes for Alice and Bob with input power optimized (set to infinity). We also include 

upper bounds from chapter 1 with dotted curves. We can see from Fig. 4.4 that increasing the 

exclusion zone area can increase both direct and reverse reconciliation lower bounds, especially 

when the transmission distance 𝐿 is not too large. In Fig. 4.5 we plot the upper bounds and lower 



 

 

95 

bounds for both reconciliation schemes as functions of exclusion zone radius. It is clear that the 

SKR increment isn’t linear to the increment of exclusion zone radius: when exclusion zone is 

larger, increasing the exclusion zone can help increase the SKR more. Also, it’s worth noticing 

that although direct reconciliation lower bound is lower than reverse reconciliation when no 

exclusion zone is set, it increases faster as the exclusion zone size increases and eventually meets 

the upper bound.  

 

Figure 4.4. SKR lower bound vs. transmission distance. Radius of exclusion zone (𝑟𝑒𝑥) is used as 

a parameter. Wavelength 𝜆 is set to 1550nm. Reconciliation efficiency is perfect (𝛽 = 1) and the 

input power is set to infinity. 
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Figure 4.5. SKR lower bound vs. exclusion zone radius. Wavelength 𝜆 is set to 1550nm. 

Reconciliation efficiency is perfect (𝛽 = 1) and the input power is set to infinity. 

In Fig. 4.6 we plot the SKR lower bound versus the transmission center frequency, wherein the 

transmission distance 𝐿 and exclusion zone radius 𝑟𝑒𝑥 are both used as parameters. Here red curves 

and blue curves are with different transmission distances, the dot-dashed curves are with a large 

exclusion zone while the solid curves without one. It’s worth noticing that the lower bounds in Fig. 

4.6 are attained by reverse reconciliation as direct reconciliation lower bound is zero for selected 

parameters.  
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Figure 4.6. SKR lower bound vs. center frequency. Radius of exclusion zone and transmission 

distance is used as a parameter. Reconciliation efficiency is perfect (𝛽 =  1) and the input power 

is set to infinity. 

As we can see in Fig. 4.6, the SKR lower bounds increase with increasing frequency. Although 

choosing a higher frequency can always result in higher SKR, this can pose potential challenges 

to the system design as we need higher frequency for longer transmission distance. This downside 

can be mitigated by imposing a very large exclusion zone as it effectively decreases Eve’s 

receiving ability, relaxing the need for higher frequency as is illustrated in Fig. 4.6 with dot-dashed 

curves. 
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Next, we analyze specific QKD protocols, Gaussian-modulated CVQKD protocol (with coherent 

states, heterodyne detection and reverse reconciliation) and Decoy State BB84 (DS-BB84) 

protocol and compare their performances under the exclusion zone scenario. We assume that Alice 

uses a weak coherent-state source and transmits signal-state pulses with on average µ photons per 

pulse at 𝑅 states/s. For CVQKD SKR we use the CCQ (classical-classical-quantum) rate (solid 

curve) as in Eq. (69) from [73] and for DS-BB84 (dotted curves) we use Eq. (95) from [73] with 

reconciliation efficiency 𝑓𝐿. Here we also include lower bounds obtained with Eq. (4.8) as CQQ 

(classical-quantum-quantum) rate (dashed curves) as it doesn’t assume a specific detection scheme 

for Bob. 

 

Figure 4.7. SKR lower bound vs. input power with perfect information reconciliation. The 

transmission distance is 100km. Radius of exclusion zone (𝑟𝑒𝑥) is used as a parameter. 

Wavelength 𝜆 is set to 1550nm. 𝑅 =1Gbit/s. 
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In Fig. 4.7 we plotted CQQ and CCQ rates for CVQKD and achievable rate for DS-BB84 versus 

input power. We can see that since we assume heterodyne detection for Bob instead of unspecified 

detection scheme the CCQ rate is upper bounded by CQQ rate. Both rates are largely increased 

under the exclusion zone (𝑟𝑒𝑥  =  0.25m) scenario.  

Also, here in Fig. 4.7 we can see that DS-BB84 is upper bounded by CCQ rate. Although it has an 

optimal input power when there is no exclusion zone, setting one can increase its rate exceeding 

this optimal input power, achieving higher rates. In Fig. 4.8 we include the same comparison case 

with imperfect information reconciliation (𝛽 =  0.9; 𝑓𝐿  =  1.2 ). We can see that imperfect 

information reconciliation renders finite optimal input power for both CCQ rate and DS-BB84 rate 

with similar comparison results while an exclusion zone (𝑟𝑒𝑥) still largely increases both CCQ rate 

and CQQ rate exceeding this finite optimal input power. 
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Figure 4.8. SKR lower bound vs. input power with imperfect information reconciliation. The 

transmission distance is 100km. Radius of exclusion zone (𝑟𝑒𝑥) is used as a parameter. 

Wavelength 𝜆 is set to 1550nm. 𝑅 =1Gbit/s. 

Next, we plot the comparison for these three rates with optimized input power. Fig. 4.9 captured 

the comparison against transmission distance for different exclusion zone sizes with corresponding 

optimal input power provided in Fig. 4.10. We can see that the optimal input power decreases with 

increasing transmission distance. 

 

Figure 4.9. SKR lower bounds vs. input power with imperfect information reconciliation. The 

transmission distance is 100km. Radius of exclusion zone (𝑟𝑒𝑥) is used as a parameter. 

Wavelength 𝜆 is set to 1550nm. 𝑅 =1Gbit/s. 
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Figure 4.10. Corresponding optimal input power for CCQ rate and DS-BB84 with or without 

exclusion zone in Fig. 4.9. 

4.3 Limited aperture size combined with exclusion zone 

In this section we combine the exclusion zone scenario with the limited-sized aperture scenario 

where Eve’s aperture size is limited and investigate how it can improve security as a defense 

strategy. First, we introduce the problem setup as is illustrated in Fig. 4.11. Similar to Fig. 4.1, 

here 𝐴𝑎 , 𝐴𝑏 , 𝐴𝑒𝑥  respectively denote the area of transmitter aperture (Alice), receiver aperture 

(Bob), and the exclusion zone. Additionally, we have a limited-sized eavesdropper aperture in the 

same plane of Bob, denoted as 𝐴𝑒. In this case, Eve’s optimal position is shown in Fig. 4.11 to be 
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tangential to the exclusion zone, even though that’s difficult to implement in practice, but can be 

used to represent the worst-case scenario. 

 

Figure 4.11. Geometric setup of limited-size aperture scenario. 𝐴𝑎 is the transmitting aperture 

(Alice) area and 𝐴𝑏 is the receiving aperture (Bob) area. 𝐿 is the transmission distance between 

Alice and Bob. 𝐴𝑒 is the eavesdropper (Eve) aperture area which is placed in the same plane as 

Bob’s aperture. The exclusion zone area is denoted as 𝐴𝑒𝑥 which is a circular area centered at 

Bob’s aperture. 

We assume Gaussian beam (transverse coordinates 𝑥, 𝑦 ) with beam waist radius 𝑊0  =  𝑟𝑎 

transmitted with propagation distance 𝐿 and intensity at the center of the beam waist 𝐼0: 

||𝑈(𝜌, 𝐿)||
2
= 𝐼0 (

𝑊0
𝑊(𝐿)

)
2

exp (−
2𝜌2

𝑊2(𝐿)
),                                 (4.10) 

𝑧0 =
𝑊0
2𝜋

𝜆
,                                                                (4.11) 

𝑊(𝐿) = 𝑊0√1 + (
𝐿

𝑧0
)
2

,                                                 (4.12) 
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𝜌2 = 𝑥2 + 𝑦2.                                                          (4.13) 

The total power in this Gaussian beam is: 

𝑃𝑡𝑜𝑡𝑎𝑙 =
𝐼0𝜋𝑊0

2

2
.                                                      (4.14) 

Without loss of generality, we can assume Eve’s aperture right above the exclusion zone as in Fig. 

4.11 and derive Bob’s received power (𝑃𝐵𝑜𝑏) and Eve’s received power (𝑃𝐸𝑣𝑒) as follows: 

𝑃𝐵𝑜𝑏 = 𝐼0∫

𝜋
3
2𝑊0

3 exp (−
2𝜋2𝑊0

2𝑦2

𝐴
) erf (

√2𝜋𝑊0√𝑟𝑏
2 − 𝑦2

√𝐴
)

√2𝐴
𝑑𝑦

𝑟𝑏

−𝑟𝑏

,        (4.15) 

𝑃𝐸𝑣𝑒 = 𝐼0∫ −

𝜋
3
2𝑊0

3 exp (−
2𝜋2𝑊0

2𝑦2

𝐴
)E(

√2𝜋𝑊0𝐶

√𝐴
,
√2𝜋𝑊0𝐵

√𝐴
)

2√2𝐴
𝑑𝑦

𝑟𝑒

−𝑟𝑒

,     (4.16) 

𝐴 = 𝜋2𝑊0
4 + 𝜆2𝐿2,                                                        (4.17) 

𝐵 = √𝑟𝑒2 − 𝑥2,                                                            (4.18) 

𝐶 = 𝑟𝑒𝑥 + 𝑟𝑒 ,                                                              (4.19) 

𝐸(𝑥, 𝑦) = erf(𝑥 − 𝑦) − erf(𝑥 + 𝑦).                                    (4.20) 

With Eqs. (4.14) - (4.16), Alice-to-Bob transmissivity (𝜂) and Eve’s fraction of collected power 

(𝜅) can be expressed as follows: 

𝜂 =
𝑃𝐵𝑜𝑏
𝑃𝑡𝑜𝑡𝑎𝑙

,                                                           (4.21) 

𝜅 =
𝑃𝐸𝑣𝑒

(1 − 𝜂)𝑃𝑡𝑜𝑡𝑎𝑙
.                                                   (4.22) 

Also, for noise frequency dependence we use the black body radiation equation Eq. (4.6).  

With the above expressions, first we plot the input power dependency for different transmission 

distances.  
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Figure 4.12. SKR lower bounds vs. input power. The transmission distance 𝐿 is 10km. Radius of 

exclusion zone (𝑟𝑒𝑥) is specified in the legend. Reconciliation efficiency 𝛽 is set to 1. 

Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is 

set to 𝑊0  =  5cm. Bob, Alice and Eve aperture radius are set to 𝑟𝑏  =  𝑟𝑎  =  𝑟𝐸𝑣𝑒  =  5cm. 

In Fig. 4.12 we plot the direct and reverse reconciliation achievable rate lower bounds as functions 

of input power for different exclusion zone radii. Here the radii of Alice’s, Bob’s and Eve’s 

aperture are all set to 5cm. The transmission is over 10km with reconciliation efficiency 𝛽 =  1. 

Similarly, to Fig. 4.2 we can see that the optimal input power here is infinity. Not surprisingly, by 

setting an exclusion zone ( 𝑟𝑒𝑥  =  0.5 m) we can increase the achievable rates for both 
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reconciliation schemes. We can also see that direct reconciliation rate is higher than reverse 

reconciliation when transmission distance is small (𝜂 is large). Since most power is focused at the 

center of the transmitted Gaussian beam, which is mostly received by Bob at line of sight, the 

corresponding 𝜅 is small. This explains why direct reconciliation scheme achieves higher rate than 

reverse reconciliation scheme in this regime. 

 

Figure 4.13. SKR lower bounds vs. input power. The transmission distance 𝐿 is 30km. Radius of 

exclusion zone (𝑟𝑒𝑥) is specified in the legend. Reconciliation efficiency 𝛽 is set to 1. 

Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is 

set to 𝑊0  =  5cm. Bob, Alice and Eve aperture radius are set to 𝑟𝑏  =  𝑟𝑎  =  𝑟𝐸𝑣𝑒  =  5cm. 
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Figure 4.14. SKR lower bounds vs. input power. The transmission distance 𝐿 is 30km. Radius of 

exclusion zone (𝑟𝑒𝑥) is specified in the legend. Reconciliation efficiency 𝛽 is set to 1. 

Transmission center wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is 

set to 𝑊0  =  5cm. Bob, Alice and Eve aperture radius are set to 𝑟𝑏  =  𝑟𝑎  =  𝑟𝐸𝑣𝑒  =  5cm. 

However, when we increase the transmission distance, as is presented in Fig. 4.13 here with only 

the transmission distance increased to 30km, we can see that with no exclusion zone set (𝑟𝑒𝑥  =

 5cm), direct reconciliation is more sensitive to the consequential channel loss increment and 

performs worse than the reverse reconciliation lower bound. Yet if an exclusion zone is set (𝑟𝑒𝑥  =

 0.5m), compared to the reverse reconciliation, the direct reconciliation benefits more from this 

strategy specifically designed to decrease 𝜅 and we can see that in this case the direct reconciliation 

lower bound increases to be higher than the reverse reconciliation.  
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This is even more evident if we set the reconciliation efficiency to be imperfect, which is mostly 

the case in realistic implementation. In Fig. 4.14 we set reconciliation efficiency 𝛽 to 0.85. As a 

result, when no exclusion zone is set (𝑟𝑒𝑥  =  0.5m), the optimal input power is shown to decrease 

from infinity to some finite values. Aside from that, we can see that an imperfect reconciliation 

process decreases the direct reconciliation rate much more than it does to the reverse reconciliation. 

However, when an exclusion zone is set (𝑟𝑒𝑥  =  0.5m), still the direct reconciliation rate is higher 

than the reverse reconciliation rate, exceeding the SKR results corresponding to the original 

optimal input power. 

 

Figure 4.15. SKR lower bounds vs. distance. Unrestricted Eve’s case is also included for 

comparison. 
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Next, we look into the perfect reconciliation case with optimized input power. In Fig. 4.15 we 

plotted the direct and reverse reconciliation lower bounds as functions of transmission distance for 

different exclusion zone radii. Here the unrestricted Eve’s case is also included for comparison. 

We can see that the lower bounds exceeding the unrestricted Eve’s case can be achieved. Here the 

direct reconciliation lower bounds exceed the reverse reconciliation lower bounds when the 

transmission distance is not too large. When the transmission distance increases, the direct 

reconciliation lower bounds start to decrease in a similar manner to the unrestricted Eve’s case 

while the reverse reconciliation lower bounds converge to a constant rate as we saw in chapter 3. 

We can see that an exclusion zone mostly helps increase the achievable rate when the transmission 

distance is not too large. For example, when the exclusion zone radius is large enough (𝑟𝑒𝑥  =

 0.5m) the achievable rate even goes to infinity when transmission distance is over 10km, 

exceeding the constant rate convergence at short transmission distance. We can also see that with 

a larger exclusion zone, the achievable rate at a larger transmission distance can be increased. Yet 

this doesn’t change the constant rate convergence as transmission distance goes to infinity since 

an exclusion zone, when its radius is comparable to the communicating parities’ aperture radii, 

doesn’t change the ratio of Eve’s collecting ability versus Bob’s collecting ability too much at 

large transmission distance. 

In Fig. 4.16 we plot the lower bounds as the maximum of direct and reverse lower bounds versus 

the upper bounds as functions of the transmission distance. Here we still use the same parameters 

as in Fig. 4.15. We can see that when transmission distance is not too large, the upper bounds 

closely match the lower bounds, giving the capacity in this region. 
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Figure 4.16. SKR lower bounds and upper bounds vs. distance. 

In Fig. 4.17 we plot the lower bounds versus upper bounds as functions of the transmission center 

frequency. We can see that an exclusion zone can help increase the achievable rate especially when 

the transmission frequency is high. When the exclusion zone radius increases, similarly to Fig. 4.6, 

this helps to achieve a higher achievable rate with low transmission center frequency. It’s worth 

noticing that when 𝑟𝑒𝑥  =  0.5m, the achievable rate even goes to infinity instead of converging to 

a constant rate when the exclusion zone is large. 
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Figure 4.17. SKR lower bounds and upper bounds vs. frequency. 

4.4 Concluding remarks 

In this chapter, we have analyzed SKR lower bounds and upper bounds for the realistic scenario 

in free-space satellite-to-satellite secure communication where an exclusion zone is set around the 

legitimate receiver and studied the performance with respect to relevant channel parameters. By 

enlarging the exclusion zone area, we can relax the need for high frequency in long distance 

transmission and achieve a higher secure key rate. When Eve’s aperture size is limited, an 

exclusion zone can serve as a good defense strategy to increase the secure key rate significantly. 

We conclude that the results are suitable for extended analysis in many light gathering scenarios 
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and for different carrier wavelengths. Future directions of this work will be studying the case where 

Eve can optimize her aperture position, which would be discussed in the next chapter. 
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5.1 Introduction 

In this chapter, as a follow-up of chapter 3, we investigate the case where Eve has a limited sized 

aperture that can be positioned at any location [108,110], which would be common in secret key 

distillation in space, e.g., with a spy satellite that can move around to gain Eve advantages against 

the communication parties, and we conduct the rate calculations while optimizing power collection 

strategy under different scenarios from Eve’s point of view, which is not very common in the 

existing literature. In Sec. 5.2 we first introduce the problem setup of the limited-sized aperture of 

Eve behind Bob’s and calculate the channel parameters assuming that Gaussian beam is 

transmitted. We first analyze the case where Eve’s aperture is on the beam transmission axis in 

Sec. 5.2.1, with the input power dependency of achievable key rate lower bounds shown in Sec. 

5.2.1.1 and optimized input power results shown in Sec. 5.2.1.2. We also provide the proof of 

Eve’s optimal eavesdropping distance corresponding to the optimized position for a maximized 

power collection in a long-distance transmission scenario and compare the short-distance case 

characterization with the results from the study of the Arago spots [90,91]. Then we optimize Eve’s 

position off the beam transmission axis in Sec. 5.2.2 and show how Eve can gain advantages by 

moving her aperture off axis while approaching Bob. In Sec. 5.3 we look into the case where Eve’s 

aperture is in front of Bob’s and determine the achievable key rate lower and upper bounds with 

respect to Eve’s location between Alice and Bob. We show that in this case Eve’s strategy would 

be easier approaching Alice than Bob. For the above different scenarios of our study, we also 

provide the secure key rate (SKR) lower and upper bounds results with respect to specific CV- and 

DV-QKD protocols with input power optimized under imperfect reconciliations. 
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5.2 Eve’s aperture behind Bob’s 

In this section we first investigate the case where Eve’s aperture is behind Bob’s. As is illustrated 

in Fig. 5.1, we assume that the area of transmitter aperture is 𝐴𝐴𝑙𝑖𝑐𝑒  (𝐴𝑎) with radius 𝑟𝐴𝑙𝑖𝑐𝑒 (𝑟𝑎), 

the area of receiver aperture is 𝐴𝐵𝑜𝑏 (𝐴𝑏) with radius𝑟𝐵𝑜𝑏 (𝑟𝑏), and the area of eavesdropper 

aperture is 𝐴𝐸𝑣𝑒  (𝐴𝑒)  with radius 𝑟𝐸𝑣𝑒 (𝑟𝑒) . 𝐿𝐴𝐵  is the transmission distance between Alice’s 

aperture plane and Bob’s aperture plane and 𝐿𝐵𝐸 is the distance between Bob’s aperture plane and 

Eve’s aperture plane. Here 𝐷 denotes the distance between the center of Eve’s aperture and the 

beam propagation axis. We also assume that Gaussian beam has been transmitted with beam waist 

radius 𝑊0 equal to transmitter aperture radius. Since Gaussian beam is cylindrical symmetric along 

the propagation path, we will use 𝐷 as Eve’s position.  

 

Figure 5.1. Geometric setup of the eavesdropper dynamic positioning scenario. Here we use 𝐴𝑎 

to denote the transmitting aperture (Alice) area, 𝐴𝑏 to denote receiving aperture (Bob) area and 

𝐴𝑒 to denote eavesdropper aperture (Eve) area. 𝐿𝐴𝐵 is the transmission distance between Alice 

and Bob and 𝐿𝐵𝐸 is the distance between Bob’s aperture plane and Eve’s aperture plane. 𝐷 is the 

distance between the center of Eve’s aperture and the beam propagation axis. 

The transmitted Gaussian beam field amplitude 𝑈 in space can be expressed as: 
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𝑈(𝑟, 𝐿) =
𝐸0𝑊0
𝑊(𝐿)

exp(−
𝑟2

𝑊2(𝐿)
) exp(−𝑖 (𝑘𝐿 +

𝑘𝑟2

2𝑅(𝐿)
− 𝜓(𝐿))),              (5.1) 

where 𝑟 is the distance from the observation point to the beam center axis, 𝐿 is the propagation 

distance, 𝐸0 is the field amplitude at the center of the beam at its waist, 𝑊0 is the waist radius of 

the Gaussian beam, which we set to be equal to 𝑟𝐴𝑙𝑖𝑐𝑒 throughout this work, 𝑘 is the wave number. 

Other parameters are defined as follows: 

𝑊(𝐿) = 𝑊0√1+ (
𝐿

𝑧0
)
2

,                                                      (5.2) 

𝑅(𝐿) = 𝐿 (1 + (
𝑧0
𝐿
)
2

),                                                        (5.3) 

𝜓(𝐿) = arctan
𝐿

𝑧0
.                                                             (5.4) 

𝑧0 =
𝑛𝑊0

2𝜋

𝜆
.                                                                  (5.5) 

Here 𝑧0 is the Rayleigh length, 𝑊(𝐿) is the spot size parameter, 𝑅(𝐿) is the radius of curvature 

and 𝜓(𝐿) is the Gouy phase. 𝑛  is the refractive index, which is equal to 1 in space. 𝜆 is the 

wavelength of the beam being transmitted, which we set to 1550nm throughout this work.  

Bob’s received power can be easily calculated by: 

𝑃𝐵𝑜𝑏 = ∫ ∫ ||𝑈(𝑟, 𝐿𝐴𝐵)||
2
𝑟𝑑𝑟

𝑟𝑏

0

𝑑𝜃
2𝜋

0

= 2𝜋∫ ||𝑈(𝑟, 𝐿𝐴𝐵)||
2
𝑟𝑑𝑟

𝑟𝑏

0

.                  (5.6) 

The total power in this Gaussian beam is: 

𝑃𝑡𝑜𝑡𝑎𝑙 =
𝐸0
2𝜋𝑊0

2

2
.                                                          (5.7) 

For different scenarios we calculate Eve’s received power (𝑃𝐸𝑣𝑒 ) respectively, then we can 

calculate Alice-to-Bob transmissivity (𝜂) and Eve’s fraction of collected power (𝜅) by: 

𝜂 =
𝑃𝐵𝑜𝑏
𝑃𝑡𝑜𝑡𝑎𝑙

,                                                               (5.8) 
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𝜅 =
𝑃𝐸𝑣𝑒

(1 − 𝜂)𝑃𝑡𝑜𝑡𝑎𝑙
.                                                       (5.9) 

Also, for noise frequency dependence we use the black body radiation function: 

𝑛𝑒 =
1

exp (
ℎ𝑓
𝑘𝑇
) − 1

,                                                 (5.10) 

where 𝑛𝑒 is the mean photon number per mode for the thermal noise, ℎ =  6.626 ∗  10−34J · s is 

the Planck constant, 𝑘 =  1.38064852 ∗  10−23J/K is the Boltzmann constant, 𝑇 =  3K is the 

space temperature and 𝑓 is the center frequency in transmission. 

5.2.1 Eve’s aperture is aligned with Alice’s and Bob’s (𝐃 =  𝟎) 

First, we look at the straightforward case where 𝐷 =  0, which would be the optimal position for 

Eve when 𝐿𝐵𝐸 is large as the truncated Gaussian beam right after Bob’s aperture plane would have 

reconverged, leaving a major portion of its photons at the center. In this case, Eve’s received power 

can be expressed as follows with the Rayleigh-Summerfeld transfer function: 

𝑃𝐸𝑣𝑒 = ∫ ∫ ||𝑈𝐸𝑣𝑒(𝑙, 𝜙)||
2
𝑙𝑑𝑙

𝑟𝑒

0

𝑑𝜙
2𝜋

0

,                                       (5.11) 

𝑈𝐸𝑣𝑒(𝑙, 𝜙) =
𝐿𝐵𝐸
𝑖𝜆
∫ ∫

𝑈(𝑟, 𝐿𝐴𝐵) exp(𝑖𝑘𝑟12)

𝑟12
2 𝑟𝑑𝑟

∞

𝑟𝑏

𝑑𝜃
2𝜋

0

,                      (5.12) 

𝑟12 = √𝐿𝐵𝐸
2 + 𝑙2 + 𝑟2 − 2𝑟𝑙 cos(𝜙 − 𝜃),                                  (5.13) 

where 𝑟12 is the distance between a point on Eve’s aperture plane (polar coordinate (𝑟, 𝜃)) and a 

point on Bob’s aperture plane (polar coordinate (𝑙, 𝜙)). 𝑈𝐸𝑣𝑒(𝑙, 𝜙) is the field amplitude at (𝑙, 𝜙) 

on Eve’s aperture plane.  

To start with, we look at the input power dependency in this scenario with several selected Bob-

to-Eve distances (𝐿𝐵𝐸). 
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5.2.1.1 Input power dependency 

In this section we look into the achievable key rate lower bounds input power dependency by 

applying the methods of secure key rate analysis in chapter 1. Recall that the direct (𝐾→, Eq. 2.29) 

and reverse (𝐾←, Eq. 2.31) reconciliation lower bounds in a quantum thermal noise wiretap channel 

with reconciliation efficiency 𝛽 are given by: 

𝐾→ ≥ 𝛽𝑔(𝑛𝑒(1 − 𝜂) + 𝜂𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝑛𝑒(1 − 𝜂)) + 𝑔(𝑛𝑒(1 − 𝜂𝜅))    (5.14) 

𝐾← ≥ 𝛽𝑔(𝜇) −∑𝑔(
𝜈𝑖
𝐸𝑅 − 1

2
)

𝑖

− 𝛽𝑔(𝜇 −
𝜂𝜇(1 + 𝜇)

1 + 𝑛𝑒 − 𝑛𝑒𝜂 + 𝜂𝜇
) +∑𝑔(

𝜈𝑦𝑖
𝐸𝑅 − 1

2
)

𝑖

 , (5.15) 

𝑔(𝑥) = (𝑥 + 1) log2(𝑥 + 1) − 𝑥 log2 𝑥 .                                     (5.16) 

where 𝜇 is the average photon number that Alice transmits to Bob per input mode.  

 



 

 

118 

Figure 5.2. Lower bounds vs. input power. The Alice-to-Bob distance 𝐿𝐴𝐵 is 20km. Bob-to-Eve 

distances 𝐿𝐵𝐸 and reconciliation schemes (direct versus reverse) are specified in the legend. 

Reconciliation efficiency 𝛽 is set to 1. Transmission center wavelength 𝜆 is set to 1550nm. 

Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =  10cm. Bob and Eve aperture 

radius are set to 𝑟𝑏  =  𝑟𝑒  =  10cm 

In Fig. 5.2 we summarize the lower bounds versus input power with different Bob-to-Eve distances 

when reconciliation is perfect (𝛽 =  1 ) and Alice-to-Bob distance 𝐿𝐴𝐵  =  20km. For both 

reconciliation schemes the achievable rate lower bounds increase with increasing input power, 

which pushes the optimal input power to infinity. We can also see that when 𝐿𝐵𝐸 increases, the 

achievable rate lower bounds first decrease then increase. This is due to the fact that when Eve’s 

aperture is aligned with Alice and Bob, her received power would first increase as the truncated 

Gaussian beam reconverges to its center behind Bob’s aperture, then decrease as transmission loss 

is becoming more and more significant. When Eve’s received power increases (𝐿𝐵𝐸 = 20km), 

which is equal to increasing 𝜅, the direct reconciliation rate decreases more rapidly than reverse 

reconciliation although it is higher than reverse reconciliation rate either when Bob-to-Eve 

distance is too small (𝐿𝐵𝐸  = 2km) or too large (𝐿𝐵𝐸 = 80km). We can see that direct reconciliation 

achievable rate tends to be higher than reverse reconciliation when 𝜅  is small, similar to the 

observation found in chapter 1. Next in Fig. 5.3 we set the reconciliation efficiency 𝛽 to 0.95. 

Compared to Fig. 5.2 we can see that the optimal input power for Alice is finite when reconciliation 

is imperfect, as expected. 
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Figure 5.3. Lower bounds vs. input power. The Alice-to-Bob distance 𝐿𝐴𝐵 is 20km. Bob-to-Eve 

distances 𝐿𝐵𝐸 and reconciliation schemes (direct versus reverse) are specified in the legend. 

Reconciliation efficiency 𝛽 is set to 0.95. Transmission center wavelength 𝜆 is set to 1550nm. 

Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =  10cm. Bob and Eve aperture 

radius are set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 

5.2.1.2 Lower bounds with optimized input power 

In this section we study the lower and upper bounds with optimized input power. We first study 

the case with perfect reconciliation, taking input power to infinity. Then with imperfect 

reconciliation we optimize the input power numerically.  
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Figure 5.4. Achievable rate direct and reverse lower bounds vs. Bob-to-Eve distance 𝐿𝐵𝐸 with 

optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Different Alice-to-Bob 

distances (𝐿𝐴𝐵) are specified in the legend. Transmission center wavelength 𝜆 is set to 1550nm. 

Transmitted Gaussian beam waist radius is set to be equal to Alice aperture radius 𝑊0  =  𝑟𝑎  =
 10cm. Bob and Eve aperture radius are also set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 

In Fig. 5.4 we plot the direct and reverse reconciliation achievable rate lower bounds with 𝛽 =  1 

and 𝜇 → ∞ against 𝐿𝐵𝐸 assuming equal aperture sizes for Eve, Bob and Alice (𝑟𝑒  =  𝑟𝑏  =  𝑟𝑎  =

 𝑊0  =  10cm).  
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Figure 5.5. Beam wavefront on Eve’s receiving aperture with different distances 𝐿𝐵𝐸 for 𝐿𝐴𝐵 = 

60km. 

In Fig. 5.4 we can see that both direct and reverse reconciliation lower bounds first decrease then 

increase as Bob-to-Eve distance 𝐿𝐵𝐸 increases. This is because the beam after Bob’s aperture is a 

truncated Gaussian beam with a void at its center, which would gradually reconverge to its center 

as the propagation distance 𝐿𝐵𝐸 increases, as shown in Fig. 5.5. In Fig. 5.5 we take 𝐿𝐴𝐵 =  60km 
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as an example and showcase how the reconverging process looks like. We can see that when 𝐿𝐵𝐸 

is small the beam reconverging on Eve’s receiving aperture is only significant within a very small 

region at the center while the other region is covered with constructive interference rings. When 

𝐿𝐵𝐸 becomes larger, the beam reconverged shape starts to stabilize for a range of distance and 

refocus to the most extent around 𝐿𝐵𝐸  =  60km. Beyond that, the beam gradually diverges due to 

a large transmission distance 𝐿𝐵𝐸. Since here Eve’s aperture is aligned with Alice’s and Bob’s, the 

amount of power that she can collect first increases because of the reconverging process, and then 

decreases as transmission loss starts to be more and more important, which caused the achievable 

rate in Fig. 5.4 to first decrease then increase as 𝐿𝐵𝐸 increases. In Fig. 5.4 we can also see that as 

Alice-to-Bob distance 𝐿𝐴𝐵 increases, the global minimum of achievable rate with Eve dynamic 

positioning decreases, suggesting that Eve would be able to get more advantages by optimizing 

her location when 𝐿𝐴𝐵 is large. We will explain this observation in more details later. 
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Figure 5.6. Achievable rate lower bounds (LB) and upper bounds (UB) vs. Bob-to-Eve distance 

𝐿𝐵𝐸 with optimized input power (infinity as reconciliation efficiency 𝛽 is set to 1). Different 

Alice-to-Bob distances (𝐿𝐴𝐵) are specified in the legend. Transmission center wavelength 𝜆 is set 

to 1550nm. Transmitted Gaussian beam waist radius is set to be equal to Alice aperture radius 

𝑊0  =  𝑟𝑎  =  10cm. Bob and Eve aperture radii are also set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 

Next in Fig. 5.6 we plot the lower bounds as the maximum of Eqs. (5.14) and (5.15) with 𝛽 =  1 

and 𝜇 → ∞ and compare them with upper bounds from chapter 1 as functions of Bob-to-Eve 

distance 𝐿𝐵𝐸 with 𝐿𝐴𝐵 varied in the legend. It is worth noticing that when Eve is close to Bob there 

are some oscillations in the curves where the achievable rate could arrive at a local minimum, 

which is due to the constructive and destructive interference that happens during the process of the 

truncated beam reconverging. Although the global minimum of the achievable rate decreases with 

increasing 𝐿𝐴𝐵 like we saw in Fig. 5.4, when 𝐿𝐵𝐸 is small, as 𝐿𝐴𝐵 increases the achievable rate 

could increase since the additional transmission loss induced by a larger 𝐿𝐴𝐵 would also affect Eve 

especially when her location is not optimal, e.g., when 𝐿𝐴𝐵  =  120km, the achievable rate is a 

little higher than the 𝐿𝐴𝐵  = 80km case when 𝐿𝐵𝐸 is small. Besides that, we can also see that for 

each given 𝐿𝐴𝐵 there is an optimal eavesdropping distance 𝐿𝐵𝐸 for Eve at the global minimum of 

the achievable rate where she can balance the reconverging of the cropped Gaussian beam and 

transmission loss to suppress the achievable key rate between Alice and Bob. We can also see that 

this "optimal eavesdropping distance" increases with increasing Alice-to-Bob distance since a 

larger 𝐿𝐴𝐵 would lead to higher transmission loss and a larger beam width at Bob’s aperture plane, 

thus requiring a longer distance 𝐿𝐵𝐸  for the beam to reconverge. Moreover, this "optimal 

eavesdropping distance 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 is approximately equal to 𝐿𝐴𝐵 when 𝐿𝐴𝐵 is large. To prove this, 

we take the Fresnel approximation and rewrite Eqs. (5.11) and (5.12) as in Eqs. (5.17) - (5.19) 

below. Here in Eq. (5.17) we take 𝜙 =  0 inside the integral since when 𝐷 =  0, Eve’s received 

light power distribution should be cylindrical symmetric. In Eq. (5.18) we use the Fresnel 
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approximation and also approximate the integration region for 𝑟 ∈ (𝑟𝑏,∞)  with 𝑟 ∈

(𝑟𝑏 , 3𝑊(𝐿𝐴𝐵)) since ||𝑈(𝑟, 𝐿𝐴𝐵)|| follows a Gaussian distribution. 

𝑃𝐸𝑣𝑒 = ∫ ∫ ||𝑈𝐸𝑣𝑒(𝑙, 𝜙)||
2
𝑙𝑑𝑙

𝑟𝑒

0

𝑑𝜙
2𝜋

0

= 2𝜋∫ ||𝑈𝐸𝑣𝑒(𝑙, 0)||
2
𝑙𝑑𝑙

𝑟𝑒

0

,           (5.17) 

𝑈𝐸𝑣𝑒(𝑙, 0) ≈
exp(𝑖𝑘𝐿𝐵𝐸)

𝑖𝜆𝐿𝐵𝐸
𝑒
𝑖𝑘𝑙2

2𝐿𝐵𝐸 ∫ ∫ 𝑈(𝑟, 𝐿𝐴𝐵)𝑒
𝑖𝑘
2𝐿𝐵𝐸

(𝑟2−2𝑙𝑟 𝑐𝑜𝑠 𝜃)
𝑟𝑑𝑟

3𝑊(𝐿𝐴𝐵)

𝑟𝑏

𝑑𝜃
2𝜋

0

,     (5.18) 

= 2𝜋
exp(𝑖𝑘𝐿𝐵𝐸)

𝑖𝜆𝐿𝐵𝐸
𝑒
𝑖𝑘𝑙2

2𝐿𝐵𝐸 ∫ 𝑈(𝑟, 𝐿𝐴𝐵)𝑒
𝑖𝑘𝑟2

2𝐿𝐵𝐸𝐽0 (
𝑙𝑟𝑘

𝐿𝐵𝐸
) 𝑟𝑑𝑟

3𝑊(𝐿𝐴𝐵)

𝑟𝑏

.                   (5.19) 

Here 𝐽0  denotes the zeroth order Bessel function of the first kind. The Fresnel approximation 

condition in our notations can be written as in Eq. (5.20), 

𝐿𝐵𝐸
3 ≫ (

𝜋

4𝜆
(𝑙2 + 𝑟2 − 2𝑟𝑙 cos 𝜃)2)

𝑚𝑎𝑥
,                                (5.20) 

=
𝜋

4𝜆
(𝑙2 + 9𝑊2(𝐿𝐴𝐵) + 6𝑙𝑤(𝐿𝐴𝐵))

2
,                            (5.21) 

≈
81𝜋

4𝜆
𝑊4(𝐿𝐴𝐵).                                                                  (5.22) 

The approximation in Eq. (5.22) is because 𝑙 is limited due to the size of Eve’s aperture, which is 

small compared to 𝐿𝐵𝐸 . Since we have seen (and will prove) that the optimal 𝐿𝐵𝐸  for Eve is 

approximately equal to 𝐿𝐴𝐵 , which is the scenario we are interested in here, to violate the 

approximation condition in Eq. (5.22) one would require a large 𝐿𝐴𝐵 and/or a large wavelength 𝜆 

and/or a small 𝑊0, e.g., with 𝑊0  =  10cm and 𝜆 =  1550nm, 𝐿𝐴𝐵 needs to be 4 × 1010km to 

violate the above condition, which would not be realistic for most occasions.  

Since the optimal eavesdropping distance 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 is near the point where the truncated Gaussian 

beam has re-concentrated, Eve’s received power would be mostly inside a central area at her 

aperture, meaning we are only concerned with small values of 𝑙. When 𝑙 is small, especially when 

sup(𝑙𝑟)𝑘

𝐿𝐵𝐸
< 0.6, we have 𝐽0 (

𝑙𝑟𝑘

𝐿𝐵𝐸
) ≈  1: 
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𝑈𝐸𝑣𝑒(𝑙, 0)𝑙 𝑖𝑠 𝑠𝑚𝑎𝑙𝑙 ≈ 2𝜋
exp(𝑖𝑘𝐿𝐵𝐸)

𝑖𝜆𝐿𝐵𝐸
𝑒
𝑖𝑘𝑙2

2𝐿𝐵𝐸∫ 𝑈(𝑟, 𝐿𝐴𝐵)𝑒
𝑖𝑘𝑟2

2𝐿𝐵𝐸𝑟𝑑𝑟
3𝑊(𝐿𝐴𝐵)

𝑟𝑏

,    (5.23) 

= 𝑀∫ 𝑒
−

𝑟2

𝑊2(𝐿𝐴𝐵)
−

𝑖𝑘𝑟2

2𝑅(𝐿𝐴𝐵)
+
𝑖𝑘𝑟2

2𝐿𝐵𝐸𝑟𝑑𝑟
3𝑊(𝐿𝐴𝐵)

𝑟𝑏

,                       (5.24) 

𝑀 =
2𝜋𝑒𝑖𝑘𝐿𝐵𝐸

𝑖𝜆𝐿𝐵𝐸
𝑒
𝑖𝑘𝑙2

2𝐿𝐵𝐸
𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

𝑒−𝑖(𝑘𝐿𝐴𝐵−𝜓(𝐿𝐴𝐵)).                      (5.25) 

Thus, we have: 

||𝑈𝐸𝑣𝑒(𝑙, 0)𝑙 𝑖𝑠 𝑠𝑚𝑎𝑙𝑙|| ≈
2𝜋𝐸0𝑊0

𝜆𝐿𝐵𝐸𝑊(𝐿𝐴𝐵)
||∫ 𝑒

−
𝑟2

𝑊2(𝐿𝐴𝐵)
−

𝑖𝑘𝑟2

2𝑅(𝐿𝐴𝐵)
+
𝑖𝑘𝑟2

2𝐿𝐵𝐸𝑟𝑑𝑟
3𝑊(𝐿𝐴𝐵)

𝑟𝑏

||               (5.26) 

=
2𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

||
𝑘

2𝐿𝐵𝐸
∫ 𝑒

−
𝑟2

𝑊2(𝐿𝐴𝐵)
+𝑖(

𝑘
2𝐿𝐵𝐸

−
𝑘

2𝑅(𝐿𝐴𝐵)
)𝑟2

𝑟𝑑𝑟
3𝑊(𝐿𝐴𝐵)

𝑟𝑏

||      (5.27) 

=
𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

||
𝑘

2𝐿𝐵𝐸
∫ 𝑒

(−
1

𝑊2(𝐿𝐴𝐵)
+𝑖(

𝑘
2𝐿𝐵𝐸

−
𝑘

2𝑅(𝐿𝐴𝐵)
))𝑟2

2𝑟𝑑𝑟
3𝑊(𝐿𝐴𝐵)

𝑟𝑏

|| (5.28) 

=
𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

||𝐵∫ 𝑒(𝐴+𝑖(𝐵−𝐶))𝑥𝑑𝑥
𝐷

𝑟𝑏
2

||                                                       (5.29) 

=
𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

||
𝐵

𝐴 + 𝑖(𝐵 − 𝐶)
(𝑒(𝐴+𝑖(𝐵−𝐶))𝐷 − 𝑒(𝐴+𝑖(𝐵−𝐶))𝑟𝑏

2
)||          (5.30) 

=
𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

1

√(
𝐴
𝐵)

2

+ (1 −
𝐶
𝐵)

2
||𝑒𝐴𝐷𝑒𝑖(𝐵−𝐶)𝐷 − 𝑒𝐴𝑟𝑏

2
𝑒𝑖(𝐵−𝐶)𝑟𝑏

2
||   (5.31) 

=
𝐸0𝑊0
𝑊(𝐿𝐴𝐵)

𝑓1(𝐵)𝑓2(𝐵)                                                                             (5.32) 

With  

𝐴 = −
1

𝑊2(𝐿𝐴𝐵)
                                                              (5.33) 

𝐵 =
𝑘

2𝐿𝐵𝐸
                                                                   (5.34) 

𝐶 =
𝑘

2𝑅(𝐿𝐴𝐵)
                                                               (5.35) 
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𝐷 = 9𝑊2(𝐿𝐴𝐵) = 9𝑊0
2 (1 + (

𝐿𝐴𝐵
𝑧0
)
2

) = 9𝑊0
2 (1 + (

𝜆𝐿𝐴𝐵

𝑊0
2𝜋
)

2

)              (5.36) 

𝑓1(𝐵) =
1

√(
𝐴
𝐵)

2

+ (1 −
𝐶
𝐵)

2
=

1

√
𝜆2(𝐿𝐵𝐸 − 𝐿𝐴𝐵)2 + 𝜋2𝑊0

4

𝜆2𝐿𝐴𝐵
2 + 𝜋2𝑊0

4

                 (5.37) 

𝑓2(𝐵) = ||(𝑒
𝐴𝐷𝑒𝑖(𝐵−𝐶)𝐷 − 𝑒𝐴𝑟𝑏

2
𝑒𝑖(𝐵−𝐶)𝑟𝑏

2
)||                             (5.38) 

To optimize 𝑓1(𝐵) in Eq. (5.37), we have 

argmax
𝐿𝐵𝐸

𝑓1(𝐵) = 𝐿𝐴𝐵                                                   (5.39) 

To optimize 𝑓2(𝐵) in Eq. (5.38), we have 

(argmax
𝐵
𝑓2(𝐵) − 𝐶)𝐷 − (argmax

𝐵
𝑓2(𝐵) − 𝐶) 𝑟𝑏

2 = (2𝑛 + 1)𝜋                (𝑛 ∈ ℤ)     (5.40) 

argmax
𝐵
𝑓2(𝐵) = 𝐶 +

(2𝑛 + 1)𝜋

𝐷 − 𝑟𝑏
2       (𝑛 ∈ ℤ)     (5.41) 

Which gives us 

argmax
𝐿𝐵𝐸

𝑓2(𝐵) =
1

𝜆

(

 2𝑛 + 1

9 (
𝜆2𝐿𝐴𝐵

2

𝜋2𝑊0
2 +𝑊0

2) − 𝑟𝑏
2

+
𝜆𝐿𝐴𝐵

𝜆2𝐿𝐴𝐵
2 + 𝜋2𝑊0

4

)

 

      (𝑛 ∈ ℤ)     (5.42) 

If we set 𝑛 = 0 , when 𝐿𝐴𝐵  increases, the first term inside the bracket in the denominator 

2𝑛+1

9(
𝜆2𝐿𝐴𝐵

2

𝜋2𝑊0
2+𝑊0

2)−𝑟𝑏
2
 decreases faster than the second term 

𝜆𝐿𝐴𝐵

𝜆2𝐿𝐴𝐵
2 +𝜋2𝑊0

4  and eventually goes to zero 

when 𝐿𝐴𝐵 is large. As a result, when 𝑛 = 0, we have: 

argmax
𝐿𝐵𝐸

𝑓2(𝐵)𝐿𝐴𝐵  𝑖𝑠  𝑙𝑎𝑟𝑔𝑒 ≈
𝜆2𝐿𝐴𝐵

2 + 𝜋2𝑊0
4

𝜆2𝐿𝐴𝐵
≈ 𝐿𝐴𝐵 = argmax

𝐿𝐵𝐸
𝑓1(𝐵)           (5.43) 

To conclude we have: 

argmax
𝐿𝐵𝐸

||𝑈𝐸𝑣𝑒(𝑙, 0)||𝑙 𝑖𝑠 𝑠𝑚𝑎𝑙𝑙,   𝐿𝐴𝐵 𝑖𝑠 𝑙𝑎𝑟𝑔𝑒
≈ 𝐿𝐴𝐵                         (5.44) 

which means that for a large Alice-to-Bob distance and relatively small apertures, the optimal 

eavesdropping distance for Eve 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙 ≈ 𝐿𝐴𝐵, which is consistent with what we observed. 



 

 

127 

 

Figure 5.7. Zeroth order Bessel function of the first kind 𝐽0(𝑥). 

 

When 𝐿𝐵𝐸  is small, the approximation condition 𝐽0 (
𝑙𝑟𝑘

𝐿𝐵𝐸
) ≈ 1  with 

sup(𝑙𝑟)𝑘

𝐿𝐵𝐸
< 0.6  used in Eq. 

(5.23) would not be valid. If the condition is relaxed to a lesser degree, e.g., 
sup(𝑙𝑟)𝑘

𝐿𝐵𝐸
< 1, the 

conclusion we obtained should still work but with a larger deviation. If 𝐿𝐵𝐸 further decreases, Eq. 

(5.23) and what follows would not be valid and some local minimums of the achievable rate, like 

in Fig. 5.6, could emerge when the integration of Eq. (5.19) is around the peak of ||𝐽0 (
𝑙𝑟𝑘

𝐿𝐵𝐸
)|| as 

marked in Fig. 5.7. For example, when 𝐿𝐴𝐵 is not too large so that the approximated integration 

region (𝑟𝑏 , 3𝑊(𝐿𝐴𝐵)) is not too large, since the cropped Gaussian beam would have the most 

power near its cropped edge (𝑟 = 𝑟𝑏), which would occupy a larger portion in the integration over 

(𝑟𝑏 , 3𝑊(𝐿𝐴𝐵)) than the region away from the edge, the local minimums of the achievable rate 
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could emerge near 𝐿𝐵𝐸  =
𝑟𝑏𝑟𝑒𝑘

3.8317
 and/or 𝐿𝐵𝐸  =

𝑟𝑏𝑟𝑒𝑘

7.0156
 which are approximately 10.5km and 5.8km 

with 𝜆 =  1550nm, 𝑟𝑏  =  𝑟𝑒  =  10cm, same as what we observed. When 𝐿𝐴𝐵 becomes larger, 

since the approximated integration region (𝑟𝑏 , 3𝑊(𝐿𝐴𝐵)) is larger and can include many peaks of 

||𝐽0 (
𝑙𝑟𝑘

𝐿𝐵𝐸
)||, the local minimums of the achievable rate could shift around depending on specific 

values of 𝐿𝐴𝐵. 

Next if we look at ||𝑈𝐸𝑣𝑒(𝑙, 0)|| with 𝐿𝐵𝐸 = 𝐿𝐴𝐵:  

||𝑈𝐸𝑣𝑒(𝑙, 0)||𝑙 𝑖𝑠 𝑠𝑚𝑎𝑙𝑙,   𝐿𝐵𝐸=𝐿𝐴𝐵
≈                                                                                                                      

||𝐸0√
𝑊0
4

𝜆2𝐿𝐴𝐵
2 + 𝜋2𝑊0

4
√
𝜆2𝐿𝐴𝐵

2

𝑊0
4 + 𝜋2𝑒

−
𝜋2𝑊0

2𝑟𝑏
2

𝜆2𝐿𝐴𝐵
2 +𝜋2𝑊0

4−9
(𝑒

𝜋2𝑊0
2𝑟𝑏
2

𝜆2𝐿𝐴𝐵
2 +𝜋2𝑊0

4
− 𝑒9)||  (5.45) 

≈ 𝐸0(1 − 𝑒
−9)                                (𝐿𝐴𝐵 𝑖𝑠 𝑙𝑎𝑟𝑔𝑒)                    (5.46) 

In Fig. 5.8 we plot the ratio of 𝑃𝐸𝑣𝑒/𝑃𝑡𝑜𝑡𝑎𝑙 and 𝑃𝐵𝑜𝑏/𝑃𝑡𝑜𝑡𝑎𝑙 as functions of 𝐿𝐴𝐵  with different 𝑊0 

while 𝐿𝐵𝐸 is set to be equal to 𝐿𝐴𝐵. We can see that as 𝐿𝐴𝐵 increases, 
𝑃𝐸𝑣𝑒

𝑃𝑡𝑜𝑡𝑎𝑙
 increases since a larger 

𝐿𝐴𝐵  would fit more with our approximation conditions in deriving the optimal eavesdropping 

distance 𝐿𝐵𝐸  =  𝐿𝐴𝐵, so the beam would be more reconverged at that point. And when 𝑊0 is small, 

𝑃𝐸𝑣𝑒

𝑃𝑡𝑜𝑡𝑎𝑙
 even becomes close to one as 𝐿𝐴𝐵 increases, meaning Eve is receiving almost all of the power 

from the transmitted Gaussian beam while Bob receives almost none due to a larger divergence 

angle induced by smaller 𝑊0. However, it is interesting to see that in the far-field regime the 

Gaussian beam with a larger divergence angle is able to become more refocused near the point 

where 𝐿𝐵𝐸 = 𝐿𝐴𝐵 , which means that Eve can receive a much larger portion of the transmitted 

power than Bob in a long-distance transmission scenario (𝐿𝐴𝐵 is large) by moving her aperture to 

the optimal eavesdropping distance 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 . This explains why the global minimum of the 
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achievable rate with eavesdropper dynamic positioning decreases with increasing 𝐿𝐴𝐵 in Fig. 5.4 

and Fig. 5.6. 

 

Figure 5.8. 𝑃𝐸𝑣𝑒/𝑃𝑡𝑜𝑡𝑎𝑙 and 𝑃𝐵𝑜𝑏/𝑃𝑡𝑜𝑡𝑎𝑙; vs. Alice-to-Bob distance 𝐿𝐴𝐵 with 𝐿𝐵𝐸 = 𝐿𝐴𝐵. 

Different 𝑊0 are specified in the legend. Transmission center wavelength 𝜆 is set to 1550nm. 

Bob and Eve aperture radius are also set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 

Next, we look at the achievable rate lower and upper bounds with 𝐿𝐵𝐸 = 𝐿𝐴𝐵. In Fig. 5.9 we can 

see that the upper bounds are really close to the lower bounds when 𝐿𝐵𝐸 = 𝐿𝐴𝐵 as we saw with 

previous figures, especially when 𝐿𝐴𝐵 is large. The achievable rate decreases as 𝐿𝐴𝐵 increases 

since Bob would receive a less portion of the transmitted power while Eve can collect more 

(corresponding to a smaller 𝜂 and a larger 𝜅), similar to what we saw in Fig. 5.4 and Fig. 5.6. As 

the beam waist radius 𝑊0 increases the achievable rate increases because the beam divergence 

angle would be smaller, which would let Bob collect more power in this case. 
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Figure 5.9. Lower bounds (LB) and upper bounds (UB) over achievable rate vs. Alice-to-Bob 

distance 𝐿𝐴𝐵 with Eve located at optimal on-axis position (𝐿𝐵𝐸 = 𝐿𝐴𝐵). Different 𝑊0 are 

specified in the legend. Transmission center wavelength 𝜆 is set to 1550nm. Bob and Eve 

aperture radii are also set to 𝑟𝑏  =  𝑟𝑒  =  10cm.  

Since we assumed 𝑙 to be small in the above derivation for Eve’s optimal eavesdropping 

distance, which means 𝑟𝐸𝑣𝑒 is not large, we now look at how increasing 𝑟𝐸𝑣𝑒 would affect the 

achievable key rate lower bounds. As we have shown in Fig. 5.5 that the optimal eavesdropping 

distance exists because the reconverging process of the truncated Gaussian beam to some extent 

counters the effect of the transmission loss, it would be reasonable to deduct that when Eve has a 

larger aperture, she should be able to get closer to Bob to collect more power even before the 

beam reconverging process is complete. In Fig. 5.10 we fix 𝐿𝐴𝐵  =  50km and plot the 

achievable rate lower bounds as the maximum of direct and reverse lower bounds with only 𝑟𝐸𝑣𝑒 

is varied. We can see that when 𝑟𝐸𝑣𝑒 increases from 5cm to 10cm the optimal eavesdropping 
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distance 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 doesn’t change much although the achievable rate decreases as Eve is able to 

collect more photons with a larger aperture. When 𝑟𝐸𝑣𝑒 further increases to 20cm and 30cm we 

can see that the lower bound curve has been more flattened along the x-axis. And we can see that 

it is possible for Eve to achieve better eavesdropping effect when 𝐿𝐵𝐸 is smaller than 𝐿𝐴𝐵. 

However, we can also see that the additional advantage gained by Eve with a larger aperture is 

minimal since the power collecting advantage only comes from a lower channel loss when Eve 

approaches closer to Bob and uses a large enough aperture to fully collect the unfocused beam. 

 

Figure 5.10. Lower bounds versus 𝐿𝐵𝐸 with 𝐿𝐴𝐵  =  50km, 𝑊0 = 10cm and 𝑟𝐵𝑜𝑏 = 10cm. 

Different 𝑟𝐸𝑣𝑒 are specified in the legend. Transmission center wavelength 𝜆 is set to 1550nm.  

Next in Fig. 5.11 we fix Eve’s aperture radius as 10cm and vary 𝑊0. When 𝑊0 increases from 

5cm to 10cm, since an increased 𝑊0 decreases the beam’s divergence angle, making it more 
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focused so Bob can receive more power, we can see that the achievable rate increases but still 

has a global minimum value around the point where 𝐿𝐵𝐸 = 𝐿𝐴𝐵. However, when 𝑊0 further 

increases, the achievable rate curve starts to flatten out when 𝐿𝐵𝐸 is large. This is because when 

𝑊0 further increases, the beam Rayleigh length increases to the point that 𝐿𝐴𝐵 cannot be viewed 

as relatively large anymore so the approximation that we used in deriving Eq. (5.44) is no longer 

valid. 

 

Figure 5.11. Lower bounds versus 𝐿𝐵𝐸 with 𝐿𝐴𝐵  =  50km, 𝑟𝐸𝑣𝑒 = 10cm and 𝑟𝐵𝑜𝑏 = 10cm. 

Different 𝑊0 are specified in the legend. Transmission center wavelength 𝜆 is set to 1550nm.  

Now that we have good characterization for the case when 𝐿𝐴𝐵 is large, it is worth looking into 

the case when 𝐿𝐴𝐵 is small. In that case, when the Gaussian beam Rayleigh length is large 
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compared to the transmission distance 𝐿𝐴𝐵, the beam transmitted can be viewed as approximately 

collimated [95], which mimics the signature of a point source and thus can be better 

characterized with existing results from the famous Arago spot [93]. In [93,94] the relative 

transverse complex amplitude distribution 𝑈𝑟𝑒𝑙 compared to the undisturbed wavefront was 

pointed out for an ideal point source, which we rewrite in our notations here: 

𝑈𝑟𝑒𝑙(𝑙, 𝐿𝐵𝐸) = −√
𝐿𝐵𝐸
2

𝐿𝐵𝐸
2 + 𝑟𝑏

2 𝐽0 (
2𝑟𝑏𝜋𝑙

𝜆𝐿𝐵𝐸
) 𝑒

𝑖𝑘𝐿𝐵𝐸+𝑖𝑘
𝑙2+𝑟𝑏

2

2𝐿𝐵𝐸 ,                            (5.47) 

||𝑈𝑟𝑒𝑙(𝑙, 𝐿𝐵𝐸)|| = √
𝐿𝐵𝐸
2

𝐿𝐵𝐸
2 + 𝑟𝑏

2 ||𝐽0 (
2𝑟𝑏𝜋𝑙

𝜆𝐿𝐵𝐸
)||                                   (5.48) 

Below we use this relative transverse amplitude distribution in Eq. (5.48) and the undisturbed 

wavefront to try to predict power reception of Bob and Eve (shown in dashed curves) and we 

show that this method works well specifically when the transmitted beam is approximately 

collimated, which is either when 𝐿𝐴𝐵 is small and/or 𝑊0 is large. 
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Figure 5.12. Lower bounds versus 𝐿𝐵𝐸 for different values of 𝐿𝐴𝐵 compared with the predicted 

lower bounds using the Arago spot result in dashed curves. Transmission center wavelength 𝜆 is 

set to 1550nm. Bob and Eve aperture radius are set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝑊0  =  10cm.  

As in Fig. 5.12, we include results on the achievable rate lower bounds versus 𝐿𝐵𝐸 with different 

𝐿𝐴𝐵 specified in the legend and compare them with the predicted results in dashed curves using 

the Arago spot theory (Arago Prediction). When 𝐿𝐴𝐵 decreases the lower bound curves become 

closer to the Arago Prediction curves as when 𝐿𝐴𝐵 is small the Gaussian beam can be viewed as 

approximately collimated so it mimics the signature of a point source. This is even clearer if we 

tune the value of 𝑊0. In Fig. 5.13 we fix 𝐿𝐴𝐵  =  15km and vary the value of 𝑊0. When 𝑊0 is 

small (5cm), it’s clear that the achievable rate reaches its global minimum around the point 

where 𝐿𝐵𝐸  =  𝐿𝐴𝐵. However, as 𝑊0 increases, the achievable rate curves are closer to the Arago 

Prediction curves since an increased Gaussian beam waist radius decreases beam divergence, 

making it more collimated so it is more similar to the point source. 
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Figure 5.13. Lower bounds versus 𝐿𝐵𝐸 for different values of 𝑊0 compared with the predicted 

lower bounds using the Arago spot result in dashed curves. Transmission center wavelength 𝜆 is 

set to 1550nm. Bob and Eve aperture radius are set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝐿𝐴𝐵  =  15km.  

In Fig. 5.14(a) we apply Gaussian-modulated CV-QKD (with coherent states, heterodyne 

detection and reverse reconciliation) and Decoy-state BB84 (DS-BB84) protocols to our studied 

scenario. We assume that Alice uses a weak coherent-state source and transmits signal-state 

pulses to Bob with 𝜇 mean photons per pulse at 𝑅 states/s. We use the CCQ (classical-classical-

quantum) rate (solid curve) for CV-QKD as in Eq. (69) from [73] and we use Eq. (95) with 

reconciliation efficiency 𝑓𝐿 from [73] for DS-BB84 (dashed curves). Here CCQ means that both 

Alice and Bob have performed measurements [73]. We also include the upper bound as the 

dotted curve. The numerically optimized input power 𝜇 is plotted in Fig. 5.14(b). We can see that 

both SKR and the optimal input power reaches their global minimum around the point where 

𝐿𝐵𝐸 = 𝐿𝐴𝐵 while CV-QKD SKR is higher than DS-BB84. When Eve is not at her optimal 

eavesdropping distance, the SKR can go higher with the input power also increased. 

 

Figure 5.14. (a) SKR lower bound (LB) for Gaussian modulated CV-QKD and DS-BB84 versus 

𝐿𝐵𝐸 with optimized input power. Upper bound (UB) is also included for comparison. 

Reconciliation efficiencies are set to 𝛽 =  0.95, 𝑓𝐿 =  1.1. 𝐿𝐴𝐵  =  50km. Transmission center 

wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =
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 10cm. 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝑅 =1Gbit/s. (b) Corresponding optimal input power for Gaussian 

modulated CV-QKD and DS-BB84 in Fig. 5.14(a).  

5.2.2 𝑫 optimized 

In this section we investigate the case where Eve can optimize her position, namely she can 

optimize 𝐷 as 𝐿𝐵𝐸 changes. We set 𝛽 =  1 and take input power 𝜇 to infinity as that is the 

optimal input power in this case. In Fig. 5.15 we set 𝐿𝐴𝐵  =  40km and numerically optimize 

Eve’s position 𝐷 for different values of 𝐿𝐵𝐸. Here the achievable rate lower and upper bounds 

are in red solid and red dotted curves while the optimal position value of Eve 𝐷 is marked with 

blue circles. The achievable rate lower and upper bounds with 𝐷 =  0 is also included as the 

black solid and black dotted curves for comparison.  

 

Figure 5.15. Lower bounds (LB) and upper bounds (UB) versus 𝐿𝐵𝐸 with optimized Eve’s 

position 𝐷. Transmission center wavelength 𝜆 is set to 1550nm. Bob and Eve aperture radii are 

set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝑊0 = 10cm. 𝐿𝐴𝐵  =  40km. Reconciliation efficiency 𝛽 =  1. 𝐷 =  0 

case is also included in black curves for comparison.  
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Here we can see that when 𝐿𝐵𝐸 is small, Eve will be able to collect more power by optimizing 

her position 𝐷, which decreases the achievable rate compared with the 𝐷 =  0 case. However, 

when 𝐿𝐵𝐸 is larger that the reconverging process of the transmitted beam is complete, Eve’s 

optimal position remains zero so she would not be able to gain any advantage with position 

optimization beyond that point. Moreover, when 𝐿𝐵𝐸 is small, Eve’s optimal position 𝐷 is 

around 14cm which is near the edge of the cropped Gaussian beam since more photons can be 

collected here before the beam is fully reconverged. When 𝐿𝐵𝐸 increases, Eve’s optimal position 

𝐷 shows a decreasing trend, which is also due to the reconverging process, as more and more 

power starts to focus at the center. 

 

Figure 5.16. Lower bounds versus 𝐿𝐵𝐸 with optimized Eve’s position 𝐷. Transmission center 

wavelength 𝜆 is set to 1550nm. Bob and Eve aperture radii are set to 𝑟𝑏 = 𝑟𝑒  =  10cm. 𝑊0  =
 10cm. 𝐿𝐴𝐵 =  40km. 𝐷 =  0 case is also included in solid curves for comparison.  
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In Fig. 5.16 we compare the lower bounds of the achievable rate with different 𝐿𝐴𝐵 and different 

eavesdropping strategies. For the solid curves 𝐷 =  0 and for the dot-dashed curves 𝐷 is 

numerically optimized. It is shown that by optimizing her position 𝐷 Eve can suppress the 

achievable rate lower bounds when 𝐿𝐵𝐸 is small with the curves more flattened out. However we 

can see that Eve still cannot exceed her advantage over Bob when she is at the optimal 

eavesdropping distance 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙  ≈  𝐿𝐴𝐵. 

 

Figure 5.17. (a) SKR lower bound (LB) for Gaussian modulated CV-QKD and DS-BB84 versus 

𝐿𝐵𝐸 with optimized input power. Upper bound (UB) is also included for comparison. 

Reconciliation efficiencies are set to 𝛽 =  0.95, 𝑓𝐿  =  1.1. 𝐿𝐴𝐵  =  50km. Transmission center 

wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =
 10cm. 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝑅 =1Gbit/s. (b) Corresponding optimal input power for Gaussian 

modulated CV-QKD and DS-BB84 in Fig. 5.17(a). Curves from Fig. 5.14(a) and 5.14(b) are also 

retained for comparison.   

In Fig. 5.17(a) we apply Gaussian-modulated CV-QKD (with coherent states, heterodyne 

detection and reverse reconciliation) and DS-BB84 protocols when Eve’s position 𝐷 is 

optimized. The numerically optimized input power 𝜇 is plotted in Fig. 5.17(b). We also retain the 

curves from 𝐷 =  0 case for comparison. We can see that both SKR and the optimal input power 
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decreases compared to the 𝐷 =  0 case when 𝐿𝐵𝐸 is small due to the advantages gained by Eve 

with position optimization. 

5.3 Eve’s aperture in front of Bob’s 

As in Fig. 5.18, in this section we investigate the case where Eve is before Bob. In this case, Eve 

would be able to collect the most power when she places her aperture on the beam transmission 

axis.  

 

Figure 5.18. Geometric setup when the eavesdropper Eve is before Bob. 𝐿𝐴𝐸 is the distance 

between Alice and Eve and 𝐿𝐵𝐸 is the distance between Eve and Bob. It is quite straightforward 

to see that Eve would be able to collect the most of photons by placing her aperture on the beam 

transmission axis.   

In Fig. 5.19 we plot the lower bounds (LB) and upper bounds (UB) as functions of 𝐿𝐴𝐸 with 

different 𝐿𝐴𝐵. We can see that the achievable rate reaches its peak (global maximum) near the 
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point where 𝐿𝐴𝐸  =  𝐿𝐵𝐸, which corroborates with what we observed before. This suggests that 

Eve’s strategy would be getting close to either Alice or Bob to gain advantages over the 

communication parties, which further suggests that an exclusion zone such as shown in chapter 4 

set by the communication parties would serve as a good defense strategy in this case. We also 

notice that when Eve is too close to Bob there would be some oscillations due to the constructive 

and destructive interference on Bob’s receiving aperture that leads to local maximums of the 

achievable rate. This suggests that although generally Eve will be able to gain advantages by 

placing her aperture either closer to Alice or closer to Bob, it would be safer for her to get closer 

to Alice than to Bob to avoid the potential local maximum peaks. 

 

Figure 5.19. Lower bounds (LB) and upper bounds (UB) versus 𝐿𝐴𝐸 with Eve before Bob. 

Transmission center wavelength 𝜆 is set to 1550nm. Bob and Eve aperture radii are set to 𝑟𝑏  =
 𝑟𝑒  =  10cm. 𝑊0  =  𝑟𝑎  =  10cm. Different 𝐿𝐴𝐵 values are provided in the legend.   
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To have a better understanding of Eve’s strategy through comparison, in Fig. 5.20 we set 𝐿𝐵𝐸 to 

negative when Eve is before Bob and positive if Eve is behind Bob and plot the achievable rate 

lower and upper bounds as functions of 𝐿𝐵𝐸 with different 𝐿𝐴𝐵 specified in the legend, 

combining the Eve before Bob case and the Eve behind Bob case. Here for the Eve behind Bob 

case, we set 𝐷 =  0. We can see that when 𝐿𝐴𝐵 is small, Eve is able to eavesdrop more with her 

aperture before Bob even if she is not close to either Alice or Bob since when 𝐿𝐴𝐵 is small, the 

beam divergence is not significant so Eve would be able to collect more photons in-between the 

transmission channel from Alice to Bob than behind Bob. However, when 𝐿𝐴𝐵 increases, 

although Eve can always gain advantages by getting very close to the communication parties, in 

reality because of the risk of being found, Eve would benefit more by placing her aperture 

behind Bob and move to the point 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 , as the cropped beam would reconverge with a large 

portion of its power collectable by Eve and lower chances of being found, like we showed in 

Sec. 5.1.1.2. From Alice’s side, a shorter transmission distance is always going to be safer, 

especially if combined with an exclusion zone set by the communication parties to prevent Eve 

from approaching either Alice or Bob. In a long-distance transmission scenario, aside from an 

exclusion zone near the communication parties’ apertures, similar measures around the point 

where 𝐿𝐵𝐸  =  𝐿𝐴𝐵 behind Bob’s aperture is also crucial for safety issues although this might not 

be very realistic in implementations. Another alternative would be to prevent the cropped 

Gaussian beam from propagating farther, i.e., with a light barrier behind Bob. 
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Figure 5.20. Lower bounds (LB) and upper bounds (UB) versus 𝐿𝐵𝐸. Here 𝐿𝐵𝐸 is negative if Eve 

is before Bob and positive if Eve is behind Bob (𝐷 =  0). Transmission center wavelength 𝜆 is 

set to 1550nm. Bob and Eve aperture radii are set to 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝑊0  =  𝑟𝑎  =  10cm. 

Different 𝐿𝐴𝐵 values are provided in the legend.  

In Fig. 5.21(a) we apply Gaussian-modulated CV-QKD (with coherent states, heterodyne 

detection and reverse reconciliation) and DS-BB84 protocols when Eve is before Bob. The 

numerically optimized input power 𝜇 is plotted in Fig. 5.21(b). Here we also use negative 𝐿𝐵𝐸 to 

denote that Eve is before Bob and positive 𝐿𝐵𝐸 to denote that Eve is behind Bob (𝐷 =  0). We 

can see that when Eve is before Bob, the SKR reaches its global maximum peak near the point 

where 𝐿𝐵𝐸 = 𝐿𝐴𝐵/2 and there is a local maximum peak when Eve is close to Bob. 
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Figure 5.21. (a) SKR lower bound (LB) for Gaussian modulated CV-QKD and DS-BB84 versus 

𝐿𝐵𝐸 with optimized input power. Upper bound (UB) is also included for comparison. 

Reconciliation efficiencies are set to 𝛽 =  0.95, 𝑓𝐿 =  1.1. 𝐿𝐴𝐵  =  80km. Transmission center 

wavelength 𝜆 is set to 1550nm. Transmitted Gaussian beam waist radius is set to 𝑊0  =  𝑟𝑎  =
 10cm. 𝑟𝑏  =  𝑟𝑒  =  10cm. 𝑅 =1Gbit/s. (b) Corresponding optimal input power for Gaussian 

modulated CV-QKD and DS-BB84 in Fig. 5.21(a). Here a negative 𝐿𝐵𝐸 means that Eve is before 

Bob while a positive 𝐿𝐵𝐸 means Eve is behind Bob (𝐷 =  0).  

5.4 Concluding remarks 

In this paper, we have analyzed satellite-to-satellite secret key distillation with Eve having a 

dynamically positioned limited-sized aperture by calculating the power reception of Bob and Eve 

respectively. For the case where Eve is behind Bob, we show that Eve’s optimal eavesdropping 

distance to Bob 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 in a long-distance transmission scenario (𝐿𝐴𝐵 is large) is approximately 

equal to Alice-to-Bob distance 𝐿𝐴𝐵. When 𝐿𝐴𝐵 is small we show that the achievable key rate 

lower bounds become close to the results from the study of Arago spot since the Gaussian beam 

transmitted can be viewed as approximately collimated. We further showed that when Eve can 

move her aperture off the beam transmission axis, she can gain advantages when approaching 

Bob but still cannot exceed the 𝐿𝐵𝐸
𝑜𝑝𝑡𝑖𝑚𝑎𝑙

 case. When Eve is before Bob, we showed that the 

achievable key rate would be the highest if Eve is near the middle of Alice and Bob, and Eve’s 
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strategy would be to approach Alice or Bob, but avoid the local maximums caused by 

constructive interference on Bob’s receiving aperture when close to Bob. This also suggests that 

an exclusion zone would be a very effective defense strategy in this case. We also compared the 

case with Eve before Bob and Eve behind Bob to analyze Eve’s strategy with respect to different 

𝐿𝐴𝐵 and the communication parties’ possible corresponding measures. Finally, for these studied 

scenarios we applied our calculations on Gaussian-modulated CV-QKD and DS-BB84 protocols 

SKR bounds and showed similar phenomena in comparison between them. 
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In this dissertation, we introduced and analysed SKR lower bounds and upper bounds for the 

geometrical optics restricted eavesdropping model that can better characterize the power collection 

state of some realistic scenarios instead of attributing too much power to Eve, and showcased the 

achievable secure key rate lower and upper bounds and compared them to the unrestricted case. 

We also presented a few cases applying this model to some common communication scenarios in 

realistic free-space optical links such as the satellite-to-satellite channel with respect to relevant 

channel parameters. We investigated the strategy from both the communication parties’ side and 

Eve’s side within this model. In exclusion zone scenario, by enlarging the exclusion zone area we 

can relax the need for high frequency in long distance transmission. In limited-size aperture 

scenario, we found out that when Eve is in the same plane with Bob, we can get a distance 

independent on SKR at a sufficiently large transmission distance if Bob's aperture is greater than 

or at least comparable to Eve's. When Eve can optimize her position to gain advantages, simple 

approaches such as setting an exclusion zone around Bob's receiver could be very effective to 

ensure higher security. 

Security and capacity have been the the most important focuses of communication research works 

probably since the establishment of this subject. On security side, with new technologies developed 

for eavesdropping, there is demand for a more secure way of communication. In our case it’s the 

quantum cryptography versus the quantum computers. On capacity side, there have also been 

interesting works that exploits entanglement as a source to increase the capacity for classical 

communication, such as entanglement-assisted communications [96 - 98]. With the fast developing 

research communities surrounding the quantum mechanics subjects, there are truly lots of new 

directions awaiting exploration that not only the research subject of communication benefits from, 

but also presents potential opportunities to change technologies in decades to come. For example, 
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quantum error correction [99 - 102] that partially emerged from the idea of error correction codes 

in classical communications and now helps with the building of quantum memories inside quantum 

computers; quantum sensing [103 - 105] that exploits the entanglement as a source to improve the 

precision of sensing problems and overcomes the resolution limits for the classical problem, etc.  
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