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ABSTRACT

Physical layer security is becoming an emerging and vital feature in wireless communications.
In contrast to cryptographic techniques employed in the application layer, physical layer security
uses a different approach that exploits advanced signal processing techniques. One of the physical
layer security techniques uses directional modulation, which distorts signal modulations along the
directions of the eavesdroppers. The performance of directional modulation techniques can be im-
proved further by using intelligent reflecting surfaces (IRS). In the literature, IRS has been used to
improve the signal quality at the desired user while simultaneously suppressing the signal strength
at the undesired user. In this paper, we investigate the performance of directional modulation with
artificial noise in the presence of an IRS. The bit error rate (BER) results show that the proposed
method delivers data to a legitimate user with low error probability while it raises the error rates at
the eavesdroppers located near the legitimate user.

INTRODUCTION

One of the main challenges in wireless communications is the security of the transmitted data.
This can be achieved through the use of cryptographic techniques. However, these techniques re-
quire safe delivery of the secret key. Physical layer security can provide an alternative approach
to the security of the transmitted data [1]. One such technique is the method of directional mod-
ulation (DM) where the modulation formats of the transmitted data arriving at the legitimate user
differ from the modulation formats that arrive at the eavesdroppers. Many such techniques are
extensively studied in the literature. An orthogonal vector approach for multi-beam directional
modulation along with artificial noise (AN) is studied in [2]. AN aided zero-forcing (ANZF)
synthesis approach for multi-beam directional modulation is proposed in [3] that allows similar
performance with lower computational complexity. In [4], a two-step iterative convex optimiza-
tion of DM with AN (ICODA) algorithm is proposed to design user-specific transmit vectors for
each symbol. ICODA allows data reception at the desired receivers with low error probabilities
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while it imposes specific higher bit error rates in the eavesdropper directions.
Recently, there have been significant interests in studying intelligent reflecting surfaces (IRS) in
wireless communications. This novel technology helps in controlling the transmission environ-
ment. The signals scattered from the IRS are focused towards the user. The concept of IRS is
evolved from software-controlled metasurfaces. The IRS is made of tunable electromagnetic (EM)
surface patches that pose various wireless communication properties [5]. IRS has been studied to
make 5G and beyond wireless communications more efficient by increasing the beamforming gain
and energy efficiency [6].
The use of IRS in providing physical layer security has also been receiving considerable attention.
In [7], a joint optimization of the transmitting beamformers and the IRS phase shifters is con-
structed to maximize the minimum secrecy rate in a IRS-empowered network under the scenarios
of continuous and discrete phase shift matrices. Optimization problem to maximize the sum rate
of the system to provide secure and robust communication from potential eavesdroppers is formu-
lated in [8]. The design of a multi-IRS communication link is also presented in [8]. IRS-assisted
wireless network aided with AN for enhancing the physical layer security is studied in [9]. It is
proven that the combination of IRS and AN can perform better by achieving the maximum secrecy
rate. Several other research activities involving IRS-aided communication is summarized in [10].
In this paper, we combine the ideas of ICODA and IRS to propose a new method for providing
physical layer security in wireless communications. Therefore, the proposed method is an exten-
sion of the ICODA algorithm. Our work develops an algorithm to jointly optimize the IRS passive
reflecting coefficients, the transmit symbol vectors and the AN components for various orienta-
tions of the legitimate user and the eavesdroppers. The bit error rate (BER) results show that the
performance of ICODA can be significantly enhanced by combining with an IRS. The method,
however, involves higher implementation complexity that needs to be addressed in the future.
The notations used in this paper are described as follows. The bold lowercase and uppercase let-
ters are used for vectors and matrices respectively. The notations (.)H , (.)T , tr(.), E[.], ‖.‖, IN ,
and 0N×M represent conjugate transpose, transpose, trace, expectation, Euclidean norm, N × N
identity matrix, and N ×M zero matrix respectively.

(
n
r

)
= n!

r!(n−r)! , where n! is the factorial of n.
Ci×j denotes i× j complex matrix. CN (µ, σ2) denotes complex Gaussian distribution with mean
µ and variance σ2. The Q function is defined as Q (x) = 1/

√
2π
∫∞
x

exp (−y2/2) dy.

SYSTEM MODEL

We consider a downlink wireless system consisting of an access point (AP) transmitting data to a
single-antenna legitimate user. The AP uses a uniform linear array of N antenna elements with an
inter-element spacing of d. The legitimate user is surrounded by U eavesdroppers (Eve) as shown
in Fig. 1. We assume that the direct link between the AP and the legitimate user is blocked by large
obstacles such as high rise buildings. Therefore, the AP uses the path through the IRS to com-
municate with the legitimate user. The IRS is a planar array with L reflective elements arranged
in the form of a rectangle with Lx elements along the horizontal line and Ly elements along the
vertical line so that L = LxLy. The AP and the IRS are assumed to be on high altitudes so that the
reflection and scattering effects from other objects are negligible as assumed in [8].
Let the IRS be oriented at an angle θ̃ from the transmit antenna axis of the AP. Similarly, let θ
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and ψ be the inclination and azimuth angles of the incoming beam at the IRS. Note that the in-
clination angle is the angle that the beam makes with the normal of the IRS plane whereas the
azimuth angle is the angle between a vertical line on the IRS surface and the projection of the
incident beam direction on the IRS plane. It is clear that the channel matrix from the AP to
the IRS is given by F = aL(θ, ψ)bHN(θ̃), where aL(θ, ψ) and bN(θ̃) are the array response vec-
tors of the IRS and the AP respectively. Defining κ = 2π/λ, where λ is the wavelength, we
can express the array response vectors as aL(θ, ψ) = [1, . . . , exp(jκd sin θ(lx sinψ + ly cosψ)),
. . . , exp(jκd sin θ((Lx − 1) sinψ + (Ly − 1) cosψ))]T and bN(θ̃) = [1, . . . , exp(jκdm cos θ̃),
. . . , exp(jκd(N − 1) cos θ̃)]T , where 0 ≤ lx ≤ Lx − 1, 0 ≤ ly ≤ Ly − 1, and 0 ≤ m ≤ N − 1.
We next focus on the transmission links from the IRS to the legitimate user and the eavesdroppers.
Let θ0 and ψ0 be the inclination and azimuth angles at the IRS for the outgoing beam to the legit-
imate user. Similarly, let θu and ψu be the inclination and azimuth angles for the outgoing beam
to the uth eavesdropper, u ∈ {1, . . . , U}. Therefore, the channel response from the IRS to the
legitimate user is defined as h0 = aL(θ0, ψ0), and the channel response from IRS to the uth eaves-
dropper is defined as hu = aL(θu, ψu), u ∈ {1, . . . , U}. Each IRS element inserts a phase shift
in the beam. These phase shift values are represented using an IRS phase shift matrix Φ∈CL×L,
where Φ = diag([ejφ1 , . . . , ejφL ]) is a diagonal matrix and φl ∈ [0, 2π) is the phase shift induced
by the lth element of IRS.

Figure 1: Downlink transmission model through an IRS.

Let x be the transmit vector from the AP to the legitimate user. This transmit vector is constructed
as

x = s + z, (1)

where s is the signal vector and z is an AN vector. The signal vector s carries data to the legitimate
user, and for anM -ary system, s is selected from a set ofM waveforms such that s∈{s1, . . . , sM}.
The design of these M waveforms is addressed later in this paper. As in [4], the AN vector z is
obtained as z =

√
ξρBw with the difference that the matrix B now incorporates the effect of

the IRS phase shift matrix as B = IN − (FHΦHh0h
H
0 ΦF)/(hH0 ΦFFHΦHh0). The vector w

is Gaussian with its i-th component given as wi ∼ CN (0, 1). Its components are independent.

3



The parameter ρ = 1/tr(B) is the normalization factor, and ξ = E [‖z‖2] is the total average AN
power.
A stacked symbol vector containing all the M symbols is constructed as s̃ =

[
sT1 , . . . , s

T
M

]T . This
paper then formulates the problem as the joint optimization of s̃, Φ, and the AN power ξ so that the
power delivered at the legitimate receiver is maximum for the received M -ary symbols and the bit
error rates at the eavesdroppers are above a certain value. This is required to be performed under
the condition of a maximum allowed transmit power.

JOINT OPTIMIZATION OF DM, AN AND IRS PHASES

The received signal at any user is given by

yk =
(
hHk ΦF

)
x + n, (2)

where k = 0 for the legitimate user and k = 1, 2 · · · , U for the eavesdroppers, n is the ad-
ditive white Gaussian noise (AWGN) with zero mean and variance σ2. Let si be the transmit-
ted signal vector corresponding to a received M -ary symbol ai at the legitimate user so that
ai ∈ {a1, . . . , aM}. The symbol ai is received without any distortion at the desired receiver if(
hH0 ΦF

)
x =

(
hH0 ΦF

)
(si + z) = νai for all i, where ν is a constant. The symbol error rate

(SER) Pu at the uth eavesdropper is lower bounded by [4], [11],

Pu ≥
2

M
Q

(√
Γ
(u)
min

)
, (3)

where Γ
(u)
min = d2min/2N0, dmin is the minimum Euclidean distance for the received constellation,

and N0 is the noise power spectral density. From (3), the SER at the eavesdropper can be ensured
to be larger than a specific value by forcing the value of Γ

(u)
min to be lower than a threshold value of

γth. For instance, if we want the SER to be at least 0.02 at the eavesdropper u, then the threshold
value γth needs to be 3.07 based on (3). The squared Euclidean distance between signal vectors si
and sj received at the u-th eavesdropper is given by

d2i,j(u) = ‖hHu ΦF (si − sj)‖2 (4)

For simplicity of notations, we define l to represent a specific pair of the signal vectors i and j so
that l ∈ {1, . . . ,

(
M
2

)
}, 1 ≤ i ≤M , 1 ≤ j ≤M , and i 6= j. The noise variance at the eavesdropper

u is N0 = σ2 + ξρ2‖(hHu ΦFB)H‖2. This brings us to the definition of Γu,l

Γu,l =
d2l (u)

2N0

=
‖hHu ΦF (si − sj)‖2

2σ2 + 2ξρ2‖(hHu ΦFB)H‖2
. (5)

For any eavesdropper u, the value of Γu,l should be less than a threshold value (γth) for at least one
symbol pair out of the available

(
M
2

)
pairs so that the SER requirement is met as needed in (3). To

be consistent with (3), we define Ω as a non-negative weighting coefficients matrix, where ωu,l is
the (u, l)-th element of Ω constrained by (11) and (12) as in [4]. The joint optimization for s̃, Φ, ξ
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and Ω is formulated as

max
s̃,Φ,ξ,Ω

ν (6)

subject to
1

M
‖s̃‖2 + ξ ≤ Pmax (7)(

hH0 ΦF
)
x = νai for all i (8)

1

M

M∑
i=1

si = 0N×1 (9)∑
l

ωu,lΓu,l ≤ γth for all u (10)∑
l

ωu,l = 1 for all u (11)

ωu,l ≥ 0.0001 for all u, and l (12)

In the above formulation, (6) maximizes the received signal power at the legitimate user, (7) en-
sures that the transmit power stays below a maximum permissible limit, (8) forces reception of
correct symbols at the legitimate user, (9) forces each signal vector to be of zero mean, (10) im-
poses the minimum SER requirement at the eavesdroppers, and the last two conditions ensure that
the coefficients ωu,l are valid coefficients. Note that in (8), the vector x on the left side essen-
tially becomes si since the effect of the AN vector z disappears at the legitimate user as per the
formulation. Hence, random AN vector generation is not needed in the optimization. The opti-
mization problem is solved using problem-based nonlinear optimization toolbox of Matlab with
step tolerance and constraint tolerance of 10−6.

NUMERICAL RESULTS

In our numerical results, we use N = 5, d = λ
2
, θ̃ = 30◦, θ = 60◦, ψ = 30◦, σ2 = 0.1, Pmax = 1

and M = 4. Unless otherwise mentioned, we also set γth = 3 so that the minimum SER at the
eavesdroppers is at least 0.02. The azimuth angle of the outgoing beam from the IRS is kept at
ψt = 60◦ for t = 0, 1, . . . , U .
Figure 2 demonstrates the BER results against the inclination angles of the users oriented at the
IRS for a moderate guaranteed security scenario so that the SER at the eavesdroppers is at least
0.02 as mentioned earlier. The inclination angle of the legitimate user is θ0 = 45◦. The number
of eavesdroppers is U = 2, and the eavesdropper’s inclination angles are θ1 = 43◦ and θ2 = 47◦.
The proposed model is found to be capable of handling additional eavesdroppers in the inclination
angle ranges of 0◦ ≤ θu ≤ 43◦ and 47◦ ≤ θu ≤ 90◦. This is similar to the behavior observed in [4].
By aligning the eavesdroppers as closely as possible to the desired user, more stringent constraints
can be enforced. The optimization problem is solved individually for different values of L. The
results show that a higher value of L makes the main BER beam narrower and more focused on
the legitimate user direction. For example, at an inclination angle of 43◦, the BER for an IRS of
size L = 8 is 0.5 × 10−3 but it becomes 0.05 when L is raised to 16. For the IRS of size L = 32,
the BER reaches 0.48 thus giving a high level of physical layer security.
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Figure 2: BER versus inclination angles of users at the IRS for moderate guaranteed security.
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Figure 3: BER versus inclination angles of users at the IRS for high guaranteed security.

In Fig. 3, we demonstrate the BER performance against the inclination angles of the users oriented
at the IRS for a high guaranteed security scenario so that the SER at the eavesdroppers is at least
0.1 even with L = 8. Note that because of the imposition of higher SER at the eavesdroppers, the
BER at the legitimate user also becomes larger. However, the legitimate user can still detect data
using appropriate error correction codes. Similar to the moderate security case, the use of higher
L is found to improve the overall BER behavior.
Although it is difficult to make an exact comparison between the proposed IRS assisted method
and ICODA due to the differences in the angular orientations, we still present an approximate
comparison in Fig. 4. For ICODA, we select the best possible BER performance results by varying
the user orientation from 5◦ to 90◦ at a step of 5◦ and placing two eavesdroppers at ±4◦ around
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Figure 4: BER performance comparison of IRS model vs ICODA model.

the desired user. This is found to occur when the desired user is inclined at an angle of 60◦ with
respect to the antenna axis. For the proposed IRS model, the angle of inclination of the legitimate
user is θ0 = 45◦, whereas the eavesdropper inclination angles are θ1 = 41◦ and θ2 = 49◦. The
BER at the location of the eavesdroppers is found to be 0.026 for the ICODA model, whereas the
use of IRS makes the BER 0.5, thus giving 20 times better BER security than ICODA. However,
this benefit comes at the cost of increased system complexity.
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Figure 5: BER at the desired receiver as the eavesdropper moves away by an angular shift.

Figure 5 shows the BER performance at the legitimate user. Only one eavesdropper is considered
so that U = 1. The eavesdropper keeps moving away from the legitimate user by an angular shift.
For the proposed model, the desired user has an angle of inclination of θ0 = 60◦, whereas for
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the ICODA and ANZF, the desired receiver has an orientation of 60◦ from the transmitter array.
The figures shows that the use of IRS improves performance at the desired user over ICODA and
ANZF. All constraints are kept similar as in [4] for ICODA and [3] for ANZF.

CONCLUSIONS

The use of IRS in providing physical layer security is studied. This is done by adding an IRS
to the ICODA algorithm and then performing a joint nonlinear optimization over the symbol set,
AN power, and the IRS coefficients. It is found that the proposed approach gives better BER
performance at the legitimate user while raising the BER at the eavesdroppers. The use of more
IRS elements improves performance even further. The performance improvement of the IRS model
over ICODA and ANZF techniques is demonstrated. The results show that the proposed idea
is highly promising but the performance improvement is achieved at the cost of implementation
complexity. Therefore, one possible future direction of study would be to reduce implementation
complexity to the level of ICODA and ANZF. Future work can also explore secured transmission
of data to multiple legitimate users.
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