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ABSTRACT

With the rise of the Internet of Things (IoT), wireless networks like WiFi are ubiquitous in today’s
world. The widespread adoption of WiFi networks leads to correspondingly widespread attacks
on these networks. WiFi attacks exploit vulnerabilities in the physical layer or the datalink layer
specification of the protocol, making detecting and stopping these threats a challenging task as en-
cryption based security solutions are harder to deploy. In this paper, we measure the performance
of online learning classifiers, specifically Hoeffding Tree (HT), K-nearest neighbours (KNN), Ac-
curacy Weighted Ensemble Classifier(AWEC),and Half-Spaced Treed(HST), to detect attacks on
WiFi networks. The experimental evaluation is performed on Aegean WiFi Intrusion Dataset 2
(AWID 2) and Aegean WiFi Intrusion Dataset 3 (AWID 3). Experimental evaluations show that
HT has the best accuracy of 98% for both the datasets, but takes training on 300,000 packets to
reach this performance. While HST and KNN converged more quickly, they were never more ac-
curate than HT after 70,000 iterations or AWEC after 140,000 iterations. For this reason HT and
AWEC are the most highly rated out of the classifiers examined.

INTRODUCTION

Most wireless networks, including the WiFi networks, operate on the Physical and the Datalink
layer of the Open Systems Interconnect (OSI) model. The Physical layer specification of the pro-
tocol (IEEE 802.11) governs the physical signal transmitted over the medium, while the Datalink
layer governs the encoding of the physical signal. The traditional approach to network security
emphasizes using encryption to achieve security by achieving Confidentiality, Integrity, and Avail-
ability (CIA). This approach does not apply to protocols operating on the Physical and the Datalink
layer. These protocols need both the communicating parties to know the keys before the com-
munication, making it impractical for dynamic communications where new connection paths are
constantly being created and destroyed. Thus, to secure WiFi networks (by achieving CIA), it is
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necessary to design and build Intrusion Detection Systems (IDS) capable of detecting all (both
known and zero-day) attacks on the WiFi network.

Traditionally, IDS are classified into signature based IDS and anomaly based IDS. Signature based
IDS rely on a previously known attack signature database to detect the attacks by matching ob-
served activity to the attack signatures in the database. Although easy to design, signature based
IDS cannot detect any attack not present in its signature database, making it incapable of detecting
new or modified attacks. For instance, signature based IDS for the WiFi protocol will be unable
to detect the modified deauthentication attack presented by Satam et al. [13], as this attack has
a different attack signature than a traditional deauthentication attack. Anomaly based IDS rely
on understanding the normal behavior of a system to detect attacks. Generally, final threat clas-
sification is through statistical or machine learning techniques. Although anomaly based IDS are
difficult to design, they can detect all attacks, including zero day attacks on the system. [5, 8, 13]

This paper investigates what quantity of data is required for convergence of online machine learn-
ing classifiers while simultaneously comparing their accuracy. Whenever going above 140,000
iterations HT and AWEC are always more accurate. Before 140,000 has been reached AWEC may
or may not be better, depending upon the dataset and the quality of its initial classifiers. With the
exception of a small gap of approximately 70,000 iterations at the beginning of training on AWID
2, HT is always superior to HST and KNN. AWEC and HT have tradeoffs that may make one or
the other ideal for a given dataset.

RELATED WORKS

As Wi-fi’s increasing prevalence has made it an indispensable technology, so to is securing wire-
less systems. Much research has been done creating intrusion detection systems utilizing machine
learning. A literature review scoped to AWID 2 found a consistant pattern of utilizing feature se-
lection followed by a machine learning classifier. The AWID 2 dataset has 156 features in which
each feature is a a portion of a 802.11 frame[11]. Alotaibi et al. [4] utilized a feature selection tech-
nique based on the Extra Trees ensemble method to improve the accuracy, and more importantly,
to expedite detection time. This resulted in 20 features being selected. The features were then run
through three classifiers (extra trees, random forests, and bagging) with each classifier making its
own determination if the packet is an attack or benign and the three classifiers vote to determine
the final outcome [4]. Vaca et al. [6] performed feature selection by dropping any feature that had
more than 50% empty values and then using a correlation heat map. From the correlation heat map
whenever two or more features showed a strong (direct or inverse) correlation, only one feature
would be kept. This resulted in 18 features being selected. A bagging, extra trees, random forest,
and xgboost classifier were then compared, and revealed random forest to be the most accurate of
the classifiers [6]. Qin et al. [7] used a similar two dimensional scrubbing technique for feature
selection that yielded a similar, but slightly different 18 attributes. These attributes were then run
through multiple SVM classifiers that had slight variations [7]. Multiple works focused on various
types of neural networks [5, 8, 10]. Ran et al. [5] used all features except those that had string
attributes or had identical values to other features, which left 95 features remaining. Duan et al. [8]
used dimensionality reduction to arrive at a subset of 45 features from the original 156. Feng et al.
[10] selected a subset of the original attributes and performed one hot encoding for 116 attribute
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set. In general, classifiers utilizing any form of neural network utilized a much larger quantity of
features. R. Abdulhammed et al. [9] focused on feature selection and found that with as few as
five features accuracy of over 95% could be expected. Increasing the quantity of features generally
increased the accuracy, but that there were some exceptions to this. Utilizing the ten feature set,
accuracy was generally found to be near 96% [9].

A unique approach seen in Satam et al. [14]. is the use of N-grams. First an observation-flow
is created by coalescing all the packets sent between a source and destination pair. An N-gram
is then created from this flow by grouping n of the packets together. The illustration in Figure 1
exemplifies both an observation flow and an N-gram. This provides temporal data about the com-
munication stream that can be extremely useful in detecting and categorizing attacks. [14].

Figure 1: Ngram creation from an observation flow with N=4 [13].

While online (sometimes called incremental) learning is not as prevalent in intrusion detection
systems, work in this area has already been done. Qaiwmchi et al. [14] created an online sequential
extreme learning machine single layer and a variant that also included back propogation through
the nueral network. It exhibited accuracies of 98% and 99% on the CICIDS-2017, KDD 99, and
NSL-KDD 99 datasets [14]. Nixon et al. [15] utilized a Naive Bayes Classifier, a Drift Detection
Method, a Drift Detection Method based on Hoeffding’s Inequality, and a Hoeffding Adaptive Tree
on the UNSW-NB15 and KDD Cup 1999 datasets. In evaluating the KDD Cup 1999 dataset all
classifiers except for Naive Bayes had over 99% accuracy. Results on the UNSW-NB15 were much
more varied with the Hoeffding Adaptive Tree posting the highest accuracy at 83% [15]. Huang
et al. [16] developed a single hidden layer feedforward neural network based learning algorithm
designed for Internet of Things and implemented it on an FPGA. This implementation yielded a
76% accuracy on the NSL-KDD dataset [16].
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DATA, PROCESS, AND EXPERIMENTS

The basic procedure for this experiment is provided in Figure 2. The first step is to collect data.
For the purposes of this paper, we relied upon previously collected datasets, namely AWID 2 and
AWID3, which are described below. Next, feature selection is required. For the purpose of this
paper, we utilized the ten feature set layed out by Abdulhammed et al. [9] which included the
items laid out in Table 1. Empty data was filled in with a value of 0. Hex data was converted to
numerical values. Following their creation, the classifiers were then trained by feeding subsets of
the preprocessed data from the AWID datasets into the classifiers. For each dataset three hundred
thousand lines (packets) were randomly selected from the larger dataset and fed into each of the
four classifiers. The four classifiers consisted of a HT, KNN, AWEC, and HST classifier. Ac-
curacy was computed by taking into account the entire three hundred thousand packets. In this
way, poor performance at the beginning would hurt the classifiers overall accuracy computed upon
completing the run. Results can be seen in Figure 3 through Figure 7, discussed later in this paper.

Figure 2: MLProcess

Name Descriptions
frame.time.relative Frame time relative to when data capture began

frame.len Frame length on the wire
radiotap.channel.type.cck Radio, channel, complementary code keying

wlan.fc.subtype Wireless local area network, frame control, subtype
wlan.fc.ds Wireless local area network, frame control, distribution system

wlan.fc.pwrmgt Wireless local area network, frame control, power management
wlan.ta Wireless local area network, transmitter address

wlan.seq Wireless local area network, sequence number
wlan.wep.iv Wireless local area network, wireless encryption protocol, initialization vector

data.len Data size in the segment

Table 1: 10 Feature Set [9]

AWID 2 consists of a setup mimicking a small home or office. It entailed ten valid clients along
with an attacking laptop and a monitoring node. The valid devices consisted of 1 desktop, 3
laptops, 3 smartphones, a tablet, an iPod, and a smart TV. The position of the desktop machine and
smart TV remained static throughout the course of all the experiments. The smartphones displayed
high mobility, i.e., they changed position inside the facilities of the lab and joined/left the network
numerous times throughout the course of the experiments. The laptop machines were semi-static,
i.e., they rarely changed their position. The attacker was mobile and would move throughout the
setup. In this paper the AWID-CLS-R-TRN data-set which is composed of 575,643 recs with four
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labeled classes was utilized. The four classes are normal(which is signified by a 0 in the plots
section), flooding (1 in the plots section), impersonation (2 in the plots section), and injection (3 in
the plots section). [11]

AWID 3, which was created with the goal of mimicking an enterprise infrastructure, utilized 16
devices. To mimic actual traffic the devices ran scripts that randomly chose between nine different
common actions carried out on a network. These actions included watching YouTube, visiting web
pages, downloading software, live streaming, sending emails, Skype calls, downloading Drop-box
files, uploading Drop-box files. Multiple attacks were run and each saved in its own pcap file. The
files for deauthenitcation, disassociation, reassociation, Krack, and Kr00k were utilized. Before
use, these attack types were manually labeled, preprocessed, and then portions were concatenated
into a smaller data set that was then fed into the various classifiers. [12]

The attacks in the AWID 2 dataset consist of flooding (deauthentication flooding, authentication
request flooding, beacon flooding, and probe response flooding), injection (ARP injection and
fragmentation), and impersonation(evil twin and caffe latte). Flooding attacks create a sudden
increase in management frames. Injection attacks cause a large amount of validly encrypted data
frames, but of small size. Impersonation attacks fake the existence of a valid access point sending
beacon frames indicating the existence of a network. [11]

The attacks utilized from the AWID 3 dataset include deauthenitcation, disassociation, reassoci-
ation, Krack, and Kr00k. The deauthenitcation attack employed works by the attacker sending a
deauthentication frame with a spoofed MAC address to a machine connected to the valid access
point (whose MAC address is being spoofed). This works on machines prior to the implementation
of 802.11w. Disassociation works much in the same way, but sends a disassociation frame instead
of a deauthentication frame. Reassociaton works much in the same way, but employs a different
type of frame. These are all various forms of flooding attacks. Krack uses a man in the middle
to block the fourth frame of four way handshake when configuring a connection. This causes a
retransmission of earlier frames using the same key. Kr00k takes advantage of the fact that after
dissaciation, the TK is set to all zero. Any remaining messages in the wireless network controllers
queue will be transmitted with an all zero key. [12]

Hoeffding Trees function similar to a base tree classifiers, but take advantage of the Hoeffding
bound. The Hoeffding bound, from whence the classifier gets its name, quantifies the amount of
examples needed to estimate a value with a certain precision. When applied to a splitting attribute
the required number is quite small. Algorithmically this is implemented by having early examples
decide the root decision bound with subsequent samples deciding the splitting bounds further down
the tree. In this manner each sample is looked at only once and is not kept in memory. This allows
the Hoeffding Tree to be able to analyze an infinite number of samples.[1]

The K-Nearest Neighbor algorithm works by matching the sample under analysis to its nearest
neighbors and taking a majority vote. Whichever classification is most common is what that sample
is classified as. In order to not fill memory, only the last thousand samples are used. Distance to
the current sample was measured using euclidean distance.

In an Accuracy Weighted Ensemble Classifier the data is broken up into small chunks of equal
size. A corresponding classifier is created for each chunk. A weight is given to each classifier
based upon its prediction accuracy. As more data chunks come in, the worst classifier is dropped
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and a new one created. All classifiers are then run on the new chunk and update their weights. This
is done infinitely until data stops being input. The final class of any test case is the decision based
upon the weighted sum of all the classifiers. [2]

An Half Space Tree of depth h is a full binary tree consisting of 2h+1 − 1 nodes, in which all
leaves are at the same depth, h. When constructing the tree, the algorithm expands each node by
picking a randomly selected dimension, q, in the work space associated with the node. Using the
mid-point of q, the algorithm bisects the work space into two half-spaces, thus creating the left
child and right child of the node. Node expansion continues until the maximum depth of all nodes
is reached. After the tree has been created a corresponding mass profile is made. The mass profile
records the percentage of the data that goes into each child node. These mass profiles are then used
to compute an anomaly score for each data point. [3]

As evident by looking at Figure 3 and Table 2, HT and AWEC are superior to the other options.
The HST and KNN show similar behavior on both datasets in that they settle almost immediately to
their final accuracy. The HT also shows similar behavior in that it initially jumps to approximately
the split between the two classes of data then after a sufficient number of runs gradually begins to
improve its accuracy. It is worthy of note that the AWEC behaves rather differently between the two
datasets. In AWID 2, AWEC converges almost immediately to its final accuracy, achieving high
accuracy significantly faster than HT. Yet in AWID 3, AWEC takes significantly longer to improve
its classification to a high accuracy. When looking at the accuracy of all iterations, AWEC is never
able to catch back up to the accuracy of HT. This suggests that the initial classifiers were rather
good in the first scenario and rather poor in the second scenario. In the scenario with poor

(a) AWID2 (b) AWID3

Figure 3: Training Comparison

HT KNN AWEC HST
AWID2 0.98 0.95 0.98 0.88
AWID3 0.98 0.88 0.92 0.88

Table 2: Accuracy of Classifier on the Varied Data Sets
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classifiers, new, better classifiers were made as time progressed. These improved classifiers re-
placed the initial classifiers, causing the accuracy to begin to rise. The accuracy at the end appears
lower because it is being weighted down by the initial poor performance. Multiple runs yielded
consistent behavior.

When looking at Figure 4 through Figure 7, it is interesting that flooding attacks were the most

(a) AWID2 (b) AWID3

Figure 4: Hoeffdinger Tree

(a) AWID2 (b) AWID3

Figure 5: K Nearest Neighbor
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difficult to classify. This is likely due to the fact that each transmission was looked at individually.
Adding relative information about the preceding and successor packets would allow for flooding
to be more easily observed. This approach was successfully utilized in [13] by utilizing N-grams.
It is also worth noting that where multiple labels for different attack types were possible, attacks
were never confused for each other. Misclassification only came between normal and attack data.

(a) AWID2 (b) AWID3

Figure 6: Accuracy Weighted Ensemble Classifier

(a) AWID2 (b) AWID3

Figure 7: Half Space Trees Anomaly Detection
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While neural networks [8, 10] have been able to obtain a higher accuracy, they also utilized a much
larger number of features. The accuracy seen using these online learning methods are in line with
the accuracy seen in [9].

CONCLUSIONS

The results show that the online classifiers can match or exceed the performance of batch clas-
sifiers and are within the expected range given other online classifiers created for other datasets.
Improvements to the approach outlined in this paper would be to use larger feature sets and to do
more complex preprocessing that provides contextual information about preceding and successor
information. The investigation to this point has proven that the HT and AWEC are the preferred
classifiers due to their final accuracy. Which is better depends upon the qualities that are needed as
well as the dataset.
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