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Welcome to ITC 2021

 
> MONDAY, OCTOBER 25
8:00am–6:00pm Exhibits Setup 
9:00am–5:00pm Short Courses 
6:30pm–8:30pm Welcome Reception  
> TUESDAY, OCTOBER 26
9:00am–9:30am Opening Comments &  

Best Paper Award 
9:30am–10:30am Keynote Address 

TRMC Initiatives – George Rumford,  
Director (acting) and Principal Deputy,  
Test Resource Management Center (TRMC) 

10:30am–6:00pm Exhibits Open 
11:30am–12:30pm Featured Speaker 

Patrick Lardieri, Technical Director for Lockheed 
1:00pm–2:40pm Technical Sessions 
3:30pm–4:50pm Technical Sessions 
> WEDNESDAY, OCTOBER 27
8:30am–9:30am Panel Discussion 

Disruptive Technologies to 
Revolutionize Test Ranges –  
Thomas O’Brien, CTEIP Deputy Program Manager,  
Test Resource Management Center (TRMC) 

9:00am–11:45am Exhibits Open 
10:30am–12:10pm Technical Sessions 
12:00pm–1:30pm Conference Luncheon 

Arthur Deleon, Department of the Navy (DON) 
Spectrum Relocation, Secretary of the Navy’s Office  
of the DON Chief Information Officer (CIO) 

1:00pm–5:00pm Exhibits Open 
Reception 4:00pm–5:00pm 

2:00pm–4:00pm Technical Sessions 
3:30pm–4:00pm ITC’21 Feedback &  

Future Planning Town Hall 

> THURSDAY, OCTOBER 28
8:00am–12:00pm Exhibits Open 
9:00am–11:00am Technical Sessions 
1:00pm–5:00pm Short Courses

E V E N T  G U I D E
Registration Hours 
Sun. 10/24 3:00pm–6:00pm 
Mon. 10/25 8:00am–5:30pm 
Tues. 10/26 8:00am–5:45pm 
Wed. 10/27 8:00am–12:00pm / 1:00pm–5:45pm 
Thur. 10/28 8:00am–2:00pm 

Short Courses 
Mon. 10/25 9:00am–5:00pm  

Thur. 10/28 1:00pm–5:00pm 

Exhibition Hours 
Tues. 10/26 10:30am–6:00pm  
Wed. 10/27 9:00am–11:45am / 1:00pm–5:00pm 
Thur. 10/28 9:00am–12:00pm 

Technical Sessions 
Tues. 10/26 1:00pm–2:40pm / 3:30pm–4:50pm 
Wed. 10/27 10:30am–12:10pm / 2:00pm–4:00pm 
Thur. 10/28 9:00am–10:40am 

Special Events 
Mix & Mingle           Mon. 10/25 6:30pm–8:30pm 
Opening Ceremony 
& Keynote Speaker       Tues. 10/26 9:00am–10:30am 
Featured Speaker         Tues. 10/26 11:30am–12:30pm 
Panel Discussion:  
Disruptive Technologies to  
Revolutionize Test Ranges  Wed. 10/27 8:30am–9:30am 
Conference Luncheon     Wed. 10/27 12:00pm–1:30pm 
Exhibit Hall Reception    Wed. 10/27 4:00pm–5:00pm 
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CONFERENCE LOGISTICS
All ITC conference events will occur in the 
Bally’s Hotel & Convention Center located at 
3645 Las Vegas Blvd. South, Las Vegas, NV 
89109. 
Wireless Access — The hotel offers wireless 
access from its guest rooms at a fee of $14.99 
per 24-hour period or $24.99 for WiFi 
throughout the hotel (includes convention 
space). 
Parking — Las Vegas now charges for parking 
at the hotels.  The self-parking fee at Bally’s is 
$15 for each 24-hour span; Valet parking is $36 
and is available Thursday 3pm – Monday 12pm. 

Badging — Badges are required for 
admittance to short courses, exhibit halls, and 
technical sessions and must be obtained at the 
ITC’21 Registration Desk upon check in. 
Luncheon — Tickets are required for the 
ITC’21 Conference Luncheon and can be 
purchased for $25 at the Registration Desk.  
Authors & Speakers — All Technical Session 
speakers must check in at the Author/Session 
Chair Information Desk located in the 
registration area at least 24 hours prior to 
their scheduled presentation time.   
Business Center — Located in the 
Promenade between Paris and Bally’s, the 
Business Center offers a full gamut of business 

services. The phone number is 702-946-4263. 

Shipping — The hotel offers shipping 
services, which must be coordinated through 
the hotel staff. Please contact the hotel’s 
Package Room at 702-946-3736 for more 
details. 

Mobile App — Download the ITC Mobile 
App to your Android, iPhone or iPad.  You will 
also be able to access the mobile app web ver-
sion on your laptop.  With the mobile app, you 
will be able to see the full event schedule, view 
the technical session papers, exhibitor listings, 
speaker info and exhibit hall maps. Visit the 
Mobile App Help Desk for more information.

D A Y  P L A N N E R  A G E N D A

T A B L E  O F  C O N T E N T S

TELEMETRY ENABLES 
INNOVATION 

ITC ENABLES 
TELEMETRY
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on Thursday!



Welcome to ITC 2021. The International 
Foundation for Telemetering (IFT) is pleased 
to sponsor this unique event, after having 
deferred ITC 2020 due to the pandemic.  The 
theme as carried over from 2020 is Enabling 
Technological Innovation, While Serving 
Today’s Users.  This is our 57th year.   
Pride in our tradition means we have high 
expectations for ITC 2021.  General Chair 
Derrick Hinton and Technical Program Chair 
Chuck Creusere have a program of 
outstanding papers and hardware and 
software exhibits.  Our opening ceremony 
includes a keynote by George Rumford, 
Director (acting) and Principal Deputy, Test 
Resource Management Center (TRMC).  Our 

exceptional volunteer staff and the organizations supporting them 
really are the core of ITC.  Their hard work literally makes the ITC 
possible. 
Education remains one of our primary goals — short courses, 
technical papers, exhibits, and interaction with the real experts.  You 
really cannot beat that combination.  ITC supports 
specific telemetry education for seven 
Universities — New Mexico State University, 
University of Arizona, Brigham Young 
University, Missouri University of Science & 
Technology, University of California at 
Santa Barbara, the University of Kansas, and 
Morgan State University. Our Short 
Courses are the best source for Continuing 
Education anywhere in telemetry and now 
include selected half-day courses on Thursday 
afternoon.  We also sponsor the Telemetering 
Standards Coordinating Committee and the International 
Consortium for Telemetry Spectrum.  The IFT is the only national 
organization exclusively for telemetry education and advancement. 
Participation directly benefits not only your current work but 
prepares for the future through education. 
I am always excited by the experience of the leading companies 
exhibiting the latest in technology and “talking details.”  Historically, 
most new telemetry products were announced at ITC.  Nowhere do 
the needs and solutions of telemetry business meet in one place like 
they do at ITC. 
While the latest equipment is shown, the ideas you will see 
implemented years from now are found in ITC Technical Papers.  The 
largest single compendium of new papers in telemetry anywhere in 
the world appears every year in our Proceedings.  Nearly every 
important tool in the telemetry business was once an ITC Technical 
Paper and then exhibited as real equipment or software at ITC. 
That profound transition requires live interaction between academia, 
manufacturers, government, test ranges and standards organizations. 
That, after all, is ITC.  This is your conference.  Be thoroughly involved 
and enjoy it! 
We are always seeking ways to improve ITC and service to the 
telemetry industry.  Please contact me or any member of the Staff 
with ideas, critiques or suggestions.  We are at www.telemetry.org. 

~ Les Bordelon

Les Bordelon 
Board President 

International Foundation 
for Telemetering

A Message from the IFT 
Board President
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Welcome to...

ITC 2021!
ITC 2021 is taking place at a pivotal time for 
telemetry. Over the last decade, Government and 
industry have invested vast amounts of capital in 
the development of networks and wireless com-
munication technology. Our vibrant telemetry 
community is repurposing this technology to bring 
unprecedented capability to telemetry systems. 
Throughout our Technical Sessions, Special 
Sessions and exhibits, you will see examples of this. 
Consider our community’s repurposing 5th 

Generation Cellular technology to bring 
low-cost, capable, TM phased array 

antennas to reality. These antennas 
promise vast improvements over 
typical “telemetry dishes”. At ITC 
2021, you can attend technical 
papers on phased array antenna 

theory and, in our exhibit hall, 
interact with multiple vendors displaying 

this technology. Another example is network 
telemetry. Our community’s standards body (The 
Telemetry Group of the Range Commander’s 
Council), vendors and users have worked together 
to leverage network technology and bring two-way 
network connectivity to telemetry systems. These 
advances are not only changing the technology of 
telemetry, they are altering the very nature of how we test. 
In support of this shift in telemetry technology, we chose the theme for ITC 
2021, “Enabling Technological Innovation, While Serving Today’s Users”. This theme 
will be reflected throughout the conference. We have augmented our tech-
nical sessions with several special speakers. On Tuesday, our keynote speaker 
will be George Rumford the Director of the Test Resource Management 
Center (TRMC). Our featured speaker, Patrick Lardieri, a Senior fellow and 
the Cyber Support Operations Technical Director, Lockheed Martin 
Corporation will follow with a presentation on an open-source literature 
search identifying cyber vulnerabilities in 5G wireless networks and the pos-
sible ramifications of the exploitation of these known vulnerabilities. On 
Wednesday, the TRMC will facilitate a panel of Government and Industry 
technology leaders titled “Disruptive Technologies to Revolutionize Test Ranges.” 
I encourage you to explore the full range of educational, training, research 
and professional enrichment opportunities available at ITC 2021. Perhaps the 
best way to start your week, is by attending one of the ten short courses 
offered on Monday. All given by industry experts, these classes can help with 
your continuing education needs. Again this year, we offer half-day short 
courses on Thursday — six total. 
Throughout the week, over eighty technical presentations on all facets of 
telemetry system design, implementation and operation will be presented in 
the technical program. The rapid development of technology continues to 
present incredible opportunities, challenges, demands and threats on the 
telemetry community. ITC 2021 provides a forum to help you better under-
stand the issues, and learn about the tools, techniques, people and organiza-
tions who are available to help. 
As has been a tradition for over half a century, the ITC is organized by an 
all-volunteer staff, who work throughout the year to provide this opportu-
nity to the telemetry community. I wish to thank them, and their sponsoring 
organizations, for their dedication and ingenuity — and on behalf of them, 
welcome you again to ITC 2021. 

~ Derrick Hinton

Derrick Hinton 
2021 General Chairman 
Scientific Research 

Corporation

Chuck Creusere 
2021 Technical Chairman 

New Mexico State 
University



>Tuesday, October 26th

Opening Ceremony & 9:00am–10:30am 
Keynote Speaker >Bronze 3/4
TRMC Initiatives 
We are honored to have George Rumford, Director (acting) and 
Principal Deputy, Test Resource Management Center (TRMC) as 
our Opening Keynote Speaker.  Awards for best conference 
paper will be presented during this opening ceremony.  A light 
continental breakfast will be served at 8:30am and the program 
will begin promptly at 9:00am.  The Best Conference Paper 
Award will be presented at the start of the opening ceremony. 

Featured Speaker 11:30am–12:30pm 
>Bronze 3/4 

Patrick Lardieri, a Senior fellow and the Cyber Support 
Operations Technical Director, Lockheed Martin Corporation 
will give a presentation on an open-source literature search 
identifying cyber vulnerabilities in 5G wireless networks and the 
possible ramifications of the exploitation of these known 
vulnerabilities.

>Monday, October 25th

Mix & Mingle 6:30pm–8:30pm 
>Paris Hotel Poolside

We kick off the week by meeting and networking with your 
fellow peers and colleagues from across the industry.  What a 
great way to connect with attendees, exhibitors, and speakers 
while you enjoy drinks, light hor d’oeuvres, and a spectacular 
view!  Everyone is welcome to this event!

Technical Conference Events

>Wednesday, October 27th

Panel Discussion 8:30am–9:30am 
Disruptive Technologies to >Bronze 3/4
Revolutionize Test Ranges 
Thomas O’Brien, CTEIP Deputy Program Manager Test 
Resource Management Center, will facilitate a panel of 
Government and Industry technology leaders on Wednesday 
morning. 

Conference Luncheon 12:00pm–1:30pm 
Luncheon Speaker >Bronze 3/4
Come enjoy a buffet lunch while you listen to our speaker, 
Arthur Deleon, Department of the Navy (DON) Spectrum 
Relocation, Secretary of the Navy’s Office of the DON Chief 
Information Officer (CIO) and applaud the award recipients. 

Exhibits will close and Technical Sessions will be suspended to 
allow attendees and exhibitors to attend the luncheon. The 
following awards will be presented: 

• Lawrence Rauch Award for Standards

• Myron Nichols Award for Telemetry Spectrum

• Undergraduate and Graduate Student Paper Awards

Tickets available for purchase at the ITC registration desk for $25.

Exhibit Hall 4:00pm–5:00pm 
Reception >Exhibit Halls
All are welcome to join us Wednesday evening in the exhibit 
halls for our Reception.  This is a perfect opportunity to 
network and connect with friends and colleagues as you 
explore the products and services with our exhibitors.

Technical Conference Events

Free!
All Welcome!
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Technical SessionsTechnical Sessions

Course Location

Basics of Aircraft Instrumentation                       Palace 5 
This course is an introduction to the full measurement chain, from 
sensor to graphic display.  The course will cover modern airborne 
data acquisition, recording, RF telemetry, and data reduction/process-
ing systems.  Emphasis is on practical application of instrumentation 
devices, their operations, and best practices. 

Jim Alich, 812 AITS, 412 TW, Edwards AFB 

Basic Signals and Modulation                               Palace 4 
This course is directed towards beginning technical personnel or 
telemetry personnel with limited experience in communications and 
modulation systems.  The course will cover basic concepts necessary 
to understanding the data communications process within the 
telemetry system.  This will include signal descriptions, the Pulse 
Code Modulation (PCM) process, concepts of analog and digital 
modulation and demodulation, and signal bandwidth representations.  
Emphasis will be on graphical representations with minimal  
mathematical requirements. 
Kurt Kosbar, Missouri University of Science & Technology 

Fundamentals of Microwaves and RF                   Palace 1 
This course begins with an overview of electromagnetic theory and 
the many common uses of RF-microwaves today.  Concepts such as 
the frequency spectrum, basic physics of electro-magnetic wave 
reflection and propagation, standing waves, power density, phase and 
polarity are discussed.  The second section discusses RF-microwave 
components typically found in telemetry systems, touching on design 
and applications.  Consideration of antennas, transmissions lines, 
couplers/splitters/combiners, hybrids, RF amplifiers, VCOs, isolators, 
attenuators, modulators, etc. is given.  Concepts such as 
“intermodulation”, “dynamic range” and, “linearity” are introduced. 
The final section of the course addresses the application of an end-
to-end digital telemetry transceiving system. A typical airborne to 
ground station radio link is presented with emphasis placed on “RF-
centric issues” impacting radio link performance. 
Mark McWhorter, Lumistar 

iNET Telemetric Networks                                 Skyview 2 
This course introduces participants to telemetric networks as 
applicable to the integrated Network Enhanced Telemetry (iNET) 
project.  Participants will gain an understanding of telemetric 
networking principles, applicable networking technologies, trade-offs 
in applying networks to telemetry, and end-to-end telemetric 
applications.  Specifically, the RCC Telemetry Network System 
(TmNS) demonstration system will be presented illustrating the test 
article network, radio access network, range operations network, 
mission control network, system management operations, and 
telemetric applications.  The presentation will include current 
performance and capabilities of developmentally flight tested 
capabilities.  This course is intended for anyone who needs an 
introduction to TmNS technologies and system capabilities.  It will be 
useful for participants to have a basic knowledge of networking 
concepts.  This short course is particularly beneficial for persons 
responsible for or involved in flight test instrumentation and 
telemetry systems. 
Thomas Grace, NAVAIR, PAX River & Todd Newton, SwRI 

> MONDAY, OCTOBER 25TH | 9:00AM–5:00PM

Course Location

Introduction to Analyzing                                  Skyview 1 
Ethernet Data 
With the proliferation of Ethernet as a data transport on multiple 
commercial and military aircraft and weapon systems it is becoming 
even more important to get a basic understanding of how to analyze 
Ethernet data.  This course will start with an introduction to the OSI 
model and lay out the basics that make up Ethernet traffic.  Then we'll 
look at the open source Wireshark program and go through a crash 
course in using it to examine different types of Ethernet traffic.  We’ll 
also examine wireless traffic and how it differs from traditional wired     
Ethernet.  Finally we'll look at using the Python programming 
language along with several libraries to actually analyze and decode 
data embedded in Ethernet traffic. 
Paul Ferrill, Avionics Test and Analysis Corporation 

IRIG 106-17 Chapter 7 Packet Telemetry           Palace 3 
Downlink Basis and Implementation  
Fundamentals 
This course will focus on presenting information to establish a basic 
understanding of the 2017 release of the IRIG 106, Chapter 7, Packet 
Telemetry Downlink Standard.  It will also focus on the implementa-
tion of airborne and ground system hardware and methods to handle 
IRIG 106, Chapter 7, Packet Telemetry data.  The presentation will 
address the implementation of special features necessary to support 
legacy RF Transmission, data recording, RF Receiving, Ground 
Reproduction, and Chapter 10 data processing methods.   
Johnny Pappas, Safran Data Systems, Inc. 

Principles and Implementation of                     Skyview 4 
the IRIG 106 Chapter 10/11 Digital  
Recording Standard 
This course will present an in-depth look at the IRIG 106 Chapter 
10/11 Digital Recording Standard.  Each section within the standard 
will be covered along with implementation, compliancy, 
interoperability, data processing and validation methods.  Lessons 
learned and insight into development and applications of 
recorders/reproducers, test equipment and processing software 
throughout the test and operational communities will also be 
presented.  A review of emerging implementations and the next 
release of the standard will also be conducted. 
Mark Buckley,Telspan Data 

Telemetry for High-Latency,                                 Palace 6 
Error-Prone Networks 
Global telemetry networks present many challenges with high-
latency and error-prone transport conditions.  This tutorial will 
present detailed information on packet-based telemetry standards 
that are designed to operate reliably in such conditions, with 
emphasis on RF systems, Forward Error Correction, delivery 
assurance, efficient packet structures in asymmetric links, Internet 
Protocol considerations, security, interoperability and more.  With 
practical applications for ground, sea, air and space telemetry 
systems, much of the emphasis will be on Consultative Committee 
for Space Data Systems (CCSDS) standards, and how those 
standards (and select elements) can be considered for more broad 
telemetry applications.  This course provides a protocol stack 
depiction of these concepts with reference to the common OSI 
stack.  Students should have a general technical competency and 
understanding of communications theory, protocols and systems. 
Robert Ritter, IMI/RT Logic

>> Short Courses continued on page 8

Full-Day Short Courses Full-Day Short Courses



Full-Day Short Courses

Telemetry Over IP                                              Skyview 3 
This course begins by introducing the capability of transporting PCM 
telemetry over an IP network (TMoIP), including discussion of the 
benefits and limitations of this technology.  Essential network topics 
are covered including the OSI network model and associated TMoIP 
network protocols.  The three key RCC IRIG standards for TMoIP 
are described: IRIG 218, IRIG 106 Chapter 10 over UDP, and iNET.    
Interactive and scripted setup, configuration, status, and diagnostics 
approaches are presented.  Advanced topics include minimizing 
latency, handling poor-quality WAN networks, inter-vendor 
interoperability, one-to-many and mesh networks, configurable 
quality-of-service, time/data correlation, future-proofing, and security. 
Mark Roseberry, NetAcquire Corporation 

Video and Video Compression                              Palace 2 
With the growing complexity of flight test programs and the 
improved efficiency of compression algorithms, video is an ever 
increasing component of flight test data collection. This course will 
provide a basic understanding of video interfaces, signals, formats, 
resolutions and frame rates. Building on those basics the course will 
then present a high level description of how video compression 
works and the trade-offs that can be made when selecting and 
implementing video compression components. An overview of 
various video compression algorithms will be provided, highlighting 
the differences between the algorithms. We will examine the effects 
of video compression on video quality and investigate some of the 
causes and corrections for quality problems. Finally, there will be a 
brief overview of audio compression. 

Gary Thom, Delta Information Systems 

ITC 2021 Speakers

Opening Ceremony & 
Keynote Speaker 
TRMC Initiatives 
We are honored to have George Rumford, 
Director (acting) and Principal Deputy, Test 
Resource Management Center (TRMC) as our Opening Keynote 
Speaker.  Come enjoy continental breakfast while you listen to this 

interesting presentation.  The Best Conference 
Paper Award will be presented at the start of the 
opening ceremony.  Doors open at 8:30am.

Keynote Speaker: 
George Rumford 
Director (acting) and Principal Deputy, Test 
Resource Management Center (TRMC)

(continued from pg. 7)

Course Location

Missed a Monday course? Register for these 
Thursday afternoon half-day courses: 

• A Basic Overview of Telemetry

• Basic Signals and Modulation

• Introduction to Analyzing Ethernet
Data

• Intro to Machine Learning and Data
Analytics Applications Using Python
Programming

• Telemetry for High-Latency, Error-
Prone Networks

For Half-Day Course descriptions, see pages  
12–13.

* Half Day

1–5pm

Featured Speaker
Patrick Lardieri, a Senior fellow and the Cyber Support Operations Technical 
Director, Lockheed Martin Corporation will give a presentation on an open-

source literature search identifying cyber vulnerabilities 
in 5G wireless networks and the possible ramifications 
of the exploitation of these known vulnerabilities.

Featured Speaker: 
Patrick Lardieri 
Technical Director for Lockheed Martin’s National 
Cyber Range (NCR) program

Panel Discussion 
Disruptive Technologies to Revolutionize Test Ranges 
Across the Department of Defense (DoD) and private sector, stunning 
financial and intellectual investments are being made in technologies that 
will bring disruptive change to DoD’s test ranges. This panel will highlight 
some of these “disruptive” technologies; technologies that will foster 
telemetry phased array antennas, significantly higher telemetry throughput, 

and revolutionizing how DoD executes Operational and 
Developmental Test and Evaluation.

Moderator: 
Thomas O’Brien 
CTEIP Deputy Program Manager, 
Test Resource Management Center

Best Conference  
Paper Award 

Join us at the 
Opening Ceremony 

for the presentation 
of the award for Best 
Conference Paper!

AwardWinner

>TUESDAY, OCTOBER 26TH

9:00AM – 10:30AM | BRONZE 3/4

>TUESDAY, OCTOBER 26TH

11:30AM – 12:30PM | BRONZE 3/4

>WEDNESDAY, OCTOBER 27TH

8:30AM – 9:30AM | BRONZE 3/4



Conference Luncheon 
>WEDNESDAY, OCTOBER 27TH

12:00PM – 1:30PM | BRONZE 3/4

During the Conference Luncheon, Exhibits will close and Technical 
Sessions will be suspended to allow attendees and exhibitors to attend. 
Come enjoy a delicious buffet lunch while you listen to our esteemed 
Conference Luncheon Speaker and applaud the award recipients.  
Each year, the dedicated members of our technical committees come 
together to identify and elevate the best and brightest practitioners in 
their field. Join us as we celebrate the excellence of the Aspiring, 
Innovating and Inspiring members of our telemetry community.  

The following awards will be presented: 
• Lawrence Rauch Award for Standards
• Myron Nichols Award for Telemetry Spectrum
• Undergraduate Student Paper Awards
• Graduate Student Paper Awards

Conference Luncheon Speaker: 
Arthur Deleon – Department of the Navy 
(DON) Spectrum Relocation, Secretary of the Navy’s 
Office of the DON Chief Information Officer (CIO) 

Arthur Deleon just assumed the position of Department of 
Navy (DON) Spectrum Relocation, in the Secretary of the 
Navy’s Office of the DON Chief Information Officer (CIO). He 

will oversee Navy and Marine Corps efforts in response to electromagnetic 
spectrum (EMS) frequency band auctions/reallocations. Prior to this position, he 
volunteered for a year-long deployment to Afghanistan as a Ministry of Defense 
(MoD) Advisor, serving as the Senior Spectrum Advisor to the MoD General Staff, 
Communications (GSG6), Ministry of Interior Affairs Information and 
Communication Technology Department, and the National Directorate of Security. 
His duties in that position were to train-advise-assist or mentor Afghan 
counterparts in the areas of spectrum management programs development, 
strategic/tactical radio sustainment, Cybersecurity, and Network Operation Center 
programs. 

Prior to his deployment, Mr. DeLeon served as the Federal Spectrum Policy Lead 
in the Office of the DON CIO. Mr. DeLeon primarily focused on U.S. national 
Strategic Spectrum policy needs, including cyber-related EMS issues. In this 
capacity, he provided technical expertise and a wide range of mission support 
to the DON CIO Strategic Spectrum Policy Director in the development and 
implementation of DON EMS policy, including the execution of EMS management 
responsibilities as defined by the U.S. Code of Law (USC), U.S. Code of Federal 
Regulations (CFR), Office of Management and Budget (OMB) Circulars, Department 
of Defense (DoD) policy, and Secretary of the Navy Instructions. 

Mr. DeLeon’s responsibilities also included assisting the DON Strategic Spectrum 
Policy Director in establishing DON spectrum policy consistent with U.S. 
Government policy and DoD spectrum governance to enable worldwide EMS 
access for the U.S. Navy and U.S. Marine Corps forces. 

Conference Luncheon2021 Award Winners

Congratulations Award Recipients! 

µBest Conference Paper 
Kip Temple, Edwards AFB 

“Low Density Parity Check Forward Error Correction For 
Your Telemetry Link” 
Presented in Session 13 

µMyron Hiram Nichols  
Telemetry Spectrum Award 
Phiroz Madon, Peraton Labs  

“Spectrum Usage Measurement and De-confliction” 
Presented in Session 1 

µTSCC Lawrence Rauch  
Telemetry Standards Paper Award 
Duncan A. McGillivray, Jack Sklar, and Michael K. 
Forsyth, National Institute of Standards and Technology 
(NIST) 

“Cellular Long-Term Evolution Uplink Impacts on 
Aeronautical Mobile Telemetry” 
Presented in Session 1

µUndergraduate Student Papers 
Matthew Dupree & Yingchao Zhu   
Advisor: Yogananda Isukapalli, PhD,  
University of California, Santa Barbara 

“Optically-Guided Multirotor Autonomous Descent and 
Landing on a Moving Target” 
Presented in Session 4 

Matthew Russell  
Advisor: Kurt Kosbar, PhD,  
Missouri University of Science and Technology 

“An Open-Source UHF Ground Station Design for 
Nanosats” 
Presented in Session 15

µGraduate Student Papers 
Peter Taiwo  
Advisor: Arlene Cole-Rhodes, PhD,  
Morgan State University  

“An Adaptive Digital Beamformer for Multi-User 
Communications using Blind CMA-AMA” 
Presented in Session 10 

Morteza Shoushtari  
Advisor: Willie Harrison, PhD,  
Brigham Young University 

“Secrecy Coding in the Integrated Network Enhanced 
Telemetry (iNET)” 
Presented in Session 3

1st 
Place

1st 
Place

2nd 
Place

2nd 
Place

* Luncheon tickets available at Registration for $25

Not to be

missed!



Course Location Course Location

A Basic Overview of Telemetry                                  Palace 5
This course provides a very high level introduction of basic telemetry 
concepts and components.  The course begins with onboard vehicle 
under test discussing sensors, signal conditioning, commutation, 
modulation and transmission.  It continues on the ground with 
receivers, data distribution, decommutation, processing and display.  
The tutorial includes additional concepts like IRIG 106 Chapter 10 
and 11 recording and distribution formats as well as IRIG 106 Chapter 
7 packet data over PCM. 
Gary Thom, Delta Information Systems 

Basic Signals and Modulation                                Palace 1 
This course is directed towards beginning technical personnel or 
telemetry personnel with limited experience in communications and 
modulation systems.  The course will cover basic concepts necessary 
to understanding the data communications process within the 
telemetry system.  This will include signal descriptions, the Pulse Code 
Modulation (PCM) process, concepts of analog and digital modulation 
and demodulation, and signal bandwidth representations.  Emphasis 
will be on graphical representations with minimal mathematical 
requirements. 

Kurt Kosbar, PhD, Missouri University of Science & Technology 

Introduction to Analyzing                                            Palace 6 
Ethernet Data 
With the proliferation of Ethernet as a data transport on multiple 
commercial and military aircraft and weapon systems it is becoming 
even more important to get a basic understanding of how to analyze 
Ethernet data.  This course will start with an introduction to the OSI 
model and lay out the basics that make up Ethernet traffic.  Then we'll 
look at the open source Wireshark program and go through a crash 
course in using it to examine different types of Ethernet traffic.  We’ll 
also examine wireless traffic and how it differs from traditional wired     
Ethernet.  Finally we'll look at using the Python programming 
language along with several libraries to actually analyze and decode 
data embedded in Ethernet traffic. 
Paul Ferrill, Avionics Test and Analysis Corporation 

> THURSDAY, OCTOBER 28TH | 1:00PM–5:00PM

Intro to Machine Learning                                    Palace 2 
and Data Analytics Applications  
Using Python Programming 
Machine learning has become an indispensable tool for processing 
the large and complex data structures being collected by modern 
sensor and data acquisition systems at every Test Range.  This course 
will cover the fundamentals of data manipulation, visualization, and 
machine learning with open source tool python in the context of 
typical time series data acquisition applications.  Public data sets will 
be used for illustration and demonstration activity.  Basic knowledge 
of programming in any language is assumed, but not necessarily 
advanced knowledge of Python. 
William (Bill) Schneider, Dell EMC 

Telemetry for High-Latency,                                 Palace 4 
Error-Prone Networks 
Global telemetry networks present many challenges with high-latency 
and error-prone transport conditions.  This tutorial will present 
detailed information on packet-based telemetry implementations that 
are designed to operate reliably in such conditions, with emphasis on 
RF systems, Forward Error Correction, delivery assurance, efficient 
packet structures in asymmetric links, Internet Protocol 
considerations, security, interoperability and more.  Applications will 
be presented for ground, sea, air and space telemetry systems.  This 
course provides a protocol stack depiction of Consultative 
Committee for Space Data Systems (CCSDS) standards that are 
shared in the range and space communities.  Students should have a 
general technical competency and understanding of communications 
theory, protocols and systems.  
Robert Ritter, IMI/RT Logic 

Telemetry over IP                                                  Palace 3 
This course covers the current state of industry standards and 
capabilities for transporting PCM telemetry over an IP network 
(TMoIP), including discussion of the benefits and limitations of this 
technology.  The three key RCC IRIG standards for TMoIP are 
described — IRIG 218, IRIG 106 Chapter10 over UDP, and iNET. 
Interactive and scripted setup, configuration, status, and diagnostics 
approaches are presented.  Advanced topics include minimizing latency, 
handling poor-quality WAN networks, inter-vendor interoperability, 
one-to-many and mesh networks, and security.  This shorter course 
presumes an understanding of network and PCM telemetry concepts, 
which are covered in the full course. 

Mark Roseberry, NetAcquire Corporation 

Half-Day Short Courses Half-Day Short Courses

Half-Day Courses 

on Thursday!
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Download the ITC Mobile 
App to your Android, iPhone 
or iPad. You will also be able to 
access the mobile app web 
version on your laptop. With 
the mobile app, you will be 
able to:

> See the conference schedule
See the full event schedule with activity times, room numbers,
speaker details and descriptions.

> Tech Sessions
Download the full technical paper from your phone!

> Attendee Networking
Connect with your fellow attendees by exchanging your “digital
business cards.”

> Speakers
Learn about conference speakers and where to find them.

> Interactive venue and show floor maps
Find locations of events such as tech sessions, short courses, and
exhibits!

> See Exhibitor listings
Includes a searchable list of exhibitors along with descriptions, booth
locations, and contact info!

What does it do  
for attendees and  
exhibitors? 

ITC Mobile App

If you received the email invitation:  
1) Open the invitation in your inbox.  Tap Verify Account.

(NOTE: this email invitation was sent to the account used
to register for the event)

2) Tap Open App. You'll see your confirmation code has
already been carried over.  All you have to do is tap
Finish.

If you did not receive an email: 
1) Download the CrowdCompass app from the app store

and search AttendeeHub. Once the app is downloaded
search for ITC under current events. Then tap the 3 lines
in the upper left-hand corner to open the side navigation, 
then select Log in for more features.

2) Enter your first and last name. Tap Next.
3) A verification email will be sent to your inbox with your

4-digit code.  Return to the app, enter the code and tap
Verify.

Questions? Visit the Mobile App Help Desk  
in the Registration area.

SCAN TO
DOWNLOAD

Mark your calendar for 

ITC 2022 
October 24–27 | 2022 

Glendale, AZ

www.telemetry.org
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AIT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .324 

AMERGINT Technologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . .325 

Apogee Labs, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .801 

AstroNova Inc  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .928 

Avcom of Virginia, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .933 

Avionics Test & Analysis Corporation (ATAC)  . . . . . . . . . . . .308 

BlueHalo  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .500 

Brandywine Communications  . . . . . . . . . . . . . . . . . . . . . . . . .829 

CALCULEX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .819 

Clear-Com . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .909 

Compunetix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .209 

Creative Digital Systems  
Integrations, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .900 

Curtiss-Wright  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .913 

Delta Information Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . .713 

DEWESoft  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .727 

Dynetics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .213 

Emhiser Research, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .733 

EWA Government Systems, Inc. . . . . . . . . . . . . . . . . . . . . . . .901 

Galleon Embedded Computing . . . . . . . . . . . . . . . . . . . . . . . .208 

Haigh-Farr  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .918 

Hensoldt  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .426 

imc Test & Measurement GmbH . . . . . . . . . . . . . . . . . . . . . . .219 

Intelligent Automation, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . .205 

International Test & Evaluation Association  . . . . . . . . . . . . . .805 

JDA Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .219 

JT4, LLC  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .809 

L3Harris Technologies  . . . . . . . . . . . . . . . . . . . . . . . . .701 

Lumistar  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .318 

Microchip Technology Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . .924 

Microwave Innovations, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . .833 

Microwave Specialty Company  . . . . . . . . . . . . . . . . . . . . . . . .220 

Mu-Del Electronics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .516 

NAWCWD  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .228 

NETA  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .225 

NetAcquire Corporation  . . . . . . . . . . . . . . . . . . . . . . . . . . . .311 

Company Name Booth Company Name Booth

New Wave Design and Verification  . . . . . . . . . . . . . . . . . . . . .925 

Nomad GCS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .726 

OnTime Networks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .328 

ORCA Technologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .312 

Orolia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .932 

Parraid, LLC  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .721 

Peraton Labs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .904 

Pulse Research Lab  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .908 

Raven Defense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .407 

Rotating Precision Mechanisms Inc.  . . . . . . . . . . . . . . . . . . . .224 

Safran Data Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .421 

SEMCO  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .707 

Silk Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .905 

SMART Modular Technologies  . . . . . . . . . . . . . . . . . . . . . . . .204 

Telemetry & Communications Systems, Inc.  . . . . . . . . . . . . .327 

Telspan Data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .813 

Trenton Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .212 

Tualcom Communication & RF Technologies  . . . . . . . . . . . . .417 

Ultra . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .912 

Universal Switching Corporation  . . . . . . . . . . . . . . . . . . . . . .319 

ViaLite Communications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .304 

VITEC, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .825 

Wideband Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .305 

WTW Anlagenbau GmbH  . . . . . . . . . . . . . . . . . . . . . . . . . . .400 

WV Communications, Inc.  . . . . . . . . . . . . . . . . . . . . . . . . . . .929

Exhibitors Exhibitors

2021 Sponsors

Silver

Snack Breaks in the Exhibit Halls! 

Tues. | 2:45–3:15pm 

Weds. | 10–10:30am / 4–5:00pm 

Thurs. | 10–10:30am



ITC Technical Program 
 

The technical program containing the titles and authors of all papers organized into the sessions in 
which they were presented appears on the following pages.  
 
Each paper title is a hyperlink to the pdf document for the corresponding paper.  

Navigation can be aided by opening the pdf bookmarks. 



1:40pm “Multi-layer Data-Plane Telemetry Collection 
Design for Systems With Multiple 
Observers” 
Supriya Kannery & Kalyan Gunda, DELL EMC 

2:00pm “Next Generation Implementation of an 
Improved Telemetry System for Monitoring 
an Off-Road Racecar” 
James Nguyen, Daniel Fuehrer, Haseeb Irfan, Harrison Pearl, & Oliver 
Sjostrom, University of Arizona Baja Racing Team; Michael Marcellin, PhD, 
University of Arizona 

2:20pm “TENA, JMETC, and BDA Tools for 
Telemetry” 
Juana Secondine, TENA / JMETC 

SESSION 3 – Security & Data Integrity 1  
Chair: Farzad Moazzami, Morgan State University Palace 2 

1:00pm “Developing a Telemetry Cyber Security 
Testbed” 
Tobechukwu K. Osuzoka, Mulugeta Dugda, Richard Dean, &  
Farzad Moazzami, Morgan State University

1:20pm “Secrecy Coding in the Integrated Network 
Enhanced Telemetry (iNET)” 
Morteza Shoushtari & Willie Harrison, PhD, Brigham Young University 

1:40pm “Risk Assessment Tied to HMM Based 
Intrusion Detection System” 
Wondimu Zegeye, Richard Dean, Farzad Moazzami, & Mulugeta Dugda, 
Morgan State University

2:00pm “Modeling Telemetry Networks for  
Cyber Security Analysis” 
Wondimu Zegeye, Richard Dean, Farzad Moazzami, Andargachew Bezabih,  
& Mulugeta Dugda, Morgan State University 

2:20pm “Ch10 Compliant Ultra-Wideband RF  
Flight Test Recorder” 
Philippe Klaeyle, Florian Sandoz, & Pierre Bastie, Safran Data Systems 

SESSION 4 – Non-Traditional Telemetry  
Chair: Jim Falasco, AeroGear Telemetry Inc. Palace 1 

1:00pm “Telemetry System for a Fixed-Wing 
Remotely-Operated Aircraft” 
Charles Maddi, Samuel Weiler, John Mitchell, & Kurt Kosbar, PhD,  
Missouri S&T

1:20pm “Expansion of Telemetry in Trackless Ride 
Experiences” 
Chad George, Alexa Wilder, Diana Meyer, Gerardo Garcia, Karson Knudson, 
Maggie Quiroz, Nick Sivertson, Sabrina Ahumada, Tiffany Ma, &  
Michael Marcellin, PhD, University of Arizona 

1:40pm “Optically-Guided Multirotor Autonomous 
Descent and Landing on a Moving Target” 
Matthew Dupree, Yingchao Zhu, & Yogananda Isukapalli, PhD,  
University of California, Santa Barbara

ITC 2021 

Technical 
Sessions

> TUESDAY, OCTOBER 26 • 1:00PM – 3:00PM

SESSION 1 – RF Spectrum 
Chair: Scott Kujiraoka, GBL Systems Palace 4

1:00pm “Cellular Long-Term Evolution Uplink 
Impacts on Aeronautical Mobile Telemetry” 
Duncan A. McGillivray, Jack Sklar, & Michael K. Forsyth, National Institute 
of Standards and Technology (NIST) 

1:20pm “Dynamic Spectrum Sharing in Future 
Flight Test Systems” 
Carl Reinwald & Jon Morgan, Laulima Systems 

1:40pm “Spectrum Usage Measurement and De-
Confliction” 
Phiroz H. Madon, Peraton Labs 

2:00pm “Cognitive Radio in Modern Technology” 
Jennifer Nadolski, Joseph Emnett; Michael Warner, Lucca Magalhaes,  
& Michael Marcellin, The University of Arizona 

2:20pm “Cellular 4G LTE Aeronautical Mobile 
Telemetry Flight Test Results” 
Achilles Kogiantis, Kiran M. Rege, Eric Beck, Jeffrey Young, Sarry Habiby, 
Nan Maung, Shobha Erramilli, William H. Johnson, & Anthony A. Triolo, 
Peraton Labs 

2:40pm “Telemetry Spectrum Encroachment” 
Guy Williams, ICTS Region 2 Coordinator

SESSION 2 – Software Systems & Tools 1 
Chair: Todd Newton, Southwest Research Institute Palace 3 

1:00pm “Improving the Accessibility of Telemetry for 
a Solar-Powered Vehicle” 
Miranda Sauer, Luke Hellebusch, Chris Bax, Charles Maddi, &  
Kurt Kosbar, PhD, Missouri S&T

1:20pm “Automotive Data Visualization” 
Nick Smith, Calvin Larsen, Benni Delgado, & Gerardo Garcia,  
University of Arizona; Nicolas Tan, Wildcat Formula Racing 

Technical SessionsTechnical Sessions

Award

Winner

Award

Winner

Award

Winner

Award

Winner



SESSION 7 – Antenna & RF Systems 1   
Chair: Wayne Kenton, L3Harris Technologies Palace 1 

3:30pm “On The Performance of Spatial Diversity  
In Aeronautical Mobile Telemetry” 
Michael Rice & Jamison Ebert, Brigham Young University

3:50pm “High Power Varactorless Voltage Controlled 
Oscillator (VCO)” 
Celalettin Karakus & Lloyd Lautzenhiser, Emhiser Research Limited 

4:10pm “Introduction to Challenges and Considerations  
for Hypersonic Telemetry Applications” 
Paul Scardino & Chris Dehmelt, L3Harris Technologies 

4:30pm “A Ground S Band Hybrid Active Electronically 
Scanned Array (AESA), Concept, Design and 
Performances” 
Alain Karas, Gerard Kipfer, Benoit Lesur, Anael Lohou, & Romain 
Contreres, Safran Data Systems 

> WEDNESDAY, OCTOBER 27 • 10:30AM – 12:10PM

SESSION 8 – Channel Modeling & Equalization 
Chair: Tim Gatton, AeroGear Telemetry Inc. Palace 4

10:30am “Derivation and Analysis of the IRIG-106 
Dynamic Multipath Channel Model” 
Michael Rice & Jamison Ebert, Brigham Young University

10:50am “Prediction of Time-Varying Wireless 
Channels Using Recurrent Neural 
Networks” 
Rodion Shishkov & Deva Borah, New Mexico State University 

11:10am “Performance Evaluation of 16APSK and 
SOQPSK-TG in the Presence of Polarization 
Combining in Aeronautical Telemetry” 
Farah Arabian & Michael Rice, Brigham Young University 

11:30am “Cognitive Diversity Equalization for 2x2  
HF MIMO Channels” 
Noel Teku & Tamal Bose, University of Arizona 

SESSION 9 – Software Systems & Tools 2 
Chair: Shannon Wigent, Laulima Systems Palace 3

10:30am “Flight Test: A Key Milestone for Climate-
Neutral Aircraft Concepts Validation and 
Certification” 
Mathilde Barrée & Ghislain Guerrero, Safran Data Systems

Technical SessionsTechnical Sessions

 Technical Papers

Technical paper descriptions and complete papers are on 
the ITC mobile app.  Proceedings will be available via our 
website in December.

2:00pm “Developing Affordable Unmanned Vehicle 
Obstacle Avoidance with 60GHz RADAR” 
Peter Feghali, Cher Lin, Jackie Burd, Swetha Pillai, Yogananda Isukapalli, 
PhD & Tiffany Cowan, University of California, Santa Barbara;  
Phil Tokumaru, AeroVironment 

2:20pm “Enhancing Field Testing of a Teleoperated 
Robotic System with Wireless Handheld 
Control” 
Daniel Napierkowski, Eli Verbrugge, Alex Wortmann, & Kurt Kosbar, PhD, 
Missouri S&T 

> TUESDAY, OCTOBER 26 • 3:30PM – 4:50PM

SPECIAL SESSION 1 – Spectrum Management 
Tools   
Chair: Thomas O’Brien, CTEIP Deputy Program Manager, TRMC  Palace 4 
This session will include presentations on: 

• DISA DSO strategic vision for spectrum management

• DSO Spectrum Management Tools Overview—e.g. SMCS, ASCS, TARDY3

• Spectrum Usage Measurement System (SUMS) overview

• Spectrum Access Manager (SAM) overview

SESSION 5 – Software Defined Radio   
Chair: Richard Dean, Morgan State University Palace 3 

3:30pm “Rapid Gain Estimation for Multi-User 
Software Defined Radio Applications” 
Viraj Gajjar & Kurt Kosbar, PhD, Missouri S&T

3:50pm “Software Defined Radio for Carrier Phase 
and Symbol Timing Extraction” 
Sergio Lara & Charles Creusere, New Mexico State University 

4:10pm “LabVIEW for Software Defined Radio 
Development” 
Sergio Lara & Charles Creusere, New Mexico State University 

SESSION 6 – Telemetry Networks 
Chair: Todd Newton, Southwest Research Institute Palace 2 

3:30pm “Telemetry Network Testbed –  
Prototype Network Elements” 
Tobechukwu Osuzoka, Uchenna Emerson, Mulugeta Dugda, Richard Dean, 
& Eshet Dires, Morgan State University

3:50pm “Space-Based Environmental Monitoring for 
Small SATs with the NOAA GOES Data 
Collection System” 
Brian Kopp, Jacksonville University; Beau Backus, NOAA; Brett Betsill, 
Microcom Environmental; Marcus Murbach, NASA Ames 

4:10pm “Mesh Telemetry Network for a Sounding 
Rocket and Paralite System” 
Thomas Francois & Kurt Kosbar, PhD, Missouri S&T 

SPECIALSPECIAL   

SESSIONSESSION



10:50am “Agile and the Model Based Revolution in Test 
and Evaluation. How will the Agile Approach and 
Model Based Test and Evaluation (MBTE) Strate-
gies Applied to Model Based Instrumentation 
(MBI) Revolutionize the Way to do Test?” 
Jil Barnum & Pamela Tanck, Northrop Grumman 

11:10am “Flexible Data Visualization for the Modern 
Telemetry Station” 
David Kortick, AstroNova 

11:30am “A Unified Approach to Post-Test Analysis” 
Jessica Nokham & Dale Jones, Curtiss-Wright Defense Solutions 

11:50am “Making Flight Test Instrumentation Setup 
Easier” 
Jessica Nokham & Ben Kupferschmidt, Curtiss-Wright Defense Solutions 

SESSION 10 – Modulation & Coding 
Chair: Douglas Bell, Boeing Palace 2

10:30am “An Adaptive Digital Beamformer for Multi-
User Communications Using Blind CMA - 
AMA” 
Peter Taiwo & Arlene Cole-Rhodes, PhD, Morgan State University     

10:50am “On Space-Time Coded ARTM CPM to Solve  
the Two-Antenna Problem” 
Chad Josephson, Michael Rice, Willie Harrison, & Spencer Giddens,  
Brigham Young University 

11:10am “Pilot Sequence Design for Space-Time 
Coded ARTM CPM” 
Chad Josephson, Michael Rice, Willie Harrison, & Spencer Giddens,  
Brigham Young University 

11:30am “Low Density Parity Check Error Correcting 
Limitation Testing” 
Scott Wolfson, US Army Redstone Test Center 

SPECIAL SESSION 2 – Development,  
Testing and Fielding of an Airborne  
TM Phased Array Antenna 
Chair: Dan Skelly, Perrygo Consulting Group Palace 1 

This session will include presentations on the development, testing, fielding, 
and operational use of an advanced, multi-beam phased array antenna 
system on a unique multi-mission support platform.  The aircraft that carries 
the antenna, which first flew in service to its country during World War II and 
is uniquely suited to the airborne telemetry mission, will also be discussed. 

10:30 to 10:40: Opening Remarks – Dan Skelley, Perrygo Consulting Group 
Introduce Session, project background, unique contract approach, etc. 

10:40 to 11:15: Antenna Development – Chris Patscheck, Raven Defense 
Discuss antenna design, development, lab and chamber testing, etc. 

11:15 to 11:40: Unique Aircraft Asset – Brady Lesko, AIRtec, Inc. 
Describe the aircraft, history, uniquely qualified for range mission, etc. 

11:40 to 11:50: Flight Test Discussion – Chris Patscheck, Raven Defense 
Overview of flight tests 

11:50 to 12:10: Operational Use – Dennis Normyle, Chief Architect, Atlantic Test Range 
Discuss operational success, issues, lessons learned, etc. 

Technical SessionsTechnical Sessions

Award

Winner

SPECIALSPECIAL   

SESSIONSESSION

> WEDNESDAY, OCTOBER 27 • 2:00PM – 4:00PM

SESSION 11 – Sensors & Data Acquisition 
Chair: Tim Brothers, Georgia Tech Palace 4

2:00pm “Transmitting Life Detection Data Gathered 
by an Exoplanetary Mobile System” 
Austin Christman, Megan Kerr & Kurt Kosbar, PhD, Missouri S&T

2:20pm “Remote Error Handling of a Teleoperated 
Robotic Power System” 
Anthony Robles, Alisa Lazareva, Maxwell Ryan, Brady Davis &  
Kurt Kosbar, PhD, Missouri S&T 

2:40pm “Elephant-Human Conflict Mitigation:  
an Autonomous UAV Approach” 
Weiyun Jiang, Yukai Yang, & Yogananda Isukapalli, PhD, 
University of California, Santa Barbara 

3:00pm “Video Recording in a Tactical Environment” 
Jin Choi, US Army Picatinny Arsenal; Alfred Rotundo, Army: CCDC-AC  

3:20pm “Electronic Continuous Variable 
Transmission for Baja Race Car” 
Emily Bauers, Erik Knowles, Alexander Moore, Jacob Merki, James Nguyen, 
& Akshat Srivastava, University of Arizona  

3:40pm “Alternate PNT and Guidance Through 
Integrated Sensor Datalinks” 
Brian Hetsko, Ultra Electronics Herley 

SESSION 12 – Range Systems 
Chair: Tab Wilcox, U.S. Army, Yuma Proving Grounds Palace 3

2:00pm “Telemetry Applications for a Space 
Launch” 
Melih Can, Mahmut Aktaş, & Cemal Ceyhun Şen, ROKETSAN Missiles Inc.

2:20pm “Optimum Sensor Deployment Over  
Test Range” 
Melih Can, ROKETSAN Missiles Inc. 

2:40pm “Evaluation of Industry Impacts and 
Potential Design Mitigations to Address 
Changes in RCC 319-19” 
Martin Fette, Eric Myers, & Jeffrey Wright, Raytheon Missile Systems 

3:00pm “Real Time Improvement on Flight Test
Telemetry Reception Using a Best Source 
Selector” 
Philippe Klaeyle, Florian Sandoz, & Pierre Bastie, Safran Data Systems 

3:20pm “Modernization of U-2 Dragon Lady Flight 
Test Instrumentation System and Utilization 
of Airborne Datalink for CH10 Telemetry” 
Adam McGoon, Lockheed Martin 
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SESSION 13 – Modulation & Coding 2 
Chair: Deva Borah, New Mexico State University Palace 2

2:00pm “SOQPSK-TG STC: New Decoding Scheme 
for a Higher Bit Rate and a Better Budget 
Link” 
Gregory Blanc, Pierre Bastie, Alain Thomas, & Nicolas Pasternak,  
Safran Data Systems 

2:20pm “Low Density Parity Check Forward Error 
Correction For Your Telemetry Link” 
Kip Temple, Edwards AFB

2:40pm “Application of AOFDM on Simulated Test 
Flight Scenario” 
Tasmeer Alam, Richard Dean, Farzad Moazzami, Mulugeta Dugda,  
& Wondimu Zegeye, Morgan State University 

3:00pm “Diversity Combining of OFDM for 
Aeronautical Channels” 
Tasmeer Alam, Richard Dean, Farzad Moazzami, & Mulugeta Dugda, 
Morgan State University 

> THURSDAY, OCTOBER 28 • 9:00AM–10:40AM

SESSION 14 – Security & Data Integrity 2 
Chair: Wondimu Zegeye, Morgan State University Palace 4

9:00am “Cybersecurity Maturity Model Certification 
(CMMC) Implications for Aerospace Defense
Contractors Involved in Telemetry”
Jeff Kalibjian, Peraton Labs

9:20am “Physical Layer Security in IRS Assisted 
Wireless Networks Using Directional 
Modulation” 
Phaneendhra Madala & Deva Borah, New Mexico State University 

9:40am “WiFi Anomaly Behavior Analysis Based 
Intrusion Detection Using Online Learning” 
Anibal Torrres, Pratik Satam, & Tamal Bose, University of Arizona 

10:00am “Commercial Encryption to Secure Your 
Telemetry Data” 
Paul Cook, Curtiss-Wright Defense Solutions 

SESSION 15 – Communication Systems 
Chair: Thomas Grace, U.S. Navy Palace 3

9:00am “Multiple Uses for Multiple Telemetry 
Antennas” 
Michael Diehl, Yuma Proving Ground 

9:20am “Amateur Ground Station for CubeSatellite 
Program” 
Shravan Kaundinya, Madison Sargent, Arno Prinsloo, Zach Rhodes,  
Drake Clark, Corey McDowell, Wyatt George, & Mark Ewing, 
The University of Kansas 
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9:40am “Rocket Telemetry – Physical and Function 

Design” 
Dayja Young, Darnell Richards, & Richard Dean, Morgan State University 

10:00am “An Open-Source UHF Ground Station 
Design for Nanosats” 
Matthew Russell & Kurt Kosbar, PhD, Missouri S&T 

10:20am “KU Solar Car Telemetry System” 
Nicholas Kellerman & Erik Perrins, University of Kansas 

SESSION 16 – Networked Telemetry 
Chair: Shawn Perry, Naval Air Warfare Center Aircraft Division Palace 2

9:00am “Universal Modular Full Flight-Testing 
System” 
Gregor Steiner, IMC Test & Measurement; Colin Douglas, JDA Systems 

9:20am “Implementing TmNS Data On Demand” 
Rocco Docimo, Ben Kupferschmidt, & Kathy Rodittis, Curtiss-Wright 

9:40am “IRIG106-Chapter 7 in Practice – A Real Use 
Case” 
Jean Guy Pierozak & Stephane Dugue, NEXEYA 

SESSION 17 – Special Topics 
Chair: Doug O’Cull, Semco Palace 1

9:00am “Design of a Low-Cost Handheld Wireless 
Oscilloscope” 
Boning Dong, Byron Aguillar, & Yogananda Isukapalli, PhD,  
University of California, Santa Barbara 

9:20am “An Experiment on Energy Harvesting for 
Aircraft Instrumentation” 
Michael Rice & Amy Giullian, Brigham Young University 

9:40am “Edge Machine Learning for Face Detection” 
Geffen Cooper, B.S. Manjunath, & Yogananda Isukapalli, PhD, 
University of California, Santa Barbara 

10:00am “Pseudo-Electrical Alternans: 
Beyond Pericardial Effusion” 
Akhil Jain & Bhanusowmya Buragamadagu, Mercy Catholic Medical Center; 
Parneet Kaur, Health & Family Welfare Department; Lilit Gasparyan, 
Brookdale University Hospital; Rishabh Jindal, RML Hospital; Arjun Kelaiya, 
Balaji Specialty Hospital; Apurva Popat, Radiance Hospital; Zankhan Mirani 
& Manasee Vyas, Research Volunteer; Anisha Mulumudi, Tulane University; 
Sidharth Jain, Good Shepherd Christus Hospital 
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Technical paper descriptions and complete papers are on 
the ITC mobile app.  Proceedings will be available via our 
website in December.



ITC 2021 STAFF 
Warm thanks to our dedicated staff volunteers and to their 
respective companies and agencies for supporting the efforts to 
stage and run this annual conference and for bearing all associated 
costs and inconveniences along the way.  Your commitment and 
professionalism is greatly appreciated! 

VOLUNTEER RESPONSIBILITY         SPONSOR 
Cliff Aggen Student Papers, IT/AV Self 

Chuck Creusere 2021 Technical Chair New Mexico State University 

Angela Faber Conference Support Safran Data Systems 

Ray Faulstich Conference Support PAE Applied Technologies 

David Fierro On-Site Registration GreyBeards Group 

Matt Fishman Conference Support Orca Technologies 

Tim Gatton Sponsorships AeroGear Telemetry 

Mike Gaines Conference Support Elotek 

Derrick Hinton 2021 General Chair SRC 

John Jensen Treasurer/Registration Lead     SRS 

Armando Juarez Conference Support GreyBeards Group 

Paul Andre Kuehn       Conference Support Safran Data Systems 

Carlos Maez On-Site Registration Self 

Michael Marcellin        Technical Chair Support        University of Arizona 

Therese Marcellin        Technical Chair Support        University of Arizona 

Kelly McCall Conference Support Curtiss-Wright 

Mark McWhorter        Short Course Lead Lumistar 

Danielle Metzger        Conference Support Curtiss-Wright 

Farzad Moazzami        2022 Technical Chair Morgan State University 

Lena Moran Conference Support Self 

Doug O’Cull Exhibits Chairman SEMCO 

Steve Proudlock         Conference Support NetAcquire Corporation 

Michael Rice 2022 General Chair Brigham Young University 

Michele Switalski        Marketing Lead Safran Data Systems 

Thai Takeuchi IT/AV Lead Self 

Brian Ziegler Social Media Lead DELL EMC

INTERNATIONAL FOUNDATION  
FOR TELEMETERING (IFT)
Board of Directors 
BOARD MEMBER        POSITION         SPONSOR 

Cliff Aggen Treasurer Self 

Zoe Aguirre Army Liaison WSMR 

Tom Berard 1st Vice President      COLSA Corporation 

Leslie L. Bordelon      President Self 

Ray Faulstich ICTS Liaison PAE Applied Technologies 

Robert Fuller Director Self 

Charles R. Garcia        Secretary GreyBeards Group 

Dan Harris Director Self 

Derrick Hinton          Director SRC 

John Jensen Director SRS 

Donald McErlean        Director Self 

Steve Proudlock         Director NetAcquire 

Mike Scardello Director Self 

Raymond Sommer      2nd Vice President     JT4 

Kip Temple Air Force Liaison       Edwards AFB 

Tommy Young NASA Liaison NASA

IFT Board of Directors ITC Staff

L–R:  John Jensen, Clifford Aggen, Michael Scardello, Alan Colthorp, Leslie Bordelon, 
Derrick Hinton, Charles Garcia, Zoe Espinoza, Thomas Berard, Donald McErlean, 
Robert Fuller, Vickie Reynolds, Steve Proudlock, Sean McMorrow, Raymond 
Sommer, Raymond Faulstich, Daniel Harris 



3130

ITC Would Like to Thank  
Our Generous Sponsors!

      SILVER        SPONSOR

SPONSORS

      PLATINUM        SPONSOR

ITC Sponsors Notes

DEWESoft®



32

Notes



TEST EQUIPMENT
DESIGNING

BO

om .ctesofdew

727
THOO

..OF HUMANIT
ANCEMENTA

T SIMPLIFIEST
TEST EQUIPMENT 
THA
THE ADV

Y .dwww

7

www.telemetry.org

Submit a paper for ITC 2022!  Requested topics include:

• Telemetry Solutions:  
Aeronautical, Space, 
Automotive, Biomedical 

• Spectrum Efficient 
Technologies and 
Applications 

• Networks and Protocols 
• Range Applications and 

Automation 

• Receivers, Antennas, 
Modulation and Coding 

• Time-Space Position 
Technologies 

• Application of Wireless 
Technologies 

• Ground Systems 
Architectures 

• Computer Optimization 
Techniques 

• Data Acquisition and 
Sensors 

• Metadata Description of 
Acquisition Systems and 
Data 

• Other Aspects of 
Telemetry 

Technical Program Chair 
Farzad Moazzami 
E-mail: Farzad.moazzami@ 
morgan.edu

Student Paper Info: 
Clifford Aggen 

E-mail: cliffaggen@aol.com

Best Paper Awards 

> Best Conference Paper 
> Lawrence Rauch Award for  

Standards 
> Myron Nichols Award for Telemetry 

Spectrum Management, Preservation, 
Protection or Advocacy 

> Undergraduate Student Awards 
> Graduate Student Awards

T H E  P R E M I E R  T E L E M E T E R I N G  E V E N T  
October 24–27, 2022 

Renaissance Glendale Hotel & Spa | Glendale, AZ

Telemetry: The Times 
They Are A-Changin’

ITC 
2022

Abstracts Due: March 21, 2022 

Acceptance Notification: April 18 

Final Manuscripts: June 13

C A L L  F O R  P A P E R S

Telemetry systems reliably collect, 
transmit, store and interpret data 
in a wide range of applications. 
Designers and users typically face 
physical, economic, and regulatory 
challenges. Additionally, power and 
bandwidth constraints, intermittent 
connectivity, channel distortions, 
high data volume and interoper-
ability are just a few of the issues 
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To reduce costs, decrease devel-
opment time and increase reliability, 
it is useful to leverage standardized 
hardware platforms, network ar-
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However, these benefits are often 
accompanied with an increased 
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parties. The security of data and 
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CELLULAR LONG-TERM EVOLUTION UPLINK IMPACTS
ON AERONAUTICAL MOBILE TELEMETRY *

Duncan A. McGillivray, Jack Sklar, and M. Keith Forsyth
National Advanced Spectrum and Communications Test Network

Communications Technology Laboratory, National Institute of Standards and Technology
Boulder, CO 80305

duncan.a.mcgillivray@nist.gov, jack.sklar@nist.gov, keith.forsyth@nist.gov

ABSTRACT

At the request of representatives of Edwards Air Force Base, the National Advanced Spectrum
and Communications Test Network (NASCTN) conducted a test campaign to evaluate impacts of
advanced wireless services 3 (AWS-3) long-term evolution (LTE) uplink band (UL) (1755 MHz
- 1780 MHz) on aeronautical mobile telemetry (AMT) air-to-ground links operating in the com-
pressed L-Band spectrum (1780 MHz – 1850 MHz). The test campaign applied field and laboratory
collected LTE UL waveforms, along with Gaussian noise surrogates, to AMT link configurations
and conditions in a highly automated testbed. We showcase the test methodology and propose a
new key performance metric to aid in the interpretation of non-linear effects in AMT receiver re-
sponse due to some of the LTE adjacent band emissions. The data and insights presented provide
for additional information helpful in establishing and confirming frequency band edge back-off
recommendations in the Inter-Range Instrumentation Group (IRIG) 106 Standard.

INTRODUCTION

Federal Communications Commission Auction 97, the advanced wireless services 3 (AWS-3), led
to new licenses for commercial use in bands previously dedicated to Federal spectrum users [1]. In
particular, aeronautical mobile telemetry (AMT) users are now operating in a compressed L-band
spectrum of 1780 - 1850 MHz. AMT’s spectrum neighbors on the lower bound of operations, at
the time of this writing, are cellular operators utilizing 3rd-generation partnership project (3GPP)
long-term evolution (LTE) systems in frequency-division duplex (FDD) applications. The AWS-3
auction specifies auction blocks residing in the 1755 - 1780 MHz allocation, abutting the AMT
operations, as Mobile Transmit/Base Receive bands [2].

Representatives of Edwards Air Force Base submitted to National Advanced Spectrum and
Communications Test Network (NASCTN) a test request to lead a series of scientific investiga-
tions into the impact of LTE systems operating in the adjacent band to AMT. To date, NASCTN
has published on the subject several key technical notes [3], [4], [5], [6] and data [7], [8] . The final

*Publication of the U.S. government, not subject to copyright in the United States.
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report [4] on ”AWS-3 LTE Impacts on Aeronautical Mobile Telemetry” outlines the test methodol-
ogy and test campaign on investigating susceptibility and impact of LTE uplink band (UL) signals
on various AMT links.

The test campaign applied field and laboratory collected LTE UL waveforms, along with Gaus-
sian noise surrogates, to AMT link configurations and conditions in a highly automated, cabled
testbed. The paper here serves to add additional details to the susceptibility and impact analysis
when using emulated LTE UL waveforms as is typical of commercial off the shelf signal generators
with 3GPP functionalities.

ADJACENT BAND SIGNALS

The test campaign focused on allocating UL signals in the adjacent band such that their band
allocation is abutting the AWS-3 to Federal band edge. For this paper the focus is on 4 adjacent
band waveforms, one from field recordings of a single UE in the back lobe of the telemetry antenna
which includes telemetry front end effects, a single UE recorded under laboratory conditions, one
synthesized band limited additive white Gaussian noise (AWGN), and one generated, emulated,
LTE UL waveform.

1. Lab-UE Full 100 RB (49 MHz Filter), laboratory recorded UL waveform of a single user
equipment (UE) in a 20 MHz allocation connected to a carrier grade LTE network,

2. Single-UE Full 100 RB (37 MHz Filter), field recorded UL waveform of a single user equip-
ment (UE) in a 20 MHz allocation,

3. AWGN 20 MHz, a surrogate waveform of 20 MHz band limited additive white gaussian
noise (AWGN),

4. VSG-UE Full 100 RB (emulated), an emulated LTE UL signal of a single user equipment in
a 20 MHz allocation.

There are notable distinguishing spectrum content features within the waveforms. LTE re-
source block transmit grants of an user equipment (UE) attached to a carrier grade system are
driven by the scheduling properties within a celluar base station, named evolved node B (eNB),
and resource loading requests of the eNB. Therefore, to gain realistic scheduling requests akin
to what was observed in the field [5] with the laboratory capture, we’ve presented the eNB with
background traffic as is described in [6] and matched the data upload rate of the device under
test (DUT) UE in the laboratory with that of the field campaign.

Unlike carrier grade implementations, the emulated waveform was defaulted for the single-
carrier frequency division multiple access (SC-FDMA) UL signal to occupy all resource blocks
(RBs) simultaneously. While customization of RB utilization is possible in most emulation pack-
ages, we defaulted to full occupation of RBs as is common to interference test campaigns [9]. The
emulated resource grid is shown in figure 1. This serves to study DUT system response to an
emulated LTE signal in an introductory configuration.

The 20 MHz band limited AWGN waveform serves as a surrogate waveform to reference
against. In terms of time-frequency occupancy, the waveforms can be sorted from high persis-
tence to low: AWGN 20 MHz , VSG-UE Full 100 RB (emulated) followed by the laboratory cap-
ture Lab-UE Full 100 RB (49 MHz Filter), and the field capture Single-UE Full 100 RB (37 MHz
Filter).
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Figure 1: Resource block scheduling for SC-FDMA UL configured in the signal generator. All
resource blocks are utilized by UE1 physical uplink shared channel (PUSCH) and demodulation
reference signal (DRS) signaling in frequency and time.

Peak and average power values as referenced to the input of the AMT receiver are tabulated in
table 1.

TEST DESIGN

The test execution follows the frequency offset experiment outlined in [4] and presents test
results of a bit error rate (BER) test as a function of AMT link center frequency. The adjacent band
emissions (ABE) waveform remains at a fixed frequency (1770 MHz) such that the waveform
allocation abuts the 1780 MHz band edge. The AMT center frequency is shifted from the initial
start condition of the signal’s 99% occupied bandwidth (OBW) at the lower band edge of the AMT
allocation through the IRIG 106 [10] specified band edge back-off frequency (as defined for a 10 W
AMT transmitter). The BER test is initiated in our fully automated testbed and is reported by the
AMT receiver (RX) under test. To manage test time and resolution in our test we run the BER for
3× 108 bits.

ABE levels for the LTE waveforms of table 1 are selected to mirror the peak power of the as-
recorded in-field waveform (as outlined in [4]), the AWGN 20 MHz average power closely matches
the same as-recorded in-field waveform average power. The AMT signal average power is fixed to
−79.9 dBm ±0.8 dB 2 at the plane of the AMT receiver input.

The test here makes use of several AMT link modulation and data rate configurations: pulse
code modulation/frequency modulation (PCM/FM) at 1 Mbps, PCM/FM at 5 Mbps, shaped offset
quadrature-phase shift keying (SOQPSK) at 5 Mbps, SOQPSK at 10 Mbps, and Advanced Range
Telemetry continuous phase modulation (ARTM CPM) at 5 Mbps.

3



Table 1: ABE waveform power levels referenced at the plane of the AMT receiver input connector

Waveform Name Average Power Peak Power
AWGN 20 MHz -60.0 dBm ±0.8 dB N/A
Single-UE Full 100 RB (37 MHz Filter) -60.5 dBm ±1.1 dB -52.4 dBm ±1.1 dB
Lab-UE Full 100 RB (49 MHz Filter) -65.4 dBm ±1.1 dB -52.3 dBm ±1.1 dB
VSG-UE Full 100 RB (emulated) -58.9 dBm ±1.1 dB -52.8 dBm ±1.1 dB

Table 2: AMT transmitter signal level referenced at the plane of the AMT receiver input connector
for the frequency offset experiment

Test Case Average Power
Frequency Offset Experiment -79.9 dBm ±0.8 dB

NUMERICAL RESULTS

Numerical results presented in figures 2, 3, and 4 show the BER calculated from AMT RX reported
bit errors versus AMT link frequency. For reference, the graphs note the frequency at which the
99% OBW abuts the band edge of 1780 MHz (vertical black dashed line) and the Inter-Range In-
strumentation Group (IRIG) 106 [10] calculated band edge back off frequency (vertical red dashed
line) for a 10 W AMT transmitter (TX).

We denote BER test results with no recorded errors as ν and ascribe a regression fit that takes
into account two test runs. As the tests were limited to 3 × 108 bits, BER estimates of less than
10−8 have a large relative uncertainty as compared to the mean uncertainty.

In order for an AMT link to meet the IRIG recommendation in the presence of an ABE, the BER
should fall below 10−5. The frequency distance between the black dashed and red dashed lines
indicates the frequency margin of the IRIG recommendation. Note that for the set of experiments
highlighted here, with the exception of the field capture, the AMT links pass in the presence of the
ABE types.

Chapter 4.1 of [4] provides further details on the data analysis, and regression fits.
There are discernible differences in observed ABE impact on the AMT link. For all test config-

urations, the AWGN 20 MHz surrogate waveform (red fit line) overpredicts the impact from LTE
at the 99% OBW and subsequently does not mirror the response of the field-recorded LTE.

The emulated LTE waveform VSG-UE Full 20 MHz (purple fit line) tends to show a sharper
response at the lowest frequencies and different fit-line roll off characteristics as compared to the
re-broadcasted laboratory and field derived waveforms.

Of particular note, 3 and 4 show that it is important to include the telemetry front-end char-
acteristics in impact analyses. The surrogate AWGN 20 MHz , VSG-UE Full 100 RB (emulated),
and laboratory recorded Lab-UE Full 100 RB (49 MHz Filter) waveforms do not incorporate the
radio frequency (RF) front-end characteristics that are reflected in the in-field recorded Single-UE
Full 100 RB (37 MHz Filter) waveform.
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Figure 2: BER vs AMT Offset Frequency for laboratory derived ABE types: PCM/FM 1 Mbps
(left), and PCM/FM 5 Mbps (right)
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Figure 3: BER vs AMT Offset Frequency for laboratory derived ABE types: SOQPSK 5 Mbps
(left), and SOQPSK 10 Mbps (right)
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Figure 4: BER vs AMT Offset Frequency for laboratory derived ABE types: ARTM CPM 5 Mbps

CONCLUSIONS

We present additional results for consideration in the impact analysis of AMT link susceptibil-
ity to LTE spectrum neighbors. The comparison here adds information on the LTE impact on AMT
link configurations when considering an emulated LTE waveform, as is typical of 3GPP emulation
enabled vector signal generator (VSG)s.

We showcase the differences in impact for four select waveforms which are commonly used to
represent emissions of LTE uplink. Notably, impact is not uniform and great care has to be given
in the selection and recording of waveforms for the interpretation of adjacent band impacts.
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ABSTRACT 
 
As demand for aeronautical mobile telemetry (AMT) spectrum increases, future AMT flight test 
systems will need to incorporate dynamic spectrum sharing (DSS) technology.  A DSS-capable 
flight test system will share spectrum with incumbent users on an opportunistic, non-interfering 
basis.  The fundamental challenge is how to implement a DSS-capable flight test system in the 
designated AMT DSS bands in which the government is not the incumbent user.  This paper 
provides a DSS overview and describes various DSS elements, including the incorporation of real-
time spectrum sensing data, various geolocation information, and both static and dynamic 
incumbent user information.  The Test Resource Management Center (TRMC) Adaptive Spectrum 
Aggregation and Management (ASAM) project is referenced as an example that focuses on 
different elements of a DSS-capable flight test system 
 
 

INTRODUCTION 
 
The concept of spectrum sharing has been around for decades.  “Walkie-talkies”, or two-way radio 
transceivers, are half-duplex communication devices that operate on a single frequency.  The radio 
is in receive mode except when a user presses the “push-to-talk” button, which enables the 
transmitter.  All radios tuned to same frequency essentially “share the spectrum” and only one user 
should be transmitting at any given time.  To help ensure coordinated access, a voice protocol is 
typically employed like “break 1-9”, and “over-and-out”.  With two-way radios, no one entity 
manages access to the spectrum.  The following analogy will hopefully help identify the key issues 
related to dynamic spectrum sharing. 
 
A not-so-long time ago in a living room not-so-far away, the television (TV) was the center piece 
of the room.  This was a time before digital video recorders, or even video cassette recorders, and 
the notion of “prioritized spectrum sharing” was exemplified.  Mom and dad were the principal, 
or incumbent, users.  When dad wanted to watch the news at 6pm or his favorite situation comedy 
at 8pm, access to the TV spectrum was unavailable for any other family member – period, end of 
discussion!  The children were secondary, or non-incumbent users.  While everyone had access to 
the spectrum access database, otherwise known as the TV guide, a child’s request for TV spectrum 
to watch a show was always subservient to the incumbent users, i.e., mom and dad.  Usually, TV 



  
 

 

spectrum requests were identified in advance so a static schedule could be generated, typically a 
yellow-highlighted TV guide.  However, that static schedule went “out the window” if dad 
happened to see a commercial for an upcoming show that he wanted to see.  Thus, the concept of 
dynamic spectrum sharing was introduced:  children had to dynamically adjust their TV spectrum 
allocations if dad dynamically changed what shows he wanted to watch.  Ah, the good old days…  
The key takeaways from this analogy are: 
 

• Spectrum is typically controlled by an incumbent user. 
 

• Secondary, or non-incumbent users, may be permitted to access the spectrum on a non-
interference basis. 
 

• Ideally, an incumbent user’s spectrum requirements can be identified in a spectrum 
database that other non-incumbent users may access. 
 

• All non-incumbent users must not only continually review the spectrum access database 
but must also dynamically monitor the spectrum itself to determine if an incumbent user 
has dynamically accessed the spectrum. 
 

• The Golden Rule:  a non-incumbent user must NEVER interfere with an incumbent 
user’s access to the spectrum (or dad will get mad). 

 
The above takeaways form the basis of some high-level dynamic spectrum sharing requirements.  
A Dynamic Spectrum Sharing (DSS) capable system should: 
 

• Explicitly identify the spectrum’s incumbent user(s). 
 

• Provide a means by which non-incumbent users can identify when an incumbent user 
desires access to any band within the spectrum.  A publicly accessible database or web 
service would be an example. 
 

• Non-incumbent users must have access to spectrum monitoring information so the user 
can dynamically determine in real-time if an incumbent user, or even a non-incumbent 
user, is transmitting on any frequency within the spectrum. 
 

• Non-incumbent users should incorporate cognitive radio technology so the user can 
dynamically adapt to changing spectrum allocations within the spectrum. 

 
 

CITIZENS BROADBAND RADIO SERVICE EXAMPLE 
 

One example of a DSS arrangement is the Citizens Broadband Radio Service (CBRS), which opens 
access to 150 MHz of spectrum in the 3550 – 3700 MHz range for commercial use and has the 
following characteristics [1]: 
 



  
 

 

• The CBRS includes a three-tier access and authorization framework: 
 

o Tier 1 – Incumbent users: U.S. Navy radar systems, fixed satellite stations, etc. 
 

o Tier 2 – Priority Access:  A Priority Access License (PAL) consists of a 10 MHz 
channel within 3550 – 3650 MHz, are 10-year renewable license, and users are 
licensed on a county-by-county basis.   
 

o Tier 3 – General Authorized Access (GAA) is a licensed-by-rule to permit open, 
flexible access. 
 

• CBRS is managed by an automated frequency coordinator known as a Spectrum Access 
System (SAS), a cloud-based, multi-organization spectrum management system. 
 

• The SAS may incorporate information from an Environmental Sensing Capability (ESC), 
a sensor network that detects transmission from Department of Defense radar systems. 
 

• Per “The Golden Rule”:  PALs must protect and accept interference from both Incumbent 
Access users as well as other PAL users. 

 

 
Figure 1.  Citizens Broadband Radio Service Band 

 
AMT DYNAMIC SPECTRUM SHARING CHALLENGES 

 
While the CBRS provides a great example of how government and commercial entities can 
dynamically share spectrum, implementing an aeronautical mobile telemetry (AMT) DSS-capable 
system is considerably more challenging.  Why?  The currently targeted AMT DSS spectrum 
resides in bands in which the government is NOT the incumbent user.  The Final Acts of the 2007 
World Radiocommunication Conference (WRC-07) [2] includes Resolution 416, in which the use 
of the 5925 – 6700 MHz (Upper C) band for AMT may be acceptable, given that administrations 
authorizing such use shall require implementation of technical measures to prevent or reduce 
potential interference from AMT to incumbent users to acceptable levels.  As of August 2019, the 
status of this band remains pending per the 2019 Annual Report on the Status of Spectrum 
Repurposing [3]: 
 



  
 

 

In April 2015, after allocations in the 4400-4940 and 5925-6700 MHz bands for 
aeronautical mobile telemetry (AMT) for flight testing were added at the 2007 World 
Radiocommunication Conference, the FCC sought public comment through an NPRM on 
sharing between AMT and other incumbent systems in the 4400-4940 and 5925-6700 MHz 
bands.  That matter remains pending.  
 

Current Status:  Pending 
Next Steps:  Decision on proposed FCC rule provisions for unlicensed. 

 
The fundamental challenge facing the AMT flight test community is how to implement a DSS-
capable flight test system that has superior performance and in which the government is not the 
spectrum’s incumbent user.  A few of the challenges facing the AMT flight test community are: 
 

• Maintain an upper C-band spectrum access database in which all incumbent and non-
incumbent users support and actively participate, like the CBRS’s SAS. 
 

• Monitor the upper C-band usage by all users by deploying the equivalent of the CBRS’s 
ESC sensor network on each AMT range. 
 

• As documented in the Writing Between the Lines – the Story of Spectrum Aggregation 
[4], much of the upper C-band is highly fragmented, nominally in smaller than 5 MHZ-
wide blocks.  Can this fragmented spectrum be aggregated to form a logical, high 
bandwidth block?  How would this spectrum aggregation be managed? 
 

• Incorporate cognitive radio technology so the radio can dynamically change frequencies 
while in flight to adjust for dynamic incumbent user changes. 
 

• The Upper C-band is designated for “airstation only”, meaning the band can only be used 
for air-to-ground downlink only.  In an IP radio environment, which requires a 
bidirectional RF link, the ground-to-air uplink frequency must reside in a different band 
than the downlink frequency. 
 

• Per WRC-07 Resolution 16, Upper C-band shall not be used for safety-of-flight data. 
 
 

AMT DSS EXAMPLE 
 
Through the National Spectrum Consortium (NSC), the Test Resource Management Center 
(TRMC) sponsored the Adaptive Spectrum Aggregation and Management (ASAM) project, which 
developed and demonstrated a dynamic spectrum sharing radio capable of using accessing non-
traditional bands for AMT.   
 
At the urging of the United States, the 2007 World RadioCommunications Conference adopted 
identifications for aeronautical mobile telemetry (AMT) in the lower C (4400-4940 MHz) and 
upper C (5925-6700 MHz) bands.  Specifically, Resolution 416 (WRC-07) recognized the growing 



  
 

 

need for spectrum for flight test purposes. Existing allocations in those bands support incumbent 
users including  
 

• extensive deployment of fixed-satellite service earth stations in the band 5925-6425 MHz 
and to a lesser extent in the band 6425-6700 MHz used in fixed-satellite (Earth-to-space) 
communications. 

 
• extensive deployment of fixed service stations. 

 
• Mobile services in the 6425-6525 MHz band 

 
Taking account of these existing allocations to the fixed-satellite service (FSS), the fixed service 
(FS), and the mobile service (MS), WRC-07 resolved that administrations authorizing use of 5925–
6700 MHz employ measures that facilitate AMT sharing with incumbent systems.  
  
Techniques for sharing the band among AMT airborne transmitters and the incumbent users are 
addressed in Report ITU-R M.2119, Sharing between aeronautical mobile telemetry systems for 
flight testing and other systems operating in 4400-4940 and 5975-6700 MHz bands.  Report 
M.2119 identifies the possible interference paths between airborne (air-to-ground) AMT 
transmitters and incumbent receivers.  One of these paths is between airborne AMT and fixed and 
mobile FS/MS services.  Annex 5 of Report M.2119 includes a detailed analysis of this potential 
interference scenario, and ultimately concludes that sharing between AMT and fixed and mobile 
service in the 5925-6700 MHz band is possible by establishing coordination zones centered on the 
main beam axis of the FS/MS receiver antenna. 
 
Based on the analysis in ITU Report M.2119, Resolution 416 (WRC-07) stipulates that bilateral 
coordination of AMT aircraft transmitters with respect to fixed or mobile station receivers of other 
administrations must be effected if the fixed or mobile station lies within 450 km of the AMT 
transmitter and the main beam axis of the fixed or mobile station receiver antenna passes within 
12 km of the AMT aircraft’s flight path.  AMT operation within the described 450 km x 12 km 
zone may still be possible but requires further bilateral coordination.  Finally, Resolution 416 
resolves that administrations authorizing AMT in the 5925-6700 MHz band shall, where 
appropriate to facilitate sharing with other services and applications, require the use of “technical 
and/or operational measures on AMT.”   
 
The objective of the ASAM project was to develop those very technical measures, without which 
sharing of the 5925-6700 MHz band by AMT would not be possible.   
 
Key attributes of the ASAM radio include: 
 

• The ability to identify unused portions of spectrum, or white space, within non-traditional 
telemetry bands available on a DoD ranges through spectrum sensing.  The 5925-6700 
MHz band is highly fragmented by non-Federal users.  Sensing may be performed either 
by ASAM base stations on the ground or by the airborne test articles themselves.  The 
system is also capable of maintaining real-time spectrum awareness by incorporating 
information from external RF spectrum monitoring systems. 



  
 

 

 
• Implementation of the WRC-07 sharing criteria, establishing AMT as a secondary user of 

the spectrum on a non-interference basis into channel selection algorithms 
 

• Incorporation of additional spectrum usage policy by range frequency managers 
 

• Implementation of spectrum aggregation capabilities to create a single, logical channel to 
support test requirements out of unused portions, or white space, in spectrum.  Selection of 
actual portions of telemetry spectrum to be aggregated will be driven by several factors, 
including not only availability of white space in spectrum based on incumbent usage but 
also estimated signal-to-noise (SNR) on subchannels, required communications rates for 
users, relative priority of users, and other constraints such as sub-channel reservations or 
blackouts as established by pre-defined or ad hoc policy.   Selection of sub-channels by the 
ASAM system is dynamic, and the system automatically adapts to time varying changes in 
spectrum availability.  The ASAM system employs orthogonal frequency division 
multiplexing (OFDM) as the modulation scheme to flexibly access unused portions of 
spectrum. 

 
Using advanced radio technologies such as spectrum sensing and spectrum aggregation, the 
ASAM radios can access the 5975-6700 MHz band on a secondary basis without interfering with 
the incumbent primary users.  Moreover, by aggregating white spaces too small for use by 
incumbent users, the ASAM radio enables the AMT user to put to productive use spectrum that 
would otherwise lie fallow due to the congested, highly fragmented nature of the band. 
 
 

CONCLUSIONS 
 
In an environment in which supply of RF spectrum is fixed, demand is increasing, and exploitation 
of spectrum ushers in a variety of economic, social, and national benefits, the only reasonable 
response to the growing imbalance between supply and demand is to change the ways in which we 
view, manage, and access spectrum.  Traditionally, spectrum has been viewed as a resource that 
should be carved out for specific users.  Now we are starting to treat spectrum as a national 
resource.   In the past, management of spectrum involved allocation, partitioning, and licensing of 
spectrum in static ways which lead to inefficient use of spectrum.  Today, we understand and are 
starting to implement sharing of spectrum by different users for different purposes, leading to more 
efficient use of spectrum.  This shift in how we view and manage spectrum toward a paradigm of 
spectrum sharing and flexible management of spectrum requires development of new mechanisms 
to access spectrum.  This includes development of advanced radio technologies to use spectrum in 
non-traditional ways.  Moreover, spectrum management policies and processes must also adapt to 
this new DSS paradigm. 
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SPECTRUM USAGE MEASUREMENT AND DECONFLICTION
 

Peraton Labs Team – PoC Phiroz H. Madon 
 

ABSTRACT1 2

DoD test ranges have expanding needs for air-to-ground telemetry bandwidth and are under 
pressure to manage the spectrum resource efficiently. In addition, DoD spectrum reserved for 
T&E is subject to encroachment by commercial entities. The T&E community needs tools to 
address both challenges at once: spectrum defense and spectral efficiency.  
The Spectrum Usage Measurement System (SUMS) measures and records the use of spectrum at 
test ranges on a daily basis. The system imports mission planning data from range systems as a 
base-line, then uses networked sensors and telemetry receivers to verify this usage over-the-air.   
The Spectrum Access Manager (SAM) is a set of features designed to expand the deconfliction 
capabilities of the currently-deployed IFDS system. Advanced features provided by the SAM 
library will dramatically increase frequency reuse, reduce fragmentation of the allocated 
spectrum, and support inter-range collaborative frequency deconfliction. 
 

I. INTRODUCTION: SUMS AND SAM OVERVIEW 
DoD flight test and training ranges are faced with the twin challenges of ever-increasing demand 
for test data throughput, and continuing encroachment by commercial entities on the RF spectrum 
traditionally reserved for them. In such a congested RF environment, the ranges need to be able to 
defend their use of the current telemetry spectrum. One of the main impediments to achieving this 
capability is the unavailability of data on planned and actual use of spectrum at ranges. To address 
this gap, Perspecta Labs and partners have developed a Spectrum Usage Measurement System 
(SUMS), which will: 

• Create a knowledge base that combines range mission planning data with frequencies 
sensed over-the-air by sensors, to produce an accurate representation of spectrum usage. 

• Provide analytics on usage measurements that will, among other things, help forecast future 
spectrum requirements and improve spectral efficiency by providing insights into current 
and future operations. 

At the same time, there is a need for test range operations personnel to be able to plan and manage 
the use of the current telemetry spectrum in the most efficient manner possible. The Spectrum 
Access Manager (SAM) is a set of features designed to expand and evolve the deconfliction 
capabilities of the currently-deployed Integrated Frequency Deconfliction System (IFDS).  
Advanced deconfliction features provided by SAM include:  

• Spatially-Aware Frequency Deconfliction. Currently, a conflict between two frequency 
assignments is determined by a time-frequency overlap. This feature will also take 

                                                 
 
1 [DISTRIBUTION STATEMENT A. Approved for public release; Distribution is unlimited XXXXXXXXX]. 
2 These projects are funded by the National Spectrum Consortium (NSC) through Advanced Technology International (ATI) 
under Contract NSC-19-RPP-05, Spectrum Base Agreement No. 2017-318. 

dkluzik
Cleared



 
 

2 
 

space into account and permit frequency reuse if there is enough spatial separation 
between two assignments, enabling a significant increase in the effective availability 
of spectrum.  

• Inter-Range Deconfliction. Missions sometimes fly through the flight areas belonging 
to neighboring ranges. This is true, for example between Edwards Air Force Base and 
China Lake. Currently coordination of frequency assignments over the flight areas of 
neighboring ranges is handled manually over the phone. This feature will facilitate the 
viewing of conflicts with neighboring ranges on the SAM Time Frequency Chart, and 
enable on-line automated deconfliction.  

• The SAM Time Freq Chart enables GUI-assisted frequency deconfliction by allowing 
the user to drag frequency assignment blocks across a time-frequency scale.  

• Auto-Assign and Auto-Resolve. These features provide automated frequency 
deconfliction by SAM, while minimizing spectrum fragmentation and making optimal 
use of the available spectrum.  

• Coverage Maps of Frequency Assignments. These map overlays predict the 
performance of frequency assignments by displaying the SINR experienced at the 
mission’s ground stations for each position of the aircraft within the mission’s flight 
areas. In addition to providing a display to users of the predicted performance of the 
air-to-ground RF link, coverage maps are used by the Spatially-Aware Frequency 
Deconfliction feature.  

• The SAM<->ASAM API. With its knowledge of planned frequency assignments and 
current RF emissions at the test range and surrounding area, SAM is able to support an 
API for dynamic spectrum sharing with Adaptive Spectrum Aggregation and 
Management (ASAM) radios.  
 

II. SUMS, SAM, AND COMMON PLATFORM ARCHITECTURE 
Figure 1 shows an overview of the common platform which supports both the SUMS and the SAM 
systems. The platform is essentially a web container, which supports SUMS and SAM web servers. 
Each web server is supported by its own object oriented database. The web servers support the 
common web browser-based SUMS/SAM GUI.  
The platform supports an interface with one or more range resource management and scheduling 
systems. Instances of these systems are Test Resources Management System (TRMS) or Central 
Scheduling Enterprise (CSE). The platform periodically downloads the latest update of mission 
planning data over this interface. The data is modeled as Mission objects, each of which is 
associated with multiple FreqAssignment objects. Each FreqAssignment object characterizes a 
planned frequency assignment and has the attributes startTime, endTime, minFreq, maxFreq.  
To determine and store RF Emissions actually occurring at the range and its flight areas, the SUMS 
system supports a sensing network, which primarily consists of:  

• General purpose frequency scanning sensors. 
• Interfaces to telemetry receivers within ground stations at the range. This interface 

focuses on recording Emissions by capturing the startTime, endTime, and the 
frequency range of the telemetry signal being received. 
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To verify that planned FreqAssignments were actually used, SUMS supports a Correlation 
Function, which wakes up periodically and attempts to correlate planned FreqAssignments with 
recently-discovered Emissions. When successfully correlated to an Emission, a FreqAssignment’s 
use is said to have been verified.  

 
Figure 1. SUMS and SAM Common Platform Architecture. 

SUMS performs data analytics on the captured FreqAssignments and Emissions in its database 
and generates spectrum usage metrics for the frequency manager. These usage metrics are based 
on the “Spectrum Management Metrics Standard (RCC 707-14)”. They are accessible to the user 
via a query screen, and via the SUMS Report function.  
The SAM functions reside inside a module called sam-server-components. This module piggy-
backs on the SUMS<->TRMS/CSE Interface to acquire mission planning downloads.  
The primary SAM display is the SAM Time Frequency Chart. This allows users to deconflict 
planned FreqAssignments by constrained movement of FreqAssignments blocks on a chart where 
the X axis is time and the Y axis is frequency. The chart displays conflicts via time-frequency 
overlaps between two conflicting frequency assignments. The overlap area is colored black. The 
Chart invokes the Spatially-Aware Frequency Assignment feature to determine if an overlap is in 
fact not a conflict and the frequency can be reused due to spatial separation. In that case the Chart 
colors the overlap area white. The Time Frequency Chart also has the ability to invoke the SAM 
Auto-Assign and Auto-Resolve functions.  
The Spatially Aware Frequency Deconfliction feature requires the generation of CoverageMaps, 
characterizing interference between pairs of FlightAreas, associated with Missions. Generation of 
the CoverageMaps is computationally intensive. The sam-server-components module 
continuously runs a CoverageMap generation function in the background. At the time of frequency 
deconfliction, SAM conducts a search to match the attributes of these previously-generated 
CoverageMaps with the frequencies being spatially deconflicted.  
To support the Inter-Range Deconfliction feature, SAM instances at neighboring ranges support 
interfaces with one another, over which they run an Inter-Range Frequency Request protocol. To 
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support the SAM<->ASAM radio API, sam-server-components supports a broadcast TENA (Test 
and Training Enabling Architecture) interface for this purpose.  
 

III. SUMS – MAJOR FUNCTIONS AND CAPABILITIES 
Verification of Spectrum Usage 
In the past the ranges have relied on archives of past mission planning data to provide a report on 
spectrum usage. This approach has not worked well for spectrum defense, raising the question of 
the gap between planned usage and actual usage of spectrum. The discrepancy between planned 
and actual may be caused by cancelled or delayed flights, excessive time buffering in assignment 
requests by test engineers, the lack of demarcation of the space in which the spectrum is used, and 
potential illegal use of spectrum by unscheduled transmitters. To correct this problem, SUMS 
supports a sensing network, whereby it detects telemetry RF signals over-the-air at the time of 
Mission execution, and attempts to correlate them with planned FreqAssignments.  
The SUMS sensor network consists of two types of sensing devices: telemetry receivers and 
scanning sensors. SUMS has the capability to support a passive interface to each of the telemetry 
receivers used by ground stations at the test range. The SUMS interface does not read the actual 
telemetry data feed. Rather, it monitors the receiver for requests to receive, capturing the center 
frequency and bandwidth in each request. Further, it monitors for an indication from the receiver 
that telemetry data is actually being received. Typically, this attribute is the automatic gain control 
(AGC) value.  
When the AGC value goes from low to high, the interface software notes the current time, as the 
startTime of an Emission. When the AGC value goes from high back to low, the interface notes 
the current time, as the endTime of the Emission. The interface stores the Emission as an object in 
the SUMS database.  

 
Likewise, SUMS takes advantage of 
the scanning sensors, currently being 
deployed experimentally at some 
ranges, for over-the-air verification. 
Unlike the telemetry receivers, the 
scanning sensors may be tasked to 

scan a variety of frequencies at the same time. The advantage of this is that the scanning sensors 
may be able to detect unauthorized uses of the telemetry spectrum. Like the telemetry receiver 
interface, the scanning sensor interface notes the startTime, centerFreq, bandwidth, and endTime 
of any Emission it detects over-the-air, and stores the resultant Emission object in the database.  

The Correlation Function 
The SUMS Correlation Function attempts to match each Emission with a planned 
FreqAssignment. The Function runs periodically as a daemon. Each Emission object has a 
correlation status (corrStatus) attribute, which reports the state of attempting to correlate the 
Emission object. To begin with the corrStatus for each Emission object is PENDING. When the 
Correlation Function runs, it sweeps up all the Emission objects in the database with a corrStatus 
of PENDING, and attempts to correlate each one. Once an attempt to correlate an Emission has 

 
Figure 2: Telemetry Receiver Used by Ground Stations. 
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been made the corrStatus is changed to CORRELATED or NOT_CORRELATED. In the latter 
case, the Correlation Function was unable to find a matching FreqAssignment. The relationship 
between planned FreqAssignments and observed Emissions is fuzzy, and the Correlation Function 
has to develop a set of rules and heuristics from experience, over time. 

 
Figure 3: Time Frequency Chart, Planned FreqAssignments vs Actual Emissions. 

Figure 3 is an example of a SUMS Time Frequency Chart, showing planned FreqAssignments, 
overlaid with Emissions. The X axis shows time, spanning a single day in the recent past. The Y 
axis represents the telemetry spectrum allocation for a test range. Each of the colored blocks 
represents a FreqAssignment. Blocks of the same color represent FreqAssignments belonging to a 
particular Mission. The Emissions discovered in actuality by the sensor network are overlaid as 
grey blocks. The baseline algorithm for the Correlation Function is as follows:  
A query is run on the database to discover all Emissions with a corrStatus of PENDING. For each 
such Emission object, SUMS searches the database for a FreqAssignment object which overlaps 
with the Emission object in time and frequency. If multiple FreqAssignments overlap, the one with 
the largest overlap is chosen as being correlated with the Emission. However, there are a number 
of use cases, that the Correlation Function has to support in addition. The use cases are marked in 
Figure 3 as a), b), c), d).  
For each Emission object, the Correlation Function creates a result, which is stored in attributes of 
FreqAssignment. These are: verFlag, and verText. The verFlag is a Boolean which indicates if the 
FreqAssignment has been verified. This occurs when it is positively correlated with an actual 
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Emission over-the-air. The verText attribute provides a reason string for the verification (or lack 
of verification). Example values of the verText are:  

• TEL_RECVR_VERIFIED – Verified by telemetry receiver.  
• SCAN_SENSOR_VERIFIED – Verified by sensor. 
• OPS_STAFF_VERIFIED – Verified by operational staff.  
• UNVERIFIED – Could not be verified by the Correlation Function.  

 
The SUMS Query and Reports Capabilities 
Having collected archived FreqAssignments and Emissions in its data repositories, SUMS 
supports Query and Reports features, which provide usage metrics on the data collected thus far.  

 
Figure 4. The SUMS Query Screen, Displaying Two Usage Metrics and the Spatial Occupancy. 

SUMS supports the displaying and reporting of ~30 different usage metrics. These metrics are 
based on the Spectrum Management Metrics Standard [5]. In the course of the SUMS project we 
extended this set to include metrics which take verification into account.   
Figure 4 shows a screen print of the SUMS query screen, displaying the spatial occupancy of the 
queried spectrum in the background and two usage metrics: Spectrum Utilization by Date and 
Verification Method. The Spectrum Utilization by Date metric shows 3 different measures of the 
percentage of available spectrum used each day, extending over the period of a month. The 
Verification Method chart shows the percentage of FreqAssignments that could be successfully 
verified by SUMS, with each verification method. It also the shows the percentage of 
FreqAssignments that were unverified. The side-panel on the right of the screen allows the user to 
enter the parameters of the spectrum usage query. These are startTime, endTime, band name, and 
a spatial extent.  



 
 

7 
 

The SUMS Reports capability generates a printable PDF report of spectrum usage over a query 
period. As before, a retractable side-panel allows the user to select the time-interval of the Report, 
along with the bands and the usage metrics that are to be presented. The Report is designed to be 
what a frequency manager would like to see on her desk on a monthly basis.  

 
Figure 5. SUMS Report Summary Table.  

Figure 5 shows the Report Summary Table. The key column is the Average Daily Spectrum 
Utilization. This provides the monthly average of the percentage of the spectrum that was occupied 
over the course of the day, taking into account expected spectrum fragmentation. The Peak 
Utilization provides the monthly average of the percentage of the spectrum occupied at the time 
of peak traffic each day, taking spectrum fragmentation into account. 
 

IV. SAM – MAJOR FUNCTIONS AND CAPABILITIES 
The SAM Time Frequency Chart 

 
Figure 6. The SAM Time Frequency Chart. 
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The primary purpose of the SAM system is to allow the user to deconflict planned 
FreqAssignments. Figure 6 shows a screen shot of the SAM Time Frequency Chart, which is the 
primary panel for deconflicting.  
The X axis of the Chart is a dynamic time scale. The Y axis is a frequency scale, covering the 
spectrum band allocations of the test range. Each rectangular block represents a FreqAssignment. 
By hovering the mouse over a block the user can get a quick summary of the FreqAssignment. A 
block is also selectable. In that case all the attributes of the FreqAssignment are displayed in the 
Deconflict and Details tabs of the retractable side-panel on the right.  
The Chart displays FreqAssignments of the present test range as well as FreqAssignments of 
neighboring ranges if that data is available. The View tab on the retractable side-panel allows the 
user to select a particular view of the assignments. Example views are: 

• The Present Range View. This shows FreqAssignments belonging to the present range 
in a blue color. In the event of a time-frequency overlap with a FreqAssignment of 
another range, it shows the FreqAssignment of the other range (in beige) and the time-
freq overlap. The view filters out all non-conflicting FreqAssignments from other 
ranges, allowing the frequency manager to focus on deconflicting her own range.  

• The All Ranges View. This view simply shows the FreqAssignments of the present 
range in blue and the FreqAssignments of all other ranges in beige.  

An overlap between two FreqAssignments is colored black if the assignments conflict. It is colored 
white if the assignments do not conflict for a particular reason, although they overlap in time-
frequency. Examples of such reasons are: 

• Enough spatial separation between the two sets of mission flight areas, that 
interference, over the course of the missions, is tolerably low.  

• Non-adjacent ranges.  
• An eventuality that the missions can tolerate co-interference for certain combinations 

of flight areas.  
SAM enables the frequency manager to manually deconflict by appropriately selecting a 
conflicting FreqAssignment and dragging it to a new location on the Time Freq Chart. The 
movement of a time-freq box is constrained as follows: 

• The time-freq boxes are locked in place, until the “Adj Freq” or “Adj Time” check-
boxes are checked.  

• A box cannot be dragged outside its spectrum band allocation.  
• To enable neat stacking of FreqAssignments, the boxes will dock with each other, along 

a frequency or time edge.  
• When a FreqAssignment box is moved in time, its sibling FreqAssignments, belonging 

to the same mission, also move, to maintain the same time offset.  
• If a FreqAssignment is dragged over another, a black conflict rectangle appears.  

The Time Freq Chart also supports Auto-Resolve and Auto Assign buttons. If a conflicting 
FreqAssignment is selected and the Auto-Resolve button is clicked, SAM will automatically move 
the FreqAssignment to a deconflicted time-freq position. In doing so, it seeks to minimize 
fragmentation, making optimal use of the allocated spectrum. Likewise, the Auto Assign button 
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selects an optimal time-frequency position for a potential FreqAssignment when the user specifies 
a desired band and bandwidth, via the retractable side-panels.  
Frequency Assignment Optimizations 
SAM uses a constraints and heuristics-based rack-and-stack algorithm to address the NP-hard 
problem of making optimal frequency assignments.  
One possibility would be to conduct an exhaustive search of all N factorial permutations of the 
channel set to be assigned. For each permutation the channels would be assigned in the order 
specified by the permutation, checking against the search constraints. The optimal permutation 
would be selected, based on all (or most) assignments successfully deconflicted, and the least 
fragmentation of the telemetry spectrum.  This approach is impractical from a computing 
perspective because of the potential number of permutations. A busy test range may have as many 
as 50 assignments in a single day.  
In an easier approach, SAM seeks to arrive at the first “good” set of assignments, rather than the 
optimal set. Criteria for a good set require no conflicts and a low level of spectrum 
defragmentation. The search constraints themselves are used in a preliminary filtering process to 
eliminate vast numbers of channel permutations. In the end, only a small number of permutations 
are compared with one another, to arrive at a functional rack-and-stack solution, which minimizes 
fragmentation of the spectrum.  

 
Figure 7. Insertion of a Frequency for the Least Spectrum Fragmentation. 

The constraints used to filter and reduce the search possibilities include the following: 
- Assignments must respect tests that cannot be re-scheduled vs those that can. 
- Assignments must respect frequencies that cannot be moved vs those that can. 
- …must be from within test range allocated spectrum. 
- …must conform to frequency ranges supported by respective RF devices. 
- …must result in minimum disruption – moves – of previous assignments. 
- …when re-scheduling, must move missions forward in time as little as possible. 
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- RF channels from the same test article should be assigned as far apart as possible to minimize 
the effects of interference from spatial adjacency on the same test article.  

Figure 7 shows how a current assignment is inserted into a time-frequency space containing 
previously-determined assignments, such that the insertion results in the least amount of spectrum 
fragmentation. 
Coverage Maps and Calculating Air-to-Ground RF Channel Quality   
To support its RF channel quality prediction feature, SAM makes use of the concept of a spectrum 
‘bin’. A bin is a quantization of space. It represents a cube of airspace at a fixed location above the 
Earth. Typical dimensions are (1 minute of latitude) x (1 minute of longitude) x 2000 meters. From 
a RF perspective, the mid-point of each bin represents all the points within the bin.  
To create a coverage map for a flight area, SAM calculates the RSSI and the SINR for a RF 
emission from each bin in the flight area to the ground station. To calculate RF propagation 
pathloss, SMS uses an algorithm based on the Johnson-Gierhart and Longley-Rice Channel 
Models [1] [2] [3].  

 
Figure 8. Determining Interference with Spatial Separation of Flight Areas. 

 
For each bin in the mission flight plan, there is a non-zero probability that the test article will 
traverse the bin in the course of its mission. Having determined the path-loss, the RSSI at the 
ground station is calculated as:  
RSSI = (Test article xmit power (dBm)) + (xmit antenna gain (dB) + receive antenna gain (dB)  

o (pathloss (dBm)) – (system losses (dBm)) 
Figure 8 shows a scenario where there are two time- and frequency-coincident missions. SINR is 
calculated for each bin in the flight area of Mission 1. For the ‘signal’, the RSSI from the bin to 
the ground station is calculated, as described above. To determine worst-case interference, SAM 
computes the maximum of the RSSIs from each bin in the flight plan of Mission 2 to the ground 
station of Mission 1. Then, 
(SINR for bin 1) = (signal from bin 1) – (worst-case interference from Mission 2) – (noise floor) 

V. REFERENCES 
[1] Triolo, Anthony, Report on Channel Models, Telcordia, March 2011.  
[2] Spectrum Management Metrics Standard, Frequency Management Group (FMG) – Range Commanders Council 

(RCC) 707-14, Apr 2014. 
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ABSTRACT

Due to the widespread use of wireless technology, cellular networks are overloaded. Independent
measure campaigns found that non-cellular frequency spectrum bands are underutilized. Fixed
spectrum radio technology limits effective use of the allocated spectrum; cognitive radio
technology allows adaptive changes to the communication channel such that the radio can
operate in underutilized spectrum. This paper examines the technology of cognitive radio and
analyzes how the technology can be used to optimally reduce current radio spectrum congestion.
Techniques such as spectrum sensing, spectrum management, and adaptive power control enable
the optimal use of radio spectrum, thus solving limitations in modern communications.

INTRODUCTION

Traditionally, the Federal Communication Commission (FCC) of the United States and other
international institutions regulate the use of radio frequency (RF) spectrum. Licensed users, or
primary users, are assigned fixed spectrum bands for transmission; to prevent transmission
interference on these channels, unlicensed users are not allowed to utilize these bands. In more
recent times, the FCC and other independent measure campaigns have found that many
frequency bands are largely or partially unoccupied during certain times or at specific locations,
while the remaining bands are heavily used [1]. The underutilization of some channels presents a
limitation in the RF spectrum architecture as more and more applications require wireless
communication. By using the technology of spectrum sensing, spectrum management, and
adaptive power control, cognitive radio enables the optimal use of the radio spectrum, thus
solving the current limitations in modern communications.

I. WHAT IS COGNITIVE RADIO

Cognitive radio can be defined as emerging RF technology that intelligently analyzes and adapts
to the current spectrum environment. The goals of this technology are to increase the reliability
of communications when needed and to efficiently utilize the radio spectrum. Cognitive radio
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changes parameters such as transmit power, carrier frequency, and modulation strategy to
optimize its objectives [1]. The key technologies in cognitive radio are spectrum sensing,
spectrum management, and adaptive power control.

A. SPECTRUM SENSING

A current inefficiency in the RF spectrum are spectrum holes: frequencies that are reserved for a
primary user but are not utilized at specific times and locations [1]. Cognitive radio consists of
technology that enables the use of unoccupied channels through spectrum sensing. Spectrum
sensing is the process of analyzing bands of the radio spectrum to identify spectrum holes or
spectrums that are under-utilized. Observations about the spectrum holes should be made such
that the spectrum can be characterized, and the cognitive radio can then operate at the available
channel. In addition, if the cognitive radio transmission is modified to operate at the available
channel, spectrum sensing should continue to determine if the primary user of the channel
returns to transmit [2].

B. SPECTRUM MANAGEMENT

Building on spectrum sensing, another key element of cognitive radio is spectrum management.
Spectrum management is the process that modifies radio parameters to fulfill the objectives of
cognitive radio. The first state of this process is spectrum sensing to determine spectrum hole
information or primary user transmission. If the primary user is detected, then the state of
spectrum mobility is initiated, followed by the state of spectrum analysis. If a spectrum hole is
detected in the spectrum sensing state, the next state is also spectrum analysis. Spectrum analysis
must determine whether to continue spectrum sensing or to change the transmission parameters,
by using both the information of spectrum holes and the primary user occupation. The next state
is spectrum decision, which then modifies the carrier frequency and modulation depending on
the channel capacity [2]. This process surmises cognitive radio functionality to best utilize the
RF spectrum.

C. ADAPTIVE POWER CONTROL

A constraint of cognitive radio is that the transmit power of the signal must not cause
interference with the primary users’ transmission. Furthermore, the cognitive radio must have
sufficient transmit power such that the signal can be received by the intended recipient [3].
Spectrum sensing and management are also factors in the output power of cognitive radio.
Changing the frequency depending on available channels results in power changes of the output
signal. Thus, a key technology of cognitive radio is adaptive power allocation and control.

II.    APPLICATION OF COGNITIVE RADIO

A. ADVANTAGES
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The main advantage of cognitive radio is providing optimal use of the RF spectrum. Spectrum
holes are a considerable deficiency in the current RF network. By transmitting on these
under-utilized channels, cognitive radio reduces congestion on channels of fixed-spectrum
technology.

Another advantage of cognitive radio stems from the adaptive power control; after determining
the appropriate power to follow the constraints in the section above, cognitive radio could
operate at the lowest power acceptable. Lower power conserves resources for cognitive radio,
but also reduces eavesdropping of the transmission. Low powered signals are difficult to detect at
far distances; thus, this reduces unwanted receivers from picking up the transmission.

B. DISADVANTAGES

One disadvantage of cognitive radio is that the FCC has currently allowed cognitive radio
operation only in the unused TV spectrum. The FCC has strict guidelines, for example, requiring
access to a database of unused channels before transmission, and transmission power limits for a
sensing-only device [4]. These current guidelines restrict the possibility of using cognitive radio
in other bands to further optimize the RF spectrum. For cognitive radio to reach its full potential,
more complex standards and company cooperation will be critical.

Another disadvantage of cognitive radio currently is that spectrum sensing is prone to fault in
practice. One fault is a false-alarm event, in which the cognitive radio fails to utilize a channel
that is unoccupied. Another fault is a miss-detection event, in which the cognitive radio fails to
identify a primary user’s transmission, leading to illegal interference on that channel [5]. These
faults result in unwanted operation of the cognitive radio and must be addressed.

C. CURRENT RESEARCH TOPICS

Current research topics on cognitive radio offset the disadvantages above. As research develops
further, the FCC is likely to reevaluate the allowable bands for cognitive radio in the interest of
the prospective advantages. To address the issue of the above faults in cognitive radio, numerical
methods have been developed through research to determine achievable rates and outage
probabilities of a cognitive radio with imperfect spectrum sensing [5].

Another area of research is the use of deep learning for automatic modulation classification.
Deep learning may allow the cognitive radio to determine the modulation type quickly with a
high accuracy, to see if the ideal frequency is allowable to be used. For example, if a licensed
frequency was being used at a very low power by a primary user, a cognitive radio that detects
usage solely on the power of the signal may not identify the primary user, causing a
miss-detection fault. However if the cognitive radio was programmed to determine which
modulation classification the low power signal was using, it could detect whether actual data was
being transferred over it or not. Current research in deep learning intends to make the
classification faster so that a new unused frequency can be detected.

3



Moreover, research is ongoing to determine how cognitive radio can enable further development
of the Internet of Things (IoT). As the IoT evolves, an increasing number of devices require
wireless communication [2]. The frequency spectrum is an important resource for wireless
communication; however, available frequency spectrum is currently scarce due to FCC
allocation. The integration of cognitive radio in this context would alleviate the current strain on
the frequency spectrum, and thus is a relevant research topic.

CONCLUSION

Cognitive radio is an emerging communication protocol that consists of spectrum sensing,
spectrum management, and adaptive power control. These properties interact to increase the
reliability of communications and to efficiently utilize the radio spectrum. The application of
cognitive radio is still in its infancy, as more research is required to best use the technology
according to FCC standards. As cognitive radio research matures, and the FCC widens the
allowable usage, this communication protocol will solve the current limitations of the RF
spectrum.
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ABSTRACT 
 
Abstract: Flight test results on an Aeronautical Mobile Telemetry (AMT) system employing 4G 
Long Term Evolution (LTE) Cellular Technology are presented. The AMT system comprises a 
ground network of Commercial Off-The-Shelf (COTS) cellular base stations. Very high Doppler 
shifts due to the high speed of the Test Article (TA) are handled by an appliqué front-end to a 
COTS mobile transceiver. Doppler compensation allows seamless operation of LTE as the TA 
traverses the coverage area. An uninterrupted radio link as well as high bi-directional data rates 
were achieved even at a distance of 60 Km between the base stations and the TA. The results 
clearly demonstrate that the system can sustain an uninterrupted LTE connection at Doppler shifts 
that are much higher than what typical commercial LTE systems can support. The 4G system 
featured in this exercise has a direct extension to 5G technologies. 
 

1. INTRODUCTION 
 
We present a successful prototype implementation of Aeronautical Mobile Telemetry (AMT) 
employing a 3GPP 4G-LTE-based wireless communication infrastructure. The key challenge we 
address in this implementation involves handling the very high Doppler shifts that are prevalent in 
typical AMT scenarios. Commercial LTE equipment, especially the base station receivers, is 
typically designed to handle Doppler shifts that are only a small fraction of the subcarrier spacing 
of 15KHz – these values represent Doppler shifts encountered by moving cars and high speed 
trains that usually travel at speeds below 250Km/hr.  (LTE base stations are also referred to as 
eNodeBs or eNBs.) In contrast, in AMT use cases, Doppler shifts can easily reach several kHz, 
especially at higher carrier frequencies.  In such circumstances, the eNB receivers cannot decode 
the uplink signals they receive over the air interface unless the frequency deviation from the 
nominal center frequency is somehow brought within their acceptable Doppler range. 
Our solution to the problem of high Doppler shifts includes a Doppler Estimation and 
Compensation (DEC) appliqué (see [1], [2]) that is inserted between the antennas and the 
corresponding transmit/receive ports of the LTE terminal located at the TA. The appliqué estimates 
the Doppler shift by processing uplink (UL) signals transmitted by the LTE terminal and 
proactively compensates for it on the signals it passes to the antennas from where they are 
transmitted towards the eNB. As a result, when these signals arrive at the eNB receiver, their center 
frequency is close to the UL frequency reference where the eNB expects to receive them. The 



appliqué has its own stable and accurate frequency reference, and has been designed to work with 
COTS LTE terminals. This arrangement ensures that the COTS LTE terminal located at the TA 
end of the link needs little to no alteration. 
The rest of this paper is organized as follows: In Section 2, we present the problem of high Doppler 
shifts in AMT, and describe our appliqué-based solution to this problem. In Section 3, we describe 
the field test setup that was implemented to test the appliqué-based solution in multiple operating 
conditions. The results of the flight test and their analysis are presented in Section 4, followed by 
a summary of our conclusions. 
 

2. THE DOPPLER COMPENSATION APPROACH  
	
Figure	1 schematically depicts the Doppler problem in AMT.		

		

	
Figure	1:	Schematic	of	the	Doppler	Problem	with	a	Commercial	LTE	Device	

As shown in Figure	1, the base station (eNB) transmitter transmits the downlink (LTE DL) signal 
at the corresponding reference (carrier) frequency, denoted by	𝑓!"#$% .	The wireless channel adds a 
Doppler shift (𝑓$) to this reference frequency so that when the LTE DL signals arrive at the TA 
transceiver, the carrier frequency appears to be	𝑓!"#$% + 𝑓$ .	The TA receiver derives its frequency 
reference from this perceived carrier frequency so that when it transmits uplink (LTE UL) signals 
toward the base station, the uplink carrier frequency gets shifted from the correct LTE UL 
reference frequency	(	𝑓!"#&% )	by an amount equal to 𝑓$ .	Thus, the carrier frequency associated with 
the LTE UL signals transmitted by the TA transceiver equals	𝑓!"#&% + 𝑓$ .	(While	this	description	
is	applicable	to	a	Time	Division	Duplex	(TDD)	LTE	system,	extensions	to	Frequency	Division	
Duplex	 (FDD)	are	 straightforward.)	 	Over the path to the base station receiver, the wireless 
channel adds another Doppler shift	(equal to	𝑓$	Hz)	to these signals, so that when they arrive at 
the base station receiver, the effective LTE UL carrier frequency	(from the viewpoint of the base 
station)	is	𝑓!"#&% + 2𝑓$ .	In other words, the LTE UL signals received by the base station are away 
from the expected carrier frequency by twice the Doppler shift associated with the wireless 
channel.	
Inability to deal with a high Doppler shift is essentially an eNB problem. We have observed that 
commercial LTE terminals are able to track Doppler shifts of several kHz in the downlink (DL) 
signals and set their (derived) center frequencies in accordance with those shifts. However, eNB 
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receivers typically fail to decode the UL signals received over the air interface if they deviate from 
the corresponding reference frequency (	𝑓!"#&% ) by more than a few hundred Hz. Our appliqué-based 
solution leverages the LTE terminals’ ability to track large deviations in the DL center frequency 
to estimate the Doppler shift, and then compensates for it on the outgoing UL signals so that they 
arrive at the eNB with near-zero deviation from the correct frequency reference. 
A schematic illustrating how the appliqué-based Doppler estimation and compensation scheme 
mitigates the Doppler problem is shown in Figure 2. 

	
	
	
	
	
	
	
	
	

As shown in Figure 2, the DEC appliqué is placed between the LTE terminal’s antenna unit and 
transmit-receive ports. It works as follows: The appliqué passes the DL signals received from the 
eNB essentially unchanged to the LTE terminal’s receiver. The receiver derives its frequency 
reference from the received DL signal so that the Doppler shift of  𝑓$ in the DL signal is also 
reflected in the UL signals transmitted by the TA’s LTE transmitter. Thus, the carrier frequency 
of these UL signals is	𝑓!"#&% + 𝑓$ . The appliqué has a stable and accurate local oscillator that 
provides an accurate frequency reference. It samples the UL signals transmitted by the TA 
transmitter and processes them to estimate the amount by which these signals have deviated from 
the correct reference, i.e. from	𝑓!"#&% . That is, the appliqué estimates the Doppler shift 𝑓$ , and 
applies a frequency compensation of −2𝑓$  to the UL signals before transmitting them toward the 
desired eNB. Thus, the signals transmitted by the terminal’s antenna have their center frequency 
at	𝑓!"#&% − 𝑓$. Since the wireless channel adds a Doppler shift of 𝑓$, when the UL signals arrive at 
the desired eNB, their carrier frequency is close to	𝑓!"#&% , the correct UL carrier frequency.  
 
 
 

3. THE VELOCITE LTE AIRBORNE TRANSCEIVER 
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The Doppler compensation is implemented in an FPGA-
based signal processing block, which controls the RF 
path of a commercial COTS 4G LTE UE modem. 
Frequency translation to the desired (non-3GPP 
standardized) C-Band and a high-power amplifier are 
also incorporated into the unit. The airborne transceiver 
unit is fully self-contained requiring only two RF 
external connections to the antennas. The overall 
airborne transceiver unit has currently evolved into its 
second generation design under the Velocite airborne 
transceiver label and has undergone environmental 
testing for an array of flight scenarios.   
 
 

3. DESCRIPTION OF FIELD TEST SETUP 
	
After the completion of laboratory testing and verifying the validity of the approach in emulated 
flight conditions, we proceeded to field deployment and testing at Edwards AFB. We installed a 
private LTE network comprising three eNBs (i.e. 3 cells) operating in C-Band.  Each eNB was 
equipped with broad-beam antennas with 70-degree beam-width in both azimuth and elevation. 
There were four receive and two transmit antennas at each eNB as shown in Figure 4 below. 

	
	

Figure	4:	LTE	eNB	Installations	

The	three	cells	were	arranged	so	as	to	provide	coverage	during	take-off	and	landing	and	to	
cover	the	airspace	in	the	north	area	of	Edwards	AFB.	The	nominal	coverage	range	is	color-
indicated	in	Figure	5	below	along	with	the	implied	antenna	pointing	directions	for	the	three	
cells.	This	 limited	3-cell	network	deployment	provided	 sufficient	 coverage	 for	an	aircraft	
flying	a	variety	of	maneuvers	in	the	air	while	maintaining	the	radio	link.		
We	used	a	C-12J	twin	turboprop	aircraft	flying	at	maximum	of	253kt.	Two	antennas	were	
installed	at	the	aircraft	and	connected	with	the	airborne	transceiver	unit.	Due	to	the	antenna	
positioning,	we	experienced	airframe	shadowing	that	interrupted	the	radio	link	during	some	
maneuvers	in	the	air.		
	

 

Figure	3	Velocite	LTE	Airborne	Transceiver 



	

The other elements of the LTE-based AMT system included backhaul links, and an Evolved Packet 
Core (EPC). The EPC represents the LTE core network and comprises key elements such as the 
Mobility Management Entity (MME), the Serving Gateway (SGW), and the Packet Data Network 
Gateway (PGW). The LTE network parameters and key performance indicators were visible to 
and managed externally. An additional functional block called Integrated Cellular Network 
Controller (ICNC) was used for supervision and exercising network event controls such as 
handovers. The LTE core network and ICNC were installed in a different location in Edwards 
AFB were backhaul access from all cell sites was available.  

 

For the flight testing, the Velocite LTE airborne transceiver was rack-mounted on the C-12J and 
flew a series of flight paths over two days of testing. In Figure 6, the trajectory covered in part of 
the first of two days of testing is shown in a 3-dimensional red line superimposed on the 
visualization feature of the supervision and network control, ICNC, controller.  

Figure	5:	Nominal	Coverage	Area	and	Antenna	Directions	in	the	AMT	System	

Figure	6:	A	Representative	Flight	Path	Used	in	the	Flight	Tests	



4. RESULTS OF THE FIELD TESTS 

Selected	 in-flight	 segments	 of	 the	 flights	 during	 the	 days	 of	 testing	 are	 discussed	 in	 this	
section.	The	segments	analyzed	exhibit	some	of	the	key	behaviors	and	are	described	in	detail	
below.			
Take off segment.  

Figure	7	shows	the	takeoff	segment	as	recorded	by	actual	GPS	and	aircraft	parameter	data	
(Time,	 Speed,	 Position,	 Information	 –	 TSPI)	 data	 and	 projected	 on	 to	 CeRTN’s	 ICNC	
visualization	map.	Figures	8-11	show	the	 time	series	of	 the	 individual	 test	data	collected	
during	this	segment.	The	time	series	are	plotted	with	actual	local	time	stamps	and	all	plots	
are	aligned	using	their	respective	time-stamps.	The	thicker	red	line	indicates	the	start	of	the	
segment.	In	particular,	Figure	8	shows	the	signal	strength	RSRP	from	the	connected	eNB	and	
all	 the	 neighbors	 that	 are	 visible	 to	 the	 transceiver.	 Successful	 handovers	 are	 shown	 in	
vertical	green	lines,	while	orange	lines	indicate	failed	handovers.	Figure	9	shows	the	distance	
of	the	TA	to	two	different	cell	sites	as	calculated	by	TSPI.	Distance	as	reported	by	Timing	
Advance	reports	at	the	connected	eNB	is	also	plotted	in	same	graph.	It	is	interesting	to	note	
the	accuracy	and	consistency	of	the	distance	estimate	based	on	Timing	Advance	with	respect	
to	 the	 TSPI	 generated	 distance	measurement	 (error	within	 200-300	meters	most	 of	 the	
time).	Figure	10	is	an	important	plot	showing	Doppler	of	the	TA	as	calculated	by	TSPI	and	
compared	against	the	Doppler	estimates	(white	dots)	that	the	appliqué	measures.	While	the	
aircraft’s	flight	path	produced	Doppler	variations	between	-1850Hz	to	1850Hz,	the	appliqué	
has	consistently	tracked	the	connected	eNB	and	
quickly	adjusted	to	a	new	eNB	on	handovers	or	
connection	re-establishments.	Figure	11	shows	
the	 data	 throughputs	 on	 the	 air	 to	 ground	
(uplink)	and	ground	to	air	(downlink)	that	had	
been	generated	by	the	bi-directional	iPerf	tool	
and	recorded	on	the	receiver	side.	Instances	of	
continuous	 20-second	 zero-throughput	
segments	is	a	by-product	of	the	technique	used	
to	 regularly	 reset	 iPerf	 so	 as	 to	 obtain	
independent	 throughput	 in	 averages	 of	 short	
segments.	 Figure	7	Take-off	segment	



	

	
Figure	8:	Takeoff	segment	–	RSRP	and	Handovers	(Green	=	Successful)	

	
Figure	9:	Takeoff	segment	–	distance	from	base	stations	(GPS	and	estimate	from	TA)	

	
Figure	10:	Takeoff	segment	–	Doppler	shift	



	
Figure	11:	Takeoff	segment	–	Throughputs	

Flying-out-of-coverage segment.  

In	this	segment,	the	aircraft	makes	a	clockwise	turn	in	front	of	the	
north	facing	cells	before	heading	straight	north	flying	in	a	straight-
line	away	 from	the	eNBs	 in	a	northbound	direction	as	 shown	 in	
Figure	12.	The	data	collected	from	the	ICNC	logs,	TA	appliqué,	TSPI	
and	derived	parameters	are	shown	in	Figures	13-17.	It	should	be	
noted	that	the	TA	appliqué	maintained	track	of	the	eNB	even	near	
the	maximum	Doppler	 reached	 (1850Hz)	while	 the	 aircraft	was	
flying	near	its	maximum	speed	of	253	knots.	The	TA	maintained	an	
active	RF	link	up	to	a	range	of	60Km	from	eNB2.		
The	traffic	throughput	observed	on	the	ground	achieved	a	peak	of	
around	 28	 Mbps	 when	 the	 TA	 was	 near	 eNB2	 and	 reduced	 to	
around	5Mbps	at	the	60	Km	point.	Simultaneously,	the	throughput	
delivered	to	the	TA	was	up	to	a	maximum	of	8	Mbps	and	reduced	
to	2	Mbps	at	60	Km.	
	The	 RSRP	 plot	 also	 indicates	 a	 few	 instances	 of	 successful	
handovers	between	eNB1	and	eNB2.	

	
Figure	13:	Doppler	Shift	during	maximum	range	flight	segment	

Figure	12:	Fly	out	of	Range	
Segment	



	
Figure	14:	Distance	(based	on	GPS	data	and	eNB	timing	advance)	during	maximum	range	

flight	segment	

	
Figure	15:	RSRP	and	handovers	(Green	=	Success,	Orange	=	Failure)	

	

	
Figure	16:	Max	range	segment	uplink	throughput	

	
Figure	17:	Max	range	segment	downlink	throughput	

CONCLUSION 
 



A	flight	test	of	the	airborne	transceiver	prototype	for	the	Cellular	LTE	Range	Telemetry	effort	
was	conducted	at	Edwards	AFB	on	October,	2019.	The	ground	network	consisted	of	three	
cellular	LTE	4G	base	stations	covering	the	broad	area	of	North	Edwards	and	the	flightline	for	
coverage	 during	 takeoff/landing.	 A	 C-12J	 was	 outfitted	 with	 a	 standard	 COTS	 LTE	
transceiver,	enhanced	with	a	Doppler	compensation	appliqué	and	frequency	translation,	and	
RF	 power	 amplifier	 components.	 The	 aircraft	 executed	 a	 series	 of	maneuvers	 through	 a	
sequence	of	test	points	reaching	a	peak	speed	of	253	knots	ground	speed.	The	LTE	network	
operated	in	C-Band,	providing	a	full	duplex	(air-to-ground	and	ground-to-air)	radio	link	over	
a	single	20	MHz	bandwidth	channel	in	Time-Division-Duplex	(TDD)	mode.		
Analysis	of	the	test	results	shows	an	air-to-ground	link	peak	data	rate	of	28	Mbps,	with	an	
average	sustained	data	rate	above	13	Mbps	 for	 the	majority	of	 the	 flight.	A	simultaneous	
ground-to-air	link	was	maintained	in	the	same	20	MHz	band	with	a	peak	data	rate	of	6	Mbps,	
and	 a	 3.5	 Mbps	 average	 data	 rate.	 A	 60	 Km	maximum	 radio	 link	 distance	 was	 reached	
delivering	a	5	Mbps	air-to-ground	data	rate	at	near	maximum	aircraft	speed	and	distance	
with	worst	case	Doppler	(aligned	radio	link	and	flight	path	axes).	The	C-12J	reached	nominal	
cruising	 speed	of	 200-220	knots	 ground	 speed	 that	produced	Doppler	 shifts	which	were	
significantly	 higher	 than	 what	 typical	 commercial	 LTE	 systems	 can	 support.	 During	 the	
aircraft’s	flight,	the	airborne	LTE	transceiver	transitioned	its	radio	link	between	the	three	
cells,	performing	a	large	number	of	successfully	executed	handovers.	For	the	majority	of	the	
flight,	 the	 combination	 of	 the	 Doppler	 compensation	 at	 the	 airborne	 transceiver	 and	
handovers	provided	an	uninterrupted	radio	link	in	both	directions.		The	airborne	transceiver	
experienced	 a	 small	 number	 of	 radio-link	 losses	 attributed	 primarily	 to	 temporary	
shadowing	by	the	airframe	during	turns.		
Overall,	 the	 flight	 test	 provided	 a	 positive	 confirmation	 that	 an	 airborne	 COTS	 LTE	
transceiver	can	successfully	operate	with	the	addition	of	a	Doppler	compensation	applique	
at	high	speeds	 (current	Doppler	appliqué	 implementation	 is	engineered	 to	support	up	 to	
Mach	 1.5	 ground	 speed	 in	 C-Band).	 The	 LTE	 ground	 network	 of	 base	 stations	 handled	
mobility	management	(handover)	aspects	and	provided	continuous	and	seamless	operation	
while	the	aircraft	 traversed	the	different	coverage	areas	of	 the	cells.	A	single	LTE	ground	
station	was	shown	to	provide	coverage	over	a	significant	geographical	area	with	60	Km	cell	
radius.	Additional	flight	tests	at	higher	speeds	and	dynamics	are	planned	for	the	near	future.		
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ABSTRACT

Data collected from a solar-powered vehicle is monitored in real-time using a graphical user
interface, which allows for a better understanding of the vehicle's status. This paper discusses
improvements to the accessibility of the solar-powered vehicle's telemetry system. Internal
vehicle systems collect data, which is transmitted over an IEEE 802.11N 5GHz network to an
external system on a chip (SoC). The SoC runs custom telemetry software and hosts a webpage
that displays received data. Devices connected to the same network have the ability to view the
telemetry data via WebSocket API on the webpage. This allows for different devices to access
the telemetry data without the need for specific software to be installed.

Keywords: Solar-Powered Vehicle, WebSocket API, System on a Chip (SoC)

INTRODUCTION

The Missouri S&T Solar Car Team is a student-led organization at the Missouri University of
Science and Technology. The students on the team design and build solar-powered vehicles with
the intention of competing in two different competitions. The competitions include the Formula
Sun Grand Prix [1] and the American Solar Challenge [2]. The Formula Sun Grand Prix is a
track race that is hosted annually and the American Solar Challenge is a cross-country race that
is hosted bi-annually.

The Missouri S&T Solar Car Team has been creating solar-powered vehicles since 1991. In total,
the team has constructed thirteen different solar-powered vehicles [3]. Each new solar-powered
vehicle is designed to be more efficient and reliable than the previous vehicle. The team’s most
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recent solar-powered vehicle is named Independence [4]. This vehicle has a solar array with a
maximum output of 910 Watts and a battery capacity of 5.4 kWh [4].

Figure 1 - Independence

Telemetry is essential to improving a solar-powered vehicle. The competition at the Formula Sun
Grand Prix and American Solar Challenge has increased due to the complexity of the designs of
solar-powered vehicles in recent years. Teams that have access to telemetry data during
competitions are able to make strategic decisions that could impact the performance of the
solar-powered vehicle. It is vital to have easy access to the solar-powered vehicle’s telemetry
data to keep up with competition.

The Missouri S&T Solar Car Team currently utilizes their student-written custom telemetry
software to view the vehicle’s telemetry data. The current custom telemetry software can only be
accessed on computers that have supporting software installed, including Java 8. It is evident that
the custom telemetry software could be improved by eliminating these dependencies.

This paper discusses how the Missouri S&T Solar Car Team’s custom telemetry software can be
improved by eliminating the dependency of supporting softwares, such as Java 8. This
dependency will be eliminated by using a system on a chip and the WebSocket API to host a web
page.

CUSTOM TELEMETRY SOFTWARE

The Missouri S&T Solar Car Team has a custom telemetry software that was designed and
created by students on the team. The software was designed to display real-time data so that
students could make strategic decisions during competitions. This real-time data can also be
helpful for debugging issues with the solar-powered vehicle. The custom telemetry software
displays data such as mph, rpm, and miles traveled. The software also displays information about
the status of the solar-powered vehicle; including motor, solar array, and battery data.
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The user interface for the telemetry software was created with Java Swing [5], a GUI widget
toolkit for Java. Reflections [6] is also utilized for automatic discovery of loading of classes at
runtime. The use of Reflections makes it possible for quick additions to the graphical user
interface. Together, Java, Java Swing, and Reflections create the team’s custom telemetry
software that is easy to make changes to. The custom software’s dependency on supporting
software makes it cumbersome to install on individual computers and reduces flexibility.

Figure 2 - Custom Telemetry Software GUI

SYSTEM ON A CHIP

A system on a chip (SoC) is an integrated circuit which houses the components typical of a
computer, including a central processing unit (CPU), random access memory (RAM), a graphics
processing unit (GPU), input/output (I/O) ports, secondary storage, and a Wi-Fi and cellular
network radio modem [7]. An SoC provides a portable platform on which to develop
technologies and applications, as well as a way to interface with important tools and data.

The Missouri S&T Solar Car Team can utilize an SoC that has been configured with the
dependencies of the custom telemetry software as a portable webpage host. The solar-powered
vehicle’s internal telemetry system will transmit data to the SoC via an IEEE 802.11N 5GHz
network. This webpage is hosted through the use of the WebSocket API and will be able to be
accessed on the same IEEE 802.11N 5GHz network by any network-capable device.

3



The Missouri S&T Solar Car Team will have more freedom to view and utilize incoming
telemetry data from the solar-powered vehicle as a result of centralizing the usage of the custom
telemetry software to a single portable SoC. Any team member will be able to interface with the
webpage quickly and efficiently without becoming encumbered with multiple software
installations. By removing the need to have supporting software installed, the process of
accessing vital data can be streamlined. This will allow any team member to make quicker and
more informed decisions mid-competition.

The specific SoC that has been chosen for this project is a Raspberry Pi 4 Model B. This SoC
was chosen due to its versatility which will enable the team to pursue further development of the
telemetry system in the future. In addition, this SoC has a microSD slot for extra storage, which
allows for enough memory to hold the custom telemetry software and its dependencies on the
SoC. The SoC has two Micro HDMI ports that make it easy to display the custom telemetry
software on multiple monitors. The team plans to use a computer monitor in their work area to
display telemetry data for debugging purposes and as a portable solution during competitions.

Figure 3 - Raspberry Pi 4 Model B

The operating system installed onto the SoC was Raspberry Pi OS, which was previously called
Raspbian. This operating system, based on Debian Linux, is specifically designed for the
hardware that is on the Raspberry Pi 4 Model B [8]. Raspberry Pi OS is a Linux-based operating
system that is open source and free. This operating system was chosen because it is
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recommended by the company that creates the SoC. However, a new operating system can
always be installed if a better option is made apparent.

A 128GB microSD card was used for installing the operating system and the custom telemetry
software and its dependencies. The size of the microSD card led to a few issues with displaying
the operating system on larger monitors as well as an increased boot time on the SoC.
Downsizing the microSD card could improve the performance of the operating system and
eliminate the increased boot time problem.

WEBSOCKET API

The WebSocket application programming interface (API) is a protocol that allows for two-way
communication between a server and a client [9]. Unlike HTTP, the WebSocket API has
bi-directional message support. This feature makes it possible to send messages and receive
responses without having to poll the server for the response. The WebSocket API was chosen
instead of HTTP because it allows for real-time communication without the request/response
overhead that HTTP has. Reducing the delivery time for the telemetry data will allow the team to
make adjustments in a more timely manner.

The Websocket API will be used to transfer telemetry data from the custom telemetry software
hosted on an SoC to a web browser that can be accessed on any network-capable device. Being
able to access the data in realtime will be essential for strategic decision making during
solar-powered vehicle competitions.

Hosting the solar-powered vehicle telemetry data on a web page allows multiple devices to
access the data simultaneously. This is due to the elimination of the supporting software
dependencies that only the host requires. Mobile devices can also gain access to the data. This
was not possible before because Java 8 is not supported on mobile devices.

CONCLUSION

After researching and analyzing the advantages of using a centralized hub for monitoring
telemetry data, it appears that utilizing a system on a chip to create such a system would be
beneficial to the team. Doing so would remove the need for cumbersome custom software
installations on team members’ individual devices, as well as allow for the viewing of data on
mobile devices. The use of WebSocket Protocol to transmit a webpage would allow for efficient
communication of necessary telemetry data to any team member with a network-capable device.
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Going forward, it would be beneficial to consider the performance impacts that creating a
portable telemetry monitoring station would have on the team. This would include preparing an
SoC workstation with all necessary tools and testing the reliability of connection to a webpage
hosted using WebSocket Protocol. All testing would be well documented so that future team
members could make use of it.

The custom telemetry software could be further enhanced by eliminating the dependent
softwares required to run the program on the SoC. The dependencies could be eliminated by
building an image with a docker file [10]. The image would contain all of the dependencies and
could be installed and used on machines without the need of other softwares.
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1 Abstract

Dashboards and head-units in automobiles provide a subconscious accumulation of information to the driver, allowing
for proper operation of the car. Our goal was to create a solution utilizing the effects of pre-attentive processing
in the construction of our Formula SAE (Society of Automotive Engineers) race car to provide the driver with the
necessary information, further advancing the performance of the car. This solution entailed a Raspberry Pi with
a 3.5 inch display connected to the car’s CAN Bus protocol. This protocol was configured to allow the sensors in
the car, such as the throttle position sensor, lambda sensor, etc. to send information to the dashboard. With this
information, we are able to decode and interpret the data into easily interpreted visualizations for the driver using a
stripped down version of Linux and Electron, a tool used for building user interfaces with Node.js.

2 Hardware

Our current Engine Control Unit (ECU), is a MoTeC M150, which is a very common ECU in Formula SAE. The
ECU communicates with the Raspberry Pi via CAN bus. The Pi then displays the relevant information onto the
LCD display.

Figure 1: Hardware Control Flow

Shown above in Figure 1 is our hardware control flow. Our MoTeC ECU collects data from the onboard sensors on
the car and transmits them to an Arduino using CAN Bus. The Arduino is able to interpret these signals through
the use of a MCP2551 controller and decode them into bitstrings. These bitstrings are then sent through USB to
the Raspberry Pi, from which they are then decoded from bitstring into human-readable integers and strings.

Figure 2: Arduino Specifications
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Figure 3: Raspberry Pi 4 Specifications

3 Software

3.1 Motivations

Our requirements for the software solution entailed that 1) the codebase must be easily maintainable and, 2) the
software must be able to run on low-power hardware such as a Raspberry Pi or Arduino. This led us to utilize Node.js,
a server-side solution for running JavaScript, and Electron, a framework for building desktop applications using a
web-based stack (HTML, CSS, JavaScript). Using this stack allows us to satisfy our first requirement as a large
majority of user interfaces are built off of a markup based language, thus leading to a large amount of documentation
available and eliminating some of the ”Bus Factor” that would occur as our team roster changes frequently. Lastly
our second requirement is fulfilled by Electron, allowing for our application to run on various platforms, such as
a Linux based Raspberry Pi. However, while Node.js is very fast, as it is interpreted by Chrome’s V8 JavaScript
Engine, a quicker solution would be to use a tool such as QT or to write the program using a lower-level language
such as c++ directly. These solutions, while providing better overall performance, would end up driving the cost of
operation (as QT is an enterprise solution), and increase the onboarding time for a new member to understand the
codebase regarding the use of a lower-level language.

3.2 Application Architecture

At a high level, our application follows an event-driven architecture listening and responding to various different
events.
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Figure 4: Program Control Flow

Again this utilizes the web-stack such that HTML/CSS controls the layout and styling of our elements and Node.js
delivers our business, rendering, and input/output logic.

3.2.1 Processing

Shown in Figure 4 is a high level abstraction of the control flow our program follows. This beings with our process
module, responsible for handling input/output events shown below in Figure 5.
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Figure 5: Process Module

When the application launches our main method connectToCan() is invoked creating a ”heartbeat” event-listener.
A heartbeat event, in our context, refers to any signals received from our specified serial port. Here if we receive no
signal from the serial port (no heartbeat), the render module will be invoked with an error message notifying the
driver that the dashboard is not receiving any data from the ECU. The program will then check every two seconds
for a heartbeat until one is found.
Once a serial port connection is established, a parser object along with an onData event-listener is created. This
event is handled by the parser provided by the Node.js SerialPort library responsible for processing the input
signals recieved by the serial (I.E converting the electrical signals back into literal bitstrings). The bitstrings contain
information regarding the current status of the car relayed from the ECU such as engine RPM, vehicle speed, and
the current selected gear. Once this information has been parsed from their bitstrings to integers, they are then sent
to render module which itself has specified functions for displaying this information to the driver.

3.2.2 Rendering

Going into another level of abstraction (Figure 6) is our render module, responsible for creating the text and vi-
sualizations for the dashboard. There are five main exported functions for rendering: fillSpeedo(), fillTach(),
fillGear, sendWarning(), and cancelWarning(), and one private helper function mapValue().

5
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Figure 6: Render Module

Fields

Shown above in Figure 6 is our module diagram showing the various fields and functions that are encapsulated by
render. The fields in render correspond to DOM elements in our HTML file, for instance the field speedo corre-
sponds to the HTML div containing the speedometer text. The two ”exceptions” here are canvas and tachBar as
they refer to an HTML canvas and the canvas’ two dimensional context, used for creating the tachometer visualization.

Functions

Shown below in Figure 7 is what our LCD displays to the driver, rendered by manipulating the DOM in our five
main render functions.
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Figure 7: Dashboard GUI

Stated above, there are five main functions for rendering the dashboard content. The functions fillSpeedo(), and
fillGear() are perhaps the simplest of the bunch as they change the HTML text inside their corresponding DOM
elements defined by the module fields speedo and gearElem respectively. However, fillTach() is responsible for
generating the ”tachBar” visualization, as well as filling in the RPM into the tachometer text.
The ”tachBar” (Figure 7 left-most component) is a large rectangle that fills and changes color when the engine speed
gets to a certain limit, signaling the driver to shift gears. This is done by using the HTML canvas to create our
primitive rectangle shapes, then using our helper function mapValue() to map literal engine RPM to a percentage
of the bar that should be filled. The visualization takes advantage of pre-attentive processing, as the change in color
and size of the bar subconsciously attracts the attention of the driver. Changing gears at the right time is not only
imperative to our performance on the racetrack, but also protects the engine from revving either too high or low,
thus this is a situation in which we actively need the drivers attention.

Figure 8: Failed serial port connection

Lastly, shown in Figure 8 above, is an example of the sendWarning() function. This function is invoked with a
string representing an error message to show to the driver. This usually occurs during a critical failure such as an
dead heartbeat signal, as no other information regarding the vehicle will be shown in this state. The applications
will be in this ’failure’ state until the function cancelWarning() is called reverting back to the default screen shown
in Figure 7.

7



3.3 Performance Improvements

This system was powered by a Raspberry Pi Model 4 B, featuring two gigabytes of DDR4 memory, a class 10 SD
card, and 1.5 Ghz quad-core 64 bit CPU, an extremely fast system considering our application. Yet we encountered
two main areas in which we could greatly improve performance and boot time.

3.3.1 Buildroot Linux

Our largest source increasing our boot time (time taken from initial power to application launch) was the operating
system itself. Our original version of this system was powered by Raspberry Pi OS (previously named Raspbian), a
Debian based operating system made specifically for the Raspberry Pi. With this operating system we encountered
boot times of close to 30 seconds before our application was fully running. This was considerably slower than we
aimed to have as if we compared this to our road cars, we expect our headunit/radio to be up and running within a
few seconds of turning the car on.
We believed this latency was due to all of the onboard processes that were set to boot before our main process was
unblocked for launch. This was confirmed by an analysis using systemd’s ’blame’ and ’analyze’ programs. Specifically
the processes regarding wireless LAN, bluetooth, cron jobs, splash screens, and the desktop graphical user interface
were significantly slowing down our boot time. This was originally solved by disabling our wireless LAN, bluetooth,
and splash screens decreasing our boot time to around 20 - 25 seconds, still a relatively long time. At this point we
cannot disable any more services as the operating system, designed to be a full desktop OS, required them. This lead
us to research into Buildroot Linux.
Buildroot Linux is a ”simple, efficient and easy-to-use tool to generate embedded Linux systems through cross-
compilation” (https://buildroot.org/). In other words, it allows us to compile our own custom version of Linux
utilizing only the services/tools we need. For our system to work, our version of Linux required 1) the bare minimum
drivers/process such that our hardware architecture worked (CPU, memory, GPIO, HDMI, wireless LAN, and serial
USB), 2) a windows manager to display our application and 3) binaries for GDB C and C++ as our application is
transcompiled into C++. Once these requirements were configured and compiled, we had our own version of Linux
such that our application could run on boot, yet further performance improvements to boot time could still be made.
Looking into open-source projects that had utilized Buildroot for fast-booting, we came across Furkan Tokaç’s
incredible fastboot project. Shown in Raspberry Pi 3 Fastboot - Less than 2 seconds, Furkan was able to utilize
Buildroot to boot a QT application on a Raspberry Pi 3 in an incredibly fast 2.82 seconds. His article was integral to
getting our to system to fastboot, using and adapting his Buildroot configurations. Our configurations were slightly
adapted from Furkan’s to fit our requirements outlined above by including support for our wireless LAN and USB
serial support as they were omitted from his original build.
These final improvements allowed us to reach a boot time of around 2-4 seconds from initial power to application
launch.

3.3.2 Node.js & External Dependencies

Unfortunately, we were not able to achieve sub two second launch time. We believe this is due to our choice of
development stack, I.E using Node.js/Electron. Node.js is infamously known for having incredibly large dependency
packages, and with Electron essentially rewriting our Node.js code into C++ and machine code, our compiled package
size is around 1.5 GB. Again, while this hinders our performance, we believed that limiting Bus Factor and maintaining
a high level codebase outweighs this downside. However, we tried our best to mitigate ballooning dependency size
by cutting down on some ’luxuries’ that external third party packages offer.

Figure 9: FSAE Dashboard Dependencies

Shown above in Figure 9 is our package.json file listing our installed dependencies1. Twitter’s Bootstrap supplies
our CSS and is included mainly for its’ ease of adapting to various screen sizes. Part of our development pedagogy was

1Not including the dependencies included by the dependencies themselves
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to plan ahead for project scaling, thus bootstrap allows us to develop for a single screen size yet adapt to any size we
may choose without accounting for every possible size, deeming it a necessity. The last two packages are the building
blocks to our project: Serialport is a Node.js library that allows us to setup event handlers and communicate with the
on board serial ports on the Raspberry Pi as explained in the Application Architecture section, and Electron Forge
(listed as electron-squirrel-startup), is the Electron framework itself, allowing us to compile our application
into a desktop executable.
We are able to only use three dependencies by using a large portion of the features built in to modern JavaScript
(ECMAScript 2015) and HTML 5, most notably the use of HTML Canvas. HTML 5’s Canvas was used in favor
of data visualization libraries such as D3.js due to the simplicity of our visualization and the need to cut down on
overall package size. Which in turn, allows us to save computing power and decrease boot time,

4 Critical Information

In a racing situation, certain sensor information is more critical than others. For example, engine RPM tells the
driver when they should shift gears to get the most power out of the engine. The RPM readout is more critical for a
driver than something like the injector duty cycle, and as such is prioritised on the dashboard display. Additionally,
to much information on the dashboard would distract the driver. After consulting the drivers and the ergonomics
lead, we decided that the dashboard would display engine RPM and the current gear, as those are the most important
pieces of information for a driver to have. The RPM would also change color, red indicating the driver should shift
into a higher gear, and blue indicating a shift to a lower gear.

5 Complications

Due to Covid-19, our team had limited access to testing on the actual car, and had to do the design and testing off
the car. We were not able to drive the car with the dashboard attached, and all the CAN communications took place
on a static test bench. Without driver feedback there is no way to know if the data displayed is actually helpful in a
race scenario.

6 Future Works

This year was the first in which our team attempted to create a digital dashboard for our car. Therefore, this is the
very beginning of our project and we plan to continue development to upkeep the system. For the upcoming year
we plan on mounting the dashboard onto the car, and having testing time on the real vehicle. Depending on driver
feedback, the display size and brightness might need to be changed, as well as the graphics and data displayed. Our
plan is to make a system, such that, the dashboard can be easily changed by the drivers to show the information
they see fit. Our current solution requires a whole recompilation of the application to integrate new changes. As
more sensors are implemented onto the car, we hope to add driver controls to switch between different pages of data
on the dashboard. Our use of a Raspberry Pi 4 computer allows us to plan on easily adding these upgrades without
the need of a complete redesign. We are barely using less than half of its available memory, and we will integrate
more features in the future as we see fit.
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MULTI-LAYER DATA-PLANE TELEMETRY COLLECTION 

DESIGN FOR SYTEMS WITH MULTIPLE OBSERVERS 

 

Supriya Kannery (Dell Technologies), Kalyan Gunda (Dell Technologies) 

 

ABSTRACT 

Existing telemetry-related technical discussions focus on how to efficiently collect data from 

multiple systems for a single observer. In this paper, the focus is on a generic telemetry design 

for a single system observed by multiple distinct observers. For example, in a server, a 

management application collects capacity usage-related data while the vendor's telemetry 

application collects hardware-related parameters, license-related data, etc. Multiple observers can 

have both common and unique data set used for observability. As the frequency of collection is 

varied across observers, telemetry collection design needs to have approaches to a) avoid 

“observer effect”, b) use hybrid data collection methods like streaming and pull. We present and 

discuss the pros and cons of different architectures for the use case of multiple observers for 

telemetry collection. Our proposed design uses REST API -based telemetry architecture with 

multi-layer data planes. 

 

KEYWORDS 

Telemetry, Data-plane, Observers, Multi-layer, Collection 

 

 INTRODUCTION 

Multiple observers collecting data from a single source is a prevalent scenario. Examples from 

different areas like Aviation, Healthcare, and Servers are explained in this paper. System 

performance and behavior get impacted as multiple observers collect data and transfer it to 

observers. This is known as the observer effect. In this paper, a generic design is proposed that 

can address the observer effect for systems that need multiple observers. 

The main content of this paper has 3 sections. Section 1 brings up real-life scenarios where 

multiple observers collect data from distinct sources in a single entity and shows how prevalent 

this scenario is. Section 2 focuses on the challenges faced when multiple observers collect 

required distinct and varied data from a single server. Section 3 proposes a generic design to 

address major challenges in a server and explains its pros and cons. Section 4 compares proposed 

architecture with existing architectures. 
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1. MULTIPLE OBSERVERS AND DATA COLLECTORS 

 

1.1 HEALTHCARE 
 

Different IoT devices collect data and share it with respective device vendors. Fitness bands 

collect steps taken and share that with a mobile application or respective observer. 

Simultaneously, implanted devices for tracking heartbeats or blood pressure collect related data 

and sharing with the respective observer. In general, there are two types of IoT data observer 

models in healthcare: 

Model one – IoT devices from the same vendor attached to a single patient collect different 

datasets from the patient, route them through a single aggregator and then distribute this data to 

vendors. In this model, multiple observers and collectors are there with a single data plane[i]. 

Model two – IoT devices from different vendors attached to a single patient collect different 

datasets from the patient in different frequencies. In this scenario, there are multiple collectors 

collecting data and sharing it with different observers in different data planes[i].  Aggregation of 

data collected from multiple IoT devices is done by data application or healthcare professionals, 

for an understanding of a patient's overall health. 

 

Figure 1: Fitness devices and observers 
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1.2 AVIATION 

Aeronautical telemetry collection involves telemetry collected from different components of an 

aircraft and shared with different observers. Though telemetry collection from aircraft started 

with multiple sources and a single data plane, with the increasing number of sources and varied 

datasets, the topology of telemetry transformed with multiple observers needing different 

datasets and hence data planes. In aircraft flight testing, multiple telemetry channels with distinct 

receiving sites are required for covering blind spots as well as to provide an additional data 

source with independent noise. 

 

Figure 2 (courtesy: Adex Aerospace) 

 

1.3 SERVER INDUSTRY 

In Servers, telemetry data is used to improve customer experience, monitor security, system and 

application health, quality, and performance. With the growing importance of data analytics and 

its impact on customer experience, telemetry has become an inevitable part of servers. SNMP 

has been using polling technology to collect system-related data for years. Recently, pushing and 

streaming [ii] of data has gotten more attention as there is an increase in the need for collecting 

several types of telemetry data from distinct sources for distinct observers. 

A server is made up of multiple subsystems such as storage, CPU (Central Processing Units), 

filesystems, etc. Each subsystem has its telemetry collected and sent to its respective 

manufacturers. The same data or subset of data is used by other monitoring applications across 

other subsystems. Here, there are multiple observers: the manufacturer, system monitoring 

application, a data collector for analytics, and so on. Each observer might collect the same or 

different data. Figure 3 depicts a server telemetry setup with multiple observers. 
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Figure 3: Server telemetry topology 

 

2. CHALLENGES WITH MULTIPLE OBSERVERS 

Many challenges are faced by telemetry setups with multiple observers and collectors.  

The first issue is known as the observer effect and this is exacerbated with multiple observers. 

The Observer effect is the disturbance of an observed system by the act of observation. In servers 

with multiple observers and telemetry collectors, the act of collection can negatively impact the 

performance of the system. Telemetry sources will need additional system resources like CPU, 

memory, and storage for processing and storing required telemetry data. In addition to this, 

telemetry collectors can consume network bandwidth while sharing data with observers. These 

can impact the performance of the core functionalities of a server.  

The second issue is related to the security of the system. With multiple observers at various 

locations, there are more paths where data is sent and hence security aspects of dealing with 

multiple networks must be considered. Sharing telemetry data using insecure methods with 

multiple observers can expose system details compromising the system security. 

The third and major area where observers can impact a system under observation is its 

compliance with regulations like GDPR (The General Data Protection Regulation).  With 

different observers, each observer could be in a different location thus the challenge is to know 

each observer’s location and comply with the regulations of the respective location. 

The fourth issue is about data inconsistency that pops up because every application is collecting 

and sending data from different sources and in varied frequencies. This can lead to multiple 

observers getting inconsistent data.  
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As the number of observers increase, so does the challenge of meeting these requirements while 

minimizing overall system impact. 

 

3. PROPOSED ARCHITECTURE 

 
To address the majority of the mentioned challenges, in this section, we are proposing a design 

that is generally applicable to telemetry systems. Section 3.1 explains how to categorize 

telemetry data and Section 3.2 explains the architecture in detail. 

 

3.1 TELEMETRY DATA CATEGORIZATION 

 

Figure 4: Telemetry collectors and categories 

In the proposed design, telemetry data is grouped into various categories and each category is 

mapped to a frequency. The pyramid in figure 4 shows 5 categories though the number of 

categories depends upon the specific system under observation and types of data needed by its 

observers. For every category, there is one telemetry collector process that runs and collects its 

respective set of data in the pre-defined frequency. The frequency for a specific category is 

specified in brackets in figure 4. For events/alerts, the respective Telemetry Collector (TC1) is 

designed to run frequently (say every 1 minute). Similarly, TC2 designed to collect performance-

related datasets is tuned to run every 5 mins and so on. In summary, the pyramid in figure 4 

depicts categories of telemetry data mapped to a specific telemetry collector which will run and 

collect at a specified frequency.  Now let us take a look at the architecture of the proposed 

solution. 
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3.2 TELEMETRY ARCHITECTURE 

 

Figure 4: Proposed telemetry architecture 

 

Applications are provided with a data store into which they can store data or pointers to data (in 

cases of logs or trace files). These applications push data into the data store.  

Specific telemetry collectors run at pre-defined frequencies to collect the allotted data set. For 

example, TC4 will run every 5 minutes to collect system performance data.  

Observers are provided with REST interfaces to subscribe to one or more telemetry data 

categories. Once subscribed to telemetry data categories, a REST interface will attach those 

observers to the respective telemetry collectors along with the protocol and destination 

information. A telemetry collector will then distribute the same data set to multiple subscribed 

observers. 

In this design, multi-layer data planes are used when telemetry collectors share data with 

observers using different types of network connectivity. From one observer’s view, the data 

traffic routed to this observer by one or multiple telemetry collectors constitutes a single data 

plane. As there are multiple observers and multiple collectors, there are multiple data planes 

involved.  
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Pros: 

1) Every type of dataset is read, only once from the data store by one of the telemetry 

collectors. This reduces the “observer effect” significantly though multiple observers are 

collecting data from the same system. 

2)  Pushing and streaming technology is used than pull technology by default, so that data 

collection is continuous and predictable. In the enhanced design, observers can pull data 

on-demand through pre-defined REST interfaces. 

3) A REST-based subscription gives the flexibility to add a new observer or remove an 

existing observer without any change in the architecture. 

4) Applications that are data sources are decoupled from the data collection flow.  

Cons: 

1) Telemetry data needs to be categorized and collectors implemented for these categories. 

 

 

4. COMPARISON WITH EXISTING ARCHITECTURES 

     In Sections 1 and 2, we presented several types of telemetry architectures where multiple 

observers collect data from different data sources. Figure 3 shows a server architecture in which 

individual applications try to share data with respective observers. All these architectures face 

the challenges that we discussed in Section 2.  

   We can have a closer look at the proposed architecture in section 3 to find out how it addresses 

these challenges faced by other architectures. 

1) In the proposed design, observers are fed with required data in a controlled manner. The 

number of data collectors is limited. A data collector can share the same type of data with 

multiple observers. This optimizes data collection as well as resources like CPU, 

memory, storage, and network bandwidth usage by data collectors in the system. 

Application data is routed to a data store to avoid every application trying to send data 

outside the system and causing network bandwidth issues and moves network security 

aspects, w.r.t observers, away from apps to collectors. The current design gives more 

control to the system over the data collection and hence reduces the observer effect. 

2) In cases, where every application sends its data externally to a server, the server will not 

be able to provide enough security checks to see whether the data transfer is secure per 

application. In the proposed design, observers subscribe through REST interfaces and the 

system can put in required validation to validate the connectivity details and protocols 

registered by the observer are secure and adhere to the appropriate regulations. Observers 

are not allowed to collect data directly from source applications. Instead, pre-defined 

telemetry collectors handle data traffic through streaming or pull technologies which 

ensure the server can apply best security practices and remove the burden from 

applications. 
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3) Compliance with regulations will be difficult in architectures where every application is 

sending its data to different observers and the server does not have control over that. In 

the proposed architecture, the number of collectors and the category of data that every 

collector shares are pre-defined. Telemetry collectors sharing application-specific data 

can identify the observer’s location and filter/modify the data accordingly to comply with 

regulations based on the observer’s location.  

 

4) In addition to addressing multiple major challenges, the proposed design helps in 

providing a flexible interface through REST for new observers to subscribe. An 

additional advantage is that when observers register through a REST interface, the server 

can apply required throttling policies so that data collection does not impact the 

performance of the system. 

 

5) The architecture allows more observers and data types to be added dynamically and the 

data collection frequency to be modified based on requirements.  This can be extended 

further to spin down a collector in case no observer has subscribed to it. Further 

optimizations and enhancements are feasible based on the environment. 

 

6) Telemetry collectors collect specific type of data from data store and share copies of the 

same dataset with multiple observers. This ensure that shared data is consistent across all 

subscribers. 

       

CONCLUSION 

When we observe any industry (Aerospace, Transport, Computer, Telecommunication, etc..), we 

can see that importance and impact of data analytics is increasing day by day. This automatically 

brings telemetry into the spotlight. With every application owner, device owner, and user looking 

for inferences from data collected through telemetry, the scenario of multiple observers for a 

single system is going to be common in near future. Here, we proposed a generic design for 

servers that is adaptable across the industry.  This proposal will help the community to focus on 

this scenario and trigger discussions. We are hoping this will lead to more optimized designs in 

the future in various areas like IoT, Edge devices, Servers, etc. 

 

GLOSSARY 

[i] Data plane: Software that processes data traffic by copying bits and bytes from the source of 

the traffic and sends them to its destination. 

[ii] Pushing and streaming: Instead of data getting pulled by the observer, data gets pushed 

by the system under observation. When pushing of data is done for any state changes of the 

data source, then it becomes streaming of data.  
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[iii] EEG: An electroencephalogram (EEG) is a test that detects electrical activity in the 

brain using small, metal discs (electrodes) attached to the scalp 

 

[iv] ECG: An electrocardiogram (ECG) a test that records the electrical activity of the heart 

through small electrode patches.  

[v] RR: The respiratory rate (RR)is the rate at which breathing occurs, usually measured in 

breaths per minute 

[vi] Events: Alerts generated for specific events like 100% space usage, disk error, etc. 

[vii] Performance: Values related to resource usage in the system like CPU usage, Memory 

consumption, Network bandwidth usage, etc. 

[viii] Topology: Configuration of a system like number of disks, number of network cards, 

etc. 

[ix] App-specific feature usage: Usage information related to specific features of 

applications like how many times the user triggered a specific feature. 

[x] Logs and Traces: Log and Trace files captured for specific applications or overall 

system. 
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ABSTRACT

The University of Arizona Baja Wildcat Racing Team designs and fabricates an off-road vehicle
for an international competition. A telemetry system serves as an important backbone for design
optimization and problem detection. The system consists of an array of sensors, microcontrollers
to read them, and the core module. The core module is the heart of the system and it compiles,
transmits, and stores the data locally. A custom screen displays speed data to the driver. The
software saw a total redesign. The primary changes were the implementation of a data
management class to improve I2C communications, and the generation of data structures using
python scripts to reduce the risk of data loss. The software will be the primary focus, with
detailed design justification, and hardware updates will also be discussed.

KEY WORDS: Mobile Interface for Visualization and Control of Off-grid Telemetry Systems,
Baja SAE, I2C, Microcontrollers

INTRODUCTION

Baja is a collegiate design series overseen by the Society of Automotive Engineers (SAE). The
goal of Baja Racing is to create a buggy-style, single-seater, off-road vehicle which can drive in
all weather conditions and terrains. As part of the Baja team, the goal of the electrical sub-team
is to develop a telemetry system that has the capability to transmit data from the car to a remote
computer over 900 MHz radio using the core module. To this end, the car features a variety of
sensors including GPS, IMUs, Hall effect sensors, and brake pressure sensors. In the past
academic year, the team has worked to add a battery board, which provides battery level



monitoring, protection circuitry including reverse polarity, overvoltage, and overcurrent
protection to the system while also regulating the hot-swappable 12V drill batteries to power the
sensors and the microcontrollers. By using two drill batteries in parallel, the system has an easy
and lightweight solution to replacing batteries and not losing power while doing so. Additionally,
the speed is now displayed to the driver on a screen consisting of 16 x 9 individually addressable
pixels. The software behind the system saw an overhaul, with a new I2C data management class
to streamline the storage and organization of data carried by the communication bus. Finally,
python scripts were developed to generate code that previously had to be written manually, thus
making the process more efficient.

MOTIVATION

Given its status as a university organization, the electrical team on the Wildcat Racing team
holds the primary objective of providing a learning opportunity for its members. In developing
and fabricating a telemetry system, students gain real-world experience with writing code,
constructing a wiring harness, and utilizing sensors. As they face obstacles, students learn to
solve technical problems as they arise, all as part of the larger system. Additionally, as a part of
the SAE Baja organization, the team has the objective of developing a working telemetry system
which can transmit useful and relevant information from the vehicle to a remote computer,
including speed, GPS position, and brake line pressure. Such actionable information can offer
vital feedback to drivers in a racing environment and hence, a superior racing experience.

HARDWARE

The telemetry system comprises sensors and microcontrollers that measure, interpret, and
transmit valuable information about the car’s operation. The system has four different sensors.
Two hall effect sensors were placed on each of the front brake calipers, close enough to the
wheels to measure wheel RPM data. Four IMUs are placed on each suspension link. These are a
source of acceleration data which is combined with the RPM data from the hall effect sensors to
calculate speed. Two brake pressure sensors, in the cockpit underneath the floor panel, monitor
the front and rear brake pressure. Finally, the core module is responsible for collecting data
throughout the car and transmitting data back to the pit using a Xbee transceiver. The pit uses a
custom program MIVCOTS, Mobile Interface for Visualization and Control of Off-grid
Telemetry Systems, to track the car’s position in real-time. The core module also interfaces with
a custom pixel array screen to display the speed from the GPS sensor to the driver.



Figure 1. LED front (left) and back (right) with individually addressable pixels. A
microcontroller is attached to the back.

The microcontrollers handle packaging the data and sending it to the core module. Many sensors
cannot natively communicate over I2C so microcontrollers do the computation and communicate
that data to the core module over I2C.

This year, we added a new battery board to the system. The battery board in Figure 2 is designed
to monitor the current draw for each component, regulate all the voltages, provide protections
like surge, overvoltage, reverse voltage, and monitor battery levels. Most of these features
weren’t functional but the board was still able to distribute power. Two rechargeable lithium ion
drill batteries provided power to the battery board. Drill batteries are easily swappable, lighter,
and safer than other options. We also did a respin of the LED board this year, which includes
fixing the oscillator circuitry and making a bypass for the onboard microcontroller. We added
additional capacitors from the previous year, yet the board still produced sub-optimal results. The
screen only situationally displayed data. When not attached to the vehicle, the screen functioned
properly. When attached to the vehicle, and pushed with the engine off, the screen continued to
function. However, when the engine was on, the screen would flicker random colors. This could
have resulted from poor construction and the vibration from the engine was dislodging the pixel
or it could possibly be electrical interference from the spark plug since the wiring harness and
other components are unshielded. Further testing will show what the problem is. Once the
problem is identified, a proper screen shall be constructed with dampeners or the wiring harness
shall be wrapped in shielding.



Figure 2. Battery board front (left) and back (right).

Other components of the system also experienced some failures. The USB hub wasn’t fully
functional, meaning each microcontroller individually needed code flashed onto it. A potential
cause is a manufacturing or transportation issue with ordered components. All 5 of the new USB
boards assembled were nonfunctional and the PCB design for the USB boards were unchanged
from the successful ones in the past. There was also some difficulty with receiving data in the pit.
The Xbees had to be reset to the default channel, risking interference from any other teams using
the default channel. Finally, there was some issue with the hall effect sensors impacting the
wheels of the car. This was likely an installation mistake, however, moving them to the top of the
brake caliper would help reduce future risk of the same issue. Although the hardware saw some
minor improvements, mostly, the primary focus was software.

Figure 3. Basic hardware diagram



SOFTWARE

The motivation for the redesign of our vehicle's software was to achieve more efficient
transmission of data over the I2C communication protocol and reduce the possibility of error in
the generation of system critical code. We are able to achieve these goals by automating tedious
programming processes and adhering to agreed upon style guidelines.

At the core of our vehicles software is our custom libraries which are generated for each
individual sensor type on the vehicle. By writing our own library for each sensor we are able to
precisely control the operation of the microcontrollers on our vehicles and the communication
and storage of data between the microcontrollers and the main box. Additionally, by generating
these libraries we are able to standardize our sensor structs which package our data in an object
to be transmitted to the main box over the I2C protocol.

To manage each sensor struct we programmed management classes for the mirontrollers. The
management class is also generated automatically. It contains methods that handle the
transmission and receiving of the data held in the sensor structs. These management classes
make use of the Arduino “Wire” I2C library to send the data obtained from the sensors
connected to the microcontroller to the main board. We did this as the “Wire” library is simple
and standardized across all of the microcontrollers and architectures we used. This
microcontroller unit class (MCU class) does have to make up for limitations in place within this
library, such as the fixed buffer size limit of a maximum of 32 bytes in the AVR library.  Overall,
the management classes set a standard interface for handling the transmission of data between
microcontrollers and ensures the master and slave agree on the data being sent by using the same
generated C++ files.  One important feature of these classes is that they allow the main board to
specify which data it wants to receive by sending a bit array first.  After reading the bit array, the
other microcontroller sends back a bit array of flags for which data has been updated since the
last request and follows with the updated and requested data.  This way, the main board can
focus on specific sensors to prioritize and have a consistent way to get their data even though
many different sensors are attached to a given microcontroller.

At the center of the system is the main processor. This microcontroller collects the data from all
the sensors and microcontrollers, compiles it into a buffer, saves it to its SD card, and sends the
data over radio to the pit.  The operation of the main processor is about as simple as the other
microcontrollers.  It stores the data for each sensor in the sensor structs and uses the management
classes to receive data over I2C from the other microcontrollers. Beyond storing and
transmitting the data, it also has additional functionality. First it can choose how often to receive
data from each sensor with a simple state machine and timers. This state machine could be made
to dynamically update its frequencies on receiving a command over radio to be able to prioritize
certain data in real time from the pit.  The other additional action it does is relaying data to the



custom screen in front of the driver, in this case speed from the GPS.  Alongside the main board
is another microcontroller with an attached SD card. This microcontroller reads the GPS data,
logs the raw NMEA strings to the SD card in case of data loss, and relays the data to the main
processor.

In order to produce well written programs to be executed on the microcontroller we compiled a
set style of programming which was created on the basis of being pragmatic and simple. Starting
with variable types, floating point numbers are to be avoided. This is a limitation of the
microcontrollers, as they do not have Floating Point Units; in order to perform mathematical
floating point operations,  the microcontroller must make use of a floating point library. By only
using integers we are able to perform mathematical operations with the same precision as
floating points numbers by storing a scale factor. Using integers in this fashion is more efficient
than using floating points, and is the primary reason for their use.

Another edict of our style guide is the use of static allocation for all memory to avoid dynamic
allocation. This is done as we know exactly how much memory is required for our variables
since the data storage requirements are a direct consequence of the hardware attached.
Reinforcing this decision is the fact that dynamic allocations are not only less efficient from a
processing power perspective but would allow for potential memory leaks. By using static
memory allocation we avoid the possibility of over allocating memory and having the stack and
heap collide.

The final criteria for our style guide relates to documenting our code. When writing a function or
script, all functions are to be well commented with inputs, outputs, and descriptions. By
commenting our code base, members of the team who did not write the code are able to debug
the code they may be running in a test setting. As well, having well commented code is in
general a good practice and reinforces positive programming habits.

We developed python scripts for automating the generation of two of the most crucial but tedious
pieces of code to write. Both of these are structures that have very much in common with the
other structures of their type, so they can be scripted reliably. The first structure to be generated
by a script was the MCU classes that manage the data and I2C transmission for the subservient
microcontrollers. The second file to be generated is the sensor structs that hold the data for each
sensor on both the main board and the slave microcontrollers. Both of these are prone to errors
that can lose data from small changes. For instance, the sensor structs take advantage of the bit
alignment of the microprocessors so they can operate identically on the different architectures
used in the system. This means that something as simple as changing the size or order of a
variable can lead to loss of data on transfer. The MCU classes similarly can fail to pack or
unpack the data buffers correctly if a change is not made in all the required places. Both scripts
work off the same concept: at the core they parse a JSON file to know how to construct the
structure correctly based on their template and then write it to a new file. Both scripts also have



a GUI built for them to generate the JSON file and use the first component to generate the C++
files. Overall, these scripts bring consistency to the generated code, allow for easy changes and
generation of new files for new hardware, and can allow the code to be written more explicitly
for its use case rather than relying on a lot of abstraction to reduce the amount of new code to
write.

CONCLUSION

Having seen the telemetry system utilized at the competition, there were a number of lessons that
we intend to explore in the future. First, more testing is required on the individual hardware
components before they are assembled with the rest of the car. This will allow the team to isolate
potential failures to the connections rather than the parts, clarifying the troubleshooting process.
Next, the failure of the screen at high speeds despite normal performance when created reveals
that more testing is required under realistic conditions for the car so that possible flaws may be
brought to light ahead of time. Finally, we found that the code became easier to write as well as
teach to new members following a reduction in polymorphism. The team intends to continue to
phase it out wherever possible in the future so as to continue this progress.
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ABSTRACT 
 
TM often requires operators on location with receive system(s) or at a remote console, resulting 
in TDY for operators and possibly a shortage of operators to support all scheduled operations. A 
remote-control capability along with centralized data collection could eliminate existing 
personnel requirements at both the local system antenna site as well as the control facility, 
greatly reducing operational costs and providing insight to system status. TENA provides for 
real-time system interoperability, as well as interfacing existing range assets, C4ISR systems, 
and simulations; fostering reuse of range assets and future software systems. JMETC is a 
distributed, LVC capability using a hybrid network solution for all classifications and cyber. 
TENA and JMETC in conjunction with BDA tools and techniques, allow for the most efficient 
use of current and future TM range resources via range resource integration, critical to validate 
system performance in a highly cost-effective manner. 

 
 

TRMC SOLUTIONS FOR THE TELEMETRY COMMUNITY 
 

As in the past, present telemetry (TM) support requires operators to be on location with the TM 
receive system or at a remote TM console (with a remote TM antenna control unit).  This often 
results in temporary duty (TDY) for operators and potentially an insufficient number of operators 
to support all scheduled operations.  The capability to remotely operate the telemetry system 
(i.e., perform status monitoring, data distribution, and/or command and control from a centrally-
located, manned site) greatly reduces operational costs of TDY to remote TM sites.  A remote 
control capability could altogether eliminate the existing requirement for personnel at both the 
local TM system antenna site as well as the TM control facility, alleviating previous manpower 
issues (Figure 1). 
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Figure 1 Architecture to a Remote TM Site. 

 
The original design of the DoD test and training range infrastructure was not intended to be 
interoperable, and rapidly became inadequate in this new era of warfare.  The cost-effective 
integration of range data and telemetry resources is critical to ensuring the war-worthiness of 
today’s advanced weapon systems and platforms which populate the air, land, sea, and cyber 
areas of operations.  To ensure the advantages of range interoperability are available across the 
DoD, the OSD Test Resource Management Center (TRMC) Central Test and Evaluation 
Program (CTEIP) developed and is constantly refining the Test and Training Enabling 
Architecture (TENA).    
 
TENA is a common architecture providing real-time software system interoperability and the 
capability to interface existing range assets, systems, and simulations at distributed facilities.  
Government-owned and free for anyone to use, TENA allows the most efficient use of current 
and future range resources via range resource integration.  This integration invariably fosters 
interoperability and reuse within the test and training communities – critical in validating system 
performance in a highly cost-effective manner.   
 
TENA provides a middleware software component and can be used on any internet protocol (IP)-
based range or distributed network, such as the Joint Mission Environment Test Capability 
(JMETC) networks and the Joint Staff (JS) J7 Deputy Director Joint Training (DDJT) Joint 
Training Enterprise Network (JTEN).  
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Upgrading an existing range system to TENA can be achieved in a drastically shorter time frame 
than traditional software integration efforts.  Additional benefits include the cost-effective 
replacement of unique range protocols, enhanced exchange of mission data, and organic TENA-
compliant capabilities at sites which can be leveraged for future events, enhancing both reuse 
and interoperability. 
 
The JMETC Secret Network (JSN), which leverages the Secret Defense Research and 
Engineering Network (SDREN) for connectivity, is the test and evaluation (T&E) enterprise 
network solution for secret testing.  SDREN is a network established to support research, 
development, testing and evaluation, and science and technology activities in the DoD.  The 
persistent JSN infrastructure includes sites at Defense industrial facilities and peering with sites 
on other DoD networks at like classification such as the Secret Internet Protocol Router Network 
(SIPRNet).   
 
JMETC also offers a network capability to its customers with a requirement for higher-than-
secret classifications of distributed testing, cyber testing, or unique requirements that don’t fit the 
JMETC JSN model.  The JMETC Multiple Independent Levels of Security (MILS) Network 
(JMN) is the enterprise network solution for higher test event classifications, as well as those 
which are cyber-specific. 
 
The primary product of T&E is the data and knowledge gained through the collection of 
information about a system or item under test.  The amount of information needed to acquire this 
knowledge is growing exponentially due to more complex systems needing to operate in System 
of Systems (SoS), Family of Systems (FoS), Joint, and Coalition environments.  With many DoD 
tools and methods remaining largely the same for decades, the T&E infrastructure necessary to 
collect and analyze this information has not evolved alongside this increased complexity, 
becoming increasingly deficient and ineffective.  By contrast, corporations have dramatically 
changed their methodologies – modernizing their analytics capabilities to keep up with the 
massive influx of data.   
 
To properly test and evaluate today’s advanced military systems, the T&E community must 
leverage new algorithms using the equivalent processing power of many computers in parallel to 
effectively analyze large amounts of data.  This process is called “big data analytics (BDA)” and 
the Test Resource Management Center is taking the initiative to develop better tools and 
techniques to empower DoD analysts to make better and faster decisions using more of the 
collected data than was previously usable. 
 
 

CURRENT TELEMETRY APPLICATIONS 
 

Automatic Dependent Surveillance-Broadcast (ADS-B) Adapter:  Starting January 1, 2020, 
aircraft must be equipped with an air traffic control “Automatic Dependent Surveillance-
Broadcast (ADS-B) Out” to fly in most controlled airspace.  ADS-B is a surveillance technology 
in which an aircraft determines its position via satellite navigation, and periodically broadcasts 
position (and other information), enabling it to be tracked. The TRMC is creating a library of 
software products called Range System Adapters which present a common distributed 
communication mechanism for the remote configuration, monitoring, and control of range 
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systems.  As such, the TENA Software Development Activity (SDA) has developed an ADS-B 
Adapter – a software application designed to expose a common communication interface to an 
existing range system by wrapping the system’s custom external interface.  
 
The ADS-B Adapter is a computer process separate from the software running an existing 
system. By “wrapping” the existing ADS-B system, there is no modification of the existing 
system, allowing use on legacy systems that cannot be updated or have limited communication 
capabilities. The ADS-B Adapter translates identification and position information sent by 
aircraft and interfaces an application called a dump1090 server (Transmission Control Protocol 
(TCP)/Internet Protocol (IP) connection), which translates signals received by the Software 
Defined Radio (SDR) to a data stream that makes it available via a TCP service.   
 
The TRMC-developed ADS-B Adapter provides a low-cost solution to acquire live/local aircraft 
information:  an SDR radio and antenna costs >$100 and the dump1090 server software is freely 
available, open-source software and works with a variety of SDRs and antennas. The ADS-B 
Adapter is free, government-off-the-shelf (GOTS) software and when used in conjunction with 
the TENA Data Collection System (TDCS), captures/replays repeatable and realistic local air 
traffic scenarios in simulated environments (Figure 2).  

 
Figure 2 TENA ADS-B Adapter Telemetry Antenna Control Display. 

 
TENA Plugin for SIMDIS:  SIMDIS is a Naval Research Laboratory (NRL) set of software 
tools that provide two and three-dimensional interactive graphical and video display of live and 
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post-processed simulation, test, and operational data.  SIMDIS has evolved from an NRL display 
tool for the output of missile models, to a premier GOTS product for advanced situational 
awareness and visual analysis (Figure 3).  The TENA plugin for SIMDIS allows a set of TENA 
Stateful Distributed Objects (SDOs) and messages to be used in SIMDIS (e.g. SIMDIS can be 
used in conjunction with the TENA ADS-B Adapter to provide a display of local aircraft 
identification and position). 
 

 
 

Figure 3 SIMDIS Graphical User Interface (GUI) Display. 
 

TENA Interface for Yuma Proving Ground (YPG) TCS Antenna:  YPG, located in Yuma, 
Arizona has chosen to add a TENA interface to their TCS Antenna Control Unit (ACU) model 
M1 used on their TM pedestals.  The Antenna Control System SDOs created by the ACU 
adapters are visible on SIMDIS and the Instrument System Assignment Tool (ISAT), where 
SIMDIS shows the system with a beam indicating where it is pointed and ISAT allows users to 
select a Track SDO to send cueing data to the ACU. The operator then uses the data to point the 
system. Operational testing is currently underway on the remote monitoring and control 
capabilities of the telemetry antenna system using TENA.  
 
Cloud Hybrid Edge-to-Enterprise Evaluation & Test Analysis Suite (CHEETAS) Tool:  
The TRMC has developed and successfully demonstrated a rapid Knowledge Management/Big 
Data Analysis capability to support hypersonic flight test. During a recent high-priority 
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hypersonic test mission at Edwards Air Force Base, CA, post-test data processing (download, 
conversion, and validation – all necessary steps that must occur prior to data analysis) took 
approximately ten hours using existing capabilities. Working with the 419th Flight Test Squadron 
the following week, the TRMC team processed the same raw mission data with the CHEETAS 
tool in less than 15 minutes.  Using CHEETAS cut the time required to get the test data into the 
hands of analysts by over 95%.  
 
The CHEETAS framework provides a common tool suite for building evaluation infrastructure 
for disparate acquisition portfolios.  Developed and supported by TRMC, CHEETAS is provided 
to the test community for free and is currently in use at multiple locations throughout the test 
community.  CHEETAS is vendor- and hardware-agnostic, and can run on anything from a 
laptop to a full GPU-enabled, hyper-converged cluster, to a commercial cloud environment. 
CHEETAS is providing game-changing knowledge management and big data analysis capability 
both pre-flight and post-mission to support the testing of hypersonic boost-glideweapons and 
other systems requiring large-scale test data collection.  
 

 
Figure 4 CHEETAS Data Processing Timeline. 

 
 

PAST TM USES OF TENA  
 

Eglin Gulf Test Range (EGTR) Gulf Range Enhancement (GRE) Program:  As in the past, 
present telemetry Theater Missile Defense (TMD) missile systems are designated to provide 
regional defenses against present and future conventional, chemical, biological, or nuclear 
ballistic, cruise, or air-to-surface guided missiles that can endanger deployed U.S. forces as well 
as U.S. friends and allies throughout the world.  Eglin Air Force Base (AFB) in Florida is 
enhancing the capability of the EGTR to conduct TMD programs via the GRE program.  This 
development includes the selection and construction of land-launch facilities; the modification of 
land, sea, and air safety zones; and the subsequent conduct of TMD missile system test and 
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training flights within the enhanced EGTR.  When complete, this expansion will allow launched 
target missiles to be halted by interceptor missiles with the intercepts occurring in the airspace 
over the Gulf of Mexico.  
  
The EGTR expansion will provide greater flexibility in test scenarios than is possible using other 
ranges, and permits more realistic testing of TMD interceptor systems.  This next-generation 
architecture is expected to be completely remote controlled when classification allows.   
 
To make this happen, GRE engineers met with representatives of the TENA Software 
Development Activity (SDA) concerning the many TENA capabilities which would benefit this 
new architecture.  TENA, chosen for the command and control (C2) portion of the GRE plan, 
will support remote operations of numerous Joint Gulf Range Complex test assets.  TM 
equipment currently identified to be accessed via TENA adapters and controlled by TENA 
interfaces include the following:  Antenna Control Units (ACU), digital switches, Time to Live 
(TTL) splitters, data link test set / Bit Error Rate Test (BERT), monitoring systems, spectrum 
analyzers, Global Positioning System (GPS) receivers, oscilloscopes, TM receivers, telemetry 
recorders, power strips, dehydrators, IP cameras, and uninterruptible power supplies (UPS).  The 
long-term plan is for all GRE devices to be retrofitted with TENA adapters and interfaces.  
 
Naval Air Station (NAS) Patuxent River, MD (Pax River) Atlantic Test Range (ATR):  The 
Pax River ATR is another excellent example of how beneficial TENA can be for TM control.  
Before work began to develop and field an enterprise approach to remotely monitor and operate 
all components of remote ATR ground telemetry systems, Pax River was faced with four major, 
and incredibly common, TM range issues:  operator proximity, lights-out operations, a 
generalized interface, and Information Assurance (IA) requirements.  
 
The existing approach at Pax required TM operators to be on location with the TM ACU during 
missions.  Any near-term remote operations concepts required a one-to-one correlation between 
the remote ACU and remote TM Antenna, and no sub systems were supported.  They also had no 
ability to fully power-on, configure, operate, or obtain the status of their remote Auto-Tracking 
Telemetry System (ATAS) and Mobile Telemetry Acquisition System (MTAS) systems, 
therefore requiring personnel on-site to perform power-on and to configure all systems with no 
distributed status available from TM system components. 
 
Vendor-specific interfaces and data models were used, which meant operators had to gain 
proficiency on each system component.  This generalized interface prohibited uniform operator 
consoles, and limited the ability to easily access and share relevant metrics and engineering data.  
Furthering the problem was that Pax River had a limited ability to meet evolving IA 
requirements and Security Technical Implementation Guides (STIG) on system components. 
 
Working alongside members of the TENA SDA, NAS Pax River developed an enterprise 
approach to remotely manage and operate all components of remote ground telemetry 
systems.  This method provides a common architecture (TENA) which interfaces system 
components, regardless of system manufacturer.  Upon completion, this effort now provides for 
single operator control of several remote TM systems, therefore reducing travel and manning 
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requirements at remote sites.  It also allows TM status information, setup, and control to be 
distributed to appropriate destinations for system verification and operations. 
 
Additional Applications:  Other TM applications of TENA are ongoing at White Sands Missile 
Range (WSMR) in New Mexico and Vandenberg AFB in California.  WSMR reached out to the 
TENA SDA seeking a TENA-capable range interface unit (RIU) for existing radars; a TENA-
capable Telemetry Tracker pointing data interface (as a modification to the existing RIU); and a 
persistent, distributed TENA capability through WSMR’s Inter Range Control Center (IRCC).   
TENA is currently being used to connect FPS-16 radars, telemetry systems, and optics systems.  
Future plans at WSMR include the use of TENA for Real-Time Data Processing (RTDPS). 
Redstone Test Center also used TENA to pull real-time Time, Space, Position Information 
(TSPI) data via a “Data Adapter Tool” which fused other real-time TSPI sources.  The Data 
Adapter Tool allows operators at RTC to now transport data via TENA using the Standard 
platform object model. 
 
 

UNDERSTANDING TENA 
 

Understanding composability is the ability to rapidly assemble, initialize, test, and execute a 
system from members of a pool of reusable, interoperable elements, the TENA architecture is a 
technical blueprint for achieving an interoperable, composable set of geographically distributed 
range resources (both live and simulated) that can be rapidly combined to meet new testing and 
training missions in a realistic manner.  TENA is made up of several components, including a 
domain-specific object model that supports information transfer throughout the event lifecycle, 
common real-time and non-real-time software infrastructures for manipulating objects, as well as 
standards, protocols, rules, supporting software, and other key components.   
 
The TENA Middleware (currently at Release 6.0.7 and available for free download at the TRMC 
web site: https://www.trmc.osd.mil) combines distributed anonymous publish-subscribe and 
model-driven, distributed, and object-oriented programming paradigms into a single distributed 
middleware system.  This unique combination of high-level programming abstractions yields a 
powerful middleware system that enables TENA middleware users to rapidly develop complex 
yet reliable distributed applications.   
 
The TENA object model consists of those object/data definitions derived from range 
instrumentation or other sources, which are used in a given execution to meet the immediate 
needs and requirements of a specific user for a specific range event.  The object model is shared 
by all TENA resource applications in an execution.  It may contain elements of the standard 
TENA object model although it is not required to do so.  Each execution is semantically bound 
together by its object model. 
 
Therefore, defining an object model for a particular execution is the most important task to be 
performed to integrate the separate range resource applications into a single event.  In order to 
support the formal definition of TENA object models, a standard metamodel has been developed 
to specify the modeling constructs that are supported by TENA.  This model is formally 
specified by the Extensible Markup Language (XML) Metadata Interchange standard and can be 
represented by Universal Markup Language (UML).  Standards for representing metamodels are 

https://www.trmc.osd.mil/
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being developed under the Object Management Group Model Driven Architecture activities.  
The TENA Object Model Compiler is based on the formal representation of this metamodel, and 
TENA user-submitted object models are verified against the metamodel.  However, it is 
important to recognize the difference between the TENA metamodel and a particular TENA 
object model.  The object captures the formal definition of the particular object / data elements 
that are shared between TENA applications participating in a particular execution, while the 
object model is constrained by the features supported by the metamodel.  
 
Another significant benefit for TENA users is auto-code generation.  The TENA Middleware is 
designed to enable the rapid development of distributed applications which exchange data using 
the publish-subscribe paradigm.  While many publish-subscribe systems exist, few possess the 
high-level programming abstractions presented by the TENA Middleware.  The TENA 
Middleware provides these high-level abstractions by using auto-code generation to create 
complex applications, and these higher-level programming abstractions (combined with a 
framework designed to reduce programming errors) enable users to quickly and correctly express 
the concepts of their applications.  Re-usable standardized object interfaces and implementations 
further simplify the application development process. 
 
Through the use of auto code generation, other utilities, and a growing number of common tools, 
TENA provides an enhanced capability to accomplish the routine tasks performed on the test and 
training ranges in support of exercises.  The steps in many of the tasks are automated, and thanks 
to the enhanced software interoperability provided by TENA, the information flow is streamlined 
between tools and the common infrastructure components.   
 
TENA utilities facilitate the creation of TENA-compliant software and the installing, integrating, 
and testing of the software at each designated range.  This complex task falls to the Range 
Developer who, in this phase, performs the detailed activities described in the requirement 
definitions and event planning, as well as the event construction, setup, and rehearsal activities of 
the range’s Concept of Operations.  While some manual exercise and event setup is required at 
ranges, TENA tools, as they are developed and become accepted across the range community, 
make exercise pre-event management easier. 
 
 

SUPPORT FOR TENA USERS 
 

The TENA SDA has developed a website that provides a wide range of support for the TENA 
user, including an easy process to download the Middleware, free of charge.  The website also 
offers a helpdesk and user forums that will address any problems with the Middleware download 
and implementation.  The TENA SDA is very aware of the need to inform range managers and 
train TENA users, and the TENA SDA presents regular training classes that are designed to meet 
attendees’ needs; from an overview or technical introduction of TENA, all the way to a hands-
on, computer lab class on the TENA Middleware. 
 
TENA’s continuing evolution in its support of the test and training range community is managed 
by an organization of users and developers.  TENA is maintained according to a consensus of its 
users, which assemble as the JMETC Configuration Review Board (JCRB).  These meetings are 
generally held at technical exchanges JMETC holds each year called the JMETC Technical 
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Exchange (JTEX).  At these meetings, users are updated on TENA usage, problems, and 
advancements.  Although the agenda involves briefings, it is open to wide-ranging discussions.  
This ensures the users’ concerns and inputs are understood, recorded, and action items are made 
if necessary.  Of equal importance, TENA developers and management have had a long and 
mutually beneficial relationship with the Range Commanders Council. 
 
 

CONCLUSION 
 

Although it was a technological and software evolution that was the impetus for TENA’s growth 
in its enabling of range interoperability and resource reuse, the Middleware found its needed 
validation on DoD test and training ranges.  On these ranges, the U.S. Military evaluates the 
warfighting equipment, personnel, and concepts that are deployed in support of ongoing missions 
around the globe.  Unfortunately, test and training events only provide the opportunity for 
evaluation.  It is the data collection and analysis that determines the war-worthiness of the 
equipment or concept; this data can quickly and definitively illuminate any necessary 
improvements needed to ensure effective and safe weapon system operation and training.  
TRMC TENA, JMETC, and Big Data Knowledge Management are time-tested, proven, integral 
parts of that equation.   
 
JMETC reduces the time and cost to plan and prepare for distributed events by providing a 
persistent, readily-available network, and the TENA common integration software is easily-
integrated into telemetry environments and applications.  Even the remote control capability 
alone alleviates previous manpower issues and greatly reduces operating costs for the telemetry 
community.   
 
The TRMC is constantly building on a DoD T&E data management and analysis capability that 
leverages commercial big data analytic and cloud computing technologies to improve evaluation 
quality, reduce decision-making time, and reduce T&E cost.  This vision encompasses a big data 
architecture framework – its supporting resources, methodologies, and guidance – to properly 
address the current and future data needs of weapon systems testing. 
 
Transforming the current T&E data infrastructure to one employing a Big Data approach will 
support both current warfighter T&E needs and the developmental and operational testing of 
future weapon platforms.  The T&E community will be able to realize improvements in cost 
avoidance and cost reductions, in faster and more accurate T&E responses, and in overall T&E 
capabilities.  Using TENA, JMETC, and BDA, Test Directors can put their focus back where it 
needs to be – on the warfighter and the task at hand. 
 
For more information, contact Ryan Norman, JMETC Deputy PM and TENA SDA Director, E-
mail: jmetc-feedback@trmc.osd.mil or tena-feedback@trmc.osd.mil.  For the Unclassified, 
Controlled Unclassified Information (CUI), U.S. Government / Contractor website, go to 
https://www.trmc.osd.mil; for Distribution A, non-U.S. Government / Contractors, please visit 
https://www.tena-sda.org.    

mailto:jmetc-feedback@trmc.osd.mil
mailto:tena-feedback@trmc.osd.mil
https://www.trmc.osd.mil/
https://www.tena-sda.org/
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Abstract 

Networking is a very important concept today. It is a concept that keeps advancing as new 

technology is discovered. We access the network throughout our daily lives, whether it is by our 

phone, television, computers, WIFI, radios, cars, or any other technological devices that are used 

on a daily basis. The two most common networks that are used are the Local Area Network (LAN) 

and the Wide Area Network (WAN). A LAN is usually used for one specific area in which it has 

a distance limit and a limited number of computers the network can be accessible to. It is usually 

used for the workplace or at home. Unlike a LAN, a WAN is able to be used in large geographic 

areas. It usually consists of multiple LANs across a large area. These networks are created to the 

cloud in which it can be configured with virtual machines and hosts. 

When it comes to VMware, it operates as a network in the cloud where people or businesses 

can operate from. Users can use a physical server to initiate the virtualization of machines that can 

be used for applications such as excel, word, DNS, NTP ERP, etc. and operating systems such as 

windows and Linux devices. Many people and companies prefer virtualization because it is cost 

efficient, it uses electricity, it is easy to manage, it is fast to initiate the deployment of the machines, 

and it is better for testing and performs greatly. 

 

 



Introduction 

The telemetry community’s initiative to deploy network centric solutions has been the focus of 

its initiatives this past decade. The development of the Integrated Network-Enhanced Telemetry 

(iNET) protocols and the strategy for networked operations offers enhancements to the 

performance and efficiency of telemetry operations. The challenge associated with this initiative 

is the increased vulnerability of telemetry networks to cyber security attacks.  Foreign adversaries 

such as China have notable cyber-attack capabilities, a history of active engagement, and a record 

of success in penetrating and exfiltrating data from US government and industry networks. It is 

reasonable to assume that such adversaries have successfully penetrated our networks! 

 

Telemetry networks share many of the challenges associated with cyber-attacks as do most 

enterprise networks. Telemetry networks however have several unique properties that make the 

threats and vulnerabilities more relevant, and structures that can be insightful to security solutions. 

Telemetry networks are a form of Supervisory Control and Data Acquisition (SCADA) 

enterprises such as the power grid. Work in this area can enlighten our work. Further the network 

architectures identified in the iNET standards can narrow the focus in our approach. The proposed 

effort is focused on cyber security solutions that are tailored specifically to the nature and structure 

of telemetry networks and the threats and vulnerabilities associated with these. 

In modeling a telemetry network, we consider the ground station to comprise traditional enterprise 

network and Supervisory Command and Data Acquisition (SCADA) systems. This allows us to 

build on the many studies of cyber vulnerabilities in SCADA networks. SCADA systems are 

among the most widely used industrial control systems (ICSs) that enable the controlling and 

monitoring of process equipment on multiple sites that spread over large distances. SCADA 

systems are cyber-physical systems with communication networks interfacing the monitoring and 



control system with the hardware and these could have multiple supervisory systems, 

programmable logic units (PLCs), remote terminal units (RTUs), human–machine interfaces 

(HMIs), process and control instrumentation, sensors, and actuator devices over a large 

geographical area. SCADA systems make use of both new and legacy systems, including 

traditional information systems. SCADA systems are not only as vulnerable as any other 

networked computer systems, but their legacy systems create another layer of threat. Since many 

of these systems have existed for decades, their cybersecurity risks are unknown and challenging 

to analyze as well. These SCADA systems resemble much of the networked telemetry systems 

that we intend to model and therefore represent a good starting point.  

In our concurrent study, we have captured a network-enhanced telemetry architecture for the 

purpose of modeling and analysis for cybersecurity risks. We show how telemetry systems can be 

modeled as an ICS-SCADA system that merges with an enterprise network. In addition, it shows 

how this architecture can be transformed into an IoT reference architecture to make use of cloud 

service capabilities. The main goal of this paper is to lay the network foundation to explore 

cybersecurity issues with an Integrated Network-Enhanced Telemetry architecture. This cyber 

domain is going to include vulnerabilities as- sociated with ICS-SCADA, enterprise networks, and 

cloud networks. Future work will develop a cyber telemetry test bed for vulnerability analysis. It 

reflects our understanding of telemetry and SCADA and the commonalities and paves the way for 

our future work for the International Foundation for Telemetry (IFT). This will enable setting up 

and configuring a hybrid (hardware and virtual machine)-based telemetry testbed, exploring 

different domains of cyber vulnerability analysis, looking into different threat actors with an 

emphasis on insider attacks, and modeling and developing cyber defense methodologies. 

Problem Statement 



By configuring a cloud computing network, we will be able to create a virtual database that 

consists of a variety of network elements. This paper describes the network elements that are used 

in a telemetry testbed system. There are various elements that are used in a network configuration. 

These components include but are not limited to routers, switches, connectors, firewalls, and LAN. 

By using a Vsphere software, we will be able to create these elements and through it. Each of these 

network elements will be taken through a series of attacks in which we will analyze and modify to 

be improved on. We will be reporting an in depth analysis of each element, the kind of components 

they consist of, and the results of each element after attacks are done. 

 

VMware Workstation 

By running several x86-based operating systems simultaneously on the same PC, VMware 

Workstation revolutionizes the way technical professionals build, test, demonstrate, and deploy 

software. 

VMware Workstation, which is based on 15 years of virtualization expertise and has won more 

than 50 industry awards, takes desktop virtualization to the next level by providing users with 

unrivaled operating system support. VMware Workstation, which is based on 15 years of 

virtualization expertise and has won more than 50 industry awards, takes desktop virtualization to 

the next level by providing users with unrivaled operating system support, a dynamic customer 

experience, and great performance. 

VMware Workstation makes use of cutting-edge hardware to create virtualized server, 

desktop, and tablet environments. Run apps from a variety of operating systems, such as Linux, 

Windows, and others, on the same PC without having to reboot. VMware Workstation enables 

evaluating new operating systems, software applications and fixes, and reference designs in a 



secure and isolated environment. No other desktop virtualization program compares to 

Workstation in terms of performance, stability, and cutting-edge capabilities. 

VSphere 

Vsphere is the cloud computing virtualization platform for VMware. It was developed in 

2009, being a full platform for deploying and managing large-scale virtual machine (VM) 

infrastructure. Virtual machines and the servers on which they reside are pooled into a cluster by 

VMware to ensure high availability. The cluster's hosts are watched, and if one fails, the virtual 

machines on that host are restarted on alternate hosts. ESXi, vCenter Server, vSphere Client, 

vCenter Orchestrator, and vSphere Update Manager are all part of the VMware vSphere software 

suite. Virtualization, management, resource optimization, and many other functionalities are 

provided by vSphere components in a virtual environment. 

 

Figure 1. A diagram of VMware’s vSphere platform, which composes other 

important features which ensure virtual servers are moving properly. 

This includes VMware ESXi, vCenter Server and vSphere Client 



ESXI 

The VMware ESXi Server is a more powerful, smaller version of VMware's enterprise-

level computer virtualization software product, the VMware ESX Server. ESXi, which is part of 

the VMware Infrastructure, allows for centralized control of enterprise desktops and data center 

applications. "ESX integrated" is the abbreviation for "ESX integrated." VMware ESXi began as 

a smaller version of VMware ESX that required only 32 MB of disk space on the host. The 

hypervisor ESXi is at the heart of the vSphere product suite. A hypervisor is software that allows 

you to create and run virtual machines. There are two types of hypervisors: 

● Type 1 hypervisors, commonly known as bare metal hypervisors, run on the 

system's hardware directly. A guest operating system runs above the hypervisor on 

a different level. VMware ESXi is a Type 1 hypervisor that runs without an 

underlying operating system on the host server hardware. 

● Hypervisors of type 2 run within a traditional operating system environment, with 

the host operating system providing I/O device support and memory management. 

VMware Workstation and Oracle VirtualBox are examples of Type 2 hypervisors. 



 

Figure 2.  Type 1 and Type 2 hypervisors. Type 1 hypervisors are also referred to as 

“bare metal” because they are usually installed, running VM’s on the 

computer’s hardware, as Type 2 hypervisors are referred to as “hosted” 

since they run as normal applications on operating systems. 

 

The virtualization layer in ESXi isolates the actual host's CPU, storage, memory, and 

networking resources into numerous virtual machines. This implies virtual machine programs can 

utilize these resources without having direct access to the underlying hardware. The hypervisor 

utilized by VMware ESXi is referred to as vmkernel by VMware. Virtual machines send requests 

to vmkernel. 

 Intel (Xeon and above) and AMD Opteron CPUs are both supported by ESXi. The 

VMkernel in ESXi is 64-bit, thus hosts with 32-bit CPUs aren't supported. Guest operating systems 



are supported in both 32-bit and 64-bit versions. Up to 4,096 virtual processors, 320 logical CPUs, 

512 virtual machines, and up to 4 TB of RAM per host are supported by ESXi. 

 

VCenter 

VCenter Server is a program that allows you to manage your VMware vSphere 

infrastructure from a single location. It serves as a single point of administration for all ESXi hosts 

and virtual machines. You may install vCenter Server on a compatible version of Windows or 

utilize the vCenter Server Appliance, which is a preset Linux version. Advanced vSphere 

capabilities include vSphere High Availability, vSphere Fault Tolerance, vSphere Distributed 

Resource Scheduler, VMware vSphere vMotion, and VMware vSphere Storage vMotion all need 

vCenter Server. A single vCenter Server instance can support up to 1,000 hosts, 10,000 virtual 

machines that are switched on, and 15,000 virtual machines that are registered.  

Both the vSphere Client and the vSphere Web Client may be used to administer your 

vCenter Server. When an ESXi host is managed by vCenter Server, the vSphere Web Client is the 

recommended way to manage it. The inventory items, resource pools, performance statistics, and 

other information are stored in the vCenter Server database. vSphere administrators may use 

vCenter server to manage numerous ESXi hosts and virtual machines (VMs) from a single 

interface. You gain better insight into vSphere's setup of your essential components via a single 

console. The VCenter server is responsible for resource provisioning, workflow automation, 

performance monitoring, and user administration, among other things. You may, for example, 

manage hundreds of tasks, boosting productivity that would otherwise be impossible to do with 

physical infrastructure. 



 

     Figure 3.  A diagram showing interaction between a user using vSphere Web client to 

connect to a vCenter Server. Doing so allows the user to manage the vSphere 

deployment. 

The OSI Networking Model 

The OSI model was created to improve portability by establishing a standard for network data 

transfer across computers and components with varying hardware, software, operating systems, 

and protocols. The OSI Reference Model's goal is to offer a framework for both developing and 

describing networking systems. The presence of the model makes it easier to study, create, build, 

and reorganize networks by allowing them to be thought of as parts that work in controlled 

situations. 



 

 

● Application Layer - Layer 7 of the OSI Model enables application and end-user operations. 

Communication partners are identified, service quality is assessed, user authentication and 

privacy are taken into account, and any data syntactic limitations are recognized. At this 

layer, everything is application-specific. Application services like file transfers, e-mail, and 

other network software services are provided by this layer. 

● Presentation Layer - By translating from application to network format and vice versa, this 

layer enables independence from variations in data representation (e.g., encryption). The 

presentation layer is responsible for converting data into a format that the application layer 

can understand. This layer formats and encrypts data before sending it across a network, 

ensuring that there are no compatibility issues. 

● Session Layer- Connections between applications are established, managed, and 

terminated by this layer. Conversations, exchanges, and dialogues between the apps at 

either end are set up, coordinated, and terminated by the session layer. It is responsible for 

the organization of sessions and connections. 



● Transport Layer- Layer 4 of the OSI Model is responsible for end-to-end error recovery 

and flow management, as well as providing transparent data transport between end systems 

or hosts. It guarantees that all data is sent completely. 

● Network Layer- Layer 3 includes switching and routing technologies, allowing data to be 

sent from one node to another via logical routes known as virtual circuits. Routing and 

forwarding, and also addressing, debugging, congestion control, and routing protocol, are 

all functions of this layer. 

● Data Link Layer- The Media Access Control (MAC) layer and the Logical Link Control 

(LLC) layer are two sublayers of the data link layer. 

● The MAC sublayer governs how a networked computer obtains access to data and 

authorization to send it. Frame synchronization, flow management, and error checking are 

all handled by the LLC layer. 

● Physical Layer- At the electrical and mechanical levels, Layer 1 of the OSI Model 

transports the bit stream – electrical impulse, light, or radio signal – over the network. It 

defines cables, cards, and physical elements, as well as the hardware for delivering and 

receiving data on a carrier. 

 

Network Telemetry 

Telemetry is the automatic transfer of measurements or other data from remote or 

inaccessible locations to receiving equipment for monitoring. Network equipment such as routers, 

firewalls, and switches provide real-time data to one or more centralized sites for storage, 

processing, and analysis in network telemetry. Network Telemetry is an important part of any 

modern data center operation. The foundation for effective network automation and analytics is 



insight into what a network is doing and how it is being used. Telemetry, or more precisely 

streaming telemetry, has the potential to speed up network troubleshooting, predict network 

capacity expansion, and establish baseline network performance. 

 

The Cybersecurity Testbed 

 A cybersecurity testbed will be created with VMware. Testing, vulnerability analysis, 

intrusion detection systems, and network analysis are just a few of the cyber security disciplines 

that can be explored on the test bed. It will be using two solid state drives to separate the virtual 

data from the boot data, keeping data organized in the testbed. It will be using 2 scalable Intel CPU 

that has ten cores for each unit. This will make the testbed to contain 20 cores in which each can 

be used to their maximum efficiency. The Video Card that would be used is a GIGABYTE 

GeForce GTX 1050 ti. It would be preferred to provide the full capability of the testbed with the 

4GB of space and the speed in running the VMware software on the testbed. We will be testing 

the vulnerability of the testbed by sending attacks through a software. Once analysis has been 

conducted, we will improve on the durability of the testbed in order to increase it strength of 

protecting itself against virtual attacks. 

 

Conclusion 

Workstation provides technical experts complete control over how virtual machines are set 

up and interacted with. Cyber-attacks are prevalent today and there is increasing consciousness 

across all industries to combat this menace. This paper demonstrated by example the vulnerability 

of future networked telemetry to cyber-attacks. To save time, it helps with the choosing from a 

range of choices for installing, protecting, connecting, sharing, and observing virtual machines. 



By configuring this network, we will be able to connect a well suitable network environment for 

people or companies in which provides top-notch security in the virtual environment. 
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ABSTRACT

Data security plays a crucial role in all areas of data transmission, processing, and storage. This
paper considers security in eavesdropping attacks over wireless communication links in aeronauti-
cal telemetry systems. Data streams in these systems are often encrypted by traditional encryption
algorithms such as the Advanced Encryption Standard (AES). Here, we propose a secure coding
technique for the integrated Network Enhanced Telemetry (iNET) communications system that can
be coupled with modern encryption schemes. We consider a wiretap scenario where there are two
telemetry links between a test article (TA) and a legitimate receiver, or ground station (GS). We
show how these two links can be used to transmit both encrypted and unencrypted data streams
while keeping both streams secure. A single eavesdropper is assumed who can tap into both links
through its noisy channel. Since our scheme does not require encryption of the unencrypted data
stream, the proposed scheme offers the ability to reduce the size of the required secret key while
keeping the transmitted data secure.

INTRODUCTION

Consider a wireless communications system that consists of a test article (TA), a telemetry link,
and a ground station (GS) receiver that collects and processes transmitted signals from the TA. In
the world of aeronautical telemetry, such systems may require some real-time processing, and all
links have strict reliability and security requirements. Due to the nature of wireless transmissions,
aeronautical telemetry systems can be vulnerable to a number of factors that degrade reliability
and/or security over telecommunications links. Performance over telemetry links may suffer, e.g.,
due to intersymbol interference from multi-path propagation [1, 2], or due to more sinister distur-
bances such as cyber-attacks [3].

To prevent system attackers from obtaining sensitive information, data security is typically
guaranteed through the use of modern encryption protocols and algorithms. The last few decades,
however, have given rise to a new area of inquiry called physical-layer security [4] that has been
shown to be capable of enhancing security efforts at other layers through coding and signaling ef-
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forts at the physical layer of communications systems [5]. In the original work on the subject [6],
Wyner introduced the basic wiretap channel model, and showed how one could use coding tech-
niques similar to error-control coding to devote coding overhead to secrecy rather than reliability.

This paper explores how physical-layer security may affect the level of achievable secure com-
munications in modern telemetry links. We explore the possibility of adding physical-layer security
components to the iNET system. The iNET is the telemetry networking approach that enhances
reliability and security between TA and GS compared to older point-to-point links using network
capabilities [7]. Traditional telemetry systems consist of only a one-way radio link from TA to
GS, but iNET also adds another bidirectional link between the legitimate transmitter and receiver
that leads to increased efficiency and effectiveness on data communication [8, 9]. In this paper, we
propose a new scheme based on physical-layer security and network coding principles that main-
tains data security while reducing the size of the required secret key for the iNET communications
system.

TRADITIONAL ENCRYPTION IN AERONAUTICAL TELEMETRY

AES is a formal encryption method adopted by the National Institute of Standard and Technology
(NIST) of the US government [10] and is accepted in the telemetry industry [11]. The AES en-
cryption algorithm is a block-based algorithm, which means that AES’s encryption and decryption
processes work on a single block of data at a time. Encryption and decryption of a block of data
occur in several rounds using a key. The algorithm’s use case depends on the length of the key. The
term “rounds” refers to the way in which the encryption (or decryption) algorithm mixes the data,
and then re-encrypts (or re-decrypts) it. These processes can be repeated in 10, 12, and 14 rounds
with respective key sizes of 128-bits (16 bytes), 192-bits (24 bytes), and 256-bits (32 bytes). It is
of note that AES’s encryption and decryption functions are performed using the same key, which
makes AES a symmetric encryption algorithm. At the first step of the procedure, data is arranged in
blocks and then encryption (or decryption) operations are executed over multiple rounds, as previ-
ously stated. Each round consists of two main functions (1) substitution, and (2) permutation. The
substitution function exchanges each byte of data based on a non-linear look-up table, while the
permutation function shifts and mixes rows and columns of the blocked data respectively. Figure 1
describes the mathematical encryption and decryption process of the AES algorithm.

AES has superior security performance compared to previous encryption algorithms from the
same family such as Data Encryption Standard (DES), and Triple-DES (3DES), but computational
cost and energy consumption are excessive in each of these algorithms [8]. The performance of
these cryptosystems depends on secure keys, and the sharing of secret keys is one of the biggest
challenges in the application of cryptography today. This holds true for aeronautical telemetry ap-
plications, and designing good key management systems still remains an open problem in teleme-
try networks. This work provides a mechanism to reduce the length of the required key by one half.
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Figure 1: The AES mathematical encryption and decryption process.

SYSTEM SETUP

A. Notation Clarification

In this work, we indicate random variables (such as random vectors) and matrices as capital letters
(e.g. X), and lower case letters denote realizations of their corresponding random variables (x).
Calligraphic letters (X ) represent alphabets for their associated random variables, and the prob-
ability mass function (p.m.f) of a random variable is denoted by p(x). Superscripts on variables
indicate the length of vectors, and sets used as subscripts denote sub-vectors or sub-matrices that
include only the columns indexed in the set. For instance, ZX is a sub-vector of Z consisting of
only columns with indices in the set X . Superscripts may be omitted when the length of vectors
is clear. In this paper all codes are binary and vectors are row vectors. H(X) is the entropy of X ,
defined as

H(X) = −
∑
x∈X

p(x) log2 p(x), (1)

and H(X|Y ) is the conditional entropy of X given Y that denotes how much entropy a random
variable X has remaining if we already have perfect knowledge of Y . This is given by

H(X|Y ) =
∑
y∈Y

p(y)H(X|Y = y) (2)

=−
∑
x∈X

∑
y∈Y

p(x, y) log2 p(x|y). (3)
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Finally, mutual information I(X;Y ) between two random variables measures the amount of
information obtained about one random variable through observing the other random variable and
is defined as

I(X;Y ) =
∑
x∈X

∑
y∈Y

p(x, y) log2

p(x|y)

p(x)
. (4)

B. Proposed Secrecy Coding

Consider the wiretap channel model for the iNET communication system in Figure 2. Here we
see a TA is trying to send a secret message Mk to a GS in the presence of an eavesdropper. Mk

is assumed to be a length-k binary vector with bits chosen independently, uniformly at random.
There are two telemetry links between legitimate parties (TA and GS); one is encrypted and the
other is unencrypted, and the TA wants to encrypt less data but keep data as secure as possible.
For this purpose, first, the TA divides secret message Mk into two parts Mk/2

1 and Mk/2
2 , then

encryptsM1 to produces ciphertext Sk/2. In practice, the encrypted link could use AES or any other
cryptosystem. To simplify the security analysis, we will assume the crypto-layer is accomplished
using the one-time pad (OTP) encryption technique with the secret key Λ, which is known to have
perfect secrecy [12]; i.e.,

I(M1;S
k/2) = 0. (5)

Then, W k/2 be calculated as
W k/2 = M

k/2
1 ⊕Mk/2

2 , (6)

where ⊕ is a bit-wise XOR operation. Then the TA encodes W k/2 into an n-bit codeword Xn,
and transmits the encrypted message Sk/2 through the encrypted link, and the codeword Xn over
the unencrypted link to the GS. Again for simplicity, we assume the GS receives each of these
signals error free. In practice, this may require forward error correction. Therefore, the GS is able
to reconstruct M1 and W error-free, and finally recover the secret message M .

Now consider the eavesdropper side. The eavesdropper’s channel is a binary erasure channel
(BEC), which means that the eavesdropper receives a bit of either data stream Xn or Sk/2 each
independently with probability (1 − ε1), and (1 − ε2), respectively. The signals Zk/2

S and Zn
X ,

respectively represent the eavesdropper’s received versions of Sk/2 and Xn. We will consider the
security implications of leaking information about M through the eavesdropper’s observed signals.
The symbol ‘?’ indicates an erased bit in the eavesdropper’s observed signals.

C. Coset Coding

The encoding of W k/2 into the Xn is done using a secrecy (or wiretap) code. The secrecy coding
we employ is based on a coset coding structure that maps the signal W , to one of secured code-
words. It should be noted that these types of codes produce codewords without using any secret
keys, and generally use the noise in the communications channel to keep the data secure. Let

Z = [Zn
X Z

k/2
S ] (7)

be the collection of all received signals at the eavesdropper. The best coding strategy in this sce-
nario is to choose a code that maximizes the equivocation

E = H(M |Z). (8)
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Figure 2: Wiretap channel model for the iNET.

Let C be an (n, n − (k/2)) binary linear block code, and C = C0, C1, C2, ..., C2k/2−1 be the cosets
of C. Also let G be an (n− (k/2))×n generator matrix, and H be a (k/2)×n parity-check matrix
for C. Then define

G∗ =

[
G
G′

]
, (9)

where G∗ is the matrix used to encode W , and G′ consists of k/2 linear independent row vectors
from Fn

2 that are not in C. The TA encoder function also requires an (n − (k/2))-bit uniformly
random binary auxiliary message W ′. Then,

xn =
[
w′ w

]
G∗ =

[
w′ w

] [G
G′

]
= w′G⊕ wG′, (10)

where xn represents the codeword of the corresponding binary message w. Note that, in coset
coding, w′G chooses the coset and wG′ chooses a specific codeword from the coset uniformly at
random.

On the decoding side, the decoder of GS attempts to decode codeword xn by calculating the
syndrome

σ = xnHT , (11)

and because every codeword in a specific coset must have the same syndrome, consequently this
syndrome can be map to the message w using a look up table.
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w′ = 00 w′ = 01 w′ = 10 w′ = 11
w = 00 0000 0110 1001 1111
w = 01 0111 0001 1110 1000
w = 10 1100 1010 0101 0011
w = 11 1011 1101 0010 0100

Table 1: A secrecy code table based on coset coding when n = 4, k = 2.

D. Numerical Example

Let us consider that the TA wants to send secret message m = [1 0 0 1] to the GS, through both
telemetry links as shown in Figure 2. The TA divides m into two parts m1 = [1 0] and m2 = [0 1],
and produces binary vector w from m1 and m2 which is equal to w = [1 1]. The TA encrypts m1

to generate ciphertext sk/2. Let

G∗ =

[
G
G′

]
=


1 0 0 1
0 1 1 0
1 1 0 0
0 1 1 1

 . (12)

The TA’s encoder in (10) gives the secrecy code book as in Table 1. The TA selects w′ at random,
which then selects one of the codewords in the coset corresponding to binary message w = [1 1]
and sends ciphertext sk/2 and codeword xn to GS through encrypted and unencrypted telemetry
links, respectively. Since we assume that both telemetry links are noise-free, therefore, the GS is
able to receive sk/2 and xn without any error. For example, if GS receives xn = [1 1 0 1], then
the syndrome can be calculated, or code Table 1 can simply be referenced to find that the binary
message is equal to w = [1 1]. Also the GS decrypts sk/2, and get m1 = [1 0], and finally can
generate m2 as follows

m2 = m1 ⊕ w = [1 0]⊕ [1 1] = [0 1]. (13)

Suppose the eavesdropper receives an erasure-prone version of transmitted codeword xn and
ciphertext sk/2 due to its noisy channel. For example, if the eavesdropper’s observation on the
unencrypted link is zX = [1 1 ? ?], the eavesdropper is unable to get any information about w,
because according to our code table all four messages have a codeword that starts with [1 1]. Even
if, however, the eavesdropper recovers w, there is still confusion about the message m due to the
encrypted text and the network coding to produce W , as given in (6).

EQUIVOCATION EVALUATION

According to our wiretap channel model for the iNET in Figure 2, the eavesdropper has binary
erasure channels with the erasure probabilities of ε1 and ε2 for unencrypted and encrypted links
respectively. The ith bit of Zn

X is then

Zn
X,i =

{
?, with probability ε1,
Xn

i , with probability (1− ε1),
(14)
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and the ith bit of Zk/2
S is given as

Z
k/2
S,i =

{
?, with probability ε2 ,
S
k/2
i , with probability (1− ε2),

(15)

where Xn
i and Sk/2

i represent the ith-bit of the transmitted codeword and ciphertext, respectively.
Recall that Z = [Zn

X Z
k/2
S ] is the collection of received signals at the eavesdropper. Now we

analyze the equivocation on the message given a specific observation z ∈ Z

H(M |Z) = H(M |Zn
X , Z

k/2
S ). (16)

We provide this analysis as a function of ε1, ε2, which yields the following four cases:

1. Noise-free case (ε1 = 0 and ε2 = 0).

In this case the eavesdropper can get data from both telemetry links without any error. Hence,
the eavesdropper can reconstruct W , and the equivocation decreases to the entropy of the
key; i.e.,

H(M |Zn
X , Z

k/2
S ) = H(M |Xn, Sk/2) = H(M |W k/2, Sk/2) = H(Λ). (17)

This shows that when the eavesdropper receives all signals without errors the confusion to
the eavesdropper is only a function of the unknown key, which is consistent with encrypted
system. In the cases that follow we will see how our system adds confusion to the eaves-
dropper when the channels are noisy.

2. Noise on encrypted channel (ε1 = 0 and ε2 > 0).

We now assume the eavesdropper has full access to the unencrypted text and can receive
erasure-prone ciphertext Sk/2 through the encrypted link. The eavesdropper can again re-
construct message W and the equivocation becomes

H(M |Zn
X , Z

k/2
S ) = H(M |Xn, Z

k/2
S ) = H(M |W k/2, Z

k/2
S ) = H(Λ). (18)

Just as in case 1, every bit of key contributes to a unique bit of equivocation.

3. Noise on unencrypted channel (ε1 > 0 and ε2 = 0).

Here the assumption is that the eavesdropper has error-free access to the encrypted link and
has a noisy channel on the unencrypted link. The equivocation in this case is

H(M |Zn
X , Z

k/2
S ) = H(M |Zn

X , S
k/2) = H(M |Zn

X) + H(Λ), (19)

because each bit of key and each bit of confusion brought on from the wiretap code yield
independent bits of equivocation.
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Figure 3: The equivocation H(M |Z) curves of proposed scheme with the secrecy code in Table 1.

4. Noise on both channels (ε1 > 0 and ε2 > 0).

In this scenario, the presence of noise in the telemetry channels, which may be caused by
natural disturbances, does not allow the eavesdropper to have perfect knowledge of either
transmitted signal. Here the eavesdropper experiences erasure channels for both telemetry
links. Thus, the equivocation of this case is lower bounded by the result from case 3 as

H(M |Zn
X , Z

k/2
S ) ≥ H(M |Zn

X , S
k/2) = H(M |Zn

X) + H(Λ). (20)

Moreover, ε(k/2) + H(M |Zn
X , S

k/2) is an upper bound for H(M |Zn
X , Z

k/2
S ), because each

erased bit over the encrypted channel can add no more confusion than 1 bit in maximum
case, i.e.,

H(M |Zn
X , Z

k/2
S ) ≤ ε(k/2) + H(M |Zn

X , S
k/2) = ε(k/2) + H(M |Zn

X) + H(Λ). (21)

In all these cases, the proposed secrecy code does not rely on the eavesdropper’s computing ca-
pability and it adds confusion to the eavesdropper as a function of the noise in the channel. The
equivocation curves for all cases corresponding to the example of our scheme with the secrecy code
in Table 1 are plotted in Fig 3. Note that as the eavesdropper’s channels get noisier, the secrecy
coding is able to add additional confusion beyond that supplied by the encrypted text.

CONCLUSIONS

Over the last few decades, information security in aeronautical telemetry systems has depended
on cryptographic algorithms, which are deployed at the upper layers of network protocols. These
algorithms require secret keys and proper key management. In this paper, we proposed a coding
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approach for the iNET communication system with the presence of an eavesdropper who is able
to tap into both telemetry links between the two legitimate parties. We showed that the TA can
use the inherent noise of the telemetry channels to help keep the data provably secure. We demon-
strated that our approach not only reduces the length of the key dramatically (by half), but also
requires only low-complexity encoder/decoder operations to deploy. In the worst case (when the
eavesdropper receives all signals error-free) the system retains its security from the encrypted text.
As the quality of the eavesdropper’s observed signals deteriorates, our system adds confusion to
the eavesdropper above and beyond the level obtained using only cryptography.
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ABSTRACT 

This paper presents a method for the real time measurement of a network’s cyber 

security risk. This work is the fusion of two independent efforts from prior work. 

The work on the use of the Hidden Markov Model for Intrusion Detection has 

demonstrated that attacks can be readily modeled with the HMM, and these models 

will capture attack events along with the probability that the attack is present. 

Likewise the Risk Assessment model effort demonstrated both an analytical and an 

experimental model that estimates the risk of the network based on event 

probabilities. This work creates a framework where these works are combined such 

that the event probabilities from the HMM IDS can be integrated into the risk model 

to provide a real time Risk measure. Such a measure could be integrated into live 

networks with a real time measure provided for the risk in the networks due to 

cyber attacks. Likewise this estimate might be integrated into a Risk Management 

Process. 

Key words: Risk assessment, Risk Management, Random Processes, Intrusion 

Detection System (IDS), Hidden Markov Model (HMM) 
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1. INTRODUCTION 

To address organization wide risk and accountability, organizations set up a risk 

decision making function. Risk assessment is the core component of the risk 

management process. As described in NIST Special Publication 800-39, risk 

assessments are used to identify, estimate, and prioritize risk organizational 

operations, organizational assets, personnel, other organizations, and the Nation 

that depend on the operation and use of information systems [1]. The basis of risk 

assessments is to notify executive functions and risk responders by pointing to 

threats, vulnerabilities (inside and outside), impacts that might be posed by these 

threats and vulnerabilities. Finally, it will compute the likelihood that impact might 

occur.  

Risk assessment metrics are either qualitative, (low, medium, high) severity levels 

that are assigned for the likelihood or semi-quantitative (probability values) are 

assigned. Once a risk analysis is conducted, it is usually updated manually 

afterwards. Dynamic risk management that uses good descriptive models and 

intrusion detection systems can better resolve risk. These estimates are often 

subjective, anecdotal, and delayed such that effective and timely decisions are not 

practical.  

Advanced IDSs are part of risk assessment tools to bridge the gap between security 

experts and network administrators.  IDSs that use machine learning algorithms 

such as Hidden Markov Models (HMM) are popular. One critical advantage of HMM 

based IDS is the posterior probability generated which estimates attack states. This 

probability can be used to determine quantitative risk assessment metrics to 

characterize uncertainties and risks. 

In our previous work, we presented a quantitative risk assessment model which 

simulated attacks with a Poisson random arrival process [2]. This work is further 

explored for academic network risk assessment [3]. In another work, we also 

demonstrated a multi-layer HMM IDS [4]. In this work, a multi-layer HMM based 

IDS posterior probability outputs are used to simulate attack arrivals.  The multi-

layer HMM IDS is described in Section II. The quantitative risk model is also 

presented in Section II. This work fuses these two models to develop a dynamic 

estimate of Risk in real time which is described in Section III. 

2. Quantitative Risk Model 
The quantitative risk model shown in Fig 2. is presented in detail in [2] where the 

attacks are characterized as a Poisson random arrival. Poisson random processes 

are also applied for modeling network traffic to balance between missing malicious 
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detections (false negative) and false alarms (false positive) [5].  However, in this 

work the attacks are simulated using the NSL-KDD dataset. 

 

 

Fig. 1. Stochastic Risk Model. The model consists of two layers of an information system infrastructure (weakness and control) an attack must 
bypass to have a technical impact on the resources of the system and harm the business of an organization. 

 

The quantitative model in this work is as described in Figure 2 and provides the 

context for an estimate of Risk. It consists of several layers:  

1. Attack Model. The attacks are random processes with a Poisson probability 

density function. For a specified time-interval (τ), the probability of 𝑘 

occurrences of attack 𝑖  is given by Equation (3).  

                                 𝑝𝑖(𝑘) =
𝜆𝑖

𝑘𝑒𝜆𝑖

𝑘!
                           (3) 

where 𝜆𝑖 is the average arrival rate of 𝑘 occurrences of attack 𝑖  over τ. 

2. Vulnerability Model. The success of an attack depends on the vulnerability in 

the system and its ability to avoid detection. An exponential probability 

distribution function is a good representative of detection over a period τ.  

                                    𝑝𝑑 = 𝜆2𝑒𝜆2𝜏                          (4) 

Where 𝜆2 represents the average time for detection, and τ is the time it takes 

(attack or detection).  

3. Control Model. This models how much time it takes to put the control in place 

after an attack is successful. The probability of penetration detection is used to 

model the network security control and exponential probability distribution 

function is a good representative. 

                                   𝑝𝑑 = 𝜆3𝑒𝜆3𝜏                                                       (5) 

Where  𝜆3  represent the average time to control attack. 



4 
 

4. Impact Model. Successful penetrations cause damage to the organization data 

and loss of service. Here the impact of the penetration is tangible loss limited by 

the net worth ($NW) of the enterprise. The magnitude of the loss due to attack 𝑖 

is assumed to be proportional to the total penetration time (τp) which 

exponentially approaches the net worth.  

                               𝐿𝑜𝑠𝑠𝑖(𝜏) = (1 − 𝑒−𝜆4𝜏𝑝)$NW                                            (6) 

Where 𝜆4 represents the time constant for dissipation of assets from the enterprise 

network.  

5. Risk.  Computed as an accumulation of costs and their associated probabilities.  

                               𝑅𝑖𝑠𝑘 = ∑ 𝑝𝑠(𝑖)𝐿𝑜𝑠𝑠(𝜏)𝑖𝑖                                                  (7) 

Where 𝑝𝑠is the probability of success of an attack. Using this Risk equation depends 

on the ability to estimate the different λs.  

Risk MEASUREMENT APPROACH 

Consider four stages of an attack: Attack (𝐴), Weakness (𝑊), control (𝐶) and 

Exploit (𝐸). Consider random variables: 

● 𝐴 is probability of attack present in time 𝑇𝐴 

● 𝑊 is the probability of attack success in time 𝑇𝑊 

● 𝐶 is the probability of attack not being controlled in time. 

● 𝐸 is the probability exploitation in time 𝑇𝐸 

Consider the joint PDF 𝑃(𝐴, 𝑊, 𝐶, 𝐸) and applying Bayes rule 

                  𝑃(𝐸) = 𝑃(𝐸|𝐴𝑊𝐶) 𝑃(𝐴𝑊𝐶)                                        (8) 

                  𝑃(𝐴𝑊𝐶) = 𝑃(𝐶|𝐴𝑊) 𝑃(𝐴𝑊)                                        (9) 

                  𝑃(𝐴𝑊) = 𝑃(𝑊|𝐴) 𝑃(𝐴)                                                               (10) 

Combining (8), (9) and (10) provides us with an overall probability of exploitation 

as: 

                  𝑃(𝐸) = 𝑃(𝐸|𝐴𝑊𝐶) 𝑃(𝐶|𝐴𝑊)𝑃(𝑊|𝐴) 𝑃(𝐴)                                        (11) 

An expression for each one of these probabilities for each of 𝑁 possible attacks 

𝑃(𝐴𝑘), the probability of one or more attacks present. Assume a Poisson pdf of the 

attacks, the probability of 𝑘 events in time 𝜏1with 𝜆1being the average events in 𝜏1is 

chosen as a constant one or more events is equal to 1 − 𝑃(𝑘 = 0) 

                                             𝑃(𝐴𝑛) = 1 − 𝑒−𝜆1𝜏1                                        (12) 
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𝑃(𝑊𝑛|𝐴𝑛) is the probability that a weakness 𝑊𝑛 will be compromised given the 

presence of 𝐴𝑛 in an interval 𝑇2. Assume this random variable has an exponential 

pdf.  

𝑃𝜏2
(𝐴𝑛) = ∫ 𝜆2𝑒−𝜆2𝑡𝑑𝑡

𝜏2

0

 

Where 𝜏2 is a convenient interval, say 1 day.𝑃𝜏2
(𝐴𝑛) is the probability of successful 

attack.  

𝑃𝜏2
(𝐴) = ∫ 𝜆2𝑒−𝜆2𝑡2𝑑𝑡

𝜏2

0
= 𝑒−𝜆2𝑡]0

𝜏2=1 − 𝑒−𝜆2𝜏2                                                      (13) 

𝑃𝑛(𝐴𝑛𝑊𝑛) is the probability that an attack is not controlled given a successful attack 

𝐴𝑛 and weakness 𝑊𝑛. Assume that the time to control an attack has an exponential 

pdf, then  

               𝑃𝜏3
(𝐴𝑊) = 1 − ∫ 𝜆3𝑒−𝜆3𝑡𝑑𝑡

𝜏3

0
=𝑒−𝜆3𝜏3                                                  (14) 

Finally,   

𝑃𝑛,𝜏4
(𝐸) = 𝑃(𝐴𝑛𝑊𝑛𝐶𝑛) = ∫ 𝜆4𝑒−𝜆4𝑡𝑑𝑡

𝜏4

0
= 1 − 𝑒−𝜆4𝜏4                                               (15) 

Combining equations (4)-(7), equation 3a becomes, 

               𝑃𝑛,𝜏4
(𝐸) = (1 − 𝑒−𝜆4𝜏4)(𝑒−𝜆3𝜏3)(1 − 𝑒−𝜆2𝜏2)(1 − 𝑒−𝜆1𝜏1)                            (16) 

Consider a Risk Probability matrix based on probabilities with attacks n= 1,2, … , 𝑁 

possible known attacks of interest shown below.  

 

 

 

 

 

Apriori Risk. In the absence of specific events this represents an apriori state of 

the network where the 𝜆′𝑠 and 𝑇′𝑠 in the equations of sections 2 and 3 above are set 

to some ambient condition from which a risk measure might be computed. This risk 

measure might follow from prior data, evaluations, practices, and certifications the 

network may have been awarded.  

A Posteriori Risk. Now imagine that events dictate a change in the risk of the 

network. Say that some new vulnerability, 𝑁 + 1, is discovered. Perhaps a zero-day 
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vulnerability, or perhaps an alert from the IDS. This particular vulnerability will 

have its own set of 𝜆′𝑠 and 𝑇′𝑠 which reflect the increased vulnerabilities of the 

network. Weaknesses are present at 100% for some time interval and detection 

and control are absent. This new vulnerability might then significantly increase the 

risk of the network for some interval of time. This risk measure would be the 

aposteriori risk given the presence of the new event.  

Consider now the addition of an Intrusion Detection System (IDS) with an HMM 

engine that can detect an attack and provides a confidence (probability). Now, 

depending on the attack and the location of the IDS in the network, the 𝑃(𝐸) shown 

in Equation (8) for each attack might be modified by modification of the Risk/ 

Attack matrix. The next step would be to create an assortment of attacks and 

locations in the network and to map this into revised risk attack matrix. Consider, 

for example, the detection of a reverse (outbound) channel (attack(n)) to a non-

approved IP address. This would change the risk matrix by replacing the apriori risk 

values with updated values as 

                    𝑃𝑛(𝐴) = 𝐻𝑛, 𝑃𝑛(𝑊𝑛) = 𝐻𝑛, 𝑃𝑛(𝐶) = 𝐻𝑛                                               (17) 

This specific event would say that the attack was both present and successful, but 

not yet controlled. If the IDS was internal the router firewall could block this with 

some probability. 

Where 𝐻𝑛 corresponds to the confidence level of the HMM detection and forces 

P(Wn)=Hn . 

At this point, the residual risk will shoot up where only the exploit time constant 

affects the risk. 

Where this is the probability that N attacks lead to a successful exploit. Note that 

any one 𝑃(𝐸𝑛) going to 1 sets 𝑃(𝐸) going to 1. Likewise, note that as the number of 

attacks grows large, the 𝑃(𝐸) tends toward 1.  

Risk Estimate. The risk estimate follows from the apriori and aposteriori risk 

probability matrices above and the risk calculation in Equation (7) as show below in 

Figure 3. These estimates will vary over time as the apriori (historical) measure of 

risk and aposteriori (sensed) measure of risk are updated. Each of these are 
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updated based on historical data from this system, from outside risk update (zero-

day attacks) or from local risk updates from the Intrusion Detection System. 

 

Fig. 2.  Risk Estimate. The Posteriori and Apriori risk probabilities are used to determine the Estimated risk of an organization. 

3. RESULTS 
The results in this section are simulated using the NSL-KDD dataset for normal and 

attack traffic. This dataset passes through a single HMM to determine the Viterbi 

outputs that are then used as an input to the risk estimate model.  

This paper uses NSL-KDD dataset [6-7] and is publicly available. It is prepared from 

the KDD cup99 dataset [8] as the latter one has some issues such as a huge 

number of redundant records. The analysis shows that NSL-KDD dataset is ideal for 

comparing different intrusion detection models. 

3.1 Dataset  

The NSL-KDD dataset in this work uses the generated data sets, KDDTrain+ and 

KDDTest+, that includes 125,973 and 22,544 records, respectively from KDD’99 

dataset. As the risk estimate simulates a one attack scenario, attacks (PROBE, U2R, 

and R2L) are dropped both from the training and testing dataset. Thus, our dataset 

contains only the normal and DoS traffic. After dropping the rest of the dataset, the 

final training and testing data includes 113,270 and 17,171 records, respectively.  

Before applying the datasets to the HMM model, exploratory data analysis 

techniques are applied both on the training and testing datasets. Those are One-

Hot-encoding? to convert Categorical feature labels to numerical values, Feature 

Scaling using Standard Scaler, Principal Component Analysis (PCA) for dimension 

reduction, and K-Mean clustering for Vector Quantization (VQ).  
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The PCA on training data reduces the dimension of the training data from 41 

features to 4 Principal Components or dimensions. The testing dataset is projected 

on the training PCAs. K-Means clustering is applied on both the training and testing 

datasets to get 5 clusters which are determined via the Elbow method. Once both 

datasets are quantized, the HMM inputs use those as a time series data.  

3.2 Results on NSL-KDD Dataset 

The posterior probabilities from the HMM IDS were not well behaved. As a result 

they were smoothed with an average filter before using them as an input to the 

Risk estimate model. The same observed probabilities values were distributed 

roughly between 0.3 and 0.6.  A Kalman-like filter of equal weights is used after 

smoothing.  

Figure 3(a), we can see the attacks and detection functions. The blue Xs represent 

the presence of an attack and you will see that they occur in certain blocks. And 

from the detection function, we can see the variable threshold. When it gets to a 

certain level, what happens is it will trigger a threshold which will detect that and 

then eliminate the attack over time. 

 

Figure 3: HMM Side Information Monte Carlo Simulation (a) attack-detection events probability thresholds (b) successful penetration events and 

cost 

From the same run in Figure 3(b), we see several events here such as penetration 

events. There was an attack function around 10 in Figure 3(a).  Eventually, the 

penetration occurred around 30 in Figure 3(b). From here in Figure 3(b) you see 

the penetration event occurred and lasted about 10 units of time. When this 

penetration starts the actual cost increases. This is the actual cost associated with 

the attack which grows exponentially. We put a fading memory filter on cost so, 

when that penetration dies, the cost function dies as well, that is somewhat 

arbitrary. Here again, the second time around we had a penetration function 
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demonstrating this is the threshold and then this is the fading memory associated 

with it. 

  

 

Fig. 4. HMM Side Information Monte Carlo Simulation (a) attack-detection events probability thresholds (b) successful penetration events and 

cost  

Figure 4(a) shows the hidden Markov model side information. What we see in 

HmmA is the H function. When an event occurs, we smooth that event. The revised 

threshold is the blending of the HMM with the background level. We get a nice 

exponential function that provides an exaggerated threshold over time that shows 

the probability function. 

Figure 4(b) shows the hidden Markov model penetration probabilities that we 

generated for the penetration events. There were two events that occur. The fading 

memory filter basically fade some away. And then this basically changes the 

threshold. So you can see that the HmmP function got filtered in and gave us a 

penetration value that was accelerated over the period of the events and that 

created the likelihood of penetrations and the two cost events that we saw in Figure 

3. It also starts to fade away back to some threshold value. 

4. Conclusion 
This work highlights the potential for use of the Hidden Markov Model Intrusion 

Detection System posterior probabilities of attacks to develop a Risk Assessment 

model. It demonstrated both an analytical and an experimental model that 

estimates the risk of the network based on event telemetry applications. 
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ABSTRACT 

This paper presents the modeling of the networks supporting today’s telemetry. The 

incorporation of networking features has significantly enhanced the capability and 

performance of modern telemetry systems. The development of the Integrated 

Network Enhanced Telemetry protocols and the use of networked telemetry 

applications has introduced a host of potential cyber security risks inherent in 

modern networking. This paper will investigate how telemetry applications are 

uniquely structured with wide area, local area, and micro area networks that 

represent modern telemetry solutions. The development of these models and the 

traffic on these networks will enable analysis into the unique threats and 

vulnerabilities of telemetry networks. 

 Key words: iNET, Telemetry Networks, cyber-attacks, SCADA 

1. INTRODUCTION 

Components of future Networked Telemetry include network enabled 

instrumentation, network enabled ground stations, mission control rooms as well as 

ground support equipment. These components are considered a high-level 

subsystem of integrated Network Enhanced Telemetry (iNET) [1]. iNET is portrayed 

as a networked telemetry data system that can provide developmental flight tests. 
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Figure 1 shows telemetry network instrumentation and a test article (TA) to ground 

station (GS) telemetry system proposed by Tom Young [1]. This single TA to single 

GS communication is the basic building block for multiple distributed sites that 

consists of multiple TAs and GSs. The iNET paradigm is shown to have the benefits 

of test/data and spectrum efficiency as well as long-term sustainability and 

interoperability. In our effort to develop a telemetry network testbed, we build upon 

the concepts and implementation ideas developed for iNET and beyond. 

        In modeling a Telemetry network, we consider the ground station to comprise 

traditional enterprise network and Supervisory Command and Data Acquisition 

(SCADA) systems. This allows us to build on the many studies of cyber 

vulnerabilities in SCADA networks. SCADA systems are one of the most widely used 

Industrial Control Systems (ICS) that enable controlling and monitoring of process 

equipment on multiple sites which spread over large distances [2]. SCADA systems 

are cyber physical systems with communication networks interfacing the monitoring 

and control system with the hardware and these could have multiple supervisory 

systems, Programmable Logic Units (PLCs), Remote Terminal Units (RTUs), Human 

Machine Interface (HMIs), process and control instrumentation, sensors, and 

actuator devices over a large geographical area. SCADA systems make use of both 

new and legacy systems including traditional information systems [3]. SCADA 

systems are not only as vulnerable as any other networked computer systems, but 

their legacy systems create another layer of threat. Since many of these systems 

have existed for decades, their cybersecurity risks are unknown and challenging to 

analyze as well. These SCADA systems resemble much of the Networked Telemetry 

systems that we intend to model and therefore represent a good starting point. 

        The goal of this paper is to provide an architectural framework for telemetry 

networks for our testbed that meets the current and future requirements of 

network operations.  It describes and classifies the current modules and 

components of a telemetry network system. It outlines the system architecture to 

help set a working foundation for telemetry network system vulnerability analysis 

that leads to a security solution. This is our contribution to the general Telemetry 

Cybersecurity community, where we capture the scope of these networks and 
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frame this environment. This architecture will also allow us to explore Machine 

Learning and Artificial Intelligence for real time streaming of data to predict unique 

patterns in traffic in telemetry networks.      

 

 

Figure 1. Telemetry network instrumentation and a test article aircraft [1]  

2.1. Test Article and Ground Station  

2.1.1. Onboard Instrumentation System 

        The onboard instrumentation system on a TA consists of a networked system 
of devices communication via different protocols such as ethernet, WiFi, 

Bluetooth/BLE, ZigBee, and Zwave. These protocols belong to a class of IoT 
protocols. Hence, the onboard instrumentation can be viewed as a network of 

communication equipment that sends data from the IoT network. Where the IoT 
devices mainly include different sensors on the Test Article. The flight onboard 
testbed also consists of the Telemetry Network System (TmNS) that includes TmNS 

Recorder, TmNS Radio, TmNS data acquisition units, TmNS switch.   

        The data encrypted by the TA’s network is processed and displayed for real-
time and offline visualization by the Mission Control System of the ground station. 

This control system is described in detail in the SCADA system, section 3.1.  
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2.1.2. Ground Communication System  

The ground segment contains the Antenna system that creates a link to the TA or 

multiple TAs as shown in Figure 1. The current link paradigm relies on a TM link 
which is efficient in spectrum to increase the availability of required bandwidth. In 

addition, it is also efficient in providing improved test data and test efficiency.  

2.2. Test and Resource Management Center  

The Test Resource Management Center (TRMC) is the manager of the Joint 
Mission Environment Test Capability (JMETC). This subsection describes the 

architectures of the test and training environment that integrates the live and 
virtual environments [4-5]. Several perspectives of this environment are captured 
below from prior work that will allow us to develop our testbed model. 

2.2.1. Test and Training Environment 

Figure 2 shows the kind of network framework that we envision for our 

cybersecurity test environment. At the top in Figure 2 is shown some physical 
assets. These physical assets are connected through networks below them. We 
have a simulated environment below the networks. These physical and simulated 

real environments are somehow interfaced to virtual assets such as Big Data 
Storage, Big Data Analytics and Visualization through the Middleware called Test 

and Training Enabling Architecture (TENA). 

 

Figure 2. Virtual Test and Training Environment ( R. Norman  [5])  
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Figure 2 shows a virtual test and training environment, JMETC, which reflects 
our objective in modeling a telemetry network. This test environment abstraction 

shows the many aspects of the future of telemetry [6].  

JMETC provides a robust and secure distributed testing environment, including 
several government and industry range labs, cybersecurity testing and evaluation 
(T&E), and TENA. JMETC supports T&E Infrastructure Interoperability. One of the 

challenges in the original design of the DoD test range infrastructure was the lack 
of interoperable between different systems. TENA is a flexible infrastructure design 

for T&E operation with mature and continuously improving software architecture 

with integration capability [5]. 

           JMETC has a hybrid network architecture:      

(1)   The JMETC Secret Network (JSN), which is the T&E enterprise 

network solution for Secret testing is based on the Secret Defense 

Research and Engineering Network (SDREN). 

(2)   The JMETC Multiple Independent Levels of Security (MILS). Whereas 

The T&E Enterprise network solution for all classifications and cyber 

testing is Network (JMN). 

 JMETC supplies tools, services, and support that are all institutionally funded 
capabilities. JSN and JMN engineering and event support services are free to the 
user. JMETC capabilities are driven by user requirements and JMETC provided tools 

and services are based on user input. TENA is an Architecture for Ranges, Facilities, 
and Simulations to interoperate, to be reused, & to be composed into greater 

capabilities [5].   

t3. General Networked Telemetry Architecture 

This section outlines the general telemetry architecture envisioned in this paper. 

Our approach models telemetry systems as Industrial Control System (ICS) SCADA. 
These systems have received significant attention, so analysis and conclusions of 

this work will apply directly to our efforts to model telemetry systems for cyber 
security purposes. The architecture consists of a typical enterprise network and 
ICS/SCADA representation of a telemetry system ground station as shown in Figure 

3. Here the emphasis is on the ICS-SCADA representation of telemetry systems 
which is described in detail in section 3.1. Section 3.2 presents the core of this 

paper which is the general networked telemetry architecture. The SCADA system 
architecture evolution is as shown in Table 1 and the model we consider will be the 

Purdue reference architecture.             

Table 1.  Scada System Architecture Evolution      
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       The ICS model includes three independent layers: the Enterprise layer, the 

Supervisory layer and the Field layer.  The Industrial Control System (ICS) network 
model maps telemetry Test Range control elements into the ICS Supervisory layer 

and the telemetry Test Article into the ICS Field layer. The ICS system’s Field Layer 
can be connected to the enterprise network for management purposes via the 

supervisory layer separated by a Firewall [7-8]. 

        The ICS is different from a traditional enterprise system due to its close 

connections to the physical layer of devices. For example, if we consider a single 
telemetry ground station, the sensors distributed on a Test Article consist of the 

Intelligent Electronic Devices (IEDs) in the ICS model. 

 

Figure 3. ICS Network Architecture 
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3.2 General Integrated Networked Telemetry (iNET) Architecture 

     The telemetry architecture described in this section models the telemetry 

network test sites which includes an Enterprise level that follows the SCADA model 
Control and Field network levels. This architecture as shown in Figure 4 has two 

Test Sites (T&E Centers) each of which have three SCADA levels. The Global Grid is 
the DoD Internet connected to both Test Sites and the T&E Resource or Center 
through high-speed internet. Interfaces between two connected sites are secure 

connections. There are telemetry radio links between the Test Sites and Test 
Articles, which can be aircraft or ships. Those communications links are targets of 

cyber threats such as denial of service on the radio network, or intrusion on the 

Enterprise, Control, or Field Networks or on the Test Article [9-10]. 

The general telemetry architecture proposed in this article is shown in Figure 4.  
It consists of different Test and Evaluation centers that are interconnected via the 

global grid. Figure 4 also shows two T &E centers connected to the global grid. The 
detail of each T & E site consists of the ICS- SCADA control room and enterprise 
network that is described in Figure 3. The two T & E centers can communicate via 

the internet, which is secured via VPN, across the global grid. It also shows a joint 
test space made up of two test articles communicating via a reliable link, but they 

belong to two different T & E centers. 
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Figure 4. General Telemetry Architecture 

4. CONCLUSIONS  

In this paper we have captured a network enhanced telemetry architecture for the 

purpose of modeling and analysis for cyber security risks. We show how Telemetry 

Systems can be modeled as an ICS-SCADA system that merges with an enterprise 

network. In addition, it shows how this architecture can be transformed into an IoT 

reference architecture to make use of the cloud service capabilities. The main goal 

of this paper is to lay a network foundation to explore cyber security issues with an 

integrated network enhanced telemetry architecture. This cyber domain is going to 

include vulnerabilities associated with ICS-SCADA, Enterprise network, and Cloud 

network. 
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ABSTRACT 
 
Data availability insurance is a critical notion when it comes to flight test activities. 
Consequently data recorders have made their way to range ground stations for many years with 
success. Today, this kind of recording is done at IF level, after various signal processing are 
applied by the telemetry receiver. This paper describes a new approach in the name of direct RF 
recording, in L, S or C band. 
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INTRODUCTION 

 
Real-time telemetry downlink in flight test generally involves an RF transmitter on-board an 
aircraft, a propagation channel carrying the modulated signal and a receiving ground station. The 
ground station is composed of an antenna, and a RF receiver with matching capabilities of the 
transmitter. RF bandwidths are described in [1]. Legacy transmitters are usually operating in S 
band (2200-2395 MHz), but the last few years have shown a growing interest for moving to C 
band (4400-5250 MHz), with new C-band capable receivers such as the Safran Data Systems 
RX-1.  
 
The propagation channel involved is very different from other transmission activities because of 
the kinetics of the flying object and the high amount of multi-path and shadowing defects. The 
channel is often highly time-varying; with high dynamics (chapter 2 of [1] give some basic 
examples of the impact of the propagation channel on the received signal). For example, the 
path-loss may become highly unpredictable just because of a single reflection on the ground. 

 
In real test conditions, the signal fade is obtained from three main contributors, namely the path 
loss, shadowing and fast, multi-path fading [2].  
 
The resulting signal loss profile over the distance is highly varying, with more than 60 dB of 
dynamic range. 
 



 

 
 
 

 

Figure 1: Comparison of Free-Space One-
Slope and Two-Ray Propagation Models [1] 

 

Figure 2: typical transmission geometry 
with shadowing and multi-path [2] 

Figure 3: combined effect of path loss, shadowing 
and fast fading [2] 

 
Frequency-wise, Rayleigh Fading can lead to large attenuation over the frequency span (typ. 30 
dB), with a negative effect on the link availability.  
 
Advanced signal processing techniques have been elaborated over the past decades to take into 
consideration these effects, and to improve the link availability, while also increasing the bitrate. 
Some of these techniques involve multiple carriers spanned over a large bandwidth, orthogonal 
frequency coding, and dual-polarization transmission. State-of the art receivers typically include 
dual-polarization or even frequency diversity pre-detection combiners, high performance AGCs, 
and near-Shannon coding schemes. 

 
RECORDING IN FLIGHT TEST 

 
Due to the strategic importance of flight tests and to the limited amount of flight hours, Signal 
recorders and reproducers have been developed and introduced in ground stations with success to 
ensure every flight test scenario could be analyzed and replayed in case a failure occurs on the 
receiving side. To date, due to their crucial role in ground stations, recording activities hold an 
important part in the IRIG 106 Telemetry Standards [1]. Today’s standard approach for the 
recording of flight test signals is strongly dependent from the receiver as shown in Figure 4. The 
receivers directly interface to the RF feed on one end and produce simultaneously multiple 
signals of different nature on the other hand. RF signal is internally processed by an AGC and 
down-converted to IF and provided via output connectors to the recorder. In the same time AGC 



information is also made available through either analog or digital means synchronously to the IF 
signal. Demodulated and decoded PCM stream is also provided. State-of-the-art recorders such 
as the Cortex RSR can aggregate up to 8 Gbps of digital bandwidth, allowing for a single high-
performance unit to record all the signal of a ground station: up to eight 40 MHz bandwidth IF 
signals, 8 AGC links and eight 40Mbps PCM streams. Files are time-stamped with micro-second 
precision, and replayed signals are time-aligned with nanosecond accuracy. 
 

 
Figure 4: typical recorder implementation in a ground station 

 
This architecture has been of course very successful over the last years. Yet, some improvement 
margin can be identified.  
 
The defined approach is highly dependent from the involved receivers. First, their architecture 
should be IRIG106 compliant to provide the entire necessary signal to the right standard. 
Secondly, the recorder is totally dependent from the correct setting and reliability of the receiver, 
which are two of the main concerns why signal recording is usually performed. Finally, the IF 
approach requires a high amount of physical connections. 
  

 
Figure 5: RF recording principle in a ground station 

 
To overcome these limitations we propose a new approach for recording in a ground station. To 
make the recorder fully independent from the receiver, the recorder specification has been 
defined as follow.  
 
The RF recorder shall have the same RF interface capability as the receivers, meaning it can 
record directly in L, S or even C band. Due to its direct interface with received RF signals, it 
shall be able to cope with the demanding fading effects shown in the introduction of this paper. 
This means the recorder shall be able to record multicarrier, dual polarization signals (200 MHz 
per polarization to cover full S-band) in a power range of -100 dBm to 0 dBm. It shall also have 



the ability to replay the signals in the same frequency bands. For accurate analysis of the test 
scenarios, the signal dynamics shall be untouched. Finally, the recorder shall remain fully IRIG 
106 compliant. The resulting product is named the Cortex RSR-RF-200M. 
 

MOVING TO RF RECORDING 
 
The move from IF to RF recording is natural in terms of need and specifications. It is however 
still highly challenging from a technical point of view. The recorder architecture should evolve 
to adapt to RF signals, inevitably inheriting some of the complexity of a telemetry receiver. Still, 
it should remain as transparent as possible such that the reproduced RF signal is identical as the 
one received in realtime. The basics of the architecture are described hereafter. 
 
High performance multi-GSps ADCs are used to perform direct conversion from L or S (from 
900 to 2400 MHz). This, along with adequate analog band-pass filtering, enables crystal-clear 
conversion from the selected RF bandwidth to the digital domain without the need of analog 
conversion. The ADCs performance has been of course very carefully selected to cope with the 
100 dB of dynamic range (namely number of quantization levels), and their synchronization is of 
nano-second class. Then FPGA-based frequency conversion and selectable sub-filtering are 
performed to provide a large set of sampling bandwidths from 650kHz up to 200 MHz with 
guaranteed time-alignment and 70 dB rejection.  Thus, recording of the full S band can be 
performed. 
 
The aggregated bandwidth corresponding to the dual polarization RF recording exceeds 8 Gbps. 
The storage media shall be able to provide this level of performance on a sustained basis for 
recording and replay. Yet, it shall remain easy to remove for confidential and operational 
reasons. Consequently, the recorder embeds a state-of-the-art NVMe ultra-high speed removable 
storage cartridge, providing more than 20 Gbps of record and write data rate, and more than 200 
minutes of recording time. This storage unit has been validated in operational temperature range 
exceeding 50 °C. 
 

  
Figure 6: RSR-RF-200M front, with 

removable storage and embedded 
keyboard/pad 

Figure 7: RSR-RF-200M rear, with N 
connectors for RF signals, BNC connectors for 

time and frequency references 
 
On the reproducing side of the RSR-RF-200M, ultra-high speed DACs are used to enable direct 
generation of RF signal in the L or S band (from 900 to 2400 MHz). Again, the careful selection 
of the digital to analog conversion (quantization levels), and precise synchronization allows the 
reproducing stage to cope with all the recorded dynamic range, with un-noticeable degradation. 
 



To comply with IRIG standard [1] for C-band conversion, the C-band recording uses the C-IF 
frequency conversion principle thanks to a 5550 MHz local oscillator. The down-converted C-IF 
signal is then digitized in the same manner as the L and S band. On the reproducing side, the 
reversed conversion scheme is applied, from C-IF back to C-band. Thanks to the strong heritage 
of Safran Data Systems in embedded C-band converters; the resulting design is highly efficient; 
with a noise figure better than 10 dB and phase noise profile complying with IRIG standard. 
 

PERFORMANCE 
 

The performance of the recorder has been assessed in various situations by comparing BER 
curves from an original source with controllable Eb/N0 and from the recorded/reproduced signal. 
These curves show hardly noticeable degradation, especially at very low signal levels where the 
performance of the reproducer is crucial. For accurate assessment, the curves have been drawn 
for state-of-the-art SOQPSK-TG modulation, at 1 Mbps and 40 Mbps in S band (2300 MHz) and 
C band (5100 MHz). The recorded bandwidth is 200MHz. To show the good performance of the 
recorder in terms of noise-figure, the generator was set to output the main signal at -70 dBm for 
1 Mbps, and -55 dBm at 40 Mbps. 
 
The locking threshold of the receiver is shown below with and without the receiver in the loop. 
The impact of the recorder on the locking threshold is very limited, around 1.8 dB below -80 
dBm. 
 

 1 Mbps 40 Mbps 
Direct -95.8 -81.8 

Recorded -94 -80 
Table 1: locking threshold compared 

 

  



  
 
Multi-carrier performance has been assessed using the maximum bandwidth of 200 MHz, 
capturing 2 carriers: a 40 Mbps OQPSK channel at 2250 MHz, and a 40 Mbps adjacent channel 
in SOQPSK-TG. The resulting spectrum is shown on Figure 8. The BER curve for the SOQPSK-
TG channel is also shown, for comparison with the single carrier configuration. As expected, the 
recording and replay has no effect on the BER curve. 
 

 
Figure 8: dual-carrier configuration – OQPSK (2250 MHz) and SOQPSK (2350 MHz) @ 40 

Mbps 
 



  
  

CONCLUSION 
 
The opportunity of direct RF recording of flight test signals has been discussed, in terms of 
specification and constraints. The advantages of this new recording scheme have been shown in 
terms of practical implementation and technical benefits. The main technical aspects of the 
Cortex RSR-RF-200M recorder have been exposed. Finally, the performance has been assessed 
in typical single and dual channel configuration in S and C band. As expected, the RF recording 
and reproducing process has no impact on the signal quality, which validates this approach for 
ground station deployment. 
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DAC: Digital to Analog Converter 
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ABSTRACT

This paper describes a telemetry and ground station system for use with a remotely operated air-
craft. The system monitors the aircraft performance in real time, and for analysis of flight char-
acteristics post-flight. The telemetry system is modular, so it can be adapted to a range of aircraft
configurations. The ground station will run mission planning software on an off-the-shelf $500
USD microcontroller system, as well as a first person view module output to a separate display.
The data collected includes: airspeed, battery voltage, motor current draw, motor speed, ground
speed, three-axis acceleration, and GPS position. This system supplies the data needed for design
decisions to be based on actual flight data, rather than simulations and theoretical models.

INTRODUCTION

Unmanned aerial vehicles, or UAVs, are a growing field of study, with widespread applications.
Examples include aerial photography and surveying, cargo delivery, surveillance, storm tracking
and military [1]. No matter the application, however, it is important to be able to monitor the
position and status of the UAV, as well as collect and analyze the information critical to the intent
of the aircraft.

When designing and testing small scale (under 25 kg) remotely-operated fixed-wing aircraft, it
is advantageous to collect data to analyze performance characteristics. This data allows for the
determination of various aircraft metrics, such as efficiency, top speed, and battery endurance. It
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Figure 1: Small Scale RC Aircraft/UAV

is even more advantageous to have real time data collection and display. This allows the pilot to
make educated and informed decisions in real time, and tailor test flights to collect the data needed.
Also, studying and creating telemetry systems for small, low-cost, low-risk UAVs allows for faster,
lower cost, lower risk development of telemetry systems.

The goal of this project is to design and build a small, modular telemetry system for a fixed wing
remotely-operated aircraft. The aircraft and on-board telemetry system will connect to a ground
station and relay live flight data, as well as log it for later analysis. The Missouri S&T Miner Avi-
ation Design Team is implementing this system, and identified a few key performance metrics to
collect. Their competition aircraft for the 2020-2021 AIAA/DBF competition is shown in Figure 1.

It was determined that airspeed, battery voltage, motor current draw, motor speed, ground speed,
three-axis acceleration, and GPS position where the key performance metrics. Also, some restric-
tions were imposed on the physical system itself. Due to its use on small, lightweight aircraft, the
system itself had to be both small and lightweight, yet robust enough to survive a hard landing.
While the structure of most of the UAVs this system is designed for are built to handle a 2.5g
landing, while turning the aircraft can experience up to approximately 6g. This means that all con-
nections and electrical components must be built to survive this loading. Simplicity was a priority,
as this system is important to the flight of the aircraft, and it would be disastrous to fail while the
aircraft is in the air. While the system is not flight critical, it does provide the pilot with necessary
information to make informed decisions.

The team also has a quick turnover rate, with most students participating for no more than 4 years,
so a system that is easy to learn is necessary. Due to the limited budget of a university funded
student design team, a low-cost system is required. While no hard budget was established, the goal
was to create a system that includes both the ground station and the on-board telemetry system for
less than $500 USD.
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A first-person-video (FPV) allows the pilot and other monitors to view live video footage from a
camera mounted on the aircraft itself. This system allows for the pilot to more easily fly the aircraft
out of line of sight, or when the aircraft is too far away to comfortably see. FPV footage can also
be used for performance analysis such as control surface deflection and subsystem performance.
FPV footage also makes for invaluable promotional materials for the team, and can be used to gain
new members and acquire sponsors.

GROUND STATION

A. CONCEPTUAL DESIGN

To create a robust ground station for a remotely controlled aircraft, several design objectives were
set. The ground station must be portable, durable, compact, and powerful enough to run the desired
software. The computer is functional both as a personal computer and a ground station. The
portable case was designed to be able to mount a single monitor within the case, so an external
monitor would not be required.

B. DETAILED DESIGN

Inside the rigid camera case is several computer parts, including an Intel core i5 CPU with a stock
Intel cooler, MSI Z87-G45 Gaming motherboard, 400 watt power supply, 8 gigabytes of RAM, a
256 gigabyte solid state drive, and an NVIDIA GTX 750 TI graphics card. The ground station is
also equipped with an external wireless network receiver, and three USB type A ports. The camera
case is also capable of mounting a modest monitor on the inside, though it is not currently due to
budgetary concerns.

To fit all components into the camera case in a compact manor, a motherboard mount was designed
and 3D printed. The mount allows the motherboard to be mounted with a two cm displacement
from the camera case to prevent any short circuits or structural damage to the motherboard. An-
other mount was designed and 3D printed for the graphics card to allow the graphics card to lie flat
rather than stick up vertically. A riser cable was utilized for this design as well. All components
are secured with nuts and bolts and/or zip-ties to ensure portability. The ground station requires
an external power source – such as a wall outlet or car battery – which typically isn’t a problem as
most remote control flight fields are equipped with electricity.
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TELEMETRY DATA COLLECTION SUBSYSTEM

C. CONCEPTUAL DESIGN

The focus of the on-aircraft system was modularity and versatility, specifically in relation to the
ability for the system to be adapted to a wide range of aircraft configurations. For this to be
achieved the system must be able to operate without all of its parts, or rather, only the central
component, the flight controller, should be required for operation.

The FPV subsystem needed to be able to be run in parallel with the telemetry modules, without in-
terfering with any of the telemetry operations. To achieve this, the FPV subsystem is isolated from
the telemetry subsystem. Specifically, the FPV subsystem uses its own antenna and frequency, and
none of the FPV feed is fed through the telemetry system.

D. DETAILED DESIGN

The heart of the system is a Pixhawk Orange Cube. The Cube provides the means for centraliza-
tion of the data gathered by the auxiliary modules. The Cube looks for incoming data from the
carrier board, which contains the necessary connectors to wire the auxiliary modules. The Cube
carrier board additionally contains the necessary connectors to allow for direct wiring to the control
surfaces of the aircraft for the purposes of computer controlled flight, or autopilot.

The Cube itself contains a triple redundant inertial measurement unit (IMU) system, which in turn
contains accelerometers, gyroscopes, magnetometers, and barometers. The redundancy was a large
consideration in the choice for using the Cube. A flight system based on the data from the IMU
can fail if an instrument trips or goes offline. As mentioned previously, the Cube also contains the
necessary capability for autopilot, which is controlled in the Cube’s flight management unit (FMU)
system. The FMU and IMU systems are isolated from each other and are dampened, preventing
signal interference to the sensors and flight control [2].

The Cube is placed into the carrier board, connecting via DF17, a pin-to-pin ribbon connection.
This connector allows for complete modularity within the Pixhawk ecosystem, allowing for a se-
lection of after-market carrier boards or the ability to roll the connector into a custom distribution
board. From the carrier board, the rest of the on-aircraft system can be connected to the carrier
board via ribbon cables [2].

In Figure 2, the wiring shown is set up for a multi-rotor drone configuration. This diagram is
provided from ArduPilot as a part of the documentation for the Cube. The wiring is also valid
for our configuration, as any number of motors four or fewer can be run to the flight controller.
No other differences are relevant between the multi-rotor drone configuration and our fixed-wing
configuration.
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Figure 2: Pixhawk Cube Wiring Diagram (Dronecode Foundation Licensed under CC BY 4 [3])

The auxiliary modules support the Cube by collecting data the Cube is not able to collect itself. A
GPS module is connected to the GPS connector on the carrier board. For this project, the here3
GPS module is used. This GPS module collects global positioning data and relays it to the system.
A power module - connected to the POWER1 connector on the carrier board - uses a hall effect
current sensor to gauge motor amp draw and voltage. This sensor is used because the hall effect
provided an isolated way to measure current that does not interfere with nearby wires nor will it
induce unwanted currents or create parasitic capacitance. An airspeed sensor is connected to the
carrier board. The airspeed sensor is used to validate the data from the GPS, which gives ground
speed, and the IMU in the Cube, which gives acceleration. The data collected from these modules
is transmitted to the ground station at MHz and 500 mW via telemetry antennas from Holybro.
These antennas can transmit at 433MHz and do not interfere with sensors or flight controls, neither
automatic nor manual. The communication transmits through a TDM UART interface, allowing for
2-way full-duplex communication, and the firmware is open source, allowing for custom changes
should the need arise in the future [2].

Running in parallel to the above systems, an FPV system is placed on the aircraft separately. This
system remains separate to avoid unnecessary cross-talk between the systems and to retain total
modularity. The system uses a 5.8 GHz, 600 mW transmitter and a 1080p@60fps camera. This
system allows for near-zero latency video feed from the aircraft. The FPV feed is displayed on a
monitor physically separate from the ground station, but in the same ecosystem. The FPV feed can
also be split to a headset, allowing a pilot to take direct control with an in-air video feed [2].
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The current system allows for extensive expansion of modules and data points as that was the goal
of system modularity. In the future, it is likely an additional parameter will be necessary to fulfill
some design requirement or answer a conceptual question. When that need arises, the systems
modularity will allow for seamless addition of the required modules or instrumentation.

CONCLUSIONS

The system outlined above satisfies all of the current goals of the project, and will allow for the
Miner Aviation Student Design Team to collect and analyze many different performance metrics,
and evaluate the success of their aircraft. The telemetry system is modular, light weight, simple,
robust, and low-cost. The ground station allows for live data to make decisions while in flight,
as well as a live video feed to monitor the flight, while still being able to be used as a personal
computer to run other team software when required. Many components are either recycled, custom-
built, or off-the-shelf components that kept costs low.

Future plans primarily consist of procuring the equipment and materials in order to construct the
telemetry system above. Monetary and scheduling issues prevented the construction of the system
on schedule, but Miner Aviation plans to have the system operational within the next competition
season. Once the system is built, it will need to be tested for reliability and functionality. Potential
changes can be identified, to fix errors or increase the functionality of the system. Due to the
modularity of the system, implementing these changes should be simple, cheap, and requiring
little rework.

This system allows students and team members to be exposed to the growing field of UAVs by
providing an opportunity to design a system that tracks and connects to them. While the system
outlined above is fairly straight forward, it can serve as a jumping off point into more complex
systems with different functionality or custom equipment and components.
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ABSTRACT

Unlike traditional rides, trackless rides do not follow predefined paths, giving riders a unique
experience every ride. They are inherently more customizable and simpler to retheme than other
designs, offering guests a greater incentive to re-ride the attraction. For this reason, these rides
can sustain their popularity over time, making them worthwhile investments for amusement
parks. As such, they are quickly gaining popularity in the themed entertainment industry. We
explore different applications of telemetry that expand upon the current capabilities of trackless
rides to facilitate a more cohesive, integrated, and streamlined ride system. Our solution enables
ride designers to have more granular control over the interaction between trackless ride vehicles,
show elements, and riders while maintaining high standards of operational safety.

INTRODUCTION

BACKGROUND

Trackless ride systems offer unique benefits for riders, theme parks, and ride designers. Since
these types of ride vehicles are designed without the need to follow a set track, they offer the
possibility for the rider to experience the same ride in vastly different ways each time. This
encourages them to return to the ride and consequently to the theme park itself. The inherently
customizable nature of trackless rides means that a theme park can easily alter the path of these
trackless cars without the need for a costly renovation. Most other traditional rides have to be
torn down and fundamentally rebuilt to offer a new experience, whereas a trackless ride can
simply be reprogrammed to create new vehicle motions, new paths, and new rider experiences as
a whole. This customization benefits ride designers by giving them more control over the
interactions between the ride vehicles, riders, and ride environment. Trackless rides also provide
distinct safety and operational advantages. Since vehicles are not constrained to a specific path,
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trackless rides are much easier to bring to a forced stop and evacuate in the case of an
emergency. Additionally, malfunctioning cars or equipment are much easier to remove from the
ride.

PURPOSE

Trackless rides have many benefits and have proved to be truly revolutionary in the theme park
industry. However, there are still several ways to improve the trackless ride experience. The most
glaring issue with current trackless ride installations is that, despite their name, they rarely stray
from a set of preprogrammed paths or virtual "tracks." Therefore, we aim to explore the hitherto
untapped potential of trackless rides by implementing a novel system featuring telemetry.

OVERVIEW

Our solution offers the ability to fully govern the interaction between riders, ride vehicles, and
show elements within the ride environment. It will allow for a highly immersive experience
while also conforming to existing safety regulations and maintaining high standards of rider
safety. To accomplish this, we propose a hierarchical control system of sensors and controllers,
enabling a ride to be aware of its surroundings and use that information to make intelligent
decisions about safety, handoffs in control, and vehicle motion.

CONTROL ARCHITECTURE

First is a general overview of the control architecture and the amount of control that each level in
the architectures’ hierarchy has in the ride system.

LEVEL 3: CENTRAL RIDE CONTROL

The central ride control system is allocated the highest tier of control, operating at the highest
level of abstraction. This means that it performs high level commands, functioning as a
“director” system, rather than “actor”.

BLOCKING

The central ride control handles communication between different ride sections that function as
virtual “block zones,” orchestrating the movement of vehicles in groups to and from these zones.
We borrow the concept of blocking from the design and function of roller coasters. Blocking
refers to the practice of only allowing one train to occupy an individual section of track, or block
zone, at a time to prevent collisions from occurring. On roller coasters, sensors, such as
proximity switches, are used, which detect if a train on the rollercoaster has entered or exited a
specific zone. Block brakes built into the track prevent other trains from entering this zone until
it is clear [1].
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The main difference between this approach and our implementation is that instead of allowing
only one trackless ride vehicle per block section, we allow one group of vehicles of variable size
into our virtual block section. The central control system communicates with each zone and their
respective sensors to determine when it is appropriate to transition vehicles between zones.

OPERATING MODES

The central ride control also performs certain functions depending on the current operating
mode. Rides typically have multiple modes of operation, which are either set by the operator
through a physical interface, such as a control panel, or automatically triggered by certain events.
It is the job of the central system to ensure transitioning between modes of operation occurs
quickly and without incident by communicating each change with its subsystems.

In nearly all rides, both tracked and trackless, there are at least two operating modes: standard (or
“auto”) mode, the normal operating mode, and a special maintenance mode, which enables
manual control of the ride for sanitation, inspection, and repairs. In addition, there exist failsafe
functions such as the emergency stop (or “e-stop”), which immediately halts the movement of
the vehicles and turns on emergency lighting.

However, our implementation proposes additional modes that are only possible with trackless
ride systems, which allow for more flexible, efficient, and safe operation. For example, in most
conventional tracked rides, adding or removing vehicles requires downtime, as sections of the
track must switch to divert travel to or from a maintenance bay. In a trackless system, an operator
can request the change, and the central control system will remove a vehicle from or add a
vehicle into rotation without issue, dynamically reallocating the number of vehicles per block
group.

In addition, our system better handles accessibility. Current tracked rides include specialized,
wheelchair-accessible vehicles that are always moving through the ride. These are typically not
able to be used without a wheelchair, which means that these ride vehicles can remain
unoccupied for long periods, which causes lower rider throughput. With a trackless design,
wheelchair-accessible vehicles can be removed from the ride by default, and the operator can
swap normal vehicles with wheelchair-accessible vehicles at any time.

LEVEL 2: INDIVIDUAL ZONE CONTROL

Each zone in the ride has a control system, which facilitates the communication between the ride
vehicles and the show elements in its particular zone. The zone control monitors vehicles in its
zone to prevent collisions, either between vehicles or with the environment. It also regulates how
much control riders have over vehicle movement and when riders can interact with the
environment. When the central ride control indicates to the control of a particular zone that its
vehicles should move to the next zone, the zone control will take precedence over lower-level
operations and force vehicles to exit the current zone and enter the next, as well as taking control
over the entering vehicles.
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LEVEL 1: SHOW ELEMENT AND VEHICLE CONTROL

Both the show elements and the individual vehicles in each zone have their own separate control
systems. The zone control can override them, and in turn, they can override rider control. The
show element control and vehicle control systems can communicate with each other, enabling an
interactive, immersive ride experience.

VEHICLE CONTROL

The vehicle control translates rider inputs to movement. The riders adjust vehicle movement
using a physical interface, such as a steering wheel or a joystick. There are varying levels of rider
control over the vehicle that can be defined by the ride designer along its route, as explained
below. Please note that these levels of control are regulated by higher levels in the control
hierarchy. For example, a vehicle operating with 'free control' will have its movement limited to
prevent collisions.

1) No Control: The riders have no control over the vehicle, and the vehicle follows a
pre-programmed path. This is the standard level of control for trackless rides, as in [2].

2) Control by Selection: Riders can select between different pre-programmed paths, as in [3].
3) Control of Rotation: Vehicles move along a pre-programmed path, but riders can control

vehicle rotation about the vehicles’ vertical axis.
4) Control of Lateral Movement: Vehicles move along one lateral axis along a

pre-programmed path, but riders can control the vehicles’ movement along the other
lateral axis. For example, as the vehicle moves forward, riders can control its side-to-side
motion.

5) Free Control: Riders can control the vehicle’s rotation and movement along any lateral
axis.

SHOW ELEMENT CONTROL

This system governs the show elements of the ride, which consist of the environment and props
surrounding the vehicles. This includes audio, lighting, projection, robotics, and special effects.
It ensures the proper synchronization of those elements, and, through interactivity with the
vehicle and rider, would allow for the presentation of an immersive experience.

LEVEL 0: THE RIDER

The riders themselves are at the lowest level of control, as their influence on the ride is carefully
moderated by all other control systems, to strike a balance between interactivity and safety.

USE OF TELEMETRY

VEHICLE MOTION TRACKING
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One compelling use case for telemetry in our application is tracking the motion of all ride
vehicles using a local positioning system. This tracking is performed independently within each
zone of the ride by its respective control system. To make sure this system is accurate, it will
communicate with and ingest data from a wide array of sensors, both internal to and external to
the ride vehicle.

To determine the approximate spatial position of each vehicle within each zone, we propose
using a combination of either Received Signal Strength Indicator (RSSI) or Time-of-Flight (ToF)
based local positioning systems. This includes technologies like Ultra-Wideband (UWB), Low
Energy Bluetooth, or WiFi tracking already in widespread use in industrial applications. While
the accuracy of these methods has improved over time, thanks to advances in error correction
and precision, they are still only accurate from anywhere in the centimeter range for UWB to
meters for the others mentioned [4]. So, our system also employs other sensors in conjunction
with these technologies.

Each vehicle will use incremental encoders on its drive motors. These allow it to keep track of its
approximate velocity, bearing, and position traveled. It will also perform inertial tracking using
accelerometers and gyroscopes to verify this data. In addition, throughout each zone, there will
be locations on the ground with installed RFID tags, called ‘checkpoints,’ that a vehicle can read
to allow it to know its precise location. The close spacing of these checkpoints helps to mitigate
error and prevent it from compounding, allowing the vehicle to frequently recalibrate or ‘find its
bearings’. Finally, in order to give the vehicle a sense of its surroundings, there will be an LED
ToF sensor array which will provide 360 degrees of coverage for short- to mid-range distance
sensing. This helps to prevent collisions with obstacles.

INTELLIGENT MOTOR CONTROL

As previously discussed, the main difference between existing trackless rides and our system is
that riders have greater control over vehicle movement. As such, a major design feature of our
vehicles is an adjustable governor, or speed limiter, to determine motor outputs as a part of the
guidance system.

Working in conjunction with our sensor readouts, the electric motors in each vehicle will
intelligently moderate the top speed and acceleration to enhance rider experience and safety. This
includes limitations of acceleration or speed based on certain conditions that may arise, like slick
surfaces caused by a spill or obstacles too close to the vehicle. In addition, the vehicle control
can reference precalculated characteristic maps throughout the ride. These maps use the total
measured weight of the vehicle, including passengers, to change how the vehicle handles. This
characteristic map stores safe stopping distances, accelerations, speeds, and turning radii. It also
allows for the power output of the motors to be tuned to ensure a similar ride experience for all
riders, regardless of vehicle weight. So, a heavier vehicle will have increased power and braking
curves applied to achieve a target acceleration or deceleration, and vice versa for a lighter
vehicle. So, by using sensor data to affect motor output, greater levels of safety and enjoyment
are possible.
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RIDER INTERACTION

GESTURE RECOGNITION

Gesture recognition allows riders to interact with the environment without the need for additional
physical peripherals on vehicles. A rider performs a motion, such as extending one’s arm
outwards, to cause a change to the environment, such as knocking over an object in the ride
environment across from the rider’s extended arm. To accomplish this, vehicles can use a
wide-angle, fisheye camera positioned in front of the ride vehicle, pointing towards the riders. A
computer vision system within the vehicle can then map vectors onto particular points on the
hand or arm, and determine whether a rider has achieved the desired motion, such as
outstretching one’s hand.

RF COMMUNICATION

Interaction between riders and the environment is possible through an infrared communication
system. Vehicles would be equipped with peripherals, such as a gun or wand, that acts as an
infrared transmitter. A button on each peripheral sends an infrared pulse modulated with an
encoded identification signal specific to that specific rider or vehicle. Objects in the
environment, such as targets, can read that signal and communicate to the vehicle via the zone
control system which rider hit which target. Vehicles can also have targets. In this case, if a rider
hits a target on another vehicle, the hit vehicle will communicate to the shooter's vehicle via the
zone control system as well.

SAFETY

Our trackless system can fulfill its responsibility to keep its riders safe in part due to its ability to
both detect and prevent collisions and self-extraction events.

COLLISION PREVENTION

The vehicle control and zone control systems communicate to prevent vehicles from colliding
into either other vehicles or the surrounding environment. Local sensors on each vehicle and
external sensors in the room detect if a vehicle is within a certain threshold distance from another
object. The use of two separate sensor systems for position tracking in two different tiers of the
control hierarchy allows for a doubly redundant safety system in preventing collisions.

Each vehicle has a "safe stopping bubble" around it with a threshold radius. This radius varies
from just beyond arm’s reach, so a rider’s hand cannot collide with the ride environment, to an
upper threshold. This is dependent on the current velocity of the vehicle to ensure a safe stopping
distance is maintained. When an object is detected within this radius, the vehicle's path is altered
to redirect the vehicle away. An algorithm will gradually change the velocity vector of the
vehicle to a specific target vector, such as by adding vectors that counteract the velocity vector
controlled by the rider. This can allow for a smoother change of direction and handoff of control.
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If a collision were to occur due to unforeseen circumstances, it would be quickly detected by
either the positioning systems or by sudden spikes in the electric current of the vehicle drive
motors. This would trigger an emergency stop in the central control system.

SELF-EXTRACTION DETECTION

Self-extraction events are when a rider attempts to exit the vehicle while in motion, leading to
dangerous situations. To detect the events preceding self-extraction, we employ sensors onboard
our ride vehicles, specifically infrared temperature sensors and weight sensors. These detect the
temperature and weight of a seated person, so if there is a sudden change in temperature or
weight, the system will know that the rider is no longer in the seat and halt vehicle motion. The
vehicle control systems are constantly reading this sensor data and sending it to the zone and
central systems even if the ride is not in motion. This data leads to more reliable results in the
long run, as it can be used to strengthen and train the algorithms responsible for the detection of
self-extraction events.

CONCLUSION

Trackless ride vehicles signify a great leap forward in ride design, but it is evident they have not
yet achieved their full potential. Most still function like conventional tracked rides and assume
their many limitations. Our solution addresses these issues. It allows freedom in designing
interactive experiences, in which a rider can directly influence the motion of their vehicle and
their surroundings, improves operational efficiency by allowing quick changes to both the
quantity and type of vehicles in operation, and dynamically assesses environmental conditions to
ensure a thrilling, but safe experience. So, by implementing our proposed system of sensors and
control hierarchies, a more immersive, efficient, and, most importantly, safe trackless ride
experience is within reach.
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ABSTRACT

We demonstrate the use of the AprilTag visual fiducial system for the precision landing of a mul-
tirotor vehicle on a moving target with no GPS use after target acquisition. Existing IR-LOCK
precision landing code in a PixHawk flight controller with ArduCopter firmware is repurposed
for passive ground target tracking using position information from a Raspberry Pi and PiCam,
configured to identify and track a paper AprilTag. Debugging telemetry during development was
exported by MAVLINK over 802.11ac Wi-Fi. The Apriltag removes the need for an active, IR- or
RF-emitting ground beacon, allowing for precise aid delivery to unpowered disaster sites without
necessitating human multicopter pilots be nearby for short-range work, nor cluttering longer-range
cellular and radio bands. AprilTags allow for a sufficiently low false-positive rate to be used in
debris-strewn environments and sufficient positional accuracy to land on small dinghies in flood
zones or in the bed of an aid pickup truck.

INTRODUCTION

The University of California, Santa Barbara (UCSB) provides for senior undergraduate student
teams year-long capstone projects. Our capstone team was tasked by the United States Naval
Sea Systems Command (NAVSEA) to develop an autonomous multirotor capable of landing on a
seafaring vessel without remote piloting assistance nor any radio or light beacon coordination. We
were also directed to work with as minimal a reliance on GPS as we could manage.

The core task involved identifying a landing site that may be in motion without reliance on radio
transmissions or active beacons. This immunizes the vehicle against interference by third parties,
because a device not listening for external input cannot be hacked. To replace active external coor-
dination, a passive AprilTag3 visual fiducial [1] is placed on the target landing site for low energy,
low false-positive identification and relative pose extraction. This relative pose measured over
time then provides information about relative velocity necessary to match velocities and perform a
landing. This information derivative is taken by the vehicle’s flight control unit during landing.
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Removing the use of radio frequencies during flight has knock-on benefits for use in disaster zones
and aid scenarios. Doing so leaves WiFi, cellular, and aircraft telemetry bands uncluttered while
still allowing for precise targeting of drone landings. The lack of active ground beacon also means
that, in an emergency situation, a landing site may be prepared with a ruler, a typical black marker,
and a bright, flat surface.

This paper focuses primarily on our landing system and the tools we developed to extract telemetry
and observations from our test vehicle to fix issues arising in it during development.

VEHICLE DESIGN

A. HARDWARE

Figure 1: Test vehicle hardware. (a) uBlox M8N Micro GPS unit. (b) Holybro 915MHz telemetry radio.
(c) Pixhawk v2.4.8 Flight Control Unit. (d) Remote control receiver. (e) Raspberry Pi Camera v2 (mounted
facing down.) (f) Raspberry Pi 3B+ companion computer (mounted interior.) (g) Battery Pack.

Our test platform was a custom 1.2kg quad-rotor autonomous flying drone constructed from consumer-
off-the-shelf (COTS) parts. The frame is a YoungRC F450 Drone Frame Kit with landing legs.
Onto each arm we mount a LHI 920KV Brushless Motor with a SimonK 30A Electronic Speed
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Controller (ESC) for converting from flight controller pulse width modulation (PWM) to three-
phase motor drive. Onto each motor, we mount one black plastic 10x4.5 propeller. A Tattu 14.8V
2300mAh 4S 45C LiPo battery pack provides DC electric power storage for all system compo-
nents. These test vehicle flight components were selected to be extremely forgiving in weight
margins as we had little prior experience with quad-rotor vehicle design.

Flight control hardware is visible in Figure 1. Centrally, a Pixhawk 2.4.8 Flight Control Unit (FCU)
provides IMU and magnetometer readings, collects position estimates from other hardware, checks
mission objectives, then produces pulse-width modulation (PWM) motor control commands to
drive the vehicle ESCs. A uBlox M8N Micro GPS unit provides global position updates to allow
the vehicle to navigate to its programmed landing zone without internal position estimate drift
beyond the order of meters. A Holybro 915MHz telemetry radio and FlySky FS-iA6B 2.4GHz
remote control receiver allow remote mission alteration and direct control in case of unexpected
behaviour during a test flight. Finally, a Raspberry Pi 3B+ companion computer and Raspberry
Pi camera v2 module provide visual position updates of the landing target during our landing
phase. Testing of our Raspberry Pi 3B+ independent from the test vehicle indicated its camera’s
10 frames-per-second (FPS) 640 pixel horizontal, 480 pixel vertical mode was the best possible
resolution and framerate without failing to process frames during AprilTag detection and pose
extraction. This resolution and speed setting also provided the camera’s full field of view which
was ideal for our use case.

Figure 2: Test vehicle hardware block diagram. The WiFi module was not drawn as it is an internal sub-
component of the companion computer. The 915MHz telemetry radio and 2.4GHz controller receiver were
left off as noncritical to the test vehicle’s intended mission functionality.

Communication between all hardware components is accomplished with standard consumer proto-
cols, as seen in Figure 2. The GPS is driven by the flight controller over UART with a baud rate of
96000, using drivers common to most autonomous consumer drone operating systems. Our com-
panion computer communicates with the flight controller over UART, again at 96000 baud, using
the Micro Air Vehicle Link (MAVLink) autonomous vehicle communication protocol. For testing
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purposes, all MAVLink communications between the companion computer and flight controller
are also echoed through our 915MHz telemetry radio for receipt by our ground station computer.

Vision data is supplied by our Raspberry Pi Camera Module v2, transmitted over parallel port cable
to the Raspberry Pi 3B+ companion computer, then processed digitally for AprilTag detection and
relative pose extraction.

Finally, as neither the FCU nor companion computer accept raw lithium polymer battery voltages,
we had two regulator systems to manage power distribution to these compute devices. The FCU
received power from a Hobbypower Power Module v1.0 power management board, which incor-
porates power for the FCU and voltage sensing to track battery drain. To power the companion
computer, we designed a custom 2-layer printed circuit board (PCB) visible in schematic and fab-
ricated form in Figure 3. The PCB was designed to accept 14 volts to 22 volts of input and produce
a stable 5 volt output to up to 1.5A of load. The arrays of via holes in the design are for thermal
dissipation. The two largest PCB components placed are an inductor, center top, and an input
inversion protection diode, center bottom.

Figure 3: Custom 2-layer 5 volt regulator PCB designed to power companion computer.
Left: Schematic of the PCB. Right: The fabricated board.

B. DIGITAL SYSTEMS

B..1 FLIGHT CONTROL UNIT

Our consumer PixHawk 2.4.8 FCU came pre-loaded with a copy of the open source PX4 autopilot
firmware in its flash memory. At the recommendation of many sources in the drone enthusiast
community, we moved to a more recent edition of the same PX4 firmware [2] before testing. We
encountered issues doing so as the particular run of PixHawk 2.4.8 from which we acquired our
test unit suffered from a hardware error that halved their externally writeable flash storage. To work
around this, we manually recompiled the firmware locally, stripping out features unnecessary to
our project. Being able to read the source code and recompile the firmware was beneficial in the
long run of our project as direct analysis of the source code revealed to us that the PX4 firmware
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Kalman filter was not programmed to be able to use the landing target MAVLink messages
from our companion computer.

Rather than attempt to alter the PX4 Kalman filter, we transitioned our test vehicle FCU to the older
ArduPilot firmware [3]. This firmware contained a “precision landing” mode originally designed
to be used with the IRLock active-infrared precision landing beacon. By adapting our project to
produce messages acceptable to this precision landing system, we were able to successfully engage
the precision landing code that already existed within the ArduPilot firmware and add our estimates
of the tag position to the landing operation. As this precision landing code replaces ArduPilot’s
horizontal velocity estimates with that derived from the tag position changes, this causes the drone
to match speeds with the target and land successfully.

B..2 COMPANION COMPUTER

Figure 4: Apriltag visual processing stack.

Onto our Raspberry Pi 3B+, we installed a Ubiquity Robotics distribution of Ubuntu 16.04 pre-
loaded with Robot Operating System (ROS) version Kinetic Kame. We chose to use the ROS soft-
ware platform to simplify loading of images from the Raspberry Pi camera module and transmis-
sion of extracted poses over MAVLink. Use of ROS has the added benefit of separating concerns
into indepentent processes, allowing for parallel completion of independent hardware accesses,
parallel computation of independent processing steps, and greatly simplified logging. Our opera-
tional ROS node flow is visible in Figure 4. The RasPiCam node [4] interfaces with the camera
module and Raspberry Pi 3B+ graphics hardware and produces bitmaps in memory. ROS then
transfers these bitmaps to the Apriltag ROS [5] node for tag identification. The Apriltag ROS
node finds all valid Apriltags within view of the camera, then checks the tags’ IDs against that
configured for landing. If the landing tag is detected, its pose is extracted and sent to the Vi-
sion to MAVROS [6] module. Vision to MAVROS performs a simple coordinate transform to
turn the tag’s position relative to the camera into a test vehicle position relative to the tag. Fi-
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nally, the position of the test vehicle relative to the tag is published to the flight control unit as a
landing target MAVLink message over UART using the MAVROS [7] module.

We had to make corrections to our copies of two of these modules. First, Apriltag ROS used a
ROS object to receive camera images that assumed the image and corresponding camera property
matrices would be published in perfect lockstep. However, Raspicam node produced its camera
images and their camera properties as separate ROS calls, as a necessity to provide additional
features we did not use like motion maps from hardware H.264 encoding. To force the version of
Raspicam node available to us at the time to produce lockstep images and property matrices, we
needed to rewrite a significant portion of the module.

Second, an enumeration within MAVROS called MAV FRAME, used for describing the coordinate
frame in which a position is given, had an off-by-one error for all nonzero enumeration values.
This included the LOCAL NED frame in which we were reporting our landing target and
visual odometryMAVLink messages to our FCU. (The “LOCAL” means the coordinates have
an origin within a few miles at most as they’re measured in meters. The “NED” means the coor-
dinates describe a position X units of distance to the north, Y units of distance to the east and
Z units below the takeoff site, assuming down is always parallel to the radial axis of the earth
and north is always true north.) Investigation of extracted uORB message streams from the PX4
firmware had indicated it was rejecting our landing target messages despite receiving them
successfully over the UART channel. This enumeration error was the reason for the rejection, as
the PX4 firmware refused to perform coordinate conversion to use a landing target message
published with any frame except the correctly specified LOCAL NED. Fixing the enumeration in
our copy of MAVROS was a one-line change.

TELEMETRY EXTRACTION

Figure 5: ROS message logging. Top: logging on the companion computer directly. Bottom: logging on
the ground control station via SSH bridge. The YAML file in the latter case may be replaced with a direct
UNIX pipe to v sub.py.

Using the ROS program rostopic, we logged copies of the tag position and landing target
messages, produced by Apriltag ROS and Vision to MAVROS respectively, into our companion
computer’s storage, as shown in Figure 5, top. As ROS messages are identical to multi-document
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YAML files, trivial python code can load the stream of messages and process them for offline
analysis. We extended the design of our visualization tool, v sub.py, to use the POSIX standard
input as its loaded stream, allowing us to stream in offline files or pipe live data from a Secure
SHell (SSH) session over WiFi or Ethernet. This streaming was also convenient to reduce manual
copying of log files, allowing us to directly save them on our local machine as visible in Figure 5,
bottom. Finally, using the UNIX program tee with additional UNIX pipes allowed us to simul-
taneously save the data to a local file and stream over SSH during some tests to have both live
visualization and records for playback.

Figure 6: Extraction of data from our FCU’s operating system via the MAVLink Serial control. Data is
read from pyserial, a regex is applied to locate complete uORB messages, then the packets are reprinted as
YAML. If necessary, a MAVLink heartbeat is echoed to prevent disconnection. Then a request for another
single uORB packet is written.

During motor-disarmed ground experimentation, we also had need to log telemetry as received by
our FCU’s firmware’s internals. As the MAVLink mirroring from the companion computer to the
telemetry radio occurred before decoding of the messages by the FCU, it did not accurately repre-
sent the rejection of our landing target updates as observed in the test vehicle’s behaviour. Luckily,
the MAVLink standard comes with a SERIAL CONTROL message type allowing for passthrough
access to FCU serial ports, including an FCU shell if one exists. One existed in the firmware we
initially attempted to use, PX4, but this feature did not exist in our second firmware, ArduPilot.
Using an adaptation of a tool provided by the PX4 repository for bringing up the MAVLink se-
rial shell (which itself was built on PyMAVLink and PySerial) we were able to produce a script
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generating a continuous stream of tag position sightings as understood by the FCU’s internals. A
diagram of our tool’s operational processes is visible in Figure 6. This made obvious the enu-
meration mistake in MAVROS as well as some remaining mistakes with our configuration of the
Vision to MAVROS coordinate transformation.

TELEMETRY VISUALIZATION

Visualization of our telemetry was performed using Python3.8.3, MatPlotLib 3.3.2, and PyYAML
to produce a tool we called v sub.py. (“v” for visualizer and “sub” for subsampled.) The
operational process of this tool is visible below in Figure 7. Using MatPlotLib animations, we
repeatedly render 3D plots of position and orientation for streamed-in values. As MatPlotLib is
not a high performance plotting library, we were limited to 15 to 25 of the most recent samples
to meet a rendering speed target of 10 FPS – the rate at which apriltag ROS could process vision
images on our Raspberry Pi 3B+. Extensive trials manually lifting the test vehicle over our landing
tag while observing readings in v sub.py allowed us to determine some inconsistencies in our
coding of quaternions representing the vehicle orientation at different points in our vehicle stack,
among other pose transformation snafus.

Figure 7: v sub.py processing pipeline. The YAML file may be replaced with a live YAML stream
from the drone over SSH. Python generators are functions repeatedly yielding new elements to the next
stage until the source produces a StopIteration exception. KeepN is a generator that provides arrays of
the last N elements generated by the preceding generator, labeled here as “Pose Blocks”. A MatPlotLib
FuncAnimation accepts any iterable and a function to render its elements, then repeatedly calls the
rendering operation in the MatPlotLib windowing context. Bold blocks were written directly by us.
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CONCLUSIONS

As only a few days remained in the project before final presentations, only one flight with a mov-
ing target acquisition and landing was ever performed with the completed test vehicle software and
hardware. One landing on a static tag was also performed. The moving target landing demon-
strated overshoot and correction during matched-velocity descent and a significant traversal from
the initially-programmed GPS coordinates due to following the tag (over 8 meters.) A diagram of
the flight path as recorded by onboard GPS and barometer alone is visible in Figure 8. Video of
the flight demo is available at https://youtu.be/OROEFxYX0Mw.

Figure 8: Path of our successful test flight with tag following, side view, rendered by Google Earth from
data extracted by ArduPilot Mission Planner from offline logs. The initial ascent is the closer track and is
afflicted by altitude mis-estimation, but shows the stable ascent profile visible in the demonstration video.
The jump in altitude at the center of the image during descent matches the moment when the drone corrects
its overshoot of the tag during flight. Altitude estimations again begin to fail at the end of the descent due to
ground effect on the test vehicle barometer. The red line near the flight start point is a 1 meter scale measure.

Our paper demonstrates that simple consumer parts may be used to produce a quad-rotor vehicle
capable of landing precisely on passive, visual targets. We also demonstrate telemetry export from
ROS by SSH bridge, telemetry export from PX4 by MAVLink serial control, and one visualization
strategy for both types of extracted online or offline data in Python MatPlotLib.
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ABSTRACT

The current state of the art UAV obstacle avoidance requires an array of expensive time-of-flight
sensors, LiDAR, or ultrasonic sensors. Novel 60GHz RADAR sensors may allow for the same
functionality but at a drastically lower cost. We will review Texas Instruments mmWave RADAR
sensors, describe challenges involved with dynamic RADAR usage, and introduce pymmWave, an
open-source library for easy RADAR sensor programming. We will then demonstrate RADAR us-
age in the real-world, demonstrating proficiency for obstacle avoidance on a drone. Using RADAR
data for high-frequency applications poses unique challenges and algorithm design choices, which
we discuss in the paper.

INTRODUCTION

60GHz RADAR sensors are novel tools full of promise. These sensors are nearly the size of your
fingernail, yet can detect objects at 100m away. These sensors additionally are solid state, allowing
for worry-free long-term usage on devices. Companies have already started putting these sensors
into consumers’ hands through devices such as Google’s Pixel 4 phone, which utilized RADAR
chipsets to provide gesture recognition [1]. We believe that these sensors return data which can be
optimized for safe autonomy and robotic control.

In addition to rain, fog, and snow, these sensors pose unique challenges since they can pen-
etrate plastic and drywall. These sensors provide millimeter level data, and can be configured to
detect objects up to 100m away. This versatility is challenging, as the sensors must be configured
precisely to return accurate data for different use cases.

We will introduce the technology surrounding 60GHz RADAR and the Texas Instruments
chipset we selected. We will also introduce our open-source library pymmWave, and demonstrate
how 60 GHz RADAR sensors can be relied on for autonomous safety. We will compare these
sensors to comparable alternatives and demonstrate a number of optimized robotic algorithms.
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Figure 1: Texas Instruments IWR6843AOPEVM Device

Lastly, we will demonstrate a real example of RADAR being used to ensure device safety. We
have integrated a custom RADAR solution into an AION Robotics R1 [2] rover. This will demon-
strate off-board wireless control in a latency-prone environment with multiple RADAR sensors.

BACKGROUND

RADAR was first experimented with by Heinrich Hertz and was then widely developed for mil-
itary applications throughout World War 2. This surge of development led to RADAR usage for
detection, ship avoidance, and later, consumer usage. Notably, these sensors were focused on ≤
2GHz frequencies. More recently, leveraging mmWave RADAR for consumer safety has been in
development since the 1990s. These technologies have been widely researched for these systems,
with utilization for automotive pre-crash detection, cruise-control, and more [3]. This technol-
ogy has emerged as an affordable sensing tool, and manufacturers have begun producing versatile
chipsets for wide adoption [4].

While these sensors have been historically used for large vehicles in outdoor navigation, we
were interested in using these sensors for fast, safe navigation. mmWave sensors have been used for
indoor applications such as mapping [5], motion estimation [6], and position tracking [7] before.
Many of the aforementioned solutions utilize deep-learning to manage noise and provide higher
performance continuous state estimation, but this constrains comprehension of the computational
process and certainty in the resulting data. In addition, performance is highly dependent on the
quality of training and performance may vary wildly in new environments. Deep learning solutions
generally require more expensive computational models as well.

OVERALL DESIGN

We wanted to construct a single unified platform with deterministic algorithms which could
provide pose estimation, continuous mapping, and be seamlessly integrated into any robotic ve-
hicle for indoor navigation tasks. Due to the importance of integration with other sensors, we
will demonstrate usage with Robotics Operating System (ROS) [8] and native integration with
2-dimensional LiDAR sensors.

With the aforementioned goals, we intended to present a solution which would provide a com-
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plete Python package for immediate integration with a commercial off-the-shelf sensor at a very
high performance. We decided to use Texas Instrument’s (TI) IWR6843AOPEVM (EVM) (Fig-
ure 1) for our design. This chipset is an evaluation module which provides data access through a
single Micro-USB input or a 60-pin high-speed interface. This evaluation module is specifically
designed to support a wide field of view, with a configurable 130 degrees elevation and a 130 de-
gree azimuth. The sensor can be configured to detect large objects up to 100m away. Since we
are focusing on indoor navigation tasks, we have configured our sensor for 10 meter range with
centimeter accuracy.

With the EVM’s firmware, this sensor can be configured to send point-cloud information with
a per-point Doppler shift measurement. Due to ease of utilization and improved type-hinting sup-
port, we chose to use Python 3.9.4 to support our implementation. This version of Python also
comes after the significant asyncio package update, which we chose to leverage. Python’s Asyncio
provides asynchronous logic control with explicit context switches, such that extensive lock-logic
is unnecessary.

We designed and optimized all our algorithms for performance in three dimensions so that it
could be used on something like a quad copter but decided to demonstrate it on a ground robot
because it is easier to manage. We chose the AION Robotics U1 UGV, and integrated our RADAR
sensors into the system. While we still chose to consider the vertical axis when making avoid-
ance decisions, we could not modify our vertical position with the rover, which constrained the
complexity of solution.

SOFTWARE DESIGN

After receiving the sensors, we tried to find software packages which would allow for simple
integration with the device. The manufacturer provided a web-based tool to allow for basic data
visualization and for sensor configuration. We decided to reverse engineer this web application to
enable interaction with the sensor purely in Python. Simultaneously, we knew that we would need
to control a robotic system with this data. This required low-latency performance, non-blocking
behavior, and interaction between a set of wireless processes.

SOFTWARE DESIGN: PYMMWAVE

We packaged our asynchronous RADAR tool set into the Python pymmWave library. This
library allows for simple asynchronous management of these sensors with simple constructs. It also
provides useful algorithms for interacting with RADAR data in real time. Figure 2 demonstrates
a short program which initializes sensors, sends them a sensor configuration, and reads data from
the sensor. This program design creates an asynchronous function to read data when available, and
assigns the function as an asynchronous task to an event loop. This event loop can then manage
the corresponding contexts for sensor management and data interaction.

The code structure presented in Figure 2 is representative of the intended design pattern for
our library. The entire library is type-hinted, and attempts to minimize cases where exceptions
are thrown, instead indicating failure through function return values. This design pattern enables
efficient utilization of lightweight processors. It should be noted that performance may vary if users
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Initialize Sensor Telemtery Connections

Send Sensor Configurations

Configure Sensor Data Filtering

Assign asynchronous sensor controllers to 

event loop

Assign data interaction tools to event loop

Run Event Loop

Initialize Sensor Telemtery Connections

Send Sensor Configurations

Configure Sensor Data Filtering

Assign asynchronous sensor controllers to 

event loop

Assign data interaction tools to event loop

Run Event Loop

TI requires two separate serial connections, one for configuration 

and one for data. Each has a different baud rate.

Configurations can be customized for user applications. The library 

attempts to correct any initialization errors during this step.

Data filtering can be dynamically defined. The simplest data-

filtering implementation provided filters data based on doppler 

measurements.

Each sensor needs to be asynchronously managed in the event loop. 

This management code needs to be assigned to the controller.

User applications which interface with sensor data need to be 

assigned to the event loop to run. Due to asyncio, user applications 

do not need to be concerned with Python object lifecycle 

management when interacting with sensors.

Users then need to choose how to run the event loop and scheduled 

processes.

Figure 2: Example Code Structure

attempt to leverage multi-process asyncio event loop execution due to object pickling requirements
between processes.

The library is designed to allow for integration of many types of sensors returning differing
types of data. Our team leveraged the abstract Sensor class to provide a unified interface to a RPL-
IDAR A1 sensor. By leveraging this implementation, we could trivially interface with different
sensors, restart sensors without concern, and handle failures with no impact to functionality. Ad-
ditionally, this solution allowed for simple testing of different sensor configurations, as removing
a sensor from consideration took a single line of code, without snaking dependencies.

SOFTWARE DESIGN: CONTROL SYSTEM

To control an arbitrary robot in our implementation, we knew we would have to support a general
number of sensors, for a vehicle with arbitrary dimensions, and with arbitrary sensor placements.
We also knew that we may have to support movement on all axes, and constrain movement properly
on these axes. This consideration led to our utilization of generic sensor constructs to initialize
sensors and pass data between systems.

For our control system, we used ROS to connect to our vehicle. Due to ROS installation
constraints, our ROS service to interface with our robot ran in a separate Python process from our
obstacle avoidance and state management service. Our ROS installation was configured to run
within a Python 3.7 interpreter, while our pymmWave library requires Python 3.9. This constraint
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Figure 3: Diagram of avoidance zones, distance to obstacle (pink), and angle adjustment required (green).

added some complexity, requiring implementations of non-blocking connections between services.
On utilizing ROS with asyncio, it should be noted that the two are currently difficult to interface.
We attempted to leverage asyncio with ROS in other sensor implementations in the same process,
and failed. We believe this was due to task assignment within the event loop not allowing for the
ROS process managed by PyROS to function. With more time, this could be solved natively with
proper support, but we solved this with TCP sockets providing inter-process communication.

We accepted data from sensors as it became available from each sensor, and therefore we had
to make constraint decisions with partial state information per-timestep. Due to the possibility
of significant varying data-rates, we exposed class member-functions which provided the actual
frequency which sensors were providing useful information. By utilizing this information, we
could determine how stale portions of data were before making control decisions. Leveraging this
approach allowed for us to utilize the same data processing pipeline, no matter the input sensor or
data type.

Control decisions were determined by finding the closest bounding box face which a certain
data point could intersect. We determined this by iterating through sequences of received points
and estimating their position in the next received timestep. We required the system administrator
to state the rectangular bounds of the robot they were using. This is the rectangular box in Figure
3. This constraint was to simplify development, but there is no reason which this cannot support
more complex bounds. Based on each of these bounding faces, we constructed two limits: a
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’padding’ constraint, and a ’hard’ constraint. In Figure 3, the padding constraint is the teal dashed
line surrounding the robot. The hard constraint is the dotted dashed orange line. To simplify
development, these bounds were not dynamically determined. The padding constraint was decided
to be the point at which the system would begin to slow-down its velocity on that axis. When a
data point entered this bound, we also begun to track its angle of arrival. The hard bound was
defined to be the point where the system would decide to not allow for movement in that direction.
By leveraging these two bounds in conjunction with the angle of arrival information, we could
determine how to both slow-down before reaching an obstacle, as well as attempt to veer away
from it.

As previously mentioned, our control system leveraged angle of approach information to prop-
erly estimate how our controller would need to adjust to avoid incoming obstacles. This veering
system was implemented by iteratively adjusting the system angle until we were parallel to the
object we were approaching. This was a simple veering implementation which can be viewed in
our demonstration video. This implementation could have been improved to remain on the original
user-defined path after veering away from the detected obstacle. Regrettably we were not able to
complete this within our time limitations.

The control system manages state uncertainty by keeping track of previous constraints and
adjusting new constraints linearly from them. This was necessary due to sensor inconsistency in
returned data. Each RADAR sensor may return data on each timestep, and the data is not nec-
essarily the same set of points within each timestep. For example, if the sensor was tracking a
cube, on different timesteps you would read some random sample of points from that cube. This
meant that tracking objects was too difficult to manage, but if our previous constraint was calcu-
lated correctly, then we should be able to calculate the constraint in the next timestep accurately.
An interesting feature of this solution is what to do when partial data is returned from the environ-
ment, and whether or not to update constraints when no data points are returned. If no data points
are returned from the sensor, that can mean that there are no obstacles, but this can also indicate
that the system is moving too slowly to properly recognize the obstacle.

We solved the aforementioned problem in two manners. First, we relied on human observers
to strictly reset movement constraints. This meant that if we approached an obstacle and reduced
our movement speed, and then the obstacle was out of our way, the user would have to confirm that
this was the case before proceeding. This was strict to ensure device safety. With a more complete
solution, this would be unnecessary. Second, our constraints decayed proportionately with each
timestep and user action in that direction, such that as we approached an obstacle we could safely
stop without confident data.

Due to our sensor setup in Figure 3, there are 3 zones where we receive no data. Due to a
lack of data behind the robot, we could not construct rear constraints. For the two zones on the
front-right and left, we enlarged our front dead-zone to ensure that we would not be in an unsafe
state. This could be improved with different sensor placement.

IMPLEMENTATION

Our final implementation combined 3 RADAR sensors as well as one LiDAR sensor on the AION
Robotics R1 Rover. The RADAR sensors were mounted on custom 3D printed hardware which
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Figure 4: Picture of Completed Robot

were designed to be modular and configurable, such that we could test different sensor locations.
The AION Robotics R1 rover contains a NVIDIA TX2 system running ROS. The TX2 exposes a
USB port and an Ethernet port.

This implementation posed a simple problem, as we had 4 USB devices and a single USB port.
We decided to purchase a high-performance USB hub to enable this sensor configuration. After
connecting 3 RADAR sensors to the hub, we experienced no immediate issues. After trying to read
data from the devices simultaneously, the sensors would fail. The sensors would provide corrupted
data or completely fail, and the operating system would attempt to reassign the devices nearly
continuously. We tested the case of 2 RADAR sensors and the spinning LiDAR sensor on a single
USB-hub (which does require more power than the aforementioned 3 RADAR setup), and had no
issues running all of the devices simultaneously. We are not sure why this 3 sensor configuration
fails. We solved this problem by connecting a NVIDIA Jetson Nano over Ethernet and attaching
the RADAR device to this system. As aforementioned with pymmWave, we implemented the
abstract sensor class for this new networked sensor, and were able to integrate this device into our
code structure with no control code modification.

We tested the performance of our implemented control both with, and without the RPLiDAR
sensor. While difficult to measure, we experimentally demonstrated that the RADAR sensors
could outperform solely a single LiDAR sensor, and when combined, the LiDAR senor’s benefit
was minimal. Notably, the LiDAR covered any deadzones for which we had no data, but for
obstacle detection and avoidance we found no improvement with the LiDAR. This comparison
demonstrated the effectiveness of these RADAR sensors as a cost effective replacement for LiDAR.

After demonstrating the effectiveness of this solution, we constructed a number of RADAR
optimized computational algorithms which can be found in our GitHub [9]. The first algorithm we
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Figure 5: Frame from [10]

implemented is a simple mean distance measurement algorithm to demonstrate how developers can
interact with 3 dimensional point cloud data. We then implemented a persistent point-cloud object,
which adjusts persisted data based on real or estimated IMU data. We provided an estimated IMU
algorithm, which attempts to decompose Doppler shift information to provide a continuous esti-
mation of linear velocity and rotation. Since we only have data on a single axis, it is impossible to
provide a perfect estimation, but this data can be useful. Finally, we implemented a pose estima-
tion algorithm, which can accept data from the previous algorithm. When using these algorithms
together, pose can be continuously estimated with just a single RADAR sensor. We were not able
to conduct a complete performance evaluation between the algorithm’s estimation and the actual
IMU result, though we found the resulting data to be fairly accurate.

RESULTS

Our implemented system is able to successfully navigate complex environments with minimal
guidance. It can navigate around obstacles with accuracy and speed. Our constraint generation
control system was able to support variable maximum velocities, with the highest we tested being
1 m/s. A demonstration of the system can be found at [11]. A slightly modified video with live
constraint visualization can be seen at [10]. [10] shows how the left, forwards, and right constraints
change as we approach different obstacles. Figure 5 shows a frame from this demonstration. In
this situation, the rover is approaching an obstacle which is both in front, and to the right of the
rover. The rover has detected this, and therefore is modifying both the center and right constraints
to zero. The left side is clear of obstacles, and the left constraint is not set. This can be seen in
the chart on the bottom left of Figure 5, where the leftmost point is at ’1’, indicating no constraint.
The center and right are at ’0’, where inputs for those directions are ignored.
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CONCLUSIONS

After spending a year working with the TI mmWave RADAR, we have observed that these
sensors are not perfect. They are extremely sensitive to minute details and require experimentation
to understand how they interact with the environment. Through our research, however, we have
exemplified how effective these sensors can be for real-time control tasks at such low cost. Without
needing any additional data, we were able to demonstrate functional obstacle avoidance through
novel sensors. We have also introduced pymmWave, an asynchronous TI RADAR control library
which can be used for RADAR evaluation and complex development.

More research on these sensors must be done to better understand their intricacies and apply
them to a wider range of problems. We would have liked to implement more complex robotic
algorithms, but we were time constrained. In addition, with appropriate hardware design this
solution will work on drones as well, and we expect this to be a future area of research.
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ABSTRACT

This paper examines the usage of a microcontroller to wirelessly send commands to its
destination using the Transmission Control Protocol (TCP). The system was designed to assist
the testing of a Mars rover designed for the 2020 University Rover Challenge. RoveComm, the
rover’s custom message protocol, is used to wirelessly trigger an emergency shutdown of the
rover’s power systems as well as manipulate the robotic arm and science systems while testing
out in the field. To facilitate reliable communication to the rover during testing scenarios, a TCP
implementation for RoveComm was developed to ensure reliable message delivery to all rover
control systems. The wireless controller features a 32-bit microcontroller with an integrated wifi
stack which transmits signals with a 2.4 GHz external antenna to a pair of circularly polarized
omnidirectional antennas mounted on the rover. The controller allows for transmission of custom
RoveComm commands, reducing the hazard of having a physical operator within reaching
distance and enhancing the rigor of terrain and operation testing that can be undergone.

INTRODUCTION

The Missouri S&T Mars Rover Design Team (MRDT) designs, builds, and tests a rover to
compete in the annual University Rover challenge (URC). This competition is split into four
tasks that are meant to simulate the challenges that a rover might face on a Mars mission. The
first task is picking up objects weighing less than five kilograms as well as accomplish objectives
such as typing on a keyboard or opening a drawer. Task two requires taking and analyzing soil
samples. Task three involves traversing mountainous terrain such as rocky paths, steep slopes,
and sharp drop-offs. The fourth and final task is moving autonomously to checkpoints along a set
path [1]. MRDT’s process to build a rover each year ends with five to six months of extensive
testing to ensure that everything will work as intended for the competition. Figure 1 shows the
2020 MRDT Mars Rover outside with its robotic arm attachment.
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Every rover competing in URC must be equipped with a physical Emergency-Stop (E-Stop)
button. This is to ensure that if any rover malfunctions it can easily be shut down. This solution
works for many scenarios, however being close enough to press the E-Stop also poses many
problems, especially during testing. In order to ensure the safety of everyone it is necessary to
remain away from the rover until the team is certain that it works as intended. Because of this, a
wireless solution is needed to allow for the safe testing of the rover. The Wireless E-Stop, and
Auxiliary Testing System were created to satisfy these needs.

The Wireless E-Stop is designed to send a power-down command to the rover from a minimum
distance of six meters. As a handheld device it can be armed with the flip of a switch to prevent
accidental activation. Which then allows for a button to be used as either a dead man's switch or
as a trigger. When activated the Wireless E-Stop sends a command to the rover over TCP which
tells the Battery Management System (BMS) to power off. A successful Wireless E-Stop will
send the command quickly in order to minimize damage to the rover.

To effectively complete the tasks for competition, a manipulator and science system are needed.
The manipulator is a robotic arm with six degrees of freedom that can pick up and finely control
objects. The science system is designed to dig into the ground to collect soil samples, and drop
them in a tube to analyze. Both of these systems require careful testing in order to work
effectively. The rover is modular, which allows for independent testing of both the manipulator
and science system. A method of controlling these systems independent of the entire stack is
required. The Auxiliary Testing System was designed to wirelessly send commands to the
manipulator and science system to check their functionality from a safe distance. It takes user
input from a range of buttons and sends the command corresponding to the button.

Figure 1: MRDT’s 2020 Rover, Icarus, with the Arm attachment
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The software was designed to work succinctly with the rest of the communication stack and uses
TCP with a defined packet structure to communicate between the Wireless E-Stop or Auxiliary
Testing System and the embedded management systems on the rover over the 2.4 GHz band.
This allows for the transfer of data between different platforms, and alleviates issues in correctly
parsing packets.

This paper focuses on the software and electrical systems of the Wireless E-Stop and Auxiliary
Testing System used to wireless test rover systems. Many of the protocols used in this project are
industry standards, and common practices which allow for the systems to be easily expanded
upon by others. All of the code and electrical schematics are provided on the MRDT Github page
under a creative commons license [2].

DESIGN

The Wireless E-Stop and Auxiliary Testing System use custom Printable Circuit Boards (PCBs).
The Wireless Controller utilizes a small microcontroller with built in wireless and networking
capabilities in order to minimize the amount of components needed.

The software is written in C++ and uses the MRDT RoveComm library to ensure that messages
are successfully parsed on the Rover side. RoveComm was extended to provide support for TCP
in addition to the User Datagram Protocol (UDP) as reliable communication was deemed
necessary for a mission critical command such as that of the E-Stop. The software will read
inputs from the various onboard switches/triggers and will also help process and indicate any
incoming critical telemetry from the rover.

The Wireless E-Stop is designed to be ergonomic, and robust. Ergonomics are important, it must
be easy to access and hold when out in the field as this system will be the first line of defense
against rover failures. Additionally, the Wireless E-Stop uses the same frequencies as used by
basestation in order to prevent the need to add hardware to the rover. This allows for the Wireless
E-Stop to be used on any of MRDT’s rovers and should allow for the Wireless E-Stop to be
continued to be used in future years without additional work.

SOFTWARE

The core network library is shared for the Wireless E-Stop and the Auxiliary Testing System;
custom messages are sent to the various onboard electrical systems. Both require
acknowledgement from the receiver, to ensure that commands are executed and no
communication issues arise. Each packet is sent using RoveComm, our custom message protocol
which helps all systems on the rover quickly communicate with each other. This protocol is
implemented in C++, Python, C#, JavaScript and Dart in order to be portable across various
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operating systems and embedded devices and can be implemented in any language with support
for the TCP/IP [3] stack.

The RoveComm protocol defines a message to contain the following information:
● 1 byte to indicate the protocol version.
● 2 bytes to specify the data ID. This represents the identifier assigned to this piece of

telemetry and is used by subscribers to identify what data is being received.
● 1 byte to represent the type of data being transmitted, e.g. char, float, integer.
● 1 byte to represent the number of unique data entries.
● Up to 1020 bytes for actual data in the payload.

Figure 2: RoveComm Packet

The initial RoveComm implementation only used UDP due to low bandwidth and signal strength
conditions imposed by competition in a hilly terrain. Because line of sight was not always
guaranteed, having guaranteed delivery caused packets to back up and cause the rover to behave
sporadically and unexpectedly when signal was reacquired. UDP was far more responsive and
usable in this scenario. However, as this testing system is employed solely in light of sight
situations, in this case TCP provides additional benefits in mission and safety critical
communications. TCP is used to send and deliver critical commands as well as receive telemetry
from the rover systems during testing such as battery voltages, motor positions and calculated
velocities.

Both the Wireless E-Stop and the Auxiliary Testing System employ a variety of momentary
tactile switches as inputs for various commands. The microcontrollers used for each of these
systems poll for input from each of these switches and execute the specified command every
twenty microseconds. For the Wireless E-Stop this is sending a kill switch transmission to the
BMS, and for the Auxiliary Testing System a variety of extensible Science and Arm actions are
performed. The software is modular, and designed for easy modification as testing progresses.
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NETWORK

Data is transmitted between the rover and Wireless E-Stop/Auxiliary Testing System over a
2.4 GHz RF link, and packets are distributed over the Rover’s network switch. The networking
infrastructure is scalable, and thanks to the RoveComm protocol, packets can be transmitted to a
subset of embedded systems on the rover, allowing for more direct communication and less
network saturation. This distributed architecture allows for the Auxiliary Testing System to
specifically target the Arm or Science systems when sending testing commands.

For competition tasks data is transmitted between rover and base station over a 900 MHz RF link
due to the necessity of long range non line of sight communication. For testing and task
simulations usage of a 2.4 GHz link is usually preferred as 2.4 GHz usually provides a good
balance of range and bandwidth. Additionally, 2.4 GHz is supported by a plethora of commercial
hardware and it allows for laptops and mobile devices to communicate with the rover.

Figure 3: Network Diagram

PRINTED CIRCUIT BOARD

The Wireless E-Stop is controlled by a 32-bit microcontroller with a native full wireless stack.
This microcontroller requires steady 3.3 V power so a TPS736 voltage regulator is used to drive
down the 3.7 V battery to 3.3 V. Capacitors are used to smoothen out the voltage supply in order
to reduce risk of destroying the device. The microcontroller uses Universal Asynchronous
Receiving Transmitting (UART) to flash code. A CH340E USB to UART adapter was used to
flash code to the microcontroller from a standard computer connection. A Micro USB port was
used to connect the PCB to a computer to be flashed, but also to supply power to the battery.
LiPo batteries require a charge controller to prevent overheating, as well as step down the input
voltage from the USB. An MCP73831 charge management IC was used because it was within
scope and had status LED indicators to alert the user that the battery is charging as well as when
it is fully charged. To know when the battery is low, a simple voltage divider fed into an ADC is
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used. When software detects a low voltage an indicator LED is activated, and if the voltage falls
low enough the microcontroller will turn itself off. This is to protect the battery from accidentally
being left on when not in use.

The wireless E-Stop is activated with a button that connects to the microcontroller. Depending on
the level of danger in a given test, the user can choose between running the E-Stop in an
active-low or an active-high setting. This toggle was done on the PCB by utilizing a single pole
double throw switch as well as an N-type mosfet. Using this method allows for the
microcontroller to react on an active-high signal regardless of the switch orientation.To keep
their eye on the rover, haptic feedback was added to provide information. Haptic feedback is
created with a small 1.8 V motor being driven by a DRV26Q controller. It was selected for its
embedded library of predefined haptic modes and Inter-Integrated Circuit (I2C) communication
support.

Figure 5: PCB Schematic

The wireless E-Stop was made on a single, double-sided PCB in order to reduce cost. The PCB
needed to be compact in order to fit all the necessary additional components such as battery and
haptic motor, and still fit comfortably in a user’s hand. All resistors, capacitors, and inductors
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were 0603 US standard in order to strike a balance between small form factor and ease of
hand-soldering. Traces connecting to the microcontroller followed hardware guidelines provided
by the hardware designer [4]. All signal connections were kept short to reduce capacitance on the
line, and stitching vias were placed to keep the PCB well grounded. Holes were added to easily
connect to a case for the device. Any non-critical components were removed after the board was
tested and flashed to conserve battery life.

Figure 6: PCB Layout

CONCLUSION
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The core software, hardware and network stack proved to be robust. After some experimentation
with the chosen microcontroller, rigorous bench tests were done in which the controllers were
able to send and receive telemetry and commands with no discernible latency. The systems were
functional for their testing purposes, and provided the remote functionality desired.

Progress is being made in developing more fine tuned control hardware for the Auxiliary Testing
System, as well as providing network status indicators to the remote control operator. Further
testing will show the reliability of the chosen hardware in longer distance scenarios.

RoveComm has been successfully extended to include support for TCP and UDP, with all rover
systems being able to initiate both forms of communication. Bench testing has been performed to
ensure the utility of TCP in long range rover operation, and it was quite successful. Rover
compute units can request to subscribe to a system’s telemetry and depending on the criticality of
the data it will be delivered over either TCP or UDP. It has also been tested with mobile devices
connected to the rover access point, and can be extended to support future iterations of this
platform, perhaps as a mobile application.

The Wireless Estop and Auxiliary Testing System are the foundations of advancements of testing
capabilities the Mars Rover Design team hopes will allow for more rapid and robust testing in
the field. The ability to test the rover in a variety of situations that would be unsafe with a
traditional physical E-Stop is invaluable, and being able to rapidly test the functionality of the
Arm and Science system allows for non-electrical/software members to test their systems
without in-depth technical knowledge.

Due to the ongoing global pandemic, Rover testing was largely halted. In the testing that was
performed, the Wireless E-Stop proved to be a well functioning system that will help enhance the
testing rigor performed by the team. The auxiliary system will in turn be incredibly beneficial in
performing system tests without the complexity of a full Rover network and control stack.
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ABSTRACT 
 
This paper proposes a machine learning algorithm to estimate the peak of a signal generated as a 
sum of modulated signals. Each signal in the sum may have different modulation format, carrier 
frequency, data rate, and power level. A dataset of summed signals with varying parameters of 
individual signals was simulated to train an artificial neural network. The neural network estimates 
the peak voltage, central moments, variance, skewness, and kurtosis of the summed signal. Once 
trained, the neural network can rapidly and accurately predict the peak voltage, and statistics of 
the summed signal, based on the individual signal parameters, and does not have to generate or 
observe the signal itself.  This can be used in an automatic gain control system, to prevent clipping 
when multiple modulators share a digital to analog converter or amplifier chain. 
 
 

INTRODUCTION 
 
A software defined radio (SDR) can be used to generate multiple signals with varying modulation 
formats, data rates, power levels, and carrier frequency [1]. The multiple baseband modulated 
signals can be added in the SDR, and the summed signal sent to a digital-to-analog converter 
(DAC) for transmission. To minimize quantization noise, the summed signal needs to be as large 
as possible. However, exceeding the range of DAC will cause distortion due to clipping. It is 
possible to look for the peak voltage during transmission, and then adjust the gain based on the 
peak voltage. But using such a system may lead to distortion in first part of the transmission, and 
the problem gets worse if the number of transmitters allotted to the SDR changes. This paper 
proposes a way to estimate gain based on signal parameters such as modulation formats, data rates, 
power levels, and carrier frequencies of the summed signals and the number of signals added; 
without having to look at the summed signal.  
 
Estimating statistics of the summed signal such as mean, variance, and standardized moments [2] 
can help determine how frequently any particular peak voltage occurs in the summed signal. If the 
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peak is an outlier, then the system may consider clipping it for better efficiency, and adjust the 
gain based on some smaller peak which occurs more frequently. Estimating the peak voltage and 
the statistics of the summed signal based solely on the signal parameters can be considered as a 
function approximation problem.  
 
A class of machine learning algorithms, supervised learning, can learn function that maps  an input 
to the output based on available data, which consists of input-output pairs [3]. Supervised learning 
has been used in applications such as estimating the channel state information for a MIMO 
communication link based on atmospheric conditions [4], to estimate channel noise statistics in 
MIMO wireless network [5], to provide optimal handover solutions by learning a mobile 
terminal’s usage pattern [6], and to improve pilot contamination in massive MIMO by learning 
channel parameters of the desired link in target cell and undesired link in the adjacent cells [7]. 
Supervised machine learning algorithms such as artificial neural networks (ANN) can solve 
function fitting problems, and can approximate nearly any continuous function under certain 
assumptions [8, 9]. 
 
This paper demonstrates a way to use ANN for estimating peak voltage and statistics of a signal 
for gain estimation using simulated data. Specifically, multiple signals with varying modulation 
formats, power levels, data rates, and carrier frequency are summed, and the peak voltage and the 
statistics of this summed signal are measured. The parameters of the signals summed, and the 
number of signals, form the input of the ANN, and the peak voltage and the statistics form the 
output. A dataset using 125,000 summed signals is generated, of which 70% of the data is used to 
train, and the remaining 30% is used to validate and test the efficiency of the trained ANN. 
 
 

THE DATASET 
 
The summed signal is generated by adding multiple signals with varying modulation formats, data 
rates, power levels, and carrier frequencies. Table 1 shows the range of parameters used to generate 
the summed signals for the dataset.  
 

Table1 Dataset Parameter Range 
Parameter  Range 

Modulation technique BPSK, QPSK, 8-QAM, 16-QAM, 32-QAM, 
64-QAM, 128-QAM, and 256-QAM [10] 

Bit rate 1000 bps to 10000 bps 
Power level -30 dBm to 0 dBm 

Normalized Carrier frequency -60 kHz to 60 kHz 
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Figure 1 Power spectrum of the summed signal 

 
Figure 1 shows the power spectrum of the summed signal, where ten signals are added. To generate 
a summed signal, multiple signals are generated by randomly varying the parameters within the 
range of each parameter mentioned in Table 1.  
 
The following statistics of the summed signal were considered for simulating the dataset and for 
estimation: mean, variance, skewness (third standardized moment), kurtosis (fourth standardized 
moment), fifth standardized moment, and sixth standardized moment. Standardized moments can 
be found using the equation 1.         

                                               𝜁
µ µ

µ
                                                         (1) 

 
Where, 𝜁  is the kth standardized moment, µ  is the kth moment about the mean, σ is the standard 
deviation, 𝑋 is a random variable, and µ is the mean. Figure 2 shows how the statistics change as 
more samples of the summed signal are considered. The mean converges more rapidly than any 
other statistic.  As the order of the moments increase, more samples of the signal are required for 
the statistic to converge. These statistics are calculated for a summed signal with 10 modulated 
signals, which is the maximum number of signals considered for dataset simulation. Figure 3 
shows that peak voltage takes the largest number of samples to converge when compared to the 
statistics.  
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A dataset is generated using 125000 summed signals, where each summed signal is generated by 
randomly selecting parameters from Table 1. The number of modulated signals used to generate a 
summed signal can vary between 2 and 10. 

 
Figure 2 Convergence of statistics as the number of samples increase 

 
Figure 3 Convergence of peak amplitude as the number of samples increase 
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ARTIFICIAL NEURAL NETWORK 
 

The generated dataset consists of two matrices, an input feature matrix, and an output matrix of 
statistics and peak amplitudes. The input feature matrix consists of parameters: modulation order, 
bitrate, power level, and carrier frequency.  The parameters are specified for each component 
signal used to generate the summed signal.  The number of signals in the sum is also part of the 
feature matrix. The output matrix consists of the six statistics and the peak amplitude of the 
summed signal. Therefore, the input feature matrix is 125,000-by-41, where 125,000 are the 
number of data samples and 41 represents the number features for each data sample (4 features for 
each component signal for a maximum of 10 added signals, and one feature for the number of 
signals added). If fewer than ten signals are summed, the input features for unused signals are set 
to zero. Similarly, the output feature matrix is 125,000-by-7, where 7 represents the peak amplitude 
and the six different statistics. Thus, the neural network should have 41 neurons at the input which 
takes a vector of features as input, and 7 neurons at the output which estimates the peak voltage 
and the statistics of the summed signal. 
 
Before training the ANN, the input feature matrix is normalized, and both the input and the output 
datasets are divided into a training set, a validation set, and a test set. Approximately 70% of the 
samples of the dataset are used to train the ANN. The validation set forms 15% of the dataset, and 
are used to provide an unbiased evaluation of the training data fit while tuning model parameters.  
The remaining 15% of the dataset is the test set, which is used to evaluate the final model. 
 

 
Figure 4 ANN architecture 
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The overall architecture of the ANN trained is shown in Figure 4. The network consists of five 
layers, the input layer with 41 neurons for the input features, three hidden layers with 21, 15, and 
10 neurons respectively, and an output layer with 7 neurons for the peak voltage and statistics. All 
the weights (connections between each neuron) are randomly initialized before the training process 
starts. The training process starts by feeding a feature vector to the input layer and based on this 
input the activations of the next layer are calculated. The network calculates the activations of each 
subsequent layer using the following equation: 
 
 𝐴 𝜎 𝑊𝐴 𝑏  (2)

where 𝐴  and 𝐴  are activations of the output layer and the input layer respectively, 𝑊 is the 
matrix of weights connecting the input and the subsequent layer, 𝑏 is the bias vector, and 𝜎 is the 
activation function. Equation (3) and Equation (4) are the activation functions used for the hidden 
layers and the output layer respectively. The linear function (Eq. 4) at the output layer is better at 
fitting a function compared to the tan-sigmoid function (Eq. 3).  
 
After calculating the activations of each neuron, the cost function of the entire network is 
calculated by comparing the network outputs and actual outputs. This cost function is then used to 
calculate the gradient using Bayesian regularization backpropagation [11, 12], then the calculated 
gradient is used to perform gradient descent to update the weights. The network iterates through 
the entire dataset several times until either expected accuracy is achieved or the performance 
plateaus.  

 
 

RESULTS AND DISCUSSIONS 
 

The ANN was trained for 500 epochs, and the performance of the network was tested on the test 
set which included samples that the ANN was not exposed to during the training stage. Figure 5 
shows the performance of the network on the training set and the test set in terms of mean squared 
error (MSE). It can be observed that the network starts with a high MSE as the weights are 
randomly initialized for the first epoch. Once the network starts training, the MSE drops rapidly. 
Over the first 100 epochs of training, the MSE drops from 50.29 to 0.1757. The performance of 
the ANN does not improve substantially after the first 100 epochs, and the drop in the MSE is 
0.0238 over the next hundred epochs. After that point, the drop in the MSE plateaus, and the 
improvement in performance is negligible over the last 300 epochs. The final MSE of 0.1384 over 
the entire training set shows that the ANN was able to closely fit a function that is able to map the 
parameters of the input modulated signals, to the peak amplitude and the statistics of the summed 
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signal. The performance plot shows the training set slightly outperforms the test set. This is 
expected, as the test set consists of samples that the ANN has not seen and is using the trained 
weights and the trained activations of the neurons to estimate the output. 

 

 
Figure 5 MSE of the Train and Test set plotted against number of epochs 

 
Figure 4 shows the error histograms with 20 bins for errors after 1 epoch (left) and for errors after 
500 epochs (right). The error histogram illustrates how far the outputs of the ANN deviate from 
the target values. When the ANN is trained for 1 epoch, the histogram is spread out, compared to 
when the ANN is trained for 500 epochs. There are approximately 10  error instances close to 1 
when the neural network is trained only for 1 epoch, but when the network is trained for 500 epochs 
the number of error instances close to 1 reduces to 20,000.  
 
The ANN was successfully able to learn a function that maps the parameters of the added signals 
and the number of signals added to the statistics and the peak amplitude of the summed signal. The 
trained ANN would be able to estimate the peak amplitude and the statistics of the summed signal 
based on the parameters of the component signals. The ANN would be able to do this without 
having to generate the summed signal. 
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Figure 6 Error histograms after 1 epoch (left) and 500 epochs (right) 

 
CONCLUSIONS 

 
This paper demonstrated a way to estimate gain of a summed signal before it goes to a DAC, so 
that the full range of DAC is used. To accomplish this, a dataset of parameters of the signals added 
to generate summed signal and corresponding statistics and the peak amplitude of the summed 
signal was generated. This dataset was used to train an ANN to fit a function that maps the 
parameters to the statistics and the peak amplitude. This ANN was evaluated on a test set, and was 
able to closely estimate of the statistics and the peak amplitude. These estimates can be used to 
decide the amount of gain required for the SDR for optimal performance. Once trained, an ANN 
would be able to estimate gain based just on the parameters of the signals summed, without having 
to look at the entire summed signal. 
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ABSTRACT

Using LabVIEW, a software-defined radio receiver was developed to extract the phase of the carrier
and the symbol timing interval for possible satellite diagnostics. The receiver consists of two
main parts: a phase-locked loop and a symbol timing algorithm. Using a Weaver demodulator
and a complex-to-complex mixer, the phase of the carrier is extracted from the input signal. A
windows-based timing algorithm, compatible with non-return-to-zero and biphase coding, extracts
the symbol arrival time interval. Lastly, a two-stage logging algorithm temporarily stores output
data in a DRAM buffer before streaming the data to the hard drive for final storage.

INTRODUCTION

Communication systems depend on crystal oscillators to generate the carrier sinusoid and the sym-
bol timing intervals. Over time, oscillator crystals wear out, causing the frequency of the sinusoids
to deviate from the desired value. When the deviations are small, the change in frequency can be
ignored or fixed through a software update. On the other hand, if the frequency deviations be-
come large enough or the frequency deviations change sporadically, the communications system
becomes unusable. Therefore, it is imperative to know the health of the crystal oscillator. Di-
rectly determining the health of the crystal oscillator of a satellite in orbit presents its challenges,
however, so a system capable of tracking and logging the satellite’s carrier frequency and symbol
timing deviations from the earth’s surface is desired. Through post-processing analysis, it may be
possible to estimate the health of the crystal oscillator.

SOFTWARE-DEFINED RADIO

Software-defined radios are communications systems implemented in software instead of hard-
ware. In previous times, digital computers and embedded systems, unlike hardware, were not fast
enough to process digitized communication signals, so only a small number of processes were
implemented in software. Due to advances in digital signal processing and embedded systems, the
number of components implemented digitally has increased and will continue to increases over the
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years. Using National Instruments’ Vector Signal Transceiver (VST) and FlexRIO FPGA module,
a software-defined radio receiver was developed within the LabVIEW framework.

PHASE-LOCKED LOOP (PLL)

A phase-locked loop is a control system that outputs a sinusoidal waveform whose phase matches
the input signal’s phase. In our system, the phase error between the incoming signal and the
oscillator is calculated and then passed through an FIR filter. An IIR filter is then applied to
smooth the phase error before using the output to adjust the oscillator, minimizing the phase error
between the incoming signal and the oscillator. Both the IIR filter output and the oscillator outputs
are logged for analysis.

A. WEAVER DEMODULATOR

The Weaver demodulator is a single sideband demodulator that works by first demodulating the RF
signal to an intermediate frequency (IF) and then demodulating the intermediate signal to baseband.
One of the advantages of a Weaver demodulator is that it does not require sharp cutoff filters
or wideband 90◦ phase-difference networks [1]. Additionally, the weaver demodulator has the
advantage of rejecting the undesired images in the transmitted signal. In our system, the VST
demodulates the signals to an intermediate frequency and transfer the IF signal to the FPGA card,
where the complex to complex mixer resides.

The process begins with the Vector Signal Transceiver (VST) receiving a signal from the antenna or
external signal generator and demodulating the signal to an intermediate frequency before transfer-
ring the output I and Q channels to the VST’s internal FPGA card. Matching the center frequency
of the VST to the center frequency of the incoming signal demodulates to the intermediate fre-
quency given by Equation (1), where fc is the center frequency of the VST. However, exactly
matching center frequencies limits the PLL’s ability to extract the desired parameters. In cases
where the symbol rate is higher than the intermediate center frequency, the PLL struggles to lock
on to the carrier center frequency and instead attempts to lock onto the envelope created by the
symbol modulation. Offsetting the center frequency of the VST by 1MHz corrects the issue by
ensuring that the symbol rate is lower than the carrier frequency. The new DDS frequency is then
calculated using sEquation (2), where fc is the center frequency of the VST.

f =
fc

200000
(1)

f =
fc

200000
+ 6249800 (2)

From the VST’s internal FPGA card, the I and Q channels are transferred to the FlexRIO FPGA
card through a P2P transfer protocol and passed through a complex-to-complex mixer. The mixer
outputs two signals: a real channel and an imaginary channel. In the mixer, the signal’s I channel
and the oscillator’s Q channel are multiplied, and the signal’s Q channel and the oscillator’s I
channel are multiplied. The outputs of the multipliers are subtracted, resulting in the real channel.
For the imaginary channel, the two I channels and the two Q channels are multiplied, and the
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outputs are added, resulting in the imaginary channel. If small-angle approximations are assumed,
and the frequency of the signal and the oscillator are close, then the resulting output signals have
the forms shown in Equations (3) and (4) [2]. From the two outputs, the real channel was chosen
due to the linearity of the phase error. Otherwise, an additional step would have been required to
eliminate the quadratic term.

y Real ≈ −(ψ − θ) (3)

y Im ≈ 1− (ψ − θ)2

2
(4)

In the complex-to-complex mixer, the real channel is calculated and passed to the FIR filter to
remove symbol information while retaining the phase error. In parallel to the complex mixer, a
basic demodulator demodulate the signal to baseband. The two I channels are multiplied, and the
output is passed through a different FIR filter.

B. FINITE IMPULSE RESPONSE (FIR) FILTERS

The following MATLAB script was used to generate a 200th order Kaiser-window FIR filter:

n=200;
w0=.001;
beta=10;
b_fir=fir1(n,w0,kaiser(n+1,beta));
freqz(b_fir)

Three parameters control the frequency response of the filter: the order, cutoff frequency, and beta.
The cutoff frequency is the point at which frequencies go from being passed to being attenuated.
This value is application-dependent. Parameter β determines the trade-off between the main lobe
and the side lobes of the filter. Lastly, the order of the filter determines the feasibility of its real-
time implementation. The higher the order, the steeper the curve of the cutoff frequency and the
closer the cutoff frequency of the filter will be to the specified cutoff frequency. Higher-order filters
are more complex and offer better performance but required more FPGA resources.

For the SDR, the PLL must track frequencies ±40kHz from the center frequency due to the orbital
Doppler shift of the satellite. Frequencies higher than 40kHz contain information not needed for
tracking the carrier frequency. The order of the filter was determined through experimentation. A
filter order of 200 provides a good tradeoff between hardware resource consumption and perfor-
mance. Setting parameter β = 10 creates a filter with good attenuation outside of the main lobe,
though the width of the main lobe increases slightly. Figure 1 shows the frequency response of the
filter used in the PLL. Studying the plot, we see that the FIR filter has a narrow passband range,
which eliminates high-frequency components such as symbol modulation. The output of the low-
pass filter is the phase error which is used to control the frequency of the oscillator, as described in
Section D.

A second FIR filter was generated for the output of the basic demodulator. Using the output
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Figure 1: FIR Frequency Response

of the complex-to-complex mixer or the first FIR filter is not possible since that filter removes
relevant information needed to detect symbols. Passing the output through the FIR filter removes
the frequency images introduced by the multiplier. The resulting signal is a waveform with positive
values representing one symbol and negative values representing a different symbol. The output
of this filter is then passed to the symbol timing code, described in the Symbol Timing section, to
calculate the timing deviations of the symbols.

C. INFINITE IMPULSE RESPONSE (IIR) FILTER

Before passing the phase error through the IIR filter, the signal is inverted by multiplying the
data by −1, thus removing the negative term in Equation (3). Inverting the signal only affects the
operation used in Section D.. Once the signal is inverted, it is passed through an IIR filter to smooth
the phase error. A first-order IIR filter with a passband narrower than the FIR filter smooths the
phase error, stabilizing the PLL by preventing the oscillator from rapidly changing frequencies.
The parameters of the IIR filter are generated using Equations (6)-(7). Parameter α controls the
cutoff frequency of the filter, while the K parameter ensures a 0dB gain at DC frequency [3]. The
transfer function of the lowpass IIR filter is given by Equation (5). Input ωc is the desired cutoff
frequency of the filter. Note that α needs to be less than 1 for stability.

HLP (z) =
K(1 + z−1)

1− αz−1
(5)

α =
1− sin(ωc)

cos(ωc)
(6)

K =
1− α

2
(7)
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Figure 2: IIR Frequency Response

Analyzing the transfer function, we can calculate the amount of time it takes for the IIR filter to
stabilize, known as the time constant. The time constant is dictated by the slowest converging pole
of the transfer function, which is the largest pole of the filter [4]. Looking at Equation (8), as the
time constant, ηeff , increases, ρηeff decreases to 0. We can then look at the number of samples
needed for ρηeff to drop below a certain threshold ϵ. A common ϵ used is .01. Manipulating
Equation (8), we calculate the time constant using Equation (9), where ϵ is the threshold and ρ is
the filter pole with the largest magnitude. For the SDR, a cutoff frequency of .001rads and a time
constant of 4605 samples was used to design the IIR filter. Figure 2 shows the frequency response
of the IIR filter.

ρηeff = ϵ (8)

ηeff =
ln(ϵ)

ln(ρ)
(9)

The output of the IIR filter is passed through a conversion algorithm before going to the input of
the oscillator. Furthermore, the output of the IIR filter is transferred to the host for visualization,
and stored temporarily in a buffer for post-collection archiving.

D. FEEDBACK AND DDS CONVERSION CODE

The final step in the PLL is to control the frequency of the DDS based on the phase error output of
the IIR filter. First, the output of the IIR filter is multiplied by a scaling factor specified by the user
in the GUI. Selecting a large scaling factor increases the tracking range of the PLL; however, the
PLL becomes unstable when the phase error is small. Choosing a small scaling factor improves
the performance when the phase error is small; however, the tracking range of the PLL is reduced.
Second, the carrier frequency of the signal coming from the VST, calculated as explained in Section
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A., is added to the output. The resulting value is the frequency that the DDS must output to
minimize the phase error. By minimizing the phase error, the sinusoids created by the oscillator
are locked to the carrier of the incoming signal.

fout =
fclk∆θ

2Bθ(n)
(10)

∆θ =
fout2

48

250MHz
(11)

∆θ = fout ∗ 1125899 (12)

Lastly, the frequency output is converted into the phase increment input required by the DDS.
Using Equation (10), the frequency output of the DDS can be calculated, where fclk is the clock
of the DDS, Bθ(n) is phase width, and ∆θ is the phase increment. During the configuration of the
DDS, the clock and the phase width are specified and remain unchanged until the user manually
alters the values. For our SDR, the clock was set to 250MHz, and the phase width was set to 48
bits. Manipulating Equation (10) and inserting the clock and the phase width yields Equation (11).
Simplifying the equation results in Equation (12), where fout is the desired frequency output of
the DDS, and ∆θ is the input required by the DDS to control its frequency. The outputs of the
oscillator are transferred to the computer for visualization and stored in a buffer for archiving.

SYMBOL TIMING

The purpose of the Symbol Timing code is to measure the time delay between received symbols
in the communication data stream. In theory, the symbol rates of the stream are specified and
do not change. However, during actual transmission, jitter can be introduced for various reasons,
such as hardware degradation. By measuring the delay between the received symbols, the jitter is
calculated and potentially used for diagnostic purposes.

At the heart of the algorithm is a counter running at 40Mhz. The counter increments every clock
tick, only stopping when its input is invalid. When a symbol is detected, the time between the
current symbol and the previous symbol is calculated. The unit of the reported time is in samples
and is converted to seconds by dividing the samples by the known sampling rate of 40MHz. For
example, a symbol rate of 32ksps results in a time differential of 1250samples between symbols.
Converting the samples to seconds yields 31.25µs, which is the expected symbol period for this
symbol rate.

E. SYMBOL TRANSITION EXTRACTION

The output of the basic demodulator is a sinusoid, where positive values represent one symbol and
negative values represent the second symbol. Therefore, zero crossings are indicative of symbol
transitions. The absolute value operation inverts the negative values, resulting in a signal without
zero crossings. Instead, symbol transitions are depicted by areas where the signal drops to zero,
followed by a rise to the maximum amplitude. Additionally, passing the signal through the abso-
lute value eliminates the actual binary information. Since we are only interested in measuring the
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symbol delay, the actual bits stream is irrelevant, and eliminating this information is inconsequen-
tial.

The output of the absolute value operation is passed through a threshold, which will output a
stream of Boolean ones when the signal rises above the specified value. From the Boolean stream,
only the first True is of importance since it indicates a symbol transition. By placing a rising edge
detector after the threshold, our algorithm can detect the first Boolean 1 in the stream and output
a Boolean one flag, indicating that a symbol transition has occurred. Otherwise, the rising edge
detector outputs a Boolean zero flag.

F. WINDOW CREATION

A scanning range or window, centered at the estimated arrival time, is created. The window con-
sists of three parameters: a lower time limit, the estimated arrival time, and an upper time limit.
The lower time limit is used to initiate the scanning process, thus ensuring that every symbol is de-
tected only once. When no symbol transitions are detected due to the transmission of consecutive
identical symbols in non-return-to-zero (NRZ) coding, the estimated arrival time is used. Finally,
the upper window limit stops the scanning process and is used to determine whether the actual ar-
rival time or the estimated arrival time is passed to the Symbol Interval code, discussed in Section
H.

There are two window types used at different times in the Symbol Timing code. The first window
is used when the Symbol Timing algorithm is synchronized to the incoming symbol stream; the
algorithm can detect symbol transitions when the counter is within the window limits. If the symbol
transitions do not occur within the window interval for a specified period, then the algorithm is
considered to be out of sync with the incoming data. A second window is then activated and
used to resync the algorithm with the incoming stream. To calculate the estimated arrival time, the
symbol period, calculated by dividing the sampling rate by the symbol rate, is added to the previous
arrival time. Predefined values are then added and subtracted from the new estimated arrival time,
resulting in the lower and upper limits of the window. For the first window type, the window should
be large enough to allow for delays in the signal but not large enough to encompass two transitions.
Therefore, the number of samples should not be greater than the symbol period. For the second
window type, there are no restrictions on how large the windows should be. When the algorithm
is again out of sync, the second window overwrites the parameters of the first window. Once the
algorithm is determined to be synchronized, the algorithm switches back to the first window type.

G. SYMBOL DETECTOR/ESTIMATION

Once the counter reaches the lower limit of the window, the algorithm begins scanning for the
symbol transition flag. When the symbol transition flag is detected, the algorithm outputs the
current counter time, along with a flag indicating that a symbol transition was detected. If no
symbol transitions appear within the window, the algorithm outputs the estimated arrival time with
a flag indicating that the value is an estimate. Alongside the symbol detector/estimation code is a
counter that keeps track of how many symbol estimations were performed. If the counter reaches
20, then the algorithm is considered out of sync, and the second window type is activated. Any
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time a symbol is detected, the counter resets to zeros, and the second window type is deactivated.

H. SYMBOL INTERVAL

The last portion of the symbol timing algorithm is the symbol interval code. The previous arrival
time is subtracted from the current symbol arrival time resulting in the symbol timing differential.
Afterward, the output is transferred to the host computer for visualization, along with the flag
indicating whether the arrival time was an actual arrival or an estimated arrival. Finally, the current
arrival time is stored in a shift register and used to calculate the time differential of the next symbol.

ARCHIVING

At the end of the collection process, the output of the oscillator, the IIR filter, and the symbol time
differential are stored on the hard drive. For post-collection analysis, 30minutes of output data is
desired. However, streaming the data to the host computer and then to the hard disk is not possible
since the transfer speed between the host and the FPGA card is faster than the write speed of the
disk. Attempting to transfer the data directly to the disk resulted in data loss. Instead, a two-stage
archiving algorithm was implemented. During the collection process, the output data is temporarily
stored in separate buffers within the FPGA card. When the user terminates the program or one of
the buffers fills up, the data is transferred from the buffers to the host computer and saved on the
hard drive one buffer at a time. After the data is saved to the disk, the entire program terminates,
and the user is free to analyze the data with third-party software offline.

RESULTS

Using a Keysight Agilent E4432B Digital RF Signal Generator, pure carrier signals, Binary Phase
Shift Keying (BPSK) signals, and Binary Frequency Shift (BFSK) Keying signals were generated
to test the SDR. Particular features of interest were the ability of the system to lock on to the
carrier frequency, track the carrier frequency in the presence of the Doppler effects, and calculate
the symbol timing differential.

In the first tests, a 2.2717GHZ BPSK signal with a symbol rate of 32ksps and an underlying
sequence of 4 zeros followed by 4 ones was generated. The first plot in Figure 3 shows the envelope
of the signal extracted by the demodulator, while the second plot shows the intermediate frequency
signal overlapped with the output of the oscillator. The oscillator output was able to lock to the
carrier frequency of the incoming signal while ignoring symbol modulation. The third plot shows
the symbol timing differential. From the plot, we can see that symbols arrived at an interval of
1250samples± 4samples, which was expected for the symbol rate. Lastly, the plot at the bottom
indicates whether the symbol was detected or estimated. Since the underlying bit sequence was 4
zeros followed by 4 ones, we expected one symbol detection followed by three estimates.

In addition to locking on to and tracking BPSK signals, the PLL can lock on to a Binary Frequency
Shift Keying (BFSK) signal. A BFSK signal at 2.2717GHZ with a symbol rate of 32ksps and
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Figure 3: SDR Output for BPSK Signal at 64ksps

a frequency deviation of 1kHz was generated. With BFSK, the frequency of the signal changes
with the symbol, where one symbol has a high frequency and the second symbol a low frequency.
Studying the second plot in Figure 4, we see that the output of the oscillator is matched to the signal
coming from the VST. By inspection, the two different frequencies are differentiated. The first plot
in the figure is the output of the IIR filter and has an oscillatory pattern. Since the frequency of the
signal changes from high to low and vice versa, the IIR filter must transition from high to low and
vice versa to track the carrier frequency of the signal.

A BPSK signal centered at 2.2717GHz with a symbol rate of 256ksps was generated to test the
tracking capabilities of the PLL. The frequency was slowly incremented in steps of 100Hz, and
the last frequency to sustain a lock was recorded. Once done, the process was repeated, but instead
of incrementing the frequency, the frequency was decreased. The smallest frequency to sustain a
lock was recorded. Based on this experiment, we determined that the PLL was able to stay locked
to the carrier frequencies at ±15kHz from the center frequency. Switching to BFSK, a 256ksps
signal centered at 2.2717GHz was generated and used to test the tracking ability of the PLL. Using
the same process as before, the PLL was able to track the carrier frequency at ±12.5kHz. Since
the BFSK changes frequency for different symbols, the change in frequency puts additional stress
on the PLL. The PLL has to track the center frequency of the signal as well as the changes in
frequency from the modulation.
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Figure 4: SDR Output for BFSK Signal at 32ksps

CONCLUSIONS

Using LabVIEW, coupled with a vector signal transceiver and an FPGA card, a software-defined
radio capable of tracking the carrier frequency and symbol timing variations was developed. Based
on the experiments performed, we conclude that the SDR can track the carrier frequency and
symbol timing deviations of a satellite in orbit. Through analysis of the resulting output data, it
may be possible for our sponsors to estimate the health of the crystal oscillators inside satellites in
orbit without physical inspection. In addition, the programmable aspect of FPGA allows for further
refinement of the SDR. Therefore, this SDR may become an essential diagnostic tool, assuming
that an effective offline analysis algorithm is developed.
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ABSTRACT

In this project, LabVIEW and LabVIEW FPGA are studied as a possible development environment
for software-defined radios. LabVIEW is National Instruments’ proprietary graphical program-
ming language, which uses the dataflow programming paradigm, while LabVIEW FPGA is an ad-
don that enables FPGA programming through LabVIEW. Using National Instruments PXIe-5646R
Vector Signal Transceiver and PXIe-7976R FlexRIO FPGA module, the intricacies of developing
a software-defined radio are explored. In addition, Xilinx intellectual property blocks available in
LabVIEW FPGA are explored and used to develop a software-defined radio receiver.

INTRODUCTION

LabVIEW is a language created by National Instruments primarily used to develop testing and
measurement application. With the introduction of LabVIEW FPGA and the FlexRIO FPGA mod-
ule, it is desired to determine whether LabVIEW is a viable option for designing software-defined
radios. Previous software-defined radio development kits have not provided communications engi-
neers with a well-polished environment, with many systems still implemented using analog hard-
ware. Advances in embedded systems have opened up the possibility for communications com-
ponents to be implemented digitally. Various SDRs have been implemented on FPGA cards using
languages such as VHDL and Verilog, but knowledge of script programming is required to config-
ure them. Using the vector signal transceiver and an FPGA card, we wish to determine whether
LabVIEW is a suitable environment for software-defined radios.

HARDWARE

Developing an SDR required four pieces of hardware, a PXIe-1085 PXI chassis, a PXIe-8135 PXIe
Controller, a PXIe-5646R Vector Signal Transceiver (VST), and a PXIe-7976R FlexRIO FPGA
card. The PXIe-1085 is a PXI chassis with 16 peripheral slots and one controller slot. There is
a large number of PXI devices available in the market compatible with the chassis. The user can
build a system to suit their specific needs by adding PXI devices to the peripheral slots. A PXI
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controller is a computer running Microsoft Windows used to program, control, and process the
data acquired by the PXI devices. In the backend of the chassis are two PCIe switches used to
enable fast communications between the devices in the chassis. Slots 2 to 9 connect to the first
PCIe switch, while slots 10 to 18 connect to the second switch. The PXIe-1085 has a theoretical
transfer speed of 24GB/s or 12GB/s, depending on the version.

The PXIe-8135 PXIe Controller is the controller used in the project. Inside the controller is a
quad-core Intel Core i7 running at 2.3GHZ with 4GB of DDR3 RAM and a SATA 3 hard drive.
Windows 7 Enterprise is installed along with LabVIEW 2017 SP1, which controls the PXI devices
installed in the chassis via user-created programs. The supported transfer speed of the PCIe ports
is 8GB/s, limiting the throughput of the chassis.

The PXIe-5646R Vector Signal Transceiver (VST) is a vector signal generator (VSG) and a vector
signal analyzer (VSA) capable of real-time signal processing through a built-in FPGA card. The
advantages of the VST are the 250MHz sampling rate, the frequency coverage of 65MHz−6GHz,
and the 200MHz bandwidth [1]. Both the VSG and the VSA can be independently controlled as
they each have a local oscillator. A variety of tools are available for the VST and are configured
in LabVIEW using the built-in blocks. However, to run a custom algorithm, the data needs to be
transferred to a separate FPGA card since the FPGA built into the VST is locked.

The PXIe-7976R is a PXI FPGA Module for FlexRIO with a Xilinx Kintex-7 K410T FPGA card
built into it. To program the FPGA card, LabVIEW FPGA is required along with the device
driver. The FPGA contains 63550 slices, 1540 DSP slices, 28620Kbits of block RAM, and 2GB
of onboard memory. Through the PCIe port, the module supports a transfer speed of 3.2GB/s,
enabling peer-to-peer communications between supported PXI devices such as the PXIe-5646R.

NATIONAL INSTRUMENTS LABVIEW

LabVIEW is National Instruments’ proprietary system-design platform and development environ-
ment used to build data acquisition, instrument control, and industrial automation applications.
It uses a graphical language called “G” and implements a dataflow programming paradigm. In
dataflow programming, a node is an independent block that only executes when all data is avail-
able at the inputs. By coupling dataflow programming and graphical programming, National In-
struments created a language that is easy to use for both experienced and non-technical users [2].

In LabVIEW, algorithms are called virtual instruments (VIs). Each VI has two windows associated
with it: the block diagram and the front panel. The block diagram is the environment where the
algorithm itself resides, while the front panel acts as a graphical user interface (GUI). Blocks are
added to the design by dragging and dropping blocks from the function pallet. Input and output
blocks placed in the block diagram automatically place an input field box and an output box in
the front panel. Traces are then drawn between the blocks to create the algorithm. Like other
programming languages, functions, called subVI in LabVIEW, can be written and called multiple
times throughout the program like any other block.
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The programs developed in LabVIEW are designed to run using the computer’s resources, with
the CPU, RAM, and storage space shared between the operating system and the program. The
performance of the algorithm is, therefore, highly dependent on the capabilities of the system
itself. Since the computational power of FPGA cards far exceeds that of CPUs, it can be highly
desirable to run the algorithm on it instead.

A. LABVIEW FPGA

LabVIEW FPGA is an addon that enables LabVIEW to be used to design, develop, and debug
FPGA programs. A variety of FPGA-specific blocks are introduced by the LabVIEW addon spe-
cific to FPGA programming. Prime examples are the Xilinx tools, DMA and P2P FIFO blocks, and
the DRAM buffer blocks. Generating an FPGA LabVIEW program is identical to creating com-
puter programs. Once the code is written, a compiler converts the code into an FPGA bit file, used
to program the FPGA card. LabVIEW FPGA has a built-in compiler that uses system resources to
compile one program at a time. The amount of time required to compile a bit file is determined
by the CPU’s speed and the complexity of the algorithm. National Instruments provides access
to a cloud-based compiler to certain types of licenses, including the education license. When the
cloud compiler is used, the compilations are offloaded to a remote server, freeing the computer’s
resources. In addition, the cloud compiler can compile multiple programs at the same time.

B. ADVANTAGES AND LIMITATIONS

There are three key advantages in using LabVIEW to design a software-defined radio. The first
advantage is the small learning curve, compared to other programming languages, due to the graph-
ical nature of the software. The appearance of the workspace is similar to that of a low-level block
diagram. Thus, creating a program is as simple as drawing the block diagram in the workspace. In
addition, tracing the data flow is accomplished by following the traces drawn between the blocks,
unlike a text-based programming language. Furthermore, the ability to create subVI allows the
user to imitate high-level block diagrams of communications systems.

The second advantage is the easy GUI design process. Each workspace has an associated graphical
user interface (GUI), called the front panel. Input and output blocks placed in the block diagram
automatically place a field in the GUI. The developer can adjust the size and location of the fields
to suit the application. It is useful to design the GUI during the development process, as this allows
for easier troubleshooting. There are various themes available for the GUI. However, the GUI
looks and feels outdated when compared to today’s modern GUIs.

Lastly, LabVIEW reduces the barrier of entry for FPGA programming. Using LabVIEW FPGA,
the user can create FPGA programs without any knowledge of VHDL or Verilog. Developing an
FPGA program is identical to creating computer programs using LabVIEW. A compiler turns the
code into a bit file which is used to configure the FPGA. National Instruments provides a large
number of examples explaining how to utilize different features. Coupled with the cloud compiler,
LabVIEW allows for faster, more efficient programming.
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As with other programming paradigms, LabVIEW has its limitations. The first limitation is the
cost. LabVIEW and LabVIEW FPGA are only compatible with National Instruments hardware.
The price of the hardware varies with its capabilities, and additional hardware is often required.
An example of this is the FPGA module. A card must be installed in the chassis along with a
controller to use the module. Each device runs at a minimum of $1, 000 with larger, more powerful
devices costing more. Licenses for the software start at a minimum of $3, 000. The high cost of
the system can steer designers with a small budget to other systems.

The second limitation is the lack of debugging tools in LabVIEW FPGA. One method to diagnose
incorrect output errors is to place output blocks throughout the algorithm. For the blocks to take
effect, the code must be recompiled, which can take a significant amount of time. LabVIEW
FPGA has two “simulation” modes that allow the computer to simulate the FPGA algorithm. The
FPGA module must support these modes, and the performance of the simulation will depend on
the number of resources available on the computer. The first mode is the “Simulation(Simulated
I/O)” mode that allows the algorithm to be tested using generated data. In this mode, the FPGA
algorithm can be analyzed using ideal conditions; however, the performance of the simulation may
not represent the FPGA. The second mode is the “Simulated(Real I/O)” mode, which tests the
algorithm using real data. Data is acquired or generated by the FPGA module, transferred to the
computer, and used by the simulated algorithm.

C. SINGLE CYCLE TIMING LOOP (SCTL)

A type of loop statement available in LabVIEW FPGA is the Single Cycle Timed Loop (SCTL).
The SCTL is a loop statement controlled by a clock signal. Unlike a while loop, all functions
inside the loop must execute within one tick of the clock. In other words, the input sample must
pass through the entire algorithm in one clock tick. For comparison, the “while” loop executes in a
minimum of 3 ticks and will accommodate long algorithms by increasing the number of ticks [3].
Due to the one tick limitation, various functions are not available for use in an SCTL, such as the
division function. In addition, the one tick limitation constrains the complexity of the algorithm
used within an SCTL.

Methods to circumvent this limitation exists. Pipelining the algorithm consists of placing shift
registers throughout the algorithm [4]. Each register breaks the algorithm into smaller parts, with
each part running within the one tick limit by using the samples stored from the previous loop
iteration. However, this method increases the number of cycles required for the entire algorithm
to execute. The increase in latency may affect the results of time-sensitive algorithms. For other
algorithms, latency may have no impact on the results.

XILINX TOOLS

When using Xilinx-based FPGA boards, Xilinx-specific tools become available within LabVIEW
FPGA. Three useful Xilinx tools for SDR design include the Direct Digital Synthesizer (DDS), the
FIR Compiler, and the Binary Counter.
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D. Xilinx Direct Digital Synthesizer (DDS)

Xilinx Direct Digital Synthesizer is a numerically controlled oscillator capable of creating quadra-
ture outputs [5]. Numerous implementation difficulties are addressed in the Xilinx DDS Compiler.
For example, frequently, one faces challenges in limiting the memory consumed for high Spuri-
ous Free Dynamic Range (SFDR) requirements and maximum clock performance in the device.
Furthermore, the tool provides the ability to make implementation trade-offs between XtremeDSP
slice, Block Memory, and Logic to achieve the optimal solution for a given system.

Key Features and Benefits

• Phase Generator and SIN/COS
• Lookup Table can be generated individually or together with optional dither to provide a

complete DDS solution.
• Rasterized feature eliminates phase noise from phase truncation.
• Sine, cosine, or quadrature outputs
• Optional per-channel resynchronization of accumulated phase.
• Lookup table can be stored in distributed or block RAM
• Optional phase dithering spreads the spectral line energy for greater Spurious Free Dynamic

Range (SFDR)
• Phase Dithering or Taylor series correction options provide high dynamic range signals using

minimal FPGA resources
• Supports Spurious Free Dynamic Range (SFDR) from 18 dB to 150 dB

E. Xilinx FIR Compiler

Xilinx FIR Compiler creates HDL code for a Finite Impulse Response (FIR) filter, one of the most
fundamental building blocks in a DSP system. Although the algorithm is extremely simple, the
variations on the implementation can be immense, and designing filters can become a time sink
for hardware engineers today, especially in filter-dominated systems like Digital Radios. The FIR
Compiler reduces filter implementation time while also providing users with the ability to make
trade-offs between different hardware architectures of their FIR Filter specification [6].

Key Features and Benefits

• Delivers VHDL demonstration test bench with CORE Generator
• Supports Pipelined Direct-Form based Multiply Accumulate (MAC) FIR and Transposed

Direct-Form based MACFIR
• High performance finite impulse response (FIR), polyphase decimator or interpolator, half-

band, half-band decimator and half-band interpolator, Hilbert transform, and interpolated
filter implementations.

• Advanced interleaved channels to enable implementation of configurable bandwidth feature
for advanced systems

• Multi-column support of DSP48 slices for symmetric filter implementations
• Performance reaching up to 470 MHz for Virtex-6, Virtex-7 and Kintex-7 devices (-1 speed

grade)
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• Supports 2-2048 taps filter
• Automatic control of hardware folding for the most compact implementation
• Support for up to 64 channels (Channel = independent stream of voice,data, or video, uncor-

related to other such streams that the FPGA is concurrently processing).
• Interpolation and decimation factors of up to 64 generally and up to 1024 for single channel

filters
• Support for Reloadable Coefficients and up to 16 coefficient sets
• Automatic selection of Block vs Distributed Memory for Data and Coefficient storage

F. Xilinx Binary Counter

Xilinx Binary Counter is a block capable of implementing area efficient, high-performance coun-
ters [7]. The counters generated are either Look Up Table or DSP48 based with the ability to count
up and/or down with support for user-defined increments, count limits, and thresholds. Depending
on the implementation method, the counter supports up to 256 bits with fabric implementation
or 48 bits if implemented with DSP48. Additionally, the counter offers predictive detection for
threshold and terminal count detection and pipelining for maximal speed performance.

First In First Out Transfer Protocol

Transfer protocols are used to transfer data between the different devices, including the host com-
puter, FPGA module, and a Vector Signal Transceiver.

G. P2P FIFO

Figure 1: P2P Architecture

Peer-to-peer (P2P) communication is the direct transfer of data between two devices without pass-
ing through the controller, although the controller creates, controls, and monitors the data flow [8].
Figure 1 shows the block diagram for the P2P protocol. Both devices must connect to the same
PCIe switch in the chassis to set up the P2P protocol. In the host controller, one device is labeled
the “writer” and the other the “reader.” Using the peer-to-peer streaming VIs, the data from the
“writer” devices is streamed to the “reader” devices at the maximum speed. If the devices are not

6



connected to the same switch, the data is routed to the controller and then to the “reader” device
[9] at a severely reduced rate. The speed reduction is due to the controller’s processing speed since
all data must pass through the processor in this case.

An issue with the P2P transfer protocol is the FIFO nature of the transfer. If the “writer” device
outputs data faster than the processing rate of the “reader,” then later samples are dropped until
space is available, rendering the data useless. During the transfer, random delays are introduced,
forcing the “receiver” to output the previous sample until the next sample arrives. The reader
device outputs a flag that indicates if the output sample is valid. Handshaking can be implemented,
ensuring that only valid samples are stored in the buffer.

H. DMA FIFO

Figure 2: DMA FIFO Architecture

Direct Memory Access (DMA) FIFOs transfer data between a controller and an FPGA card [10].
One of the devices is designated as the writer and the other as the reader. The writer device stores
the data in a buffer within the device as they arrive. Once the buffer is full, the data is transferred
directly to the buffer in the controller, one element at a time, as shown in Figure 2. The controller
then reads the data from the buffer and outputs the data to an array.

During the configuration process, the size of the buffers and the sample data type are specified
in the configuration block. In the read block, the size of the array is specified, along with the
timeout time, which determines how long the processor waits to receive samples before aborting
the process. Increasing the number of elements increases the transfer rate of the data, although
additional RAM is utilized. In certain cases, the RAM can become full, resulting in memory
paging. The write block accepts samples, one at a time, and stores the data on the FPGA buffer.
The timeout value is set to zero, meaning that the FIFO will never timeout even if no data is
being delivered to the block. Determining the parameters of the DRAM FIFO is best done through
experimentation. The speed of the processor and the amount of RAM influences the performance
of the DMA FIFO.
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DRAM Buffer

The PXIe-7976R FlexRIO FPGA Module has 2GB of onboard memory running at 166MHz, with
an access size of 512 bits. In other words, the DRAM buffer stores 512-bits at a time regardless of
the size of the data. The number of elements is specified in the configuration window in increments
of 2 elements, where an element is a block of 512 bits [11]. Therefore, a block of 2 elements would
allocate 128B of memory. There are three methods of using the DRAM buffer: memory primitives,
memory instrument design libraries, and DRAM FIFO VIs. The most efficient method is through
the 6 DRAM FIFO VIs available in LabVIEW FPGA.

The first of these VIs is the “Process” VI, which monitors and controls the read/write procedures
of the DRAM. Using the block, the “read grant time” and the “write grant time” of the buffer are
specified. These times determine the amount of time that is spent reading or writing to the buffer.
Setting either time to zero would essentially disable the operation. An output of the “process”
VI is the status of the buffer with data that includes: number of elements in the queue to write,
number of elements in the queue to read, number of elements in the DRAM, a flag indicating that
the DRAM is full, and a flag indicating when the DRAM is empty. The block is placed inside an
SCTL running at the FPGA’s optimal memory speed, specified in the FPGA’s card documentation,
to achieve maximum performance.

The second is the “Packer” VI, which collects multiple samples and concatenates them, creating
a 512-bit array. Three data types are accepted by the packer block: unsigned integers, signed
integers, and Boolean arrays. The integer data types can be of size 8, 16, 32, and 64 bits, while
the Boolean arrays can be of any size up to 512-bits. Since 8, 16, 32, 64, and 512 are all powers
of 2, the 512-bit array is created by concatenating integer numbers of samples. In the case of
the Boolean array, the size of the array does not have to be a power of 2; the VI determines the
maximum number of samples that fit within the 512 bits and appends zeros to reach the 512-bit
limit.

The third is the “write” VI block, which accepts the 512-bit array and saves it in the allocated space
of the DRAM buffer. The fourth is the “read” VI, which recovers a single element and returns
the 512-bit array. The amount of time spent reading or writing to the DRAM is specified in the
“process” block and can be changed during the program execution. If desired, the reading process
can be disabled by setting the “read grant time” to zero, causing the system to write continuously
to the buffer. Similarly, the writing process can be disabled by changing the ”write grant time” to
zero. In this scenario, the system will read data without storing any additional data in the buffer.

Fifth is the “unpack” VI, which receives the 512-bit array and outputs an integer array or a Boolean
array. The size of the integer array depends on the data type size specified in the “packer” block.
For example, if the data is an 8-bit unsigned number, the VI outputs a 64 element of an 8 bit
unsigned integer array. For Boolean array data, the size of the original Boolean array is specified.
Therefore the output of the VI is an array of that size. Finally, the sixth block is the “create
resource” VI. The block accepts the name and size of the storage space, along with the access size
of the DRAM, and outputs a reference pointer used by all the DRAM VIs.
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TDMS files

TDMS files are National Instruments proprietary file format designed for storing measurement data
obtained through high-speed streaming [12]. Three steps are required to save the data: opening the
file, saving the data, and closing the file. Opening the file is performed by the “TDMS Open” block,
which opens the file using one of 6 operations: open, open or create, create or replace, create, or
open (read-only). The “TDMS Write” accepts a single array containing all the data and stores
it in the TDMS file. If labels are desired, the name of the group and the channels are specified.
The group name is the name given to the cluster of data being stored, while the channel name
is the specific name given to the individual streams. For example, the Vector Signal Transceiver
(VST) outputs a quadrature signal consisting of an I channel and a Q channel. A possible name
for the group name is “VST signal,” and the possible names for the channels could be “I channel”
and “Q channel,” respectively. TDMS files can be open in LabVIEW using the built-in blocks or
through various third-party software using plugins. MATLAB does not have built-in functions to
read TDMS files, but it is possible to load the data using third-party functions [13].

SOFTWARE DEFINED RADIO

Using LabVIEW and National Instruments’ devices, a software-defined radio capable of carrier
and symbol timing extraction was developed. Extracting the carrier was accomplished with a
Phase-Locked Loop (PLL) consisting of a Weaver demodulator followed by a complex-to-complex
mixer, an FIR filter, and an IIR filter. The Vector Signal Transceiver demodulates that data to an
intermediate frequency and transfers that data to the FlexRIO FPGA card through a P2P tunnel.
In the FPGA card, the intermediate signal is demodulated to baseband by the complex-to-complex
mixer and passed to the FIR filter, followed by the IIR filter. The output of the IIR filter is stored
temporarily in a DRAM buffer until the program is terminated. At which point it is transferred from
the DRAM buffer to the computer through a DMA FIFO. A window-based timing algorithm was
developed to calculate the symbol timing. Symbol transitions are detected, and the time between
arrived symbols is calculated. The calculated timing differential is stored in a DRAM buffer and
transferred to the host computer through a different DMA FIFO when the program is terminated.
All three outputs, the IIR output, symbol timing differential, and the oscillator outputs, are stored
on the hard drive in a TDMS file for post-collection processing using third-party software.

CONCLUSIONS

LabVIEW is a powerful framework that supports the development of programs through the graph-
ical programming paradigm. Like all tools, time is needed to learn its intricacies before successful
and efficient programs can be created. Nation Instruments provides a large amount of support
through tutorials and examples, in addition to access to a forum, easing the learning curve. The
addition of LabVIEW FPGA enables LabVIEW to support FPGA programming using the same
graphical programming paradigm. By removing the need to learn an additional language, com-
munications engineers can develop a software-defined radio using the same powerful tools already
known.
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ABSTRACT 

Telemetry is the automated transfer of measurements or other data from a remote or 

unavailable locations to receiving equipment for monitoring. Network devices send real-

time data to one or more centralized locations for storage, processing, and analysis in 

network telemetry. By configuring a cloud computing network, we will be able to create a 

virtual database that consists of a variety of network elements. This paper describes the 

network elements that are used in a telemetry testbed system. There are various elements 

that are used in a network configuration. These components include but are not limited to 

routers, switches, connectors, firewalls, and LAN. VMware is a complicated piece of 

software that performs best when run on a device with the highest possible specifications. 

A VMware workstation will be built to accommodate these attacks over two hosts namely 

a kali Linux and windows XP host. By using a vSphere software, we will be able to create 

these elements. Through it, each of these network elements will be taken through a series 

of attacks in which we will analyze and modify each to be improved on. We will be 

reporting an in-depth analysis of each element, the kind of components they consist of, and 

the results of each element after attacks are done. 
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INTRODUCTION 

The Wireless Network System (WiNetS) at Morgan State University is building a Testbed 

that models telemetry enterprise networks and provides modeling and simulation for the 

testing of cyber-attacks and defenses. The project is centered on developing a workstation 

suited to supporting the VMware network simulation, and this will involve the creation of 

a workstation suited to VMware with many hosts, switches, routers, and firewalls. It will 

include a high performance multi core, multithread processor with high capacity and high-

speed RAM and hard drive allocation. One of the many sub-components of the project 

includes developing a prototype network which will include a LAN kali Linux host and 

windows host that will demonstrate one attack over the LAN of the XP host. The project 

will also include the installation of a virtual switch, virtual router, virtual firewall and 

demonstrate a connection between the hosts.  

One important contribution of this project is that it will demonstrate that networked 

telemetry has a set of new threats and vulnerability that traditional telemetry does not. In 

the past decade, the telemetry community’s initiatives to implement network-centric 

solutions have been the focus of their initiatives. The development of the Integrated 

Network Enhanced Telemetry (iNET) protocol and network operation strategy improves 

the performance and efficiency of telemetry operations. The challenge associated with this 

plan is the increased vulnerability of telemetry networks to cyber security attacks.  Foreign 

adversaries like China have excellent cyber-attack capabilities, a history of active 

participation, and a successful record of penetrating and extracting data from the US 

government and industry networks. It is reasonable to assume that such opponents have 

successfully penetrated our network. The telemetry network, like most commercial 

networks, faces many challenges related to cyber-attacks. However, telemetry networks 

have several unique attributes that can make threats and vulnerabilities more relevant, and 

the framework can provide insight into security solutions. Telemetry networks are a form 

of supervisory control and data acquisition companies (SCADA), like power grids. 
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Working in this area can inspire our work. Furthermore, the network architecture defined 

in the iNET standard can limit the focus of our approach.  

In one of the other ITC 2021 network modeling articles, we submitted (Zegeye et al., 2021), 

we show in detail that the appearance and functions of a telemetry network are like a 

supervisory control command and data acquisition (SCADA) network, and that SCADA 

architecture can be applied to a network. telemetry. In turn, this approach opens the door 

to a wealth of analysis, strategies and solutions for telemetry networks that have been 

developed entirely in the SCADA field. In our investigation, we visualized the current 

telemetry network. The idea is to build a general telemetry network security network test 

platform. The platform initially combines traditional network security control with the 

industrial control system framework (ICS-SCADA) built with telemetry components. One 

of the primary goals of our research is to provide a telemetry network architecture 

framework for our test platform to meet the requirements of current and future network 

operations. Describes and classifies the current modules and components of the telemetry 

network system. Describes the system architecture to help lay the foundation for the 

analysis of telemetry network system vulnerabilities that lead to security solutions. This is 

our contribution to the broader telemetry network security community, where we capture 

the reach of these networks and build this environment. This architecture will also allow 

us to explore machine learning and artificial intelligence to enable real-time data streams 

to predict unique traffic patterns in telemetry networks.  

The proposed research focuses on network security solutions that are customized to the 

form and structure of telemetry networks, as well as the risks and vulnerabilities they face. 

The growth of the Supervisory Control and Data Acquisition (SCADA) system over the 

last decade has resulted in a slew of safety issues. The development of the Supervisory 

Control and Data Acquisition (SCADA) system in the past decade has created considerable 

problems related to its safety. Some of the reasons for its vulnerability to cyber-attacks 

include the implementation of open communication standards, the connection of control 
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systems to other networks, the limitations of existing security technologies, remote access, 

and the availability of control system technical information. Due to its important role in 

the industry, the security of the SCADA system is very important. Modern systems 

supporting SCADA are based on Internet Protocol (IP) and Ethernet technology. The 

application layer (including presentation and data model) is developing a specific SCADA 

protocol and using the IP protocol stack. SCADA systems are generally integrated into a 

public IP-based network. The network designed this way has certain weaknesses and 

vulnerabilities familiar to malicious users. The development of the Integrated Network 

Enhanced Telemetry (iNET) protocol and the use of network telemetry applications have 

introduced many potential network security risks inherent in modern networks.  

APPROACH 

The elements that would be tested in the VMware workstation include two hosts, switches, 

routers and firewalls. The need for two hosts is to see how the attacks will fair in both 

operating systems and give the user the option to experience both operating systems and 

research more with the operating system they are most comfortable with. The two operating 

systems are almost identical and to reduce configuration issues be sure to make use of the 

operating system that is easy for you. The switch used was the KVM (Keyboard, video and 

Mouse) switch to allow another user to access the machine. The switch is a Cybex 

Longview series that consists of units such as the advocent switch, the Longview 

transmitter, and the Longview receiver. For the router we would need to set up the 

connection to the first host network, and then to the second host network. Then stop the 

VMware DHCP server service, install the router software on the host system and configure 

networking in the first two virtual machines to use addresses on the appropriate host 

network. After that assign IP addresses and ping the router machines from the first and 

second virtual machines. For the firewall a different iso image file is required for its 

installation and setup. Configuration of the virtual network interface is the next step, then 
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the deployment of the firewall and installation. All these elements will be simulated on the 

host machines. 

 

 

NETWORK TELEMETRY 

Network Telemetry is defined as how information from various data sources is collected 

using a set of automated communication process and transmitted to receiving equipment 

for analysis purposes. While network telemetry is not new, it is becoming increasingly 

important as the volume of data continues to grow. Network telemetry collects data from 

different sources, pulls the information together and funnels it for easier analysis. It can 

also help administrators gain a better picture of the health of a particular device. 

Organizations can receive real-time information about the status of their devices, helping 

them perform more accurate and faster root cause analysis to pinpoint problem areas. 

Network telemetry can improve outcomes in use cases beyond COVID-19 response. For 

example, military operations often depend on the quick consumption and analysis of 

multiple data streams. Network Telemetry is a critical component of modern IT data center 

operation. Having visibility into what a network is doing and how it is being utilized is the 

basis for effective network automation and analytics. Telemetry, or streaming telemetry to 

be accurate, has the potential to help accelerate network troubleshooting, anticipate 

network capacity growth, and baseline network performance. The right kind of telemetry 

data enables network operators to address network blind spots proactively and keep their 

business systems operating efficiently.  

A typical network telemetry setup consists of three key components which include Data 

exporter, Data Collector and Data Analyzer. Data Exporter can be any type of network 

device that generates data. In many modern telemetry systems, the user can configure the 

exact type of flow data that needs to be exported. Data Collector is the part of a network 
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management system that gathers data from one or more data sources, processes the data, 

and stores it in a suitable format. Data analyzer processes data from one or more data 

collector and provides actionable insight. Network telemetry uses a push approach 

achieving more efficient data collection. The data collector ‘subscribes’ to data from one 

or more data sources and is streamed network health and performance data in near real-

time. Standards based data models allow the user to subscribe to specific data items they 

need, thus helping the data collector further achieve better efficiency and optimization. The 

telemetry system can be enhanced with data from multiple data sources. For instance, data 

from multiple networks, storage, and computing devices as well as other environmental 

data can be collected as time series data and correlated to provide system wide insights and 

analytics. The general telemetry architecture proposed consists of different test and 

Evaluation centers that are interconnected via the global grid. The global grid shows two 

T&E centers connected to the global grid. These two centers can communicate via internet 

which is secured via VPN across the global grid. 

 

Figure 1. General Telemetry Architecture 
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TESTBED 

The testbed consists of hardware and software that functions to form an isolated cyber 

security testing lab. The testbed includes a computer as the processor of the intrusion 

detection system. After the model is completed, this PC will become the main node for 

alarm data analysis and generation. The traffic generator is a software system that can 

construct effective network data packets. The streaming player can record network traffic 

for later playback. This allows small physical networks to appear larger by recording traffic 

from the larger network. The testbed will employ the use of a network switch in place of 

hubs, and the switch would allow simulation of multiple sub-networks using data routing 

between virtual local area networks. 

TECHNICAL APPROACH/EXPERIMENT 

A workstation being developed will support VMware network simulation. It will be 

outfitted with a high-performance multi-core processor, high speed RAM and hard drive.    

There are basic requirements for different components involved in the workstation 

mentioned above.  

HARDWARE REQUIREMENT 

Processor 

For the processor, the system will require a processor launched in 2011 or later. For the 

64bit requirement operating system, the host must use either an AMD CPU with MAD-V 

support or an intel CPU with VT-x support. If an Intel CPU is chosen, the user must verify 

that the VT-X support is enabled in the host system BIOS.  When the operating system is 

installed, it performs checks to make sure the host system has a supported processor. The 

chosen CPU for this research was the Intel Xeon Scalable Silver 4114 Skylake 10-core 

2.2GHz(3.0GHz) LGA 3647 85W Server Processor. It provides 10 cores of processing 

power which when overclocked can boost up to 20 threads that can be effectively utilized. 
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This processor is made for handling server-based program and workload. It has a higher 

TDP which means they generate more heat, the higher the clock speed the more heat gets 

generated. Stability and power efficiency are what is important when building a 

workstation computer that is one of the few reasons this processor was the choice. This 

processor also allows for higher maximum capacity, more memory channels and ECC 

(error checking and correction) memory support, which eliminates the most common cause 

of software crashes which is corrupted memory data. 

 

Figure 2. Intel XEON Silver Processor 

 

Figure 3. Comparison of CPU Thread Performance 
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Memory 

The host system must have enough memory to run the host operating system, the guest 

operating systems that runs inside the virtual machines on the host system, and the 

applications that run in the host and guest operating system. For this workstation, the choice 

was the SAMSUNG 256GB RAM (4x64GB) DDR4- 2666MHz. This was chosen because 

of the large memory it provides and it has the required ram speed of 2666MHz which would 

be more than sufficient for the workstation output. The minimum memory required on the 

host system is 2GB which means 256GB would be more than enough. If the host machine 

has a physical solid-state drive, the host informs guest operating systems they are running 

or an SSD. 

 

Figure 4. Samsung 256GB 4x64GB DDR4 RAM 

Disk Drive Storage 

For the storage system, the host must meet certain disk drive requirements. Guest operating 

systems can reside on physical disk partitions on in virtual disk files. For the hard disk 

requirement, both NVMe and SATA drives are supported and should have at least 1GB 

free disk space is recommended for each guest operating system and the application 
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software used with it. For basic installation, 1.5GB free disk space is required on both 

windows and Linux. For this workstation, we chose the WD Blue NAND 2TB internal 

SSD-SATA III 6GB/s Solid State Drive. This storage capacity will allow to all documents 

and server to get the required storage needed to complete their tasks. 

 

Figure 5. Western Digital Solid State Hard Drive 

Motherboard 

For the motherboard, we chose the ASUS Z11PA-D8 CEB Server Motherboard Dual LGA 

3650. This motherboard was chosen because of the compatibility with the CPU to ensure 

the smooth running of programs and fluency in operation. It is a dual channel motherboard 

that can accept two Intel Xeon CPU’s and it is able to contain up to 8 RAM sticks. For this 

motherboard, ASUS Z11PA-D8 server motherboard fan and heatsink would also be needed 

to cool the system and the arctic silver 5 high density polysynthetic silver thermal 

compound is the thermal paste used to cool the CPU. A decision had to made between an 

ATX motherboard and an EEB motherboard. This was as a result of the space in the case, 

the ATX is a relatively small motherboard and would fit in most cases, but the EEB would 

be more compatible with the purpose of the research which is to build a server type 

workstation testbed. 
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Figure 6. ASUS Dual XEON CPU Motherboard 

OTHER PERIPHERALS:  

Some other important components that were selected were the GIGABYTE GeForce GTX 

1050Ti 4GB GDDR5 PCI Express 3.0 graphics card and 1200W Power supply unit. 

ANALYSIS AND SCHEDULE 

In this project, the workstation will be built with this hardware in mind. During this 

shortage in Computer peripherals, the hardware build process has been drawn back but is 

picking up pace again, by July we should have all components assembled and in august the 

machine should be built and functioning well. 

CONCLUSION 

This paper introduces the hardware components that will be used in building and designing 

the workstation that will house the entirety of the project. The various hardware was 

assembled because they were compatible, and the connection is seamless. 
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ABSTRACT 

 

The National Oceanic and Atmospheric Administration (NOAA) is investigating the deployment 

of space-based environmental monitoring with the help of small satellites. The NOAA Data 

Collection System currently monitors environmental telemetry from approximately 31,000 

terrestrial Data Collection Platform (DCP) locations in the western hemisphere. In the summer of 

2020, NOAA deployed a DCP in low earth orbit (LEO) and it transmitted test data through the 

GOES satellites in geostationary orbit. This space-based DCP was a hosted payload on the NASA-

sponsored small satellite, TECHEDSAT 10. The satellite was transported to the International 

Space Station in February 2020 and launched in July 2020.  
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INTRODUCTION 

 

The National Oceanic and Atmospheric Administration (NOAA) operates an environmental 

monitoring data service onboard its two Geostationary Operational Environmental Satellites 

(GOES). The service is referred to as the Data Collection Service (DCS). This service relays 

environmental monitoring data and telemetry from approximately 31,000 terrestrial Data 

Collection Platforms (DCPs) in the western hemisphere. The DCP uplink is near 402 Megahertz 
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(MHz) in the Ultra-High-Frequency (UHF) spectrum and the downlink is near 1,680 MHz in the 

L-Band spectrum. Identical services are operated by the European Organization for the 

Exploitation of Meteorological Satellites (EUMETSAT) on their two Meteosat satellites and by 

the Japan Meteorological Agency (JMA) on one Himawari satellite.  

 

Currently, the spectrum used by these DCS services spans approximately 401.7 MHz to 402.4 

MHz. The lower portion of the spectrum, below 402.1 MHz is used by NOAA and the upper 

portion, above 402.0 MHz is used by EUMETSAT and JMA. The majority of assignments are 

regional, however the overlapping central portion of the spectrum, specifically between 402.0355 

MHz and 402.0655 MHz supports international DCP transmissions from fixed and mobile assets 

including weather balloons and ships that may transmit their environmental data through multiple 

meteorological satellites. The DCS activities of NOAA, EUMETSAT, and the JMA are shared 

and discussed amongst the three agencies through the Coordination Group for Meteorological 

Satellites (CGMS). 

 

The DCP transmissions are short duration bursts of low speed data. A NOAA DCP typically 

transmits once an hour, for less than 10 seconds using a data speed of 300 bits-per-second (bps). 

A higher speed of 1200 bps is also possible. Octal phase shift keying with trellis coded modulation 

is used for channel coding. Most transmissions are scheduled (Self-Timed) but random-access 

transmissions are also permitted to report time-sensitive data. The random-access transmissions 

are unscheduled but shorter in duration at no more than 3 seconds in length at 300 bps. The 

spectrum for DCS is divided into channels and the smallest bandwidth assignment is 750 Hertz 

(Hz). The eleven available international channels are spaced 3 Kilohertz (KHz) apart. National and 

international channels include assignments for self-timed transmissions or random transmissions, 

but not both in the same channel.  International use of the DCS is currently limited to 100 bps, but 

is expected to change to 300 and higher following the launch of the third generation of European 

Meteosats, which will be able to support the same modulations as GOES and Himawari.   

 

The DCP uplink spectrum around 402 MHz is a shared resource [1].  Other satellite operations can 

use the same spectrum. In the United States in particular, space-to-ground transmissions are 

possible by both federal and non-federal users in the spectrum between 401 and 402 MHz. These 

users have co-primary status with NOAA which means any interference issues must be resolved 

jointly without preference to NOAA (or the other federal or non-federal user). Additionally, the 

spectrum between 401 and 403 MHz is available for ground-to-space communications by non-

federal users operating meteorological aids or conducting earth exploration. This second allocation 

between 401 and 403 MHz is afforded only secondary status and must therefore not interfere with 

the NOAA DCS mission. 

 

Until recently, there had been no significant concern with other users operating in this spectrum 

because their activities were very infrequent or non-existent. Now however, with the impressive 

growth of the small satellite market [2], the use of this spectrum by other entities has increased. 

There is a concern that as this growth continues, interference to global DCS operations may be 

possible. When interference does occur, the specific source of suspected harmful interference may 

also be difficult to identify. Most small satellites operate with minimal attitude control and 

therefore rely on omni-directional antennas to communicate with their earth stations. The 

propagation patterns from such low-earth orbit satellites can include radiation in the direction of 
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geostationary satellites and the effect of this “interference” would be cumulative should multiple 

small satellites transmit simultaneously in the same frequency spectrum. Similarly, should 

supporting ground stations transmit uplink signals more frequently to communicate with growing 

fleets of small satellites, any geostationary satellite “behind” the targeted low-earth orbit satellites 

may experience “interference” from those ground-to-space signals. 

 

The concerns about the potential for interference has led NOAA to consider mitigation strategies 

and one novel idea that is being investigated is to reduce the potential for interference by allowing 

small satellites to become users of the DCS system. This would convert potential interference 

sources into active participants of the DCS system. The idea presents unique opportunities for 

small satellite users. The NOAA DCS system represents a complete space-to-ground relay service 

that could replace networks of earth stations required to support small satellite operations. The 

system is also a proven and reliable satellite communications service that is free to use for qualified 

users. 

 

There are several challenges with accomplishing this idea but a project that will deploy a DCP in 

low earth orbit and validate the concept of allowing space-based DCPs to use the DCS system is 

now underway and the initial tests have proved successful. This paper discusses the work to date, 

as well as planned efforts, involved in completing the project. The project plan is discussed and 

the challenges involved are reviewed. The paper concludes with a status update and discussion on 

the next steps involved in making this novel idea for small satellite communications a reality. 

 

THE PLAN 

 

To develop a plan to put a DCP in low-earth orbit that communicates through the GOES spacecraft, 

NOAA worked with several partners including the NASA Ames Research Center, The Aerospace 

Corporation, and NOAA DCS system contractor and equipment vendor Microcom Design, 

Incorporated. Since the NOAA DCS system is an online system, a requirement of the plan was 

that it not impact NOAA DCS operations. As part of this requirement, the DCS L-Band receiver 

equipment at NOAA’s two operational GOES earth stations (Wallops Island, Virginia and 

Suitland, Maryland) could not be modified. An obvious additional requirement is that neither 

GOES spacecraft could be modified.  This presented a challenge given the dynamic conditions of 

the test. For a low-earth orbit satellite to communicate with a geostationary satellite the link 

between the two spacecraft must endure significant doppler frequency shifts. At the planned test 

altitudes of several hundred kilometers the speed of the LEO DCP spacecraft, relative to the GOES 

spacecraft, will impart a changing doppler shift onto the UHF link frequency that will range 

between +10 kHz and -10 kHz.  

 

The doppler frequency changes over the range during each pass, as the LEO spacecraft first 

approaches GOES and then recedes from GOES. When the LEO is directly underneath a GOES 

spacecraft the doppler shift is 0 Hz because the velocity vector between the two space crafts is 

zero. In addition to the doppler shift, there is a rate of change in doppler frequency of as much as 

13 Hz per second that must also be tolerated during each pass. The NOAA DCS receivers were 

designed to receive DCS transmissions from terrestrial DCPs with little or no relative motion. The 

receiver specifications permit a DCP transmitter frequency drift rate of no greater than 1 Hz per 

second during a transmission. The current NOAA DCS receivers were tested for this project and 
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it was determined that they can actually support 3 Hz per second of doppler. However, this meant 

that without doppler correction, the current DCS receivers could not maintain lock on all LEO 

DCP transmissions during an entire GOES satellite pass. 

 

There is an additional challenge regarding the anticipated doppler between the LEO DCP and 

GOES that effected the test plan. There are two operational GOES spacecraft in different orbital 

positions and they monitor the same DCP transmit frequencies with overlapping UHF propagation 

coverage in the western hemisphere. The GOES-West and GOES-East spacecrafts are located at 

longitudes of 137.2° west and 75.2° west, respectively. As a result, the real-time doppler shift 

between the LEO DCP and either GOES spacecraft will not be the same, assuming reception is 

possible at both GOES. If doppler were pre-corrected in the LEO DCP transmitter to match one 

GOES spacecraft it would be wrong for the other. Therefore, the original test plan focused in large 

part on sending doppler corrected transmissions from the LEO DCP that would be seen by only 

one GOES spacecraft at a time. Scheduling the transmissions required careful planning and orbital 

position predictions. The Aerospace Corporation provided the computations for the test plan 

schedule and for the doppler correction data that were planned to be used to initiate transmissions 

and to adjust the DCP transmit frequency continuously during test events. 

 

The plan incorporated a test LEO DCP on a 6U size small satellite called TechEdSat (TES). The 

flight-ready DCP payload was a modified version of the terrestrial DCP product sold by Microcom 

Design, Inc. The modifications integrated the DCP mechanically and electrically into the 10 

centimeter by 10 centimeter cross-section spacecraft. Commands to the DCP came from the TES 

10 bus (and TES ground crew). The spacecraft also provided power and GPS information to the 

DCP payload. The DCP’s UHF transmit antenna was a deployable measuring tape antenna 

released during the spacecraft’s launch. The LEO DCP was aboard the TES-10 spacecraft when it 

launched as a hosted payload on the Northrup Grumman, NG-13, resupply mission to the 

International Space Station (ISS) on February 15, 2020. The TES-10 was in a Nanoracks small 

satellite deployer on its ride to the ISS. The ISS crew launched TES-10 from its Nanorack on July 

13, 2020. The launch from the ISS is shown in Figure 1. Immediately after launch the spacecraft 

adjusted its altitude downward using an exo-brake parachute technology developed by the NASA 

Ames Research Center. This maneuver is shown in Figure 2. Following the TES-10 launch from 

the ISS, its ground crew at NASA Ames Research Center communicated with the spacecraft and 

performed all required start-up and pre-test procedures for the DCS test plan. 

 

INITIAL TESTING CHALLENGE 

 

Initial testing in late July of 2020, after TES-10 launched from the ISS, indicated there was an 

issue with the adjustment of the doppler frequency during test transmissions. After establishing an 

initial doppler offset to match the relative speed between the LEO DCP and GOES at the start of 

a transmission window, the LEO DCP transmitter was designed to adjust the transmit frequency 

in small steps of 0.05 Hertz smoothly drifting through the range of doppler values that were 

appropriate for that particular coverage pass with GOES. A frequency synthesizer provides the 

UHF carrier frequency and it is updated at the appropriate time to maintain the desired doppler-

corrected transmit frequency during each brief 5 second test transmission. The test data indicated 

the transmitter set the initial offset correctly but then began jumping off frequency and not 

following the planned smooth drift change in doppler frequency. Ground testing reverified the 
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onboard DCP transmitter software was correct, however an onboard hardware anomaly could not 

be ruled out. Indeed, subsequent hardware ground testing several months later determined that the 

DCP, while transmitting at full power, and while in a vacuum, experienced an inter-circuit 

communications anomaly within the serial peripheral interface (SPI) circuit used to update the 

synthesizer. The anomaly only occurred while transferring drift doppler updates to the transmitter 

frequency synthesizer and not when the initial frequency offset was loaded. A multi-layer printed 

circuit board redesign of the DCP modulator that buried the SPI interface between ground plane 

layers resolved the anomaly during vacuum chamber ground tests. The redesigned modulator will 

hopefully be used for the next onboard test flight. 

 

AN OPPORTUNITY 

 

The issue with the doppler drift updates during transmissions created an unexpected opportunity 

to investigate transmissions from the LEO DCP that were not actively corrected for doppler shifts. 

Even though the maximum expected doppler rate of change was 13 Hz per second and the NOAA 

receivers had been verified to support only 3 Hz per second, by picking a transmission window 

that was associated with a near zero doppler change rate condition during the 5 second test 

transmission from the LEO DCP, it was possible to receive the transmission through the intended 

GOES spacecraft. The team was able to compute and successfully load an initial desired doppler 

correction frequency offset into the LEO DCP transmitter for each conducted test. The frequency 

was not updated during the 5 second test transmission. In addition, the team predicted the receive 

frequency to within 10 Hz, ensuring the NOAA receivers could receive the test transmission. This 

second testing profile, that did not actively correct for doppler proved successful and good test 

transmissions were received by NOAA. In the nearly 50 year history of United States 

meteorological satellite operations, this was the first time a LEO meteorological spacecraft 

transmitted environmental data through a geostationary meteorological spacecraft and down to the 

ground. 

CONCLUSIONS AND NEXT STEPS 

 

This initial phase of the project demonstrated clearly the complexity of doppler correction in space 

that is needed to mitigate reception by even one GOES spacecraft let alone two GOES spacecraft 

(or more international meteorological satellites). The effort required suggests that a successful 

DCS small satellite program should mitigate doppler on the ground in the receiver equipment and 

not in space at the LEO transmitter. Such a system would need 20 kHz of bandwidth to receive 

uncorrected doppler transmissions. The NOAA DCS system has the required bandwidth with its 

block of 14 contiguous 1500 Hz random channels. By utilizing 20 kHz of this block, 300 baud 

random messages from small satellites could appear in any 750 Hz segment of the block. 

Terrestrial DCPs would continue to use channelized segments in the block for their random 

transmissions. A new specialized receiver with overlapping multichannel capability would identify 

un-channelized transmissions from small satellites and tune a receiver to capture the transmission. 

Such an approach would allow small satellite DCPs to transmit without doppler correction and 

without knowledge of where the GOES spacecraft are. Their transmissions would be sent 

randomly, whenever they have important information to communicate. In fact, the approach would 

also make it unnecessary for small satellites to have a GPS receiver onboard to support DCS 

communications.  
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A new LEO DCP has been prepared for the next available TechEdSat flight, hopefully in the near 

future. That mission would include international meteorological satellite testing, investigate 

transmissions without doppler correction, utilize the available contiguous DCS random channels, 

and analyze advanced receiver designs that would support mitigating doppler entirely on the 

ground. 

 

The international community has expressed an interest in participating in the next test flight. In 

addition, for international operation, it is noted that the CGMS has indicated a willingness to set 

aside 7 contiguous 3 kHz channels in the international band for supporting transmissions from 

small satellites to send DCS style messages. There are regulatory hurdles to overcome to allow 

small satellites to use the spectrum for inter-satellite linking but there is hope that the ongoing 

international cooperation will facilitate overcoming any issues. 

 

There are exciting possibilities beyond the next TechEdSat mission as well. The GOES DCS 

payload has a new two-way service that future small satellite DCPs may utilize. More advanced 

modulation schemes and higher data rates may also be possible for small satellite DCPs in the near 

future. One futuristic idea to consider is that NASA is exploring the potential use of a GOES DCS 

style monitoring system in orbit around the moon and around Mars. Such a system would most 

likely include fixed and orbiting DCP stations and benefit from this research. 

 

 

 
 

Figure 1. Launch of TES-10 from the ISS. 
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Figure 2. Deployment of the TES-10 exo-brake “parachute”. 
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ABSTRACT

During descent, a sounding rocket ejects a number of 1U cubesat sized objects, which descend on
parachutes independently of the rocket. These ”paralites” allow for testing of different parachute
designs and payload deployment methods for future missions. This paper describes a telemetry
systems used for both the sounding rocket, and the ejected paralites. Commercial off the shelf
components are combined with student researched and designed components to produce a system
which is flexible enough to accommodate both the current needs, and future opportunities.

INTRODUCTION

This paper describes the design of a sounding rocket entered into the Spaceport America Cup com-
petition [1], 30k SRAD division. This annual competition is hosted by the Experimental Sounding
Rocket Association [2]. In 2021 the virtual competition had entries from approximately 200 col-
lege and other amateur teams from 20 countries. The 30k SRAD division requires a rocket that
will hoist a 4 kg payload to 30 000 feet (30k) using a student researched and designed (SRAD)
motor. During decent, the rocket will deploy a collection of 1U cubesat sized objects, which are
stored in the rocket’s payload bay during assent, as seen in Figure 1. These ”paralites” are used to
test various parachute designs and payload deployment methods for future missions.

The sounding rocket has a commercial off the shelf (COTS) telemetry system, which has been
used by the team for a number of 10k class rockets. However the system is too large and massive
to be used in the deployed paralites. The system also lacks the flex ability required to allow the
sounding rocket system to act as a data collection and relay station for the much smaller paralites.
An SRAD telemetry system for both the sounding rocket and paralites is being developed.

The following section gives an overview of the sounding rocket mission, followed by the avionics
systems used on the rocket. This is followed by sections which describe the paralites, their de-
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Figure 1: Sounding Rocket Design

ployment, telemetry systems, and challenges faced by the team’s decision to move from fiberglass
body rockets to carbon fiber based designs.

SOUNDING ROCKET MISSION OVERVIEW

The minimum requirements for mission success is for the rocket to achieve an altitude of at least
30 000 feet on a SRAD motor, and be recovered in a re-launchable state within six hours of landing.
Optional tasks include telemetering rocket location and velocity during the entire flight, measuring
parachute drag characteristics in-flight, and deploying paralites during descent.

The sequence of events during the mission are shown in Figure 2 and Figure 3. A drogue parachute
is deployed at apogee, to allow the rocket to descend nearly vertically until it reaches 1500 feet.
At that point the main parachute is deployed to slow the rocket sufficiently that it will not be dam-
aged upon landing. At an altitude of 900 feet the paralites are ejected, and each deploys its own
parachute.

Figure 2: Mission Sequence of Events

As a result of the paralite deployment, the number of events in this recovery sequence is more than
the average dual-deploy rocket. Additional work has been done to ensure each event will happen
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Figure 3: Mission Profile

quickly and safely, so that all components will reach the ground intact. One of the primary results
in the team’s extensive experience with 10k launches is the robust launch preparation checklists
that have been developed for each subsystem. These lists have been through many iterations to
improve the efficiency of work in addition to making sure every detail is accounted for when
preparing the rocket for its launch and recovery deployment.

SOUNDING ROCKET AVIONICS

The primary telemetry and flight control computer for the rocket is a Altus Metrum Telemetrum
3.0 device [3]. It will trigger explosive charges to deploy the drogue parachute one second after it
has determined the rocket has reached apogee. The apogee measurement is based on an internal
altimeter. The Telemetrum will fire charges to deploy the main parachute when it senses the alti-
tude has decreased to 1500 feet.

As a safety feature, a redundant telemetry and flight control computer is used. This Featherweight
Raven 4 device independently measures altitude, and can independently deploy both the drogue
and main parachutes. The Raven 4 processor will deploy the drogue parachute three seconds after
it has sensed apogee, provided the velocity of the rocket is under 400 feet per second, and the air
pressure is increasing. The processor will deploy the main parachute when it senses the altitude
has dropped to 1200 feet, the rocket is moving slower than 400 feet per second and the air pressure
is increasing.

The two flight control computers are powered by independent lithium polymer rechargeable bat-
teries, as are the redundant charges which can deploy the parachutes. During flight, each computer
will consume less than 2% of the energy from a fully charged battery, and can sit idle for dozens
of hours if necessary, as show in Table 1. Mechanical safety interconnect switches disconnect
all parachute charges from the computers while the rocket is on the ground, to prevent accidental
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activation.

Table 1: Power Budget
TeleMetrum Raven4

Voltage(V) 7.4 7.4
Capacity(mAh) 3500 3500
Energy (Wh) 25.9 25.9
Flight Power Draw (Watts) .6 .444
Flight Time (Sec) 330 330
Flight Energy (Wh) .55 .407
Remaining Energy (Wh) 25.32 25.493
Idle Power Draw (Wh) .32 .148
Idle Time (hr) 79.21 172.25

Paralite Payload

The payload of the rocket consists of three 1U cubesats, referred to as paralites, which will be
ejected from the rocket shortly after it deploys its main parachute. Once clear of the rocket, the
paralites will each deploy their own main parachute. These parachutes have varying designs: pull-
down apex, cruciform and parabolic. Data on the performance of the various parachutes may aid
the design teams developing the next generation of these sounding rockets. The paralites will take
photographs of their parachutes deploying, and gather GPS based data on location, velocity, accel-
eration and shock loading. The bulk of the information that will be acquired from the paralites are
the drag coefficients and the shock force of the parachutes.

The rocket’s payload is a 3U (10x10x30cm) cubesat designed to measure the coefficient of drag
and shock force of a pull-down apex, cruciform and parabolic parachutes. This data will help in
the design of future parachutes for the team.

A. Payload Bay

The main structure of the payload bay is a 3U (10 cm x 10 cm x 30 cm) welded steel frame, as
shown in Figure 4. Each of the three paralites use the same mechanical design, which is a fiberglass
enclosure as illustrated in Figure 5. The paralites compress springs when inserted into the payload
bay, and it is the force of these springs which will eject them during descent. The flight control
computers will activate the solenoids which hold the paralites in place, as the rocket passes an
altitude of 900 feet during its descent.

B. Paralites

The physical configuration of the paralites are shown in Figure 6. The paralite avionics system
consists of battery, microcontroller, three sensors, a radio transmitter, and power conditioning
electronics. Data collection and aggregation is handled by a Teensy 3.6 microcontroller system. In
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Figure 4: Payload Main Structure

Figure 5: Paralite Structure
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addition to handling data, the microcontroller board directly powers the three sensors.

Figure 6: Paralite Internals

Video and still images of the paralite’s parachute will be captured by an Arducam 0V2640, 15
frame per second, video camera. A BerryGPS-IMUv4 will send to the microcontroller data from
its internal three axis accelerometer, gyroscopes, and magnetometers. In addition it will provide
pressure and temperature data, along with GPS coordinates. As shock load is of particular interest
to the parachute designers, an HX711 load cell will be used to collect shock loading data.

The data from the various sensors will be stored in an SD memory card inserted into the microcon-
troller board. To aid in recovery of the paralites, GPS data will be transmitted using an XBee radio
module.

The paralite is powered by a 18650 lithium polymer battery. A boost converter produces a constant
5 volts form the variable 3.7 volt battery supply voltage. As shown in Figure 7, the microcontroller
board steps the voltage down to the 3.3 volts required for the three sensor packages. A linear
voltage regulator reduces the 5 volt supply to the 3.3 volts required for the XBee radio system used
to transmit the telemetry data.

SOUNDING ROCKET TELEMETRY SYSTEM

The telemetry system on the sounding rocket is a combination of commercial off the shelf system
(COTS), and a student researched and designed (SRAD) system. The SRAD system will allow for
higher performance and range, as well as being more adaptable and expandable as the needs of the
team evolves over future launches. The SRAD system is particularly important for the paralites.
The volume, weight and power constraints on the paralites make the COTS system impractical. In
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Figure 7: Paralite Power Flow

addition, it may be necessary for the paralite telemetry systems to be initialized by the sounding
rocket telemetry system, and relay their data through it. This level of flexibility is not offered by
the COTS system the team has been using in past launches.

The COTS system is a Altus Metrum Telemetrum 3.0 device, with an integrated GPS receiver and
440 MHz transmitter. As previous sounding rockets the team wanted to verify the downlink would
operate up to the target altitude of 30 000 fee, or approximately 9 km. Our analysis determined the
power received by the ground station antennas as a function of altitude, and whether that power
is within the sensitivity rating of the receiving radio modules. Our analysis shows the 440 MHz
downlink should be useful up to 50 km, as illustrated in Figure 8. The SRAD system will use a
transmitter in the 900 MHz ISM band, with a receiving antenna with a 15 dBi gain. Analysis of
that link indicates it should also have ample margin at the 9 km apogee of the rocket, as shown in
Figure 9.

Previous sounding rockets developed by the team used fiberglass bodies. The telemetry system
took advantage of the relative RF transparency of fiberglass, and placed all antennas on the inte-
rior of the rocket. Future rocket designs will be based on carbon fiber technology. This compli-
cates telemetry system design, as it forces the use of exterior antennas. In the current design, the
nosecone of the rocket continues to be of fiberglass construction, so the telemetry bay was placed
in the base of the nosecone as illustrated in Figure 10. The electronics are mounted to a fiberglass
sled which is between two aluminum bulkheads.

A 900 MHz patch antenna [4] design is used for the SRAD telemetry system 900 MHz ISM band
transmitter. The antenna is currently mounted on the outside surface of the nosecone, but will
eventually be moved to the exterior of the conductive carbon fiber composite rocket body. The
Berry GPS-IMU device in the rocket is connected to an active GPS antenna mounted on the top of
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Figure 8: Telemetrum Link Performance

Figure 9: SRAD Link Performance

the telemetry bay in the fiberglass nosecone. This allows for improved reception of GNSS constel-
lations over the internal antenna.
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Figure 10: Telemetry Bay CAD Model Showing Location In Nosecone

Prior to deployment, the paralites will be located entirely within the rocket body, and will be un-
able to transmit or receive RF signals. The team is investigating the possibility of having the GPS
receivers of the paralites initialized by the sounding rocket telemetry system, to reduce GPS acqui-
sition time once they are deployed. To keep the paralite design simple and compact, simple wire
monopole antennas will be used for their 900 MHz ISM band transmitters, with a ground plane
attached to their fiberglass case. The radiating element of the antenna is simply the center conduc-
tor of an RG-316 coaxial cable. The insulating material normally covering the center conductor is
left on. This allows the antenna to be folded before deployment to save space, and automatically
right itself after deployment. The insulation impacts radiation characteristics of the antenna, but
we have accounted for that in the antenna design. The fiberglass body of the paralites allow the
internal GPS antenna of the Berry GPS-IMU unit to be used, without need to supplement it with
an external antenna.

The ground station includes the hardware required to receive the telemetry data from both the
Telemetrum on the 440 MHz band and the SRAD system on the 900 MHz band. To achieve op-
timal reception of the telemetry signals, the team uses both a four element 440 MHz Yagi-Uda
antenna, and a nine element 900 MHz Yagi-Uda antenna mounted to a tripod. This setup allows a
team member to visually aim the antennas towards the rocket during its flight and keeps the anten-
nas oriented for optimal reception.

The telemetry system needs to help inform the team where the rocket and paralites landed. The
Telemetrum receives and interprets a GPS signal and transmits this data to the ground station using
its integrated transmitting unit. The SRAD system will be receiving and decoding NMEA 0183
strings [5] from the on-board BerryGPS-IMU module [6], extracting and combining relevant posi-
tion information from these strings, and sending the data to the ground station. The GPS position
data is also stored locally on the telemetry hardware on both the rocket and the paralites for analy-
sis post-flight.

In addition to GPS coordinates, the SRAD telemetry processor will collect data from the ac-
celerometer, gyroscope, magnetometer, barometer, and temperature sensors. This data will be
aggregated into on-board storage on both the rocket and the paralites where it will be analyzed
post-flight.

The ground station is run off a Raspberry Pi, which was chosen as the computer due to its low
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power draw combined with its small form factor. This connects to a monitor, USB keyboard, and
wireless mouse, providing full functionality. The commercial software set up for programming
the altimeters is a AltOS for the telemetrum, and a Featherweight FIP. Both provide the capability
to program our altimeters to required conditions and allows the team to communicate with the
telemetry system onboard the rocket.

CONCLUSIONS

This paper described the redundant sounding rocket avionics systems based on COTS technology.
We also described the telemetry system for both the sounding rocket and deployed paralite array.
The legacy COTS telemetry system which worked will in earlier team designs is being replaced by
a SRAD system. The smaller footprint of the SRAD system will allow it to be placed in the par-
alites. The SRAD system on the sounding rocket will provide the team with the flexibility it needs
to use the rocket to record and relay data from the paralites, which have a very limited transmitter
range.
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ABSTRACT

Spatial diversity involves the use of two or more receive antennas at different locations in an at-
tempt to obtain two independent copies of a signal transmitted by an airborne test article. The idea
is that if one receive antenna experiences a link outage due to multipath propagation, the other
antenna has a clear link as long as it is far enough away. The underlying assumption is “greater
separation is better.” This paper explores the problem from a different point of view: how close
together can the two antennas be to provide adequate diversity? We show that in the low-elevation-
angle multipath propagation scenario, a remarkably small vertical separation between two receive
antennas creates sufficient diversity to realize an impressive reduction in the bit error rate perfor-
mance of equalized SOQPSK-TG.

INTRODUCTION

Multipath interference occurs when the signal transmitted by an airborne test article arrives at
the receiver via two or more propagation paths. Multipath fading occurs when the copies of the
transmitted signal combine destructively. Whether the signal copies combine constructively, de-
structively, or somewhere in between, depends on the relative phases of the signal copies. The
relative phases of the signal copies is determined by the path lengths corresponding to each signal
copy. For this reason, multipath interference is a spatial phenomenon.

The obvious approach to mitigating multipath interference is to use some form of spatial diversity.
The concept is illustrated in Figure 1. The fundamental idea is that when the propagation path
from the airborne test article to one of the receivers is bad, the other propagation paths are good.
Conventional wisdom is that the greater the spatial separation, the more likely this is to be true.
Many ranges deploy receiving stations as shown in Figure 1 for a more simple reason: to provide
radio downlink coverage over the entire test range. In these situations, spatial diversity is an added
bonus.
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Figure 1: An illustration of the spatial diversity concept.

The optimum form of spatial diversity is RF/IF combination. This is often referred to as “pre-
detection combining” in the aeronautical telemetry community. Generally speaking, diversity re-
ception operates in one of three modes: selection diversity (choose the best signal and ignore the
others), equal gain combiners (co-phase and add the available signals), or maximum ratio combin-
ers (co-phase, weight the available signals based on the signal-to-noise ratio, and add). Essentially
all of the work in spatial diversity in aeronautical telemetry has been devoted to selection diversity.
Turner and Potter [1] describe a telemetry ground station in Japan using two antennas and selec-
tion diversity. Several papers describe methods for identifying the best signal from hypothetical
antennas [2] – [7].

Given the large distances separating most ground stations, pre-detection combining has been con-
sidered impractical. The practical alternative is delivering to a central location the bit decisions
from demodulators operating at widely separated receiving sites. This situation has given rise to
what is generally called “best source selection” (BSS)—see [8] and the references therein. More re-
cent work on BSS [9, 10, 11, 12] together with successful tests at Yuma Proving Grounds [13, 14],
the Atlantic Test Range [15], and a variety of other locations [16], has motivated the inclusion of
the BSS technique in Appendix 2-G of IRIG 106-17 [17].

However, some recent work has challenged the assumption that the receive antennas are too far
apart for pre-detection combining to be feasible. The recent upgrades at the Reagan Test Site in
the Kwajalein Atoll combined I/Q signals from multiple antennas by transporting digitized I/Q
samples to a centrally-located software-defined radio [18]. A trade study to determine where to
place receivers relative to their corresponding receive antennas at Yuma Proving ground considered
both analog RF over fiber and digitized IF or I/Q over fiber [19]. The use of digitized RF over fiber
along with software defined radios in the context of aeronautical telemetry was explored in [20].
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These recent publications motivate us to reexamine the use of spatial diversity with equalization to
deal with fading due to multipath propagation. The first assumption we reexamine is the assump-
tion that the receive antennas must be widely separated to produce the necessary spatial diversity.
This assumption is based on the requirement that if the received signal at one antenna is experienc-
ing multipath interference, the received signal at the other antenna is not. What if this requirement
is relaxed to only require the multipath interference at one antenna to be different from the mul-
tipath interference at the other antenna? We show that antennas can be very close, say a vertical
separation on the order of five meters, for a realistic scenario such as that at Edwards AFB. For
this to work, equalization must be used. Impressive results can be achieved when the equalizer
operates on properly combined I/Q samples (i.e., pre-detection combining).

Spatial diversity based on vertically-separated receive antennas has long been a part of line-of-sight
microwave links [21]–[27]. Vertical separation was explored for two reasons: (1) line-of-sight mi-
crowave towers provide immediately convenient infrastructure that supports vertical separation;
and (2) the multipath fading phenomenon were caused by horizontal features in the propagation
medium such as a reflection caused by the earth or (more commonly) a large body of water or
by atmospheric layers. Given the fact that the transmit and receive towers were stationary, time
variations were due to tides (in the case of reflections off bodies of water connected to the ocean)
or changes in the atmosphere. Atmospheric changes tended to be the most dynamic in this applica-
tion leading to fade durations on the order of seconds [28, 24, 27] to minutes [21, 22, 25]. Conse-
quently, vertical separations were established to mitigate fading due to atmospheric effects. On the
one hand, aeronautical telemetry and line-of-sight microwave links are different. In aeronautical
telemetry, the airborne transmitter moves, often at a high velocity. In this case, the dynamics of
the multipath fading are caused by changes in the geometry of the reflection from the ground or
sea. On the other hand aeronautical telemetry and line-of-sight microwave links are similar in that
multipath propagation involves reflections from horizontally-oriented reflectors. Thus, it is to be
expected that vertical separation provides more robust receive diversity than horizontal separation.

This paper is organized as follows. In the next section, the geometric model used to derive the
IRIG 106 dynamic channel model [29] is used to calculate how far apart antennas must be to place
the spectral null(s) due to the specular reflection as far apart as possible. In the following section,
equalization is applied to the outputs of two antennas whose separation is computed in the previous
section. Three pre-detection combining techniques are examined: selection combining, equal gain
combining, and maximum likelihood combining. These combining techniques are evaluated with
the equalizer operating on SOQPSK-TG. The results show (1) in some cases selection combining
is the best, (2) in other cases equal gain combining is the best, (3) in all cases maximum likelihood
combining matches the the better of selection combining or equal gain combining. The conclusion
is that the two antennas do not need to be “multipath free”, but rather display sufficiently different
multipath characteristics so that pre-detection combining can produce the performance gains of
which it is capable.
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DEVELOPMENT OF CHANNEL IMPULSE RESPONSES

The IRIG 106 dynamic channel model is based on Bello’s linear impulse response for aeronautical
multipath channels as derived in [30].

h(t) = δ(t) + Γ1e
−j2πfcτ1δ(t− τ1) + Γ2e

−j2πfcτ2δ(t− τ2). (1)

Equation (1) has three terms which correspond to three propagation paths:

1. Line of Sight (LOS) Term. The first term in (1) corresponds to the LOS propagation path.
The other two terms are normalized relative to the LOS path so that the LOS path has unity
gain and zero delay.

2. Specular Reflection Term. The second term in (1) represents a specular reflection. It is
characterized by a complex-valued reflection coefficient Γ1 and a delay τ1 which is a result
of the extra distance through which it must propagate. These values are determined by the
geometry of the transmitter, receiver, and the channel.

3. Diffuse Reflection Term. The third term in (1) represents the sum of many weak copies of
the signal that result from the signal diffracting, reflecting, and refracting as it propagates
through a complex physical environment. It is also characterized by a complex-valued re-
flection coefficient Γ2 and a delay term τ2. However, as it is impossible to model every aspect
of an environment exactly, it is customary to model Γ2 and τ2 statistically.

As the received signal is dominated by the LOS and specular reflection components, we will ap-
proximate (1) by neglecting the third, or diffuse, reflection term. The magnitude-squared of the
Fourier transform of the first two components of (1) is given by

|H(f)|2 = 1 + |Γ1|2 + 2|Γ1| cos(2πfτ1 − ∠Γ1 + 2πfcτ1), (2)

where |Γ1| is the magnitude of the complex-valued reflection coefficient Γ1 and ∠Γ1 is the phase
of Γ1. Equation (2) shows that the magnitude-squared of the Fourier transform of (1) is periodic
in frequency with a period of 1/τ1. Consequently, peaks occur every 1/τ1 Hz, nulls occur every
1/τ1 Hz, and peaks and nulls are separated by 1/(2τ1) Hz. The frequency at which a null occurs
is governed by the null period 1/τ1 and the initial phase −∠Γ1 + 2πfcτ1. Thus, the frequency at
which a null occurs is determined by τ1 which in turn is a function of the geometry defined by
the transmitter, receiver, and reflecting media. As an airborne transmitter moves, the geometry
changes, which changes the location in frequency of the nulls. This creates a temporal fluctuation
in power at the receiver.

Since the location of the peaks in received power depends on the geometry between the transmitter
and the receiver, receive antennas in different positions will experience the peaks and nulls of signal
power at different times. From this observation, the question naturally arises: what is the minimum
spatial offset in the x−, y−, or z− directions such that a second receiver would experience peaks
while the primary, or incumbent, receiver experiences nulls?
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Let R = (xr, yr, zr) be the location of the incumbent receiver and let R(offset) = (xr + δxr, yr +
δyr, zr + δzr) be the location of a second receiver. The analysis described in [29] showed that small
changes in the receiver location do not change Γ1, but create small changes in τ1. We use τ (offset)

1

to denote the delay between the LOS component and the specular component at R(offset). Because
the nulls are periodic, the nulls are maximally spaced when the two phases differ by π radians:

|2πfcτ1 − 2πfcτ
offset
1 | = π ⇒ |τ1 − τ offset

1 | = 1

2fc
. (3)

The goal, then is to determine the minimum separations (δxr, δyr, δzr) that achieve (3).

It is straightforward to extend the equations presented in [29] to obtain the following equation for
τ

(offset)
1

τ1 ≈
1

c

2ztzr√
(xt − xr)2 + (yt − yr)2

(4)

τ
(offset)
1 ≈ 1

c

2zt(zr + δzr)√
(xt − xr − δxr)2 + (yt − yr − δyr)2

(5)

One way to determine the minimum spatial displacement to achieve the condition (3), is to exam-
ine the partial derivatives of τ1 with respect to the the receiver location R = (xr, yr, zr). These
derivatives are straight-forward to compute and are given by

∂τ1

∂xr
=

2

c

ztzr(xt − xr)
[(xt − xr)2 + (yt − yr)2]

3/2
(6)

∂τ1

∂yr
=

2

c

ztzr(yt − yr)
[(xt − xr)2 + (yt − yr)2]

3/2
(7)

∂τ1

∂zr
=

2

c

zt√
(xt − xr)2 + (yt − yr)2

. (8)

The largest of these derivatives indicates which displacement direction produces the largest changes
in τ1. The approach outlined above is applied to case studies.

A. Case Study 1: Cords Road West-to-East Flight Path at Edwards AFB

The Cords Road flight path at Edwards Air Force Base (AFB) is an east-west flight corridor illus-
trated in Figure 2. The receiver site is Antenna 5 at Building 4795 at Edwards AFB. This is the
same scenario considered in [29]. A point along the flight path was selected to illustrate the ideas.
This point, along with other parameters, is summarized in Table 1.

Plots of (6)–(8) for the Cords Road flight path from west-to-east are shown in Figure 3. The partial
derivatives ∂τ1/∂xr and ∂τ1/∂zr achieve maxima at the same time that ∂τ1/∂yr achieves its mini-
mum. The time this occurs corresponds to the time where the airborne transmitter is directly north
of the receiver: the velocity vector of the airborne transmitter is tangent to the LOS propagation
path.
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Table 1: Parameters used in the Cords Road West-to-East case study

Parameter Value

Transmitter Position (Geodetic coordinates) 117◦ 11’ 30” W, 35◦ 05’ N
Transmitter Position (SEU coordinates) (−3.9011× 106, −13.031× 106, 823) meters

Receiver Position (Geodetic coordinates) 117◦ 55’ 52.02” W, 34◦ 58’ 14.63” N
Receiver Position (SEU coordinates) (−3.8886× 106, −13.1133× 106, 125) meters

Carrier Frequency fc 1485 MHz

Figure 2: Locations of transmitter and receiver for Cords Road case study
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Figure 3: Derivatives of τ based on changing receive antenna positions
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Figure 4: (Top) Period of the magnitude-squared Fourier transform of the channel impulse response. (Bot-
tom) Minimum required z− offset for the Cords Road case study as the transmitter moves through the flight
corridor

Observe that positional changes of the receive antenna in the z-direction have significantly more
impact on the value of τ1 than do changes to the x- or y-positions of the receive antenna. Conse-
quently, the required displacement is smallest in the z-direction. At the transmitter location listed
in Table 1 and shown in Figure 2, τ1 = 8.2388 ns and that Γ1 = 0.953. The vertical (z-direction)
offset that achieves the condition (3) is δzr = 5.1084 m above the primary antenna. The delay be-
tween the LOS and specular reflection components at this second location is τ (offset)

1 = 8.5755 ns.
Condition (3) can also be met using δxr = −15.056 km or δyr = −3.307 km. Clearly the offset
in the z-direction is the most efficient. The impulse responses for the incumbent and vertically
displaced second antenna at the test point shown are, respectively,

h1(t) = 1 + 0.953e−j24.4694πδ(t− 8.2388× 10−9) (9a)

h2(t) = 1 + 0.953e−j25.4694πδ(t− 8.5755× 10−9). (9b)

The corresponding channel transfer functions H1(f) and H2(f) are plotted in Figure 12.

This analysis has shown that a second antenna may be placed roughly 5 m above the primary
antenna in order to obtain an optimally-offset second channel. However, this analysis has been
performed with the transmitter at a specific point in time. The question naturally arises: how does
the minimum required z− offset change as the position of the transmitter changes?
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Table 2: Parameters for Test Point at Pt. Mugu Case Study

Parameter Value

Transmitter Location (Geodetic coordinates) 33◦ 29’ 48” N, 119◦ 57’ 07” W, 152.4 m elevation
Transmitter Location (SEU coordinates) (−3.7247× 106, −13.338× 106, 152.4) meters

Laguna Peak Receiver (Geodetic coordinates) 34◦ 06’ 30” N, 119◦ 03’ 53” W, 440 m elevation
Laguna Peak Receiver (SEU coordinates) (−3.7927× 106, −13.2395× 106, 440) meters

Beach Receiver (Geodetic coordinates) 34◦ 06’ 07” N, 119◦ 06’ 51” W, 10 m elevation
Beach Receiver (SEU coordinates) (−3.7920× 106, −13.2450× 106, 10) meters

Carrier Frequency fc 2245 MHz

Table 3: Required Offsets for Case Study 2 (Test Point at Pt. Mugu). [Note: any one of the required offsets
satisfies condition (3).]

Receiver Location δxr δyr δzr

Laguna Peak −12.754 km −9.113 km 26.27 m
Beach – – 25.19 m

Figure 4 shows how the required z− offset changes as the transmitter moves through the flight
corridor. It may be observed that the required z− offset is strongly correlated to the frequency null
separation, which is a function of the geometry between the transmitter, receiver, and reflection
point. As the distance between the transmitter and receiver decreases, the required z− offset also
decreases. Likewise, as that distance increases, the required z− offset also increases.

B. Case Study 2: Test Point at Pt. Mugu

The second case study centers on Point Mugu, a sea-based range. In this example, the transmitter
is an airborne test article located at a specific point over the Pacific Ocean as illustrated in Figure 5.
Two locations for the receiver are examined. The first is on the top of Laguna Peak; the second
is on the beach at Point Mugu. The transmitter location and the locations of the two receivers are
summarized in Table 4.

The minimum spatial offsets that satisfy the condition (3) for the two receiver locations are listed
in Table 3. Starting with the Laguna Peak receiver location, the required vertical offset is orders of
magnitude smaller than the offsets to the south or east. The channel parameters for the incumbent
antenna are Γ1 = 0.9143 and τ1 = 3.7306 ns. The parameters of the channel seen by the vertically
offset antenna are Γoffset

1 = 0.9107 and τ offset
1 = 3.9534 ns.
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Figure 5: Transmitter and receiver locations for both Point Mugu case studies

Moving to the Pt. Mugu beach receiver location, the parameters seen by the incumbent antenna
are Γ1 = 0.9747 and τ1 = 0.008405 ns. The analysis shows that a 25.19 m vertical separation
produces a delay that satisfies (3). No values are listed for offsets to the south or east because it
is not possible to achieve the condition (3) using δxr or δyr alone. However, with a combination
of the two it is possible to achieve the condition (3). The values are δxr = 61.096 km and δyr =
−61.096 km. Clearly these values are unrealistic in that they stretch the “flat-earth” assumption
(used to derive the delays) to the breaking point. Assuming these offsets were physically realizable,
the channel parameters seen by the receive antenna at this offset location are Γoffset

1 = 0.9138 and
τ offset

1 = 0.31112 ns.

Returning to the Laguna Peak receiver site, placing a second antenna over 26 meters above the
mountain top receiver is probably not practical. But, condition (3) is also satisfied if the second
antenna is placed about 26 meters below the incumbent antenna. To explore this idea further, we
followed Laguna Peak Access Road down toward the Pacific Coast Highway to see if, at any point
on the road, condition (3) was satisfied. The point, illustrated in Figure 6 is such a location. This
point is 26.27 m below the peak and is located at 34◦ 06’ 25” N, 119◦ 03’ 55” W. The parameters
of the channel seen by this downhill offset location are Γoffset

1 = 0.9178 and τ offset
1 = 3.5143 ns.
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Figure 6: The locations of the incumbent and offset receivers on Laguna Peak optimized for the test point
of Case Study 2.

Table 4: Parameters for Circular Flight Path at Pt. Mugu Case Study

Parameter Value

Transmitter Location (Geodetic coordinates) 33.3983◦ N, 119.4418◦ W, 579 m elevation
Transmitter Location (SEU coordinates) (−3.7138× 106, −13.281× 106, 579) meters

Laguna Pk. Receiver (Geodetic coordinates) 34◦ 06’ 30” N, 119◦ 03’ 53” W, 440 m elevation
Laguna Pk. Receiver (SEU coordinates) (−3.7927× 106, −13.2395× 106, 440) meters
Beach Receiver (Geodetic coordinates) 34◦ 06’ 07” N, 119◦ 06’ 51” W, 10 m elevation

Beach Receiver (SEU coordinates) (−3.7920× 106, −13.2450× 106, 10) meters
Carrier Frequency fc 2245 MHz

The impulse responses of the two channels seen by the incumbent and offset antennas of Figure 6
are, respectively,

h1(t) = 1 + 0.9143e−j16.75039πδ(t− 3.7306× 10−9) (10a)

h2(t) = 1 + 0.9178e−j15.77904πδ(t− 3.5143× 10−9) (10b)

The corresponding transfer functions, H1(f) and H2(f) are plotted in Figure 14.
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Figure 7: Spatial derivatives of τ1 over time for the transmitter flying in a circle over San Nicolas Island and
the receiver at the beach at Pt. Mugu.

Table 5: Required Offsets for Case Study 3 (Circles Around San Nicolas Island)

Receiver Location δxr δyr δzr

Laguna Peak −1.21 km −86.49 km 5.15 m
Beach −33.32 km −116.12 km 4.967 m

C. Case Study 3: Circular Flight Path Around San Nicolas Island

The third case study is also set at Pt. Mugu and involves the approximately circular flight path
around San Nicolas Island illustrated in Figure 5. The details of the flight path are summarized in
Table 4. As with Case Study 2, receivers located at Laguna Peak and on the beach at Pt. Mugu are
examined.

Focusing on the Pt. Mugu beach location for the receiver, plots of (6) – (8) are shown in Figure 7.
In contrast to the behavior of the spatial derivatives in Case Study 1, the spatial derivatives for this
case study display little variation through the flight path. Similar to Case Study 1, |∂τ1/∂zr| is
orders of magnitude larger than the other two. Consequently, changes of the receive antenna in the
z-direction have significantly more impact on the value of τ1 than changes to the x- or y-directions.

As an example, the point on the circle northeast of San Nicolas Island specified in Table 4 is
considered. At this location, the parameters of the channel seen by the receiver located on Laguna
peak are Γ = 0.8124 and τ1 = 19.0524 ns; the parameters of the channel seen by the receiver
located on the Pt. Mugu beach are Γ1 = 0.8833 and τ1 = 0.4484 ns. The offsets that individually
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Figure 8: (Top) Period of the magnitude-squared Fourier transform of the channel impulse response. (Bot-
tom) Minimum required z− offset for the Pt. Mugu case study with beach receiver as the transmitter circles
around San Nicolas Island

satisfy condition (3) are summarized in Table 5.

Moving to the Pt. Mugu beach location, a second antenna placed 4.967 m above the incumbent an-
tenna sees a channel with parameters Γoffset

1 = 0.8824 and τ1 = 0.6712 ns. The impulse responses
of the channels seen by the incumbent and offset antennas are, respectively,

h1(t) = 1 + 0.8833−j2.013468πδ(t− 4.484× 10−10) (11a)

h2(t) = 1 + 0.8824e−j3.013557πδ(t− 6.712× 10−10). (11b)

The corresponding transfer functions, H1(f) and H2(f) are plotted in Figure 16.

In Case Study 1, it was shown that the minimum required z− offset of the second antenna was
not constant as the transmitter moved through the flight corridor. Figure 8 shows that this case
study is no different. However, Figure 8 also shows that the period in frequency is extremely
large (on the order of 2.2-3.2 GHz). Because of the large period, peaks in received power may
fluctuate significantly without causing a significant decrease in received signal strength. If the
second antenna remains 4.967 m above the incumbent antenna throughout the entire flight, at least
one of the channels will always have a magnitude of 0 dB or more. In order to obtain optimal
results, the z− offset of the second antenna must change over time. However, a stationary second
antenna may yield satisfactory results with a significant reduction in receiver complexity.
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COMBINER/EQUALIZER RESULTS

The numerical results presented here assume two receive antennas. The complex-baseband repre-
sentation of the two signals produced by the two antennas are

r1(t) = s(t) ∗ h1(t) + z1(t)

r2(t) = s(t) ∗ h2(t) + z2(t)
(12)

where s(t) is the SOQPSK-TG signal transmitted from the airborne test article, h1(t) and h2(t)
are the two-ray multipath propagation channels described in the previous section, and z1(t) and
z2(t) are complex-valued Gaussian random processes that model the thermal noise in the receiver
electronics. The received signal is sampled to produce the sample sequences

r1(n) = s(n) ∗ h1(n) + z1(n)

r2(n) = s(n) ∗ h2(n) + z2(n)
(13)

The two sequences are combined, equalized, and processed by an SOQPSK-TG detector as de-
scribed in the following three subsections.

A. Pre-Detection Combiners

Three pre-detection combiners are examined:

• Selection combining: here, the signal passed to the equalizer is

r(n) =

{
r1(n) if r1(n) is better
r2(n) if r2(n) is better

(14)

This pre-combining technique is included because it is an obvious thing to do; ignore the
channel with severe multipath interference and use the channel with less multipath interfer-
ence.

• Equal gain combining: here, the combiner cophases and adds r1(n) and r2(n):

r(n) = r1(n) + ejθr2(n), (15)

where θ is the phase shift required to cophase r1(n) and r2(n). To mimic the performance
of IF combiners used in aeronautical telemetry, the phase shift θ is set to the value that
maximizes the energy in the combined channel h1(n) + ejθh2(n).

This pre-combining technique is included because it is currently implemented in some of
available telemetry receivers. Other receivers use maximum ratio combining. We do not
include maximum ratio combining in the simulation results because the authors are not sure
how the commercially available receivers estimate the signal-to-noise ratio used to calculate
the scale factors applied to each copy. As the simulation results will show, it is straight-
forward to predict how maximum ratio combining might behave based on the results using
selection combining and equal gain combining.
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• Maximum likelihood combining: maximum likelihood combining applies filters matched
to the channel impulse responses before addition [31]. The maximum likelihood combiner
presents to the equalizer the signal

r(n) = r1(n) ∗ h∗1(−n) + r2(n) ∗ h∗2(−n). (16)

This combining is optimum in the maximum likelihood sense and is included here to see
how much a performance advantage this combiner has over equal gain combining (the most
commonly applied combiner used in aeronautical telemetry).

B. Equalizer

The equalizer used in the simulations is the minimum mean-squared error (MMSE) equalizer. The
MMSE equalizer is an FIR filter whose coefficients are computed to minimize the mean-squared
error between the output and the desired signal s(n). The equations defining the equalizer filter
coefficients for SOQPSK-TG are described in [32].

The choice to use this equalizer requires a comment. The most commonly applied equalizer in
aeronautical telemetry is an adaptive filter based on the constant modulus algorithm (CMA) [33,
34, 35, 36]. The CMA equalizer has a number of advantages. First, it is blind in the sense that it
does not have to know the channel nor the transmitted data. Second, the CMA is a well-behaved
and stable adaptation algorithm. Third, CMA is best suited for signals with a “constant modulus”
(a fancy term for constant envelope) which makes the CMA equalizer ideally suited to all three
IRIG 106 moduations.

Our choice to use MMSE over CMA is based on reducing computer simulation time. Because
the MMSE equalizer does not have to adapt, computer simulations produce results much quicker
with MMSE equalizers than with CMA equalizers. This choice is justified by the fact that com-
puter simulations reported in [37] show that the MMSE equalizer and the CMA equalizer have
essentially identical post-equalizer BER performance with SOQPSK-TG over channels measured
at Edwards AFB.

C. Simulation Results

The simulation procedure is summarized by the block diagrams shown in Figure 9. The SOQPSK-
TG modulator produced samples of a 10-Mbit/s SOQPSK-TG signal. The SOQPSK-TG samples
were filtered by two filters that represent the impulse responses seen by two receive antennas with
optimum vertical spacing as described previously. Independent noise samples are added to the two
channel outputs. The noisy channel outputs are combined using one of the three combining tech-
niques described above and equalized using the MMSE equalizer described above. The equalizer
assumes a perfect estimate of the channel. The SOQPSK-TG detector is the symbol-by-symbol
detector described in [38]. The bit error rate is measured by the average number of differences
between the bits at the output of the SOQPSK-TG detector and the input bits at the input to the
SOQPSK-TG modulator.
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Case Study 1: Cords Road West-to-East at Edwards AFB

For the Edwards AFB scenario, two pairs of channel conditions were considered. The first pair is
illustrated in Figure 10. Here the spectral null caused by the specular reflection is centered in the
SOQPSK-TG spectrum. However, using the optimum vertical displacement, the spectral nulls seen
by the second antenna are well outside the SOQPSK-TG spectrum. The second pair of channel
conditions is illustrated in Figure 12. Here the spectral nulls are still optimally separated, but both
are as far away from the center of the SOQPSK-TG spectrum as possible. Consequently, these two
scenarios represent the worst case and best case scenarios, respectively.

The simulated post-equalizer bit error rate (BER) performance for these two scenarios are illus-
trated in Figures 11 and 13. The BER plots in Figure 11 correspond to the channel scenario in
plotted in Figure 10. The abscissa is noise power instead of signal-to-noise ratio. The received
signal bit energy with no channel is set to unity, and the variance of the noise power is decreased.
This approach preserves the drastic differences between the two channels in interpreting bit error
rate performance. To start, we consider the BER performance of an equalizer operating on the
signal output from channel 1 and that of an equalizer operating on the signal output from channel
2. These results give insight into the performance achievable using selection combining. As ex-
pected, the performance over channel 1 is very poor for the range of the noise powers included in
the plot. In contrast, the performance over channel 2 is the best. Moving to equal gain combining,
the post equalizer BER performance is somewhere between that of channel 1 only and channel 2
only. This is to be expected when the two channels are dramatically different: incorporating the
output of channel 1 doubles the noise power at the equalizer input but contributes little by way
of signal power. Finally, maximum likelihood combining achieves the best performance because
it combines the channel outputs in the optimal way. Note that because channel 1 is very bad and
channel 2 is very good (at the carrier frequency, the channel magnitudes differ by 30 dB!), selection
diversity is nearly optimal. This is why the BER curves for channel 2 and maximum likelihood
combining coincide.

The BER plots in Figure 13 correspond to the channel scenario plotted in Figure 12. In contrast to
the previous channel scenario, this scenario comprises two relatively good channels with similar
magnitudes. In this case, the BER performance for channel 1 only or channel 2 only is nearly
identical. Consequently, selection diversity can only do so much here. On the other hand, equal
gain combining produces significant BER performance gains: the BER performance of equal gain
combining and maximum ration combining are the same.

Case Study 2: Test Point at Pt. Mugu

The transfer functions for the channel pair given by (10a) and (10b) are plotted in Figure 14. The
phase of the specular reflection has been adjusted in both cases to place the spectral null of H1(f)
near the SOQPSK spectrum. Note that using the downhill displacement for the offset antenna
places the spectral nulls in H2(f) well outside the SOQPSK spectrum.

The simulated post-equalizer BER performance is shown in Figure 15. The abscissa scaling is
described above in the analysis of Case Study 1. The BER performance of equal gain combining is
illustrated by the results operating on channel 1 or channel 2 alone As expected, the performance
over channel 1 is very poor for the range of the noise powers included in the plot. In contrast,
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the performance over channel 2 is the best. Moving to equal gain combining, the post equalizer
BER performance is somewhere between that of channel 1 only and channel 2 only. This is to
be expected when the two channels are dramatically different: incorporating the output of channel
1 doubles the noise power at the equalizer input but contributes little by way of signal power.
Finally, maximum likelihood combining achieves the best performance because it combines the
channel outputs in the optimal way. Note that because channel 1 is very bad and channel 2 is
very good (at the carrier frequency, the channel magnitudes differ by 25 dB!), selection diversity
is nearly optimal. This is why the BER curves for channel 2 and maximum likelihood combining
coincide.

Case Study 3: Circular Flight Path Around San Nicolas Island

The transfer functions for the channel pair given by (11a) and (11b) are plotted in Figure 16. The
phase of the specular reflection has been adjusted in both cases to place the spectral null of H1(f)
near the SOQPSK spectrum. Note that using the optimum vertical displacement for the offset
antenna places the spectral nulls in H2(f) well outside the SOQPSK spectrum. The delay τ opt

2 is
so small that a null is not visible over the 400 MHz band shown in the plot.

The simulated post-equalizer BER performance is shown in Figure 15. The abscissa scaling is
described above in the analysis of Case Study 1. The results here are similar to those of Case
Study 2. In summary,

• Because channel 1 is very bad and channel 2 is very good (at the carrier frequency, the
channel magnitudes differ by 25 dB), selection diversity operating on channel 2 provides
nearly optimum performance.

• Because the two channels are so different, equal gain combining achieves a BER somewhere
between that of channel 1 and channel 2.

• Maximum likelihood combining achieves the best performance.

CONCLUDING REMARKS

The simulation results show that, on the one hand, selection combining is the best form of diversity
when the two channels are dramatically different (see Figure 11), and on the other, equal gain com-
bining is the best when the two channels are both reasonably good. Selection combining and equal
gain combining can be thought of as special cases of maximum ratio combining. Consequently, in-
stead of operating in one of two modes which must be selected automatically, a diversity combiner
using maximum ratio combining produces the best combination in a natural way.

In contrast, maximum likelihood combining always produces the best combined output. The limi-
tation here is that maximum likelihood combining must know the channels (or be equipped with a
good estimate of the channels) that are combined. We speculate that in the multipath propagation
scenarios typically encountered at test ranges, maximum ratio combining followed by an equal-
izer achieves the same or nearly the same BER performance as maximum likelihood combining
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followed by an equalizer, but without the need for a channel estimate.

The results presented in the previous section use the MMSE equalizer. But given the results pre-
sented in [37], we expect the same BER performance when CMA equalizers are used.

Finally, the limitations of this approach should also be recognized. First, close vertical separation
only provides good diversity gains for low-elevation angle propagation. It is not known how much
diversity can be achieved with a few meters of vertical separation in more complicated multipath
propagation environments such as flight lines or rocket launch towers. Second, close vertical
separation does not compensate for blockage (shadowing) by the test article; here one really does
need a second antenna on the other side of the valley.
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Figure 10: The transfer functions of two channels seen by two receive antennas with optimal vertical sepa-
ration for Case Study 1 at EAFB. Here the spectral null of channel 1 is centered at the carrier frequency (cf.
Figure 12).
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Figure 11: The BER performance of equalized SOQPSK-TG for three different combiners operating on the
channels plotted in Figure 10.
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Figure 12: The transfer functions of two channels seen by two receive antennas with optimal vertical sepa-
ration for Case Study 1 at EAFB. Here, the spectral nulls are outside the signal band (cf, Figure 10).
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Figure 13: The BER performance of equalized SOQPSK-TG for three different combiners operating on the
channels plotted in Figure 10.
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Figure 14: The transfer functions of two channels seen by two receive antennas with optimal vertical sepa-
ration for Case Study 2 at Pt. Mugu.
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Figure 15: The BER performance of equalized SOQPSK-TG for three different combiners operating on the
channels plotted in Figure 14.
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Figure 16: The transfer functions of two channels seen by two receive antennas with optimal vertical sepa-
ration for Case Study 3 at Pt. Mugu.
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Figure 17: The BER performance of equalized SOQPSK-TG for three different combiners operating on the
channels plotted in Figure 16.
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ABSTRACT 

 

This paper presents a new technique for designing a Voltage Controlled Oscillator (VCO) based 

on a novel architecture by avoiding the usage of a varactor, or a capacitive tuning element which 

enables high power VCO output. With conventional designs, high power is not possible due to 

rectification occurring in the varactor diode. The High Power Varactorless VCO (HPV2CO) 

eliminates the need of several pre-power amplifier stages in conventional telemetry products. 

Utilizing this technology allows for a single stage transmitter thereby resulting in more compact 

designs. 

 

 

INTRODUCTION 

 

Emhiser Research, Ltd. designs and manufactures a complete line of cutting-edge airborne and 

ground-based telemetry equipment specifically for demanding military applications. The search 

for innovative solutions to overcome design constraints prompted Emhiser Research to design 

and develop a unique discrete VCO, paving the way for the realization of single-stage compact 

high-power transmitters. 

 

Indirect frequency synthesis techniques based on the combination of a VCO and a phase 

comparator in a phase-locked loop system has been preferred to generate programmable RF 

frequencies in RF transceiver applications [1]. The basic operation of a VCO in conventional 

frequency synthesizers is to vary the frequency continuously as a function of a DC-shifted time 

varying voltage applied to its tuning port. The conventional LC-VCO architecture consists of a 

voltage dependent capacitive element known as a varactor diode, which is a controllable tuning 

element. The varactor is AC coupled to the oscillator’s active element through other elements of 

the resonant tank circuit. The capacitance of the varactor can be varied by changing the applied 

reverse-biased voltage hence it changes the resonant frequency. Since the varactor is a voltage 

controlled device, it responds to any level of AC signals applied across it. If the peak AC voltage 

across the varactor surpasses the DC bias voltage, especially at the low tuning voltage, the 

varactor starts functioning in forward bias, resulting in partial rectification. This issue causes a 

change in the level of DC bias voltage that results in a distortion in the oscillator operation as 

shifting the frequency, increasing the losses and degradation in phase noise performance. To 
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overcome the rectification problem, the output power of the VCO needs to be held constant and 

limited with Automatic Gain Control (AGC) mechanisms [2].  

 

Power-limited VCOs require subsequent pre-amplifier/amplifier stages, as well as inter-stage 

filters and isolators, to achieve the desired power level at the output of the transmitters. HPV2CO 

uses a novel design topology without a varactor, or a capacitive tuning element to achieve high 

power and removes the limitations of the conventional VCOs. 

 

 

HPV2CO DESIGN  

 

Fundamentals of the Oscillator 

The oscillator is a self-sustaining circuit that can generate a continuous periodic waveform at a 

single or tunable precise frequency without an input signal. A basic feedback oscillator consists 

of an amplifier with a specified gain and a regenerative feedback network that determines the 

frequency of the closed loop form [3]. The amplitude and phase conditions of the steady-state 

oscillating circuit are defined by the Barkhausen criteria given in equations (1, 2). 

 
|𝐴β(jω)| = 1 

 
(1) 

arg 𝐴β(jω) = 0 (2) 

 

In order to satisfy the sustainable oscillation, the total phase shift around the closed loop must 

be 0 degrees or any integer multiple of 360 degrees, and the loop gain must be equal to 1. 

 

 

 

 

 

 
 

i) ii) iii) 

Figure 1. Basic Topology of the Feedback Oscillator  

 

The angular characteristics of the resonator or the delay line in the feedback path determine the 

oscillation frequency. Using the advantage of positive feedback, the output power of the 

amplifier increases until the nonlinearity of the amplifier limits the loop gain to unity. 

Systematically controlling the phase in the feedback path varies the oscillation frequency and 
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ensures a constant oscillation power. On the basis of the feedback loop, frequency can be tunable 

if an adequate phase control is achieved.  

 

HPV2CO System Design 

HPV2CO design is based on the control of the phase in the loop structure which is essentially 

comprised of identical amplifiers, a quadrature hybrid combiner, and a fixed delay line. In the 

fundamental HPV2CO design, the identical RF amplifiers are combined using a 90° hybrid 

coupler with the through/coupled port is sampled with a directional coupler. A fixed phase shift 

is added to the coupled signal and a fixed attenuation is applied according to the loop power 

budget before feeding the signal back to the input of each amplifier with equal power and phase 

division. The oscillator output is provided from the through port of the directional coupler. The 

block diagram of the primary system design is shown in Figure 2i.  

 

  

 

i) Config. 1 HPV2CO with bias controlled 

amplifiers   

 

 ii) Config. 2  HPV2CO with voltage variable 

RF attenuators 

 

 

 
iii) Config. 3 HPV2CO Power Recovery   iv) Config. 4 Efficient HPV2CO 

Figure 2. HPV2CO Configurations 

V_Bias_Amp1 V_Bias_Amp2

90

OUT

COUP

0 90

ISO OUT

λ/4 T-Junction Combiner

HPV CO_Out
2

0
V

_
B

ia
s
_
A

tt
2V

_
B

ia
s
_
A

tt1

V
_
B

ia
s
_
fA

m
p
_
fi
x
e
d

COUP

ISOOUT

V
_
B

ia
s
_
A

m
p
1

V
_
B

ia
s
_
A

m
p
2

0

90

HPV CO_Out
2

V
_
B

ia
s
_
A

tt1

V_Bias_fixed V_Bias_fixed

V
_
B

ia
s
_
A

tt
2

0

90

ISO

COUP

OUT

HPV CO_Out
2



4 
 

The identical amplifiers are expected to have similar phase and gain response with respect to the 

frequency under the same environmental conditions. Setting the bias conditions of each amplifier 

by bias voltage variation gives a scalable power output. Combining two amplifiers with 

controllable bias conditions using a quadrature hybrid inserts a phase change to the loop and thus 

provides frequency varied oscillation as long as the Barkhausen criteria is met.  

 

The idea let us come up with several design concepts based on how the input of the hybrid is 

controlled. In the main configuration, the change of the power at the hybrid input is done by 

varying the amplifier bias (V_Bias_Amp1 and V_Bias_Amp2). The second configuration is 

achieved by changing the input power level of the amplifier. This concept can be applied by 

varying the bias of the voltage variable RF attenuators (V_Bias_Att1 and V_Bias_Att2). In this 

configuration, the bias voltages of the amplifiers are fixed as shown in Figure 2.ii. In the third 

configuration, due to the power loss in the quadrature hybrid combiner, a power recovery 

subsystem is added to the configuration. The third configuration provides an efficient solution 

for temperature sensitive applications. The fourth configuration promises to have minimum 

power loss and a controllable high power option by providing high loop gain. In this design, 

another amplifier as a final stage is added in the loop and the final stage is biased by a fixed 

voltage. A highly coupled directional coupler can be used to reduce the insertion loss. The 

frequency can be varied as in Config.1 and Config.2. In all configurations, single oscillator 

tuning voltages can be provided using a control circuit that has a non-inverting OpAmp with a 

fixed reference voltage. 

 

HPV2CO Inherent Phase Control 

In order to present a mathematical perspective to analyze the design, the theory of the branchline 

type quadrature waveguide coupler is considered. Quadrature hybrids are 3dB, four port 

directional couplers having a 90 degree phase difference between its output ports [4]. According 

to its scattering matrix, if the inputs of the quadrature hybrid are 𝑎∠90°  and 𝑏∠90°, the through 

and the coupled outputs are given as 1/√2(𝑎∠0° + 𝑏∠ − 90°) , 1/√2(𝑎∠ − 90° +
𝑏∠0°) respectively. If the two inputs are in phase, the product of vector combination of different 

amplitude levels is shown in Figure 3.  

 

    
i) |𝑏| = 0 ii) |𝑎| = 0 iii) |𝑎| = |𝑏| iv) ∀  |a|, |b| 

    

Figure 3. Phase Variation in Quadrature Hybrid Combiner  

 
The phase variation can be acquired by varying the input power level of the hybrid from 

minimum to its maximum range. The conditions are summarized in the below equation: 
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   𝜃(�⃗�, �⃗⃗�) = {

0°
90°
45°

[0°, 90°]

  

,
,
,
   

𝑖𝑓 |𝑏| = 0

𝑖𝑓 |𝑎| = 0

𝑖𝑓 |𝑎| = |𝑏|

 ∀  |𝑎|, |𝑏| 

 (3) 

 

The circuit can be tuned to oscillate at its center frequency through equally biased amplifiers and 

a fixed delay line. The circuit oscillates at the desired frequency by continuously introducing a 

phase shift θ to the feedback network that is satisfied by the new Barkhausen phase condition as 

defined in Equation (4). 

arg 𝐴β(jω) + (𝜃 −
𝜋

4
) = 0    (4) 

 

Maximum Tuning Range of HPV2CO  

The maximum tuning range of the oscillator is a function of the total phase introduced to the 

feedback network. For tuning the oscillator to the edge frequencies in the band at ideal phase 

response, either one of the amplifiers is biased with the minimum bias voltage or shut down and 

the other supplies full power with the maximum bias voltage (Fig.3.i and Fig.3.ii). For pulling 

the VCO to the center frequency, the amplifiers shall be biased with an equal power level that is 

3dB below the saturated power (P1dB) as in Fig.3.iii. The power that gets in the combiner should 

be arranged to cover 90 degrees phase range while supplying a stable output power. Table 1 

shows the power levels that need to be supplied to the inputs of the combiner. 3dB power is 

sacrificed for pulling the oscillation frequency to get the most bandwidth.  

 

Table 1. Phase/Frequency Control by Amplifier Ouput Power Variation  

Phase 

(θ) 

Input-1 

rel. P1dB 

(dB) 

Input-2 

rel. P1dB 

(dB) 

Freq. 

0˚ 𝑜𝑓𝑓 0 fmin 

15˚ -11.7 -0.35  

30˚ -6 -1.25  

45˚ -3 -3 fc 

60˚ -1.25 -6  

75˚ -0.35 -11.7  

90˚ 0 𝑜𝑓𝑓 fmax 

 

In order to get a stable oscillation, the amplifier or the attenuator bias should be configured 

according to the relative saturated power of the amplifier. For instance, to get 30 degree phase 

angle, the amplifiers should be biased to supply ‘PBdb-6’ dBm and ‘P1dB-1.25’ dBm power 

levels at the combiner inputs with equal phase. The calculation to find the reference power level 

is based on the vector summation of the input signals. The phase change of the transistor is 

assumed to be stable over the intended frequency range.  

 

The maximum tuning range of the HPV2CO, its bandwidth, is controllable within 90 degrees 

phase variation as long as the Barkhausen condition is met. The fixed delay line in the feedback 

path determines the center frequency when the amplifiers are biased equally. Thus, the group 
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delay of the delay line and the passive components are also other significant terms that define the 

bandwidth. The total group delay is the measure of the transit time of the signal through the loop 

as a function of the frequency. The group delay of the passive components is assumed to be 

constant within the frequency range. For a non-dispersive system, the group delay is defined as:  

 

𝜏 = 𝜏𝑑𝑙 +  𝜏𝑓 

 
(5) 

𝜏𝑑𝑙 = −
1

2𝜋

𝑑𝜃

𝑑𝑓
 (6) 

 

The delay parameter 𝜏𝑓 defines the fixed delay of the passive RF components, and 𝜏𝑑𝑙 stands for 

the controllable group delay in which 𝜃 accounts for the total integrated phase shift. The delay 

line of the HPV2CO is assumed to have a uniform transmission line of length 𝑙 without any 

discontinuities. In this condition, the group delay is directly related to the length and the 

permittivity of the dielectric material within the transmission line, that is, 

 

𝜏𝑑𝑙 = 𝑙
√𝜖

𝑐
 (7) 

 

If the delay introduced by the passive components, except for the total transmission line, is 

assumed to be 0, the formula of the bandwidth becomes  

 

∇𝑓 ≅
𝑐∇θ

2𝜋 ∑ 𝑙√𝜖
 (8) 

 

The controllable bandwidth of the HPV2CO is dependent on the total phase shift and the total 

electric length of the loop.  

 

HPV2CO Phase Noise 

Phase noise is one of the most critical terms to specify for an oscillator which is known as the 

short term random phase fluctuation of the oscillator and described as one sided spectral density 

of phase fluctuations per unit bandwidth. The phase noise of the HPV2CO behaves similar to the 

delay-line oscillator given in [5]. The quality factor of the transmission line and additional group 

delays of the circuit components are the important factors that are effective on the determination 

of the phase noise characteristics. The way of the tuning and the narrowband circuit components 

gives an inherent selectivity to the HPV2CO, and thus; it stops the fast phase fluctuations. In 

addition to the selectivity, the utilization of a band pass filter with flat group delay helps to 

ensure the phase and gain conditions will be met in the predetermined frequency range. As the 

phase noise improves, the bandwidth of the HPV2CO decreases.  

 

HPV2CO General Design Requirements 

The design requirements are identified along with the commentary: 

a. The HPV2CO shall be designed with COTS and discrete SMD components according 

to the configurations described in previous chapters.  

b. The HPV2CO frequency range shall be in IEEE UHF, L, S bands. 
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c. LNA’s or gain blocks with minimum matching components are desirable for the 

selection of the transistor. The output RF power of the HPV2CO is targeted to be the 

range of 27-38 dBm. The maximum output power of the VCOs in the market is in the 

range of 8-15dBm. For the Config. 2, the linearity of the voltage variable attenuator is 

critical as the selection of the transistor in Config. 1 to achieve more constant tuning 

sensitivity. 

d. The passive circuit components shall have minimum phase and amplitude unbalance. 

e. Amplifiers and the passive components shall provide a sufficient loop gain to sustain 

the oscillation. The open loop gain is considered to be over 1. Thus, the total insertion 

loss shall be lower than the gain of the amplifier or total gain of the loop in case the 

Config.4 is used. 

f. The total transmission phase of the amplifiers, the passive components, and the delay 

line shall have sufficient linear phase response with regard to the frequency in the 

intended bandwidth. 

g. The oscillation center frequency shall be set by a tunable fixed printed transmission 

(delay) line. 

 

HPV2CO TEST RESULTS 

 

The proof-of-concept is demonstrated in all systematical configurations shown in Fig.2. The 

measured critical VCO parameters are given in Table 2. 

 

Table 2. Functional Test Results 

Prototype HPV2CO-001 HPV2CO-002 HPV2CO-003 HPV2CO-004 

Configuration 1 & 2  1 3 4 

Center Frequency 

(MHz) 
900 1475 2250 2350 

Bandwidth  >10% >6% >4% >3% 

Output Power (dBm) 29 27.6 29 38.2 

Power flatness (dB) ±0.5 ±0.7 ±0.5 ±0.1 

Tuning Voltage (V) [3.5 - 11.5]  [3 - 12] [2 - 12] [2 - 10] 

Tuning Sensitivity 

(MHz/V) 
[6 - 12] [8 - 24] [4 -15] [3 - 9] 

Phase Noise 

@100kHz dBc/Hz 
<-90 <-90 <-90 <-85 

Current (A) Typ. 0.25A @12V 0.3A @12V 0.3A @12V 0.7A @23V 

Harmonics 2nd (dBc) <-15 <-20 <-20 <-50 

 

The VCO frequency pushing test, in other words measuring the sensitivity of the VCO with 

respect to the voltage supply, is not applicable for HPV2CO concepts. A non-ideal load 

connected directly to the HPV2CO output may pull the HPV2CO frequency out of specification 

due to the poor isolation of the quadrature hybrid combiner. Hence, an RF isolator is always 

preferred at the front end. 

Temperature and vibration tests were performed in accordance with MIL-STD-810G. The 

HPV2CO successfully passed the related tests.  
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DISCUSSIONS 

 

Tuning Linearity: The linearity of the power output of the amplifier according to the bias 

voltage is the key parameter that is determinative on tuning sensitivity. Due to the positive 

feedback, the amplifier is kept in saturation to sustain the oscillation. Thus, the tuning range is 

limited by the behavior of the nonlinear amplifier. In order to have a more linear frequency 

tuning, the amplifier is selected from any type of RF transistors that have linear biasing features.  

 

Phase Compensation: Many designs assume that the transmission phase shifts of identical 

amplifiers are equal. In practice, amplifiers cannot avoid having variations in their transmission 

phase just like their output power, even if they are from the same lot and have the same design 

characteristics [6, 7]. The phase variations cause power loss and distortion on HPV2CO 

sensitivity. Additionally, biasing the amplifier from the minimum voltage to the maximum 

voltage adds phase shift which limits the bandwidth and may worsen the power flatness of the 

HPV2CO. A phase compensation circuitry may be needed in each branch of the feedback loop. 

 

Harmonic Control: The loop reaches the stationary condition when the large signal gain 

saturation stabilizes the amplifier as the gain gets close to 1. Running the amplifier in 

compression by increasing the input power of the amplifier pushes the excess power to the 

harmonics. Thus, it is desirable to keep the total feedback insertion loss value close to the 

amplifier gain.  

 

Subharmonics: The VCO may oscillate at subharmonics according to the loop gain outside of 

the intended band. A BPF with flat group delay is needed to suppress the subharmonic/harmonic 

oscillations. The insertion of a BPF to the feedback loop may improve the phase noise and help 

to stabilize the gain across the limited BW. A selector filter like a Bessel type ensures the phase 

and gain conditions are met in the predetermined frequency range. 

 

Power Recovery: Half of the output power is dissipated on the isolated terminal of the 

quadrature hybrid combiner in Config. 1 and 2. This power loss may cause a heat management 

problem for a high power output and it will affect the stability of the gain. A power recovery 

mechanism is developed as in Config. 3 to improve the power efficiency. Initial results show that 

the power is recoverable by over 2dB. It also improves the power flatness of the output. 

 

Insertion Loss: It is inevitable to have an output power loss due to the insertion loss added on 

the through port of the directional coupler. Theoretically, 5 dB and 10 dB couplers have 

minimum 1.65 dB and 0.46 dB insertion losses respectively on the main line.  Reducing the main 

line loss is preferable by using a high coupling rate directional coupler; however the sustainable 

loop gain cannot be provided if the gain of the amplifier is lower than the total insertion loss. 

 

Efficient HPV2CO: Config. 4 provides a solution for achieving a high gain in the loop. The 

insertion loss can be compensated by using a third amplifier coupled in the loop. The 

configuration 4 shows more efficient performance according to the power efficiency and the 

power flatness. 
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CONCLUSION 

 

In this paper, we have proposed a novel VCO architecture named High Power Varactorless 

Voltage Controlled Oscillator (HPV2CO) to overcome the limitations of conventional VCO 

designs that have limited output power due to the characteristics of the varactor diode. The 

HPV2CO is presented with alternative design configurations, and theoretical baselines and 

experimental test results. The HPV2CO that does not include a varactor diode, or a capacitive 

tuning element has the capability to provide 20 dB more power with a similar phase noise 

performance compared to the conventional VCOs in the market.  
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Abstract 

 
Hypersonic missiles provide many offensive benefits to the warfighter, but environmental challenges 
create difficulty for the engineers and telemetry experts who design and test them. Hypersonics bring 
complexities to a whole new level — ranging from the need to protect the components from extreme 
heat and compensate for the Doppler Shift or plasma attenuating the signal‐to‐noise ratio, all the way 
to the testing challenges associated with sensors that span thousands of miles. The emphasized use 
of Digital Engineering modeling techniques and the reliance on telemetry (TM) and flight 
termination subsystems (FTS), which are integral in obtaining information and preventing 
catastrophes, are very important considerations in hypersonic telemetry applications. This paper will 
discuss the challenges and considerations in designing and testing hypersonic weapons. 

 
 

Introduction 
 
Hypersonics are one of the most popular technologies in weapon systems. They are being considered 
a new groundbreaking warfare device, such that the world’s major military powers have begun a 
new arms race in hypersonics. However, considering their various developmental stages over the 
past 30 years, they are certainly not a new technology. The United States, China and Russia have 
already fired hypersonic missiles and have likely deployed at least one with their active military 
units. Our adversaries continue to progress hypersonic weapons. As a result, the Department of 
Defense is increasing and accelerating the funding to not only develop offensive weapons but to also 
defend against them in order to stay ahead of the potential threats. 
  
Despite their advantages over ballistic missiles, hypersonic missiles introduce enormous 
environmental challenges and a new level of difficulty for the designers. Hypersonics are less 
detectable than long-range ballistic missiles. They are harder to intercept not only because of their 
extreme speed, but also because of their flight trajectory and the fact that they have a much shorter 
rocket-firing duration. Therefore, most legacy early warning and air defense systems are very limited 
in providing protection. However, these beneficial offensive qualities also present further difficulty 
for telemetry experts attempting to test them. The challenges are many, but with comprehensive 
engineering they can be overcome.  
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Overview of Hypersonic Weapons 
 
The two primary types of hypersonic weapons presently in development are hypersonic boost-glide 
vehicles and air-breathing cruise missiles. The boost-glides are basically innovative variants of 
airborne missiles. They are launched from a rocket, and the glider eventually separates from the 
rocket. Then, using momentum and controls, it maneuvers toward the target. Some examples of U.S. 
glide vehicle programs are Tactical Boost Glide (TBG), Air Launched Rapid Response Weapon 
(ARRW AGM-183A) and Conventional Prompt Strike Weapon (CPS). The other type of hypersonic 
weapon is the air-breathing cruise missile, which, as the name states, is powered by high-speed, air 
breathing engines or advanced scramjet technology. Scramjet technology uses a booster to reach 
cruising speed. Upon locking on its target, the scramjet engine compresses the high-velocity, 
incoming air before combustion. An “air-breathing” cruise missile flies lower and covers shorter 
distances than others, because it needs to use air currents to keep moving. The Hypersonic Air-
Breathing Weapon Concept (HAWC) and Hypersonic Attack Cruise Missile (HACM) are examples 
of the air-breathing hypersonic variant. 
 
One offensive advantage of hypersonic weapons is that they are designed to fly lower. Their 
trajectory allows them to fly undetected under the range of typical radar defense systems that are 
designed to intercept ballistic missiles in outer space (as depicted in Figure 2 below). Even if the 
weapon is immediately detected, the time to provide a successful counterattack is extremely limited 
because of its speed. Furthermore, hypersonic weapons are meant to be maneuverable, which adds 
uncertainty of the intended target and minimizes the effect of defensive measures built for ballistic 
missiles that follow a predictable path. Lastly, the maneuverability enables them to escape any 
countermove to their mission.  
 

Figure 1: Source: Flight International 
https://www.flightglobal.com/flight-
international/dynetics-plans-operational-
hypersonic-missile-factory-by-autumn-
2020/138122.article 
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Figure 2. Terrestrial-based Detection of Ballistic Missiles versus Hypersonic Glide Vehicles  

Source: CRS image based on an image in “Gliding missiles that fly faster than Mach 5 are coming,” 
The Economist, April 6, 2019, https://www.economist.com/science-and-
technology/2019/04/06/gliding-missiles-that-fly-faster-than-mach-5-are-coming  
 
Following this introduction to hypersonic weapon types and their potential impact on future 
conflicts, the rest of the paper will provide insights into the design and testing challenges and 
considerations that the engineers who are developing and testing hypersonic weapons must face.  

 
 

Overview of Challenges 
 
A hypersonic missile’s speed and maneuverability provide the ability to strike a target anywhere on 
Earth in a matter of minutes, while making it extremely difficult for current missile shields to defend 
against the hypersonic missile. However, these same qualities create havoc for hypersonic missile 
design and testing. The maneuverable flight paths add continuously changing external forces on the 
electronic components and sensors that are needed for the weapon’s successful operation. Engineers 
must design and test for extraordinary levels of heat, vibration and shock that are created as the 
missile moves through the atmosphere at speeds exceeding Mach 5 — not to mention when the 
missile achieves Mach 20 to 30. The operation of the weapon’s electronics to perform flight 
computing, mission computing, signal processing and perfectly secure communications in both test 
and tactical environments relies on innovative designs to overcome these challenges. 
 
These design considerations go beyond the overall design of a hypersonic weapon. The internal 
electronics’ designs require extremely innovative solutions as well. The components rely on both 
extremely durable materials as well as heat dissipation capabilities and shock/vibration protection. 
In order to successfully achieve functional and reliable capabilities, the challenges below must all be 
overcome. 
 

 
Thermal Protection Challenge 
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It is nearly a foregone conclusion that the extreme heat created while traveling at hypersonic speeds 
presents the biggest technical challenge facing any hypersonic weapon design. Choosing the proper 
material to maintain the survivability of the weapon at those extreme conditions is of utmost 
importance. Advanced materials have been utilized by the defense industry for years, but the drag 
and friction introduced by the multitude of gases and particles a hypersonic missile encounters as it 
travels through the atmosphere at Mach 5 or higher causes the missile to build up an intense amount 
of heat. Component engineers must recognize that the hypersonic range goes to Mach 25 and beyond, 
so designs need to withstand those associated temperatures.  

 
The material used in the designs must be resilient enough to protect the missile’s internal 
instrumentation while also surviving the severity of the external environment. However, the missiles 
also need to remain light enough to achieve extreme speeds and long distances while maintaining 
the maneuverability required for their mission.  
 
It is an immense challenge to develop structures that can withstand temperatures hotter than a blast 
furnace designed to melt steel while also maintaining capabilities. Depending on where the 
electronics are installed, the specific materials used to ruggedize the missile will need to vary 
throughout the vehicle. The brunt of the heat is felt by the leading edges, which will experience more 
severe temperatures than the tail, so material consideration and component location are critical 
elements of the design efforts. Thermal protection must be tested at exterior temperatures above 
4,000 degrees Fahrenheit to ensure survivability and operation at hypersonic speeds.  
 
For the data link, navigation, guidance and telemetry communications, the weapon’s antenna 
material must be able to withstand the heat and maintain the antenna’s capabilities for a specified 
duration as defined by the mission. Although hypersonics require thermally protected radomes to 
communicate with the missile’s electronics, the connectivity to these specialized materials must be 
transparent. Therefore, a large portion of the thermal protection challenge resides in the design, 
operations process, fabrication and test of antennas and antenna radomes which use high-temperature 
materials for longer duration hypersonic platforms that conform to the body of the missile.  
 
Besides creating a challenge for external instruments, the external heat considerably increases the 
internal temperature of the weapon, which can damage its electronics. The missile engineers need 
to consider heat dissipation for the internal components in order to ensure their effective and 
reliable operation in these extreme conditions. The bottom line is this: hypersonic missiles need to 
have an advanced thermal management system to withstand the extreme environments during 

Figure 3: Source: Military & Aerospace Electronics 
 https://phys.org/news/2014-01-china-hypersonic-
missile-vehicle.html   
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hypersonic flight. However, this advanced thermal management system can limit the missile’s 
performance. Therefore, the biggest design challenge of hypersonic weapons is not actually 
achieving the high speed — but rather ensuring that the interior and exterior equipment will 
withstand the extreme temperature, vibration and shock that are encountered as the missile travels at 
hypersonic speeds but will not add unnecessary weight or size to the missile. 
 
 

Challenges and Considerations in Communicating 
 
Ensuring effective communications is a significant challenge that must be considered in hypersonic 
weapon development and test. Effective communications is important not only to obtain information 
and command the vehicle to maneuver but also to be able to abort the mission. However, for those 
testing hypersonic weapons, the extreme speeds and flight trajectory of the weapon make effective 
communication very difficult. Compared to flying in a low earth orbit, flying in the Earth’s upper 
atmosphere makes even basic communications a significant challenge. Furthermore, because of a 
hypersonic weapon’s speed, there is not a great deal of time to make changes. As a result, a break or 
delay in communications could be the difference between a positive strike and a disaster. 

 
 
Investigation has become increasingly dynamic in the tracking, telemetry and command (TT&C) 
technologies used in hypersonic communications. Although communicating with the weapon is 
critical, there are other challenges besides the vehicles flight trajectory that can affect the TT&C 
communications. For example, many experts previously assumed that a plasma layer would form 
around a hypersonic missile as it traveled through the Earth’s atmosphere, thereby disrupting 
communications. Plasma forms when the energy of an object moving through the air at many times 
the speed of sound causes electrons to separate from their atoms in the near field of that energy. This 
plasma creates difficulty in communications, because it attenuates the signals. The concern with 
plasma’s deep attenuation is that it can cause the received signal‐to‐noise ratio (SNR) levels to be 
extremely low, ultimately disrupting communications. In fact, this has been observed with NASA 
spacecraft and intercontinental ballistic missiles, which have previously suffered from 
communication interference caused by a layer of plasma forming around the vehicles when they re-
enter the Earth’s atmosphere.  
 
Unlike air-breathing hypersonics which need to fly within the atmosphere to facilitate the scram-jet 
engine technology, a boost-glide hypersonic can begin at higher trajectories before the release of the 
glider. The concern, therefore, has been that this higher altitude and re-entry into the Earth’s 
atmosphere would cause plasma to develop around the hypersonic boost-glide missile and disrupt 
communications. However, the plasma layer tends to not be so much of a problem for boost-glide 

Figure 4: Source: Lockheed 
https://www.military.com/daily-
news/2019/09/16/lockheed-aerojet-rocketdyne-working-
mach-5-cruise-missile.html 
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hypersonics like it has been for spacecraft. This is because spacecraft re-entering the atmosphere 
have relatively blunt bodies, which heat the air more intensely than what is experienced in continuous 
hypersonic flight, resulting in plasma buildup. This plasma buildup causes communication issues. 
Hypersonic boost-glide vehicles, however, are designed much more aerodynamically, so they slice 
through the atmosphere — thereby minimizing plasma buildup. As such, the successful test flights 
of the Common Hypersonic Glide Body (C-HGB) in 2011, 2017 and 2020 included successful 
communications with ground test stations. The flight test vehicles had telemetry capabilities which 
acquired information from each vehicle’s sensors and transmitted the data to the ground stations 
located along the flight trajectory, which in turn received and monitored the data. In summary, the 
physical design of the missile, including the antenna, have proven to be extremely important in 
optimizing the communications capabilities of the hypersonic weapon. 
 

 
 
Besides the concern of plasma at very high speeds, another communications challenge is caused by 
the Doppler effect, which can seriously degrade communications. The Doppler effect is defined as a 
change in the frequency of radio waves as an object moves toward, or away from, another object. 
Therefore, the high-speed movement between the hypersonic missile, which is transmitting a signal, 
and the fixed location on the ground that is receiving the missile’s transmission causes an extreme 
Doppler effect or Doppler shift. In order to achieve synchronization and effective communications, 
Doppler-shift compensation or frequency compensation needs to be applied. The Doppler shift 
caused by hypersonic speed seriously degrades or completely disrupts communications, because the 
transmitted signals cannot be recovered effectively or synchronized by the ground receiver. 
Application of appropriate frequency compensation corrects this communication issue. However, 
communication engineers must recognize that the hypersonics’ positive offensive trait of 
maneuvering will cause a continuously changing Doppler shift as the missile changes acceleration 
and direction. Therefore, there must be continuous frequency compensation applied to the 
communication chain under dynamically changing acceleration during hypersonic flight. This will 
allow synchronization and continuous successful communication, but it must be accomplished 
accurately and quickly. Doppler shift compensation or frequency compensation is critical for 
synchronization, signal recovery and precise communications. The issue is accurately acquiring the 
frequency shift value quickly. Therefore, multiple distinct algorithms need to be employed to 
considerably and rapidly improve the Doppler shift acquisition accuracy. Obtaining and applying 
the frequency shift value to the communications link will thereby optimize the communications 
capabilities of the missile. 
 

Figure 5: Source: Lockheed Martin; Notional 
Common-Hypersonic Glide Body Lockheed Martin, 
Dynetics to Build a Hypersonic Missile System for 
the US Army - Defense Update: (defense-
update.com) 
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Testing Challenges 

 
Besides the communication challenges encountered while testing hypersonic missiles, the offensive 
capabilities of hypersonics create other testing challenges. Flight testing requires telemetry solutions 
for flight termination and catastrophe analysis to address safety considerations. In order to measure 
how the test performed when dealing with hypersonic weapons, telemetry devices must be 
positioned at multiple stationary locations spanning thousands of miles across the earth. The data 
collected will provide telemetry engineers with details of everything that happened during the flight. 
However, there are differences in every test. The weather is not consistent. This variation brings 
different temperatures and atmospheric pressures that create changes in wind, heat, friction and other 
issues. During testing, all these variations must be taken into consideration by the test engineers. 
They must also take special care with the launch details and information obtained during testing due 
to cybersecurity concerns. Finally, the most important concern is the safety of the people along the 
flight path of the test. 
 
Prior to testing a hypersonic missile, estimates and historical data must be used to establish models 
that will help create a baseline. Hypersonic flight, however, pushes the envelope on all requirements 
— creating testing challenges that must be addressed through significant advances in every 
component and method used. Digital Engineering helps overcome these challenges by enabling test 
engineers to develop a virtual representation of the weapon, model the effects and environment the 
hypersonic vehicle will experience, identify potential issues with the design and ultimately determine 
the changes that are required to correct those issues. Through digital engineering, equipment is 
strengthened and secured to ensure it can withstand the hypersonic environment before anything 
flies on a test vehicle. Research and development data from historical tests are continuously applied, 
enabling engineers to evolve their designs and improve the solutions. Each successive launch will 
therefore have an improved design. As a result, the implementation of digital engineering techniques 
accelerates the transition of advanced technologies. Digital Engineering techniques should be 
applied for any new program to ensure costs and support are fully captured to the level of scope 
required. 
 
Following the digital engineering processes though, testing is heavily reliant on ranges and test assets 
— which are in very high demand. This demand for hypersonic test facilities presents a significant 
challenge in hypersonic telemetry applications and must thoroughly be considered. Unlike the other 
challenges discussed, however, it is infrastructure-driven rather than technical. In order to ease the 
burden on flight-test locations, the U.S. Government has spent nearly a billion dollars developing 
new ranges while addressing the need for the improvement and expansion of existing ranges. Across 
the flight trajectory, sensors mounted on drones are being developed to replace the need for and 
expense of placing ships in specific locations. International partnerships are also being established 
to increase the amount of available hypersonic test facilities. Nonetheless, the demand to accelerate 
the application of technology continues to increase the demand for test facilities. There are several 
hypersonic test facilities, including wind tunnels, in the U.S. that have been so busy they are booked 
a year in advance. These test facilities have become a critical variable in maintaining the program 
schedule, since they are required to simulate the weapon’s hypersonic flight conditions. Telemetry 
experts need to proactively develop and abide by a strict testing schedule. An inability to secure the 
proper test facilities will cause delays to the program and uncertain cost overruns. 
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Lastly, and perhaps most obviously, the reliance on the telemetry (TM) and flight termination 
subsystems (FTS), which are integral in obtaining information and preventing catastrophes, is a very 
important consideration in hypersonic telemetry applications. These subsystems need to be both 
state-of-the-art as well as tried-and-true. In order to obtain and provide information in the most 
extreme conditions, these subsystems also need to meet the low size, weight and power (SWaP) 
environment required for hypersonic designs while still being more rugged than the missile itself. 
Hypersonic technology requirements continue to point to the need for a tried-and-true system 
solution that incorporates high-capability, miniaturized components. This all-in-one, miniaturized, 
next-generation TM/FTS system solution should provide the following: 
 

 Telemetry transmitter 
 National Security Agency (NSA) encryption 
 Scalable data acquisition system (DAS) and pulse-code-modulation (PCM) encoder 
 Interfaces to redundant enhanced flight termination systems (EFTS) and electronic safe arm 

devices (ESAD) 
 Interfaces that are weapon-open-system-architecture (WOSA) compliant  
 Global Positioning System (GPS) 

 
By using a miniaturized, integrated TM/FTS solution that offers significant reductions in size, 
weight, power and cost (SWaP-C), engineering and integration are reduced and procurement is 
simplified. This expedites test and development programs alike.  
 
A WOSA-enabled, miniature, all-in-one telemetry system that offers commercial-off-the-shelf 
(COTS) availability has been widely sought after. With the development of increasingly smaller 
weapons, interest in an all-in-one, RCC-319-compliant, redundant TM/FTS system solution has 
continued to grow. A TM/FTS system solution of this nature can provide the game-changing SWaP 
performance to accelerate weapon development and sustainment activities, while greatly reducing 
the non-recurring engineering (NRE) time and costs. 
 
Traditional TM/FTS solutions need to be replaced with new technologies that continue to innovate, 
accelerate and improve weapon systems and their development, while providing evolutionary, 
revolutionary and disruptive capabilities. The all-in-one, next-generation TF/FTS addresses these 
requirements and presents a new standard to address weapon development and sustainment 
capabilities. It provides a path forward not only for weapon developers but also for digital 
engineering (DE) modeling, WOSA adoption and agile weapon enterprise (AWE) system 
engineering. Currently, legacy solutions render these goals difficult if not impractical to achieve 
without significant recurring costs.  
 
When considering hypersonic weapons, one must also consider the use of artificial intelligence (AI) 
in weapons safety. The need for an autonomous flight safety system (AFSS) for hypersonic weapon 
systems is critical. This is due to the range and speed of the weapons as well as the difficulty in 
providing traditional range safety infrastructures and manual intervention responses, including both 
mitigation of the loss of controlled flight and termination to protect public safety. The software needs 
to be designed to provide support for planning, preflight and flight operations that are unique to 
hypersonic flight conditions and sensor inputs. Meanwhile, the AFSS system must focus on an 
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autonomous flight termination unit (AFTU) that will host the software and provide its own 
GPS/inertial measurement unit (IMU) blended solution. The AFTU should also accept vehicle sensor 
inputs, when available, that can include vehicle status as well as guidance, navigation and control 
(GNC) performance. As a result, the AFTU will detect degraded flight, anomalies, continuous 
impact point prediction and performance bounds for continuation of flight. Cross-linked redundant 
AFTUs will support RCC-319 requirements as well as consider the vehicle status and position input, 
when provided, within the AFSS cross-checking process. Additional sensors can be provided to the 
AFTU through next-generation TM/FTS system solution features that support networked DAS 
inputs along with power conditioning and flight termination interfaces. The AFTU should provide a 
highly flexible and configurable weapon AFSS solution. Coupled with the next-generation TM/FTS 
system solution, the AFSS solution will be able to acquire this subsystem’s output for subsequent 
transmission to the ground. The solution will be a complete, next-generation, low-SWaP-C 
TM/FTS/AFSS system product to be supported within the goals outlined in various digital 
engineering overviews for both test and tactical operational use. 
 
 

Conclusion 
 
There are many challenges and considerations in the design and test of hypersonic telemetry 
applications. The most difficult challenges that telemetry engineers need to consider are those 
involving thermal protection, sensors, communication and testing. Planning, developing theories, 
modeling, rapid prototyping, testing and improving the design is an iterative and time-consuming 
process that demands the highest degree of accuracy (along with an open mind to understand all 
possibilities). With the challenges and costs related to testing, strict digital engineering adherence 
needs to be applied in order to optimize solutions before completing final designs. The goal from a 
telemetry perspective is the valuable feedback received from the weapon to perfect its effectiveness. 
Payload and space are critical. Design considerations that include telemetry and flight termination 
systems without affecting the weapon are critical. In summary, a complete, next-generation, low-
SWaP-C TM/FTS/AFSS system that can fit into the missile in its tactical state without disturbing 
the natural weapon is of utmost importance to telemetry engineers. 
 
 

References 
 

1. Cole, Sally. “Hypersonic weapons demand longer-range radars and space-based sensors for 
detection.” Military Embedded Systems February 12, 2019 < 
https://militaryembedded.com/radar-ew/sensors/hypersonic-weapons-demand-longer-range-
radars-and-space-based-sensors-for-detection > 

2. Mixson, Elizabeth. “The Road to Hypersonic Weapons, Technical Challenges & Emerging 
Opportunities” Institute for Defense and Government Advancement January 30, 2020. < 
https://www.idga.org/command-and-control/whitepapers/hypersonic-weapons-technical-
challenges-emerging-opportunities > 

3. Reim, Garrett. “Plasma blackout is not a worry for USA's hypersonic missiles: Pentagon.” Flight 
Global – Fixed Wing. May 26, 2020 < https://www.flightglobal.com/fixed-wing/plasma-
blackout-is-not-a-worry-for-usas-hypersonic-missiles-pentagon/138539.article> 



 

10 
 

4. Shi, Lei; Congying, Zhu; Zhao, Lei; Yuan, Shurong; Yao, Bo; Li, Xiaoping. “Fast Doppler shift 
acquisition method for hypersonic vehicle communications.” The Institute of Engineering and 
Technology. Volume 14 Issue 3. February 01, 2020. < https://doi.org/10.1049/iet-
com.2018.6228> 

5. Wilson, J.R. “The electronics design challenges of hypersonic flight.” Military & Aerospace 
Electronics. May 22, 2020 <https://www.militaryaerospace.com/sensors/article/14176531/the-
electronics-design-challenges-of-hypersonic-flight> 

6. Reim, Garrett. “7 technical challenges that need to be overcome by hypersonic missile builders.” 
Flight Global – Flight International. May 26, 2020 <https://www.flightglobal.com/flight-
international/7-technical-challenges-that-need-to-be-overcome-by-hypersonic-missile-
builders/138237.article>  

7. Lopez, C. Todd. “Hypersonics Testing Accelerates.” U.S. Dept of Defense, June 18, 2020 < 
https://www.defense.gov/Explore/News/Article/Article/2225296/hypersonics-testing-
accelerates/> 

8. Judson, Jen. “Flight test schedule for US hypersonic weapons at risk, says watchdog.” 
DefenseNews-The Americas. March 23, 2021 < 
https://www.defensenews.com/pentagon/2021/03/23/ambitious-flight-test-schedule-for-
hypersonic-weapons-at-risk/> 

9. Congressional Research Service “Hypersonic Weapons: Background and Issues for Congress.” 
Updated Dec. 1, 2020. <https://crsreports.congress.gov> R45811 

10. McKeon, Albert. “How Do You Test Hypersonic Systems?” Northrop Grumman website. < 
https://www.northropgrumman.com/space/how-do-you-test-hypersonic-systems/> 

11. “HOW DO YOU TEST A HYPERSONIC MISSILE?” Peraton Website. < 
https://www.peraton.com/how-do-you-test-a-hypersonic-missile/> 

12. “Hypersonic Test Heats Up” NTS Website < https://www.nts.com/hypersonic-testing/> 
13. Tracy, Cameron L. and Wright, David. “Don’t Believe the Hype About Hypersonic Missiles.” 

IEEESpectrum-Tech Talk-Aerospace-Military. February 5, 2021. < 
https://spectrum.ieee.org/tech-talk/aerospace/military/hypersonic-missiles-are-being-hyped > 

14. Keller, John. “How to build sensors with rugged enough sensor protection to withstand extreme 
heat of hypersonic flight.” Military & Aerospace Electronics. March 25, 2021. < 
https://www.militaryaerospace.com/sensors/article/14200142/hypersonic-sensors-heat > 

15. Cohen, Rachel S. “Hypersonic Attack Cruise Missile Becomes High-Priority USAF Project.” 
Air Force Magazine. October 13, 2020. < https://www.airforcemag.com/hypersonic-attack-
cruise-missile-becomes-high-priority-usaf-project/ > 

16. Trevithick, Joseph. “The First Flight Of The Air Force’s New Hypersonic Missile Appears To 
Be Imminent.” The Drive The War Zone. March 29, 2021 < The First Flight Test Of The Air 
Force's New Hypersonic Missile Appears To Be Imminent (thedrive.com) > 

17. Adamczyk, Ed. “Defense Dept.: U.S. accelerating hypersonic missile development,” Space War 
Missile News, June 9, 2021. < Defense Dept.: U.S. accelerating hypersonic missile development 
(spacewar.com) > 

 
 



A GROUND S BAND HYBRID ACTIVE ELECTRONICALLY 
SCANNED ARRAY: CONCEPT, DESIGN AND PERFORMANCE 

 
Christophe MELLE(1), Alain KARAS(1), Gerard KIPFER(1), Benoit LESUR(1), 

Anael LOHOU(1), Romain CONTRERES(2) 
(1) Space and Communications BU, Safran Data Systems, La Teste de Buch, France 

(2) Antenna Department, French Space Agency (CNES), Toulouse, France 
christophe.melle@safrangroup.com; alain.karas@safrangroup.com; 

gerard.kipfer@safrangroup.com; benoit.lesur@safrangroup.com; anael.lohou@safrangroup.com; 
romain.contreres@cnes.fr  

 
ABSTRACT 

 
The contribution talks about the application of AESA technology for telemetry ground antennas.  
The AESA concept we are proposing is a 1-axis electronically steerable antenna (elevation axis), 
while the azimuth axis remains mechanically driven. The design will lead to a 1m² effective area 
antenna, dedicated to short - medium range telemetry, for target with high potential dynamics.  
The present paper describes the concept and the technology used during this development plan. 
The paper focuses on performances but also tries to compare this technology to the legacy 
antennas used in telemetry, to point the improvements test ranges could get with such innovative 
antenna. 
The contribution will cover the interests to develop an AESA antenna, the principle and 
technology chosen, the electromagnetic simulations, a comparison between a standard parabolic 
of flat panel antenna and this work, and a conclusion regarding the possible application of AESA 
technology for ground telemetry antennas. 
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INTRODUCTION 

 
Today, all the telemetry applications cases are covered by legacy parabolic antennas for medium 
or high directivity, or flat panel antennas for low directivity. Safran Data Systems is well known 
for the Comtrack antenna (flat panel), or the SPARTE antenna family from 1.8m to 9.3 m 
parabolic antennas. These parabolic antennas are equipped with the famous concentric tri-band 
L-S-C feed. 
 The idea of performing R&D on AESA technology [1-2] for telemetry ground applications is to 
look for innovative functions not achievable with a parabolic antenna. 
For example, one can see in the previous years some RFPs of very specific system able for 
example to point several target with an AESA panel, where the main axis is mechanically 
pointed to the test zone. 
On Safran Data Systems side, we evaluated that this technology could also offer functionalities 
not only linked to multi-beam: 



 Fast tracking capability for “Lock-on antennas” 
 Improved low gain function 
 Capability to improve the link when strong multipath is encountered. 

 
We have selected the following specifications for the prototype development: 

 Frequency : 2200-2400 MHz 
 Polarization: Simultaneous LHCP and RHCP 
 Tracking: Single Channel Monopulse (500 Hz AM) 
 Azimuth travel: continuous  
 Elevation travel: -7° to  +90° 
 Azimuth velocity: > 30°/s 
 Elevation velocity: unlimited 

 
The contribution includes four parts. The first part talks about the principle and technology 
chosen for this antenna: the hybrid concept, The RF architecture, the selection of the equivalent 
aperture, and the mechanical integration of the solution. The second part presents the 
electromagnetic simulations of the array, and the expected performances such as radiation 
patterns, polarization, gains, G/T and tracking capability. The third part provides a comparison 
between a standard parabolic antenna and this hybrid AESA concept. The idea is to demonstrate 
the new capabilities offered by this technology, especially with regard to telemetry reception, 
and target tracking. The fourth and last part closes by a conclusion and talks about the possible 
application of AESA technology for ground telemetry antennas which could need other array 
form factors, or arrays with more functionality. 

 
PRINCIPLE AND TECHNOLOGY 

 
The AESA consists of one planar array with n x m individual radiating elements [3]; they are 
designed in S band for telemetry. 
The array can be designed with 2 different implementations of scanning capability: a 1-axis 
scanning, or a 2-axis scanning. 
Test range telemetry requires antennas being able to point the main beam in the half upper sphere 
(0-360° azimuth and 0-90° elevation). It is known that the AESA technology makes the antenna 
panel gain decreasing in Cos(t) with “t” the scanning angle from the panel main axis. 
Therefore, for the telemetry application, where the maximum gain is required at low elevation 
angle, it is not possible to use an AESA panel in a horizontal position, as the tilt angle has to 
reach 90°. 
The only possibility is to mount the AESA panel in a rather vertical position directed to the test 
zone. In this case, only a portion of azimuth will be accessible. 
With this consideration, we imagined the concept could be a mixed AESA – mechanical 
implementation: 

 Electronically beam steering in elevation 
 Mechanical steering in azimuth 

 
This choice allows the upper half sphere pointing coverage, since azimuth axis can perform 0-
360° continuous as on legacy telemetry antennas, and elevation electronic axis can perform 0-
90°. 



The electronic beam steering for elevation axis is intended to bring innovation with regard to 
issues encountered during telemetry tests: multipath effects, tracking issues for targets with 
strong vertical acceleration, improved low gain function for short range trials. 
By limiting to only one axis electronical beam steering, the concept can be designed more easily 
since it is necessary to manage the combination of radiating elements lines with phase 
compensation. 
We decided to implement the concept on a small to medium size panel (8 x 16) elements, which 
leads to a 1m² surface panel. We intend to position this concept between our legacy antenna, 
COMTRACK and the smallest parabolic SPARTE 1.80m. 
The figure 1 shows the AESA panel layout. The complete array is divided in four zones (A, B, C 
D). 

 

A B

C D

 
Fig. 1. AESA panel layout 

 
Each part A, B, C or D is composed of 8 lines of 4 elements, and each line is amplified by a 
single LNA. The lines are combined with phase shifters to provide LHCP and RHCP sum signals 
with the correct beam steering angle from the mechanical axis. 
The full panel Sum channel is the combination of A, B, C and D sum signals. The azimuth and 
elevation difference channels are computed from A, B, C, D sum signals. The delta channel is 
processed as on SPARTE antenna feeds to generate a Single Channel Monopulse signal (1 in 
LHCP and 1 in RHCP). 
The design of the AESA panels includes LNAs, phase shifters, microcontrollers, RF complex 
PCBs and a mechanical structure. 
 

RESULTS OF ELECTROMAGNETIC SIMULATIONS 
 
Safran Data Systems is working on AESA radiating elements [4] since 2014, to master matching 
and especially for active S-parameters which happens when the beam is steered. 
In the S band concept, we intend to tilt the AESA panel main axis at 45° elevation angle. Then to 
match the 0°-90° elevation range, the beam will have to be steered by +/- 45°. This could be 



extended for instance to +/-50° or +/-55° to match negative elevation angles. The panel can also 
be positioned at 35° or 40° elevation. This optimization will be evaluated during prototype tests. 
This AESA steering range is considered perfectly mastered, and leads to a relatively limited 
directivity degradation. The following figure shows a periodized radiating cell matching versus 
frequency and steering angles: 
 

  
Fig. 2. Cell Active VSWR 

  
The following figure shows the AESA panel patterns at different steering angles. 
 

 
Fig. 3. S band patterns 

 
The AESA combination is made with RF combiners and this technology is sensitive to the true 
delay time effect. Therefore, we must verify the bandpass of the antenna, since moving from the 
central frequency may affect the panel tilt angle. The following figure shows the bandpass effect. 
We can see that with a quite high bandwidth for telemetry (20 MHz), the pointing offset and the 
signal loss is negligible.  

 
Fig. 4. Telemetry signal bandwith effect 



Calculations of noise figure considering S band LNAs, PCBs insertion losses, and antenna 
directivity provides a G/T at 2300 MHz / +20°C of 6.0 dB/K on panel main axis, and 4.5 dB/K at 
45° tilt from axis; The antenna LNAs have no input RF filters. The important number of LNAs 
improves the margin of spurious with regard to PS1 limit. 
 

  
Fig. 5. Antenna G/T 

 
COMPARISON WITH LEGACY PARABOLIC ANTENNAS 

 
The AESA technology allows a compact mechanical integration with regard to the proposed 
G/T. The following figure shows the concept integrated on an azimuth pedestal inside a radome. 
This could be contained in a volume of approx. 1.1m diameter and 1.1m height, with a gross 
weight of 60 kg. 
 

 
Fig. 6. AESA concept integration 

 
The electronic steering of elevation axis is the key innovation compared to parabolic antennas. 
We have identified 3 improvements a parabolic antenna cannot achieve: 
 



A. Fast tracking capability for “Lock-on antennas” 
 
The elevation axis is not limited with regard to velocity and acceleration. We know that antenna 
may suffer from target acceleration, especially for missile launches, where the telemetry antenna 
may be the only mean to lock the missile at early launch phase. 
The tracking servo-loop in elevation will provide a very high tracking lag coefficient “Ka” which 
makes the servo-control more robust. The azimuth servo-loop performance will be more 
comparable to a parabolic antenna one, but since the antenna is positioned at the good location, 
the constraint may be mainly supported by elevation. 
Note that the antenna panel width is smaller than the elevation width. This choice is driven by 
the servo loop capabilities, and also the intention to minimize as much as possible the multipath 
effect. 
 
B. Improved low gain function 
 
On legacy parabolic antennas, we deliver as other vendors a “low-gain” option which consists in 
reducing the LNA gain to avoid saturation when the target is close to the antenna. This function 
solves the issue of signal saturation, but it does not impact the antenna beamwidth. One would 
like the beamwidth to increase rather than only acting on the LNA gain. 
The AESA concept allows muting some panel lines and thus reduces the overall gain, but also 
increases the beamwidth in elevation. Of course, the beamwidth will be unsymmetrical, but it 
will give more flexibility to track or re-point the target at high elevation angles. As illustrated in 
Fig. 7, switching off 14 out of 16 lines could lead to a gain reduction of around 9 dB 
(10*log10(2/16)). 
 

OFF

ON

OFF

 
Fig. 7. Gain reduction 

 



C. Capability to improve the link when strong multipath is encountered 
 
Multipath are critical in telemetry reception, since the elevation tracking angle is often low. 
Strong improvements have been made on receiver side, with equalizer such as the one in Safran 
Data Systems RTR or RX1. Nevertheless, signal cancellation cannot be managed. 
The AESA concept will make possible to act very quickly on the elevation steering angle. This 
can be driven by specific algorithm acting to limit the multipath effect. 
 

CONCLUSION 
 
We are convinced AESA technology will bring improvements for telemetry reception. It will not 
replace legacy parabolic antennas, but it will be associated with it to manage specific test cases. 
The concept developed by Safran Data Systems is innovative, but also foresee to be positioned a 
competitive price compared to legacy antennas. 
The AESA technology can be deployed with more complex architectures for ground antennas. 
For instance, a 2 axis beam-steering is possible. A design with digitizers can allow multi-beam 
reception. In both cases, the implementation is much more complex and leads to specific systems 
not comparable with legacy antennas.  
Only 3 demands of such systems were noticed in the past 10 years. We believe benchmarking a 
single beam AESA antenna in real test conditions will give us more information on the future of 
this technology for the ranges. 
 

CONCLUSION 
 
The author wishes to acknowledge the CNES for their participation in this technology 
development. 
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ABSTRACT

A dynamic multipath channel model is developed for the IRIG-106 Telemetry Standard to model
the time-varying characteristics typical of air-to-ground microwave channels. The model is derived
using theoretical considerations first presented by Bello [1] and later confirmed by Rice et al [2].
This model is extended to account for the dynamics of a non-stationary airborne transmitter. A
coordinate system is defined from which time-varying multipath parameters are derived. These
parameters are then incorporated to create a linear time-variant impulse response of the dynamic
multipath channel model for aeronautical mobile telemetry.

INTRODUCTION

Multipath propagation in aeronautical mobile telemetry has been well-investigated [2, 3, 4, 5, 6, 7,
8, 9, 10]. The geometry of multipath propagation for land- and sea-based ranges is illustrated in
Figure 1. In both cases, multipath propagation comprises three propagation paths: a line-of-sight
(LOS) path, a specular reflection path, and a diffuse reflection path. The specular reflection is due
to a strong reflection from a horizontal reflecting medium such as the desert floor in land-based
ranges or the sea in sea-based ranges. The diffuse reflection path is the result of scattering due to
rough, uneven surfaces and comprises the sum of a number of weak reflections. It is convenient to
model the diffuse component as a single reflection with a random amplitude. In land-based ranges,
the diffuse component is usually due to scattered reflections from mountain sides. In sea-based
ranges, the diffuse component is due to scattering from waves and is positively correlated to the
sea state.

In this paper, we extend the previously-published channel modeling results to create a dynamic
multipath channel model that takes into account the movement of the airborne transmitter. The
approach, though highly mathematical, is relatively straight-forward. First the parameters that
define multipath propagation are expressed in terms of the positions of the transmitter, reflecting
surfaces, and the receiver in a coordinate system. Next, the time derivatives of transmitter location
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Figure 1: The geometry of multipath propagation for (a) land-based ranges and (b) sea-based ranges.

in the x−, y−, and z−directions are used to compute the the time derivatives that define multipath
propagation. Equipped with these expressions, we use linear time-variant system theory to model
the system that produces the dynamic multipath channel.The resulting system has been used to
define the standard dynamic multipath channel in Appendix 2H of IRIG 106-20.

In the development, we use the I/Q baseband representation for signals and channels. The I/Q base-
band representation for modulated carriers is reasonably well-known in the aeronautical telemetry
community. Just as modulated carriers have an I/Q baseband representation, so too do LTI systems
used to model channels.

THE STATIC CASE: LINEAR TIME-INVARIANT CHANNELS

For the hypothetical case involving a stationary airborne transmitter, multipath propagation is
static: there are no temporal variations in the multipath propagation parameters. The scenarios
of Figure 1 can be interpreted as such as case. Let s(t) represent the I/Q baseband representation
of the modulated carrier. The received signal is, neglecting noise,

r(t) = s(t) + Γ1e
−j2πfcτ1s(t− τ1) + Γ2e

−j2πfcτ2s(t− τ2). (1)
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Figure 2: The geometry of the specular reflection and its relationship to the LOS propagation path.

Equation (1) may be represented as the convolution

r(t) =

∫
s(t− u)

[
δ(u) + Γ1e

−j2πfcτ1δ(u− τ1) + Γ2e
−j2πfcτ2δ(u− τ2)

]
du (2)

where δ(t) is the Dirac impulse function. This shows that in the static case, the multipath propaga-
tion environment may be modeled as a linear time-invariant system with impulse response

h(t) = δ(t) + Γ1e
−j2πfcτ1δ(t− τ1) + Γ2e

−j2πfcτ2δ(t− τ2). (3)

The impulse response (3) comprises three propagation components. We consider the three propa-
gation components separately.

A. LOS Component

When the elevation angle from the receiver to the airborne transmitter is large enough, the LOS
component is the only propagation path. In operational scenarios, the amplitude of the LOS com-
ponent is determined using standard link-budget techniques. Here, the amplitude of the LOS com-
ponent is normalized to unity and the propagation delay of the LOS component is normalized to
zero. For this reason, LOS propagation is represented by the term δ(t) in (3).

B. Specular Reflection Component

The specular reflection is modeled by the second term on the right-hand side of (3). The specular
reflection component is characterized by the delay τ1 and the complex-valued attenuation factor
Γ1e

−j2πfcτ1 . The delay τ1 is the delay relative to the direct path and is caused by the additional
path length associated with this propagation path. The additional path length delays the specular
reflection component relative to the LOS component, represented by δ(t−τ1), and imposes a phase
shift, represented by the term e−j2πfcτ1 .

Γ1 is the reflection coefficient that quantifies the attenuation and phase shift associated with the
reflection. The reflection coefficient, for a vertically polarized electromagnetic wavefront, is given
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by [11]

Γ1 =

− cos θi +

√
ε0
ε1

√
1− ε0

ε1
sin2 θi

cos θi +

√
ε0
ε1

√
1− ε0

ε1
sin2 θi

(4)

where θi is the incidence angle shown in Figure 2, ε0 = 8.85 × 10−12 F/m is the permittivity of
free space, and ε1 is the permittivity of the reflecting medium. The relative permittivity values for
the reflective media of interest are

ε1
ε0

=


3 +

3× 10−4

j2πfc
dry earth

81 +
5

j2πfc
sea water.

(5)

Because the reflection coefficient is a complex-valued quantity, it has a magnitude and phase. This
is represented mathematically by writing Γ1 = |Γ1|ejγ1 . Plots of |Γ1| and γ1 versus the incidence
angle θi are shown in Figure 3 for the values of ε1/ε0 corresponding to dry earth and seawater.
Observations:

1. For each case, |Γ1| = 0 at a certain incidence angle. At this angle, all of the incident electric
field energy is absorbed by the reflecting media. This angle is called the Brewster angle [11].
For dry earth, the Brewster angle is 60◦; for sea water, the Brewster angle is 83.66◦.

2. In each case, for θi less than the Brewster angle, |Γ1| is strictly less than unity and the phase
angle is 180◦.

3. As θi increases beyond the Brewster angle (the case of interest in aeronautical telemetry),
|Γ1| quickly increases toward unity and the corresponding phase shift is 0◦. For this reason,
as the geometry changes, one expects changes in γ1 to be essentially zero as long as θi is
greater than the Brewster angle.

4. For θi ≈ 90◦, |Γ1| for dry earth is greater than |Γ1| for sea water. For this reason, given all
other things equal, one expects multipath propagation to be somewhat more severe over land
than over the sea.

5. For all practical purposes, the phase is either γ1 = 0◦ or γ1 = 180◦. This is because the
imaginary part of ε0/ε1 is much, much smaller than the real part. For example, at fc = 1485
MHz,

ε0
ε1

=

{
0.3333 + j3.5725× 10−15 dry earth
0.0123 + j8.1676× 10−14 sea water

(6)

At higher frequencies, the magnitude of the imaginary part is even smaller. Consequently,
the behavior of |Γ1| and γ1 shown in Figure 3 is also the behavior at higher (S- and C-band)
frequencies.
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Figure 3: Plots of |Γ1| and γ1 for dry earth and sea water reflecting media at fc = 1485 MHz.

It is interesting to consider a simple version of (3) comprising only the first two terms. The mag-
nitude of the attenuation experienced by the specular reflection is |Γ1|. Because 0 ≤ |Γ1| ≤ 1, this
is the attenuation relative to the LOS path. The phase shift occurring on the specular reflection is
γ1 − 2πfcτ1 and represents the phase shift relative to the LOS path. The transfer function of the
“two-path” propagation model is

H(f) = 1 + Γ1e
−j2πfcτ1e−j2πfτ1 . (7)

The impact of this propagation channel observed on a spectrum analyzer is best understood in
terms

|H(f)|2 = 1 + |Γ1|2 + 2|Γ1| cos (2πfτ1 − γ1 + 2πfcτ1) . (8)

The important properties of |H(f)|2 include the following:

1. |H(f)|2, as expressed in (8), is properly understood as a constant plus a sinusoid. The
independent variable in the sinusoid is the frequency variable f . The period is 1/τ1. The
“phase shift” is the constant −γ1 + 2πfcτ1.

2. The minima of |H(f)|2 occur periodically, every 1/τ1 cycles/s. The minimum is

min
{
|H(f)|2

}
= (1− |Γ1|)2 . (9)

The minimum are usually thought of as “nulls” in the channel transfer function.
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3. The maxima of |H(f)|2 occur periodically, every 1/τ1 cycles/s. The maximum is

max
{
|H(f)|2

}
= (1 + |Γ1|)2 . (10)

4. If the bandwidth of the modulated carrier is less than 1/τ1 cycles/s, then the modulated carrier
will display at most one null due to this channel.

The forgoing observations are illustrated in Figure 4. The plot in Figure 4 (a) is an annotated plot
of (8) that illustrates the sinusoidal nature of |H(f)|2. Most telemetry engineers are used to seeing
a plot of |H(f)|2 on a dB scale, such as that shown in Figure 4 (b).

C. Diffuse Component

The diffuse component is given by the third term on the right-hand side of (3). The diffuse com-
ponent is characterized by its delay τ2 and its amplitude Γ2 and is the result of many reflections
off rough, irregular surfaces. Consequently, the amplitude and delay are usually described statis-
tically. The in-depth study in [2] showed that the complex valued amplitude is well-approximated
as a complex-valued Gaussian random variable with zero mean and variance 3.3× 10−3. Only the
first moment of the delay was characterized: the mean value for the delay is τ 2 = 155 ns.

MULTIPATH PROPAGATION PARAMETERS IN A COORDINATE SYSTEM

In preparation for deriving mathematical expressions for the dynamic behavior of the multipath pa-
rameters, we express the multipath parameters in terms of the positions of the transmitter, reflecting
surface, and receiver in a coordinate system.

A. Definition of Coordinate System

The geometry-dependent parameters of the channel model (3) are τ1 and Γ1. τ1 is a function of the
path difference between the LOS and specular reflection components. Because Γ1 is a function of
θi, an expression for θi is required.

We adopt a south-east-up (SEU) coordinate system. In this system, we use the following to denote
the coordinates of the transmitter, receiver, and specular reflection point:

(xt, yt, zt) = transmitter coordinates
(xr, yr, zr) = receiver coordinates
(xp, yp, zp) = specular reflection point coordinates

Without loss of generality, we assign zp = 0 so that zt is the height of the transmitter above the
horizontal reflecting surface and zr is the height of the receiver above the horizontal reflecting
surface. The situation is illustrated in Figure 5 (a). A specular reflection occurs at the point

6
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Figure 4: Plots of |H(f)|2 given by (8): (a) linear plot; (b) dB plot.

(xp, yp, 0) and lies in the x−y plane. The transmitter point (xt, yt, zt), the receiver point (xr, yr, zr)
and the specular reflection point (xp, yp, 0) define a plane as illustrated in Figure 5 (b). Many of
the desired properties can be obtained by examining the triangles shown Figure 5 (b).

The triangles defined by the transmitter-receiver-reflection plane are illustrated in Figure 6. From
electromagnetic propagation theory, a reflected electromagnetic wavefront has equal arrival and
departure angles, denoted θp. The specular reflection point is defined as the point where the equal
angles of arrival and departure produce a ray that arrives at the receiver. The situation is illustrated
in Figure 6. The triangles TT′R and RR′P are similar triangles because they are both right
triangles and have identical angles θp. The following relationships describe the sides of these
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Figure 5: The coordinate system: (a) an illustration of the locations of the transmitter and receiver; (b) an
illustration of the plane formed by the transmitter, receiver, and specular reflection point.
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✓p✓p

T

R

PT0 R0

Figure 6: The triangles in the transmitter-receiver-reflection plane of Figure 5 (b).

triangles:

D =
√

(xt − xr)2 + (yt − yr)2 (11)

P =
zr

zt + zr
D (12)

d1 =
√

(xt − xr)2 + (yt − yr)2 + (zt − zr)2 (13)

d2 =
√

(D − P )2 + z2t (14)

d3 =
√
P 2 + z2r (15)
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B. Definition of Multipath Parameters

The path length difference is ∆ = d2 + d3 − d1 and the delay of the reflected path relative to the
line-of-site path is τ = ∆/c where c is the propagation velocity of the electromagnetic wavefront
in the propagation medium. Because the propagation medium is air, we can set c = 3 × 108 m/s,
the speed of light.

The following relationships define the angles in Figure 6:

θp = tan−1
(zr
P

)
= tan−1

(
zt

D − P

)
(16)

θ1 = π − 2θp (17)

cos(θ2) =
d21 + d23 − d22

2d1d3
(law of cosines) (18)

The angle θp is of interest because it determines, in part, the magnitude and phase shift caused by
the reflection [see equation (4)]. The magnitude and phase shift caused by the reflection are a func-
tion of the “incidence angle” θi (not shown) defined by the angle between the the line perpendicular
to the line R′T′ at point P and the line segment TP:

θi =
π

2
− θp. (19)

An angle of auxiliary interest is θ2, the “off boresight” arrival angle of the multipath reflection.
Generally speaking, if the arrival angle is greater than the beamwidth, the multipath reflection is
eliminated by the receive antenna beam pattern. (This is why there is no multipath propagation in
high-elevation-angle scenarios.)

The coordinates of the specular reflection point (xp, yp, 0) are

xp =
zr

zt + zr
(xt − xr) + xr (20)

yp =
zr

zt + zr
(yt − yr) + yr (21)

The path length difference is

∆ = d2 + d3 − d1 (22)

where

d1 =
√

(xt − xr)2 + (yt − yr)2 + (zt − zr)2 (23)

d2 =
√

(xt − xp)2 + (yt − yp)2 + z2t (24)

d3 =
√

(xp − xr)2 + (yp − yr)2 + z2r (25)

9



(xr, yr)

(xt, yt)

(xp, yp)

P

D

yt � yr

xt � xr

xp � xr

yp � yr

x

y

Figure 7: The geometry for computing (xp, yp) from D and P .

Substituting (20) and (21) into (24) – (25) gives

d2 =

√(
zt

zt + zr
(xt − xr)

)2

+

(
zt

zt + zr
(yt − yr)

)2

+ z2t (26)

d3 =

√(
zr

zt + zr
(xt − xr)

)2

+

(
zr

zt + zr
(yt − yr)

)2

+ z2r (27)

Assembling the results gives

∆ =

√(
zt

zt + zr
(xt − xr)

)2

+

(
zt

zt + zr
(yt − yr)

)2

+ z2t

+

√(
zr

zt + zr
(xt − xr)

)2

+

(
zr

zt + zr
(yt − yr)

)2

+ z2r

−
√

(xt − xr)2 + (yt − yr)2 + (zt − zr)2. (28)

The usual situation is aeronautical telemetry is xt � zt, zr, zp and yt � zt, zr, zp. (In other words,
the transmitter-to-receiver distances are much larger than the altitudes.) In this case, a simpler

10



expression for ∆ is available using the using the Taylor series approximation

√
x2 + ε2 = x+

ε2

2x
− ε4

8x3
+

3ε6

80x5
− · · · (29)

≈ x+
ε2

2x
. (30)

Factoring out the z terms in (28) puts (28) in the form of (29). Applying (30) to (28) produces

∆ ≈ 2ztzr√
(xt − xr)2 + (yt − yr)2

. (31)

The delay τ1 is related to ∆ by τ1 = ∆/cwhere c is the propagation velocity of the electromagnetic
wavefront.

Finally, the incidence angle θi is
θi =

π

2
− θp (32)

where
tan(θp) =

zr
P

=
zt + zr√

(xt − xr)2 + (yt − yr)2
. (33)

Assembling these results gives

θi =
π

2
− tan−1

(
zt + zr√

(xt − xr)2 + (yt − yr)2

)
. (34)

As with ∆, a simpler approximation is possible when xt � zt, zr, zp and yt � zt, zr, zp. Here, the
approximation (derived by truncating the Taylor Series) is

tan−1(u) ≈ u, |u| � 1. (35)

Applying this approximation to (34) gives

θi ≈
π

2
− zt + zr√

(xt − xr)2 + (yt − yr)2
. (36)
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C. Summary

In summary, the equations that define the relationship the multipath propagation parameters and
the coordinates of the transmitter, reflecting surface, and receiver are

τ1 =
1

c

√(
zt

zt + zr
(xt − xr)

)2

+

(
zt

zt + zr
(yt − yr)

)2

+ z2t

+
1

c

√(
zr

zt + zr
(xt − xr)

)2

+

(
zr

zt + zr
(yt − yr)

)2

+ z2r

− 1

c

√
(xt − xr)2 + (yt − yr)2 + (zt − zr)2 (37)

≈ 1

c

2ztzr√
(xt − xr)2 + (yt − yr)2

(38)

θi =
π

2
− tan−1

(
zt + zr√

(xt − xr)2 + (yt − yr)2

)
(39)

≈ π

2
− zt + zr√

(xt − xr)2 + (yt − yr)2
. (40)

The relationship between the Γ1 depends on θi as given by (4).

THE DYNAMIC CASE: TIME-VARYING LINEAR CHANNELS

A. Modeling Dynamic Behavior Through Time Derivatives

The dynamic behavior of the channel is modeled using the time derivatives of the parameters
that define the specular reflection, τ1 and Γ1 We apply the total derivative property to obtain an
expression for the time derivative of the delay:

dτ1
dt

=
∂τ1
∂xt

dxt
dt

+
∂τ1
∂yt

dyt
dt

+
∂τ1
∂zt

dzt
dt

(41)

where dxt/dt, dyt/dt, and dzt/dt are obtained from the velocity vector of the airborne transmitter.
The time derivative of (37) is

dτ1
dt

=
−1

c

xt − xr√
(xt − xr)2 + (yt − yr)2 + (zt − zr)2

dxt
dt

− 1

c

yt − yr√
(xt − xr)2 + (yt − yr)2 + (zt − zr)2

dyt
dt

− 1

c

zt − zr√
(xt − xr)2 + (yt − yr)2 + (zt − zr)2

dzt
dt
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+
1

c

(
zt

zt + zr

)2

(xt − xr)√(
zt

zt + zr
(xt − xr)

)2

+

(
zt

zt + zr
(yt − yr)

)2

+ z2t

dxt
dt

+
1

c

(
zt

zt + zr

)2

(yt − yr)√(
zt

zt + zr
(xt − xr)

)2

+

(
zt

zt + zr
(yt − yr)

)2

+ z2t

dyt
dt

+
1

c

ztzr
(zt + zr)3

(xt − xr)2 +
ztzr

(zt + zr)3
(yt − yr)2 + zt√(

zt
zt + zr

(xt − xr)
)2

+

(
zt

zt + zr
(yt − yr)

)2

+ z2t

dzt
dt

+
1

c

(
zr

zt + zr

)2

(xt − xr)√(
zr

zt + zr
(xt − xr)

)2

+

(
zr

zt + zr
(yt − yr)

)2

+ z2r

dxt
dt

+
1

c

(
zr

zt + zr

)2

(yt − yr)√(
zr

zt + zr
(xt − xr)

)2

+

(
zr

zt + zr
(yt − yr)

)2

+ z2r

dyt
dt

+
1

c

− z2r
(zt + zr)3

[
(xt − xr)2 + (yt − yr)2

]
√(

zr
zt + zr

(xt − xr)
)2

+

(
zr

zt + zr
(yt − yr)

)2

+ z2r

dzt
dt

(42)

This enormous equation may be simplified by computing the derivative of the approximation (38):

dτ1
dt
≈ −2

c

ztzr(xt − xr)
[(xt − xr)2 + (yt − yr)2]3/2

dxt
dt

− 2

c

ztzr(yt − yr)
[(xt − xr)2 + (yt − yr)2]3/2

dyt
dt

+
2

c

zr√
(xt − xr)2 + (yt − yr)2

dzt
dt
. (43)

The time derivatives for |Γ1| and γ1 are too cumbersome to express here. We resort to numerical
evaluations of |Γ1| and γ1 below.
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Table 1: A Summary of the parameters describing the Cords Road West-to-East flight path.

Parameter Value

Starting point: 118◦ 22′ W, 35◦ 5′ N
Starting altitude: 5000′ AMSL

Ending point: 116◦ 42′ W, 35◦ 5′ N
Ending altitude: 5000′ AMSL

Aircraft velocity: 761 mph (Mach 1)
Receiver site: Building 4795, 117◦ 55′ 52.02 W, 34◦ 58′ 14.63′′ N

Receiver site altitude: 2710′ AMSL
Reflecting medium altitude: 2300′ AMSL

Carrier frequency: 1485 MHz
Receive Antenna: 5m parabolic reflector with ideal tracking

B. An Example: Cords Road West-to-East at Edwards AFB

Cords Road is a east-west flight corridor at Edwards AFB. The Cords Road West-to-East scenario
is summarized in Table 1. In the SEU coordinate system, (xt, yt, zt) is on an east-west line starting
at

(−3.9011× 106,−13.162× 106, 823)

and ending at
(−3.9011× 106,−12.976× 106, 823).

The receiving station coordinates (xr, yr, zr) are

(−3.8886× 106,−13.1133× 106, 125).

The relative positions of the flight path and the receiving station are illustrated in Figure 8.

A plot of Γ1 and τ1 as a function of time is shown in Figure 9. In the plots, the gray area shows the
times for which the specular reflection arrives outside the main lobe of the receive antenna (i.e., the
elevation angle is too high). In general, the parameters change the most rapidly when the airborne
transmitter approaches its closest point to the receiver. In this scenario, the closest point is when
the airborne transmitter is directly north of the receiving site (see Figure 8). When the specular
reflection arrives within the main lobe of the receive antenna, the multipath parameters do not
change rapidly. Note that γ1 ≈ 0 for the entire flight path. This is consistent with the observation
in Figure 3.

We use the time derivatives of the multipath parameters to quantify how fast the multipath param-
eters change. The time derivatives of |Γ1|, γ1, and τ1 are plotted in Figure 10. Note that all three
time derivatives are zero at t ≈ 2:20. This is the location where the velocity vector of the airborne
transmitter is orthogonal to the vector RT. Also note that the time derivatives switch signs at

14



-3.902 -3.9 -3.898 -3.896 -3.894 -3.892 -3.89 -3.888

South (m  10
6
)

-13.2

-13.15

-13.1

-13.05

-13

-12.95

E
a
st

 (
m

 
 1

0
6
)

Flight Path in SEU Coordinates

   Start

   End

TM Site   

Figure 8: The Cords Road West-to-East flight path and the location of the receiver site, Building 4795, in
the SEU coordinate system.

t ≈ 2:20. These plots show that for the times when the specular reflection arrives within the main
lobe of the receive antenna, d|Γ1|/dt ≈ 0 and dγ1/dt ≈ 0. We do not apply this approximation to
dτ1/dt because in the time-varying channel described below, the channel characteristics depend on
the product dτ1/dt× fc. Because fc is very large, even small values of dτ1/dt can have an impact.

C. Linear Time-Variant Systems

In the dynamic channel case, (1) is modified to model the received signal as

r(t) = s(t) + Γ1(t)e
−j2πfcτ1(t)s(t− τ1(t)) + Γ2(t)e

−j2πfcτ2(t)s(t− τ2(t)). (44)

Here the parameters that define multipath propagation are quantities that are a function of time.
Following the steps from (1) to (2) to (3), (44) may be expressed as the convolution

r(t) =

∫
s(t− u)

[
δ(u) + Γ1(t)e

−j2πfcτ1(t)δ(u− τ1(t)) + Γ2(t)e
−j2πfcτ2(t)δ(u− τ2(t))

]
du (45)

from which we identify the linear time-varying channel as

h(u; t) = δ(u) + Γ1(t)e
−j2πfcτ1(t)δ(u− τ1(t)) + Γ2(t)e

−j2πfcτ2(t)δ(u− τ2(t)). (46)

For use with a channel emulator, (46) needs to be simplified. To simplify, we select a time, say
t0, and examine the local dynamics of the channel at t = t0. With reference to Figures 9 and 10,
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Figure 9: A plot of Γ1 = |Γ1|ejγ1 and τ1 for the scenario outlined in Table 1. The shaded area indicates
times where the specular reflection arrives outside the main lobe of the receive antenna pattern.

we select for t0 a time instant when the specular reflection arrives in the main lobe of the receive
antenna. Using

Γ1(t) = |Γ1(t)|ejγ1(t), (47)

we write the specular term as

Γ1(t)e
−j2πfcτ1(t)δ(u− τ1(t)) = |Γ1(t)| exp

{
− j (2πfcτ1(t)− γ1(t))

}
δ(u− τ1(t)) (48)

Next, we expand the delay τ1(t) in a Taylor series about t = t0:

τ1(t) = τ1(t0) +
dτ1
dt

(t0)(t− t0) +
1

2

d2τ1(t0)

dt2
(t− t0)2 +

1

6

d3τ1(t0)

dt3
(t− t0)3 + . . . (49)
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Figure 10: A plot of the time derivatives of |Γ1|, γ1 and τ1 for the scenario outlined in Table 1. The shaded
area indicates times where the specular reflection arrives outside the main lobe of the receive antenna pattern.

where
dnτ(t0)

dtn
=
dnτ(t)

dtn

∣∣∣∣
t=t0

. (50)

Because τ1(t) is changing slowly at t = t0, τ1(t) may be approximated using the first two terms in
the Taylor series:

τ1(t) = τ1(t0) +
dτ1(t0)

dt
(t− t0) (51)

Using this approximation gives us an approximation for the specular term at t = t0:
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Table 2: Multipath Parameters at t = t0

Parameter Value

|Γ1(t0)| 0.953

γ1(t0): 0 deg.

τ1(t0) 8.251 ns

d|Γ1(t0)|
dt

1.883× 10−4 amplitude/s

dγ1(t0)

dt
−5.304× 10−19 rad/s

dτ1(t0)

dt
−3.367× 10−11 s/s

Γ1(t0)e
−j2πfcτ1(t0)δ(u− τ1(t0))

≈ |Γ1(t0)| exp

{
− j

(
2πfc

[
τ1(t0) +

dτ1(t0)

dt
(t− t0)

]
− γ1(t0)

)}
δ(u− τ1(t0)) (52)

= |Γ1(t0)| exp

{
− j

(
2πfc

dτ1(t0)

dt
t+ θ1

)}
δ(u− τ1(t0)) (53)

where θ1 = 2πfcτ1(t0)− 2πfc(dτ1(t0)/dt)t0 − γ1(t0). The product

fd = fc
dτ1(t0)

dt
(54)

is called the Doppler frequency. Expressing the specular reflection in terms of the Doppler fre-
quency gives

Γ1(t0)e
−j2πfcτ1(t0)δ(u− τ1(t0)) ≈ |Γ1(t0)| exp

{
− j (2πfdt+ θ1)

}
δ(u− τ1(t0)). (55)

Equation (55) shows that the specular reflection experiences a frequency shift and a phase offset.
The effect of the frequency shift fd is to impose a temporal ramp on the phase of the specular
reflection. This gives rise to the “sweeping” motion of the spectral null through the signal spectrum
observed on many test ranges.

We select, as our time instant, t0 = 6:20.67. Table 2 defines each multipath parameter at time
t = t0. From Figure 10 we have dτ1(t0)/dt = −3.367 × 10−11 s/s. The corresponding Doppler
frequency at 1485 MHz is fd = −0.05 Hz.

Moving to the diffuse reflection term, the analysis in [1] showed that |Γ2(t)e
−j2πfcτ2(t)| = |Γ2(t)|

is a wide-sense stationary Rayleigh random process with a Gaussian power spectral density given
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Table 3: Multipath model parameters for (57) for L, S, and C bands.

Parameter L Band (1485 MHz) S Band (2250 MHz) C Band (5120 MHz)

|Γ1(t0)| −0.418 dB −0.418 dB −0.418 dB

τ1(t0) 8.25 ns 8.25 ns 8.25 ns

fd 0.05 Hz 0.07 Hz 0.15 Hz

|A2(t0)| −24.8 dB −24.8 dB −24.8 dB

Brms 1.32 Hz 2.00 Hz 4.52 Hz

by

S2(f) =

√
2

Brms

√
π

exp

{
−2

(
f

Brms

)2
}

(56)

whereBrms is the RMS Doppler spread. The Rayleigh assumption corresponds nicely to the results
observed in [2]. For the purposes of this channel model, the delay τ2(t) is set equal to the average
delay τ2(t) of the diffuse component.

SUMMARY AND CONCLUSIONS

A dynamic multipath channel model for aeronautical mobile telemetry has been developed in this
paper. The dynamic multipath channel is modeled as a linear time-varying system with impulse
response at time instant t0

h(u; t) = δ(u) + |Γ1(t0)| exp {−j (2πfdt+ θ1)} δ(u− τ1(t0)) + A2(t)δ(u− τ2(t)) (57)

where fd is the Doppler frequency that depends on the carrier frequency and aircraft velocity [see
(54)], θ1 is an initial phase shift, A2(t) is a wide-sense stationary random process whose magnitude
is Rayleigh with power spectral density given by (56), and τ2(t) (a constant) is the mean delay for
the diffuse component. These parameters are summarized in Table 3 for L, S, and C bands. Observe
that the amplitudes and delays are not frequency dependent whereas the Doppler frequency and
RMS Doppler spread are frequency dependent.

The parameters that define (57) map directly to parameters in many multipath channel emulators.
Representative values for these parameters are given Appendix 2H of IRIG 106-20 standard.
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ABSTRACT

High mobility environment raises multiple challenges in the field of wireless communications. One
of the challenges is to compensate for channel variations needed in the use of adaptive communi-
cation techniques. Estimation of Channel State Information (CSI) at the receiver helps communi-
cation systems to adjust transmitter parameters for better performance. However, due to the feed-
back delay, outdated CSI cannot be effectively used. This issue has been extensively studied and
reported in the literature. Ability to accurately predict the CSI values improves the performance
of such systems. Multiple statistical and data driven algorithms for CSI predictions are available.
The statistical modeling approach, such as the autoregressive parameter estimation, involves high
algorithm complexity. Neural networks offer accurate solutions with reduced online computational
cost. In this paper, we study applications of Recurrent Neural Networks (RNNs) for fading channel
prediction. We focus on Long Short Term Memory (LSTM) neural networks, a subclass of RNNs,
that can identify long-term data correlations. A joint classifier predictor (JCP) that uses a classifier
and a set of LSTM networks trained at multiple Doppler frequencies is presented. Various design
parameters of JCP are investigated. Numerical results demonstrate significant benefits of the JCP.

INTRODUCTION

The demand for fast and reliable wireless communication has been rapidly growing in recent years.
To fulfill this growing demand, it is critical to continuously improve the performance of such
systems. In an adaptive communication system, this is achieved by adjusting the transmission
parameters based on the channel state information (CSI). However, the CSI is estimated at the
receiver and requires to be fed back to the transmitter. Thus, there is a delay between the estimation
of the channel and its effective utilization. The use of this outdated CSI results in performance
degradation if this delay is larger than the channel’s coherence time [1], [2]. In the literature, CSI
prediction is extensively studied to address this feedback delay problem so that the transmitted
parameters can be adjusted in accordance with the predicted CSI instead of the outdated CSI.
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Classical algorithms face challenges in predicting the CSI changes of the real fading channels,
especially in high mobility environments. However, this task can be resolved with artificial in-
telligence. Since the data associated with CSI is essentially a time series, a range of predictive
algorithms exists and can be explored to solve this problem. Time series prediction is a common
task in the area of data science and many statistical approaches were explored in the past. For
example, autoregressive (AR) parameter estimation, exponential smoothing, and autoregressive
integrated moving average (ARIMA) are some of the efficient statistical time series prediction
methods. The problem with the autoregressive statistical models is that they assume that the input
time series data is drawn from a linear process [3]. However, in the real world problems, such
assumptions about the nature of the data often may not be exactly valid. In addition, statistical
models often rely on a complex algorithm for parameter estimation which makes them impractical
in mobile communication systems with limited computational resources. On the contrary, popular
neural network (NN) based models, like long-short term memory (LSTM) or gated recurrent unit
(GRU), have achieved state-of-the-art results in time series predictions. They can be trained in ad-
vance and applied in real applications with low computational overheads. A survey on the existing
statistical and NN prediction methods can be found in [4].
A popular class of NNs include the Multilayer Perceptron (MLP) NNs. However, in contrast to
MLP NNs, Recurrent Neural Networks (RNNs) can make accurate predictions of complex time
series possible. This is because of the presence of an internal memory unit that can identify short
term correlations in the data using the information of the previously made predictions. A classical
RNN unit uses a gradient-based Back Propagation Through Time (BPTT) learning algorithm that
suffers from the “vanishing gradient” problem. Because of the vanishing gradient, RNNs cannot
effectively learn long term dependencies of the training data. The value of the gradient of a cost
function calculated with respect to past activation, stored in the internal state of RNN, becomes
very small compared to the gradient calculated with respect to recent activations [5]. Similar
problems occur in MLP deep networks where the gradient of a cost function of earlier layers tend
to be very small compared to the gradient of the subsequent layers. This degrades the performance
of the overall system since layers of deep MLP NN have different learning speeds which often
make such deep models untrainable. The problem of vanishing gradient in RNN was solved after
the invention of LSTM NNs by Hochreiter and Schmidhuber in 1997 [6]. The use of LSTM NNs
for predicting fading channels has been studied recently in [4].
In this paper, we propose a joint classifier prediction (JCP) method of the wireless fading channel
when the Doppler frequency is unknown apriori. The proposed JCP method builds on [4] where the
LSTM NN is trained at a specific Doppler frequency. In our work, however, the Doppler frequency
can vary over a range of possible values. This is realized by using a classifier, which identifies the
Doppler frequency, and then the actual channel prediction occurs using a set of LSTM NNs trained
at multiple Doppler frequencies. The impact of various system parameters is studied. Numerical
results are shown to demonstrate the benefits of the proposed method. Finally, the development
of effective channel prediction with low computational cost will have direct implications for the
emerging 5G and higher technologies. In particular, the use of high carrier frequencies and con-
straints on computational resources will make this study highly relevant.
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LSTM NEURAL NETWORKS

This section presents an overview of LSTM NNs [6]. The main feature of an LSTM network that
distinguishes it from the original RNN is that it has a special memory cell that can carry information
of the previous activations from many time steps back. Therefore, this can prevent vanishing of the
earlier dependencies and correlations. In this paper, we will focus on a newer version of the LSTM
NN that differs from the classic LSTM of [6] due to the presence of a “forget gate”. The purpose of
the forget gate is to throw away irrelevant long-term information. This prevents the internal state
of a unit from growing without bounds when continual time series data are fed into the network
[7].

Figure 1: Single Layer LSTM architecture

Consider the block diagram of a single LSTM layer [4], [8] given in Fig. 1. At each time instant,
there are three inputs that are fed into the LSTM layer. The inputs to the layer at the current time t
are: 1) an input vector (xt), 2) a short term state vector (ht−1) containing information of the recently
made activation, and 3) a long-term dependency vector (ct−1). The flow of the information in the
LSTM unit is managed by three gate units, called the input (it), the output (ot), and the forget gates
(ft). One can interpret the purpose of these gates as write, read, and reset operators for the unit
[9]. Each of the three gates can be thought of as an independent densely connected layer within the
LSTM layer. The forget gate ft removes irrelevant information from the long-term state ct−1 by
using short-term state data ht−1 and a vector from the input data, xt. Using σ to denote the sigmoid
activation function, the output of the forget gate ft can be expressed as

ft = σ(Wf · xt + Zf · ht−1 + bf ) (1)

where b is a bias term, and W and Z are weight matrices labeled by a subscript denoting the
corresponding gate unit.
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Next, when irrelevant information was removed from ct−1, a new candidate for a long-term state
ct must be calculated by means of two other gates within the LSTM layer, it and c̃t, where c̃t
is another gate unit necessary in the calculation of ct. Similarly, the outputs of it and c̃t can be
expressed as follows:

it = σ(Wi · xt + Zi · ht−1 + bi) (2)

c̃t = tanh (Wc̃t · xt + Zc̃t · ht−1 + bc̃t) (3)

where tanh is a hyperbolic tangent function defined as

tanhx =
e2x − 1

e2x + 1
(4)

The LSTM network updates the long-term state ct by adding together two Hadamard products of
ft ⊗ ct−1 and it ⊗ c̃t as

ct = ft ⊗ ct−1 + it ⊗ c̃t (5)

Finally, the new short-term state ht, which is also an output vector for the LSTM unit, can be
calculated by first obtaining the output for ot as

ot = σ(Wo · xt + Zo · ht−1 + bo) (6)

Next, ot is element-wise multiplied with ct after being operated with a hyperbolic function,

ht = ot ⊗ tanh ct (7)

The short term state ht, the long term state ct, and the new input vector xt+1 are then fed into the
next LSTM layer at the time instant t+1. A deep LSTM neural network is constructed by stacking
multiple LSTM layers from Fig. 1. In a shallow LSTM NN implementation, ht is directly fed into
the output layer to produce the final result.

FADING CHANNEL PREDICTION

The LSTM based predictor of [4] is trained on a fixed Doppler frequency and can operate only for
that frequency. Unfortunately, in a realistic application, one does not know the exact Doppler fre-
quency in advance. Therefore, we propose a joint classifier predictor (JCP) approach that consists
of two parts: 1) an LSTM classifier and 2) a bank of M LSTM predictors trained at M Doppler
frequencies. The diagram of the system is shown in Fig. 2.

Figure 2: Diagram of the proposed JCP system
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The design of JCP begins with the specification of the range of Doppler frequencies (fd) for which
the system is intended to operate. Let this range be from fdmin to fdmax. We divide this range into
M equal intervals with a width of δ Hz. We use M standalone LSTM predictors for each interval
by training each network at fd = fdmin + iδ Hz, where i = 1, 2, 3, . . .M . In order to train an
LSTM network for a particular fd, the training data is prepared via a sliding window as illustrated
in Fig. 3 for two time instants t0 and t1 respectively. We feed q complex samples to the input layer
of a predictor at each time instant. The figure shows both the real (r) and imaginary (i) components
of the samples. The prediction is performed u steps ahead of the most recent input sample available
at the predictor at the given instant, u << q. The real and imaginary parts of training samples are
introduced to the network as separate features, so that all input vectors are two-dimensional as in
Fig. 3.

Figure 3: Data preparation with a sliding window. The dashed line boxes illustrate input samples to the
network at a time instant, and r̂ and î are the expected output samples from the network.

After all the M standalone LSTM networks are trained with the channel data corresponding to the
individual fd, we next focus our attention on the classifier of Fig. 2. The role of the classifier is
to select the best standalone LSTM predictor. In other words, for the given input fading channel
samples, the classifier selects the predictor whose fd is closest to the fd of the input data. Thus,
the output from a classifier is a set of M numbers giving the probabilities associated with the
M predictors. In this study, the classifier is modeled as a shallow LSTM NN. The data for the
classifier are prepared using the same sliding window as in Fig. 3. The same training data used in
the standalone LSTM predictors are also used in the training of the classifier. The M probabilities
at the output of the classifier are passed to a selector. The highest probability value determines
which standalone predictor will be used for predicting the CSI at that time instant. The selector
then feeds the input data samples to the corresponding LSTM predictor. This system is capable
of predicting fading channel data for an fd value that is different from the fd values used in the
training. In this case, the classifier is found to select the standalone LSTM predictor whose fd is
closest to the fd of the input data. We use mean squared error (MSE) as a metric for performance
evaluation of the JCP and predictors. The MSE is defined as

MSE =
1

N

N∑
j=1

(
(rj − r̂j)

2 + (ij − îj)
2
)

(8)
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whereN is the total number of samples, rj and ij are the real and imaginary parts of the true fading
channel and r̂j , îj are the corresponding predicted channel values.

NUMERICAL RESULTS

The modified Jake’s simulator is used to produce the Rayleigh fading channel data set [10]. Sample
channel functions over a time period of 0.07 sec are demonstrated in Fig. 4. The channel is sampled
at a rate of 1 KHz for the duration of 10,000 seconds. Each channel sample is complex so that both
real and imaginary parts are made available. This results into 10 million samples, of which 7.5
million samples are used for training and the remaining 2.5 million samples are used for testing.
All the predictors are shallow NNs with n = 40 neurons in the single hidden LSTM layer. The
ADAM optimizer is used for optimizing the MSE performance during the training. The classifier
is also modeled as a shallow LSTM network. Only n = 5 neurons are used in a single hidden layer
of the classifier. For the training of the classifier, only 2 million out of 7.5 million available training
samples are used. The classifier is trained on 6 Doppler frequencies: 0 Hz, 20 Hz, 40 Hz, 60 Hz, 80
Hz and 100 Hz. If the input data is classified as 0 Hz, then the predictor output is simply the same
as the input since there is no change in the signal. Thus, a 0 Hz predictor is unnecessary. The output
format of the classifier is one-hot encoded and the overall model is designed as a vector output NN.
Categorical cross-entropy loss function is used along with the ADAM optimizer during the training
of the classifier. To get the vector of probabilities of the classes, the softmax activation function
is used at the output layer of the classifier.
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Figure 4: Sample complex fading channel functions for fd = 20 Hz and fd = 100 Hz

Figure 5 compares the MSE performance of the standalone predictors against the JCP method.
Each of the five standalone predictors is trained exactly at the corresponding fd value. The input
sample size, q, is set to 128, and u is 1. This corresponds to predicting the channel ahead by 1 ms.
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Although the MSE performance of a standalone predictor is excellent near the fd value for which
it is trained, its performance significantly deteriorates if the incoming Doppler frequency changes
by a large value. For example, the standalone predictor trained at 100 Hz produces an MSE of
1.0 × 10−5 at that Doppler frequency. However, the same predictor produces an MSE of 0.015
when fd becomes 10 Hz. In contrast, the JCP produces an MSE of about 1.0×10−5 and 5.0×10−6

for 100 Hz and 10 Hz respectively. This is a significant improvement over a standalone predictor
with a different input fd. Finally, when the input fd is not one of those used in the training, e.g., 10
Hz, the JCP classifies it as the closest training frequency, e.g., 20 Hz, and the MSE performance is
still good.
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Figure 5: MSE Performance of LSTM and JCP for a range of fd from 0 to 100Hz.
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Figure 6: MSE performance of predictors with different number of neurons n used in the hidden layer.
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The MSE performance of the standalone predictors with varying number of neurons n in the hidden
layer is displayed in Fig. 6. Each point in this figure corresponds to an ensemble averaged MSE
over 5 predictors that are trained and tested on the same fd. The purpose of this figure is to show
how n affects the accuracy of the LSTM predictors. The MSE values for each curve averaged over
the entire range of fd are found to be 1.18 × 10−5, 6.22 × 10−6, 5.42 × 10−6, 4.95 × 10−6, and
4.89 × 10−6 for n = 10, 20, 30, 40 and 50 respectively. Considering that the difference between
averaged MSE for n = 40 and n = 50 is negligible, the results imply that n = 40 or 50 could be
the optimal number of neurons.
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Figure 7: MSE performance of predictors against the prediction step size.

Figure 7 shows how the MSE performance of standalone LSTM predictors is affected by the output
prediction length u with q as a parameter. The Doppler frequency shift fd was set to 50 Hz for all
models. Each point in this figure with a specific q and u corresponds to an ensemble averaged MSE
of 5 different LSTM predictors. Observe that the effect of the input data size, q, is small, and even
q = 16 performs well. However, the prediction length u drastically affects the performance. The
MSE performance of u = 1 ms predictor versus u = 5 ms predictor for all input lengths q differs
by about 50-100 times. Nevertheless, even for q = 16, the u = 5 ms predictor has an acceptable
MSE value of about 6 × 10−4. The q = 128 curve has the lowest MSE value averaged over the
entire range of u.
Figure 8 focuses on the classifier accuracy and how it is affected by the number of neurons. Each
point in this figure corresponds to ensemble average over 5 classifier realizations. Observe that
only 5 neurons used in the classifier’s hidden layer give almost 100% accuracy for all 6 classes.
However, larger n can be used for the design of a classifier as well at the cost of additional numer-
ical complexity.
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Figure 8: Accuracy of the classifier versus its number of neurons.

CONCLUSIONS

Accurate fading channel prediction can significantly improve the system performance of an adap-
tive communication system. In this scenario, LSTM predictors provide excellent MSE perfor-
mance as long as the true Doppler frequency is close to the frequency being used in the training
of the network. In an actual application environment, however, the exact Doppler frequency is not
known beforehand or can be varying with time. In this paper, we present a JCP method that consists
of a Doppler frequency classifier and a number of LSTM NNs trained at multiple Doppler frequen-
cies. Therefore, JCP can operate when the Doppler frequency is not known beforehand. JCP is
found to provide large improvements over standalone LSTM networks when the true Doppler fre-
quency is different from the one used during training. The impact of various parameters on the
performance of the JCP is studied. Numerical results illustrate the optimal NN parameters during
the JCP design for fading channels with the Doppler frequency in the range 0 ≤ fd ≤ 100 Hz.
This study shows promising results in fading channel predictions for future adaptive communica-
tion systems.
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ABSTRACT

16-ary amplitude phase shift keying (16APSK) is a candidate modulation for aeronautical mo-
bile telemetry because it has better spectral efficiency and lower sensitivity to adjacent channel
interference compared SOQPSK-TG. This paper compares the post-equalizer bit error rate per-
formance of 16APSK and SOQPSK-TG in the aeronautical mobile telemetry multipath channel.
The linear polarizations produced by the orthogonal dipoles in the receive antenna feed are com-
bined in two different ways: using a 90◦ hybrid coupler to produce RHCP or LHCP and maximum
likelihood combining. The first combining method is the common practice at test ranges and the
second combining method is new. The results show the following. First, 16APSK with MMSE
equalization outperforms SOQPSK-TG with CMA equalization for the RHCP and LHCP channels.
Second, 16APSK with MMSE equalization outperforms SOQPSK-TG with CMA equalization for
the maximum likelihood channels at moderate to high signal-to-noise ratios. For lower signal-to-
noise ratios, SOQPSK-TG shows the best performance. Third, 16APSK with MMSE equalization
operating the maximum likelihood combined channel outperforms SOQPSK-TG with CMA equal-
ization operating on the RHCP or LHCP channels.

INTRODUCTION

16APSK is a candidate modulation for improving spectral efficiency in aeronautical telemetry
application, specifically when compared to SOQPSK-TG. To be accepted as a common modulation
technique in aeronautical telemetry, the performance of 16APSK in real world scenarios such as
frequency selective multipath fading is required.

In this paper we evaluate and compare the performance of 16APSK and SOQPSK-TG modu-
lations, in the presence of polarization diversity and equalization in the receiver side. The constant
modulus algorithm (CMA) is used to adaptively equalize SOQPSK-TG signal, and a minimum
mean squared error (MMSE) equalizer is applied to 16APSK signal to take care of the channel
impairments. For each signal two diversity combining techniques will be examined and simulated,
the first one is combining the V and H polarizations in the receive antenna feed using a 90◦ hybrid
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coupler and the second is maximum likelihood (ML) combiner. The first combining technique is
the one currently used at most test ranges. The V and H polarizations combined using the 90◦

hybrid coupler are called circularly polarized signals. Most receive antenna produce two variants,
RHCP and LHCP. The second combining technique is new and was developed for 16APSK in [1].

The simulation results show that for both modulations, ML combining outperforms the com-
bining based on the 90◦ hybrid coupler. The computer simulation results also show that 16APSK
modulation outperforms the SOQPSK-TG modulation in terms of the BER when we compare the
RHCP and LHCP combined signals, and this is true for all the examined signal-to-noise ratios.
However, the ML combined signal with SOQPSK-TG modulation outperforms ML combined sig-
nal with 16APSK for the lower values of signal-to-noise ratio.

SYSTEM MODEL

Complex valued baseband representations [2] will be used in the development. The transmitted
signals, 16APSK and SOQPSK-TG, are described as follows:

• 16APSK is a signal of the form

s(t) =
∑
`

a`p(t− `Ts) (1)

where a` is the `-th transmitted symbol; Ts is the symbol time; and p(t) is a unit energy
square-root raised cosine (SRRC) pulse shape parameterized by the roll-off factor 0 ≤ α ≤ 1
[3]. The 16-APSK constellation is shown in Figure 1. The constellation is parameterized by
the ratio of radii γ = r2/r1 and the phase angle φ.

• SOQPSK-TG is a constant phase modulation (CPM) of the form

s(t) = ejφ(t;b) (2)

where φ(t;b) is the instantaneous phase that is a function of time and the bit sequence
b = b(0), b(1), . . . and is defined as

φ(t;b) = 2πh
∑
k

α(k)q(t− kTb) (3)

where h = 1/2 is the modulation index; Tb is the bit time; q(t) is the phase response usually
described as the integral of a frequency pulse f(t); and α(k) is the k-th modulating symbol
given by

α(k) =
1

2
(−1)k+1a(k − 1) [a(k)− a(k − 2)] (4)

where

a(k) =

{
−1 b(k) = 0

+1 b(k) = 1.
(5)

(4) and (5) also show how the modulating symbols are related to the bit values. The fre-
quency pulse spans 8 bit times and is elaborated in [4] (see also [5, 6]).
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Figure 1: The 16-APSK constellation with the DVB-S2 bit-to-symbol mappings

The receiver captures the two polarization states of the received signal. The multipath channel
is different in the two polarization states. This difference presents a form of diversity that can be
exploited to improve the performance of the equalizers. The polarization properties of multipath
scenario are discussed in the next Section. Applying diversity combining techniques, described
later in this paper, on the corresponding channel impulse responses leads to a combined signal that
is given by

r(t) = s(t) ? c(t) + z(t) (6)

where s(t) is the transmitted signal given by (1) or (2), ? is the continuous-time convolution oper-
ator, c(t) is the combined channel, and z(t) is a circularly-symmetric complex-valued wide-sense
stationary normal random process representing the additive noise. The autocorrelation of z(t) is a
function of the combining techniques described in the below.

POLARIZATION-DEPENDENT MULTIPATH PROPAGATION

The multipath scenario shown in Figure 2 is used in this paper. Two coordinate systems are
provided to be used, one is (x, y, z) Cartesian coordinate system, whose origin is shown in the
figure, and the second one is (x′, y′, z′), whose origin is center of the parabolic reflector. The latter
coordinate system is related to the former one by a translation along the x-axis and by a rotation
over the y-axis by the antenna elevation angle, that is a function of the height of the transmitter
antenna, height of the receiver antenna, and the ground distance (D) between the transmitter and
receiver antennas.

Low elevation scenarios such as the one shown in Figure 2 can be modeled by a channel
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Figure 2: The geometry of multipath propagation for a land-based test range in the Western USA

comprising three propagation paths: a line-of-sight (LOS) path, a specular reflection that models a
significant reflection from the ground in our scenario, and a diffuse scattering term that is basically
a number of weaker reflections due to the rough surfaces such as mountain sides.

Polarization state information is used in multipath propagation for the LOS, and specular re-
flection as explained in [7]. The diffuse scattering term is modeled based on both measurements [8]
and theory [9].

The transmitter is a vertically polarized antenna mounted on the bottom of the fuselage of an
airborne test article, the receiver is a parabolic reflector with a resonant cavity at its focal point. The
resonant cavity is equipped with a cross polarized dipole comprising vertically and horizontally
polarized antenna elements in the directions of z′ and y′ respectively. Putting all the terms together
channel impulse responses at the horizontally and vertically antenna feed outputs are as follows:

cy′(t) = cy′,0δ(t) + cy′,1δ(t− τ1) + cy′,2δ(t− τ2) (7)
cz′(t) = cz′,0δ(t) + cz′,1δ(t− τ1) + cz′,2δ(t− τ2). (8)

The received signals are also defined as

rH(t) = cy′(t) ? s(t) + zH(t) (9)
rV(t) = cz′(t) ? s(t) + zV(t) (10)

where s(t) is given by (1) or (2), ? is the continuous-time convolution operator, and zH(t) is a
circularly-symmetric complex-valued normal random process with zero mean and autocorrelation
function [2]

E{zH(t+ τ)z∗H(t)} = 2N0δ(τ), (11)

and zV(t) is a complex-valued random process with identical statistics but is independent of zH(t).

THE ANALYSIS AND SIMULATION RESULTS OF POLARIZATION DIVERSITY
COMBINING FOR 16APSK AND SOQPSK-TG SIGNALS

Our purpose here is the evaluation and comparison of the different combining techniques ap-
plied to 16APSK and SOQPSK in the mulitpath channel. The post-equalizer bit error rate is used
as the figure of merit. The systems include 16APSK and SOQPSK-TG modulators, demodulators,
corresponding detectors, and the two combiners will be elaborated in this section and the simula-
tion results will be presented. The combiners are 90◦ hybrid coupler combiner and ML combiner.
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Figure 3: Block diagrams of the two combiners for 16APSK: (a) the combining performed by a 90◦ hybrid
coupler to form an RHCP signal; (b) maximum likelihoood combining.

• A 90◦ hybrid coupler combiner for 16APSK and SOQPSK signals are shown in Figures 3
(a) and 4 (a) respectively. The combined signal in 16APSK structure will be matched to the
pulse shape filter after the noise addition, as shown in Figure 3 (a), however for SOQPSK
signal, the output of the combiner will be applied to the CMA equalizer after the noise ad-
dition and analog-to-digital converter. Almost all of the receive antennas deployed at test
ranges use a 90◦ hybrid coupler to construct the circularly (more accurately elliptically) po-
larized signals, designated RHCP and LHCP, from the linearly polarized (V and H) received
signals. This structure is developed for 16APSK modulation scheme in [1], which based on
it the development for SOQPSK-TG is straightforward.

• ML combiner in the structure of 16APSK and SOQPSK waveformes are shown in Figures
3 (b) and 4 (b). The combined signal in 16APSK structure will be matched to the pulse
shape after the noise addition as shown in Figure 3 (b), however again for SOQPSK signal,
the output of the combiner will be applied to the CMA equalizer after the noise addition
and analog-to-digital converter. This difference comes from different signal modeling of
linear and nonlinear wavwforms [2]. ML combiner is developed for 16APSK and SOQPSK
modulation schemes in [1] and [10] respectively.

The computer simulations are developed for the scenario shown in Figure 2, where the location
of the transmitter and receiver antennas, the specular reflection point G, the refractive index at
the specular reflection point, the ground distance between the transmitter and receiver antennas D
along with yaw, pitch, and roll rotation angles for the test article are indicated in Table 1. The
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Figure 4: Block diagrams of the two combiners for SOQPSK-TG: (a) the combining performed by a 90◦

hybrid coupler to form an RHCP signal; (b) maximum likelihood combining.

channel coefficients and corresponding delays in (7) and (8) for such a scenario are:

cy′,0 = 0.2319

cy′,1 = −0.2533 + j0.0000

cy′,2 = −0.0621− j0.0571
cz′,0 = 0.9543

cz′,1 = −0.9060− j0.0000
cz′,2 = −0.0639− j0.0256
τ1 = 8.251 ns
τ2 = 155 ns.

(12)

Note that cy′,2 and cz′,2 are calculated based on the realization of the random variable that describes
the vertically polarized component [11], [12]. The channel transfer functions (CTF) of cy′(t) and
cz′(t) are shown in Figure 5, then the corresponding CTF for RHCP and LHCP channels, and also
for ML channel are shown in Figures 6 and 7 respectively. The power spectral density of 16APSK,
and the power spectral density of SOQPSK-TG also are shown in Figures 5, 6, and 7.

BER curves are simulated for 16APSK and SOQPSK-TG modulations over all the channels
shown in Figures 6 and 7. The computer simulations parameters setting for the system designs
including 16APSK and SOQPSK waveforms are summarized in Tables 2 and 3 respectively. Note
that the 16APSK constellation parameters shown in Table 2 are those that minimize the peakEb/N0

required to achieve a performance goal [13].
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Figure 5: The transfer function of channels cy′(t) and cz′(t)

The simulated BER performance is shown in Figure 8. The results show that for both wave-
forms the ML combiner outperforms 90◦ hybrid coupler as the combiner to produce either RHCP
or LHCP signals. The results also show that 16APSK has a lower BER compare to SOQPSK-
TG waveform that we simulated when compare the performance of RHCP or LHCP channels
in terms of BER and this is true for all the LOS Eb/N0 values, however ML combined channel
with SOQPSK-TG waveform outperforms ML combiner channel with 16APSK waveform for the
lower values of LOS Eb/N0, but for the higher values of LOS Eb/N0 again 16APSK waveform is
a winner.

CONCLUSIONS

We compared the post-equlizer performance of the 16APSK to SOQPSK-TG in a frequency-
selective multipath environment. Two different polarization diversity combining techniques were
examined: the 90◦ hybrid coupler that produces the RCHP and LHCP outputs commonly used at
test ranges, and the ML combiner. The computer simulation results show that for both modulations
ML combining outperforms 90◦ hybrid coupler combiner. The results lead to the following con-
clusions. First, 16APSK with MMSE equalization outperforms SOQPSK-TG with CMA equaliza-
tion for the RHCP and LHCP channels. Second, 16APSK with MMSE equalization outperforms
SOQPSK-TG with CMA equalization for the maximum likelihood channels at moderate to high
signal-to-noise ratios. For lower signal-to-noise ratios, SOQPSK-TG shows the best performance.
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Figure 6: The transfer function of channels cR(t) and cL(t) shown in Figure 3 (a) and 4 (a)

Table 1: Geometry parameters corresponding to the scenario shown in Figure 2

Quantity Value

T (82139,−12521, 823) m
R (0, 0, 125) m
G (10831, 1651, 0) m
D 83,088 m

Refractive index at specular reflection 1.7321− j0.0007
pitch 15◦

yaw 5◦

roll 10◦
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Figure 7: The transfer function of channel cML(t) shown in Figures 3 (b) and 4 (b).

Table 2: The parameters used for the BER simulations of 16APSK.

Parameter Value

Bit rate 10 Mbits/s
Carrier frequency fc = 1485 MHz (L Band)
Equalizer and detector sample rate N = 1 samples/symbol
MMSE equalizer length 31 samples
Pulse shape SRRC with roll-off factor 50%
γ 2.46
φ π/12
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Figure 8: Simulated post-equalizer BER results using two combining techniques in the structures shown in
Figures 3 and 4.

Table 3: The parameters used for the BER simulations of SOQPSK.

Parameter Value

Bit rate 10 Mbits/s
Carrier frequency fc = 1485 MHz (L Band)
Equalizer and detector sample rate N = 2 samples/symbol
CMA equalizer length 31 samples
CMA step size 10−5

Carrier phase PLL BnTs = 0.01, ζ = 1
Timing PLL BnTs = 0.01, ζ = 1
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Third, 16APSK with MMSE equalization operating the maximum likelihood combined channel
outperforms SOQPSK-TG with CMA equalization operating on the RHCP or LHCP channels.
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ABSTRACT

The ionosphere has been both a hindrance and attraction of communication solutions that require
usage of the High Frequency (HF) band for propagation. While the ionosphere is able to propagate
signals at long ranges, it can also introduce significant distortion via multipath and fading. One
approach investigated by works in the literature as a means of helping improve communications
in the HF band has been the usage/design of MIMO systems. Cognitive equalization can be used
to further help mitigate these issues by using reinforcement learning to determine the optimal
equalizer configuration (i.e. tap length, filter type, etc.) for a specific channel. The objective of
this paper is to investigate the performance of cognitive equalization for a simulated 2x2 HF MIMO
channel when the Epsilon-greedy and Softmax Strategy algorithms are used to learn the optimal
equalizer structure when having access to Linear and Decision-Feedback equalizers in diversity
mode.

INTRODUCTION

The main feature of the High Frequency (HF) band (3-30 MHz) is enabling the usage of the
ionosphere to propagate long-range communications. This is ideal for applications that require
long-range wireless solutions to operate with low costs. However, one of the main difficulties of
operating in the HF band is that the ionosphere is also notorious for experiencing frequent fluctua-
tions and causing significant distortion (i.e. multipath, fading, etc.). This has motivated research in
applying techniques from signal processing and machine learning to mitigate these effects to make
the band more reliable. Examples of these areas include frequency selection [1], channel sounding
[2], and equalization [3].

An additional area of research that has been explored in literature is the usage/design of HF MIMO
systems. The following are some examples from the literature. Co-located antennas have been
presented as a means of facilitating the implementation of HF MIMO systems (e.g. [4] [5]) A full
physical layer outline for a 2x2 HF MIMO system to improve the functionality of an HF military
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standard (MIL-STD-188-110C Appendix D) is proposed in [6]. [7] presents an analysis on how
errors incurred from Minimum Mean Squared Error (MMSE) channel estimation can affect the
throughputs obtained by an HF MIMO-OFDM system. In [8], a long short term memory (LSTM)
network is configured for online learning to perform channel estimation in a 2x2 HF MIMO system
and is shown to be highly effective.

In this work, we apply the concept of cognitive equalization for 2x2 HF MIMO channels. Cog-
nitive equalization refers to the concept of using reinforcement learning to determine the optimal
configurations (i.e. tap length, step size, adaptive algorithm, filter type) for an equalizer for a spe-
cific channel. Cognitive Engines (CEs) are used to facilitate this learning of the optimal equalizer
settings. A CE is used to accomplish this because it “is an intelligent agent which observes the
radio environment and chooses the best communication settings that meet the application’s goal”
[9]. Whereas in previous works CEs have been used at the transmitter to learn optimal transmission
parameters (e.g [9] [10] [11]), when implementing cognitive equalization, CEs are used at the re-
ceiver. We have previously employed our cognitive equalization techniques in a single input single
output (SISO) context for HF channels in [12] and [13]. In this work, we analyze the performance
of these techniques in a MIMO setting, under different HF channel conditions. We also assume
that diversity mode is being operated, where each stream generated on the transmit side consists of
the same data.

A similar topic was covered in [14] where two approaches were presented for finding the optimal
equalizer configuration for HF MIMO channels when having access to a zero-forcing equalizer,
MMSE equalizer, and the Maximum Likelihood technique. The first approach identifies the equal-
izer that attains the lowest bit error rate (BER) and uses a genetic algorithm to learn the optimal
equalizer parameters for it. The second approach uses brute force to identify the equalizer that
attains the lowest BER and then uses Q-learning to continuously adapt the equalizer’s parameters
to obtain additional performance improvements. If the BER of the equalizer exceeds a certain
threshold, the approach then starts over. In this work, different algorithms are used for learning
the equalizer parameters and they do not identify the best equalizer first but attempt to learn over
time which of the available equalizer settings provide an optimal performance for the given chan-
nel. Additionally, this work uses two equalizers (linear and decision-feedback) in diversity mode
whereas [14] uses them in spatial multiplexing mode (i.e. the streams of data sent on both anten-
nas are distinct). Lastly, instead of using BER as the feature for characterizing options, we use a
feature called the average minimum distance, which will be explained later.

This paper is structured as follows: First, background is provided on the cognitive engines used in
this work. Then, the equalizers used in this work are explained. Afterwards, the structure of the
simulations performed in this work is described, and an analysis of the results obtained from these
simulations is presented. Finally, the results from this paper are summarized and future directions
are also discussed.
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COGNITIVE ENGINES

In this work, we use reinforcement learning algorithms to function as CEs. The purpose of rein-
forcement learning is to help a user (often referred to as an agent) learn how to achieve a certain
objective. Specifically, rewards are used/assigned based on a particular action chosen to help the
agent determine which actions can best accomplish this objective. The goal of reinforcement
learning is to manage an effective balance between exploring and exploiting so that the best set
of actions can be determined optimally. Exploring refers to choosing a new action, and exploiting
refers to choosing the best action out of the ones explored [10]. The following is an overview of
the CEs used in this work.

A. Algorithms

The ε-greedy algorithm is a simple approach to solving this problem. Under this technique, an
agent will explore with probability ε and exploit with probability 1− ε [15]. The Softmax Strategy,
however, initially assigns each available action an equal probability of being used. It then uses the
rewards an action obtains to either increase/decrease the probability of it being chosen [15]. The
probabilities are calculated as shown [9]:

Pk =
eµk/T∑
i e
µi/T

(1)

where Pk represents the probability of choosing the kth action, µk represents the average reward
obtained by the kth action, and T (referred to as the temperature) manages how much explo-
ration/exploitation is performed. Specifically, a higher value of T corresponds to more exploration
while a lower value of T corresponds to more exploitation [15].

B. Rewards

In efforts such as [9] and [11], the objective of the CEs have been to maximize throughput. This
makes sense because in these works, the CEs have been employed to find optimal transmission
configurations. In this application, and in our previous publications on cognitive equalization
[12][13], the CEs are implemented at the receiver with the objective of minimizing errors. To
make this objective achievable, the metric used as the reward in this effort is a unit called the
average minimum distance. This value is calculated by recording the distances from the received
symbol to the symbol assigned by the slicer, taking their sum and then dividing it by the number
of bits processed. Thus, like in our previous efforts [12][13], the CEs are tasked with finding the
equalizer configurations that minimize the average minimum distance.

DIVERSITY EQUALIZERS

This work assumes a 2x2 HF MIMO system operating in diversity mode, meaning that each trans-
mitter sends the same data in order to reduce the measured BERs. It’s also assumed that the CEs
have access to two equalizers, linear and decision-feedback (i.e. DFE), operating in diversity mode.
This section specifies how these two equalizers are implemented in this work.
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Figure 1: Abstracted representation of Diversity Linear equalizer in the case of 2 antennas proposed in [16].
Original image/full representation can be found in [16]

Figure 2: Abstracted representation of Diversity DFE in the case of 2 antennas proposed in [18]. Original
image/full representation can be found in [18]

C. Linear Diversity Equalizer

The linear diversity equalizer used in this work is based on the design proposed in [16]. Figure
1 outlines how the linear diversity equalizer is implemented for the case of two antennas in this
work. Essentially, each receiver acts as a separate feedforward filter and processes one of the two
incoming streams. The outputs of the two filters are then summed and passed to the slicer to make
a decision as to what symbol the resulting value should be assigned to. The authors of [16] also
specify that the weights of the filters can be adjusted using an adaptive algorithm. While [16]
considers a delay in the training sequence, for ease of simulation, we do not.

D. DFE Diversity Equalizer

A DFE configures a slicer to make decisions on the difference between the outputs of a feedforward
filter and a feedback filter, where the feedback filter is used to process prior decisions made by the
slicer [17]. The diversity DFE used in this work is based on one of the designs proposed in [18].
Figure 2 outlines how the diversity DFE is implemented for the case of two antennas in this work.
A feedforward filter is used for each incoming stream; however, only a single feedback filter is used
in the equalizer. The outputs of the feedforward filters are summed together while the output of the
feedback filter is subtracted from this sum. This result is then passed into the slicer. The authors
of [18] also specify that the weights of the filters can be adjusted using an adaptive algorithm.
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NUMERICAL RESULTS

E. Setup

In this section, we present results on simulations of our cognitive equalization techniques in a 2x2
MIMO channel under different HF conditions. The CEs were implemented in Matlab as well as the
equalizers [15][17][19] [20]. To simulate the HF channel, a built-in model available in Matlab was
used. The model is a standardized version of the Watterson Model [21]. These channel conditions
were then fed into Matlab’s built-in MIMOchannel function to simulate a 2x2 HF MIMO Channel.
The sampling rate is set to 6400 Hz, and it’s assumed that there is no spatial correlation between
the antennas. The HF channel conditions used in this work are summarized in Table 1.

Table 1: ITU Channel Model Specifications from [22]

Channel Condition Delay Spread Frequency Spread
Mid Latitude, Quiet (MQ) 0.5 ms 0.1 Hz

Mid Latitude, Disturbed (MD) 2 ms 1 Hz

Baseband BPSK modulation was assumed for all experiments. 1000 frames were sent for each
SNR. Each frame consisted of a training sequence and testing sequence that each contained 500
symbols. A 1

2
rate convolutional code was applied separately on the training and testing sequences.

Each of the cognitive engines had a choice of linear and decision-feedback diversity MIMO equal-
izers. Additionally, each of the cognitive engines have a choice of using either the Least Mean
Square (LMS) or Recursive Least Squares (RLS) algorithms for adapting the weights of the equal-
izers. The step sizes/regularization factors available for each configuration are 0.01, 0.001, and
0.0001. The forgetting factor for each of the RLS configurations is fixed at 0.99. As for the CEs,
ε was set to 0.1 and T was set to 0.01. The tap lengths that the CEs could choose ranged from
10 to 60 in increments of 5 (i.e. 10,15,20,...). Each filter in the same equalizer configuration used
the same number of taps (i.e. for a choice of a decision feedback equalizer, each of the two feed-
forward filters and the feedback filter had the same number of taps). Additionally, each filter in
the same equalizer configuration used the same step size/regularization factor (i.e. for a choice of
a decision feedback equalizer, the two feedforward filters and feedback filter used the same step
size/regularization factor listed in that specific configuration).

All of these different attributes resulted in the CEs having a choice of 132 configurations. Zero-
padding was also assumed for all equalizers when processing the testing sequences. Each of the
results compare the CEs to a “fixed” equalizer, where we mean that the equalizer is still adaptive
(i.e. weights can be learned) but its structure cannot change. The fixed configuration consists of
having 10 feedforward taps, 10 feedback taps (in the case of a DFE), and a step size/regularization
factor of 0.01. Four fixed configurations are considered in each of the simulations: an LMS diver-
sity linear equalizer, LMS diversity DFE, RLS diversity linear equalizer, and RLS diversity DFE.
These configurations are also included in the set of possible options for the CE to select. The per-
formance of the CEs for the first 500 frames at each SNR was not recorded in order to give them
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Figure 3: Performance of cognitive equalizers for Mid-Latitude Quiet Channel

a chance to learn what the optimal choices were. To be consistent, the performance of the fixed
equalizers were also not recorded until after the 500th frame at each SNR.

F. Analysis

Figure 3 shows the results of the fixed and cognitive equalizers for the Mid-Latitude Quiet chan-
nel. The figure indicates that at higher SNRs, the Softmax Strategy CE is able to attain comparable
performances to the fixed LMS and RLS diversity equalizers, with the exception of 12.9897 and
14.9897 dB. At lower SNRs, the Softmax Strategy is also able to attain a comparable perfor-
mance to the fixed equalizers, with the exception of 3.9897, 5.9897 and 6.9897 dB for the Softmax
Strategy. However, the CEs are selecting their configurations without any prior knowledge of the
channel. Thus, the fluctuations in their performance may be due to the exploration cost incurred
when trying out different equalizer configurations. Additionally, in this channel, it seems that the
ε-greedy CE seems to generally have the worst performance of the cognitive engines and the fixed
equalizers. This implies that as a result of ε being set to 0.1, to do more exploitation, the CE seems
to be stuck frequently on suboptimal options. This indicates that the value of ε may need to be
strategically adjusted to ensure a better performance. One possible method to improve this would
be to use the annealing version of the epsilon greedy algorithm (as used in [11]) where the value
of epsilon gradually decreases from a relatively high value (approximately 1) to a low value to
encourage more exploration initially and more exploitation as time progresses. This is left as a
future task.

Figure 4 shows the results of the fixed and cognitive equalizers for the Mid-Latitude Disturbed
channel. The figure indicates that the fixed equalizers, which are the same fixed configurations
used in Figure 3, attain a worse performance due to the channel quality degrading. However, the
two CEs are able to attain performances better than the fixed equalizers in this channel. This in-
dicates that the CEs are able to select configurations that outperform the fixed equalizers. Figure
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Figure 4: Performance of cognitive equalizers against fixed equalizers for Mid-Latitude Disturbed Channel

4 also indicates the motivation for employing cognitive equalization. Albeit the CEs could only
obtain a performance close to the fixed equalizers in the Mid-latitude Quiet channel, which does
not have a significant amount of distortion (see Table 1), Figure 4 indicates that in a more de-
graded channel the CEs are able to learn more effective configurations while the performance of
the fixed equalizers are significantly degraded. This shows the need for being able to modify an
equalizer’s structure (i.e. tap lengths, step size, adaptive algorithm, filter type), in addition to the
actual values of its weights. Additionally, the CEs are able to attain this performance without any
prior knowledge about the channel.

It’s interesting to note that the linear diversity equalizers seem to consistently outperform the diver-
sity DFEs in the Mid-Latitude Disturbed channel. Specifically, the LMS and RLS linear equalizers
outperform the LMS and RLS DFEs respectively. Additionally, in the Mid-Latitude Quiet channel,
a similar trend (with some exceptions compared to the Mid-latitude Disturbed channel) can also
be observed. Further investigation is needed to determine why this is occurring.

CONCLUSIONS

In this paper, an analysis was presented on using reinforcement learning to determine the optimal
settings for an adaptive equalizer for 2x2 HF MIMO channels, operating in diversity mode. The
results indicate that in good channel conditions, the CEs may struggle more to attain comparable
performance. However, as the channel quality degrades, the CEs are able to determine equal-
izer configurations that obtain a better performance compared to an adaptive equalizer that cannot
change structure. This is also considering that the CEs are not using any a-priori knowledge about
the channels to make decisions. Future work will include implementing equalizers that operate
in spatial multiplexing mode, where each transmitter sends a different stream of data to increase
throughput, and incorporating them as choices that the CEs can access. An additional objective
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will be to observe if machine learning methods can also be used to improve channel estimation in
the HF band.

ACKNOWLEDGEMENTS

This project was partially supported by the NSF funded Broadband Wireless Access Center (BWAC)
under Award No. 1822071, and the Department of Energy/National Nuclear Security Administra-
tion under Award No. DE-NA0003946.

REFERENCES

[1] X. Liu, Y. Xu, Y. Cheng, Y. Li, L. Zhao, and X. Zhang, “A heterogeneous information fusion
deep reinforcement learning for intelligent frequency selection of hf communication,” China
Communications, vol. 15, no. 9, pp. 73–84, 2018.
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ABSTRACT 

 

 

The global aviation industry has been massively impacted by the COVID crisis which lead to a 

collapse of the traffic and urged the need for a climate-neutral aviation. The sector is undergoing 

great mutations with the emergence of an urban air mobility based on eVTOL modules, electric 

and hydrogen airplanes for the short –haul transport and fuel efficient engines combined with 

sustainable aviation fuels for the long-haul flights. For years, Safran Data Systems’s turn-key 

solutions for data collection, recording, transmission and processing have given aircraft 

manufacturers an edge on their flight test campaigns. Based on its expertise Safran Data Systems 

aims at assisting aircraft manufacturers in the validation and certification of tomorrow’s concepts 

by expanding its portfolio on flight test instrumentation solutions for electric, hydrogen and 

emission efficient aircrafts. Proof-of-concepts are conducted to explore new innovative solutions 

such as HVDC electrical systems monitoring. 

 

Keywords: Carbon-neutral aviation, FTI, FBG, Wireless, HVDC 

 

 

INTRODUCTION 

 

 

A couple years ago, Zodiac Data Systems joined Safran Group and became Safran Data Systems 

(SDS). As of today, Safran Data Systems is a world leader in instrumentation for aerospace 

testing and telemetry and provides Flight Test Instrumentation (FTI) solutions to aircraft, 

rotorcraft, missiles and launchers. Among other equipment, Safran Data Systems portfolio 

includes Data Acquisition Units (DAU, XMA series), recorders (MDR series), transmitters 

(DTRDM), antennas (COMTRACK, SPARTE series), receivers (RTR, RX-1), and a 

configuration & visualization software (eZ / eZ Processing). This unique set of equipment allows 

Safran Data Systems to ensure both data collection in flight and real time data transmission to the 

ground. For the years, Safran Data Systems flight test equipment has enabled the maturation and 

certification of many civil and military aircraft.  

 

mailto:mathilde.barree@safrangroup.com
mailto:ghislain.guerrero@safrangroup.com


Safran Data Systems continually explores new technological fields and investigates market needs 

to provide the most relevant, high-performance, easy to install and low intrusive FTI solutions. 

Furthermore, Safran Data Systems benefits from other Safran companies’ expertise – i.e. 

Electrical & Power, Electronics & Defense, Safran Tech, Aircraft Engines … - through 

partnerships and projects collaboration. Lately, Safran Data Systems has put a strong focus on 

developing FTI solutions to address specific needs of low carbon aircraft. Series of projects are 

launched to expand the company’s portfolio and to support the global effort of reducing aviation 

climate impact. 

 

This paper presents three projects conducted by Safran Data Systems that address major pain 

points in the validation and certification of low-carbon aircraft concepts, may they be VTOL, 

civil helicopter, electric airplanes, hydrogen airplanes or fuel efficient airliners. 

 

 

TOWARD A CLIMATE NEUTRAL AVIATION 

 

 

In the last past months, many breakthrough projects were unveiled by aircraft and engines 

manufacturers. New technological bricks are studied to shift toward a more sustainable air traffic 

that enables territories connections, supports economic growth while relying on carbon-neutral 

vehicles. Different concepts are suggested for each range to meet the needs and expectations of 

civil society. 

 

A new kind of air mobility is emerging at the scale of cities. Start-ups and legacy actors from the 

aeronautical and automobile industry are working on urban air mobility vehicles that are referred 

as Air Taxis, e-S/VTOL, Personal Aerial Vehicles, Flying cars or Air Cargo. These new aerial 

vehicles are designed to transport passengers (incl. emergency services) and goods across urban 

areas. The propulsion is mainly performed by low noise electric motors to address pollution and 

noise issues within cities. Although many uncertainties remain regarding technical choices and 

business models, the industry attracts many investors and first commercial flights could occur 

during Paris Olympic Games. 

 

 

FIG. 1: First flight of Volocity (Volocopter VTOL) at Bourget airfield on the 21
st
 of June 2021 

 

© Volocopter 



By adopting a VTOL configuration and enabling emergency services to intervene in urban areas, 

UAM vehicles display many similarities with civil helicopters. Both segments can leverage key 

learnings from one program to another. For instance, the research on future civil helicopters 

includes increased autonomy but also electric hybridization and the use of alternative fuels. 

 

The research regarding domestic and short range flights then focuses on (hybrid-) electric and 

hydrogen propulsion. For electric propulsion, the idea would be to generate thrust with electric 

motors combined with e-propellers. In such configuration, electricity could be generated by 

electrochemical systems such as batteries (Li-ion, Li-sulfur …) or fuel cells (PEM FC). As 

electrochemical systems are limited by low levels of energy density, some manufacturers rather 

bet on hybrid-electric propulsion and add a turbogenerator or turboprop to support electricity 

generation and/or thrust. Last by not least, Airbus announced working on an aircraft whose 

propulsion would be performed via by hydrogen combustion in a compatible turbomachine [1]. 

A few months after Airbus’ announcement, GE Aviation and Safran unveiled the CFM RISE 

(Revolutionary Innovation for Sustainable Engines) program to conceive the next generation of 

single-aisle aircraft engine which should be compatible with alternative fuels such as hydrogen 

[2].  

 

 

  
 

 

 

The final focus concerns long-range flights. The 

reduction of aviation carbon footprint on this 

segment should be achieved by optimizing 

airliners architectures, engines and flights 

trajectories, by using sustainable aviation fuels 

(SAF) and by electrifying aircraft systems. 

Aircraft manufacturers are working on new 

designs (such as BWB, BLI, biomimicry …) and 

new materials (such as composites) to reduce 

induced drag, lighten the structures and reduce 

fuel consumption. At the same time, engines 

manufacturers are studying advanced engines 

configurations to reduce aircraft fuel 

© EcoPulseTM © Airbus 

FIG. 2: EcoPulse hydrid-electric 

demonstrator developed by Daher, Safran and 

Airbus with the support of France’s CORAC 

FIG. 3: Airbus ZEROe turboprop 

hydrogen aircraft concept 

FIG. 4: CFM RISE (Revolutionary 

Innovation for Sustainable Engines) program 

launched by GE Aviation & Safran 

© CFM  



consumption and CO2 emissions. For instance, the RISE program should include open fan 

architecture, hybrid electric capability and be a 100% compatible with SAF [2]. 

 

 

INNOVATIVE ROTOR FTI USING WIRELESS TECHNOLOGIES 

 

 

In the frame of European “Cleansky 2” call for partner (JTI-

CS2-2017-CFP06-FRC-02-27), Safran Data Systems is 

developing a wireless solution to instrument, in a low 

intrusive way, Airbus Racer’s rotors. The Racer (Rapid And 

Cost Efficient Rotorcraft) is a helicopter demonstrator. The 

program is conducted by Airbus Helicopters and was first 

unveiled in 2017. The Racer includes Safran innovative eco-

mode hybrid-electrical system which allows fuel saving and 

adopts a particular configuration that contributes to lowering 

its operational acoustic footprint [3].  

 

 

 

To support the maturation of the demonstrator, Safran Data Systems launched the HIRIS project 

(Helicopter Innovative Rotating Instrumentation System) dedicated to flight test operations on 

the Racer’s rotors. This project aims to solve one major issue for helicopters testing which is the 

transfer of a large amount of data between the rotating parts and the fuselage. This pain point is 

associated with three major technical challenges: first, ensuring a reliable data transfer between 

the two parts of the helicopter (lossless data link, highly isochronous and accurate data 

measurement), second, delivering the necessary power supply to the equipment mounted on the 

rotating parts and third, reducing as much as possible the intrusiveness of the instrumentation 

system and easing its installation on the test vehicle. 

 

To ensure data transmission and synchronization, a new module, referred as the XMA-WLS, was 

developed. This module is meant to be inserted in an XMA Data Acquisition Unit (DAU). The 

XMA-WLS leverages two well-known technologies which are WIFI and IR-UWB (Impulse 

Radio Ultra WideBand). WiFi technology is used for large data transfer while IR-UWB is used 

to implement a “PTP IEEE1588 like” protocol and ensure a robust synchronization (from 50ns in 

the lab to 150ns typ. in the field). The two radio signals are combined by an innovative diplexer 

minimizing signal losses while allowing the use of a single antenna. The power supply of the 

DAU is then performed using a smart inductive power system which displays a yield of more 

than 50%, very limited side radiations and a permanent digital monitoring of the energy transfer 

[4]. 

 

Most acquisitions on the rotors are strain gage acquisitions which are made, for the Racer testing 

campaign, with an XMA-ABC module. This module can support full-bridge, half bridge and 

quarter bridge acquisition on the same module providing 8 independent channels. To ease even 

more strain gauge acquisition, Safran Data Systems is currently working on a new XMA module 

© Airbus 

FIG. 5: Airbus RACER 

demonstrator 



based on Fiber Bragg Grating technology. This low intrusive and innovative technology is 

detailed in the next section. 

 

In addition, an XMA variant, called the XMA Rotor, was developed to optimize the form factor 

of the DAU for rotary parts. The XMA Rotor is a XMA stack in a cylindrical shape that is 

balanced to enable the instrumentation of rotary parts.  

 

Beginning 2021, the very first prototype of HIRIS was delivered to Airbus Helicopter. An 

intensive successfully laboratory test campaign was performed Q1 2021 and “on board” ground 

test and 1st ground run were successfully performed beginning of June 2021. In addition, on the 

7
th

 of June 2021, a complete flight envelope of the H175 was conducted and demonstrated 

stability and operability of HIRIS in flight. More flight tests are to be conducted until the end of 

July 2021 [4]. 

 

 
 

FIG. 6: Some illustrations on HIRIS installation on main rotor H175 [5] 

 

 

FIBER BRAGG GRATING FOR STRUCTURAL HEALTH MONITORING (SHM) IN 

FLIGHT  

 

 

Safran Data Systems keeps mapping different sensing methods for aviation available on the 

market to stay up to date and offer a cutting-edge FTI to aircraft manufacturers. In this context, 

Fiber Bragg Grating (FBG) sensing systems were identified be of great interest to conduct flight 

test campaigns on aeronautical structures. 

 

A FBG system is composed of a sensor and an optical interrogator. A FBG sensor consists of an 

optical fiber that contains microstructures - called FBG - engraved periodically in its core. The 

© Airbus Helicopters  



microstructures modulate periodically the refractive index of the core and allow the transmission 

of some wavelengths and reflect others. The periodicity of the FBG defines which specific 

wavelength gets reflected. Any elongation or contraction of the fiber changes the periodicity of 

the FBG and leads to a specific wavelength shift of the light reflected at the FBG. In this way, 

the Bragg sensor can function as strain or temperature sensors. A fiber contains several FBG 

engraved which each acts as specific sensing points. For instance, the small compressor blade in 

figure 7 is instrumented with a FBG sensor that includes 14 sensing points. 

 

 

 

FIG. 7: Small compressor blade 

instrumented with a FBG sensor in 

the frame of SDS POC 

FIG. 8: Visualization under eZ Processing of 

different constraints applied on the small 

compressor blade (cf. FIG. 7) using a FBG sensor  

- color gauge representation 

FIG. 9: Visualization under eZ Processing of different constraints applied on the small 

compressor blade (cf. FIG. 7) using a FBG sensor - µe as a function of time 



FBG systems are very interesting to monitor structures in flight and obtain a mesh of the 

different constraints applied in terms of strain and temperature. FGB sensors are low intrusive 

and could be integrated directly in between composite layers as composite materials get more 

and more used in aviation. Moreover, aircraft manufacturers are increasingly working on 

disruptive architectures to reduce aircraft fuel burnt. Thus, there are major stakes regarding 

structural, aerodynamic and thermal analysis on vehicles in flight. 

 

In order to take advantage of FBG systems on future flight test campaigns, Safran Data Systems 

is working on the integration of an optical interrogator in its DAU with the development of a 

specific module. The first use-case anticipated for this solution would be to associate it with the 

latest wireless technologies (efficient power, resilient data, and high synchronization) in the 

HIRIS project in order to offer accurate rotor blade monitoring during flights. FBG sensing also 

offers interesting opportunities to instrument hydrogen pipelines and distribution networks. 

 

 

FIG. 10: Illustration on a XMA including a FBG module and fiber to monitor rotor blades 

constraints 

 

 

FTI FOR ELECTRICAL SYSTEMS MONITORING 

 

 

As mentioned in the first section, aircraft propulsive and non-propulsive systems are increasingly 

relying on electricity. As a consequence, the total amount of electric power needed rises. As of 

today, the main electric source of an aircraft comes from the turbojet engines coupled with 

generators which produce a 3-phases 115V to 230V alternative current (AC). Batteries are also 

encountered, mainly for short term action, and deliver 28V direct current (DC). Should 

electricity be used for propulsive systems of light aircraft, the voltage on board could reach 

800V. As the main trend consists in by-passing fossil fuels to limit aviation contribution to 

climate forcing, electricity generation should mainly come from electrochemical systems, 

generating DC and HVDC.  

 

In order to enable a smart monitoring of electrical systems in flight, Safran Data Systems is 

working on an end-to-end FTI solution dedicated to electrical systems. The solution developed 

aims to monitor 3-phases AC, DC and HVDC and to assess the quality, stability and safety of 

electrical systems in flight. A Proof-Of-Concept (POC) is currently conducted by Safran Data 

Systems Innovation Cell to investigate the technical feasibility of the project. The POC is 

composed of a XMA acquisition module, a XMA processing module and a XMA Ethernet 



module. The acquisition module gathers current and voltage data while the processing module 

processes the electrical signals to extract relevant information. The Ethernet module is then used 

to send in real time the tests results to a computer on eZ Processing - SDS configuration & 

visualization software – to oversee the running of the tests. At the end of the tests, eZ Processing 

displays of small report pointing unusual and hazardous events on the electrical system 

monitored. 

 

In order to monitor HVDC systems, Safran Data Systems partners with Safran Electrical & 

Power (SEP). The idea is to combine SDS FTI equipment with SEP innovative current and 

voltage sensors. SEP current sensors are based on both the Neel effect and Rogowski coil. They 

are low intrusive and allow measuring both high and low current with high levels of precision. 

This new generation of sensors overcomes many limitation encountered with shunt and Hall 

Effect sensors. In the frame of SDS POC, the XMA acquisition module is connected to one of 

SEP current sensor. 

 

Regarding the processing of the electrical signals, many functions were implemented in the 

dedicated XMA module. For instance, the period, amplitude, RMS (Root Mean Square), crest 

factor or powers (active, apparent, power factor) are computed in real time. In addition, a 

frequency analysis is available that includes a FFT and the calculation of the THD (Total 

Harmonic Distortion). Finally, the processing module includes an events detection system that 

raises a red flag in case of abnormal behavior of the electrical systems. This includes voltage 

saturation, frequency imbalance between the voltage and current channel, abnormal value of the 

fundamental frequency and so on. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FIG. 11: SDS POC regarding FTI for electrical systems 
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CONCLUSION 

 

 

This paper illustrates some innovative projects conducted by SDS to support aircraft 

manufacturers in the maturation of ambitious carbon-neutral concepts. The innovations presented 

address a great variety of FTI pain points: data transmission in a rotorcraft, composite SHM 

using FBG sensors and electrical systems safety.  
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GLOSSARY 

 

BLI: Boundary Layer Ingestion 

BWB: Blended-Wing-Body 

DAU: Data Acquisition Unit 

FBG: Fiber Bragg Grating 

FTI: Flight Test Instrumentation 

HIRIS: Helicopter Innovative Rotating Instrumentation System 

HVDC: High Voltage Direct Current 

PEM FC: Proton Exchange Membrane Fuel Cells 

POC: Proof-Of-Concept 

RACER: Rapid And Cost Efficient Rotorcraft / Airbus Helicopter demonstrator 

SAF: Sustainable Aviation Fuels 

SDS: Safran Data Systems 

SEP: Safran Electrical & Power 

SHM: Structural health monitoring 

UWB: Ultra WideBand 

VTOL: Vertical Take-Off & Landing  

XMA: Safran Data Systems Data Acquisition Unit  
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Title:  Agile and the Model Based Revolution in Test and Evaluation 
 
The demand for an Agile approach to meeting mission capability requirements is a 
significant driver in the model based revolution in Test and Evaluation. Factors driving 
Agile, and consequently Model Based Test and Evaluation (MBTE), include the 
customers’ need to quickly adapt to changing mission requirements and the competitive 
need to be faster, more efficient, and cost effective. Currently, there is an industry-wide 
move to adopt Agile practices throughout system development, including the adoption 
of Agile practices in the Test and Evaluation phase of the Systems Engineering cycle. 
MBTE enables Agile by ensuring requirements are captured and traced, allowing 
workflows to be streamlined, and making it possible to quickly update test cases to 
adapt to changing requirements.  
 
MBTE strategies involve automation of the T&E process.  These strategies include 
developing validated models of systems under test using complex and accurate digital 
twins, and building a continuous digital thread to facilitate automated approaches to 
gathering and analyzing test requirements and test results.  
 
In addition to applying Agile practices and MBTE strategies to the article under test, 
these practices and strategies should also be applied to the test instrumentation 
installed on the test article. Model Based Instrumentation (MBI) will make it possible to 
optimize data collection and data analysis processes for efficiency, as well as ensuring 
the ability to adapt to changing requirements throughout the development cycle. 

 
How will MBTE in general, and MBI in particular, revolutionize the way we do test?  Can 
we use the digital thread to model instrumentation and data analysis requirements to 
predict cost and schedule as the requirements (measurands) increase or decrease?   

The simple fact of reducing or minimizing the number of measurands will most certainly 
reduce the cost and allow for schedule improvements, but may not allow you to verify 
the requirements.  This tradeoff has always been difficult in today’s challenging budget 
and development scenarios.   

What if a validated model of the system under test existed?  Could a digital twin be used 
to model the instrumentation as well? The instrumentation location as well as orientation 
could be assessed prior to purchase or installation of a single sensor.  Data provided to 
the responsible engineer would be analyzed to validate the instrumentation location as 
well as orientation, minimizing the rework and moving “Test” to the left side of the 
System Engineering “V”.  (See diagram below) 
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Placing instruments digitally is the next step in MBTE.  Then, automating predictions for 
rapid assessment of design changes.  Finally, developing a digital twin for each 
instrument.  

Let us think strategically and consider a loftier implementation of using MBTE for 
instrumentation.  We define and refine our instrumentation and data analysis 
requirements by using the model of the system under test.  We create a digital twin of 
the instrumentation used to measure and validate the requirement.  Model Based 
Instrumentation (MBI) is a term coined by the United States Air Force Test Pilot School 
(USAF TPS) to facilitate a robust testing process.  
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Using the USAF TPS principal, we plan the test using the requirements as well as 
lessons learned.  We design the test.  This step utilizes test planning tools as well as 
identifies the need for instrumentation.  In coordination, expected test results are fed 
back to assess the test design.  Finally, the test is executed, followed by analysis.    

What steps could we use MBTE to improve or automate our processes? 

During the “test planning” phase, all instrumentation installations could be linked to 
requirements.  Then when we design the test, we could use model based instruments 
with change managed in a product lifecycle management software (PLM). 

Automated predictions could allow for rapid assessment of redesign.  Finally, the test is 
executed, and each instrument would have a digital twin. We follow test execution with 
model based analysis using automated reporting.    

Instrumentation is on the verge of this sort of implementation in every step of the test life 
cycle.  We already have general correlation tools for PLM workflow updates, but the 
Computer Aided Design (CAD) model is often disjointed and is often spread across 
different systems or versions.   

Tracing the need for instrumentation and test specification design revisions back to the 
program requirements is difficult or impossible.  Converting paper based test 
specifications, instrument placement, test plans and specifications is tedious and error 
prone.  The next step is to link each installation to its requirements. Using Model Based 
Instruments with change managed in PLM and using commercial off the shelf (COTS) 
tools to managing these workflows in PLM can eliminate these challenges. Do not go it 
alone. Commercial companies like Design Automation Associates Inc. (DAA) provide 
software as a service that will teach you how to customize configuration management 
tools like TeamCenter to build in digital automation.  

The use of models has been around in the aerospace community for decades.  Up until 
now, models have primarily been used for the design of the system(s) under test.  

Test Planning

•Requirements

•Lessons Learned

Test Design

•Instrumentaiton

•Test Plan

Prediction

•What do we expect?

•Refine Design

Execution

Analysis

•Correlate Results

•Generate Report
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MBTE forces “Test” to consider how to take advantage of modeling and simulation in 
other areas within T&E.  The goal being to realize the benefits and efficiencies of 
modeling and simulation during test.   
 
For example, flight test presently models the flight test itself, using expensive simulators 
to pre-fly (rehearse) each mission.  Flight cards are developed prior to the rehearsal, 
and fine-tuned/iterated during the rehearsals prior to actual flight.  MBTE allows test 
card iteration and fine tuning prior to rehearsal, maximizing rehearsal effectiveness.  
MBTE also enables higher fidelity rehearsals, which could reduce flight test time or 
effectively make more test time available for high complexity/high payback testing.  
Flight test is an expensive activity.  MBTE enables refinement and achievement of test 
points to reduce the high cost of limited range time and test resources.  Using MBTE for 
card development and rehearsals could maximize the productivity of flight test by 
reducing risk of inefficient or wasted flight test time.   
 
An example of MBTE in Test is live virtual constructs:  real flight test operating with a 
mix of modelled and real world platforms and assets.  Test creates vast live virtual 
simulations of the expensive and ever changing range assets that are used to simulate 
threats.  In these constructs, both real and virtual assets fly against virtual/simulated 
threats.  The real system under test reacts to the simulated threats to test the response 
of the mission system.   
 
The use of live virtual constructive environment is an example of how the test 
community is embracing MBTE.  Recent large scale development and operational 
programs (for example, F-22 and F-35) use live virtual constructs as part of operational 
test. 
 
How will instrumentation and data processing embrace MBTE?  Will MBTE define and 
refine our instrumentation requirements and data analysis requirements?  Yes, MBTE 
defines the instrumentation requirements even now.  Using Agile principles, we look for 
tools to help digitally tie instrumentation back to requirements. 

One Agile principal is: simplicity, the art of maximizing the work not done.   

 The Agile mindset tracks progress based on test objective complete or work 
done.  Progress is measured in terms of product delivery.  Remembering that 
only when we have test results documented do we have something that is of 
value to our customers.   

 Focus is on prioritizing the work of value to the customer and working on the 
priority tasks first verses limiting the scope of the work.  We create increments of 
products as a measure of the true progress.  
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An example of this Agile principal is using completed test objectives with analyzed test 
results as the product, then using the analyzed test results for that test objective as the 
mechanism for tracking progress.  

Let us apply the Agile process to overcome typical problems encountered during the 

test phase of system development.  Given that value in test is the demonstration of 

capability, development, and verification of operating procedures, and the early 

discovery of problems, typical problems include: 

 Delivering outdated products (minimized by Agile rapid cycle times) 

 Existence of impossible to meet requirements (minimized by MBT&E even before 
flight test) 

 Too many requirements that do not add value (minimized by the Agile sprint 
planning process) 

 The Customer has to wait until the products are complete to have any 
functionality 

 We typically do not get feedback from the Customer until after the 
instrumentation is installed, test is complete and the test data delivered 
  

Agile started as a process for software development, but then proved useful for other 
types of projects as well.  More importantly, the Department of Defense will require an 
Agile Mindset to apply to all future projects.  Therefore, we should all be transitioning 
towards an Agile approach to all aspects of system development. 

Agile is designed to handle something that is inevitable for test: unpredictability.  It is an 
easy and low cost change and can help improve testing efficiency by focusing effort on 
the important test points and avoiding unnecessary work.  The reduced amount of strict 
requirements allows the freedom to focus on what is the most valuable.  Through 
required Customer participation in flight test planning and rapid planning-execution 
cycle time, the Customer can get important test results earlier, rather than having to wait 
for all test results compiled into a report.   The Agile process provides the Customer with 
a better insight into the status of projects and Customer feedback can help ensure that 
the work done adds value.   

Let us walk through an example of the Agile approach applied to instrumentation test 
objectives using the following sequence: 

Create a prioritized list of test objectives or an epic.   

Next, break test objectives into sub objectives or completion of the tasks needed to 

provide test results.   A test objective should not take longer than approximately 1 

month, (or a sprint).   

Let us say your test objective or epic is based on the phase of the project.  Some 
examples of epics would be “gather instro requirements” then another for “develop 
instro system” “build system”  “calibrate” “operate for flight test”. 
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Next, list the sub objectives or stories for “Build System” epic, as follows: 

Instrument the wing 
Instrument the fuselage 
Instrument engine mounts 
Instrument the empennage 
De-mod 
 

 

List the stories from easiest to hardest: 

De-mod  
Instrument the fuselage 
Instrument the empennage 
Instrument the wing 
Instrument engine mounts 

 

 

Continue to break down stories into sub objectives or completion of the tasks needed to 
provide test results.    

 
 Instrument the left wing 
 Instrument the right wing 
 
 

Prioritize the stories. 

Backlog: 

Priority  Stories   

1. Instrument the left empennage   
2. Instrument the right empennage  
3. Instrument engine 1 mount 
4. Instrument engine 2 mount   
5. Instrument engine 3 mount   
6. Instrument engine 4 mount   
7. Instrument the fuselage    
8. Instrument the left wing   
9. Instrument the right wing   
10. De-modify     
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Each test objective must be sized.  A story point is a unit of size, so the test objectives 
size is in comparison to the baseline test objective.  For example, it takes 40 hours to 
install a full strain gage bridge employing the task sequence below:   

1. Locate area for install 
2. Prep surface 
3. Clean surface 
4. Mockup layout on glass 
5. Apply to article 
6. Prep adhesive  
7. Stage clamping setup 
8. Apply adhesive 
9. Apply pressure 
10. Finalize clamp for curing 
11. Insert thermocouples for monitoring temperature 
12. Start cure ramping 5%/minute to 250 degrees 
13. At 250 degrees start 2 hour cure 
14. Repeat for next set 
15. After 2 hour cure turn heat off 
16. Cool to < 100 degrees before disassembling clamping setup 
17. Wire strain gage to tab 
18. Conduct checkout: measure resistance, resistance to ground and balance 
19. Apply first electrical overcoat 
20. Start 24 hour cure 
21. Apply second electrical overcoat 
22. Start 24 hour cure 
23. Conduct checkout: measure resistance, resistance to ground and balance 

 
We use the following steps to size a story point: 

Size each test objective by creating a baseline test objective for comparison.  The 
baseline should be tasks that can be complete in one month.   

Baseline objective is given the value of 1.  Call this value a story point.  

Give each objective a story point based on the effort, uncertainty or complexity of the 
task.   This is supposed to be quick and dirty, very subjective estimate.   

Do not over engineer the story point estimate.   To create a schedule the Team has to 
determine how much work to accomplish in a sprint.  The velocity is initially determined 
based on experience (remember the example of 40 hours to install one full bridge).If the 
sprint is set at one month, and it takes one week to install a full bridge, then the velocity 
for one sprint is: 4 full bridges = 1 story point.  If the test objective is to install 12 full 
bridges on the left empennage then the story point = 3.   

Priority  Stories    Value  

1. Instrument the left empennage  3 
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Since sizing is accomplished by comparative estimating, if the complexity or uncertainty 
of the test objective changes relative to the baseline, then the value should change as 
well. 
 

Backlog: 

Priority  Stories    Value  
1. Instrument the left empennage 3 
2. Instrument the right empennage 3 
3. Instrument engine 1 mounts  5 

 

Assign a value to the prioritize stories. 

Backlog: 

Priority  Stories    Value  

1. Instrument the left empennage  3 
2. Instrument the right empennage  3 
3. Instrument engine 1 mounts  5 
4. Instrument engine 2 mounts  5 
5. Instrument engine 3 mounts  5 
6. Instrument engine 4 mounts  5 
7. Instrument the fuselage   3 
8. Instrument the left wing   7 
9. Instrument the right wing   7 
10. De-modify     1 

 

 

The basis of estimate is typically generated using actuals from past, similarly sized 
efforts, but gains in efficiency predicted by using the Agile approach and the digital 
thread are challenging us to find ways to take credit for those efficiencies even before 
efficiencies are realized in the test campaign.  Use story points and sprints to manage 
bite size sprints.  At the end of each sprint, refine the velocity to improve the accuracy of 
the basis of estimates in the future.  A release is a mid-level schedule that is typically 
three months long and a program schedule still shows the timeline to complete the 
program.   After a few releases, the Team will have refined their velocity to be very 
realistic.  

Will MBTE make traceability of the data back to verification requirements easier? If so, 
how?  Instrumentation Teams can use the digital thread to predict cost and schedule.  
One example is using a COTS tool like Jira.  We document the requirements then tie 
them to the data that verifies or validated the requirement.  The first step is to review 
your statement of work and extract all of the requirements.  In the past, spreadsheets 
were used to organize and trace requirements.  Now we entered those requirements 
into Jira.  Once requirements have been allocated to a test venue for requirements 
verification, (System Integration Lab, Ground Test Flight Test etc), we can use Jira to 
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trace the development of the test procedures required to satisfy that requirement.  
Utilizing the Agile approach, Test Evaluation Work Orders (TEWOs) use story points to 
document the work scheduled and completed based on availability of resources.   

For example, a Team that enters their TEWOs into Jira.  TEWOs provide instructions to 
technicians on “how to” and “how many” are required.  For example, 100 strain gages 
and intrabridge wire coupons are required.  The Manager assigning the work to the 
technicians can add an annotation in Jira stating that the TEWO is awaiting parts.  The 
tool will provide a notification to the Engineering Property System (EPS) that there is a 
TEWO awaiting parts.  Now the status is available to the Team to prioritize parts prior to 
assigning the task to technicians.  The Agile principal is simplicity; the art of maximizing 
the “work not done” is also essential.  The Manager knows how to prioritize the task in 
the backlog.  He makes the decision not to assign this task if the work cannot be 
completed, and work with EPS to elevate priority of procuring or kitting the parts needed 
to accomplish the task.  

In the next example, all parts are available/kitted and ready to assign the task to a 
technician. The Manager would assign available tasks as well as the priority of the task 
to available technicians, because the work can be done.  Since the task has story points 
assigned, the Manager trades cost and schedule to decide how many technicians to 
assign or to allocate additional resources based on how much time is available in the 
schedule.  The technician works the task and uses the tool to take credit for daily 
progress.  Now the Manager has access to the task’s percent complete and can easily 
status the metrics for work done.   

Now let us say the technician is behind with respect to the story point estimate.  Utilizing 
the tool, notification is sent to the Manager for the reason this task is late and the entire 
Team has status available.  If this is a priority task, other resources can be assigned to 
maximize the work done, because only completed objectives count.  At completion of 
the sprint, the team conducts a retrospective to analyze accuracy of story point velocity 
and reprioritize future tasks.  The velocity is adjusted based on the Team’s past 
performance.  The goal is to produce increments of a product as a measure of progress 
or throughput and to use the Agile approach to manage both task and resources. 
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In conclusion, we applied the Agile approach to test and considered three ways that 
MBTE strategies applied to MBI in particular will revolutionize the way to do test.   

1. Using the System under Test model to create a digital model of the 
instrumentation to estimate location and orientation.   

2. Using story points to break task down to bites size iteration of work done and 
estimate future work.   

3. Using tools like Jira to track work, tie tasks to requirements, simplify task status 
and focus the Team on the work that can be complete.   

The challenge for instrumentation teams is to lead the revolution and not be left behind. 
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ABSTRACT 

The latest strip chart recording systems employ unique recording technology that provide for 
continuous long-term printouts of telemetry data.  This tangible and permanent hard copy is ideal 
for quick analysis while the paper medium allows for visualization of telemetry signals at their full 
bandwidth.  New data acquisition technologies enhance the paper recording in these systems and 
provide improved measurement performance.  Given these benefits, telemetry stations continue to 
utilize these systems for range safety, flutter testing, quick-look and other mission critical 
applications. 

Virtual display software is linked to the same data source and provides a similar user interface for 
the immediate display of data required by the engineers.  Print-only recorders can also be used in 
an on-demand nature, with data selected by the engineer on-the-fly.  A network backbone 
facilitates this interoperability and gives the telemetry station greater flexibility in data 
visualization.   
 

INTRODUCTION 

Data visualization and recording technologies have been crucial components of telemetry systems 
for many decades.  From early strip chart recorders with their unique ability to graphically 
represent continuous real-time data to the latest in both software and hardware-based recording 
systems, data visualization is used in many applications including flight testing, rocket and missile 
launch monitoring, range safety and satellite testing.  Modern telemetry recording systems have 
constantly evolved by utilizing the latest technologies to fulfill the needs of the users. 

 

A BRIEF HISTORY OF TELEMETRY RECORDING SYSTEMS 

Telemetry data was initially recorded on strip chart recorders.  These systems were originally 
galvanometer-based pen-writing instruments.  The typical recorder drew eight waveforms on eight 
separate pre-printed grids of 40 mm width.  The point-of-writing mechanism changed over many 
years, from free-flowing capillary ink styli to pressurized ink, to heated elements on thermally 



sensitive paper.  While these recorders served the telemetry community very well, the drawbacks 
to these methods included the mechanical limitations of the galvanometer for high frequencies, the 
high maintenance costs for these systems, the ink spillage of ink-based recorders and the lack of 
communication for command and control.  

Telemetry recorder technology evolved to include a light-beam oscillograph which marked a 
photo-sensitive paper.  While this offered higher bandwidth signal recording, the photosensitive 
paper was expensive and did not archive well.   The next technology evolution was the electrostatic 
array recorder which was the first introduction of digital recording in a previously analog field and 
offered advancements such as overlapping channels, alphanumeric annotation, grid printing, 
graphic printing, and host control capabilities.  One of the shortcomings of the electrostatic array 
recorder was a digitization effect due to a recording technique that limited the output resolution.  

The thermal array recorder followed shortly after the electrostatic array recorder.  This printing 
method, almost exclusively the only type still used for telemetry today, has many benefits 
including high resolution (300 dpi) printing, high frequency response, flexible chart formats, and 
alphanumeric annotation.  Full host control was a major breakthrough for thermal array recorders, 
finally closing the loop between telemetry processor and recording system.  Over the many years 
since the introduction of the first thermal array recorder, features such as video display, large 
memory capacities and digital signal processing were added to these instruments.  High-speed 
digital data inputs became widely used with the thermal array recorders, eliminating the high costs 
and constant need for calibration of digital-to-analog converters (DAC) at telemetry installations.   

 

TELEMETRY RECORDING TODAY 

 
The latest technology strip chart recording systems are still very relevant today.  The instruments 
have become much more than basic print recorders and have now advanced into true multimedia 
recording systems.  The additions of the large touch-panel display, intuitive graphical user 
interfaces (GUIs), large capacity storage media and networking are capabilities found in the 
modern telemetry recorders at many telemetry facilities.  The latest of these systems employ 
standard data protocols and include advancements in real-time data visualization, recording and 
networking. 

The trend with most telemetry facilities today is toward software-based solutions for the real-time 
visualization of the telemetry data.  However, the ability to visualize the telemetry data in a format 
that is useful to the engineer frequently calls for a hardcopy output for many applications.  As 
paper is no longer the primary storage medium, the telemetry recorder plays a different, yet no less 
useful role.  Continuous paper output still offers many unique benefits to the user in applications 
such as quick-look and range safety.  The physical paper recording is a reliable and tangible 
medium that can be quickly viewed, marked-up, and “flipped through” to see important data or 
trending patterns.  All of the data needed to make a determination is located on the paper.  This 
includes the waveform data itself, timing marks, IRIG timecode, text annotation, event marks and 
even highlights of areas deemed important by the engineer.  While the strip chart printout itself 



can be an important part of the record, there are many technologies utilized in the recorder that 
augment this fundamental capability. 

 

Waveform Display and Video 

The most recent designs of the telemetry recorder utilize a high-resolution touchpanel display 
that gives the user the ability to visualize real-time waveforms, events, grids and timing 
information in a traditional telemetry waterfall format.  These displays can be totally customized 
in terms of waveforms sizes and placement, colors, grid definition, timing marks and annotation.  
In addition to the real-time waveforms, other types of graphs such as XY plots and meter 
displays can be selected by the user.  Figure 1 shows a typical display formatted for 8 channels. 

These displays also offer an intuitive and familiar GUIs for local command and control of the 
recording system.  Control panels can be standardized or customized by the facility for specific 
tests and missions.  The control panel buttons seen at the top of Figure 1 are a good example.          

 

Figure 1: Screenshot of the recorder display 

 

Another benefit of these instruments is the ability to have a video output available to allow the 
display to be sent to another monitor, auxiliary feed to a control room, or to a video mixing 



system.  The latest designs utilize the High Definition Multimedia Interface (HDMI) for video 
output, due to the industry acceptance and standardization of this interface. 

Data Acquisition and Storage 

One of the most important aspects of the next-generation telemetry recorder is the ability to offer 
both digital and paper storage mediums, giving the engineer or analyst both options.   In fact, the 
data acquisition capabilities of these systems have been greatly improved based on the 
requirements of the telemetry community.  Sample rates of up to 200kHz per channel are now 
standard for installations where analog signal inputs are required.  Enterprise-grade solid-state 
drives (SSD), with their consistent performance and reliability, have replaced magnetic hard 
drives in most of the newest installations.  These drives are typically 3D NAND TLC flash 
memory, offering a good balance between performance and cost.    

A typical use case for the data acquisition capability is for an application that requires an entire 
mission to be recorded locally on solid-state removable media, but the engineer or analyst may 
want to have a hardcopy printout of a few important areas of interest during the mission.   The 
modern telemetry strip chart recorder makes this possible and offers maximum flexibility. 

Networking 

The ability to network multiple telemetry recorders is a requirement for almost all telemetry 
facilities.  Many of these have central locations where one engineer or system operator can 
control the various recorders that are used in the facility.  The newest systems offer Gigabit 
Ethernet (1000BASE-T) ports for interfacing to the equipment.  This connectivity provides 
command and control, file transfer capability, web interfaces, digital data interfaces and even 
peer-to-peer communication.  Figure 2 shows a typical block diagram for this interface.  

 



 

Figure 2: Block diagram of the network interfaces for the telemetry strip chart recorder 

 

Modern telemetry recorders utilize both TCP and UPD protocols, depending on the need of the 
specific telemetry facility.  FTP and HTTP protocols are also used in some facilities for file transfer 
and support of web-based client software.   

The digital data interface over Ethernet is one of the most commonly used capabilities of these 
recording systems, eliminating the need for DACs to provide analog data to the recorder.  A higher-
level data protocol is used to transmit data to the recorder.  An example is an Ethernet digital data 
protocol which is optimized for strip chart recorder data with the use of the min/max method and 
requires the host to send line segments based on the minimum and maximum waveform values for 
a slice of time, or ΔT.  The value of ΔT depends on the chart speed of the recorder.  The data 
packets containing the line segments also include timing marks, IRIG time stamps and grid 
information that provide the host with advanced control over the visualization and printing of the 
data.  Other benefits of a digital data interface include the reduced bandwidth requirements on the 
network and the advantage of glitch capture.   

With glitch capture, the primary sample rate at the host can be much higher than the min/max rate 
at which the packets are sent to the strip chart recorder.  Therefore, a high-speed event can be seen 
as a minimum or maximum even at the relatively low rate that data is being sent across the network.  



In Figure 3, a waveform spike with frequencies of 1, 10, 100, and 1000Hz is shown with the full 
amplitude information as recorded. 

  

 

Figure 3: A sinusoidal waveform with glitch capture 

 

Security 

Security is an important consideration for any telemetry equipment today due to the proliferation 
of both physical and cyber threats.  Malicious code, viruses and state-of-the-art intrusion methods 
are all concerns for the telemetry community.  The next-generation telemetry recorders play a role 
in mitigating these threats with the use of the advanced technologies and operating systems in their 
designs. 

From a physical standpoint, the recording system utilizes lockable and removable drive bays for 
the system and data acquisition media.  This security is not only utilized for protection against 
malicious intent, but also to have the ability to use different media for distinct classified projects. 

The Windows 10 operating system is now used for the display and GUI functions of the recorder.  
This operating system, accepted by the DoD, offers the ability for Information Assurance (IA) 
compliance with the configuration standards of the Security Technical Implementation Guide 
(STIG). 

 

TECHNOLOGY-BASED DATA VISUALIZATION SOLUTIONS 

One of the challenges of telemetry facilities that use strip chart recorders is that many of these 
instruments are aging and utilize obsolete technology.  These systems are used in a mission critical 
environment where failure is costly.  Perhaps the most noteworthy development is the interest of 
many telemetry facilities in replacing these older systems with a COTS solution of customizable 
data visualization and printing methods that offer the same user experience (UX).  This architecture 
is viable because of the ability to separate the waveform display capability from the printing 
capability in the latest recorder designs.  Furthermore, the digital data protocol allows for a 
seamless integration between the source of the data and the endpoints for visualization or recording 



of the time-critical data.  These endpoints can be data visualization software stations, continuous 
network printers or strip chart recorders. 

Figure 4 shows an example configuration where a telemetry processor is sending packets via the 
digital data protocol over Ethernet to these solutions.  If only data visualization and local digital 
storage is required, then the visual display software station is utilized.  If only strip chart recording 
is needed, then the continuous network printer can be used.  If a full visualization, data recording 
and strip chart solution is required then the telemetry strip chart recorder is used.  All three 
solutions share a common command and control structure as well as support the digital data 
protocol. 

 

Telemetry 
Processor / Server

Gigabit Ethernet

Visual Display Software

Telemetry Strip Chart Recorder

Continuous Network Printer

 
Figure 4: An example of a custom data visualization and recording configuration 

 

The benefit to this architecture is that the telemetry facility can adapt to the needs of their 
customers.  This flexible configuration can support different missions requiring different numbers 
of recorded parameters.  An example is having many engineers or analysts viewing the data in 
real-time using the visual display software and having the ability to send data to the continuous 
network printer upon demand.  The UX is similar so that the engineers can easily switch from one 
platform to another.  Another example is the addition of IRIG 106 Chapter 10 recording and 
playback capability. 

 
 



CONCLUSION 

The telemetry strip chart recording system is still a useful and viable part of the instrumentation 
for telemetry facilities throughout the world.  While the need for a continuous printed record of 
telemetry data has been reduced due to other recording media, the requirements for some 
applications still call for the printed record.  Today’s next-generation systems not only fulfill that 
requirement but also offer the users and facilities much greater flexibility and capability in terms 
of data visualization and data acquisition.  By offering a combination of software-based and 
hardware-based solutions, these telemetry recording systems are flexible in their configuration and 
can be adapted to any telemetry facility.  The latest technologies and protocols used in today’s 
designs also ensure that these systems meet current and future mission requirements. 
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ABSTRACT 
 
Post-test analysis in the flight test community tends to be a fragmented and largely project-
specific endeavor. Flight projects commonly spend an enormous amount of time and manpower 
building custom tools that satisfy the needs of the current project, but often are not reusable by 
subsequent projects. In recent discussions with teams from various flight projects, the IADS 
group has discovered a set of core common requirements that exist across many post-test 
projects. This paper will highlight these common requirements, as well as techniques that the 
IADS group has developed to meet those needs. 
 
 

INTRODUCTION 
 
In recent years, the IADS team has set out to determine what sorts of systems currently exist for 
analysis of flight data in a post-test environment. This task has led the IADS team to meet with a 
number of engineering groups from different flight disciplines to discuss the requirements each 
group has for their respective post-test systems. The goal of these meetings was to discover if 
commonality exists between the systems that are currently in use, and if any overlap exists 
between the requirements needed across these different disciplines. In essence, the team was 
trying to discover if a set of generic functions and capabilities exist that define a “unified” post-
test system that can be used across disciplines throughout the flight test community. 
 
Defining a “unified” post-test system is difficult for a number of reasons. Existing tools 
generally import data from an offline file format, perform custom analysis, and produce project-
specific data plotting/results. The imported data is often sourced from another system, requiring 
the user to request the data by time, flight, and parameter. The turnaround time to receive the 
requested data can be anywhere from hours to days in a worst-case scenario. These tools often 
contain little or no search capabilities, access to flight metadata, or the ability to browse the data 
in an ad-hoc manner. Little focus is given to making these systems more generic, largely due to 
time constraints and development costs. As a result, subsequent projects rarely (if ever) are able 
to take advantage of these existing post-test tools due to a lack of documentation, support, and 
extendibility. This leads to new projects being forced to repeat the process of building their own 
systems, which cost additional time, money, and manpower. The resulting system tends to be 
very similar to its predecessors in terms of project-specificity and lack of expandability. As the 
cycle repeats, older post-test systems are rendered obsolete while new ones are created without 
being able to take advantage of the work that went into their predecessors.  



 
Despite the custom nature of each of these systems, there does exist some commonality between 
them that can be used to create a more generic, robust post-test system that could potentially 
benefit multiple flight test projects. The biggest challenge of such a system is to bring together 
the collection of requirements gathered from multiple flight disciplines into a single application 
that can be used throughout the flight test community as a whole. This paper will examine the 
overlapping requirements necessary to make a unified post-test system, as well as some 
approaches to satisfying those requirements. 
 
 

COMMON REQUIREMENTS 
 
Data Querying 
 
The first common requirement is the ability to search large amounts of data easily and quickly. 
Many flight test programs have years’ worth of flights stored on their servers, the sum total of 
which can add up to multiple terabytes of data. In some cases, engineers need to see search 
results visually to determine the direction that their investigation will take them. Additionally, 
data queries can become quite complex in nature as engineers dig deeper into the data to find 
exactly what they’re looking for.  
 
The capability to search flight data across a combination of maneuvers, flight conditions, and 
flight metadata is necessary to allow engineers to effectively complete their analysis. Many 
existing systems currently use some sort of formal, structured programming language to query 
the data (e.g., Structured Query Language (SQL)). While this works, it requires the engineer to 
know the precise syntax and logic of the language being used. Alternatively, some systems offer 
a way to build these formal language queries through a series of user interface dialogs. While 
these methods provide a means of querying the data, they can be slow and cumbersome 
processes as the search queries become more complex and specific in nature. The sheer volume 
of data being searched, coupled with the broad range of topics to query, makes it clear that an 
intuitive and efficient searching tool is one of the most crucial aspects of any post-test system. 
 
Data Analysis 
 
The second common requirement is the need to perform analytical calculations on data from 
multiple flights. Much overlap exists across disciplines in terms of a “standard” library of 
mathematical functions that is required to accomplish this task. This includes categories of 
mathematical calculations such as elementary mathematics, linear algebra, discrete math, and 
statistics. A unified post test system that hopes to accommodate multiple flight disciplines needs 
to provide these functions as a starting point. 
 
Additionally, discipline-specific mathematical functions are required to round out this library and 
provide the engineers with a complete mathematical package that satisfies their needs. For 
example, Flying Qualities engineers typically requires functions that focus on maneuvers such as 
doublets, push-over pull-ups (POPU), and wind-up turns (WUT) to compute moment 
coefficients, damping, gradients, and stability metrics. On the other hand, Structures engineers, 



tend to focus on maneuvers such as elevated G rolls, buffet, and forced excitation to compute 
items like peak loads and modal characteristics. This trend of discipline-specific analysis 
requirements continues across numerous other flight disciplines. Since each discipline requires 
its own specific set of mathematical functions, the task of providing a “complete” data analysis 
package becomes quite difficult. Ultimately, it’s impossible to provide every conceivable 
function that a flight test engineer might ever need for their given discipline. This dilemma yields 
yet another requirement – the ability to allow engineers to write their own custom mathematical 
functions, and easily incorporate them into the existing library used by the system. 
 
Regardless of whether these data analysis functions come from a pre-written library provided by 
the system or if they’re written by the engineers themselves, it is important that the source code 
be open for viewing by all users of the system. Functions cannot be provided as a “black box” as 
this prevents those using the system from seeing exactly how the calculations are being made, 
and thus reduces the confidence level of the results that are returned. Allowing engineers a way 
to view the source code of the data analysis library gives them a means to validate their results. 
The ability to view and edit these functions provides users with the means to not only verify the 
integrity of the calculations that the system is making, but also make corrections as they see fit. 
 
Report Generation 
 
The ultimate goal of post-test systems across all disciplines is to create a report that contains the 
results of the flight test engineer’s investigation into the flight data. These reports can include 
anything from the initial data queries (e.g., what maneuver, flight conditions, and metadata was 
requested), to the results of the data analysis, and any of the steps in between. A prominent 
aspect of these reports that overlaps all flight disciplines is the ability to create plots – detailed 
graphical visualizations of the data resulting from the engineer’s analysis. Being able to plot data 
across multiple flights allows the engineer to identify trends and patterns in the flight data that 
wouldn’t otherwise be obvious from viewing a single flight alone. In order to showcase all of 
this information, a number of different data visualization elements are used. The most common 
graphical elements include time history plots, frequency plots, and cross plots.  
 
In addition to a wide range of graphical plot types, the ability to shape and customize individual 
attributes of these plots is required as well. Attributes such as line color/thickness, axis 
granularity, and scale all must be customizable to produce the desired visual output. Any post-
test system that aims to satisfy the plotting needs of all flight disciplines must be flexible enough 
to provide a built-in collection of commonly used graphs, as well as the ability to add/modify the 
attributes of those graphs. 

 
 

APPROACHES TO COMMON REQUIREMENTS 
 
Natural Language as a Data Querying Tool 
 
Discussion with different flight disciplines revealed that the most common queries of flight data 
involved the following: maneuvers/test points, flight parameter data, and flight metadata. In the 
simplest of cases, a data query might be looking for information such as when a given maneuver 



was flown, when a certain flight condition occurred, when specific metadata criteria were met, or 
any combination thereof. Requiring users to know a formal structured language can make even 
the simplest of these queries somewhat cumbersome. For example, in a database query language 
such as SQL, instances of “simple” queries might be: 
 

• SELECT * FROM Flights WHERE Maneuver = ‘Wind Up Turn’ 
• SELECT * FROM Flights WHERE Mach > 1.0 
• SELECT * FROM Flights WHERE Pilot = ‘smith’ 
• SELECT * FROM Flights WHERE Maneuver = ‘Wind Up Turn’ AND Pilot = ‘smith’ 

AND Mach > 1.0 
 
In many cases, minor typos or syntax errors can render a given query useless. For example, a 
particular database table might be typed incorrectly (e.g., “Flight” or “Flihgts” instead of 
“Flights”), a maneuver name might be ambiguous (e.g., is the maneuver called “Wind Up Turn”, 
“Windup Turn”, or “Wind-up Turn”), or the language syntax may not be followed properly (e.g., 
the word “SHOW” is used instead of “SELECT”). Such is the nature of formal languages – if the 
specific format of the language isn’t followed exactly, then it can prevent results from being 
returned for reasons that may not be immediately obvious. 
 
What if the end-user was allowed to enter a less formal, more “free form” style of query, akin to 
a request that one might make from a search engine on the web? Using a natural language 
processor as opposed to a formal language addresses many of the aforementioned issues. Rather 
than being required to remember the exact syntax and format of a given language, a freeform 
natural language query is more intuitive to write and easier to remember. Take the formal query 
from above: 
 

• SELECT * FROM Flights WHERE Mach > 1.0 
 
And compare it to the natural language alternatives below: 
 

• Show me the flights where Mach went greater than 1.0 
• Which flights did Mach exceed 1.0 
• When did Mach go above 1.0 
• Mach > 1.0 

 
Natural language queries not only make query requests simpler, but they’re also more easily 
understood by the user. No knowledge of a given language is required to parse and understand 
what is being asked because that burden is placed on the natural language processor. Without a 
formal syntax to adhere to, the engineer is allowed more ways to ask the same query. 
Additionally, some natural language processing libraries provide text correction capabilities (e.g. 
TextBlob: Simplified text Processing: https://textblob.readthedocs.io/en/dev/) to catch and 
correct common typos/misspellings that would otherwise render a query useless. 
 
Unfortunately, utilizing natural language processing as a means of requesting flight data has its 
downsides. In particular, creating a natural language processor (NLP) from scratch is no small 
task, and may require a large amount of manpower and time to complete. Open-source NLP 



libraries do exist and can be utilized within a post test application (some examples include 
spaCy: https://spacy.io/, and Natural Language Toolkit: https://www.nltk.org/). However, third 
party libraries potentially come with various licensing restrictions that may not be compatible 
with a system designed to be deployed within a secure/classified environment. 
 
User-defined Data Analysis 
 
The ultimate goal of querying the flight data is to ascertain a collection of time ranges across 
multiple flights that satisfy a given flight condition, maneuver, or collection of metadata. Once 
these time ranges have been retrieved, analysis needs to be performed on data within these time 
ranges that allows engineers to identify trends and patterns that wouldn’t be visible otherwise by 
looking at a single flight. A unified post-test system needs to provide a broad collection of built-
in mathematical functions that enable engineers to perform this analysis. Among the categories 
included in this general-purpose collection are elementary math, linear algebra, statistical 
functions, as well as time and frequency domain functions. 
 
Additionally, discipline-specific mathematical functions will likely be required to allow 
engineers to fully process the time slices returned from the query stage. While a system can offer 
many of these functions in tandem with the more general library outlined above, it’s impossible 
to deliver every mathematical function that every engineer across every flight discipline could 
conceivably need. This means that a unified system, in addition to providing a robust library of 
general-purpose built-in data analysis functions, must also provide a way for the end-user to 
create their own custom mathematical functions that can be used for data analysis. 
 
Currently, the two most prolific programming languages used to write scientific and numerical 
analysis functions are MATLAB© and Python©. MATLAB is already heavily established in the 
flight test community, with many existing projects currently making use of the MATLAB 
environment to write their own data analysis code. There exists a number of libraries written in 
MATLAB to not only perform scientific analysis, but also generate plots/graphs as well. Python, 
on the other hand, has been enjoying increasing acceptance in the flight test engineering 
community in recent years [1]Error! Reference source not found.Error! Reference source 
not found.Error! Reference source not found.Error! Reference source not found.Error! 
Reference source not found.Error! Reference source not found.Error! Reference source not 
found.Error! Reference source not found.Error! Reference source not found.Error! 
Reference source not found.Error! Reference source not found.Error! Reference source not 
found.Error! Reference source not found.Error! Reference source not found.Error! 
Reference source not found.. Similar to MATLAB, Python also offers a wide array of software 
packages such as SciPy (https://www.scipy.org/), NumPy (https://numpy.org/), and Matplotlib 
(https://matplotlib.org/) that can be used for scientific analysis. Choosing which language to use 
to allow engineers to develop their own custom scientific analysis routines is a subjective 
decision, as all languages have their own set of pros and cons with regard to features, flexibility, 
and cost.  
 
Whatever language is chosen, ideally the post test system provides an integrated development 
environment (IDE) for the engineer that allows them to seamlessly create their own functions, 
interact with the flight data directly, troubleshoot/debug their code, and also publish their custom 



routines so other engineers can use them (and edit them if necessary). At a minimum, a capable 
IDE needs to provide features such as syntax highlighting, code auto-completion, breakpoints, 
ability to step through code line-by-line, variable evaluation, and stack trace information. 
While many of these features are satisfied by using an external development environment (most 
external environments have capabilities to create and debug code as outlined above), there are 
several benefits to having an IDE built directly into the post test system.  
 
In many of the existing post-test systems that were evaluated, exchanging data between the 
system and the external development environment typically involved exporting data to a 
predetermined file format (e.g., Comma-Separated Value (CSV), MATLAB, Hierarchical Data 
Format (HDF), etc.), and then having the external environment import and process that data. 
With an integrated environment built into the post-test system itself, the need to export the data 
to an external format goes away and the integrated environment can more efficiently process the 
raw flight data. Not only does this streamline the analysis process, but it also protects against 
precision/rounding errors that can be introduced into the data when being translated between file 
types. 
 
Report Generation 
 
In most cases, the final step of the post-test analysis process is for the engineer to produce a 
report of the investigation that they have created. This report is the sum total of the information 
that has been gathered over the course of the investigation. This can include a wide range of 
information such as flight data queries, and the results of the data analysis routines that were 
used to perform any scientific analysis. Ultimately, a graphical representation of these results is 
needed to illustrate visually how any trends or patterns developed after performing the analysis 
across multiple maneuvers/flights. A number of different data visualization elements are 
necessary to convey this information in the final report. These elements can include (but are 
certainly not limited to) common graphs such as time history plots, cross plots, frequency plots, 
pie charts, and bar graphs. In addition to a wide range of graphical plot types, the ability to shape 
and customize individual attributes of these plots is required as well. This includes attributes 
such as data color, marker style and size, axis ranges and labels, gridlines, legends, and 
annotations  
 
A post test system that wishes to provide the capability to produce these kinds of reports needs to 
offer what amounts to the same functionality as a modern-day word processor. The ability to 
insert and format text, images, and the aforementioned graphical elements must be provided, and 
the system must also allow the user to arrange this information in a flexible manner in a multi-
page environment. Headers, footers, automatic page numbering, and spell-checking all need to 
be provided as well. The finished report must be able to be exported to common, established 
output file formats (e.g., Portable Document Format (PDF)), as well as be printed directly from 
the system itself.  
 
Report templates are another important feature that must be included. Much of the work that 
goes into building the final report is determining how the data should be presented – where plots 
will be placed on each page, how many plots will be shown per page, how many parameters are 
shown on each plot, common headers and footers, etc. Once created, this arrangement of 



graphical elements will likely be useful to engineers not only during the current investigation, 
but in future investigations as well. Therefore, it’s crucial for the system to be able to save this 
layout as a template for re-use in the future.  
 
Lastly, the system must provide a “live” connection to any data that is being visually represented 
from the search/analysis portions of the application. Since the data being shown on these plots is 
being read from the output of flight data queries and data analysis routines, any changes to those 
input elements need to be automatically updated and “pushed” to the graphical elements on the 
report. These changes can include modifications to the initial query of the flight data (e.g., 
change the maneuver or event that is being analyzed), as well as any updates to any of the data 
analysis calculations being performed (e.g., updates to the code making the calculations). A 
seamless integration of all of these aspects of the system ensures that the data being represented 
in this final step of the investigation is never stale or outdated. Users are free to make 
modifications to the earlier steps of their research without having to worry about the accuracy of 
the data being shown in the final report. 

 
 

A SAMPLE USE CASE 
 

The following section will outline a hypothetical post-test use case scenario where an engineer is 
trying to find a collection of “Yaw Rap” maneuvers in their flight data. The goal is to calculate 
the frequency and damping of various tail accelerometers on the aircraft during this particular 
maneuver when Mach exceeded 0.8 and Altitude is 10000 feet. To visualize some of the 
approaches that have been discussed, images have been provided of a system called the IADS 
Post Test Explorer that the IADS group has been developing to meet the aforementioned 
common post test requirements. 
 
The first step is to allow the engineer a means to search the flight data for specific maneuvers. 
Using the natural language techniques described earlier, a sample query of this nature might be 
something along the lines of: “show all yaw rap maneuvers.” With the flexibility of NLP, this 
same information could be yielded with other queries such as: 
 

• “show yaw rap maneuvers” 
• “yaw rap maneuvers” 
• “yaw rap” 

 
Note that with the flexibility of natural language, users do not have to learn a formal language to 
make data requests. Instead, they are allowed to use a more “free-form” style of querying that is 
more intuitive and simpler to understand. 
 
 



 
Figure 1: An example search query, showing two results (out of ten returned). 

 
In this example, the system has returned a collection of 10 results (two of which are visible in the 
figure above) that represent time ranges during which the specified maneuver was flown. As a 
means of visualizing what is happening during this range of time, the system has provided a 
collection of simple plots of parameter data associated with the maneuver (TailAccel1-4). 
Additionally, some general flight conditions have been provided: Mach, altitude, knots 
equivalent airspeed (KEAS) and roll rate. Showing maneuver-specific data as well as general 
flight conditions gives the user a better sense of situational awareness with regard to the 
execution of the maneuver. 
 
If the user deems that the output results are too general, or they see a specific occurrence in the 
data that interests them, they are free to refine the query as necessary and search the system again 
to further limit the results. This process is repeated until a specific area of interest or set of 
conditions has been isolated in the search results. Moving forward with this example, the query 
has been refined to limit the search results to the aforementioned flight conditions as follows: 



 
• “show all yaw rap maneuvers where Mach > 0.8 and Altitude is 10000” 

 
Once query results have been refined and the specific areas of interest identified, the next step in 
the process is to perform data analysis. In this particular example, the goal is to try and find the 
frequency and damping of some of the accelerometers on the tail of the aircraft during a yaw rap 
maneuver. When the user has sufficiently limited the number of query results to their liking, 
these results can be viewed in a matrix that displays all of the results in a tabular format (see 
Figure 2). 
 
This matrix displays all of the results returned from the query, with each row representing a 
single query result (time range). Initially, the start and end times of the query result are 
displayed, along with some pertinent flight metadata (flight number, test number, tail number, 
and flight date). From here, the user can add new columns of information that both show 
parameter data and perform analysis routines on parameter data in these time ranges. A user-
interface is provided to allow easy browsing between all available flight data parameters, built-in 
analysis routines, and user-defined analysis routines. 
 
In this particular example, the accelerometer data of interest has been added to the matrix, as 
well as columns that calculate the frequency and damping of these accelerometers from the 
system’s built-in analysis routines. Once an analysis routine has been selected, the code defined 
within it is run automatically across all of the query result time slices and the results are output to 
columns in the matrix. This scenario is shown below (Figure 2), with two accelerometers – 
TailAccel1 and TailAccel2 – each being added as a column to the matrix. Additionally, the 
frequency and damping values of each accelerometer have been computed via the system’s 
logarithmic decrement function, with each result being added as columns as well. 
 



 
Figure 2: Completed analysis matrix showing the frequency and damping of two 

accelerometers. 

 
Once analysis has been completed, the final step of the process is to build a report that displays 
the calculated frequency and damping values visually. Figure 3 shows an example of a simple 
report that shows the frequency and damping results from each accelerometer plotted onto cross 
plots. Text editing (font, style, alignment, etc.) and plot types are shown at the top of the report 
building interface, while individual plot properties (symbol color, size, etc.) are on the right side 
of the page. 
 



 
Figure 3: Example report plotting calculated accelerometer frequency and damping values. 

 
As columns are created in the analysis matrix, the results become available to be plotted on the 
graphical elements provided by the report page. In the report displayed above, each of the 
frequency and damping columns output from the logarithmic decrement function in the previous 
step are represented on the cross plots. In the first cross plot, the freq_TailAccel1 and 
damp_TailAccel1 columns are plotted against each other. Similarly, the second cross plot shows 
the data from the freq_TailAccel2 and damp_TailAccel2 columns plotted against one another. 
Any column that is present in the analysis matrix can be placed on any of the available plot types 
and added to the report. Plots are free to be arranged on the page in any manner the user desires. 
To round out the contents of the final report, plots can be supported by other elements such as 
text, images, and annotations. Once a page layout has been set up, that layout can be saved as a 
template and reused in future investigations. Once finished, the user can either print the final 
report or save it to a common file format such as PDF. 
 
 



CONCLUSION 
 
A collaborative framework that seamlessly integrates the ability to search large amounts of data, 
perform analysis on the results, and generate reports from that analysis is the backbone of a 
unified post test system. Providing a core library of standard analysis routines and plotting 
capabilities while simultaneously giving users a way to create their own custom routines and 
plots allows the system to be useful to engineers across multiple disciplines. Including these 
features in an easy-to-use, standardized application would greatly streamline the post-test 
analysis process. If a system like this were available to new flight test projects, it could 
potentially reduce the large amount of time, money, and manpower that is typically devoted to 
designing and building new systems that meet that project’s specific needs. A unified post-test 
system that meets these requirements has the potential to empower flight test engineers and 
benefit the flight test community as a whole. 
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ABSTRACT 
 

Modern Flight Test Instrumentation systems are highly customizable and complex.  This complexity has 

steadily increased as data acquisitions systems have grown larger, and more data has been collected on 

each test flight.  While it is desirable for data acquisition systems to be very flexible, that flexibility makes 

configuring the data acquisition system harder for the end-user.   Flight Test Instrumentation systems are 

also monitoring a larger variety of data source during a typical test flight.   Many of these new data sources 

are digital buses where there are many possible messages that can be sampled.  This leads to the desire 

to reconfigure the data acquisition system more often to accommodate the unique needs of each test 

flight.  These factors contribute to making it more difficult to configure Flight Test Instrumentation 

systems.  While complexity has increased, the flight test industry is facing challenges as experienced 

engineers retire.  Thus, there is a strong need to make Flight Test Instrumentation setup easier.  This paper 

explores how Curtiss-Wright approached this problem and made setting up a Flight Test Instrumentation 

system easier through improvements in our TTCWare setup software.  

 

INTRODUCTION 
 

Flight Test Instrumentation systems have evolved over the years from very simple systems that collected 

a few basic analog measurements into complex systems that collect data from many different sources at 

the same time.  To support a wide variety of data sources and provide the end-user with the required 

flexibility to accomplish their flight test goals, modern Flight Test Instrumentation devices are often highly 

customizable.   The combined complexity of the system and the flexibility of the devices makes system 

configuration more complicated.    

Early systems had limited flexibility, so no setup software was needed.  Instead, the desired data 

acquisition configuration was hard coded into Flight Test Instrumentation system.  Over time, the ability 

to reconfigure the data acquisition system for different behavior was added and this led to the 

introduction of setup software to manage the configuration.   The complexity of the setup software has 

grown in lock step with the increasing size and feature set of the Flight Test Instrumentation systems. 

Another challenge facing the Flight Test industry is the retirement of many experienced Flight Test 

Engineers.   These experienced engineers often have decades of experience and a deep understanding of 

how their Flight Test Instrumentation system works.   Their replacements are often new college graduates 

who are less familiar with the unique terminology and historical design decisions that are embedded in 

most Flight Test Instrumentation hardware.  This change in the Flight Test Engineering workforce 

contributes to the need to reduce the complexity of the setup software.   



IMPROVING FLIGHT TEST INSTRUMENTATION SETUP SOFTWARE 
 

Over the past few years, the TTCWare team at Curtiss-Wright has spent a considerable amount of time 

thinking about ways to improve the Flight Test Engineer’s productivity by streamlining the configuration 

and use of our Flight Test Instrumentation systems.   Part of this effort has been dedicated to re-evaluating 

why features work the way they do and considering ways to improve them.  We have also endeavored to 

identify aspects of the system setup that can be automated so that the software ensures that the Flight 

Test Instrumentation hardware is configured properly.   

We have identified five key principles that have guided our efforts to improve our Flight Test 

Instrumentation setup software.  First, we decided to focus on making commonly performed operations 

easier to do.  Second, we saw the need to improve the consistency within the setup software.   Our third 

principle was to focus on the scalability of the software with particular attention paid to large real-world 

configurations rather than small, idealized test cases.  Fourth, we redirected our focus to the actual data 

acquisition measurements instead of the data acquisition hardware.  And finally, the fifth principle was to 

retain backwards compatibility with existing user projects.  By applying these five principles, we have 

created a new and improved main user interface for TTCWare.    

To make common operations easier and to improve the visual consistency of the setup software, we 

reviewed the setup screens for our most popular products.  We identified several issues during this 

process.  Many of the screens had been created over 10 years ago and they often used dated user 

interface design concepts and were designed around low-resolution monitors.  There were also cases 

where the setup screens did not provide good visibility into the overall setup of the hardware.  Instead, 

the focus was on the setup of a single channel or a single aspect of the configuration at any given time.  

For example, our original setup screens for thermocouple cards only showed the configuration of one 

channel at a time.   Another example was on our signal conditioner cards where the user was able to set 

the gain for all of the channels on the card at the same time, but the rest of the setup information was 

not visible simultaneously.  This forced the user to remember the other settings like the filter type and 

desired cutoff frequency when configuring the gain.  

 

Figure 1 - Revised Thermocouple Card Setup screen (MTCD-208B-1) 

 



To address these issues, we redesigned the setup screens to place the settings into grids.   Each grid shows 

all the channels on the card at the same time and allows easy and consistent access to the settings.   The 

design of these grids is shared between cards so that all screens operate in the same manner.  The grids 

are designed to be keyboard friendly to enable the user to rapidly change settings and move to different 

cells using the arrow keys or by pressing “Tab” and “Enter”.  In many cases, this ability significantly reduces 

the number of mouse clicks needed to change settings.  The design of the grids also allows us to add some 

features like the ability to copy a channel’s settings to all the other channels on a card as a standard 

operation.    

Switching to a grid view also makes it possible to display helpful metadata to the user.   On our signal 

conditioner cards, this includes the ability to show the name of the parameter that samples each channel 

and useful information like the channel’s cutoff frequency and filter delay.  This information is displayed 

alongside the actual card settings.  This metadata is updated in real-time as the settings are changed so 

that the Flight Test Engineer can easily see the impact of changing the filter setup on the cutoff frequency 

and filter delay.   

 

Figure 2 – Revised Signal Conditioning Card Setup screen (MSCD-108D-1) 

We also carried this concept of displaying useful metadata about the setup over to the PCM Format 

Generation screen in TTCWare.  We have traditionally shown only basic information about the selected 

parameter like its sampling rate and periodicity.  As part of the effort to make the software easier, we 

applied the concept of providing useful metadata to the Flight Test Engineer and expanded the area of 

the screen that showed the sampling rate to also show other useful information about the parameter, 

such as what channel it samples, the type of filter, the cutoff frequency, and the filter delay.    



 

Figure 3 - Format Generation Screen Information Area 

In a Flight Test Instrumentation system, the way that parameters work on the data acquisition cards can 

generally be categorized into two groups.  One group of cards has a fixed set of items that can be sampled 

by the parameters.  These are generally cards that acquire analog measurements or provide a fixed set of 

information like a GPS card.   The other group of cards has a variable set of items that can be sampled.   

Some examples of cards with a variable set of items that can be sampled are digital bus cards like a MIL-

STD-1553 or ARINC-429 bus monitor.    

We decided to focus our efforts to improve the parameter setup screens in TTCWare on the first group of 

cards, those with a fixed set of items that can be sampled by parameters.   The big advantage that these 

cards have over the digital bus cards is that the complete set of items that can be sampled is relatively 

small and it is known in advance.   This allowed us to make several useful changes that make configuring 

the parameters on these cards easier and faster.   First, we decided to add a feature to TTCWare that 

automatically created and named all of the possible parameters when the card is initially added to a 

system.  The parameter names were assigned based on the card’s unique name, which the user could 

change, and the item that was being sampled.   For example, channel 4 on a thermocouple card might 

have a default name of “DAU-1-TCD-1-Ch4” based on the card’s name “DAU-1-TCD-1” and the channel’s 

name “Ch4”.   The Flight Test Engineer might still want to change the default name to something more 

meaningful in their instrumentation system, but the default name is at least usable.  We also recognized 

that some users might not want to have parameters automatically created so we made it possible to easily 

turn this feature off. 

 

Figure 4 – Revised Parameter Screen (SCD-108D-4) 

The second major change that we made to the parameter setup screens was to apply the same grid design 

that we used for the card setup screens so that all parameters on a card could be displayed and configured 

at the same time.   This dramatically raises overall awareness of the parameter’s configuration while 

simplifying their setup.  It also makes it much easier to spot mistakes such as a parameter that is set to 

sample the wrong channel number.   

As an example of the speed increase that this new approach allows, consider the case where you have a 

card with eight parameters, and you need to rename all eight of them.   Using the original user interface, 



this would require at least 31 mouse clicks in addition to typing the new parameter names.   The interface 

where all of the parameters are configured in a single grid makes the same operation possible with only 

three mouse clicks.   The user would start changing the parameter names on Channel 1 and use the arrow 

keys or “Enter” key to move to the next parameter. 

        

Figure 5 - Renaming All Parameters Example 

One of the most important screens in the setup software is the Network Topology screen.  This is the 

screen that is used to manage the devices and cards that are in the Flight Test Instrumentation system.   

The Flight Test Engineer essentially creates a virtual representation of their physical hardware on this 

screen.   Our previous design for this screen placed all the devices and cards into a single large tree.   This 

is a common approach for displaying Network Topology, but it suffers from scalability problems when the 

network becomes very large.   When the Flight Test Engineer is looking at the cards for a data acquisition 

unit that has 30 slots, it is possible to lose track of what portion of the network is being configured.   It can 

also be challenging to find a particular card in a large system.    

 

Figure 6 - Two Column Network Topology Screen 

To make it easier to navigate large systems, we made several changes to the Network Topology screen in 

TTCWare.   The most significant change was to split the display into two columns.   On the left side, we 

show a tree containing only the DAUs, switches, recorders, and other devices.   The devices are organized 



based on how they are connected.   On the right side, we show the cards that are in the selected device.   

This allows the Flight Test Engineer to easily navigate a large system.    

 

EASY BULK IMPORT AND EXPORT 
 

One of the most challenging and time-consuming aspects of configuring a modern Flight Test 

Instrumentation system is inputting the large number of digital bus parameters into the setup software.   

Digital bus monitor cards can collect data for thousands of parameters and configuring them by hand 

quickly becomes very tedious and error prone.  In many cases, the list of messages that need to be 

collected already exists in an electronic form, so it is valuable to the Flight Test Engineer to be able to 

directly import the existing electronic list into the setup software either with no or minimal processing. 

Over 15 years ago, Curtiss-Wright introduced our XML exporter and importer feature in TTCWare to 

address this issue.  The XML importer allowed Flight Test Engineers to take their bus catalogs and write 

software to convert them into the XML format that TTCWare understood.   This is a powerful capability, 

but it still requires the Flight Test Engineer to write their own code to manipulate the setup information 

and this is not always possible.  To solve this issue in TTCWare, we have introduced the Excel Wizard.   The 

Excel Wizard allows the setup for different types of digital bus monitor cards to be exported and imported 

to Excel / CSV files.   These files can be easily manipulated with Microsoft® Excel® or similar spreadsheet 

tools, and they do not require any software development knowledge from the Flight Test Engineer.   

One of the key design goals of the Excel Wizard is to support symmetrical export and import operations 

so that everything that can be exported can also be imported.   This makes it easy for Flight Test Engineers 

to discover how to use the Excel Wizard since they can simply configure a few parameters manually and 

then export them to an Excel file to see what the format looks like.    

 

CONCLUSION 
 

During Curtiss-Wright’s efforts to improve our setup software, we have focused on making our Flight Test 

Instrumentation system setup faster and easier.  By following the five key design principles that are 

outlined above, we have streamlined common operations in TTCWare so that they are much more 

efficient and work in a consistent manner throughout the software application.   We have also focused 

our efforts on ensuring that TTCWare scales well to handle large real-world Flight Test Instrumentation 

systems with many DAUs, hundreds of data acquisition cards, and thousands of parameters.  Throughout 

the effort to make these improvements, we have also focused on maintaining backwards compatibility 

with the many existing TTCWare projects that have been created over the past 20 years.   Together the 

effect of these improvements is to make the overall setup process more straightforward and simpler, 

despite the increasing complexity and power of the Flight Test Instrumentation system.   
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ABSTRACT 

 

We present an adaptive digital beamformer for QAM signals transmitted by multiple users to a 

base station equipped with a uniform linear array (ULA) antenna. The channel is modeled using 

the Rician distribution with a dominant line-of-sight (LOS) path and multiple non-line-of-sight 

(NLOS) paths for each user, with focus on millimeter-wave carrier frequencies. With no 

knowledge of the signals transmitted from each user aside from the modulation type, the blind 

adaptive system uses a modified joint CMA and AMA cost function to perform both signal 

recovery and uplink channel estimation for each user. The performance of the adaptive CMA-

AMA beamformer system is evaluated over varying signal-to-noise (SNR) ratio of the transmitted 

signal, and over varying number of antenna elements on the ULA at the base station. The single-

tap and multi-tap channel cases are tested to determine the symbol error rates (SER) and mean 

square error (MSE). 

 

Key Words — Rician channel estimation, millimeter-wave communications, blind adaptive 

algorithm, CMA, multi-user massive MIMO communications, ULA antenna. 

 

I. INTRODUCTION 

 

Millimeter wave communications is poised to offer a wide range of solutions to today’s wireless 

network bandwidth constraints by offering data transfer rates of up to 10 Gb/s. This provides the 

most efficient way to increase system capacity, and a new wave of data-driven applications and 

high-speed communication systems. Due to smaller wavelengths involved in the millimeter-wave 

frequency spectrum i.e. 30 – 300 GHz, small component sized antennas can be cooperatively set 

up for a beamforming-based communication system [1], [2]. 

 

In this work, we consider the uniform linear array (ULA) antenna and an adaptive digital 

beamformer system for multiple users transmitting QAM signals over a millimeter-wave channel. 

In digital beamforming, one radio frequency chain is required for each element [2] on the ULA 

antenna. The millimeter-wave channel is modeled using the Rician distribution, and the blind 
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CMA-AMA algorithm is used on the digital beamformer in order to do received signal equalization 

and wireless channel estimation [3]. Even though the users transmit signals to the base station 

ULA antenna from different angles of arrival, the received signals at the base station are corrupted 

by noise and multipath interference and so they must be separated and recovered. The blind 

adaptive beamformer developed in this work performs separation and signal recovery for multiple 

users, without the use of pilots. An estimate of the wireless channel is subsequently produced, the 

inverse of which can be used as a precoder for downlink communication.  

 

II. SYSTEM MODEL 

 

The digital beamformer system consists of a uniform linear array (ULA) antenna at the base station 

receiver, RF chains and adaptive beamformer. The ULA antenna is equipped with � equally 

spaced elements, and is designed to optimally receive signal beams from multiple (�) users with 

inter-element spacing, � chosen to be half the wavelength, λ of the transmit frequency (i.e. � �λ/2). This is modeled as shown in Figure 1. The output of the adaptive beamformer is the 

recovered user data and estimates of the channel to each user. 

 

 
Figure 1: Digital Beamformer System model 

 

In this work we characterize the overall effects of fading in the millimeter-wave channel [1] by 

using the Rician distribution. For a Rician channel, � with line-of-sight (LOS) vector component, ℎ
�� and non-line-of-sight (NLOS) components in the matrix, �
�� , the ratio of the mean 

specular LOS power to the mean scattered NLOS power is defined by the Rician factor, � �  0 

such that 

� � �� �
���  ℎ
��   � �

���  �
�� �  .                                        (1) 

At the base station the signal transmitted across the millimeter-wave channel, � from user � will 

arrive at an electrical angle, ��� on the LOS path [5]. Other copies of the signal from user � arrive 

at angles, ��� for 1 � � �  ! 1, where K is the number of channel taps being considered. Note 

that  � � 0 is the LOS path.  
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For � users transmitting signals over a multipath channel with  -taps, each user has a unique set 

of LOS path plus ( ! 1) NLOS paths. The multipath channel matrix, � ∈  ℂ $ % $ & is given by 

(2)  

�'�( �  )*'���( *'�+�( … *-�%�./ ��*012��, 2+�, . . , 2%�5                     (2) 

where 2�� is the complex gain for user � on path �, and ��� is the electrical angle for user � along 

path � for 0 ≤  � ≤ K ! 1. The electrical angle ��� is given by 678 = 9:;< = > ?�@ ���A
, where ���A

 is 

the angle of arrival of the signal from user � along path �. The steering vector, *'���( is given by 

  *'���( =  1 √N
C )1, DEFGHI , DEF+GHI … … , DEF'NE�(GHI  /.                           (3) 

The multipath channel, ℎ� ∈  ℂ for each user � to the �-element ULA is usually approximated 

[1] by summing over the taps as shown in (4) 

ℎ�  ≅   ∑ 2�� &E��L� *'���( = M'�( 2�                                           (4) 

where 

A'�( = O | | … . |*'���( *'���( … . *-��'&E�(.| | … . | Q       and       2� =  
⎣⎢
⎢⎡

2��2��::2�&E�(⎦⎥
⎥⎤  . 

 

In this work we adopt the wireless channel model described in (2).  

 

The received signals at ULA antenna element, Y from user, � across channel component ℎ�F ∈ � is 

given by ZF  = ∑ -ℎ�F ∗ ?�.%�L�     +   ]F                                              (5) 

for  1 ≤ Y ≤ � and  1 ≤ � ≤ �, where ℎ�F ∗ ?� is the convolution operation between ℎ�F and ?�, ZF ∈ ℂ ^ is the received data block of size B, ?� ∈ ℂ ^ is the transmitted data block of size B, ℎ�F ∈ ℂ_ 

is the multi-tapped channel paths from user � to antenna element Y, and ]F is additive white 

Gaussian noise (AWGN). 

 

The adaptive beamformer in this model is a multiple-input single-output (MISO) system that 

performs user signal separation and recovery. The system also performs the equalization of the 

channel, � which is estimated by �̀ ∈  ℂ $ % $ &, while recovering transmitted signal blocks for 

each user. 

III. BLIND ADAPTIVE SIGNAL RECOVERY AND CHANNEL ESTIMATION 

 

In a multi-user communication system where each user transmits a signal block of data with limited 

or no pilot data, the signal blocks received at the base station are corrupted by noise and multipath 

interference. The use of a multi-stage blind adaptive method for wireless signal recovery and 

channel estimation in a multi-user system has been explored in [3], [4], which uses the combined 
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constant modulus algorithm (CMA) and the alphabet-matched algorithm (AMA). This method 

relies only on the knowledge of signal structure and statistics of transmitted QAM signal blocks to 

equalize user signals and estimate the channel. Note that this scheme has been shown to achieve 

fast convergence when applied with fast Fourier transform (FFT), which potentially makes it 

suitable for real-time applications, and a different user is recovered at each stage of equalization  

The cost function for the joint CMA-AMA algorithm used to recover the user transmitted signals 

is computed as an expectation over the entire signal block at each iteration of the adaptation 

process. Thus, the joint cost function is specified as a function of the received signal, a as 

b'a( =  bcde 'a( +   bede 'a(                                              (6) 

for the CMA cost function given by 

bcde 'a( =  f { '|a'@(|+ −   h+(+ }                                        (7) 

and the AMA cost function specified by 

bede -j. = f k1 − ∑ DE |lmn'H(|oopqrqod�L� s                                       (8) 

where tede  is the constant parameter which specifies the width of the nulls around each u-QAM 

constellation point, u  is the  number of constellation points in the transmit signal structure, and a is the equalizer output and j is the current weight vector. The choice of  tede  determines the 

size of capture bowl of the inverted Gaussian cost function. Equation (6) can thus be written as 

b'a( =  f { '|a'@(|+ −   h+(+ } +  f k1 − ∑ DE |l'v(mn'H(|oopqrqod�L� s  .                   (9) 

The CMA tends to pull the symbols towards the circular edges of a radial modulus, while the AMA 

rotates each symbol towards its estimated constellation point. The AMA cost function evaluates 

the location of the symbols in the received signal block with respect to its closest constellation 

point, such that it is zero when the symbol is right on a constellation point and 1 when it is in 

between two constellation points. Symbol error is expected to be the highest halfway between two 

constellation points, if this point is taken as the 1st standard deviation. For 16-QAM, the minimum 

distance between two constellation points, 

 �w�x = 0.6325, thus 

tede =  |}Hv+  = �.~�+�+  = 0.31625 

The smaller the tede  value the less the capture ability AMA has, and the more there is symbol 

ambiguity as the iteration process gets close to convergence. Larger values of the tede  give  large 

negative error to the AMA cost function at convergence, which means that the joint cost function 

becomes a negative number. 

 

The gradient of the cost function defined in (6) is used in the steepest descent rule. Thus, the 

gradient of the joint cost function is given by (10) 
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∇ b'a( = ∇  bcde 'a( +  ∇  bede 'a(                                         (10) 

The output signal block for a particular user, at stage � of the multi-stage adaptive process is given 

by 

a�  =   ∑ -j�F ∗ Z�F�. FL�                                                        (11) 

where j�F is the weight vector of the equalizer at stage � for ULA element Y is initialized at each 

stage � using center-tap initialization. Note that j�F = [j�F'1( j�F'2( … . j�F'�(] is of length � and Z�F�  is the modified version of  ZF at stage i.  
 

The weight vector, j�F in (11) is updated as shown in (12)  

j�F'�(
 =  j�F'�E�(

    +   �� ∇ b'a(�F'�E�(
                                        (12) 

where j�F'�(
 is the weight vector update at the kth iteration and the scalar-valued adaptive step-size �� is given by 

�� =  β . ∑ �'�H�'�m�(∗�H�( �����
|| ∑ '∇ �'�(�'�m�(∗�H�( ���� ||                                                (13) 

for a real number  0 < β � 1 (we have used β � 1). This adaptive step size is computed using 

the l1 norm. The output signal block at kth iteration for stage � can thus be written as 

 

a�'�(  �   ∑ 9j�F'�( ∗ Z��F� = FL�                                                (14) 

 

After convergence of the iterative process in (12) the final output signal block, a�'�( is computed 

from (14). 

 

We use a moving average as the stopping condition for convergence of the CMA-AMA cost 

function. For the stopping condition the difference between current symbol block positions and 

the target constellation points is computed, at each iteration. When the value of this difference is 

0.55 or less, the moving average is computed using the previous 100 iterations to break out of the 

iteration loop. 

 

Once the final weight vectors j�F are computed at each stage � and for each ULA antenna element 

Y, a zero padded estimate of the K-tapped channel component ℎ��F for the user recovered at stage � 
to antenna element Y can be determined by [3]   ℎ��F =  (1/σy)

2
RXX(K-1) j�F   ∈ ℂ
                                     (15) 

where h��'�( � f��'@(��'@ ! �(� ∈  ℂ 
 � 
, and the uplink matrix block of received data is 

given  by � � �Z�  Z+ ….  Z��  ∈  ℂ  � ^.  h��' ! 1( is the (K-1) lag autocorrelation matrix of 

the received data blocks, � from all antenna elements at the base station, and σy is the variance of 

the equalized output. See [3] for details.  
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Let ℎ��F be the estimated channel for the user recovered at stage � across the    taps, which is 

extracted from ℎ��F ∈  ℂ 
  in (15) by removing the zero padding, i.e. ℎ��F =) ℎ��F'0( ℎ��F'1( … . ℎ��F' − 1(/ ∈ ℂ&, for 1 ≤ � ≤ � and 0 ≤ Y ≤ � − 1.  

 

Note that ℎ��F'0( is the estimated LOS component of channel estimate, ℎ��F between the user 

recovered at stage � and base station ULA antenna element Y. Thus the  ��� tap of the estimated 

channel from the � users to the � antenna elements on the ULA at the base station, is given by the 

matrix 

�̀'�( =
⎣⎢⎢
⎢⎡ℎ���'�(ℎ�+�'�(⋮ℎ��'�(

 
ℎ�+�'�(ℎ�++'�(⋮ℎ�+'�(

 
… ℎ��%'�(… ℎ�+%'�(
… ⋮ℎ�%'�(⎦⎥⎥

⎥⎤
 ∈  ℂ � $ � 

for 0≤ � ≤  − 1. Note that �̀'0( is the corresponding estimated LOS component.  

 

IV. EXPERIMENTAL SET-UP 

 

In this work, we evaluate the performance of the blind CMA-AMA digital beamformer using two 

experiments. In Experiment 1, we consider a single user transmitting to a base station over a single-

tap millimeter-wave channel, and also over a four-tap millimeter-wave Rician channel for the 

single user. This user carries a single element antenna and the base station is equipped with a 

uniform linear array (ULA) antenna, where the number of ULA antenna elements, � is varied 

from 10 to 100. The signal-to-noise ratio (SNR) of the transmitted user signal is varied between 0 

– 30 dB. Note that for a single user, Q = 1 in (2) and the complex-valued channel gains, 2��  (with � =1 and 0 ≤ � ≤ 3) are randomly generated from an independent and identically distributed 

(i.i.d.) Gaussian distribution. For the four-tap channel, the power delay profile puts the NLOS 

paths between -10dB to -5dB of the LOS path and angles of arrival ��� for each path are mutually 

independent and uniformly distributed over [−π/2, π/2). 

 

In Experiment 2, we consider the multi-user scenario where the number of users, � � 3 are 

transmitting over a Rician channel. Each user carries a single element antenna and the base station 

is equipped with a 20-element ULA antenna. For each user �, the SNR of the transmitted signal is 

varied between 0 – 30 dB and complex-valued channel gains, 2��  (for  1 ≤ � ≤ 3 and 0 ≤ � ≤ 3) 

are randomly generated from an i.i.d. Gaussian distribution. The power delay profile for the 

channel is generated as described for Experiment 1. 

 

For both experiments, the performance of the system is measured in terms of the symbol error rates 

(SER), mean square error (MSE) and the number of equalized cases over 800 Monte Carlo runs. 

For each Monte Carlo run, a new channel matrix is randomly generated, and a new set of user 

signal blocks also. 
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V. SIMULATION RESULTS 

 

Experiment 1: Single user case 

 

Experiment 1A: Evaluation over varying SNR 

We consider a single user transmitting to a base station equipped with a ULA with � = 20 antenna 

elements. The SNR over this single user channel is varied between 0-30dB. This experiment is 

performed for both LOS only (single tap) channel and for a four-tapped Rician channel. The 

experiment is run over 800 MC runs, and for each MC runs a new channel matrix is randomly 

generated together with a new block of signals for the user.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Single user SER and MSE curves for single tap channel 

 

Figure 2 shows the average over 800 Monte Carlo simulation runs for a single user transmitting 

a16-QAM signal block. The number of equalized cases out of 800 MC is 100% at all SNRs, except 

at 3dB where this is 98%. At 5dB the symbol error rate (SER) is of the order of 10-2 and the SER 

is zero at SNRs higher than 10dB for the single tap as shown in Figure 2(a). The SER is zero at 

SNRs higher than 15dB for the four-tap case. SER and mean square error (MSE) are slightly higher 

for the four-tap case than for the single-tap case as shown in Figure 2(b).  

 

Experiment 1B: Evaluation over varying number of antennas elements 

We consider a single user transmitting to a base station equipped with a ULA with � antenna 

elements as shown in Figure 1. The SNR over the single user channel is set at 5dB and the number 

of base station ULA antenna elements, � is varied from 10 to 100. This experiment is run over 

800 MC runs and for each MC runs a new channel matrix is randomly generated, together with a 

new block of signals for the user. This experiment is also performed with a single tap channel and 

the four-tapped Rician channel. 

 

 

 

 

 

 

 

(a) SER curves with varying SNR (b) MSE curves with varying SNR 
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Figure 3: Single user SER and MSE curves for four-tapped channel 

 

Figures 3 shows the average over 800 Monte Carlo runs for a single user transmitting a16-QAM 

signal block at 5dB to a base station with a varying number of antenna elements. Note that the 

SER decreases with increasing number of antenna elements as shown in Figure 3(a). There are 

100% number of equalized cases for all antenna sets on both the single-tap and four-tap cases, and 

MSE is generally higher for the four-tap case than for the single-tap case as shown in Figure 3(b).  

 

Experiment 2: Multi-user case 

 

Experiment 2A: Single tap channel 

We consider three users (Q=3) transmitting to a base station equipped with a ULA with 20 antenna 

elements, as shown in Figure 1, over a channel with line-of-sight (LOS) only. The number of base 

station ULA antenna elements, � is set to 20 and the SNR over the single user channel is varied 

between 0-30dB. This experiment is run over 800 MC runs, and for each MC run a new channel 

matrix for the three users is randomly generated, together with a new signal block for each user.  

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Multi-user beamformer performance curves for single tap channels 

(a) SER curves with varying antennas (b) MSE curves with varying antennas 

(c) Equalized cases for single tap channel 

(a) SER curves for single tap channel (b) MSE curves for single tap channel 

(d) Working cases for single tap channel 
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Figure 4(a) and 4(b) show the average SER and average MSE respectively, over the number of 

equalized cases shown in Figure 4(c) for three users transmitting over a single tap channel. Figure 

4(d) shows that at an SNR of 15dB and higher, 100% of the 800 MC runs recovered the transmitted 

signal at all stages for the single tap channel. Note that in Figure 4(a) an SER of 10-3 is achieved 

at around 13dB for the single tap channel, and stage 3 shows a slightly lower SER than the other 

stages. The mean square error (MSE) is below 10-3 over the entire SNR range, for all stages as 

shown in Figure 4(b). 

 

Experiment 2B: Four-tap (LOS plus three NLOS) channel 

We consider three users (Q=3) transmitting to a base station equipped with a ULA with 20 antenna 

elements as shown in Figure 1. The number of base station ULA antenna elements, � is set to 20, 

and the SNR over the single user channel is varied between 0-30dB. This experiment is performed 

for a four-tap channel (LOS plus three NLOS). This experiment is run over 800 MC runs, and for 

each MC run a new channel matrix for the three users is randomly generated, together with a new 

signal block for each user. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Multi-user beamformer performance curves for 4-tapped channels 

 

Figure 5(a) and 5(b) show the average SER and average MSE respectively, over the number of 

equalized cases shown in Figure 5(c) for three users transmitting over a multi-tap channel. Note 

that in Figure 5(a) an SER of 10-3 is achieved at around 13dB for the single tap channel, and stage 

3 shows a lower SER than stages 2 and 3. The mean square error (MSE) is below 10-3 from about 

13dB and above, for all stages as shown in Figure 5(b). Figure 5(d) shows that at an SNR of 10dB 

and higher, 100% of the 800 MC runs recovered the transmitted signal at all stages for the single 

tap channel. 

(b) MSE curves for multi-tapped channel (a) SER curves for multi-tapped channel 

(c) Equalized cases for multi-tapped channel (d) Working cases for multi-tapped channel 
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VI. CONCLUSION 

 

In this work, we applied a blind adaptive signal processing approach to the problem of digital 

beamforming for multi-user millimeter-wave communications. A joint CMA- AMA cost function 

has been used in an adaptive multi-stage MISO signal recovery and channel estimation process, 

thereby removing the need for training signals. We have used a Rician channel model for 

millimeter-wave communications between three users and a base station equipped with an �-

element ULA. Channel state information is acquired during the multi-stage equalization, and the 

estimated channel can be used for downlink communication. A different user signal is recovered 

at each stage and the SER and MSE increases with each subsequent stage of recovery for the multi-

user system. 

 

Additional work is being done to further evaluate the performance of this system by assessing the 

effect of proximity between users on the channel estimate. This algorithm is being extended to the 

scenario of a base station equipped with a uniform planar array (UPA). 
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ABSTRACT

The space-time block code approach to solving the two-antenna problem is extended to ARTM
CPM. The space-time block code is a block-based extension of the Alamouti space-time block
code used in space-time coded SOQPSK-TG systems. A demodulator/decoder is described and
analyzed both mathematically and in computer simulation. Without complexity reducing tech-
niques, the decoder requires the Viterbi Algorithm operating on a trellis with 4,194,304 states.
Complexity reduction techniques are applied to reduce the number of states to 256. Complexity
reduction is accomplished at the cost of loss in detection efficiency that is a function of the differ-
ential delay between the space-time coded ARTM CPM signals transmitted from the two transmit
antennas on the airborne test article.

INTRODUCTION

To increase the spatial coverage on fixed- and rotary-winged test articles, two antennas are often
used to account for blockage by the fuselage. The most common configuration is to place one an-
tenna on the top of the fuselage and the other on the bottom. The earliest implementations of this
configuration transmitted the same RF telemetry signal from both antennas using a power splitter
connected to the telemetry transmitter output. This implementation created a simple antenna array

1



Figure 1: The azimuth slice of the gain pattern corresponding to transmitting the same signal from two
antennas separated by 79.75 in. front-to-back, 16.5 in. left-to-right, and 69.5 in. top-to-bottom at L-band
carrier frequency of 1485.5 MHz.

defined by the two antennas. An example of the radiation gain pattern created by two antennas
is shown in Figure 1. Range engineers noticed signal drop outs during turns; the drop outs oc-
curred when the propagation path from the test article to the ground station was through one of
the nulls. As bit rates increased beyond 5 Mbits/s, range engineers experienced difficulties main-
taining the link even when the propagation path was through one of the high-gain lobes. The link
outages in this case were caused by self-interference resulting from the difference in propagation
delays between the two antennas and the ground station. Collectively, the problems associated
with transmitting the same signal from two antennas separated by several wavelengths is called the
two-antenna problem.

The authors of [1] (see also the ITC paper [2]) showed that orthogonal space-time block codes can
solve the two-antenna problem. Based on the theoretical analysis of [1], modulator and demod-
ulator/decoder prototypes were developed for SOQPSK-TG using the Alamouti space-time block
code [3]. The success of the flight tests [4, 5] prompted the development of commercially-available
space-time coded SOQPSK-TG systems [6, 7, 8, 9].

In this paper, the space-time code solution to the two-antenna problem is extended to ARTM CPM.
Because of the differences between SOQPSK-TG and ARTM CPM, a different space-time code
must be used. This code is described in the next section. The demodulator/decoder is described in
the section after.
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Figure 2: A conceptual block diagram of a space-time coded transmitter.

SPACE-TIME BLOCK CODE

The space-time coded transmitter has a single input data stream and produces two RF ARTM CPM
signals, one for each transmit antenna. The space-time coded ARTM CPM signals are of the form

s1(t) = A cos(2πfct+ φ1(t))

s2(t) = A cos(2πfct+ φ2(t))
(1)

where A is the amplitude of the RF waveform (determined by the transmitter power), fc is the
carrier frequency, and φ1(t) and φ2(t) are the time-varying phases that describe ARTM CPM.

A block diagram of the space-time coded ARTM CPM transmitter is shown in Figure 2. The
transmitter comprises one input data stream, a bit-level space time encoder, the insertion of bit
fields needed to enable space-time decoding, and a pair of transmitters. A description of the inputs
to the two parallel transmitters is also shown in the figure.

The space-time encoder is based on the space-time block code for CPM developed by Silvester
[10]. Consecutive blocks of 3360 bits are partitioned into two non-overlapping parts, called “D1”
and “D2”, each with 1680 bits. During the first half of the transmission the ARTM CPM signal
corresponding to “D1” is sent from antenna 1 while the ARTM CPM signal corresponding to “D2”
is sent from antenna 2. During the second half of the block, the negative of the ARTM CPM signal
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+g2A cos(2⇡(fc + �f)(t � ⌧2) + �2(t) + �2) + n(t)

Figure 3: A system-level diagram describing the space-time coded ARTM CPM system.

corresponding to “D2” is sent from antenna 1 while the ARTM CPM signal corresponding to “D1”
is sent from antenna 2 where the horizontal line means logical complement. For readers familiar
with the Alamouti space-time block code [3], the block-based encoding strategy used here is the
extension of the symbol-based Alamouti code to a data block.

The “B”, “E”, and “T” bit fields are required to initialize, end, or terminate the trellis that describes
the ARTM CPM waveform state. This is required because of the way the demodulator combines
the first half and second half of the received block to perform space-time decoding.

The pilot bits are inserted before each block to allow the demodulator to estimate the propagation
parameters required for optimum detection. This is described in the next section.

The ratio of output bits to input bits on each of the two parallel channels is

128 + 8 + 1680 + 8 + 8 + 1680 + 8 + 8

1680 + 1680
=

21

20
. (2)

In words, the over-the-air bit rate is 21/20 times the user bit rate, or 5% higher. The 5% increase
represents the overhead required to enable space-time coding.
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DEMODULATOR/DETECTOR

A system-level block diagram of a space-time encoded ARTM CPM system is presented in Fig-
ure 3. The received signal is

r(t) = g1A cos(2π(fc + ∆f)(t− τ1) + φ1(t) + γ1)

+ g2A cos(2π(fc + ∆f)(t− τ2) + φ2(t) + γ2) + n(t) (3)

where

g1 = the gain of the propagation path from transmitter output 1 to the ground station.
This gain includes cable and connector losses between the transmitter and antenna
1, the gain of the antenna 1 in the direction of the ground station, the spreading loss,
and the gain of the receive antenna.

g2 = the gain of the propagation path from transmitter output 2 to the ground station.
This gain includes cable and connector losses between the transmitter and antenna
2, the gain of the antenna 2 in the direction of the ground station, the spreading loss,
and the gain of the receive antenna.

τ1 = the propagation delay between transmitter output 1 and the ground station. This
includes any delays due to cabling.

τ2 = the propagation delay between transmitter output 2 and the ground station. This
includes any delays due to cabling.

γ1 = the phase shift associated with the propagation path between transmitter output 1
and the ground station.

γ2 = the phase shift associated with the propagation path between transmitter output 2
and the ground station.

∆f = the frequency offset. The frequency offset is a combination of oscillator uncertainty
and Doppler shift.

n(t) = the thermal noise generated primarily by the LNA and antenna feed electronics
in the receive antenna. The thermal noise is modeled as a white normal random
process with power spectral density N0/2 W/Hz.

To perform optimal decoding, the space-time decoder must have good estimates of g1, g2, τ1, τ2,
γ1 and γ2. These parameters are estimated from the received signal samples corresponding to the
ARTM CPM waveforms carrying the pilot bits. The decoder does not need to know the frequency
offset ∆f per se, but assumes the frequency offset has been removed prior to decoding.

A block diagram of the space-time demodulator/decoder is illustrated in Figure 4. The received
signal r(t) is the real-valued bandpass RF signal produced by the ground station antenna. The
mathematical expression is given by (3). The received RF signal is filtered, amplified, and con-
verted to a 70 MHz RF signal by a telemetry receiver. The IF signal is sampled by an A/D converter
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(ADC in the figure) operating at 93 1/3 Msamples/s. The reason for this sample rate is described in
Chapter 10 of [11]. Synchronization and decoding are achieved using the IF samples in the “DSP”
block. The major components of the DSP block are described in the following subsections.

A. RESAMPLING AND CONVERSION TO I/Q BASEBAND

Resampling filters, in the form of two cascaded polyphase filterbanks perform simultaneous re-
sampling and frequency translation to I/Q baseband. The purpose of resampling is to produce an
equivalent sample rate of 4 samples/symbol (= 2 samples/bit), where the reference bit rate is the
over-the-air bit rate. The use of polyphase filterbanks for resampling and frequency translation is
described in Chapter 10 of [11].

B. PILOT DETECTOR

The role of the pilot detector is to find the location of the I/Q ARTM CPM waveform samples
corresponding to the pilot bits. The location is determined by computing a pair of semi-coherent
cross-correlations between the received I/Q samples and locally stored copies of I/Q samples of
the ARTM CPM waveform corresponding to the two pilot bit sequences. Note that both the I/Q
samples and the locally stored copies are sampled at a rate equivalent to 2 samples/bit.

The correlation peaks identify the occurrence of the pilot samples in the received I/Q samples. The
location of the pilot samples controls a DEMUX operation that routes the 256 I/Q samples corre-
sponding to the pilots to the channel and timing estimator and the remainder of the I/Q samples to
the decoder.

C. TIMING AND CHANNEL ESTIMATOR

The timing and channel estimator computes estimates of τ1, τ2 (the “timing estimates”) along with
estimates of g1, g2, γ1, and γ2 (the “channel estimates”). The estimates are denoted using the “hats”
in Figure 4. The estimates are produced in two steps. In the first step, τ̂1 and τ̂2 are computed by
solving

τ̂1, τ̂2 = argmin
τ1,τ2

{∣∣∣[I−P(τ1, τ2)
(
PH(τ1, τ2)P(τ1, τ2)

)−1
PH(τ1, τ2)

]
r̃
∣∣∣2} (4)

where I is the 256 × 256 identity matrix; P(τ1, τ2) is a 256 × 2 matrix where the first and second
columns contain I/Q samples of the ARTM CPM waveform corresponding to pilot 1 and pilot 2,
respectively, where the samples are delayed by τ1 and τ2, respectively; r̃ is the 256 × 1 vector
of received I/Q samples after de-rotation by the outer loop (see subsection F); and (·)H is the
Hermitian (conjugate-transpose) matrix/vector operation. The solution to (4) is obtained by the
gradient-descent method described in [12].
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After computing the delay estimates τ̂1 and τ̂2, the complex-valued channel gains are computed
using [

ĝ1

ĝ2

]
=
(
PH(τ̂1, τ̂2)P(τ̂1, τ̂2)

)−1

PH(τ̂1, τ̂2)r̃. (5)

where g1 = g1e
jγ1 and g2 = g2e

jγ2 . Note that the matrix product involving P(τ̂1, τ̂2) in (5)
is computed during the search (4) and does not need to be recomputed to produce the channel
estimates.

D. DECODER

The maximum likelihood space-time decoder is based on the maximum likelihood detector for
uncoded ARTM CPM [13]. The maximum likelihood detector comprises a bank of correlators
(called matched filters) followed by a maximum likelihood sequence estimator. The algorithm
used to perform maximum likelihood sequence estimation is the Viterbi Algorithm. The Viterbi
Algorithm operates on a trellis defined by the possible signal states during each symbol (two-
bit) interval. The complete representation of ARTM CPM requires 512 states. It is the authors’
understanding that most commercially available ARTM CPM detectors apply some of the reduced
state techniques described in [13] to create a trellis with a smaller number of states. The state
reduction is achieved at the cost of a modest reduction in detection efficiency.

The space-time decoder operates on the same principles. Incorporating the space-time code and
the differential delay between s1(t) and s2(t), a super-trellis comprising 4,194,304 states is re-
quired. Clearly, this is far too large to be implemented in a practical system. By applying the pulse
truncation (PT) and state-space partitioning (SSP) state reduction techniques described in [13] to
the decoding problem, the number of states can be reduced to 256 states [14].

The detection efficiency associated with the state reduction techniques is illustrated by the proba-
bility of bit error curves shown in Figure 5. Observations:

1. The full complexity decoder achieves the same bit error probability performance as the un-
coded ARTM CPM system with a full complexity detector (not shown to reduce clutter).

2. The decoder based only on PT—this produces a trellis with 65,536 states—does not produce
any measurable loss in detection efficiency. This is hard to see in the plot: the light gray line
(full complexity) and the medium gray dashed line (PT) are on top of each other.

3. The decoder based on PT+SSP—this produces the 256-state trellis—is characterized by a
detection efficiency that decreases with increasing |∆τ |. The mathematical analysis predicts
losses in detection efficiency at Pb = 10−6 of 0.6 dB for ∆τ = 0, 1.4 dB for ∆τ = 0.3Ts,
2.5 dB for ∆τ = 0.6Ts, and 3 dB for ∆τ = 0.9Ts. The computer simulations produce prob-
ability of bit error estimates that match or are within 0.25 dB of the mathematical analysis.

The interesting observation is that the full complexity decoder and PT decoder show no variation
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Figure 5: Probability of bit error vs. Eb/N0 for the full complexity decoder, the reduced complexity decoder
using PT, and the reduced complexity decoder using PT + SSP for g1 = 1, g2 = −1, and for various values
of ∆τ = τ1−τ2. Computer simulations of the bit error probability for the decoder with PT + SSP are shown
by the markers. Reproduced from [14].

in the probability of bit error with ∆τ . The variation of the probability of bit error with ∆τ is a
byproduct of the SSP complexity reduction.

E. FREQUENCY OFFSET COMPENSATION

Frequency offset is caused by a combination of oscillator uncertainty and Doppler shift. The
system was designed to accomodate frequency offsets in the range ∆f = ±30 kHz. Frequency
offset compensation took the form of two closed loop systems. The elements of these closed-loop
systems are shown by the dark gray boxes in Figure 4. These closed loop systems are called the
“inner loop” and “outer loop.”

The inner loop is a PLL designed to track out the phase increment/decrement due to a small error
in the current frequency estimate. The PLL derives its error from tentative decisions in the Viterbi
Algorithm as described in [15]. The error signal is filtered by a loop filter that drives a direct digital
synthesizer (DDS) that closes at the input to the matched filter bank. The loop filter is a discrete-
time proportional-plus-integrator filter. Consequently, the output of the loop filter is an estimate of
the residual frequency offset seen by the inner loop. The output of the loop filter at the end of each
block is used to update the outer loop.

The outer loop is a frequency lock loop (FLL) designed to track out the frequency offset in the
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received I/Q samples. The FLL comprises a DDS that closes at the output of the pilot detector.
(The FLL should close at the input to the pilot detector. For reasons relating to the FPGA imple-
mentation [an ongoing process as of this writing] the FLL closes at the output of the pilot detector.)
The oscillation frequency of the DDS is updated once per block using the output of the loop filter
in the inner loop as described in the previous paragraph.

CONCLUSIONS

The use of space-time block coding to solve the two-antenna problem has been extended to ARTM
CPM. The space-time block code is a block-based extension of the symbol-based Alamouti space-
time code used in space-time coded SOQPSK-TG systems. A demodulator/decoder has been
designed and analyzed both mathematically and in computer simulation. The results show that
the complexity reductions required to make the implementation feasible produce a detection effi-
ciency loss that increases with the differential delay. An FPGA implementation of the demodula-
tor/detector is an ongoing effort.
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ABSTRACT

Solving the two-antenna problem for the ARTM CPM waveform requires optimal estimation for
a number of unknown signal parameters at the receiver to enable a space-time block-coded solu-
tion. To accomplish the required parameter estimation, known pilot bit sequences are added to
the data structure of the transmitter. The degree to which optimal detection may occur for these
unknown parameters is a function of the specific pilot sequences chosen. This paper outlines the
principles for designing the pilot sequences, lists the chosen sequences explicitly, and shows that
the pilots achieve the lowest Cramér-Rao lower bounds in the estimators for several of the key
parameters. These pilot sequences are to be used in implementations of space-time coded ARTM
CPM aeronautical telemetry systems.

INTRODUCTION

The two-antenna problem in aeronautical mobile telemetry (AMT) comes about from the need to
maintain constant connectivity between the transmit antenna of an airborne test article and a re-
ceiver ground station (see, e.g., [1]). If the test article is equipped with only one antenna, certain
positions and flight maneuvers lead to blockage by the body of the test article. To allow the ground
station to maintain constant connectivity with the test article, a second antenna is placed on the
opposite side of the aircraft. In the case where the airborne test article is an airplane or fighter jet,
these two antennas are placed on the bottom and top of the aircraft as pictured in Figure 1. This
allows the ground station to maintain direct line of sight to at least one of the transmit antennas,
independent of the test article’s position relative to the ground station antenna.

The two-antenna problem arises from cases where both transmit antennas have direct line of sight
with the ground station’s receive antenna. In these cases, each of the two transmit antennas experi-
ence different delays to the ground station due to the variable distances between transmit antennas
and the receive antenna as well as different channel responses. In some cases, these differences
can cause deconstructive interference at the ground station, leading to poor receiver signal quality.
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Figure 1: A system-level diagram describing the space-time coded ARTM CPM system.

Overcoming interference of this nature is called the two-antenna problem.

It has been shown that the two antenna problem can be solved using orthogonal space-time block
codes [2, 3]. The work in [2] gives the solution in the case where the AMT communication sys-
tem uses the SOQPSK-TG waveform. The solution is based on the original Alamouti space-time
codes (STC) from [4]. Only recently, this STC technique has been extended to the ARTM CPM
waveform [5, 6], where it is also shown to solve the two-antenna problem. The extension from
SOQPSK-TG to ARTM CPM is non-trivial.

The two-antenna problem leads to the scenario depicted in Figure 1, where the ith antenna trans-
mits

si(t) = A cos(2πfct+ φi(t)), (1)

for i = 1, 2. Here, A is the amplifier gain applied to the waveform at the transmitter, fc is the
carrier frequency in Hertz, t is the traditional variable representing time, while φ1(t) and φ2(t) are
the time-varying phase signals of the ARTM CPM waveform. Data are modulated onto these phase
signals in the usual way (see, e.g., [7, 8]). The received signal at the ground station antenna can be
modeled as

r(t) = g1A cos(2π(fc+∆f)(t−τ1)+φ1(t)+γ1)+g2A cos(2π(fc+∆f)(t−τ2)+φ2(t)+γ2)+n(t).

Here, g1 and g2 are the gains experienced by s1(t) and s2(t), respectively, as these signals are trans-
mitted to the ground station. They represent the collective gains and losses accrued through the
transmitter back end, the propagation channel, and the receiver front end, for each signal. The vari-
able ∆f is the frequency offset due to oscillator variability and Doppler shift. The delay variables
τ1 and τ2 include all delays experienced by each of s1(t) and s2(t), respectively, through either
cables or the propagation channels. The variables γ1 and γ2 are the phase shifts encountered by
the respective s1(t) and s2(t) signals through the propagation channel. Finally, n(t) is the thermal
noise seen at the receiver, including such noise added to the signal by the receiver front-end com-
ponents. This signal is modeled as a complex-valued zero-mean white Gaussian random process
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Figure 2: Data format for a space-time coded transmitter. The top format is used by the first antenna, and
the bottom format is used by the second antenna.

with power spectral density 2N0.

The STC-based solution to the ARTM CPM two-antenna problem requires optimal estimation of
g1, g2, τ1, τ2, γ1, and γ2. To allow for optimal parameter estimation, a sequence of known pilot
bits are transmitted within the data structure coming from each antenna (see Figure 2). We discuss
these data structures at greater length in [6]. For this paper it suffices to say that the variance of the
estimators for these parameters can be reduced, and even minimized, through proper design of the
two 128-bit pilot bit sequences.

This paper addresses the problem of pilot bit-sequence design to enable optimal parameter estima-
tion for the STC-based solution to the two-antenna problem using the ARTM CPM waveform. We
provide the motivation and algorithm for choosing the sequences, and show that the Cramér-Rao
lower bounds (CRLBs), which bound the variance of the estimators, are minimized by our specific
pilot sequence selection. Such a design enables better performance in the actual implementation
of the estimation algorithms. We also list both pilot sequences explicitly in this paper.

DESIGN APPROACH

Intuitively, since pilot 1 and pilot 2 are transmitted simultaneously and are used to allow the de-
tector to do parameter estimation, we may assume that making the waveform associated with pilot
1 orthogonal to the waveform associated with pilot 2 is a reasonable approach to optimal pilot
sequence design.

A. Cramér-Rao Lower Bounds

In this section, we argue that minimizing the Cramér-Rao lower bounds for estimators of g1, g2,
γ1, and γ2 is an equivalent problem to finding pilot sequences that produce orthogonal ARTM
CPM waveforms (see [1] for additional details in the SOQPSK-TG case). Let g1 = g1e

jγ1 and
g2 = g2e

jγ2 . Note that we can optimize pilot sequences either in terms of the estimators for g1 and
g2, or the estimators for g1, g2, γ1, and γ2. We follow the approach from [1], and consider esti-
mators for the real and imaginary parts of g1 and g2. Thus, we still have four parameters to estimate.

Let p1 and p2 be column vectors obtained from sampling the ARTM CPM waveforms s1(t) and
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s2(t) that are produced from the pilot 1 and pilot 2 sequences, respectively. (For our purposes,
suppose that τ1 and τ2 are both zero. The estimators in [6] show how to find these parameters in
general.) Samples are taken at N = 4 samples per symbol. Since ARTM CPM is a quaternary
modulation scheme, and because the pilot sequences are 128 bits in length, then each of p1 and p2

are comprised of 256 complex-valued samples. We then define

P =
[
p1 p2

]
, (2)

and

P =

[
<e{P} −=m{P}
=m{P} <e{P}

]
, (3)

where <e{·} and =m{·} are the real and imaginary operators. In [1] it is shown that the Fisher
information matrix associated with estimating the four real-valued parameters<e{gi} and=m{gi}
for i = 1, 2 is then simply

J =
1

σ2
PTP, (4)

where the variance of noise samples obtained by sampling n(t) is 2σ2. The Cramér-Rao lower
bounds for estimators of <e{gi} and =m{gi} for i = 1, 2, are then given by the diagonal ele-
ments of J−1. Note that the off-diagonal elements of J contain combinations of sums of cross-
correlations between the real and imaginary components of p1 and p2. Also note that the diagonal
elements of J contain sums of auto-correlations between the real and imaginary components of p1

and p2, which will be constant for all possible pilot sequences. Straightforward simulations can
be used to show that minimizing the diagonal elements of J−1 is best accomplished by making
off-diagonal elements of J as small as possible. We can achieve this if

<e{p1}T<e{p2} = <e{p1}T=m{p2}
= =m{p1}T<e{p2} (5)

= =m{p1}T=m{p2} = 0.

Finally, it can be shown that if we simply find complex-valued p1 and p2 that are orthogonal (in
the complex sense), i.e.,

pH1 p2 = 0, (6)

then (except for in a few rare cases), we have achieved all cross-correlations in (5) to be zero as
well. Thus, producing pilot sequences that satisfy (6) serves to minimize the Cramér-Rao lower
bounds for the estimators of the complex channel gains.

B. Algorithm for Finding Pilot Sequences

At this point, we recognize that finding pilots that satisfy (6) may be impossible. Simply mini-
mizing the magnitude of pH1 p2 will still, however, draw us close to our goal of optimal parameter
estimation from the pilots.

Since each pilot sequence is 128 bits, we have 2256 ≈ 1.16 × 1077 possible ways to choose the
pilots. Searching through this space of all possible sequences is completely impractical, as it
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is approximately the same as the estimate of the total number of particles in the universe, the
Eddington number, which is equal to 1.0× 1080. We propose a more efficient approach to finding
good pilots as follows. Let us consider growing the pilot bit sequences eight bits at a time, always
keeping the winning sequences from the previous iteration. We require 16 rounds of this algorithm
to produce the desired length of 128 bits for both pilots. The approach is straightforward, in that
we search through all 216 possible additions to the current pilots, and keep the set of 16 bits (eight
bits for each pilot) that minimize |pH1 p2|, where p1 and p2 represent the pilot samples up to and
including the chunk under test. This requires us to calculate the samples for the ARTM CPM
waveforms of each sequence from the saved bits in previous rounds of the algorithm with the
possible additional bits appended to the ends. Each round of the process computes and compares
216 = 65, 536 cross-correlations for a total of 220 = 1, 048, 576 correlation calculations in the
entire algorithm. The process can be completed on a general purpose desktop computer in a few
minutes.

C. Practical Considerations for the Pilot Sequences

Although the process outlined in the last section provides a mechanism to produce optimal (or
nearly optimal) sequences by searching through a small selection of the total number of available
possibilities, the final round of eight bits must actually be calculated in a new way. The detector
for STC ARTM CPM waveforms is based on the Viterbi algorithm [5], and requires the waveform
to be driven into a known and fixed state at the end of the pilot sequences so the detector can
operate correctly on the remainder of the transmitted bits. Thus, the optimal solution is obtained
through 16 rounds of selecting eight-bit chunks for each pilot sequence; however, the chosen pilots
presented below are obtained using 15 rounds of the optimization algorithm, and the final eight
bits are set to achieve the desired state. The interested reader is directed to [5] for the details.

RESULTS

The algorithms from the previous section were run to produce the following two 128-bit pilot
sequences. The sequences are to be read from left to right, starting at the top row.

pilot 1 = {0 0 0 0 1 1 0 1 1 0 0 0 0 0 0 0

0 0 1 0 0 1 0 1 0 0 1 1 1 0 1 1

1 1 0 0 0 0 1 1 0 1 0 0 1 1 0 1

1 1 0 0 1 1 0 0 1 0 0 0 1 1 0 1

1 1 1 1 1 0 1 1 1 0 0 1 1 0 0 0

1 1 1 0 1 1 1 1 1 0 1 0 1 1 1 1

1 1 0 0 1 1 0 0 1 1 1 1 1 0 1 1

1 1 1 1 1 1 1 0 1 0 0 1 0 0 0 0}.
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Figure 3: Cross-correlation parameters between pilot 1 and pilot 2 for the optimal sequences (red), the final
sequences (blue), and 1000 randomly generated pilot pairs (black).

pilot 2 = {0 1 1 0 0 1 1 1 1 1 1 0 1 1 0 0

1 0 1 0 1 1 1 0 1 1 0 0 0 1 1 0

0 0 1 0 1 1 0 0 1 0 1 1 0 1 0 1

0 1 0 0 0 1 0 0 0 0 0 0 0 1 0 1

0 1 1 1 0 0 1 1 0 0 0 1 0 0 0 0

0 1 1 0 0 1 1 1 0 0 1 0 0 1 1 1

0 1 0 0 0 1 0 0 0 1 1 1 0 0 1 1

0 1 1 1 0 1 1 0 0 1 0 0 0 0 0 0}.

The last eight bits of each pilot sequence are specially designed for practical detector purposes, as
mentioned in the previous section. Thus, we may expect the chosen sequences to be slightly subop-
timal. Figure 3 shows the cross-correlation calculated as |pH1 p2| for several sets of pilot sequences.
The red-dotted line is the value obtained in the set of pilot sequences obtained if we were to run 16
rounds of the optimization algorithm. Since we could only run the optimization algorithm for 15
rounds and the final eight bits were fixed for practical decoder reasons, the actual pilot sequences
given in this section only achieved the blue-dotted line. The black line shows the same metric for
1000 randomly generated pilot sequence pairs. Here we see that the chosen sequences are still very
good, even with the practical requirements on the last eight bits of the pilots.

The Cramér-Rao lower bounds for the estimators corresponding to the complex-valued channel
gains are shown in Figure 4 for all four channel gain parameters. Here we show the CRLBs
corresponding to the final pilot sequences in red-dotted lines for all four cases. A set of 1000
randomly generated pilot sequences were also tested, and we note that even though fixing the last
eight bits of each pilot seems to have affected the cross-correlation parameter slightly in Figure 3,
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obtained and presented in this section in red, and 1000 randomly generated pilots are shown in black.
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we do not seem to suffer any performance with regards to the CRLBs.

CONCLUSIONS

In this paper, we presented principles for finding pilot bit-sequences for optimal parameter estima-
tion in STC ARTM CPM detectors. The pilots were presented explicitly, and they were shown to
achieve the minimum (or nearly the minimum) CRLBs for the complex channel gain estimators.
The pilots were constructed eight bits at a time, and allow for the convenience of setting the final
eight bits of each pilot to allow the Viterbi-based detector to operate from a known state at the end
of the pilot samples.
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ABSTRACT 
 
The continual advances in military system technologies compel the Test & Evaluation 
community to constantly mature and adapt available test methodologies. This process requires a 
clear understanding of methodology capabilities and limitations. The primary objective of this 
paper is to provide details pertaining to the error correcting capabilities of the six Low Density 
Parity Check variants identified in the IRIG 106 telemetry standard. This analysis will be 
performed with representative telemetry equipment in a controlled environment where the 
number of induced transmitted bit errors will be increased until error correction failures are 
observed. This study will also investigate the effects, if any, of consecutive versus sparsely 
induced bit errors on correction capabilities. 
 

INTRODUCTION 
 
In communications, Low Density Parity Check (LDPC) is a Forward Error Correction (FEC) 
technique used to detect and correct bit errors in received data. First developed by Robert 
Gallagher in 1963 and rediscovered in 1996, LDPC has been implemented in numerous 
communication protocols which include satellite communications, Wi-Fi 802.11 and 10G 
Ethernet [1]. The primary advantages of using FEC are increases in data integrity for simplex 
communication channels and retransmit reductions in duplex communication channels while the 
primary disadvantage is erroneous data if bit errors exceed the limitations of the selected FEC 
schema [2]. While FEC is a broad term and includes many error correction techniques, LDPC is 
classified as a block code where redundant error correction bits, or parity bits, are appended to a 
fixed size data block prior to transmission. When applied to a simplex telemetry link, six 
schemas have been identified and approved for use in the IRIG 106 standard [3].  While 
implementing these LDPC variants in a telemetry encoder and researching the algorithm, we 
discovered a lack of empirical data detailing the error correction capabilities and limitations of 
the algorithm. Instead, while performing a literature review on this topic we identified numerous 
journal publications detailing noisy channel performance and Monte Carlo simulations [4,5,6]. 
 
 



LDPC TELEMETRY IMPLEMENTATION 
 
Details pertaining to the implementation of an LDPC encoder can be found in Appendix 2-D of 
the IRIG 106 standard. To summarize, the encoder generates unique parities based on the block 
of information data provided and these parity bits are appended to the information data prior to 
randomization and transmission. The six LDPC schemes currently approved for telemetry use 
are defined by the size of the information block and the parity length. These six variants are 
presented in Table 1.  
 

Table 1 Data Block and Parity Sizes for Telemetry LDPC Variants 
Information Block Parity Length (bits)
Size (bits) Rate 1/2 Rate 2/3 Rate 4/5

1024 1024 512 256
4096 4096 2048 1024  

 
To generate the unique parity, circulant matrices are used. These circulant matricies are provided 
in the IRIG 106 standard. The IRIG 106 standard also details the method for generating the 
circulant matrices for each of the six variants based on the provided sparse parity check matrices 
and is beyond the scope of this paper. 
 
Figure 1 depicts the parity generation process where the variables K, M, m and r are set based on 
the LDPC variant selected. As illustrated, the unique parity is generated by performing a 
recursive bitwise XOR if the input information data bit is a logic 1 and accumulating the results. 
This recursive XOR and accumulation process continues for the entire 1024 or 4096 bit 
information data block resulting in the unique parity. 
 

 
Figure 1 Quasi-Cyclic Encoder Using Feedback Shift Register [3] 



 
Similar to standard telemetry encoder designs, the data block structures of LDPC encoder 
schemes contain a sync word and are randomized prior to transmission; however, notable 
differences do exist. The first difference is the prepended sync word. For LDPC the sync word, 
or Attached Synchronization Marker (ASM), is limited to one of two options and is based on the 
information data block size. The fact that the ASM (as defined in the LDPC standard) is not 
randomized is the second noteworthy difference. Figure 2, Table 2 and Table 3 have been 
included to illustrate the randomization and transmitted ASM/codeblock structure of LDPC. 
 

 
Figure 2 Codeblock Randomizer [3] 

 
Table 2 Transmitted Data Structure [3] 

Block Size (bits)
1024 64-bit ASM + Randomized Data Block and Parity bits
4096 256-bit ASM + Randomized Data Block and Parity bits  

 
Table 3 Attached Synchronization Markers (ASM) [3] 

Block Size (bits)
1024 0xFCB88938D8D76A4F
4096 0xFCB88938D8D76A4FFCB88938D8D76A4F034776C7272895B0FCB88938D8D76A4F  

 
 

LDPC ALGORITHM TEST SCENARIOS 
 
Using the information provided in the IRIG 106 telemetry standards, an LDPC encoder was 
designed using firmware and instantiated on a Field Programmable Gate Array (FPGA). The 
firmware was designed with LDPC testability features allowing the user to select which LDPC 
variant as well as providing dynamic insertion of bit errors and bit error locations after the parity 
is calculated and prior to data randomization and transmission. 
 



The test setup used to observe and determine the error correcting abilities of each variant is 
illustrated in Figure 3. Two decoms were used, one decom was used to display the data 
information block after LDPC decoding and error correction, and the other decom was used to 
display the fully assembled blocks consisting of the ASM, information data block, and parity 
bits. This provided the ability to verify bit errors were properly inserted into the data block (via 
Decom 2), and properly corrected by the LDPC decoder in the TM Receiver (via Decom 1). 
Derived math parameters were also used to provide a real-time evaluation of the received data 
pattern and detect when bit errors were not being properly corrected by the LDPC decoder 
algorithm. 
 

 
Figure 3 Test Setup 

 
To perform the testing, a fixed information data block, summarized in Figure 4, was used to 
generate the parity bits for each variant. Prior to error insertion, the two decoms were used to 
verify no errors existed in either data path. A single bit error was then introduced at the 
beginning of the transmitted information data block. Again, the two decoms were used to verify 
the error was properly inserted and corrected by the LDPC decoder functionality of the receiver. 
The number of consecutive inserted bit errors were then increased until anomalies were detected 
at the receiver thus indicating the error correction capabilities of the LDPC decoder had been 
reached. This test was repeated for all six LDPC variants. Subsequent testing was performed 
with consecutive and non-consecutive bit errors inserted at multiple locations within the 
information data block. 
 

Byte Number 1 2 3 4 5 6 … … … … … … … …

Value 0xFE6B 0x28400x0000 0x0001 0x0002 … …

𝐾
8
− 1

𝐾
8

𝐾
8
− 3

𝐾
8
− 2

𝐾
16

 − 3
𝐾
16

 − 4
 

Figure 4 Information Data Block, K = Information Block Size 
 



Additional testing was performed to determine whether the performance of the LDPC variants 
are affected by the content of the data. To do this, the information data block was changed from a 
zero-dominant pattern to a one-dominant pattern. The resulting information data block pattern 
started at a value of 0xFFFF in the first two bytes and was decremented until the minimum value 
allowed by each block size was reached. A subset of the previous consecutive and non-
consecutive bit error tests were repeated. 
 
 

LDPC TEST RESULTS 
 
The first test conducted using the previously described setup, FPGA firmware and zero-dominant 
data block was designed to test how many consecutive bit errors within the data block were 
necessary to cause the LDPC variant to fail to correct the bit errors at the receiver.  This test 
scenario was conducted on all 6 IRIG 106 LDPC variants.  There were three slightly different 
consecutive methodologies applied in order to test the location dependency of the consecutive bit 
error throughout the data block.  First, consecutive bit errors were added to the beginning of the 
data block until errors were detected by the decom from the LDPC decoded waveform. The 
second methodology applied consecutive bit errors to the middle of the data block until errors 
were detected. The third methodology was to apply consecutive bit errors to the end of the data 
block until errors were detected.  Note that for this third variation, there was no carry-over of 
applied data block bit errors to any subsequent data blocks and the final applied consecutive bit 
error coincided with the final data block bit.  The resulting number of consecutive bit errors that 
were corrected by each variant using these test methodologies are shown below in Table 4.  For 
example, for the case of Block Size = 1024, Rate 4/5, this LDPC variant corrected 23 
consecutive bit errors at the beginning of the data block.  However, on the 24th applied 
consecutive bit error, the decom displayed errors in the resulting decoded data block. This was 
the original and main testing goal of this paper and thus, most of the focus and effort went into 
determining the failure points of data block bit errors for each variant.  All subsequent tests were 
slight deviations from this main goal and consecutive bit error methodology.  It’s a notable 
observation that the results shown in Table 4 were repeatable and there was statistically no 
variation in the resulting numbers. 

 
Table 4 Consecutive Bit Errors Successfully Corrected 

Rate 4/5 Rate 2/3 Rate 1/2 Rate 4/5 Rate 2/3 Rate 1/2
Beginning of Block 23 52 162 87 227 688
Middle of Block 22 71 113 81 293 469
End of Block 25 55 117 111 226 472

Block Size = 1024 bits Block Size = 4096 bits

 
 

The next test conducted involved the same setup and procedure as the consecutive bit error 
testing with the main difference of separating the applied bit errors by a gap of correct bits at 
increasing values between applied bit errors.  The main purpose of this test was to determine if 
non-consecutive bit errors were easier for the LDPC variants to correct versus consecutive.  
Table 5 shows the results of using this methodology for the case of Block Size = 1024, Rate 4/5.  
The notable observation was that there was no significant variance in the overall number of bit 
errors that could be corrected using this non-consecutive bit error methodology by the LDPC 



coding when compared to the similar consecutive bit error methodology.  This observation was 
confirmed throughout the other variants but not recorded in this paper.  While it may be possible 
to observe other subtle anomalies and characteristics with non-consecutive bit errors, it was not 
determined to be a worthwhile investigative study for this paper. 

 
Table 5 Non-Consecutive Bit Errors Successfully Corrected 

Block Size = 1024 bits
Rate 4/5 n=2 n=3 n=4 n=5 n=6
Beginning of Block 22 26 23 15 26

Error every nth bit

 
 

The next test conducted involved repeating many of the consecutive bit error scenarios for a 
ones-dominant data block versus the original zero-dominant data block.  It was not surprising to 
observe that the ones-dominant data block did not produce any significant difference to the 
results shown in Table 4.  In fact, the results were statistically identical.  The most noticeable 
observation from this was that the data content did not appear to change the results when it 
comes to the data values being heavily favored to either ones or zeros. 
 
While we had access to the test setup and the FPGA code, we took the opportunity perform a few 
special bonus tests just for pure scientific curiosity.  The first bonus test was to add consecutive 
bit errors to the parity after the correct parity had been generated using a Block Size = 1024, Rate 
4/5.  The receiver was able to correctly decode up to 12 consecutive bit errors at the beginning of 
the parity section without re-interpreting any of the information data block bits as a result.  As a 
additional observation, adding an additional 5 consecutive bit errors to the information data 
block was also able to be correctly decoded by the receiver.  The second bonus test or 
observation was conducted by adding a single bit error to the ASM which the receiver was able 
to correct and decode.  Additional destructive testing of the parity and/or ASM section of the 
LDPC message could be completed and may be interesting but was not a focus of this paper.   
 
One notable observation from this testing was that when any particular variant of LDPC would 
reach or surpass the point that all the bit errors could be corrected, the resulting data blocks did 
not always “fail” to the same value.  In other words, bad or corrupted data was random not 
predictable or repeating values.  This is very likely due to a vendor specific implementation of 
the LDPC decoder and correlation technique.  The processes used to correlate and correct the bits 
combined with our testing method of providing very “healthy looking” bit errors was a big 
reason for this observation.  Much more could be reported on these details; however, this would 
change the focus of this testing and is not the reason for this paper. 
 
Based on the testing conducted through the processes described in this paper, an approximate 
error tolerance can be calculated for each IRIG 106 LDPC variant.  These numbers are likely 
quite subjective given the limited testing and limited resources.  However, given all of those 
assumptions and limitations, the observed approximate error tolerances are shown in Table 6.  
Note that there are many pros and cons to each LDPC variant so this is only one piece of 
information to consider when determining which variant may be most appropriate for any 
particular scenario. 
 
 



 
Table 6 Approximate Percentage Error Tolerance Observed 

Rate 4/5 Rate 2/3 Rate 1/2 Rate 4/5 Rate 2/3 Rate 1/2
2.28% 5.79% 12.76% 1.90% 5.07% 11.07%

Block Size = 1024 bits Block Size = 4096 bits

 
 

 
CONCLUSIONS 

 
As expected, the LDPC algorithms approved for use in the IRIG 106 telemetry standard 
demonstrated error correction capabilities. The material presented in this paper provides 
supplemental empirical data that compares and contrasts the error correction algorithm 
limitations of each of the six LDPC variants and is intended to aid telemetry encoder designers 
when selecting the appropriate LDPC variant based on test requirements. To summarize, we 
discovered the location of consecutive and non-consecutive bit errors in the information data 
resulted in some variances in error correction abilities when it comes to beginning, middle and 
end of the data block.  Contrarily, having consecutive versus non-consecutive bit errors and data 
content (i.e. majority 1 or majority 0) had little to no impact on error correction abilities. 
Additionally, we discovered the LDPC algorithms tolerated bit errors occurring in the parity bits 
and did not erroneously change/correct bits in the information data. Based on the findings 
presented and a review of FEC trends, additional research is recommended to determine if 
emerging error correction schemes should be considered for use in telemetry. 
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�������	����� � � � � � � � � � �F�	�����������PO�����4��5��/�	�	���9������������n{]��|l]l��}_Z��}tel]l��~̂���iYXZ��yXakejX_]lf]_f]wyil]Z��}n���}lliol����� � � � � � � � � � � � �4�
���5� �/������.������� �<�	�
	0
�� �	�=��� � � �����



������������	�
��
�����
�	
����
��
������
����������������������������� !""#$

�����""��""" " "%&�"""����'	"""""#��'""(	"")��������""��""*	""+�

����,""-$.(/0�1/(""231+40�+4$2(""5$2+6$�""$""+0��178(""" " " " " " " " "" "1/.1)$203""09""(�23$2(33(�231$8""71080*:-,""����	""#0���'	""$;��������""" " " " " " "���������
�����	<��<��&���
����	
����
�����=>?
�
�������@$A�B9C%��
�����	<��<��	
���D"���D���D����
���E��?�E��F���?�,GE��F;��?�	"""#$

������"""��H"""%&H"""����'	"""""#��'""*���I,"".	,""���J	"""KLMMNOPQRLST""UNQVNNS""WRXNYZNQN[QRLS""\N[]SR̂_NT""̀Sa""bcdOR[PQRLST""eLM""" " " " " " " " " " "fPcdORSg""fRQN""fNON[QRLS""bS""hOPSNQPMi""̀SPOLg""jRTTRLST"	""#����'""/)71	""$;�������""���""" " " " " " " " " " "������������	
��	��	��	<�;���
�����
����+k)G����G���7G!"""#$

�����"""��"""%&�"""����'	"""""#��'""$	""����l�,""-(��<I""����m��""���<""+�,"")�""��""k""�""m�&����
��""
��
���""m���""B&����,""" " " " " " " " " "" " " " "��n��<," ")���-," ""fdMRSgNM" "WRSo"," "����	" "#0���'	" "$;��������""" " " " " " "����������l	����<��	
�������
�����	���J�������H���H����H�	"""#$

������"""��H"""%&H"""����'	"""""#��'""#�'k	""*�m�,"""jLaNMS""W_cRSNT[NS[N""fdN[QMLT[Ldi""LX""jRSNMPOT""PSa""jPQNMRPOT"	""����<��,""" " " " " "" " " " "7����,"""4��������<,"""���G	"""

p"""



 

1 
 

REMOTE FAULT HANDLING OF A TELEOPERATED 

ROBOTIC POWER SYSTEM 
 

 
Maxwell Ryan, Alisa Lazareva, Anthony Robles, Brady Davis  

Department of Electrical and Computer Engineering  

Missouri University of Science and Technology 

Rolla, MO 65409 

 

Faculty Advisor:  

Dr. Kurt Kosbar 
 

 

 

 

ABSTRACT 

 

This paper examines the use of telemetry on the power system of a prototype Mars rover designed 

to compete in the 2021 University Rover Challenge. The power system, comprising of the battery 

management system and power distribution boards, is controlled by two microcontrollers. These 

microcontrollers receive commands, transmit data, and monitor the status of the battery as well as 

the other subsystems on the rover. The microcontrollers provide remote current and voltage 

monitoring, as well as fault handling by the battery management system and the power distribution 

board. The microcontrollers communicate this telemetry to a remote base station over a 900 MHz 

ISM band radio link. This ensures the base station operators have accurate and timely information 

about the status of the rover and allows the operators to intervene or react quickly to any electrical 

issues. 

 

INTRODUCTION 

 

The Mars Rover Design Team (MRDT) is a student design team out of the Missouri University of 

Science and Technology, or Missouri S&T. They design and manufacture a prototype Mars rover 

for the annual University Rover Challenge, or URC [1]. The competition includes four main tasks 

in which the rover must:  

• Conduct experiments to determine the possibility of life in a sample (Science Task), 

• Traverse extreme terrain while relocating various objects (Extreme Retrieval) 

• Exhibit fine control of a robotic arm to interact with a panel (Equipment Servicing), and 

• Use GPS and a computer vision system to navigate autonomously to waypoints (Autonomy 

Task).  

Due to the cancellation of URC for the 2020-2021 academic year because of the COVID-19 

pandemic, the 2021 MRDT rover was field tested internally in accordance with the URC Rules 

and Regulations [2] during a mock competition. Telemetry from the rover is critical to successful 

operation of the rover. It gives the operators real-time data as to how rover systems are performing 

and allows them to make educated decisions about how they will approach each of the four URC 

tasks. 
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ON-ROVER NETWORK AND WIRELESS COMMUNICATIONS 

 

The MRDT uses two radio frequency bandwidths while operating the rover. A 5.8 GHz connection 

is used for line-of-sight (LOS), higher bandwidth applications such as when multiple camera feeds 

and sensor data are pushed through the network during the Science Task. While this is extremely 

useful for LOS scenarios, the team commonly switches to a 900 MHz frequency for the added 

range it provides for non-line-of-sight (NLOS) applications on the order of 150 Mbps [3]. Both 

communication standards were used in the 2021 MRDT rover. The rover was also equipped with 

a 2.4 GHz antenna to allow a computer to perform system checks easily over Wi-Fi but was not 

used for communication otherwise due to the effectiveness of the 900 MHz and 5.8 GHz pairing. 

Telemetry from the rover includes on-board measurements, camera data, science sensor data in the 

case of the Science Task, and arm velocity and position data. The network connection also allows 

for commands to be sent to the rover in the form of toggling power ports on the power distribution 

board, drive and arm control commands, and rebooting the rover, among others. The reader should 

note that the internal tests performed by MRDT were NLOS and thus 900 MHz communication 

was used for the mock URC competition.  

 

Base Station Network Configuration 

 

The base station application runs on a computer in a custom enclosure to house it, four monitors 

used for displaying rover telemetry and data, and a separate mounting system for the 900 MHz and 

5.8 GHz antennas, or the “signal stack.” These all are assigned specific IP addresses and are 

connected to a network switch. The antennas each use a different polarization pattern based on 

their use case, as shown in Figure 1. The 900 MHz communications use a Yagi-Uda antenna with 

a roughly 30° beamwidth. This, combined with the longer wavelength and cone-like shape of the 

signal give the 900 MHz frequency and antenna an advantage for NLOS tasks.  The 5.8 GHz 

communications use a Sector antenna with a wider, prism-like beam that makes it more suitable 

for LOS applications.  

 

900MHz – Yagi-Uda Antenna 5.8GHz – Sector Antenna 

  
Figure 1 - Antenna Polarizations [3] 
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Rover Network Configuration 

 

The rover-side network includes the radio transceivers and the subsystem boards required for rover 

operation, including the battery management system and power distribution boards. These are all 

connected to a central network switch and assigned a static IP to identify individual boards. Each 

of the sub-systems on the rover include either a microcontroller [4] or a microcomputer as both 

devices possess onboard ethernet protocols and thus can be connected to the network with relative 

ease. The power system on the rover utilizes the microcontroller.  

 

 

Figure 2 - Rover Control and Data Block Diagram [5] 

 

Wireless Communications 

 

Each PCB that MRDT designs has a microcontroller that is programmed in C++. The basestation 

is programmed in ReactJS, a JavaScript library used to make graphical user interfaces [6]. To 

communicate with the rover remotely and control it, MRDT designed their own open-source 

networking protocol called RoveComm [7]. RoveComm has a custom packet size and type for 

different kinds of telemetry and expects specific telemetry from each microcontroller through 

ethernet. Through ethernet, RoveComm uses two protocols. RoveComm expects telemetry, such 

as current values, voltages of battery cells, and the states of ports in UDP. Commands, such as 

toggling power ports, are sent through TCP.  
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BATTERY MANAGEMENT SYSTEM 

 

The Battery Management System (BMS) for the 2021 MRDT rover monitored the custom 8s9p 

lithium-ion battery pack that was designed to power the rover. The battery was built using LG 

Chem 18650 HE4 cells connected via nickel strips. A spot welder was used to connect each cell, 

which were then placed in a 3D-printed mounting system inside of a battery box for easy removal 

from the rover as depicted in Figure 3. 

 

 

Figure 3 - 18650 Cell Mounting System 

The purpose of the BMS was not only to send battery telemetry from the rover, but also to protect 

the battery itself. As such, the BMS was built to detect various faults in hopes to prevent any 

subsequent damage to other rover systems. The BMS monitored pack and cell voltages, pack 

current, and temperature of the battery. Using both a 3.3-volt and 5-volt buck converters, it also 

operated a series of LEDs, a buzzer, and an LCD screen to indicate battery data when in a situation 

where it is not connected to the network, such as during boot. The BMS also contained an 

emergency stop (E-STOP) circuit that would power down the rover when triggered via an E-STOP 

button, from the base station, or if the condition of the battery became dangerous such as in the 

event of an undervoltage, overcurrent, or high temperature scenario.  

 

Fault Detection 

 

As mentioned previously, the BMS can detect various types of faults that can occur in the battery 

pack. The pack and cell voltage measurements are arguably one of the most important as they 

determine how long the battery can power the rover. Lithium-ion cells must retain a certain voltage 

difference to safely be recharged. The output “pack” voltage is put through a voltage divider so it 

can be monitored by the microcontroller, which has a max input voltage of 3.3 volts. The BMS 

monitors the individual cell modules, so they never drop below this safety net. The cell filter circuit 

utilized operational amplifiers to minimize the power draw of the circuit, which would reduce idle 

drain of the battery pack. Connected in a differential amplifier configuration through voltage 

dividers as seen in Figure 4, a cell voltage would be connected to V1 with the following cell being 

connected to V2. The resulting signal, Vs, is then sent to an analog read pin on the microcontroller. 

This signal is proportional to the voltage drop across the cell.  
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Figure 4 - Differential Amplifier Schematic 

 

The cumulative current draw of the rover is valuable data about the operations of rover systems. 

Although the power distribution boards included current sensing for individual subsystems on the 

rover, an overall current measurement was required to ensure protection of the battery in the event 

of an overcurrent. A Hall-Effect current sensor was used to detect the current draw from the 

battery. Lithium-ion batteries must be safely operated within a specific temperature range. The 

BMS uses a temperature sensor for monitoring the pack temperature. These sensors all output an 

ADC value that is proportional to the respective measurement. Lab equipment was used to simulate 

the edge cases for the respective sensors i.e., a maximum cell voltage of 4.2 volts and a minimum 

cell voltage of 3.0 volts. As all the sensor circuits were connected to the microcontroller, the ADC 

values for these edge cases could be mapped to their measurement values. This allows for the 

microcontroller to measure pack and cell voltages, pack current, and battery temperature at any 

point in time.  

 

Telemetry and Rover-side Interventions 

 

The outputs for these circuits are all directed into the microcontroller which, as discussed above, 

is connected to a network switch. There, the data is interpreted and converted so it can be 

transmitted to the base station using RoveComm. The data can be sent to the base station operators 

to monitor for them to intervene if necessary. However, if they do not recognize the telemetry (for 

example, due to focus on controlling the rover for a task), the BMS offers on-board control of its 

various systems. The microcontroller uses the telemetry and checks for certain fault conditions 

that would require action such as a system reboot due to high temperatures or an overcurrent.  

 

In the mock URC competition, this fault detection and action system was critical to protecting the 

rover [8]. The eighth cell of the battery measured lower than the other cells (3.0 volts versus the 

nominal 3.7 volts). If the final cell would have been allowed to drain below a safe limit it would 

have posed a risk to the battery and subsequent systems. The BMS used this data in combination 

with these predetermined limits to power down the rover. This sequence of events could have been 

performed by the base station operators, but they were focused on a section of the Extreme 

Retrieval task. The measurements and telemetry protected thousands of dollars of on-rover 

equipment. 
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POWER DISTRIBUTION BOARDS 

 

To safely distribute power from the battery to the rest of the rover, the team designed and 

manufactured two custom PCBs, the power distribution boards. These boards ensured that all other 

subsystems on the rover received adequate power for their respective purposes. 

 

Pack Voltage Distribution Board 

 

The first of these boards, Pack Voltage Distribution, receives 180 amps at 33.6 volts from the 

battery pack. From there, the power is distributed among ten output ports. Each port is equipped 

with a high-precision current sensor and a shunt resistor which use a high-side current sensing 

circuit [9] to sense instantaneous current, as illustrated in Figure 5. As these circuits are monitored, 

telemetry is used to manage overcurrent. If an overcurrent does occur, the microcontroller then 

sends a signal to a MOSFET at the output of the circuit that has the overcurrent, closing the port 

on that circuit until the underlying issue can be resolved. Each port’s current state is sent to the 

base station through the microcontroller over our network, as well as the current at that port. That 

way, remotely, the operators can see the overcurrent happening without having a view of the rover. 

From the base station, the operators can also close and reopen any port. This is to allow the restart 

of any electrical system being powered by the Pack Voltage Distribution board. Each output circuit 

is also equipped with a 20-amp fuse as a fail-safe. During startup, to prevent an overcurrent, each 

motor is turned on sequentially.  

 

 
Figure 5 - High Side Current Sensing Schematic 

 

12 Volt Distribution Board 

 

To keep the power system modular and easy to maintain, a separate PCB was designed to distribute 

12 volts to electrical systems. This board contains three 60 watt, 5-amp ports, and six lower power 

ports. With the three high current ports, the same current sensing circuit, but with a lower power 

rated MOSFET, is used to monitor the ports in the same fashion as the Pack Voltage Distribution 

Board. Using an onboard buck converter, a separate power line is used to differentiate the low 

current application such as microcontrollers and high current motors. The two busses each have a 

5-amp fuse in place to prevent an overcurrent and to act as a redundancy measure for the current 

sensing of each port. 
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Telemetry 

 

One of the many issues encountered during rover operation is the occurrence of an overcurrent. 

Constant monitoring of the power system is required so in the case of an overcurrent, the amount 

that is damaged is minimal. The first safety measure we take is sending the current value of each 

port consistently. The microcontroller makes a record of these measurements and acts first, 

powering down the port in case of an overcurrent. The current draw at each port is also sent to the 

base station. In case the microcontroller does not react, or there is a visible issue with the electrical 

system, the port can manually be closed and opened remotely from the base station. If there is a 

fault such as a motor receiving low power or inconsistent GPS telemetry, the power distribution 

boards can restart them. In addition to being a safety feature, a log of each port’s current is kept to 

document power draw. This knowledge of how much power is required is essential in minimizing 

power usage to optimize the custom battery pack. These features allow for remote control and 

moderation of the power system to reduce the likelihood of a physical intervention to debug on-

rover systems (a penalty for the URC competition).  

 

 
Figure 6 - Base Station Power Readout 

 

CONCLUSION 

 

Creating prototype rovers designed to function and assist scientists on Mars requires an electrical 

system tailored to the specific needs of the operators. Thus, it requires specifications that may not 

be standard practice in industry. Therefore, the MRDT designs and manufactures every aspect of 

the electrical system from the ground up.  

 

The battery pack, manufactured with eight lithium-ion cells in an 8s9p configuration, provides the 

rover with 33.6 volts at a maximum of 180 amps and lasts close to 3 hours. To safely maintain the 

battery pack, a BMS was designed with pack and cell voltage sensing, pack current sensing, and 
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temperature sensing circuits. This allows the operators to restart the battery pack, visualize each 

cell’s voltage as well as the current draw of the rover, and ensure safe operation of the battery. The 

Power Distribution Boards (comprised of Pack Voltage Distribution and 12 Volt Distribution) 

offers a modular power system to protect and safely power each subsystem. Each high current port 

can be remotely shut off by the operator, as well as automatically by the microcontroller. This is a 

necessary measure in the case of an overcurrent, a condition monitored by current sensors. As a 

last resort, each port on the power distribution system, as well as the battery management system, 

is equipped with a fuse.  

 

Per competition standards, the operators may only interact with the rover remotely through the 

base station. No physical contact is allowed during a task. The telemetry sent to the operators 

ensures that they have a full understanding about the condition of the rover. It helps guarantee safe 

and efficient functionality of rover subsystems.  By utilizing telemetry, the operator can focus on 

accomplishing a task rather than the condition of the electrical system. 

 

REFERENCES 

 

[1]  Mars Rover Design Team, "Mars Rover Design Team," [Online]. Available: 

https://marsrover.mst.edu. [Accessed 2 June 2021]. 

[2]  K. Sloan, "2021 University Rover Challenge Rules Released," University Rover Challenge, 

25 August 2020. [Online]. Available: http://urc.marssociety.org/home/urc-

news/2021universityroverchallengerulesreleased. [Accessed 2 June 2021]. 

[3]  Mars Rover Design Team, "Networking Cheat Sheet," [Internal Report], 2020. 

[4]  Texas Instruments Incorporated, "TIVA(TM) TM4C129ENCPDT Microcontroller 

Datasheet," 19 June 2014. [Online]. Available: 

https://www.ti.com/product/TM4C129ENCPDT. 

[5]  Mars Rover Design Team, "Rover Control and Data Block Diagram," [Internal Report], 

2021. 

[6]  React, "React - A JavaScript library for building user interfaces," [Online]. Available: 

https://reactjs.org/. [Accessed 20 July 2021]. 

[7]  Mars Rover Design Team, "MissouriMRDT/RoveComm," Github, 2021. [Online]. 

Available: https://github.com/MissouriMRDT/RoveComm. [Accessed 8 July 2021]. 

[8]  Mars Rover Design Team, "2021 Competition Review Document," [Internal Report], 2021. 

[9]  C. Atwell, "Direct Current Sensing for Low Power Applications," Fierce Electronics, 2020. 

[Online]. Available: https://www.fierceelectronics.com/electronics/direct-current-sensing-

for-low-power-applications. 

  

 



ELEPHANT-HUMAN CONFLICT MITIGATION: AN
AUTONOMOUS UAV APPROACH

Weiyun Jiang*, Yukai Yang*

Electrical and Computer Engineering
University of California, Santa Barbara, CA
{weiyunjiang, yyang01}@ucsb.edu

Faculty Advisor:
Yogananda Isukapalli

ABSTRACT

Elephant-human conflict (EHC) is one of the major problems in most African and Asian countries.
As humans overutilize natural resources for their development, elephants’ living area continues
to decrease; this leads elephants to invade the human living area and raid crops more frequently,
costing millions of dollars annually. To mitigate EHC, in this paper, we propose an original solu-
tion that comprises of three parts: a compact custom low-power GPS tag that is installed on the
elephants, a receiver stationed in the human living area that detects the elephants’ presence near
a farm, and an autonomous unmanned aerial vehicle (UAV) system that tracks and herds the ele-
phants away from the farms. By utilizing proportional–integral–derivative controller and machine
learning algorithms, we obtain accurate tracking trajectories at a real-time processing speed of 32
FPS. Our proposed autonomous system can save over 68% cost compared with human-controlled
UAVs in mitigating EHC.

INTRODUCTION

Elephant-human conflict (EHC) has been one of the most significant problem in most African and
Asian countries. EHC is extremely prevalent because nearly 1.2 billion people in the world live
in African and Asian elephant range countries [1]. Crop raiding is one of the most common types
of EHC [2]. C. Mackenzie, et al. found that elephants around Kibale National Park, Uganda,
damage various crops, such as maizes, beans, sweet potatoes, and so on, and lead to over US$3500
of total economic loss in a village of 145 households during 6 months [3]. These crops are the
main source of income for these villagers in the village, where the median household capital asset
wealth was only US$5033. Crop raiding causes huge economical loss to not only small vegetation,
but also large plantation. Riau, the largest palm oil producing province in Indonesia, loses millions
of dollars during to crop-raiding [4]. Besides the tremendous economic loss, EHC also leads to

*These two authors contributed equally.

1



(a) Elephant at the border (b) Elephant invades the
farm

(c) UAV navigates to the
elephant

(d) Camera turns on (e) Elephant herded away

Figure 1: Our Autonomous UAV Illustration

casualties of both human and elephants. EHC in India leads to approximately 400 human deaths
and 100 elephant deaths annually [5].

Traditional methods of mitigating EHC are limited to human guarding, fire, beating drums,
scare shooting, dogs, and so on [6]. These methods are not cost-effective and efficient because
almost all these traditional methods require expensive human labor. In addition, elephants begin
to get used to these methods after people have used them many times. Recently, researchers in [7]
founds that UAVs can mimic honeybees’ humming sound, which is known to annoy elephants.
These small bees love to sting elephants’ sensitive areas such as eyes, ears, and noses [7]. N.
Hahn, et al. have also proven the effectiveness of drones by hiring rangers to manually control
UAVs to herd elephants away from the farms [8], in this paper we build on this idea and propose
an autonomous UAV system.

A. Paper Contributions

Our contribution in this paper can be summarized as follows:

• Our solution comprises of three parts: a compact custom low-power GPS tag installed on the
elephants, a receiver stationed in the human living area that detects the elephants’ presence
near a farm or village, and an autonomous UAV system that tracks and herds the elephants
away from the farms.

• By utilizing PID controller and machine learning techniques, we obtain accurate tracking
trajectories at a real-time processing speed of 32 FPS.
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• Our proposed autonomous system can save over 68% cost compared with human-controlled
UAVs in mitigating EHC.

Overall Approach

Our autonomous UAV solution can be summarized as follows:

• To begin with, we place a GPS tag on the elephant (ankle or neck) by tranquilizing it. And
then, a ground base is set up on the farm, where protection is needed from elephants’ inva-
sions. The ground base will emit signals that the GPS tag will pick up when the signal is
strong enough. So the range of the signal from the ground base defines the perimeter of the
protected area we want to prevent elephants from entering.

• When the elephant with the GPS tag goes into the range of the signal of the ground base,
the GPS tag will be woken up from the sleep mode, and it will start to send out real-time
coordinates of the elephant.

• Once the UAV (situated in the farm) receives the coordinates of the elephants, it navigates to
the location of the elephant.

• When the UAV is closer to the coordinates of the elephant, the onboard camera of the UAV
is enabled, and the live video feed is then processed by vision algorithms on NVIDIA Jetson
Nano to track the elephant effectively.

• Finally, the drone will herd the elephant away from the ground base and prevent elephants
from damaging crops since the UAV emits sounds similar to honeybees that elephants are
afraid of. Elephants tend to stay away from bees because these small bees love to sting
elephants’ sensitive areas, such as eyes and ears [9].

Figure 1 illustrates the process of our proposed autonomous UAV system in more details. The
yellow shaded circle represents the region of the signal covered by the ground station. And the
three little houses in the middle of the circle represent the ground station. In addition, the yellow
shaded circle is the region where the signal from the base station will trigger and wake up the GPS
tag on the elephant. Initially, when the elephant is outside the yellow region, which is the protected
region of the farm, the drone is on the ground and ready to take off.

When the elephant comes into the protected region around the ground base, the Xbee module
receives the signal from the ground base, which triggers and wakes up the GPS tag on the elephant.
Then the GPS coordinate of the elephant is sent out by the Xbee module on the GPS tag and is then
received by the Xbee module on the drone. The drone immediately takes off and uses waypoint
navigation to fly to the coordinate of the elephant.

When the drone is close enough to the position of the elephant, the onboard camera will turn on.
GPS signals only provide a coarse location of the elephant; the vision algorithm enables the drone
to track the elephant’s movement in a more fine-grained fashion. Finally, the drone maneuvers and
herds the elephants until they are outside the protected area.
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Hardware Design

Figure 2: System Block Diagram

In this section, we discuss our hardware building blocks shown in Figure 2, which include the
custom UAV and the GPS tag installed on elephants.

Our UAV is a standard hexacopter with six motors and electronic speed controllers (ESC)
complemented by an onboard computer, a camera, and a communication module.

We select Jetson Nano as the onboard processor due to its low power consumption and com-
pactness. Further, its integrated NVIDIA GPU allows us to perform neural network inference with
hardware acceleration. Figure 3a shows our completed UAV prototype, with the DJI N3 flight
controller, Xbee RF module, and the camera mounted. DJI N3 has multiple built-in sensors such
as GPS and IMU that support stable waypoint navigation and control. The Xbee RF module is
responsible for receiving the location of the elephants sent by the GPS tag. To ensure our UAV can
complete the round-trip herding task, we utilize a high capacity 12000 mAh LiPo battery to power
the entire UAV system. The LiPo battery allows flight time as long as 20 minutes and enables the
UAV to travel up to 4 miles without recharging.

As shown in Figure 3b, our GPS tags are made of four major components: a Xbee RF module,
a GPS module, a SD card reader and a ATmega328P micro-controller. Further, we also include
a button cell for the GPS module. This button cell prevents the GPS module from shutting down
completely. It takes more than 10 minutes for the GPS module to find a fixed location after shutting
down completely. Thus, the included button cell helps the GPS module to find a fixed and accurate
location coordinate quickly.

The GPS tag is a 4-layer board of 83 mm× 83 mm and weighs only 26.3 g. Thus, elephants will
barely notice the extra weight if we install our GPS tags on them. The electric power consumption
of our GPS tag is 10.5 mW. If we power our GPS tag with a 10000 mAh battery bank, our GPS
tags can last for about 200 days on the elephants.
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(a) UAV Prototype (b) GPS Tag PCB

Figure 3: Hardware Design

Algorithm Design

In this section, we discuss our algorithms that run onboard the UAV and how we meet the real-
time processing constraint. Our onboard processing has two major subcomponents, visual tracking
and control. When we launch our control program, it will spawn the tracker as a separate process
and communicate with it through a socket. The tracker will send the bounding box coordinates of
the elephant to the control program at each frame. Upon receiving the bounding box coordinates,
the control program will generate control signals for the UAV.

B. Detection

The rapid advancement of Convolutional Neural Network (CNN) has brought object detection
to a new level. SORT [10], a similar framework to ours, adopts Faster-RCNN, an accurate yet
expensive two-stage model. To deal with the compute constraint, we utilize SSD [11], a single-
stage and highly efficient detector. We select 300 × 300 pixels as the input size and Inception V2
as the backbone. The advantage of SSD is that when quantized using TensorRT, we obtained near
real-time inference speed (around 25 FPS) in our environment. Since we are interested in persons,
vehicles, and wildlife, we trained the model on COCO [12], a widely used detection dataset.

Our experiments found that even though SSD has comparable accuracy with two-stage de-
tectors on large and medium-sized objects, it struggles to detect objects with smaller pixel-size
consistently. The reason is that SSD only regresses bounding boxes on downsampled feature maps
in the last few layers of the CNN backbone. However, it is impractical for us to increase the input
size or tweak the SSD architecture due to the hardware constraint.

Therefore, we utilize tiling as a workaround. We divide the 1280 × 720 video frame into 6
300× 300 tiles. The tiles overlap with each other by 25% to cover objects near the edges. Ideally,
we should be able to process all 6 tiles in parallel through batching. However, we are once again
limited by the compute constraint of our environment. As a result, we have to process the tiles
sequentially, and we introduce a simple attention mechanism by weighting the tiles containing a
large number of objects more than empty tiles. To refrain from starvation, we also adopt an aging
mechanism that keeps track of the number of frames since the tile was last processed. Lastly, we
set the confidence threshold of SSD to 0.5 to filter out possible false positives.
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(a) Our tracking module (b) Our detection module

Figure 4: Tracker Design

C. Tracking

SORT [10] assumes that the detector runs at every frame and only relies on the Kalman filter to
process the detections, which is not realistic on an edge device. Furthermore, we can process a tile
1/6 of the time on average, or worse, when the detector cannot achieve real-time inference because
of sequential tile processing. Therefore, we need to track objects from frame to frame when SSD
does not process a specific tile for a large number of frames.

Most correlation and CNN-based trackers are thus unfit for this purpose since their speed scales
poorly with the number of objects. Instead, we utilize optical flow, a lightweight classical algorithm
that tracks feature points on the objects. For each object, we use ShiTomashi corners and sample
a fixed density of them inside the bounding box. We model bounding box transformation as affine
and compute a transformation matrix from optical flow feature matches to estimate a new bounding
box for the next frame. We also estimate a homography transformation from background feature
matches, which is helpful to compensate for camera motion during Kalman filtering [13].

D. Motion Model

We adopt the standard Kalman filter and a constant velocity model to alleviate optical flow’s
undesirable performance when the targets are partially occluded. Since Kalman filter models the
motion of objects, the next bounding box locations can be roughly predicted based on velocity
when track measurements are incorrect (occluded). Our Kalman filter state for each object is
defined on the eight dimensional state space:

x =
[
xtl ytl xbr ybr ẋtl ẏtl ẋbr ẏbr

]T (1)

where xtl, ytl represent horizontal and vertical pixel position of the top left corner of the bounding
box, xbr, ybr represent horizontal and vertical pixel position of the bottom right corner of the
bounding box. (ẋtl, ẏtl, ẋbr, ẏbr) are the corresponding velocities. The track bounding boxes are
used as measurements to update the state of Kalman filter. Note that our measurement space only
consists of pixel positions, (xtl, ytl, xbr, ybr).

Using only the pixel positions of bounding box corners instead of its width and height like
[10] and [14] enables us to easily transform Kalman filter state to compensate for camera motion.
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Figure 5: Unrolled Tracker Pipeline (N = 3)

Figure 6: PID Control Errors

However, the two corners of the bounding box are modeled independently, which can cause the
bounding box to drift away from its groundtruth size over time. To tackle this issue, we update the
positions of the two corners jointly when applying the constant-velocity prediction:

xtl = xtl + (λẋtl + (1− λ)ẋbr)∆t (2)

ytl = ytl + (λẏtl + (1− λ)ẏbr)∆t (3)

where λ is the coupling factor that measures the correlation between the two corners. We update
xbr and ybr in a similar fashion. Through empirical experiment, we set λ = 0.6.

E. Data Association

To associate detections to tracks, we make use of both the state x and the estimated covariance
of the state P . We partially follow the approach in Deep SORT [14] by computing the squared
Mahalanobis distance between the Kalman filter state and the detection:

d(i, j) = (dj − x̂i)
T P̂

−1

i (dj − x̂i) (4)

where (x̂i, P̂ i) is the i-th track state (xi,P i) projected onto the measurement space and dj is the
j-th bounding box detection. The Mahalanobis distance factors in state uncertainty by measuring
how many standard deviations the detection is away from the mean track position.

We filter out unlikely associations with large d(i, j) and threshold Intersection Over Union
(IOU) at 0.3. IOU measures the percentage of overlap between the detection and track bound-
ing boxes. The Hungarian algorithm is used obtain the optimal d(i, j) assignment. Finally, the
remaining unassociated detections are registered as new tracks.
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Table 1: Cost Summary

Item Unit Cost (US$) Annual Cost (US$)

Custom UAV Kits
Camera 23.5 (×3) 70.5

Flight Controller 419 (×3) 1257
Jetson Nano 100 (×3) 300

Frame 170 (×3) 510
Motors 180 (×3) 540
ESCs 126 (×3) 378

Propellers 60 (×3) 180
LiPo Battery 83 (×3) 249

Subtotal Kits 1161.5 3484.5
Custom GPS Tags

GPS Module 13 (×10) 130
Xbee Module 25 (×10) 250

SD Card 14 (×10) 140
Atmega328p 2.5 (×10) 25
Battery Bank 15 (×10) 150

Subtotal GPS Tags 69.5 695
Elephant Anesthesia 500

Total 4679.5

F. Technical Approach

In this section, we provide a detailed overview of our visual tracking algorithm. Figure 4a
shows our tracking module, which is run at almost every frame. For each target, optical flows
takes as input the previous frame, the current frame, and Kalman filter’s last state

(
xn−1
i ,P n−1

i

)
to

estimate a bounding box for the target in the current frame and outputs it as a new track. Each track
is associated with a track ID to identify the track. After Kalman filter predicts a new state based
on the constant-velocity model, the new track will be used to update (correct) Kalman filter’s new
state to produce a final state output, (xn

i ,P
n
i ).

Figure 4b shows our detection module, which is run every N frames due to its large latency.
The SSD detector takes as input the current frame and outputs a set of detections. Each detection
will be associated to a track using the approach in E. Similarly, each track output by association
will be used to update Kalman filter’s predicted state to produce a final state output, (xn

i ,P
n
i ).

Figure 5 shows our unrolled tracker pipeline that combines both modules, where the detection
module is inserted every 3 frames starting from frame1.

G. Control

We incorporate proportional–integral–derivative (PID) controllers for yaw, pitch, and roll ve-
locities based on 2D bounding boxes output by our tracker. In Figure 6, we define three control er-
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Figure 7: Simulation Result

rors, ∆x, ∆y, and ∆A. ∆x and ∆y are the horizontal and vertical distances, respectively, between
the centroid of the bounding box and that of the entire video frame. We also define a reference
bounding box (blue) with a fixed area. ∆A is the area difference between the current bounding
box and the reference bounding box, which roughly indicates a change in spatial distance. We use
∆x to control yaw and roll, while ∆y and ∆A are used to perform PID on the pitch of the UAV.

RESULTS

The proposed tracker achieves high tracking precision at 32 FPS on Jetson Nano, which is fast
enough to control the UAV in real-time. To evaluate the control algorithm, in Figure 7, we simulate
the flight trajectories in the DJI Flight Simulator. To retrieve the ground truth 3D trajectory, we
project the 2D image coordinates of the elephant of interest (green bounding box) in the video to
the ground plane. As a result, the trajectory of the UAV has 80% match with the ground truth
trajectory given an error margin of a 1-meter radius.

N. Hahn et al. investigated the cost of human-controlled UVAs on the borders of Tanzanian
Parks, which is about US$15,000 annually [8]. To cover the area of interest with our solution,
we estimate 10 GPS tags and 3 UAVs are required on average per year. According to Table 1,
our proposed autonomous system only costs US$4679.5 annually, which saves over 68% cost
compared with human-controlled UAVs in mitigating EHC.

CONCLUSIONS

In this paper, we proposed an autonomous system that uses telemetry to track and herd elephants
away from the villages. We design and implement all three parts of our solution: a compact custom
low-power GPS tag, a receiver stationed in the human living area, and an autonomous UAV. Our
real-time tracking algorithm achieves 32 FPS on the mobile edge device, NVIDIA Jetson Nano.
And our proposed autonomous system is highly cost-effective compared with human-controlled
solutions, saving more than 68% per year.
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Abstract 

 

Imagers are being evaluated for their feasibility on munitions to record performance metrics 

and increase functionality. The Armaments Center is working to prove the practicality of such sensors by 

retrofitting an armament to evaluate its advantages. The instrumented projectile is also equipped with 

an independent guidance electronics unit (GEU) and optical seeker. A high-speed on board recorder is 

crucial in gathering both GEU navigation and guidance data and imager data. Having to record image 

files uncompressed and GEU guidance & navigation data simultaneously required a 40Mbps data rate, 

pushing USB 2.0 protocol to its max transfer rate. Using an FX3 USB Controller, custom firmware was 

developed to reduce typical overhead present on commercial memory devices to obtain rates suitable 

to record the necessary image frame rate (15 fps) to assess feasibility of a tactical seeker. 

 

Introduction 

 

The Precisions Munitions Instrumentation Division (PMID) – Telemetry Branch was tasked with 

designing an on board recorder (OBR) capable of recording multiple uncompressed video channels 

interlaced with other performance metrics.  Unlike PMID’s previous OBR designs that relied on a digital 

signal processor (DSP) to act as the main processor, a USB host controller was used to hit the desired 

theoretical speed of USB 2.0 at 40Mbps. Hitting the upper limit of USB 2.0 allowed the OBR to capture 

image data at a high enough frame rate for post process analysis of the seekers performance and 

algorithm accuracy. The following sections will go through how the PMID team tackled the design and 

the end product performance. 

Electronics Design 

1. Selection of Chipset / USB Host Controller 

There were a multitude of factors that determined the processor that was selected. The 

program required a noise immune, fast data transfer rate interface due to the remote location of the 

OBR to each of the video processors inside the munition. Thus a USB interface was deemed to meet the 

performance specifications due to its noise resistant differential signal and high data transfer rates. 

Many processors were taken into consideration, although ultimately, the Cypress FX3 series 

was chosen due to its flexibility, and previous experience. It comes with a slew of functions in a 

prepackaged API, has a fully configurable I/O system where it can interface to any processor, ASIC, 

image sensor or FPGA, and provides a host of standard interface options such as USB 2.0, USB 3.0, SPI, 

UART, I2S, I2C, etc. It also has intuitive software tools for development and running a critically time 

sensitive Real-Time Operating System (RTOS). There was also previous experience from the contractors 

that designed the video processors that were willing to lend a hand. These factors determined the 

ultimate outcome of chip selection, although there were still tasks unidentified to complete the design. 

Should we use USB 2.0 or USB 3.0? Should we consider power efficiency and cable length? Are the data 

rates fast enough for the application? 
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Although USB 3.0 was faster and was more power efficient, we decided to use USB 2.0 due to 

its lower pin count and reduced overhead. However, there were some extra hurdles that the team had 

to overcome - the host, video processor did not run a typical OS, and the video data speeds were close 

to the theoretical maximum of USB 2.0. Thus, we created proprietary code on the FX3 chip that directly 

communicated to the host processor with reduced overhead typically seen on the USB protocol. This 

allowed a more efficient and reliable transfer of data. Cypress’s FX3 chip also came with prepackaged 

APIs, all handled internally on the RTOS, which allowed easy customization of the protocol, drastically 

reducing programming labor. 

2. Selection of Memory Chip 

 Selecting the memory chip was a bit more straightforward. Our team required high capacity 

(min of 3GB of data) and very fast write speeds (order of 40MB/s). Choosing the Micron MT29F128G08AK 

NAND Flash 128 GB (16GB) memory chip allowed those specifications to be met. A NAND Flash chip had 

faster write speeds compared to a NOR Flash type, and its large page sizes allowed for more write 

periods without switching between planes, reducing the overhead that was required in changing states 

to switch between pages. 

3. Interconnections Between Imager, FX3, and Flash Memory 

With the USB Chipset and the Memory chip selected, the primary building blocks were in place 

to complete the overall architecture of the design. Because the Imager had two cameras running in 

parallel, the team decided that having independent USB host controllers, receiving each video feed via 

USB was the most efficient way of recording the data to memory. This is shown in Figure 01 below. 

 

Figure 01: Block Diagram of Imager to FX3 to Flash Memory 
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The team required downloading of the data so using the same buses from the FX3 chip, while 

switch the FX3’s function from slave to host allowed this to be possible. A switch was required to 

disconnect the interface from the Imager to a PC instead, using the same USB 2.0 interface.  

 

Figure 02: Block Diagram of OBR in User Download Mode 

 

4. Board Design and Integration of System 

 Before the requirements were locked in, the number of high speed video channels were still 

evolving. At that time, it was decided to make each high-speed USB channel independent from one 

another and located on a separate printed circuit board (PCB). This would allow for any number of 

boards to be stacked, allowing for additional high speed lines if needed. This approach made the design 

more modular and thus more adaptable for future designs. Since each high speed record device is 

independent from one another, the system has an added benefit of being less susceptible to a complete 

system failure.  In the event that one high-speed line fails the other remaining lines would not be 

affected or loaded with any system level cross-talk noise.  

Each PCB contains its own USB host controller (Cypress, Manufacturer’s Part Number: 

CYUSB3014), Flash NAND memory (Micron Technology, Manufacturer’s Part Number: 

MT29F128G08AKCABH2-10ITZ: A), independent power regulation, clock, and logic circuits. Figure 03 

below shows a 3D top view of one of the PCBs. 

 



 
Unclassified – Distribution A 
Approved for Public Release: Distribution Unlimited.   4 
 

Figure 03: 3D view of PCB 

The use of USB switches allowed us switch between a PC interface (to either set the mission 

parameters on the USB host controller and extracting the data off the recorder) and the image sensors 

for recording of the video data stream during the mission). The OBR was wired in such a way that the 

connection is defaulted to connect to the image sensors. When the USB is connected from the PC it 

automatically toggles the switch, allowing for seamless communication between the two interfaces.   

 

 

Figure 04: USB switching logic for USB communication lines 

 

Another part of the circuit that allows for multiple boards to be stacked while limiting the 

number of pins that need to be pulled out is the constellation of multiplexer integrated circuits. Using 

four 3:1 MUXs, it is possible to pull out one set of pins for all programming, reset, mode, and LED status 

pins. By using an interrogation box it is possible to switch between numerous FX3 USB host controllers 

to program, set the mode, reset, or check their status by toggling the MUXs using a set of two control 

lines. All MUX control lines are tied together so that when they are toggled all the pins are changed at 

once. Figure 05 shows the four sets of MUXs and how they are wired. 
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Figure 05: MUX controller to switch between multiple USB host controllers 

PCB routing best practices were of paramount importance for this design due to the speed on 

the USB 2.0 data traces.  Without the proper considerations the data being transferred over USB 2.0 can 

be corrupted, dropped, or arrive at different times from one another.  In addition, impedance must be 

matched between the two differential data plus and data minus USB lines.  USB 2.0 standards dictate a 

90 Ohm impedance on both traces.  This is achieved by being mindful of a few critical aspects of the 

design. These include but are not limited to the following: the width of each trace, the amount of copper 

on each trace (i.e. ounces of copper), the space between each differential trace, the layers above and 

below the trace layer with the impedance matched traces, the thickness of the dielectric between those 

layers, and the dielectric properties of said layer.   

It is common practice for the designer, to set the thickness of the trace and the space between 

the differential traces. There are “toolboxes” inside of most CAD software packages to set these 

parameters to ensure both thickness and space between traces are consistent. Copper thickness, trace 

width, distance between differential traces, the layer(s) they are located on, the board layer stack up, 

and the desired impedance are relayed to the board house. The board house will select the FR4 

material, considering its dielectric properties, and set the dielectric thickness to achieve the desired 

impedance. 

The previous paragraph is the bare minimum required to create impedance matched differential 

traces. There are additional best practices that must be adhered to in order to maintain signal integrity 

for USB lines. The following are considerations for impedance matching and high-speed signal lines: 

 Avoid any slit in the immediate planes above/below the USB lines. 
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 All high speed lines should be routed over a solid ground plane on an adjacent layer for a ground 

return path. 

 When two pairs of USB traces cross each other in different layers, a ground layer should run all 

the way between the two USB signal lines. 

 When transitioning USB lines between layers, place ground vias roughly 40mils from signal vias.  

 Differential super speed pair trace lengths should be matched within 0.12mm (5mils). High 

speed D+ and D- signal trace lengths should be matched within 1.25mm (50mils) 

Firmware Design 

The Cypress code initializes the ARM CPU environment (MMU, VIC, core clocks, etc.), loads the 

program into RAM, Instruction Cache (IC), Data Cache (DC), including initializing all interrupt vectors, 

and then configures the runtime environment to call the main() function. At this point in time, the RTOS 

is not running so the CPU speed can be reconfigured and the Instruction and Data Caches enabled, if 

needed. 

RTOS allocates required memory for the thread(s), which the application will create in order to manage 

the I/O blocks. Next, it will call CyFx_Application_Define() routine, where the thread(s) stack, priority, 

and preemption threshold are defined. This is shown in the flow diagram below in Figure 06. 

 

Figure 06: Firmware Flow Chart 

 

 

The subsections to follow will breakdown the function and inner workings of each routine within 

the firmware design.  Each routine is responsible for a critical function of the firmware and is critical for 

overall success and performance of the system. 
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CyFx_Application_Init(): 

This function initializes the USB interface, as well as, the GPIF interface, which was used to 

communicate with the NAND Flash Micron memory device. The firmware loads the GPIF configuration 

file, which includes connections on data and control lines between the FX3 Controller and the Micron 

NAND Flash device. 

Fast enumeration is the easiest way to setup a USB connection since all enumeration phases are 

handled by the library. Only the class/vendor requests need to be handled by the application. 

Since this application uses a USB 2.0 High Speed rate, the High Speed Device Descriptor must be 

initialized. Finally, the firmware needs to check if a USB connection is already active; if not, the USB bus 

and appropriate direct memory access (DMA) channels will need to be configured in the 

CyFx_Application_Start() function. 

 

Figure 07:CyFx_Application_Init flow diagram 

 

CyFx_Application_Start(): 

The firmware makes use of one of FX3’s core features, a distributed DMA controller that is 

capable of moving data at 800 MBps. This DMA controller is attached to internal devices via sockets. A 

socket provides a consistent interface to the DMA controller side and is customized on the device such 

that all internal devices look like standard block input/output (I/O) devices. 

For this application we made use of 2 DMA channels in AUTO mode, this way data is moved 

from producer socket(s) to consumer socket(s) while achieving its maximum throughput.  
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The firmware also utilizes a third DMA channel in MANUAL mode as there needs to be CPU 

involvement to issue commands to the GPIF interface, such as increment addresses or send trigger 

signals. This is represented in Figure 08. 

 

Figure 08: DMA Auto/Manual Channels 

 

The CyFx_Application_Start() function first identifies the USB Speed. For this application, once 

the High Speed is identified, the USB Endpoint configuration handler defines a bulk transfer type and 

packet size. A producer and consumer endpoints are configured by calling the API CyU3PSetEPConfig() 

routine. As mentioned above, the application’s DMA channels are created and set to transfer data. This 

was achieved by calling API DMA routines. The last block, starts the GPIF machine, which issues a reset 

command to both NAND Flash devices. This basically means that after a successful reset, the GPIF will 

send a series of bytes (0xFF) to both devices (targets) within a NAND Flash, then will send a Set Features 

command (0xEF) and configure the NAND Flash to support maximum write speeds when storing data. 

 

Figure 09: CyFx_Application_Start flow diagram 
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Application Thread: 

The program established a well-defined interconnect control document (ICD), which lays out all 

of the commands the image processor needs to send to the FX3 in order to achieve a specific task. The 

table below explains the ICD in more detail 

 

Definition Opcode Value Data Size Data Direction 
IN (Request), OUT (Command) 

Setup Packet Data Field 

Scratchpad 0x0 1 to 64 IN, OUT Write/Read 64 byte buffer in OBR FX3 

Signature 0x1 11 IN OBR FX3 returns: “APT OBR FX3” 

FW Version 0x2 1 IN Returns FW Version 

OBR Status 0x3 1 IN Returns FX3 State Machine Status 
0 = Unknown, 1 = Ready, 2 = Busy, 3 = Erase 
4 = Read, 5 = Write, 6 = OBR LB 

Start 
Recording 

0x4 N/A OUT FX3 switches to state machine, starts recording 

USB 
Loopback 

0x5 N/A OUT Data received at DMA CH2 is routed back to 
DMA CH0 

Set LED 
Rate 

0xAA 1 OUT Set LED Duty Cycle (0 to 100) 

Set 
Interrupt 

0xBB 1 OUT 0: Disable, 1: Enable 

Read First 
Page 

0xC0 7 OUT Read first page of each block + spare area 

Read Pages 0xCC 10 OUT Read specific number of pages 

Program 
Pages 

0xDD 5 OUT Program specific number of pages 

Erase 
Blocks 

0xEE 7 OUT Erase specific number of pages 

Set 
Features 

0xFF 15 OUT Set Features for 1st and 2nd devices 

Figure 10: OBR Interconnect Control Document 

The function Application_USB_Callback() is invoked to handle USB setup requests. As it is shown 

in the below diagram (Figure 11), the APT firmware first decodes the fields from the setup request and 

initializes variables, such as the Type of Request and data direction, IN-to-host or OUT-of-host. 

For simplicity, the three main USB Requests are the blocks highlighted in green: Read, Write, 

and Erase. If the USB setup request matches that of the write command, the OBR will go into OBR_Write 

State and both OBR FX3 devices will start recording data. The incoming USB data bulk transfers will be 

received on configured DMA buffers, having their byte sizes equal to that of the Micron NAND flash 

page.  

 

As the DMA buffers get filled, the consumer socket will start emptying these buffers while the 

producer socket fills the next DMA buffers. The GPIF interface will then execute the Program State 

Machines and ultimately move these packets externally to NAND flash.  
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Figure 11: Application_USB_Callback flow diagram 

 

If the USB setup request matches that of the Read command, data will be downloaded from 

NAND Flash onto the host via USB 2.0. This is achieved by running a Control Center executable Graphic 

User Interface (GUI) application on the host computer. As seen on Fig 12 below, various parameters can 

be configured on this GUI by the user. 

The GUI is also able to display the number of bytes being read in real time, giving the user 

valuable status information of the current NAND block being serviced. 

 

Figure 12: OBR Graphic User Interface 



 
Unclassified – Distribution A 
Approved for Public Release: Distribution Unlimited.   11 
 

 OBR Bad Block Management 

Most NAND Flash devices, like all types of storage, include some initial bad blocks within the 

memory array. These blocks are typically marked as bad by the manufacturer, indicating that they 

should not be used in any system. If these factory-marked bad blocks are erased, their markings are also 

erased. 

By using the APT OBR GUI, we are able to perform a read on the first page of all blocks in the 

NAND Flash memory, where we are able to see which bad blocks are defective and must be avoided.  

Also, because good blocks in a NAND Flash can degrade and wear out, it is important to track not only 

the initial factory-marked bad blocks but also the blocks that go bad during normal device operation.   

Therefore, the APT OBR GUI implements a feature where a series a patterns are written onto 

the NAND Flash to then be read back and downloaded into a file. To detect additional bad blocks, the 

GUI compares the downloaded data to a fixed set of patterns, and if there are any mismatches, these 

blocks are also marked as bad. 

 

Figure 13: OBR Bad Block Management Example 
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Field Test / Performance 

On October of 2019, CCDC-AC and partnering contractors demonstrated the functionality of the 

Electro-optical/Infrared (EO/IR) imager on a guided munition. 

The objective was to demonstrate proof of concept of the imager hardware and software in a 

relevant munition environment.  It was critical that the imager's performance was captured during flight, 

EO and IR video data were collected from the CCDC-AC PMID developed OBR, and structural integrity of 

the system was maintained through gun-launch and flight. 

The OBRs were fired in a munition at approximately 9kgs for 5 shots. Out of the 5 rounds that 

were fired, only 4 were expected to record EO data, and only 3 were expected to record IR data. All 

OBRs successfully recorded video. 

Some highlights from the tests are the following images captured by the Imager and OBR: 

 

Figure 14: Resulting Captures from Imager and OBR 

Future Applications 

This program had a very niche, specific application where the host processor did not run a 

typical OS, and the data rates pushed the boundaries of the USB 2.0 protocol to its theoretical limit, with 

the preference for a minimum pin count. However, this program demonstrated the potential and 

flexibility of the FX3 chip, which allowed customization of standard protocols so that future applications 

that require any of these specific requirements can be met with a little bit of programming work to the 

processor, using its prepackaged API. Interfacing through standard and non-standard communications 

protocols, and its flexible GPIF interface allows this processor to be used in an extremely wide array of 

applications. 
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ABSTRACT 

 

The goal of the project was to design and build a functioning prototype of an electronic 

continuously variable transmission, or E-CVT, to replace the current mechanical CVT on the 

Baja SAE race vehicle. The E-CVT design consists of two pulleys that connect the engine and 

gearbox and which change their diameter based on data collected from a telemetry system in the 

engine. The E-CVT uses electric motors in conjunction with sensors and microcontrollers to 

algorithmically change the gear ratio between the engine and gearbox. The E-CVT system also 

monitors and stores all relevant data including but not limited to: actuator position, line pressure 

of the pulleys, box temperature, and engine RPM on an SD card for post-race analysis, with the 

possibility of integrating xBees for real-time radio communication. 

Keywords: telemetry, E-CVT, Baja SAE, actuators, microcontroller, RPM 

 

 

INTRODUCTION 

 

This project was prepared for the University of Arizona’s Baja Racing Team. The Baja Racing 

team is a university club that participates in SAE’s international Design, Build, Compete 

competition. The competition’s deliverable is a one-person, off-road buggy that is vigorously 

tested and ranked against its competitors.  



   
 

Arizona’s Baja Racing Team is split into four sub teams: Frame; Steering, Suspension, and 

Brakes; Drivetrain; and Electrical. The Electrical team is responsible for the electronics of the 

car. The senior design team was comprised of members of the Electrical team and the senior 

design team itself worked in junction with the existing electrical system. 

This year, the University of Arizona’s Baja Racing team set out to create an electronic version of 

the existing mechanical continuously variable transmission (CVT). The CVT is used in place of 

what might be a multi-gear transmission, chain-driven centrifugal clutch, or a hydraulically 

coupled drivetrain. The CVT was chosen due to its reduced weight and overall efficiency. A CVT 

works by having 2 pulleys that change size based on the engine’s RPM, load on the drivetrain, and 

speed of the vehicle. The pulleys change diameter similar to the gears on a bike in order to provide 

a large torque multiplication when climbing hills or higher top speeds when needed. The idea is to 

keep the engine at a constant speed while varying the diameters of the pulleys to control the speed 

of the vehicle rather than changing the RPM. The current mechanical CVT lacks reliability and 

tunability for the performance needs of the Baja team. The idea of an E-CVT was created based 

on other teams implementing an actuated CVT and car manufacturers beginning to implement 

them in C and B segment “compact” vehicles. 

This idea was brought to life through the University of Arizona’s Senior Capstone project. A group 

of 6 designed and manufactured the E-CVT. The E-CVT uses a modular design that is intended to 

keep critical components like the power board, microcontroller, and linear actuators in a sealed 

location out of the way of rotating components and the environment.  

 

 

BODY 

 

The closed-loop E-CVT system is divided into two subsections. The first subsection is the main 

controls system which varies the diameter of the CVT to change the gear ratio. The system is 

designed around using a microcontroller (Adafruit Feather M4) to extend each pulley based on 

changes in engine RPM. It reads the engine RPM from a current sensor and calculates the time 

between spark plug fires while minimizing the effects of noise. The microcontroller will 

communicate with a motor driver board to tell a linear actuator how far to extend for a given gear 

ratio and RPM. The secondary subsystem will focus on logging all the data gathered in the E-CVT 

system and locally store it onto an SD card for future analysis. The device chosen for this task was 

an Adafruit Adalogger M0. Currently, it records the main box temperature and the engine RPM, 

and in the future will record the pressure at each concentric slave cylinder which is connected to 

the linear actuator, as well as the RPM at the output shaft. All data will be transmitted over I2C to 

simplify the wiring harness and leave room for expandability.   

The functionality of our system is entirely dependent on accurate measurements of the RPM of the 

input shaft from the engine which is monitored by an inductive current sensor that senses the firing 

of individual sparks from the single plug. We calculated the RPM of the engine by measuring the 

time delta between two spark plug fires and converting that measurement to an RPM value. The 

initial accuracy of the measurement was severely impaired by the noise caused by the DC motors 



   
 

that move the linear actuators. This was counteracted by implementing error management 

algorithms in the software which were effective up until a certain point of diminishing returns. The 

algorithm merely discarded error measurements based on the trend established by previous ones, 

so a large series of consecutive errors would communicate to the system that a new trend had been 

established and the actuators would be moved incorrectly according to the series of error 

measurements. This happened infrequently in testing but will still need to be managed via further 

noise filtering techniques or shielding for the motors which will be decided in future 

implementation. 

The RPM data, when correctly measured, was used to establish a trend in the system that defined 

the direction the motors should be moved. For example, if the RPM continued to rise from an 

initial idle state, the primary gear would begin closing and the secondary would begin opening, 

and an RPM drop from a straight-shift (max RPM) state would eventually result in the opposite 

once the trend had been fully reversed. The accuracy and processing of the RPM data is crucial 

to our design as consecutive errors, even if they did not override the trend, could result in a 

delayed response to RPM changes thus hindering the overall performance of the vehicle. 

 

Figure 1: E-CVT Control Flow Diagram 

The system will also monitor the ambient temperature of the ABS box which houses all 

microcontrollers, the motor driver board, and the linear actuators. The temperature data will be 

monitored to verify that the ABS box is remaining sufficiently cool and that none of the 

components are overheating. The current implementation does not implement any cooling 

methods, which will most likely need to be added in the future as the sealed box will retain a lot 

of heat from ambient temperature and heat created by the engine and other components of the 

car. Cooling methods may include but are not limited to heat sinks and fans that can be attached 

to our electrical components. Our system currently monitors temperature with the main 

microcontroller using I2C to read measurements from an external sensor. In the future we would 

like to modify this setup to include a controller tied specifically to the temperature sensor taking 

new readings and sending them to the main microcontroller via I2C. In this case the main 

microcontroller no longer needs to spend computation time communicating with and parsing 

responses from the temperature sensor and will only read temperature data in an event handler as 

it is sent from the temperature sensor microcontroller. 



   
 

While some of the data we measure externally is used for computations and control algorithms, 

all measured data in our system is intended for analysis purposes to verify that our design 

performs as well, if not better than its mechanical predecessor. To accomplish this, we want our 

main microcontroller to package all data it collects and send it to another microcontroller for 

storage, currently including input RPM and temperature, but later incorporating output shaft 

RPM and cylinder pressure. This data will be used to quantify the E-CVT's performance 

statistics based on the supplied inputs. In the future we would also like to view these statistics in 

real-time, requiring the need for a wireless transmission process so that this data can be viewed 

in the pit during test drives and competitions. 

 

 

Figure 2: Assembled E-CVT  

 

 

FUTURE WORKS 

 

A future iteration of our design will aim to collect all E-CVT sensor data and provide it to team 

members in the pit in real time. The data provided to the pit would include engine RPM, pressure 

of each concentric slave cylinder, output shaft RPM, and the temperature in the ABS box. The 

Baja E-CVT is designed to be a standalone closed-loop system that can be integrated into the 

existing telemetry system on the Baja race car. The existing telemetry system communicates the 

car’s sensor data over radio using xBees, and we would like to further develop the current 

implementation to also carry the E-CVT sensor data in a neatly packaged format. The future goal 



   
 

for the system is for pit members to monitor the E-CVT during usage to verify performance and 

safety while ensuring that the E-CVT is operating as expected. For example, if there is a decrease 

in cylinder pressure, pit members can observe the change and inform the driver that the hydraulic 

lines have been breached and that the gear ratios can no longer be controlled, indicating that the 

driver should prepare for vehicle stall.  

 

 

CONCLUSION 

 

This application of electronic data collection and control systems is the logical next step for the 

Baja CVT and represents the potential for better tuning and calibration as well as increased 

system transparency through the real-time monitoring and reporting methodologies of telemetry. 

Whereas before the CVT’s behavior was dependent on physical characteristics and 

measurements had to be taken externally, the electronic version offers opportunities for internal 

monitoring based on system parameters such as input RPM, hydraulic fluid pressure, and 

temperature readings. These parameters can and will be monitored in real time through wireless 

xBee integration ultimately allowing for more acute awareness of CVT behavior and 

subsequently improved tuning potential. With this potential, it seems likely that once this system 

is implemented on a future Baja race vehicle there will be tangible performance benefits 

resulting from the E-CVT drive system, though the packaging and powering of the system are 

factors that need further consideration.  

 

 

ACKNOWLEDGEMENTS 

 

We would like to acknowledge Dr. Michael Marcellin for being our design sponsor and Doug May 

for being our senior design mentor. 

 

 

REFERENCES 

[1]  D.J.S. Aulakh, “Development of simulation approach for CVT tuning using dual level   

genetic algorithm,” Cogent Engineering, vol. 4, 2017. 

[2]  Skinner, Sean Sebastian, "Modeling and Tuning of CVT Systems for SAE® Baja Vehicles" 

(2020). Graduate Theses, Dissertations, and Problem Reports. 7590. 

https://researchrepository.wvu.edu/etd/7590 

 



ALTERNATE PNT AND GUIDANCE THROUGH INTEGRATED 
SENSOR DATALINKS 

 
Brian A. Hetsko 

Specialist RF, Intelligence and Communications 
Ultra Group 

Lancaster, PA, 17601 
brian.hetsko@ultra-herley.com 

 
 

ABSTRACT 
 
Ultra Specialist RF (Herley Industries) has developed a novel, low cost programmable datalink-
sensor combination which enables high precision tracking, telemetry communications, and control 
for airborne platforms using line of sight RF. This technology provides a highly reliable and 
resilient alternative to GPS-based navigation and tracking using relative position through an 
application of communications waveform and sensor technology with transponder architectures.  
Ultra views this technology as applicable to any platform requiring Position, Navigation, and 
Timing (PNT) where GPS may not be available or reliable. This paper will identify the commercial 
and government applications pushing current technological boundaries.  Ultra specializes in 
providing application-engineered bespoke solutions in the defense, security, critical detection, 
maritime, C4ISTAR-EW, military and commercial aerospace, nuclear and industrial sensors 
markets. 
 

INTRODUCTION 
 

Modern aviation and warfare have one very common requirement, that being to know where you 
are and where everyone else is in relation.  With that common requisite, comes the vulnerability 
to any impediment, intentional or not, to the determination, calculation, or communication of the 
same.  Traditional PNT is provided by some Global Positioning System (GPS) or other method of 
radio frequency (RF) channel measurements.  As most all systems rely on commercial devices and 
spectrum and well documented protocols, they are subject to interference, jamming, and spoofing 
using low cost, widely available hardware. 
 
In order to mitigate these sensitivities, Ultra has taken an approach to Alternate PNT of combining 
well known techniques for reliable positional measurement and tracking and applying multiple 
pillars of resiliency; those being frequency of operation, processing gain and low probability of 
intercept through direct sequence spread spectrum, and lastly a relatively low data rate resulting in 
a high energy per bit.  When coupled with conventional tracking and command and control 
techniques, a highly effective, low size, weight and power (SWAP) system may be employed for 
highly accurate and reliable PNT.   
 
Due to the military application of this system and in accordance with the International Traffic in 
Arms Regulation (ITAR), specific details and technical data pertaining to the design and utility of 
Ultra’s system are intentionally excluded from this paper and generalities used as appropriate. 

 



SENSOR AND DATALINK 
 
Ultra has coupled datalink and transponder technology for the purposes of both tracking and 
communicating with a host platform that had neither capability prior or requires a supplemental 
faculty for redundancy.  Using a traditional transponder approach, an interrogation signal is 
transmitted from some known location, and the host platform’s transponder receives and responds 
in a deterministic fashion.  The sensor receiving the transponder response is a 2-dimensional, 
multi-channel interferometer which calculates the relative azimuth, elevation, and range.   
The relative phase between receive channels is determined by (1). 

 
𝜙𝜙 = 2𝜋𝜋

𝑓𝑓
𝑐𝑐
𝑑𝑑 sin(𝜃𝜃) 

(1) 

Where:  
𝜙𝜙 is the relative phase difference between channels, 𝑐𝑐 is the speed of light (3x108𝑚𝑚/𝑠𝑠),  
𝑓𝑓 is the signal frequency, 𝑑𝑑 is the distance between channels, and  𝜃𝜃 is the angle of 
arrival. 

This equation is inverted to calculate 𝜃𝜃 in both the x and y dimensions based upon the measured 
phase difference of an incident coherent wavefront. From a waveform and sensor design 
perspective, the number of receive channels, their spacing, and the signal bandwidth are directly 
proportional to the signal to noise ratio, phase resolution, and ultimately the precision of the sensor.  
As such, Ultra’s tracking and communications system has been proven to provide less than 250 
µrad of resolution per independent measurement using a sensor array aperture which is 
approximately 400 cm2.    
 
Range is measured based upon the turnaround time from the coded interrogation transmission 
pulse to receipt of response.  The delay path is well understood through the transponder, and 
therefore the propagation time plus that delay path gives a reasonable instantaneous calculation of 
range within between 50-100 cm error depending upon the velocity relative to the sensor.   If the 
platform is moving at a high velocity, performing these calculations uncorrelated and independent 
of each other many times per second (>10) ensures that any temporary fades or interferences are 
resolved within a time window which allows for appropriate response and action. 
 
As the signal being transmitted is a coded digital packet, data can be relayed from sensor to 
transponder and ultimately to the host platform and back.  For instance, if the host platform is not 
under positive control, but rather autonomous, then this system maintains enough throughput to 
provide positional correction or attitude update information based on the tracking calculations.  
And likewise, the host platform can transmit relatively low rate telemetry.   While not intended as 
a primary command and control datalink in its current instantiation, there is no significant 
functional limitation to the utility of the link preventing the data rates or coding from being 
modified; assuming the associated  trade-off of range; all else being equal.   
 
The technique described above and shown in Figure 1 has proven highly effective at providing 
PNT solutions for contested or GPS-denied or degraded operations as all measurements are relative 
to the sensor position.  In other words, rather than determining the absolute location coordinates 
based upon some ubiquitous datum, the position is provided relative to an origin, which is often 
more useful information and easier to calculate.  If that known point has valid and trusted 
coordinates, then all calculations relative to it are equally valid and trusted. 



 
Figure 1 Ultra Alternate PNT Solution for Tracking and Communications 

THREE PILLARS OF RESILIENCE 
 
The combined techniques of transponder, interferometer, and datalink independent of each other 
is not innovative, however combining them for the purposes of Alternate PNT and guidance is.  
However, whenever RF is involved in the operation of any system, the limitations of physics and 
the opportunity of bad actors to interfere or otherwise degrade the channel will always be present.  
The approach taken by Ultra in the design of their Alternate PNT solution addresses those 
limitations with resilience at its core.  Beyond the use of relative position calculations, there are 
three important factors of the RF design of the system which provide value beyond that of 
traditional PNT.  
 
Frequency of Operation  
 
Conventional GPS operates in the L-Band (1575.42 MHz L1, 1227.6 MHz L2, and 1176.45 L5) 
which certainly has advantages and disadvantages.  The advantages, in short, are that signals below 
2 GHz do not require highly complex RF hardware such as antennas and amplifiers and are not 
highly impacted by weather and ionospheric propagation.  As GPS signals are provided by 
Medium Earth Orbit (MEO) satellites, reliable propagation to the ground through the atmospheric 
layers and any weather conditions is often on the edge of sensitivity.  Ground units (receivers) 
require at least four (4) satellites with radio line of sight (RLOS) to provide a proper position 
measurement.  Therefore, any significant interference to that signal, in-band can degrade the ability 
for any receiver to resolve the, already relatively low signal from the noise or interference. 
 
By operating in the Ku-band (12-18 GHz) and being a terrestrial (not satellite-based) system, the 
Ultra Alternate PNT tracking and communications system avoids many of the challenges identified 
prior.  This does not imply that it performs the same function, however it is purpose-built to allow 
for positive tracking and communications with a platform using relative measurements from the 
sensor location.   
 
The Ku-band is far less cluttered than L-band in that there is very little commercial utilization at 
this time.  The primary exception being that the lower Ku-band is used for satellite services, such 



as television broadcast.  With the availability of spectrum outside of that used for such purposes, 
the amount of power able to be transmitted over a very wide bandwidth lends itself to highly spread 
signals.  Additionally, Ku transmissions are traditionally highly directional and polarized.  This 
implies that the receiver and transmitters require some angular alignment, such as having to have 
a satellite dish pointing to the correct point in the sky.  This serves as a limitation due to the losses 
associated with off-axis alignment between transmitter and receiver so in instances where the 
sensor or host platform may be changing direction or orientation, there is risk of loss if not properly 
accounted for in design.  This directionality subsequently makes it very difficult for a non-coherent 
sensor and/or interference source to detect and then impact the communications substantively, 
especially when one or both ends of the link may be moving as that would require non-cooperative, 
active tracking as well. 
 
Lastly, the cost and complexity to design and manufacture Ku-band hardware is significantly 
higher than L-band due to the precision and low rate of commercial utility.  With the higher carrier 
frequencies, the associated wavelengths get proportionally smaller, and by extension so does the 
difficulty in producing and maintaining the sensitive RF microelectronics.  i.e. L-band wavelengths 
are 30-15 cm where Ku are 2.5 to 1.67 cm.  As a result, the efficiency is much lower as design 
tolerances become equally proportional in their constraints and subsequently cost prohibitive, 
particularly as signal bandwidth is also increased. 
 
Spread Spectrum 
 
The tracking and communications system developed by Ultra employs basic direct sequence 
spread spectrum (DSSS) methods for spreading a relatively low data rate with a pseudorandom 
code and realizes approximately 33 dB of process gain per equation (2). 
 𝐺𝐺𝑝𝑝 = 10 log10(𝐹𝐹𝑠𝑠/𝐹𝐹𝑑𝑑) (2) 
Where:  

𝐺𝐺𝑝𝑝 is the process gain in dB. 
𝐹𝐹𝑠𝑠 is the spreading frequency or rate in Hz. 
𝐹𝐹𝑑𝑑 is the source data rate in Hz. 
 

Now there are certainly many more factors to processing gain and successful communications, 
such as coding and error corrections, however for the purposes of comparison and simplicity, this 
paper will focus on first principals.  Being a terrestrial system, either air to air, ground to air, or 
ground to ground, the limitation for range is driven by the line of sight and transmit power.  
Assuming a nominal ground to air configuration where the sensor is at or slightly above ground 
height and the host platform between 10,000-15,000 m above ground level, the nominal horizon 
limit is approximately 450 km.   For comparison, GPS satellites are in orbit approximately 20,200 
km from Earth with a transmit power of 44.8 W (+46.5 dBm) and yields approximately 181 dB of 
free space path loss (not accounting for atmospheric absorption and weather).   This means that 
the signals reaching the ground are already at -135 dB at best.  Thankfully, GPS signals have up 
to 43 dB of processing gain through spreading a very low rate (50 bps) signal over 1-10 MHz, 
depending upon which signal and robust coding.  It usually also includes positive gain antennas 
and highly efficient RF front end receivers to account for the dispersion and loss.  As a system, 
GPS certainly performs its role admirably and efficiently however, the relatively narrow spreading 



(max. 10.23 MHz) and high dispersion over space, subjects it to being overcome by interference 
by a manageable radiated power over a relatively narrow bandwidth.   
 
With a transmission power of between 0.5-5.0 W (+27-37 dBm) per pulse and assuming equivalent 
gains and sensitivity, the Ultra gain proven by spreading the signal far more than 10 MHz provides 
a process gain advantage of approximately 12 dB (or 1600%) over traditional GPS.  The unique 
pseudorandom code assigned to each platform also allows for a high number of transponders to be 
simultaneous tracked and communicated. 
 
Energy Per Bit (or Symbol) 
 
Lastly, is the fact that the data being transmitted between the sensor and transponder is at a 
relatively low rate compared to that of the spreading signal.  The modulation being utilized is 
Minimum Shift Keying (MSK) which maximizes the energy per bit or symbol over a wide 
bandwidth meaning that there needs to be enough interference energy at the receiver for long 
enough duration over the entire bandwidth to overcome the decoding of any given bit.  For 
instance, if the data rate is 25 kbps, in an MSK system, each symbol would be 40 µs long.  This 
would necessitate an interferer to put enough energy on the receiver to overcome the processing 
and RF gain stages described earlier.  Now consider that that 25 kbps signal is spread over  
bandwidths thousands of times wider than the source.  There is now a significant challenge to 
degrade the link for any extended time.  As stated, each measurement is completely independent, 
and there hasn’t been any consideration for error correction which would make increase the 
complexity of the interferer exponentially.  With the consideration of the prior two “pillars”, it can 
be determined that the effort required to disrupt or significantly degrade the tracking and datalink 
components of the Ultra Alternate PNT without prior knowledge of the location, coding, direction, 
orientation, and polarization of either end of the system would be quite daunting. 
 
 

CONCLUSIONS 
 
As described in this paper, the utility of a system which allows for highly accurate and reliable 
tracking of a platform without the need for any reliance on GPS, over a potentially very long range, 
while also being able to communicate, is only bounded by the willingness and creativity of 
platforms with which to integrate.  The value to the unmanned vehicle domain has certainly been 
the most obvious.  When co-located with a ground control station for an unmanned air vehicle 
(UAV), this system provides a position track which can supplement the existing PNT solution 
either as a validation tool, or fail over while also supporting secondary command and control and 
telemetry communications.  As a validation tool, the host or ground station can compare the GPS 
and the relative measurements to ensure that the GPS data is reliable.  Similarly, a sensor can be 
employed on an airborne platform and maintain positive tracking and communications with any 
number of hosts below and point of origin essentially acting as a handover node for more effective 
command and control far beyond traditional tracking line of sight.  These capabilities, plus 
extremely high reliability and survivability in contested or congested RF environments are 
provided by the innovative Ultra Alternate PNT solution. 
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ABSTRACT 

 

In space launch applications, a telemetry ground station is designed to ensure launch vehicle 

traceability and so the flight safety. In this study, the characterization of telemetry ground 

stations to be used for a space launch operation is explained with applied studies, flight 

characteristics of vehicle, and international practices. Present study explains step-by-step 

development process of a telemetry ground station for a space launch mission. Study is limited 

on the physical layer. At least two independent position information sources are required to 

ensure flight safety, so the network between telemetry ground stations and localization systems is 

needed. As a result, the characteristics of the telemetry ground station are determined to be used 

for a low earth orbit space launch mission considering mission objective, requirements and 

constraints. 

 

INTRODUCTION 

 

Space launch is a flight which carries payloads to the space ranging from 160 km for low earth 

orbit (LEO) to the deep space. With respect to the objective, size, and capacity of launch vehicle 

(LV) varies. For every type of LV, it is crucial to ensure flight safety especially for thrusting 

phases of the flight due to highly explosive feature of the propellant. In order to generate a 

reliable flight safety structure, tracking system must include a Telemetry which provides flight 

safety data for pre-launch and during the flight.[1,2] During pre-mission; telemetry is required to 

support space segment command and control, monitoring spacecraft health, simulating spacecraft 

attitude. During flight; the spacecraft orbit and mission characteristics are tracked by Telemetry 

Ground Stations (TGS) for flight safety and mission objective achievement.  

In order to maintain a dependable flight plan for space launch, flight requirements must be 

derived through the TGS’s structural parameters, correctively. In the following sections, the 

correlation between requirements and ground station attributes will be explained. 

 

METHOD 

 

Flight requirements must be known (range, velocity, antenna model, etc.) to determine the 

required telemetry characteristics. In this study, only TGS design is discussed regarding 

objective requirements. In Figure 1, space mission requirements are derived through the TGS 

parameters.  
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The LV must be tracked along the trajectory for flight verification and safety. Flight trajectory, 

flight algorithm and possible tracking station sites must be known before the flight. Therefore, 

velocity, thrust vector, distance between LV and the tracking sites and angle between moment 

vector and the heading vector of the ground station would be known. These parameters are 

important to analyze the link between the target LV and the ground station.  

In order to perform pre-mission checkouts and to ensure initial phase telemetry capturing, the 

first tracking ground station is located around the launch center. Like the Kennedy Space Center, 

Guiana Space Center and Baikonur Cosmodrome. The initial velocity of the target LV, trajectory 

and ground station positions are taken into consideration while deriving the requirements of the 

ground station antenna pedestal degree of freedom and capability.  

t
w

R

V
A         (1) 

 

As stated in the Equation 1, antenna pedestal angular velocity must be higher than the ratio 

between tangential velocity of the target and the instant range. It is also important to consider the 

initial height difference to determine pedestal elevation movement capability. 

 

Symbol Description 

eA  Antenna effective area 
B

 
Bandwidth 

D  Antenna diameter 
df  Doppler Spectrum 
TG  Transmitter antenna gain 

TG /  Receiving system gain over temperature per Kelvin 
  Antenna efficiency 
k  Boltzman constant 
  Wavelength 

atmL  Atmospheric losses 
CL  Cabling losses 
DL  Ducting losses 
FL  Flame attenuation 
mpthL  Multipath losses (Interference) 
pL  Path losses 
prcL  Progressing losses (Windowing) 
sysL  System losses 

m  Meter 
Ms  Millisecond 

figureN  Noise figure 
rP  Receiver power level 
tP  Transmitter output power level 

R  Range between related antenna and the target  
g  Gravity (9.81m/sn2) 
sn  Second 
SNR Signal to noise ratio 
  Antenna beam width 
V  Velocity of Launch Vehicle 
W  Watt 
  
 
Table 1 Nomenclature 
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Figure 1 Mission requirements to be considered for TGS design 

 

Meanwhile, another important parameter for short-range tracking is the requirement that the 

target should remain within the ground station antenna main beam for the time period that the 

antenna is guided through the target. Antenna beam width is determined as [3] 

 

D

70
         (2) 

for parabolic antennas. 

 

For the ease of auto track, the ratio between the main beam width and the required angular 

velocity of the TGS should be as wide as possible. Evaluating Equation 1, wider,  , beam width 

is required for short-range tracking.  From Equation 1 and Equation 2 it is seen that if the instant 

range of TGS to the launch pad, tR , is increased pedestal requirements and auto track becomes 

more feasible. Besides that, locating the first tracking ground station to the tR  distance in the 

launch direction will increase the coverage also. However, line of site between TGS and the 

launch pad need to be provided. Also mechanical properties of the antenna pedestal must meet 

the angular movement, velocity and jerk requirements occurred depending on the location.  

For wider   value, D , antenna diameter, may be scaled down. Equation 3, shows the power flux 

reaches the receiver antenna (ground station antenna). 
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If Equation 4 and Equation 5 are taken into account in Equation 3 it is seen that antenna diameter 

is proportional with the effective tracking range of the ground station. In order to increase the 

coverage area of the launch center TGS, antenna diameter is considered as large as possible. It is 

desired to increase coverage area to decrease required number of tracking station sites, thus 

minimize logistic support and communication requirements. Hence, from the statement derived 

above it is observed that the antenna beam width and effective tracking range is inversely 
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proportional. On the other hand, it is not feasible to scale down the antenna diameter, in order to 

provide short-range auto tracking. Instead, two possible solutions can be evaluated.  

1. Using low gain short range tracking antenna (auto switching between antennas in RF site is 

desirable) 

2. Guidance of ground station from launch/mission control center using the position data 

generated by localization systems such as radar and optics (radars are more reliable due to 

visibility conditions, thus desired).  

Therefore, mechanical and data link interfaces defined for the TGS must be compatible with the 

launch/mission control center and/or other localization systems which provide guidance data to 

the TGS. To provide recent guidance data all TGS, control center and localization systems must 

be synchronized in time. 

Up to now, local features of the launch center TGS are evaluated. Link budget calculations are 

performed in order to determine the other tracking station sites and the coverage of the TGSs. As 

it is stated above, the angle between moment vector of the target and the heading vector of the 

ground station is important to evaluate onboard telemetry parameters during the flight. Onboard 

telemetry transmitter antenna gain is directly related with the elevation and azimuth angle 

difference between the vectors. Link budget calculation formula is given in Equation 6. 
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As seen in Equation 6, link is correlated with measured onboard antenna gain which is dependent 

on the tracking station site and the trajectory. First of all, onboard antenna gain is calculated for 

all possible sites along the trajectory. Then B , bandwidth, parameter is determined with respect 

to the onboard requirements. Different from standard ammunition firings, data rates become very 

high for a space launch mission. Therefore, minor and major frame features such as word length, 

maximum number of words and bits and maximum number of minor frame must be compatible 

with onboard design. Computational challenge which TGS encounters is basically depending on 

these telemetry frame features and frame refresh time. Telemetry receiver, decommutator, 

monitoring and process computers’ computational capabilities must meet the onboard 

requirements depending on the mission objective. On the other hand, B , bandwidth, is inversely 

proportional to the square root of the effective tracking range. There is a trade-off between 

throughput from onboard to ground station and the coverage area of the ground station. Here the 

designer can make different decisions: 

1. Data rate may be reduced (smaller minor and/or major frames) which is not feasible for most 

of the cases. 

2. Two or more onboard telemetry transmitter can be implemented on the LV for different 

stages. Therefore, bandwidth requirement would be lower for each transmitter. In this case, 

ground station antenna main beam will cover both transmitters. However, receiver and 

decommutator line are duplicated in order to gather data from both transmitters.   

3. Onboard transmission rate would be reduced after certain phases are completed. In this case, 

initial tracking will be ended due to the frame structure mismatch. Meanwhile, other TGSs’ 

located on different tracking sites parameters must be arranged to track this new frame 
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structure. In order to ensure this transition, localization systems are required to verify that 

other tracking stations are locked on the target.  

4. Another and mostly utilized technique is onboard recording for uncovered period of the flight. 

These records are broadcasted when the target is recovered by a TGS.  

Two main differences with respect to standard ammunition tracking are considered when the 

wireless communication channel of space mission is characterized [4]. One of them is multipath 

components thus fading of the received signal and the other one is frequency offset called 

Doppler Shift.  

Unlike standard ammunition firing, it can be envisaged that the TGS antenna has higher 

elevation values, since the mission is in the orbit. At low elevation angles, the transmission of the 

target will be reflected from objects in the line of sight, creating a higher multipath effect. The 

multipath effect can be considered lower in space missions with respect to standard ammunition 

firings. On the other hand, as can be seen in the link budget calculation given in Equation 6, the 

increased system noise temperature reduces the tracking range of the system. For telemetry 

systems, the system noise temperature can range from 200K at 0 degrees elevation to 10K at 

higher elevation values [3]. Considering this, it can be predicted that target tracking at higher 

elevation angles will increase the effective tracking range of the system. Meanwhile, other 

different feature of a space mission from a conventional flight is the maximum velocity rates 

which the target can reach, thus the Doppler shift. Doppler spread is other important parameter to 

characterize the wireless communication channel. For the orbital missions LV reaches the orbital 

velocities before separation of the payload. Using gravity equation (7), in the centrifugal force 

equation (8) the velocity equation is obtained as in the Equation 9, while r is the radius of the 

Earth, h is the altitude of the orbit and 'g  is gravity at the orbit. It is seen that the velocity of the 

LV is at the order of snm /7500  for LEO missions between 160km to 2000km. 
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Therefore, for space missions telemetry receiver encounters much more Doppler shift than 

standard ammunition firings. Doppler spread shall be handled with the receiver defined for the 

ground station. Furthermore, Doppler shift can be used to localize the LV when another 

localization system is not available in ground segment. Doppler frequency can be calculated 

from the received RF signal comparing the reference transmitted signal. Thus TGS receiver may 

produce normal component of the LV velocity vector. Low Allen Variance thus high center 

frequency stability is required in order to obtain highly precise velocity calculation [5]. 

Therefore, IRIG 106 chapter 2 approach may not be sufficient for accurate applications. One 

should note that IRIG 106 standard also underlines a figure of merit for frequency stabilization 

unless otherwise is dictated by a different application. Receiver antenna azimuth and elevation 

angles are utilized to reduce ranging information from cumulative velocity information. 

Conventionally, TGS used for standard ammunition firings has lower antenna gain and wider 
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main beam angle regarding. This specification causes higher ranging errors relative to GPS 

because of higher angular position errors. However, larger diameter antennas especially using in 

Deep Space applications are more accurate in angular position error to track on-board signal 

automatically due to their narrow main beam angle. Thus, one-way Doppler Tracking can be 

putted into practice for space applications with auto-track antennas.  

As an important safety measure, LV must be tracked by a system which consists of at least two 

independent data sources for certain phases of the flight [1]. In many of space missions, onboard 

telemetry system record telemetry data in floating phase, and broadcast the recorded data to the 

TGS with down-link within payload separation phase. However, it is also possible to maintain an 

uninterrupted link between the target and TGS, especially, for manned flights. Therefore, safety 

measures and so coverage areas of the TGS vary with respect to mission objective. Considering 

calculations and approaches explained above, covered period of the trajectory and so total 

number of tracking station sites are determined, starting from the launch center. Here another 

constraint is the available number of communication points. For the feasibility analyses of the 

flight test of a space mission every constraint must be considered. Compatibility with mission 

objective must be analyzed for not only coverage but also, communication hub, localization 

systems, command and control and tele-command for every tracking sites. It is common to 

construct a satellite communication system near by a tracking site.  

Additionally, explained maximum velocity requirements are also effective in radar equation as 

telemetry equation. Maximum velocity tracked by radar determines the Doppler Spectrum in 

radar signal as given in Equation (10). Sampling number (FFT) used in processing of the 

Doppler spectrum will determine the frequency difference between samples. The obtained 

velocity resolution of LV is determined with this difference (delta frequency) in frequency 

domain. Related equation is given in Equation (11).   


max2V

fd         (10) 



v
fd

Δ2
Δ         (11) 

On the other hand, time domain equivalent of this sampling interval is observation time, oT .  
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Time intervals while producing data must not be over maximum time determined in pre-mission. 

Especially, in space mission where target is very fast, the target can cover a long distance 

between two observations. Likewise, the repetition time of the trajectory and position data 

acquired from telemetry must be arranged to meet the mission safety requirements. The LV 

tracking losses or error from all tracking source, including data latency, any possible gaps or 

dropouts in coverage areas shall be compatible with flight safety limits and the flight safety 

system time delay [1]. It is possible to mitigate with negative channel effects on the signal; 

however, they always cause SNR losses and increased BER. If we assume BER is equal to q then 

probability of correctly detecting synchronization word with the length of n bits is equal to 
n

sync qP )1(  . By the way, probability of false lock for a random series of received signal is 

n
falseP )5.0( . In order to decrease the probability false lock it is reasonable to increase 

synchronization word length, n. However increasing the word length also causes probability of 
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synchronization to decrease. If n is assumed to be 16 and 32 while q=1e-3 then probability of 

synchronization is 984.0syncP  and 968.0syncP , respectively. Thus, to increase synchronization 

probability, it is common to allow K error bits. Then probability equations for synchronizations 

and false lock becomes as in Equation 13 and Equation 14, respectively.  
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It is seen from Equation 13 and 14, increasing n increases the ratio syncP / falseP ; however, 

decreases syncP  also. Better way is to allow some error bits while increasing the n.  IRIG 106-11 

recommends the optimum correlation patterns for frame synch words. Additionally, IRIG 106-06 

provides help with the synch word length selection with respect to calculation of the probability 

of false lock.  

The importance of q is another significant result derived from Equation 13. BER calculations 

vary depending on utilized modulation. However, for all type of modulation BER level is strictly 

effected by SNR. Therefore, the channel specifications shall be modelled properly considering 

the noise factors signified in Equation 6. Additive noise is statistically independent from the 

signal. High ionic density flame burst is a matter of lift-off period of the space launch in this 

channel. Bit rate will decrease due to this plume effect. Likewise, effects which will occur in 

atmosphere causes disturbance of signal and increasing bit error rate. It is known that these 

effects in the channel reduce SNR and effect telemetry broadcasting like frame synch lock. 

Therefore, these attenuations have been modelled in link analysis.  

Another significant safety issue is debris created by the separated stages. Stages may be tracked 

by TGS with respect to mission objective. In this case, the analysis and methods performed 

within the scope of the present study shall be repeated for each of the stages and final TGS 

tracking sites shall be decided. 

CONCLUSION 

To sum up, this study is instructive for TGS designer/user in space mission. Sub-requirements 

are derived from mission requirements within the concept of the study and a comprehensive 

telemetry applications literature, international standards and practices are summarized and 

explained to analyze the requirements. During evaluations differences between conventional 

telemetry applications and a space launch mission are highlighted (Doppler, bandwidth, beam 

width, etc.).  

Starting from the TGS which is located around launch center, factors are evaluated like 

mechanical capabilities, coverage areas, bandwidth, channel effects and reliability. In accordance 

with the results, possible solution alternatives for space missions are submitted. Subsystem and 

configuration effects such as commutation, quantization noise, encoding, modulation type, 

equalizer, etc. are not considered. Study is limited on the physical layer. Ground station and 

onboard features are specified with link budget calculation. Especially, enhanced disturbance in a 

broadband channel was analyzed and their effects on link were evaluated and mitigation ways 

are declared. 
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ABSTRACT 

 

In this study, link analysis calculations for ground stations have been performed. Values obtained 

from these calculations have been optimized to meet the given constraints for mission objective 

and consequently optimum location of ground stations has been obtained. Linear optimization 

ensures the optimum solution while satisfying the given constraints. Besides, if the given 

objective is constraint limited, optimization process output points to the impossibility of the 

desired objective. Thus, avoids user to lose time with empiric solution research. 
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INTRODUCTION 

 

In the scope of the present work it is explained how to obtain the most suitable positioning of 

ground station systems for military and aerospace applications depending on the target properties 

and various constraints. Radar systems’ specifications and equations are considered as 

pioneering problem. As an example, you can deploy 6 different radar ground stations between 10 

different locations by evaluating the target's footprint in a mission. However, if your 

communication network is limited to 3 satellite communication hubs, what kind of settlement 

should be done, what is the priorities considering the mission objectives? How to deploy 6 radars 

using up to 3 of the 10 possible points? Do you need all radars? Is it a more cost effective 

solution to reduce the number of radars and invest in a new communication station?  
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METHODOLOGY 

 

Link Analysis 

 

Radars would be divided into two main categories with respect to their receiver antenna position. 

If the receiver and transmitter antennas are deployed in same position then it is called monostatic 

radar else it is called bistatic radars. In the scope of the present study monostatic radars are 

examined (Bistatic radars and optimum positioning of transmitter-receiver couples are another 

phenomenon and will be discussed in further investigations). The distance which radar emission 

takes in the air is twice the distance, R , between the target and the radar. The amount of 

emission reflected from the target is mainly dependent on the structural parameters of the target 

and the angle between the direction of moment of the target and the heading of the radar. 

Consequently, in order to determine the parameters of the radar capable of detecting a given 

target from a distance, the position of the radar, the trajectory of the target, and the reflectance of 

the target, the radar cross-sectional area,  , are needed. Another important parameter is 

observation time “
oT ”.Radar equation obtained by evaluating all these parameters is given in 

Equation 1 [1] while 
prcL , atmL , 

sysL  are processing, atmospheric and system losses, 

respectively.  
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Link analysis calculations are performed for every sample point of the trajectory. It is because of 

the fact that the azimuth and elevation angles between target moment vector and the ground 

station heading vector vary with time. These angles are determinative for the calculations as 

stated in the previous section. Radar cross section is mainly depended on these angles. Therefore, 

the angle differences   and  are becomes time dependent variants. Angle differences are 

calculated from the reduction of the three dimensional moment vector and heading vector onto 

the XY plane (horizontal plane) and Z direction. Meanwhile, heading vector is the position 

difference between settlement area and the regarding target point. Thus, in any settlement area, at 

any moment of flight, the angles to which the target is observed by the ground station are found. 

Therefore   and   becomes, ki, and ki, , respectively. These angle variations are implemented 

on the radar cross sectional area estimation. By this way, radar cross section given in the former 

sections becomes ),( ki for radar link analysis. 

 

Optimization 

 

It is always desired to utilize a minimum number of ground stations while ensuring the mission 

objective due to the logistics and communication requirements. During planning of a mission or 

feasibility search I  possible settlement area is considered for J  different radar ground stations. 

Number of utilized station needs to be limited with the minimum count which guaranties mission 

requirements. 
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The method to obtain the target tracking status of a radar station at different points is explained 

in the previous section. The resulting track matrix, given in Equation 2, is the input matrix of 

optimization.  

}1,0{),,( kjitrack                  (2) 

Track status equals to 1 if the ground station j can track the target at the time k of the flight in 

settlement area i. Else track status equals to 0 for the ground station at the specified time and the 

position.  

 

Linear Optimization of Track Matrix 

 

In this section of the present study the linear optimization method for the track matrix obtained is 

explained. First of all a mission objective have to be specified. As an example, if the mission is 

safety critic then the mission objective may defined as: target must be tracked by at least two 

ground stations simultaneously. This statement generates an objective to be defined in the 

optimization. Also as mentioned above, mostly logistic sources are limited. Therefore, locating 

in the minimum number of settlement area is desired. This last statement generates a constraint 

to be defined in the optimization. Track matrix is obtained as explained in the former part of the 

study. Mission objective is maximizing the minimum number of simultaneous track for each 

time sample k of the trajectory. Also a defined constraint is utilizing maximum N different 

settlement area.    

 

}0,1{),( jiS       (3) 

Equation 3 is the output variable of the optimization. After linear optimization of the track matrix 

the optimum settlements are obtained. The S variable given in Equation 3 is equal to 1 if the 

ground station j is located in the settlement area i. Else it is equal to 0. In this point of the 

optimization, it is possible for the optimization program to locate all ground stations to all 

settlement areas and serving this configuration as an optimum solution. That means, 1),( jiS  

for all i and j. However, it is not possible to locate a specific ground station j to all different 

settlement points at the same time. Therefore, a limit must be defined. This constraint is defined 

in Equation 4. 

 

1),(
1




I

i

jiS        (4) 

Equation 4 ensures that a specific ground station can only be deployed at only one settlement 

point. If a ground station j is located on the settlement i then S(i,j)=1. Equation 4 prevents S 

variable to be equal to 1 for same ground station j in different settlements. This constraint is 

explained in Figure 1. To fulfill the maximum number of settlement area requirement, settlement 

areas which a ground station is located in the output S matrix must be considered during the 

optimization process. Therefore, a decision variable is defined.  

 

}0,1{)( iX         (5) 
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Decision variable X is only depended on position i variable, the settlement area index, and only 

can take the values 1 or 0 as stated in Equation 5. Equation 6 makes the decision variable X (i) = 

1 if any ground station is deployed at i position. Equation 7 guarantees the decision variable X (i) 

= 0 if no ground station is deployed at the position i.  

 

 
Fig. 1. An example S result matrix. 

 

Equation 8 defines the constraint so that the sum of the different points where any ground station 

is deployed is less than the value N.   

 
i

NiX )(       (8) 

In Equation 9 obtained tracking status matrix T is given. In the optimum solution, T (i, j, k) = 1 if 

the ground station j in position i can track the target at time k.  

 

 

),,(),(),,( kjixTrackjiSkjiT       (9) 

 


i j

kjiTkZ ),,()(     (10) 

)),((min( kkZMax        (11) 

 

Equation 11 is the objective function. Z variable gives the total number of simultaneously 

tracking ground station for every specific time, k, of the flight. The objective function is defined 

to maximize the minimum of the Z. Therefore, every sample of the flight is tracked with the 

maximum number of ground stations.  

 

NUMERICAL RESULTS 

 

Three different scenarios have been tried to test the efficiency of the optimization algorithm. All 

three scenarios are implemented for the same target through a sample trajectory about 1000Km. 

12 possible settlements have been selected on the footprint, approximately 100Km apart. The 

Universal Tracking Matrix is generated by evaluating the tracking performances of 4 continuous 



5 
 

wave tracking radars with an antenna gain ranging from 40dB to 45dB, with an average output of 

1000W.  

 In the first scenario: the example trajectory is sampled with 100 Hz. Objective function is 

defined to maximize the minimum number of simultaneous radar track. So that the 

optimization algorithm forces to overlap the coverage areas of the radars while tracking 

the all trajectory. In addition, a constraint has been defined so that radar ground stations 

can be deployed on maximum of N=3 different locations at the same time. Station and 

target properties are implemented on the link analyses equation and Universal Matrix is 

obtained using MATLAB. Initial size of the Universal Matrix is 12 x 4 x K. Universal 

Matrix is optimized within seconds implementing the above stated approach in GAMS 

linear optimization program. 

 In parallel, as the second scenario, same radar ground stations are randomly settled 

among 12 different positions. Evaluating the link analysis the tracking status of this 

deployment is obtained. Note that no maximum number of settlement constraints is 

defined. 

 Radars are located heuristically. Most capable radar is located near the launch point and 

the others are located with respect to their estimated coverage areas. Again no constraint 

is defined to limit the number of settlements.  

 

Results are given in 

Table 1.  In the table deployed settlement indexes for 4 different radars are shown. It is clearly 

seen from the table that in the first scenario radars are deployed on 3 different settlements, 

number 1, 7 and 12. Radar number 1 and 3 are deployed on the settlement 1. Meanwhile, radar 

number 2 and 4 are deployed on settlement 7 and 12, respectively. This is the optimal case 

obtained from the linear optimization program with above stated constraints and objective 

function.  In the scenario 2, the radars are randomly deployed on settlements number 9, 1, 4 and 

2. In the third and final scenario, the radars are deployed on settlements number 1, 4, 8 and 12, 

respectively. Tracking statuses of the radars for each scenario is given in the Figure 2.  

 
Table 1 Deployed settlement indexes of the radars for 3 different scenarios. 

 
j1 j2 j3 j4 

Scenario-1 i1 i7 i1 i12 

Scenario-2 i9 i1 i4 i2 

Scenario-3 i1 i4 i8 i12 
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Fig. 2. Radar Tracking Results of a) Scenario-1, b) Scenario-2 and c) Scenario-3 

 

In the figure vertical axis shows the number of radar which is tracking the target on related time 

of flight. As shown in the figure 2(a), in the optimised scenario, even though the maximum 

number of settlements is limited with 3, minimum number of simultaneously tracking radar is 2 

through the trajectory (at the end of the trajectory no radar is tracking due to the line of sight).  

As seen in figure 2(b), the randomized scenario, When the radars are placed randomly, even if 

the settlements where each radar can be located is not limited, only one radar can track the target 

around the middle of the flight. 

As seen in figure 2(c), the heuristic scenario, in the early phases of the flight for a limited time, 

only 1 radar can track the target then the tracking is completed with at least 2 simultaneous 

tracks. However, in this scenario, 4 different radars are located at 4 different settlement points. In 

the optimized scenario, at least 2 simultaneous radar tracks are provided through all flight using 

only 3 settlement points. 

 

CONCLUSIONS 

 

A simple optimization algorithm has been described for the best use of resources in a launch 

mission or military application. Optimized results are compared with random and heuristic 

results. Even if the random search or heuristic approach are not constraint limited, optimized 

results are better.   
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Present study is limited with only radars analysis, one objective function and two constraints. It 

is possible to define telemetry & telecommand problems, more parameters such as financial 

resources, human resource, logistics and more constraints. Objective function may be defined to 

minimize the operation cost. It is also possible to define a multi objective function and weight 

the parameters. In this study, the authors utilized a simple target with little variability of the radar 

cross sectional area. Obviously, the optimization algorithm will achieve even more successful 

results in targets that show high variability in radar cross-section depending on the angle of 

observation change.  

In the future, a similar optimization algorithm may be used for the deployment of air defence 

systems warning radars. In addition, optimization of telemetry network structures and 

communication structures of the complex swarm applications can be studied by optimizing 

communication link analysis in a similar way as in radar link analysis. 
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ABSTRACT 

 

The Range Commanders Council (RCC) Range Safety Group updated the Flight Termination 

Systems (FTS) Commonality Standard 319 in July 2019, which incorporated numerous changes 

from the previous September 2014 version in both FTS performance and test requirements, 

chapters 3 and 4. Additionally, significant changes to safety software validation, autonomous FTS, 

and guidance on using automotive grade parts were added. After providing an overview of FTS 

and RCC 319, Raytheon Missile Systems Subject Matter Experts will discuss and summarize the 

most impactful changes of the 2019 release of RCC 319 with proposed actions and high-level 

implementation concepts. 
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INTRODUCTION 

 
Flight Termination Systems (FTS) involve close coordination with multiple engineering 

disciplines, program leadership and Range Safety.  Every element of the system design, build and 

test must adhere to the requirements defined in the Range Commanders Council - Flight 

Termination System Commonality Standard (RCC 319).  Range safety requires approval authority 

at every stage of the FTS design, from requirement definition to test, to ensure that the design 

demonstrates an overall reliability of 0.999 with 95% confidence.  A flight termination system is 

one of three subsystems, which are collectively referred to as a flight safety system (FSS – see 

Figure 1 for both a generic tone-based FTS and a generic autonomous FTS).  This paper will focus 

on the most significant changes to design and test requirements for FTS components – with a focus 

on autonomous FTS requirements - in the 2019 release. 
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Figure 1 - Generic Flight Safety System (Extracted/Redrawn from RCC 319-19 Figure 1-1) 

 

 
Figure 2 - Generic Autonomous Flight Safety System (Extrapolated from RCC 319-19 Figure 1-1) 
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The RCC 319 standard is organized by chapters, each with a specific focus (reference Table 1).  

Note that chapters 3 and 4 contain the majority of the design and test requirements, and specific 

attention to changes between the 2014 and 2019 releases focuses on these chapters. 

 

The first chapter of RCC 319 focuses on scope/background material of range safety system 

development, along with a description of the overall programmatics of getting a flight certification 

for an FTS.  This chapter also introduces the topic of tailoring, or modification of the requirements 

presented in the remaining chapters.  More detail on the exact process of tailoring is presented in 

chapter 2 of RCC 319.    

 

Chapter 3 presents detailed performance requirements for all the components that make up a flight 

termination system.  Detailed requirements are given for each type of FTS technology, such as 

antennas, batteries, energetics and others – covering the majority of technologies fielded in prior 

FTS designs.  This chapter typically contains the majority of the tailoring focus in order to align 

the overall document with the FTS being developed. 

 

Chapter 4 details the specific testing requirements for each FTS component type.  This chapter is 

also tailored, based on the final design and overall predicted environments of the flight test vehicle. 

Testing requirements for each environmental type (such as acceleration, shock, vibration, 

temperature exposure, etc.) is covered in this chapter. Specific test matrices for each FTS 

component are defined in RCC 319 and each incorporates an appropriate test margin (MPE 

multiplier, as defined in chapter 4 of RCC 319), for predicted environments (i.e., shock, vibration, 

acceleration, etc.)  The resulting tailoring is used to create the acceptance and qualification test 

plans and procedures. 

 

Chapters 5 and 6 refer to field test specific requirements – covering both for pre-flight range 

certification testing as well as detail on the test equipment used to support the flight mission itself. 

These chapters are not as commonly tailored, as the specific detail on how the flight safety system 

will be tested in the field is usually contained in the certification test procedure and flight 

CONOPS. 

 

The remaining chapters are focused on documentation requirements, including the required 

analysis, test reports and final Flight Termination System Report detail that will require range 

safety approval before a flight certification is issued.  Once an FTS design is finalized, formal 

range safety approval is required for all qualification test plans and procedures.  

 

Table 1- RCC 319 Major Sections 

 
 

 

Chapter 1 – Introduction and Overview Chapter 8 - Documentation

Chapter 2 – Tailoring Guide Appendix A - Safety Software Requirements

Chapter 3 -  System Performance Requirements Appendix B - Electronics Part Procurement Req

Chapter 4 - Component Testing Appendix C - Electronics Derating Requirements

Chapter 5 - Prelaunch Test and Launch Requirements Appendix D - Planning Guide to using RCC319

Chapter 6 - Ground support Design Requirements Appendix E-G: Glossary, citations and references

Chapter 7 - FTS Analysis
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HIGH LEVEL SUMMARY OF CHANGES FROM PREVIOUS RELEASE  

 
The RMD team reviewed all changes to the RCC 319-14 document using document comparison 

tools built in MSWord.  Although the 2019 release of RCC 319 contained changes in most sections 

of the document (including significant changes to the appendices), the focus of this paper is on 

changes to the design and test portions of this standard (chapters 3-4 and Appendix A) – leaving 

the changes to the remaining chapters and appendices to a future paper. 

 

Although a significant number of changes were due to minor formatting updates (acronyms, 

abbreviations, and spelling corrections – minor findings), there was a significant amount of 

new/revised material added to the 2019 revision (significant findings) that the team has reviewed 

and assessed for this paper.  The assessment summary is detailed in Table 2, with the column 

identifiers as defined above.  

 

Table 2- RCC 319 Changes Summary 

RCC 319 Chapter Minor 

Findings 

Significant Findings Total Identified 

Chapter 3 117 103 220 

Chapter 4 50 50 100 

Appendix A Complete re-write from 2014 material 

 

Evaluation of the identified document changes has resulted in a subjective categorization – based 

on overall impact to flight termination system designs.  One such area focuses on the updates to 

autonomous flight termination systems (AFTS/AFSS) and the associated changes to both design 

and test requirements to support this technology.  Although AFTS was described in the previous 

(2014) release of RCC 319, the updates include in the 2019 release are significant, and are 

summarized in the following sections. 

 

 

CHANGE DETAIL WITH FOCUS ON AUTONOMOUS FTS  

 

As opposed to the traditional RF command link architecture, an Autonomous Flight Safety System 

(AFSS) uses vehicle trajectory, on-board tracking data, and pre-designated decision termination 

criteria to determine if a test vehicle should be terminated.  An AFSS replaces the Command 

Receivers (FTRs) and UHF antennas in a traditional FTS design with redundant AFTUs 

(Autonomous Flight Termination Unit) and dedicated, independent tracking sources.  Tracking 

systems and components that support the AFTS function are required to meet range commonality 

standards RCC 324 and RCC 319. 

 

An Autonomous Flight Termination System (AFTS) uses on-board decision-making capabilities 

to terminate a mission when the vehicle performance violates predetermined parameters.  An 

AFTS includes all the associated software, hardware, and subsystems (such as GPS receivers, GPS 

antennas, batteries, and Inertial Navigation Systems) required to make the flight termination 

decision (versus the traditional, ‘human-in-the-loop’ FTS.) It is important to note that an 

autonomous FTS system does not replace the fuzing or termination devices that are used in a 

traditional FTS.    
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At a high level, the change from a traditional FTS to an autonomous system replaces the flight 

termination receivers and associated UHF antennas with a ‘decision engine’ or Autonomous Flight 

Termination Unit (AFTU, see Figure 1.) All the remaining FTS components are retained. 

 

The overall benefits of an autonomous FTS are clear, especially for applications with significantly 

large range allocation requirements (footprint or mission ‘corridor’.)  Autonomous FTS 

specifically allow for the elimination (or significant reduction) of permanent ground-based range 

safety assets (with a corresponding savings in operational costs) and a significant increase the 

number of potential launch sites and corridors. As mentioned earlier, the 2014 release of RCC 319 

included requirements for autonomous FTS component design and test; however, the 2019 release 

augmented these requirements significantly.  Some examples of these changes include:  

 

Section 3.5.3 (AFTS) added specific reference to a new software/firmware verification 

requirement – specifically the changes incorporated into Appendix A of the standard (Safety 

Software Requirements).  Specific updates to Appendix A will be covered in a later section, but in 

summary, the range now requires a more detailed evaluation of the source code used, independent 

validation/verification requirements and testing capabilities.  These changes, while applicable to 

any programmable logic FTS component, are especially critical for autonomous systems, given 

the complexity/dependency on the decision engine and embedded wrapper logic. 

 

Section 3.2.7 (Ability to Test) was significantly changed for AFTS systems, specifically defining 

detail for how the system would use simulated tracking sources (trajectory data) to verify the 

overall performance of the autonomous system, in a pre-launch verification – also allowing 

trajectory data to be injected directly into the AFTS vs using RF hoods only.   This section also 

covers new rules for re-testing the AFTS should connections between any ‘voting candidates’ be 

disturbed after the end-to-end test was completed.  Previously, only the FTS components directly 

involved in the termination action (FTS ‘fire-chain’) were held to this requirement.  

Section 3.5 (Failsafe) was also updated for AFTS specific configurations, specifically with 

requirements for failsafe termination on memory corruption of configuration files, executable 

software, or AFTS Mission Data Load (MDL.)   

 

RCC 319 Chapter 4 (Component Testing) included some additional requirements for autonomous 

systems that will be covered in more detail later in this paper, but from a design point-of-view, 

section 4.19.2.1 now requires that all functionality of an AFTS controller (AFTU) be verified 

during acceptance and qualification testing – not just the functions that are required to support a 

specific mission.  This change will likely result in a significant schedule impact to the overall 

acceptance and qualification programs – but is certainly dependent on the functionality of the 

AFTU itself. 

 

Additionally, in 4.19.2 (Terminate Decision Criteria), the RSOs added clarification that the AFTU 

shall initiate a terminate output when at least half of the tracking sources violates terminate criteria. 

Previously, the requirement was for a terminate event when only one tracking source reported 

error.  This change is viewed as an improvement to the overall mission assurance position, as now 

a majority of tracking sources would need to agree with a mission deviation as opposed to a single, 

failed component. 
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The team also identified a new requirement for ground-based AFSS and specifically requiring that 

a termination command be issued when ground-transmission RF quality degrades below an 

acceptable reliability level.  There was not a specific reference to ground-based Flight Safety 

Systems in the previous revision of 319, but if such a unit were being specifically developed – a 

new requirement that initiates the autonomous termination on RF quality would seem analogous 

to the FTR failsafe parameters in section 3.5.2 

 

Additionally, the team’s investigation showed that the previous requirement for the AFTS to 

initiate the termination event on erratic vehicle behavior, and specifically requiring testing of the 

AFTS using 90-degree turns and tumbling events has been removed.  It is uncertain why the 

instability requirement was removed from required testing, but the team surmises that the earlier 

requirement was of specific concern to overall mission assurance due to increased probability of 

AFTS activation. 

 

 

CHANGE DETAIL FOR SAFETY SOFTWARE REQUIREMENTS  

 
As previously mentioned, another area where significant changes have been made are to software 

(SW) and firmware (FW) requirements throughout.   

Section 3.2.8 (safety-critical Software and Firmware): Key takeaways include the following.  FTS 

SW and FW shall conform to a tailored version of Appendix A (covered later) or other standard 

approved by Range Safety. Single point failures must be eliminated as well as hidden features. 

SW/FW must complete Independent Validation and Verification (IV&V) per an approved plan 

prior to formal production.  Finally, design and analyses must account for hardware (HW) induced 

software failures (e.g., bit flip in memory) 

 

Section 5.3.6.1 (Flight Mission Data Load Validation): AFTS was covered earlier, but safety 

software/firmware requirements are specifically referenced in this section.  This section requires a 

comprehensive test of the Mission Data Load (MDL) unique to a specific mission to validate that 

it performs in accordance with (IAW) a Software Requirement Specification for both nominal and 

failure scenarios.  All scenarios must be approved by Range Safety and be statistically significant.  

This can be done by Software-in-the-loop (SIL) simulation, hardware-in-the-loop (HWIL) 

simulation or end-to-end test.  The MDL must be validated by two independent organizations.  

Section 7.8 (Software and Firmware): Updates were made to SW/FW analysis as well in this 

section, which again calls out compliance to Appendix A and requires any computing system, as 

well as SW and FW to be analyzed when performing a safety critical function.  Specific analyses 

referenced include a SW Hazard Analysis.  This is where HW induced SW failures would be 

investigated as well as out-of-specification values and potential cascading effects.  The remaining 

significant changes in the SW/FW area are documented in Appendix A.  Updated requirements to 

pay particular attention to are noted below. 

 

Section A.3.1 (Partitioning):  The potential implications to reduction of requirements by 

complying with this section cannot be overstated.  This section states that if the system developer 

implements a partitioned system compliant to a Range Safety approved partitioning standard, then 

the SW will comply with all subsequent requirements in sections A.3, A.4, and A.5. The example 

standard given is the Aeronautical Radio Incorporated (ARINC) 653, Avionics Application 
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Software Standard Interface.  Specific and detailed requirements are document in subsections, but 

generally fall into three partitioning categories: Safety-critical, support-critical, and non-critical. 

Section A.3.2 (Human-computer Interface): “Human-computer interface for an airborne FTS 

should not exist”.  Additional requirements are imposed if this type of system is implemented, 

including Human Factors Engineering and other SW behavioral requirements.  

 

Section A.4.1 (Range Safety Life Cycle Approval):  A software life cycle process must be defined, 

approved by Range Safety, and followed throughout a program.  This includes periodic reviews 

and consideration for Development, Operations, Maintenance, Audit, Configuration Management, 

Joint Review, Documentation, Quality Assurance, Verification and Validation (V&V), 

Managerial, Improvement and Training processes. General Operation, Failure Detection, 

Computation, Data Integrity and other documentation requirements are also tightly controlled, 

some of which are highlighted below. 

 

Section A.4.5 (Data Integrity Requirements): These requirements read very much like Systems 

Security Engineering requirements, where experience has shown that there is potential here for 

significant cost and schedule impact. 

 

Section A.4.6 (Software Design and Implementation Requirements): Range Safety will be part of 

all SW design peer reviews and will approve the overall design, including the coding standard 

used, with input from an IV&V contractors analysis results.  

 

Section A.4.7 (Testing Requirements): A test plan must be created and approved by Range Safety.  

Failure Corrective Action procedures will be documented in a Configuration Management Plan. 

Section A.4.8 (COTS Requirements): Also, to be documented in the Configuration Management 

Plan and are subject to the Hazard analysis.  Re-used software is treated as new software.  Use of 

COTS SW in a safety critical application must be approved by Range Safety. 

 

Section A.4.9 (Programming Language Requirements): Programming language shall be approved 

by Range Safety.  When mixing legacy SW with newly developed SW a hazard analysis must be 

performed.  Translators or compilers must have a certificate of validation to a recognized national 

or international standard or shall be assessed to establish its fitness for purpose. 

Section A.4.10 (IV&V Assessment Requirements): An independent third party, i.e., not part of the 

developer’s company or its subsidiaries unless approved, is required to perform an assessment and 

report to Range Safety. 

 

Section A.4.11 (Documentation Requirements): A multitude of new documents are now required 

to satisfy the safety firmware/software submittal process.  See Table A-1 below for specific details.  
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Table A-1. Safety-critical Software Documentation Listing 

System Software Documentation 

Software Life Cycle Process Standard 

Software Assurance Standard† 

Software Project Management Plan† 

Human Factors Engineering Standard/Plan† 

Software Development Documentation 

Software Configuration Management Plan† 

Software Quality Assurance Plan† 

Software Development Plan 

SDD 

Software Coding Standards 

Requirements Documentation  

Software Requirements Specification 

Selection Documentation  

Host Computer System Validation‡ 

Power Up and Restart Safe State Conditions‡ 

Software Partitioning Methods‡ 

Communication Methods for Software (between partitions and with external links)‡ 

Programming Language Selection Assessment (if applicable)‡ 

Safety-Critical System Events‡ 

Identification of Critical Data Values‡ 

Software Metrics (Complexity, Size, etc.)§ 

COTS Component Validation‡ 

Assessment (IV&V) Documentation  

Assessment (IV&V) Process Plan  

Evaluation Reports 

Anomaly Reports 

Test Documentation  

Test Plan 

Test Procedures 

Test Report 

Support Documentation 

User Documentation and Procedures  

Operations and Maintenance Plan 

†   Recommend including as part of the software development plan. 

‡   Recommend including as part of the SDD or software requirements specification. 

§   Recommend including within the Software Coding Standard. 

 

 

Most, if not all, of these significant SW/FW changes have the potential to significantly increase 

program cost and schedule scope, unless tailored and managed appropriately.  Appendix A (in and 
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of itself) went from 6 pages (21 ‘shall’ statements) in RCC 319-14 to 25 pages (251 ‘shall’ 

statements) in RCC 319-19.  Even then, each of these changes need to be considered and planned 

for early with Range Safety collaboration as a high frequency recurring activity. 

 

 

CHANGE DETAIL WITH FOCUS ON DESIGN VALIDATION 

 

After comparative inspection, the latest 2019 release of RCC 319 continues to strengthen and 

clarify the environmental system evaluation and required testing for a certified flight termination 

system.  This is evident by the dominance of Chapter 4 and is the largest portion of the document.   

In the environmental/validation sections, there are several clarifications and test re-ordering that 

appear relatively straightforward and can be characterized as general document cleanup.  There 

are also several updates that have the potential to significantly ‘increase scope’ when comparing 

previous revisions and maturation.  Some examples of considerable revision updates include (but 

are not limited to): 

 

Section 3.3.2 (Maximum Predicted Environmental (MPE) Uncertainty Margin):  For vehicles with 

less than three flights of measured environmental data history, an additional 11 Degrees C of 

thermal margin has been added.  With the introduction of this requirement, new developments 

hoping to leverage existing, mature components may have new challenges attempting to retain 

component grandfathering (which may never have been tested to similar qualification levels.)   

In addition, with vehicles predicting severe thermal environments, and required electronics 

component thermal de-rating, it is possible that significant, additional work scope be required to 

redesign the component and or mounting structure.  A component with acceptable (however 

minimal) margin that was acceptable in RCC 319-14 may not be directly acceptable in RCC 319-

19. 

 

Section 4.14.5 (Transportation Shock):  Most changes are likely cleanup from the previous 

revision. The latest version introduces a commercial package drop height of 48” onto a concrete 

surface.  Previous revisions mention drop testing without specific requirements, likely left to the 

tailoring agent to define and approve final test parameters.  The team evaluated that this 

modification was a clarification only.   

 

Similar to the MPE discussion earlier, previous mature components may have different 

requirements and possible expanded testing scope and or redesign may be required to satisfy these 

updates.  These changes do not necessarily affect energetic components, as there has been long 

established testing requirements for ordnance items in previous revisions of RCC 319.  

 

Section 4.15.6 (Temperature/Humidity Altitude Testing):  Changes in this section were also 

deemed to be ‘for clarification only.’  Specifically, a new ambient temperature step was added to 

“Return the chamber to ambient humidity”.  Although highly design dependent, this addition is 

not deemed to be a significant stressing step in the process.  The ‘return to ambient’ humidity step 

will likely drive additional test time to “bake out” the chamber and is highly dependent on the test 

apparatus and unit being tested. 
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Section 4.36 (Table 4-85, Shock and Vibration Isolator Qualification Test Requirements):  This 

section added specific stand-alone requirements for operating environment tests.  The team 

concluded that these changes were most likely made as clarifications and document cleanup.  

Specifically, that the isolator can now be tested at the system level with parent FTS components. 

However, if tested separately, this section still requires environmental testing at the isolator 

component level.  Additionally, 4.36.4 added significant detail regarding characterization testing.  

This change was also evaluated as ‘no impact’ for new designs, however, component reuse from 

the previous RCC 319 revision could likely require additional testing and/or tailoring to comply if 

interpreted or tailored differently.     
 

 
CONCLUSION AND SUMMARY 

  
Each update to RCC319 ensures that ‘lessons learned’ from current flight test experiments – 

especially those that were designated as safety related - are made available for future flight test 

programs.  As flight test programs become more complex, the technology requirements for the 

flight safety systems also increases.  This increased complexity is also reflected in subsequent 

releases of RCC 319. 

 

Design teams for flight safety systems must ensure that a detailed review and analysis of each 

update to RCC 319 is completed as soon as that document is made available.  Thorough 

understanding of these modifications will benefit the team in both the requirement tailoring and 

the overall design phases of the program. 



REAL-TIME IMPROVEMENT ON FLIGHT TEST TELEMETRY 
RECEPTION USING A BEST SOURCE SELECTOR 

 
Florian SANDOZ(1), Philippe KLAEYLE(2), Pierre BASTIE(3) 

(1) Space and Communication BU, Safran Data Systems, Les Ulis, France 
(2) Space and Communication BU, Safran Data Systems, Colombelles, France 

(3) Telemetry solutions, Safran Data Systems Inc., Norcross, US 
florian.sandoz@safrangroup.com, philippe.klaeyle@safrangroup.com, 

pm.bastie@SafranDataSystemsUS.com  
 

ABSTRACT 
 
This paper highlights the benefits of using a Best Source Selector in a flight test range, and 
explores the difficulties encountered by the practical implementation of such a device. Different 
options are then discussed to ease life of the users. An innovative solution is presented able to 
provide a solution to the limitations of existing setups. We will also discuss a method of 
validation of such Best Source Selector device. 
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INTRODUCTION 

 
The basis of real-time telemetry downlink as commonly practiced in flight test ranges is to have 
an airframe under test, being equipped with an RF transmitter transmitting in real-time a 
telemetry signal modulated by a PCM stream containing information related to various physical 
values measured on-board as well as buses, video captures…, and then on the ground to receive 
in real time this signal to process the transmitted data through different means.  
 
In practice, it is often interesting to receive the signal from different locations on the ground, as 
this gives visibilities of the airframe from different angles, providing a better opportunity to 
avoid masking effects due to airframe maneuvers and effects from the terrain. In addition to 
these different angles of visibility, having multiple tracking antennas at different locations on the 
ground also allows to extend the geographical area where such flight tests can be done, without 
the need to have larger antennas or high transmission power. 
 
Having multiple locations receiving the TM signal means that the several PCM streams produced 
on the ground need to be routed to a main station and properly combined to each other, in real 
time, which is the function of the Best Source Selector. 
 



CHALLENGES IN THE BEST SOURCE SELECTOR 
 
A. Alignment in time 
 
The basis of a Best Source Selector is to select one stream out of many based on best quality. 
When switching from one stream to another, we need to make sure that we do not introduce 
discontinuities in the flow of information, as such discontinuities would introduce errors in the 
retrieved data. 
 
Usually, flight testing an aircraft or a missile is done on large areas, as these airframes are 
moving at high speed. As we want to track the airframe from different antennas, and that we then 
need to bring the received information back to a single place, we cannot underestimate the time 
needed for the information to cross the distance. 
 
First reason for having a misalignment in time between the different streams  reaching a Best 
Source Selector is related to the distance separating the airframe from the different antennas. We 
are talking about a propagation of RF waves in the atmosphere that we can consider at a constant 
speed, close to the speed of light. During the flight, it could be that at a certain moment the 
airframe is rather close to one antenna and far from another antenna. The distance difference 
between the airframe and the different antennas will introduce a delay. Furthermore, as the 
airframe is in movement, the delay will evolve over time.  
 
In Figure 1 we can see that the airframe being closer to the antenna 1 than to the antenna 2, the 
propagation time T2 is longer than the propagation time T1. 
 

 
Fig. 1. Example of different propagation time depending on the location of the airframe 

 
Second reason for having a misalignment is the time needed for the information to travel from 
the antenna to the best Source Selector itself. To benefit from different look angles of the 
airframe or to extend the flight test range coverage, the antennas are located far from each other, 
possibly with distances above 100 km. To bring the signals from the different antennas to the 
Best Source Selector will introduce a delay that is proportional to the distance to be traveled. 
  



 
Fig. 2. Example of additional propagation time related to the distance  

between the antennas and the latency in the converters 
 
In figure 2, T3 represent the time needed for the data to reach the Best Source Selector from the 
remote antenna location. 
A third reason for having a misalignment is when the stream is routed through some 
infrastructure that will introduce certain latency. One could think of routing these streams 
through an Ethernet network using off-the-shelf interface boxes available on the market. Another 
way is to route these streams through point-to-point radio links that also introduce latency on 
handling the signals. 
 
Figure 2 highlights the latency introduced by the converters from PCM signal to Ethernet (T4) as 
well as from Ethernet to PCM (T5) 
 
The Best Source Selector will have to process different streams from different antennas, each 
suffering a certain delay, and be able to realign the streams in time by comparing the sequences 
of data carried by the different lines.  
 
B. Retrieving the signal quality 
 
The Best Source Selector will select the best stream between all the incoming ones. To make a 
proper choice, the device needs to estimate the quality of each stream. 
 
Much impairment can deteriorate the signal that is transmitted. Noise contribution in the RF link 
is probably the first to be considered, but other effects can contribute like echoes, interferences, 
Multipaths… 
 
The Best Source Selector is using baseband signals, therefore after RF conversion and signal 
demodulation.  
 
A meaningful quality indicator of a digital PCM stream transmitted is the eye diagram. A good 
eye opening, as depicted in figure 3, will mean very little noise or interferences in the 
transmission. 
 
On the opposite, a closed or poorly opened eye, as for example the one in figure 4, will mean a 
lot of noise and interferences with a high probability of errors when going from the analog to the 
digital domain in the bit synchronizer. 
  



  
Fig. 3. Example of a good quality reception 

highlighted by a large opening 
 

Fig. 4. Example of poor quality reception 
providing a limited eye opening, resulting in 

the occurrence of many errors 
 

Extrapolating the signal quality from the eye opening is possible while working on the analog 
signal and having the bit synchronizer inside the Best Source Selector. However in a range 
implementation it is quite unpractical to transport analog signals over long distance, as the 
transport itself can impair the signal that is transmitted. Usually, the signal that is transported 
over a long distance is a digital signal, either a PCM stream, or this PCM stream converted into 
IP packet and carried over an Ethernet network infrastructure. Figure 5 shows that the signal 
quality information is lost when going from analog to digital signal. 
  

 
Fig. 5. Signal path in a receiver, showing that the signal quality available  

on the Analog “video” is lost in the PCM signal 
 
The major limitation related to receiving only digital PCM streams in a Best Source Selector is 
that there is no more quality information, and we cannot estimate whether the bit level 0 or 1 
received is sure at 99% or only at 51%.  
 
Therefore, when receiving a digital PCM stream in a Best Source Selector, the only way to 
retrieve a quality information is to use a frame synchronizer to determine the frame sync lock 
status assuming the PCM stream is not encrypted. Another way is to use majority vote between 
the different incoming streams but this only works when there are at least three streams 
continuously. 
 
The above illustrates the reasons behind the introduction a new capability to assign a quality 
metric to any PCM stream produced by a TM receiver. 
 

NEW CAPABILITIES 
 

A. Time alignment 
In order to time align the various incoming streams, the Best Source Selector compares the 
sequences of the incoming data to determine the delay of one stream to another one. If the time 
difference is important, the number of bits to be compared can be huge, especially if we are 
operating at high bit rate.  
 
As an example, assuming that the time difference can be up to +/-200 ms with a bit stream of 15 
Mbps, the window of comparison needs to be wide of 6 millions of bits. One will easily 



understand that to reach an alignment with such a large window and to assure that the alignment 
is done and maintained in real time can easily become impossible with affordable solutions. 
 
In the time difference between incoming streams, we can differentiate the constant time 
difference introduced by the transport of the data over the infrastructure (T3, T4 and T5 in figure 
2), from the dynamic time difference related to the movement of the airframe (T1 and T2 in 
figure 1).  
 
Introducing a fixed value for the latency related to the infrastructure and identifying it in the Best 
Source Selector allow the BSS device to cope only with the dynamic time  difference which is 
far less important, and that can more easily be considered. 
 
B. Information on the quality of the signal 
 
In order to improve the retrieval of the quality of the signal, a new feature has been introduced to 
the IRIG 106 standard, under the name DQM/DQE, standing for Data Quality Metric / Data 
Quality Encapsulation. The idea behind this scheme is to add at a predefined regular interval  
few additional data (48 bits) in the PCM stream coming out of a receiver including a specific 
frame identifier followed by some bits of standardized information representing the quality of the 
received signal (16-bit Data Quality Metric). 
 
Figure 6 shows the usual PCM stream with a Frame Word (FW) inserted at a regular data 
interval. 
 
Figure 7 shows the same PCM stream with added DQM/DQE scheme. An additional packet 
(DQ), inserted at a pre-defined regular interval, has his own synchronization word followed by 
the quality information DQM. 
 

Fig. 6. Example of an usual PCM stream 
with Frame Word (FW) output by a receiver 

Fig. 7. Example of the implementation of 
DQM/DQE in a receiver 

 
While the DQM information is added on the PCM output following the bit synchronizer (see fig. 
8), its value is derived from various processing results inside the receiver. A typical one is the 
eye opening from the demodulator & bit synchronizer in case of noise affecting a PCM-FM or 
SOQPSK modulated TM link. In case of coded waveform (STC, LDPC), the error correction 
result is also used while it uses other processing results from demodulator and equalizer in case 
of Multipaths or adjacent channel interference. One will refer to the IRIG 106 standard that has 
defined few DQM calibration tests depending on the channel impairment. The consequence of 
adding DQM information to the PCM stream is the slight increase of the bit rate of the actual 
link between the receiver and the Best Source Selector (increase from 1 to ~ 4% max)  
  

 
Fig. 8. Illustration showing add-on of DQM into the PCM stream in a receiver 



In the Best Source Selector, thanks to the specific frame identifier, the data quality information 
can be retrieved and used for the best stream selection. The Best Source Selector will typically 
strip out those additional DQE/DQM information for its output as legacy decommutators will not 
be able to process it and will therefore not lock. 
 

SIMPLIFYING THE IMPLEMENTATION 
 

Implementing a Best Source Selector in a range often results in difficult choices and 
optimizations. 
 
A. Taking care of the different formats 
 
We have seen that when an antenna is located far from the place the Best Source Selector needs 
to be used, we need to carry the signal through some infrastructures. Often this infrastructure is 
based on public or shared Ethernet networks and then there is a need to implement conversions 
from PCM to Ethernet and then back to PCM with dedicated equipment that makes the 
implementation even more complicated. 
 
On the other hand, the signal coming from the receiver that is co-located with  the Best Source 
Selector can easily be connected to it, possibly even in analog, taking then advantage  of 
extracting the data quality in the embedded bit synchronizer. 
 
Until recently the existing Best Source Selectors were taking either physical signals in analog or 
digital PCM (Data & Clock) format, or Ethernet based signals (telemetry over IP), but mixing 
them was not possible, creating significant constraints in the layout of a range. 
 
Either all the telemetry streams had to be put in Ethernet format, which means additional 
equipment and burden when the Best Source Selector was located in the same rack as some of 
the receivers. Or the remote stream transported over Ethernet had to be converted back to PCM 
stream to be processed by the Best Source Selector. 
 
The implementation presented in this paper is based on the Safran “Hybrid” Best Source 
Selector, capable of accommodating both the legacy analog and PCM and telemetry over IP 
streams. In addition, the stream selection criteria can be easily mixed. 
 
B. Latest Telemetry over IP protocols 
 
Until recently, when it was required to send Telemetry data over Ethernet IP, external converter 
boxes were used to convert PCM into Ethernet and then reconstruct PCM from Ethernet. While 
working fine for pseudo PCM transport application, this solution did not time tag the data at the 
PCM conversion. With timing of the signal reception lost, it could not be used by the Best 
Source Selector to estimate the fixed delay due to the infrastructure. 
 
As for the telemetry over IP formats, the IRIG 106 chapter 10 UDP throughput has been widely 
used as it is also used as the recording format for digital recorders. Nevertheless, for real-time 
transport, it is not the most efficient as the overhead quite large is not optimized (in particular 



due to the TMATS packet). Therefore, the RCC has introduced the IRIG-218 telemetry data over 
Ethernet format, optimized for real-time transport with a smaller overhead reducing therefore 
latency.   
 
This paper presents a Best Source Selector with native Telemetry over IP capability in either 
ch10 or IRIG-218 formats. The advantage is that it is not required to use additional standalone 
conversion boxes in front of the Best Source Selector to reconstruct the digital PCM stream 
(Data / Clock) as the Best Source Selector can directly retrieve the PCM stream over Ethernet in 
either format, streamlining the ground station infrastructure and removing single point of failure 
equipment. 
 
Furthermore, when the Telemetry over IP conversion is directly performed by the receiver (Ch10 
or IRIG-218), time tagging is added by the receiver and can be used by the Best source Selector 
to automatically determine the fixed latency related to the infrastructure. 
 

VALIDATION OF THE PERFORMANCES 
 

The validation of a Best Source Selector in the lab is not easy. For example, to reproduce the 
actual physical implementation of a range as well as to simulate the maneuvers of the airframe, it 
requires to duplicate the same signal with different delays and varying amplitude. 
 
Using Matlab, we have constructed a simulation routine introducing different type of delay and 
fading to a telemetry signal, creating an IRIG 106 chapter 10 file, as depicted in figure 9. 
  
To simulate a worst-case scenario, we introduce a complete cancellation of the signal, situation 
that can be seen for example on a missile or a launch vehicle that is spinning, and where 
visibility from different angles brings additional information. See figure 10. 
 

 
 

 
 

Fig. 9. Creation of an IRIG Ch10 file to 
validate the BSS, introducing delay and fading 

Fig. 10. Fading profile used for the simulation 

 
The content of these PCM chapter 10 files was used to FM modulate IF carriers at 70MHz in a 
Safran Data Systems RSR recorder and reproducer. Those last were then fed to a receiver, 
providing analog baseband outputs that were recorded to create the test signals to the best source 
selector. 
 



We made this approach twice to get 4 baseband signals. 
 

 
 

Fig. 11. Creation of the test signal Fig. 12. Replay of the test signal into the Best 
Source Selector 

  
When replaying the four analog basebands, we end up with the same reference signal with 
different delays and having their amplitude varying in time with each signal reaching zero level 
at a different moment. 
 
This method is performed using analog inputs of the Best Source Selector, however the same 
behavior will occur if the data reaching the device were in PCM format or Ethernet format. 
Indeed, in this last case, the device will simply use the data quality information (DQM) already 
contained inside the PCM stream. However the process of time alignment and best source 
selection will be the same. 
 
During replay, we see that none of the individual signals received on its own provides a good Bit 
Error Rate. This result is not surprising as each signal has a null (zero level) every few seconds 
leading to a loss of synchronization and the need to reacquire the signal. 
 
However, we see that the Best Source Selector provides a very good performance as its output 
remains continuously locked with an error free BER. 
  

1.BSS
= 

ERROR FREE !

2.Indiv. bitsync
= 

ERRORS !

 
Fig. 13. Result of the validation of the Best Source Selector 

 
CONCLUSION 

 
We have seen in this paper the benefits brought by a Best Source Selector into a Flight Test 
range: increase availability of the telemetry link when the airframe is going through complex 
maneuvers, extend the range coverage, while having continuously real-time uninterrupted 
telemetry data. 



We have discussed the difficulties associated with the implementation of such best source 
selector like the  need to compensate for various data latencies, and the need to support different 
types of data transport (i.e. analog baseband, PCM streams, telemetry over Ethernet with various 
formats…)  
 
We have seen that the Best Source Selector implementation proposed by Safran mitigates those 
difficulties while it can now accommodate any types of incoming signals and mix them in 
various ways to take the best of them in order to get the real-time associated data.  
 
We have also seen how the use of native TMoIP formats (ch10 or IRIG-218) directly from the 
receivers into the Best Source Selector can facilitate the compensation of the fixed latency 
introduced by the actual implementation in a range. 
 
Finally, we have described a robust test method to validate the Best Source capability in a lab 
environment. 
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ABSTRACT 

 

A demand for improvements in infrastructure and increased flight test demonstration cadence has 

resulted in a boom of flight test activity for the U-2 Dragon Lady, which celebrated its 65th year 

of flight in 2020. Upgrades in airborne instrumentation hardware and the utilization of a 

networked data acquisition infrastructure have allowed U-2 Flight Test Instrumentation (FTI) to 

meet the requirements of modern flight test while minimizing modification impacts. These 

upgrades resulted in a flexible telemetry system that can be deployed on any U-2 fleetwide.   
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HISTORY 

 

Since its first flight in 1955, the U-2 has been in a never-ending state of evolution, constantly 

improving aircraft performance and adding capabilities to its payloads as technology improves 

and mission diversity increases. Instrumentation has played a critical role in the U-2 

development cycle, providing engineers with the necessary information to close the loop 

between models and empirical data in test and operational environments.  

 

For decades analog acquisition and recording methods were used to capture flight test data, using 

basic analog signal conditioning and magnetic tape recording media until the late-1990’s. 

Magnetic tape introduced many inefficiencies, requiring near-real time playback and dubbing in 

order to process the data, and resulted in a high re-fly rate for instrumented flights due to 

recorder errors. Near the end of the 20th century the program upgraded to a digital data 

acquisition system (DAS) and solid-state recorder system that incorporated modern digital 

acquisition and conditioning tools, and reduced recorder fault re-fly rates to near-zero. 

 

As the use of unmanned vehicles in reconnaissance grew, the U-2 program had the threat of 

retirement hovering over it throughout the early 2000’s, reducing flight test opportunities and the 

budget to keep up with advances in instrumentation methods and hardware. For much of the 

flight test performed in the early 2010’s, there was no dedicated airframe to use for flight test; 

fielded aircraft were loaned to flight test as-needed. In 2018 imminent retirement directives were 
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lifted and plans for upgrades to the aircraft and its payloads began, all of which would need flight 

testing and a resulted in the requirement for a dedicated flight test aircraft.  
 

LEGACY SYSTEM 
 

The status quo “legacy” acquisition system designed in the late 1990’s and used throughout the 

early 2000’s was comprised of a centralized Solid State Airborne Data Acquisition System 

(SS/ADAS) rack located in a pressurized equipment bay that all sensor and bus signals were 

routed to.  
 

DAS /
RCDR

Instrumentation

Major Bulkhead Penetration

Minor Bulkhead Penetration

~100+ Pairs/Quads and TC wire  for 
Sensor Excitation & Return thru 

major bulkheads

 
Figure 1: Legacy DAS/Recorder System 

 

 
Figure 2: (a) Legacy SS/ADAS rack on equipment bay hatch, (b)(c) wiring bundles routed through aft pressure bulkhead 

 

This configuration resulted in a large amount of orange wire that had to be routed from all 

extremities of the aircraft through pressure bulkheads, forcing major modification to bulkheads 

and severely limiting the ability to expand data acquisition as requirements grew. Due to the 

physical size of the of the SS/ADAS, it could only be mounted in a single compartment on the 

aircraft. Extensive modification was required if external locations needed to be instrumented on 

non-orange wire aircraft.  

(a) (b) (c) 



© 2021 Lockheed Martin Corporation. All Rights Reserved 

 

A Quick-Reaction Instrumentation Package (called the “Clip-In”), essentially a smaller version 

of the SS/ADAS system, was created to be 1553 bus recorder. While smaller than the SS/ADAS, 

the Clip-In still suffered from still being too large to place in remote areas of the aircraft, limiting 

its usefulness beyond bus recording or analog acquisition in the mounting bay. As dedicated 

flight test ended and transitioned to an as-needed basis the SS/ADAS became unused and the 

Clip-In was exclusively used for drop-in instrumented activity.  

 

 
Figure 3: Clip-In Instrumentation Package 

For both the SS/ADAS and Clip-In, preflight configuration and postflight data download 

required that the equipment hatch be lowered for access. To validate data during preflight a tap 

or secondary output of the PCM stream had to be accessed and a decommutation box was needed 

to display the data on a shipside computer. Media had to be removed and downloaded to an 

external workstation, and then formatted and reinserted before the next mission. All this added 

time (maintenance action), risk (hatch removal, potential equipment damage), and cost (for 

hardware for output and decom, maintenance crew) to basic operational activities.  

 

SYSTEM REQUIREMENTS  

 

In late 2019 U-2 program management requested that a dedicated flight test aircraft be 

instrumented in anticipation for the ramp-up in flight test activity. The FTI team was given no 

requirements other than to develop an “orange-wire” system to support flight test for the 

foreseeable future and accommodate a one-time major modification window in early 2020. After 

weighing the capability and limitations of the legacy systems, the FTI team decided to move 

forward with developing a new data acquisition system. The new system had to be expandable, 

maintainable, and telemetry capable.  

 

Without being given an explicit list of parameters that had to be acquired, the system needed to 

have a basic capability that could grow over time as requirements developed. Since the system 

needed to be installed in an aircraft that could potentially be fielded, the modifications needed to 

be non-permanent and easily revertible. The system also had to be accessible and serviceable 

without driving major aircraft maintenance.  
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Telemetry capability was the final requirement, as upcoming test programs would have a need 

for data in real time. With no existing provisions for a dedicated airborne transmitter on the 

aircraft or telemetry receiver on the ground, a system that could integrate with existing aircraft 

hardware for datalink to a ground station was needed. Since the aircraft can carry multiple 

different configurations of communication equipment depending on the mission, having a variety 

of telemetry output types (CH4/CH7 PCM, CH10 UDP data) was a necessity for any new 

system.  

 

SOLUTION SYSTEM  

 

The solution system, the Distributed INstrumentatiOn Sensor AcqUisition and Recorder 

(DINOSAUR), is comprised of a central Safran Data Systems MDR Recorder, 5 distributed 

XMA data acquisition units, cockpit media and control unit, and a Telspan Data ethernet switch. 

Each DAU collects data from sensors local to its area and packetizes the data for transmission 

via ethernet back to the recorder. Locally collecting sensor data and transmitting via ethernet 

means only 2 cables are needed per DAU back to the “Core” system, one for ethernet and one for 

power. This alone reduced the amount of wiring going through aircraft bulkheads by 95% 

compared to the legacy SS/ADAS system. 

 

 

Ethernet/Power

Orange Wire 

DAU

DAU

DAU

DAUDAS /
RCDR

 
Figure 4: Proposed Networked FTI System  
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Figure 5: Wire Bundle through Pressure Bulkhead Size Comparison 

 

 

Configuration and monitoring of the entire system can be accomplished by connecting to the 

Core system via ethernet through the cockpit control panel, eliminating the need to lower hatches 

or remove panels to gain access. The MDR recorder and DAUs have built-in health and status 

reporting, which give the user visibility of unit temperature and channel status.    
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Figure 6: DINOSAUR Data Acquisition System Topology 

 

Data download is accomplished via ethernet or media docking. The ability to download via 

ethernet has reduced the amount of time to download by nearly 60% making it possible to 

present data at debrief. One incredibly useful feature of the MDR recorder is that it can be 

configured to make separate streams for telemetry and for multiple media canisters. For example, 

 egacy          ew   I       
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if there is a data canister installed in the recorder and one in the cockpit control panel, the MDR 

can be configured to save full-rate data to the internal media, a filtered subset for presentation at 

debrief in the cockpit media, and another filtered stream for telemetry.  

 

The DINOSAUR system ultimately fulfilled all requirements of flight test: expandability through 

DAU modularity and localized sensor wiring, maintainability due to remote configuration and 

reduced size, and built-in telemetry capability.   

 

TELEMETRY 

 

Telemetry has been relatively underused for the past 20+ years on the U-2 as most programs on 

the platform do not require real-time data or have their own monitoring via aircraft datalinks. 

With the revival of flight test, programs are now beginning to require data during missions for 

real-time validation and safety monitoring. Since the early 90’s telemetry was accomplished by 

sending PCM data to a serial port on the datalink, then routing the data from the datalink ground 

station to the telemetry ground station OS/ 90 rack and display stations. This method limited the 

telemetry bandwidth to under 1.5Mbps, a significant bottleneck in the usefulness for real time 

applications as data demands increased.  

 

Without the ability to make modifications for a dedicated telemetry transmitter on the aircraft or 

to procure receiver antennas and ground equipment it was decided that the legacy method of 

using the datalink for telemetry was the most realistic option given the timeframe for 

implementation.  

 

Recent improvements in datalink hardware on the U-2 have enabled ethernet connectivity with 

the datalink, which then can be switched its end-user via existing ground networks. By using the 

MDR recorder’s ability to output a filtered CH10 UDP stream from the recorder, connecting to 

the datalink ethernet port allows the FTI system to operate in a unified, end-to-end CH10 

environment from airborne acquisition to ground station display. By integrating into the datalink 

ethernet architecture, overall FTI available bandwidth increased to 50+ Mbps for dedicated 

instrumentation flights.  

 

The new CH10 topology also simplified the entire ground network required for real-time 

information requiring only the recorder, datalink, and a workstation connected to the datalink 

ground terminal for display and command & control. This new system eliminated all the legacy 

PCM formatting, receiving, amplification, bit synchronization, and distribution hardware 

required on the ground.  

 

In case the aircraft configuration needed to revert to the legacy non-ethernet datalink, the FTI 

system also had to support PCM telemetry. Both the MDR recorder and Telspan ethernet switch 

can perform gateway functions and convert a defined CH10 stream into a CH7 bit stream. With 

an additional Telspan gateway on the ground, the CH7 stream can be easily converted back into 

a published CH10 stream for display in the control room. By using a gateway, the recorder 

stream can remain CH10 in configuration and prevent the need to build PCM maps by hand.  
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QUICK-REACTION PACKAGE 

 

While the DINOSAUR significantly reduced the amount of modification required for installation 

and the Core system and rack was designed to be able to be installed on any aircraft, it still was 

too large for rapid deployment and installation on fielded aircraft that need instrumentation for 

troubleshooting. MIL-STD-1553 bus acquisition, integrated recording, and telemetry output 

capability ultimately were the minimum requirements for a quick-reaction package, with analog 

sensor acquisition as a peripheral requirement.    

 

Ultimately the Miniature INstrumentatiOn Telemetry AcqUisition Recorder (MINOTAUR) was 

designed to meet these requirements. The MINOTAUR consists of a single Safran Data Systems 

XMA stack with internal timecode generation, CH4 or CH7 output from the CPU module, 32GB 

onboard memory, Ethernet connectivity for DAU configuration and Ch10 UDP output, 2 MIL-

STD-1553 buses, 2 channels of 10/100BASET Ethernet bus capture, and 24 channels of generic 

analog inputs  ICP, Thermocouple, Bridge, etc…  all housed in a 7.5” x 7.5” enclosure.  

 

       
Figure 7: MINOTAUR Quick Reaction/Rapid Installation Prototype 

In this configuration the MINOTAUR exceeds all the required capabilities and then some, and 

significantly outperforms the legacy Clip-In package in size, weight, and built-in capability. The 

MI  T   ’s compact size makes it ideal for installation at multiple points on the aircraft if 

localized analog (accel, strain, thermocouple, etc.) measurements are required for pop-up 

troubleshooting.  

 

CONCLUSION  

 

Converting to a unified end-to-end networked CH10 topology has eliminated the need for PCM 

mapping, significantly reduced the hardware required for onboard acquisition, and led to 

significant size optimization. Adopting modern FTI hardware also made it possible to have a 

standalone acquisition/telemetry/recorder unit available for fleetwide troubleshooting and flight 

testing with zero modification. The modernization efforts have resulted in reduced configuration 

effort, increased data acquisition, recording, and telemetry capability, and enabled flexibility that 

will enable the FTI system to expand as requirements grow over the life of flight test. 
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Abstract  

To protect telemetry from antenna masking during flight tests, two antennae must be used on-board.  
To avoid phase opposition of the two transmitted signals at reception, frequency diversity has been 
used for decades. However with spectrum auctions this technique is no longer compatible with the 
requirement of higher bit rate. To overcome this issue, well-known modulation format like COFDM 
may be used at the expense of power efficiency, with few constraints on antennae position.  IRIG-106 
standard proposed also SOQPSK-TG STC which is efficient both in power and in spectrum at the 
expense of the antennae position.  To demodulate this format a dual-trellis solution has been pro-
posed based on XTCQM representation [1] with results very close to SISO as far as distance between 
antennae does not exceed half bit delay. Therefore this decoding scheme is a hard decision scheme 
and consequently is less power efficient when a FEC such as LDPC is used. In this paper a new de-
coding scheme will be presented with soft decision outputs to increase power efficiency, and with a 
better tolerance to differential delay. 

Key words: Flight test, spatial diversity, Space time coding, telemetry. 

Introduction 

Transmitting real-time telemetry with low laten-
cy on aeronautical channel is very demanding. 
The data link has to be error free on at least 
four different channel models from high Doppler 
spread take-off fading channel to low SNR far 
flight channel [1]. Spectrum auctions constrain 
even more the data link pushing it to C band 
and requiring spectral efficiency to transmit up 
to 20Mbps to meet market demand. A first 
waveform based on COFDM meeting all these 
requirements has been proposed [1][2] to 
transmit telemetry from commercial aircraft. 
However for small aircraft or for carriers with 
little power available, the amplifier back-off re-
quired by COFDM could be incompatible with 
mission requirements. For such missions 
SOQPSK-TG combined with equalization tech-
niques can meet power and spectral efficiency 
on channel with moderate frequency selectivity 
[3]. However under certain aircraft to ground 
station geometries, antenna masking occurs, 
leading to link outage. A MISO hard bit scheme 
Alamouti like has been proposed [4] to mitigate 
the shadowing and the associated differential 
delay based on XTCQM decomposition of STC-
SOQPSK-TG waveform. In this paper a new 
low resource decoder with soft output and its 
performances will be presented. 

IRIG-106 STC-SOQPSK-TG 

IRIG-106 has standardized constant envelope 
waveforms with ever increasing spectral effi-
ciency enabling use of power amplifier at satu-
ration  

 

Fig.1 IRIG-106 waveforms comparison 

However to prevent data link from on-board 
antenna masking outage, dual antennae (MI-
SO) transmission is required to ensure error-
free telemetry transmission, and SOQPSK-TG 
features an interesting trade-off between spec-
tral efficiency with an occupied bandwidth of 
0.78*bit rate and power efficiency thanks to its 
4dB synchronization level and its performance 
when coupled to an ARJA LDPC FEC [5]. 
Combining SOQPSK-TG and MISO space di-
versity is however not straightforward as modu-
lation is not linear and antenna spacing on-



board induced a differential delay at reception 
which is not compatible with Alamouti scheme. 
In [6] an Alamouti like scheme has been pro-
posed, and a SOQPSK-TG space time decoder 
based on XTCQM representation given. This 
scheme has been standardized by IRIG-106 
group [7] enabling telemetry transmission with a 
high quality of service whatever the aircraft to 
ground station geometry. 

 

Fig.2a Miso scheme with differential delay 

 

Fig.2b STC on-board modulator 

 

Fig.2c Bit level STC encoder 

As can been noticed on fig.3 the tolerated dif-
ferential delay is strictly limited to one bit, and a 
noticeable BER degradation occurs at half a bit 
period. Taken into account plane geometry and 
constraints on antennae location, a direct con-
sequence of this limitation is a limitation of the 
telemetry rate which cannot be higher than  

 𝑅max < 
𝑐

2𝐷𝑎𝑛𝑡
 

(1) 

Where Dant is the distance between antennae, 
considering differential delay due to on-board 
cables has been perfectly compensated. 

 

Fig.3 STC detection performance vs differential time 
delay 

Consequently, the ability to decrease degrada-
tion related to differential delay could be a way 
to relax constraints on antennae position or to 
increase telemetry rate with the same position 
constraints. Another constraint of the differential 
delay on the XTCQM LS decoder [4][6] is it 
requires to implement two trellis, which increas-
es its complexity.  

STC PAM LS decoder 

In [9] a new PAM decomposition was proposed 
by Othman, STC signal can then be written as 

𝑠𝑝(𝑡) ≈ ∑ 𝜌0,2𝑖
𝑝
𝑤0(𝑡 − 2𝑖𝑇) − 𝜌1,2𝑖+1

𝑝
𝑤1(𝑡 − 2𝑖𝑇 − 𝑇)𝑖 +

(∑ 𝜌0,2𝑖+1
𝑝

𝑤0(𝑡 − 2𝑖𝑇 − 𝑇) − 𝜌0,2𝑖
𝑝
𝑤1(𝑡 − 2𝑖𝑇)𝑖 )  

(2) 

Where : 

𝑝 ∈ {0,1} is the on-board antenna number 

𝜌0,𝑖
𝑝
= {

(2𝑏𝑖
(𝑝)
− 1) i even

   𝑗 (2𝑏𝑖
(𝑝)
− 1)i odd

 

𝜌1,𝑖
𝑝
= {

−𝑗(2𝑏𝑖−2
(𝑝)
− 1)(2𝑏𝑖−1

(𝑝)
− 1)(2𝑏𝑖

(𝑝)
− 1) i even

      − (2𝑏𝑖−2
(𝑝)
− 1)(2𝑏𝑖−1

(𝑝)
− 1)(2𝑏𝑖

(𝑝)
− 1) i odd

 

𝑏𝑖
(0)

 and 𝑏𝑖
(1)

 are ith bits feeding respectively 

channel 0 and 1 encoded accordingly to fig2.C 

𝑤0(𝑡) and 𝑤1(𝑡)are shaping pulse given in [9] 
and fig.4 

 

Fig.4 DBD Pulse shape 

 

 



On ground antenna I the signal received is 

𝑟𝐼(𝑡) = [ℎ0,𝐼𝑠0(𝑡 − ∆𝑡0,𝐼) + ℎ1,𝐼𝑠1(𝑡 − ∆𝑡1,𝐼)]𝑒
𝑗2𝜋Δ𝑓𝐼𝑡

+ 𝑧𝐼(𝑡) 

(3) 

Where 

ℎ𝑝,𝐼 is the LOS channel complex gain between 

antenna p and antenna I 

∆𝑡𝑝,𝐼 is propagation delay between antenna p 

and antenna I and ∆𝜏𝐼 =  ∆𝑡1,𝐼 − ∆𝑡0,𝐼 

Δ𝑓𝐼 frequency offset, 𝑧𝐼(𝑡) additive noise 

In Miso scheme I=0, considering perfect carrier 
synchronization and combining (2) and (3) re-
ceived signal after ADC could be written  

𝑟0(𝑛)

≈ ℎ0 [∑𝜌0,𝑖
0 𝑤0(𝑛𝑇

′ − 𝑖𝑇) +∑𝜌1,𝑖
0 𝑤1(𝑛𝑇

′ − 𝑖𝑇)

𝑖𝑖

]
⏟                              

𝑠0(𝑛𝑇′)

+ ℎ1 [∑𝜌0,𝑖
1 𝑤0(𝑛𝑇

′ − 𝑖𝑇 − ∆𝜏)

𝑖

+∑𝜌1,𝑖
1 𝑤1(𝑛𝑇

′ − 𝑖𝑇 − ∆𝜏)

𝑖

]
⏟                                    

𝑠1(𝑛𝑇′−∆𝜏)

+ 𝑧(𝑛𝑇′) 

(4) 

 

Where 𝑇′ is sampling time. As shown on fig.4 
shaping pulse lasts more than T, consequently 
intersymbol interference remains and has to be 
filtered. Optimal detection filter is discussed in 
[10], after filtering and sampling of two TX 
channels samples can be written using (4) ac-
cordingly to Fig.5: 

𝑦(4𝑘) ≈ ℎ0 ∑ 𝜌0,4𝑘−𝑖
0 �̃�0(𝑖𝑇) + ℎ0𝜌1,4𝑘

0 �̃�1(0)

1

𝑖=−1

+ℎ1 ∑ 𝜌0,4𝑘−𝑖
1 �̃�0(𝑖𝑇 − ∆𝜀𝑇)

1

𝑖=−1

+ ℎ1𝜌1,4𝑘
1 �̃�1(−∆𝜀𝑇) + �̃�(4𝑘𝑇) 

(5) 

 

𝑦∆𝜏(4𝑘) ≈ ℎ0 ∑ 𝜌0,4𝑘−𝑖
0 �̃�0(𝑖𝑇 + ∆𝜀𝑇)

1

𝑖=−1

+ ℎ0𝜌1,4𝑘
0 �̃�1(∆𝜀𝑇)

+ℎ1 ∑ 𝜌0,4𝑘−𝑖
1 �̃�0(𝑖𝑇)

1

𝑖=−1

+ ℎ1𝜌1,4𝑘
1 �̃�1(0) + �̃�(4𝑘𝑇 + ∆𝜀𝑇) 

(6) 

Where �̃�𝑖 is filtered pulse shape, �̃� is z filtered, 
and ∆𝜀 is nearest integer from ∆𝜏/𝑇 

 

Fig.5 STC SOQPSK-TG decoder 

Then the following likelihood function is consid-
ered  

𝛬(𝑆) = ∑ ( ∑ [|𝐵𝑚,𝑛
(0)
|
2
+ |𝐵𝑚,𝑛

(∆𝜏)
|
2
]

2

𝑚=−1

)

(𝑁−1)/4

𝑛=0

 

(7) 

Where 

𝐵𝑚,𝑛
(0)

= 𝑦(4𝑛 +𝑚) − ℎ0(∑ 𝜌0,4𝑛+𝑚−𝑖
0 �̃�0(𝑖𝑇) +

1
𝑖=−1

𝜌1,4𝑛+𝑚
0  �̃�1(0)) − ℎ1(∑ 𝜌0,4𝑛+𝑚−𝑖

1 �̃�0(𝑖𝑇 − ∆𝜀𝑇) +
1
𝑖=−1

𝜌1,4𝑛+𝑚
1  �̃�1(−∆𝜀𝑇))  

(8) 

𝐵𝑚,𝑛
(∆𝜏)

= 𝑦∆𝜏(4𝑛 + 𝑚) − ℎ0(∑ 𝜌0,4𝑛+𝑚−𝑖
0 �̃�0(𝑖𝑇 +

1
𝑖=−1

∆𝜀𝑇) + 𝜌1,4𝑛+𝑚
0  �̃�1(∆𝜀𝑇)) −

ℎ1(∑ 𝜌0,4𝑛+𝑚−𝑖
1 �̃�0(𝑖𝑇) + 𝜌1,4𝑛+𝑚

1  �̃�1(0)
1
𝑖=−1 )  

(9) 

The ML estimate is then  

�̂� = argmin
𝑆

𝛬(𝑆)  

(10) 

Where 𝑆𝑛 = [𝑏4𝑛 𝑏4𝑛+1 𝑏4𝑛+2 𝑏4𝑛+3] 

Thus the more likely underlying LLR sequence 
can be estimated with SOVA algorithm using a 
16 states trellis (Fig.5 & 6)  

 

Fig.6 STC-SOQPSK-TG DBD trellis 



Instead of trellises derived from XTCQM de-
composition [4], it  should be noticed that the 
expressions (8) and (9) remains unchanged 
whatever the sign of the differential delay be-
tween channels, consequently a unique trellis 
has to be implemented in the decoder instead 
of two. Moreover considering (8) and (9)  and 
taken into account that each STC symbol is a 
block of 4 bits, 2048 sub-metric should be com-
puted to decode at bit level, however develop-
ing (8) and (9) as a function of the branch bits 
leads to consider only 320 sub-metric [10] 
against  480 in [4]. It could also be noticed that 
on AWGN channel at high SNR regime DBD 
PAM decoder outperforms XTCQM decoder of 
more than 1dB at BER 10E-6 for a 0.4 differen-
tial delay. 

 

Fig.6 BER proposed decoder vs XTCQM decoder 

 

Fig.7 Proposed decoder BER vs differential delay 

Instead of improving link budget of 1dB, looking 
at Fig6. and 7, as proposed decoder has the 
same BER performance at 10E-6 for a 0.6 dif-
ferential delay than the XTCQM decoder at 0.4 
differential delay, antennae position constraints 
could be relaxed of 50%, or bit rate could be 
increased of 50% with the same antennae posi-
tion constraint . 

 

 

STC PAM LS soft decision decoder 

Soft decisions may be extracted thanks to 
MAX-log-MAP equivalent SOVA for non binary 
codes [12]. The classical approach to estimate 
the underlying bit sequence and its soft infor-
mation consists then in making a full trellis 
search up to a certain depth δ and then per-
forming a trace-back loop, which means, for the 
proposed trellis, to calculate 256 metrics and to 
store 256 δ reliability values. Instead of extend-
ing all states from one symbol time to the next, 
a suboptimal technique in [11] consists in ex-
tending only the M best states, which is called 
M-algorithm. Othman in [8] proposed to adapt it 
to its non-binary STC 4 bits, which leads to 
calculate 16.M branch metrics.  

 

Fig.8 STC M-algorithm AR4JA BER vs M parameter 

To estimate optimal M value decoder has then 
been simulated on AWGN channel in combina-
tion with IRIG-106 AR4JA LDPC code K=2/3 
L=4096. As shown on Fig.8 for M > 4 BER deg-
radation is below 0.2dB dividing by 3 metrics to 
be calculated, for M=8 metrics calculation is 
divided by 2 at no BER cost. Taken into ac-
count Fig.9 giving required resources, for M=8 
we thus get a significant gain in gates between 
the XTCQM hard bit decoder and the proposed 
one with LLR output.  

 

Fig.9 Operations required by STC decoder 

Both decoders have then been simulated using 
IRIG-106 AR4JA FEC on Fig. 10 exhibiting a 
1.5dB gain. Once again this gain could be used 
to relax link budget or antenna position con-
straint or increase bit rate as the proposed de-
coder enables a higher differential delay margin 
at constant BER. 



 

Fig.10 Decoders performance with AR4JA 2/3,4096 

Conclusion 

Space time coding applied on SOQPSK-TG 
telemetry link, when constant envelope modula-
tion is mandatory because of on-board power 
constraint, is a very performant solution to solve 
the antenna masking problem using a MISO 
scheme. However the telemetry bit rate is up-
per-bounded by a maximum bit rate that de-
pends on differential delay (1). XTCQM decoder 
thus enables, with no significant loss, a differen-
tial delay of a quarter of bit, which means for a 
20Mbps link a maximum distance of 3.75m 
between antennae with a perfect calibration of 
path from modulator outputs to antennae in-
puts. With proposed PAM-LS decoder it should 
be possible with the same antennae location to 
reach 32Mbps at equivalent Eb/N0 and 40Mbps 
at the cost of an extra 0.2dB. Moreover using 
IRIG-106 LDPC FEC PAM-LS decoder enables 
to gain an extra 1.5dB link budget thanks to soft 
decision output at the price of reduced gate 
consumption.  
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ABSTRACT 
 
The telemetry standard IRIG 106 includes Low Density Parity Check (LDPC) forward error correction 
with six combinations of code rate and information block size. This correction code can be added to 
airborne telemetry links to increase link margin and correct random errors due to transmission 
anomalies. Given these benefits, why has this technology not been wholeheartedly accepted within the 
aeronautical mobile telemetry community? This paper presents the trade-offs when considering 
implementing LDPC in a telemetry link. Real-world flight test results will be presented clearly 
illustrating the benefits of forward error correction. The data presented will make a strong case for 
considering IRIG 106 compliant forward error correction in new link designs or to complement existing 
links in operation today.       
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INTRODUCTION 
 
Forward error correction (FEC) in the form of Low-Density Parity Check (LDPC) codes has been in the 
IRIG 106 standards [1] for several years yet very few telemetry links utilize this capability. Perhaps this 
is because few understand the trade-offs associated with adding forward error correction to a telemetry 
link. Perhaps it is because real-world flight testing results illustrating gains in Link Availability have not 
been widely publicized. Or perhaps it is simply a case of the link designer not wanting to add additional 
complexity to their link. Whatever the case, this paper explains the trade-offs when considering forward 
error correction coding. A link performance comparison is presented between uncoded and coded 
shaped offset quadrature phase-shift keying (SOQPSK) during a controlled test through various real-
world aeronautical mobile telemetry (AMT) transmission channels. Given the amount of data that was 
collected and the numerous ways to analyze comparative link performance, there is no way a complete 
analysis of the flight testing can be presented here. Instead, an example analysis is shown to illustrate the 
process that was followed for the data for each test point during the test flight. To conclude, Link 
Availability (LA) is presented clearly illustrating the benefits of forward error correction. 

 
THE OPPORTUNITY FOR FLIGHT TESTING 

 
Recent telemetry system upgrades at Edwards Air Force Base (EAFB) funded by the Spectrum 
Relocation Fund (SRF) program provided the opportunity to test many of the technologies standardized 
within IRIG 106. Upgrades included antenna feeds, telemetry receivers, receiver status monitoring, and 
multiband/multimode/coded airborne transmitters. The upgrades enable EAFB and the Ranges within 



the Western Area Test Complex the ability to support current and future telemetry systems operating in 
any telemetry band implementing any combination modulation scheme, Space-Time Coding (STC), and 
LDPC forward error correction. The focus of this test was on one variant of LDPC forward error 
correction as minimal flight testing has been done for this technology [4][5].   
 

FORWARD ERROR CORRECTION – LDPC 
 

The FEC code standardized within IRIG 106 falls under the general category of parity check codes 
described by Gallagher [2]. LDPC is a “block” code meaning that a block of information bits have parity 
added to them prior to transmission. This parity is then used to correct for errors in the information bits 
on the receive side of the link. The amount of error correction can be defined as a gain associated with 
the correction code or more specifically coding gain (see Figure 1). The specific LDPC variant comes 
from the Consultative Committee for Space Data Systems “Orange Book” [3] which describes nine 
different LDPC codes with differing code rates (1/2, 2/3, 4/5) and information block sizes (1024, 4096, 
16384). Based upon the type of transmission channels for AMT missions and through independent 
analysis [6], the Telemetry Group (TG) within the Range Commanders Council (RCC) chose to 
standardize on three code rates and the shorter two block sizes [1]. This gives the telemetry link designer 
six options in the trade-off space involving bandwidth efficiency, coding gain (detection efficiency), and 
complexity.  
 
The specific LDPC variant chosen for the flight test was R=4/5 (code rate), k=1024 (information block 
size), n=1280 (code block size). This means for every 1024 information bits there are 1280 bits 
transmitted. The difference of 256 bits is the amount of parity added by the code. With k=1024 the 
Attached Synchronization Marker (ASM) used for synchronizing each code block is 64 bits long. This 
coding overhead with ASM adds to the bit rate by a factor of 21/16. Why was this combination chosen? 
It offers the shortest information block size, the least amount of bandwidth expansion, but least amount 
of coding gain. An AMT user may find this combination of trade-offs the most attractive and easiest to 
transition to of the 6 available choices. Figure 1 illustrates this uncoded versus coded trade-off. The 
place to be in the Spectral-Detection Efficiency plane is the upper left hand corner as you work your 
way towards the channel capacity limit.   
 

    
Figure 1 – Efficiency Plane, Detection Efficiency 

 
The rate 4/5 code chosen has a bandwidth expansion factor of 21/16 (or 1.3125) meaning that an input bit 
rate of 5Mbps to the transmitter will have an over-the-air bit rate of (5Mbps)*(21/16) = 6.5625Mbps 
after the FEC code is added. Another way to look at this is the increase in the amount of “scheduled” 
bandwidth. The telemetry spectrum is channelized in 1MHz increments. For this testing, the expansion 
factor in scheduled bandwidth was 1.3. Stated another way, an additional three, 1MHz wide telemetry 



channels were required for the coded link. Typical coding gain for this selection of R, k, n is roughly 
7dB when compared to uncoded SOQPSK at a bit error rate (BER) of 1x10-5 (see Figure 1). This is not a 
theoretical gain rather a measured gain with existing telemetry hardware available in the marketplace 
today. By adding LDPC FEC, 7dB was added to the link margin for the coded link as compared to the 
uncoded link. Lastly, the shortest block length was selected due to the fading characteristics of the 
typical AMT channel. It is thought that if the ASM is missed due to a fading event it is better to lose a 
smaller block of information than a larger block.   

 
FLIGHT TEST CONFIGURATION 

 
This flight test program was designed to stress the telemetry links with channel conditions common to 
most test ranges. In order to provide a relative assessment, a reference signal was simultaneously 
transmitted during all of the testing. By transmitting reference (REF) and test (TEST) signals through 
the same aircraft antenna with equal transmit power during each flight many of the normal pitfalls when 
performing comparison testing during separate flights are negated. Minimum channel spacing 
recommendations in IRIG 106 were used for center frequency scheduling. This minimized the effect of 
differing transmission channel characteristics due to large differences in center frequencies. Data in the 
ground station was captured, recorded, and displayed to assess the performance of each link.  
 

 
Figure 2 - Transmitter Tray and Ground Station Configuration 



The aircraft was configured to transmit combined power level matched REF and TEST signals through a 
common bottom-mounted antenna. The REF signal used SOQPSK modulation, the generally accepted 
baseline for telemetry links in use today. The TEST signal used SOQPSK-LDPC (R=4/5, k=1024, 
n=1280). The transmitters used internal data and clock with a pseudo random bit sequence (PRBS-23) 
clocked at 5MHz. The longer pattern is used to emulate encrypted data. The on-board telemetry system 
recorded time-stamped aircraft positional information used for determining ground antenna pointing 
errors. A block diagram showing both these configurations is shown in Figure 2. 
 
The ground station was an SRF-upgraded fixed receive site using a 10’ parabolic dish antenna. Four 
telemetry receivers were connected to the antenna via multi-couplers. The receivers were configured to 
maximal ratio combine (COMB) left-hand circular polarization (LHCP to receiver CH1) and right-hand 
circular polarization (RHCP to receiver CH2) resulting in three signals (LHCP, RHCP, COMB) each for 
the REF and TEST links. (The best channel selection option was enabled in each receiver resulting in a 
local best source selection in each receiver combined output.) To add to this baseline Range receive 
capability, two telemetry receiver status loggers, a bit error rate test set (BERT) with 8-channel 
capability, two intermediate frequency (IF) recorders, and a GPS-enabled network time server were 
added to capture and record the required information. The antenna control unit (ACU) log file was also 
recorded adding to the total flight test data package. The resulting data products were: 
 

1. REF Receiver Status log (CH1, CH2, COMB) @ 1 sample per second 
2. TEST Receiver Status log (CH1, CH2, COMB) @ 1 sample per second 
3. Antenna Control Unit log @ 10 samples per second 
4. BERT log @ 1 sample per second 
5. Reference Receiver CH1 and CH2 IF Recording 
6. Test Receiver CH1 and CH2 IF Recording 
7. Aircraft positional information @ 1 sample per second 

 
The geographic area around EAFB was used for three flight profiles designed to create three distinct 
transmission channels typical for AMT missions: a channel limited by multipath, one limited by noise, 
and one limited by the antenna transmission pattern from the aircraft. The channels are designed to 
stress both links and illustrate any gains (or losses) associated with the addition of forward error 
correction. These flight profiles along with the test point nomenclature are tabulated in Table 1. The test 
flight for comparing coded (R=4/5, k=1024, n=1280) and uncoded link performance occurred during 
Flight 213. Weather conditions were atypical for EAFB and did play a role in link performance. Before 
the mission the airfield was briefly closed due to fog and mist. During the test the airspace had scattered 
and broken clouds throughout the flight though no rain was present. The flight path for the flight test is 
shown in Figure 3. The REF signal was centered at 4405.5MHz with a power level of +24.6dBm and the 
TEST signal was at 4415.5MHz with a power level of +24.4dBm. Power levels were intentionally 
attenuated in order to ensure the REF link approached its maximum range during the long-range test 
points (point H1/H2). Transmitted power from the aircraft antenna was estimated to be close to the 
transmitter output levels as cable losses and antenna gain are roughly equal. The initial power level was 
determined through a link budget calculation but was adjusted during the test to achieve the desired 
maximum range for the REF link.     
  
   



Table 1 – Flight Test Configurations 

    
 

TELEMETRY LINK PERFORMANCE METRICS 
 
Historically, two performance parameters have been used to characterize the performance of a telemetry 
link. First, any combination of receiver signal strength, automatic gain control (AGC) level, or estimated 
signal to noise ratio (SNR) was captured and plotted. Second, bit error statistics were captured and Link 
Availability was calculated [7]. How the receiver is reacting to channel anomalies via signal strength, 
AGC levels, or estimated SNR tells the experienced telemetry researcher many things about what is 
happening with the link. Typically not analyzed is the ground station antenna pointing error. An 
improperly pointed antenna during the testing affects link performance and calculated results. To capture 
the time the antenna is incorrectly pointed, a new metric is presented, Tracking Error Seconds (TES).  
 
In order to provide a complete picture of link performance, receiver metrics are used that estimate the 
signal quality at the input of the receiver and at the output of the receiver. The estimate of signal quality 
at the input to the receiver is estimated Eb/N0.  Eb/N0 (energy per bit to noise spectral density) is defined 
in terms of the carrier to noise ratio C/N by the relationship Eb/N0 = (C/N) x (B/Rb) where B is the 
bandwidth in which C/N is measured and Rb is the bit rate [9][10]. Data Quality Metric (DQM) [8] 
places a numerical value to the quality of a packet of data on the output of the receiver. BERT data gives 
insight into link performance from a data consumer’s perspective. To characterize this performance a 
Link Availability calculation (1) is made. Link Availability is the single metric of system level link 
performance [7].  
 

𝐿𝐴
∑

100%                                           Eq. 1 

 
where:  TM – measurement period 

SES – Severely Errored Second, a one second interval in which the number of bit 
errors equal or exceed 1x10-5 as if these errors were random 
LT – Lost Time, number of bit periods in the measurement period that are not 
included in SES attributed to synchronization loss, BERT overload, and TES 
 

Lastly, a tally of bit errors illustrates how channel anomalies affect the REF link and how the TEST link 
corrects some of these errors. The combination of these metrics will create a complete picture of how 
each link performed in each channel condition and provides the ability to directly compare and visualize 
the gain associated with the LDPC FEC on the TEST link.   
 
  



FLIGHT TEST DATA ANALYSIS 

Data Analysis Procedure 
Flight data analysis starts with determining antenna pointing error. Ground station antenna pointing error 
(i.e. tracking error) is determined by using the aircraft time-stamped positional data, time-stamped 
antenna azimuth (Az) and elevation (El) pointing angles, and the rotational center of the antenna 
allowing a calculation of where the antenna should have been pointed versus time. These Az/El angles 
are then compared with the actual pointing angles available in the antenna ACU file. The difference in 
these angles are the pointing errors. The limit for error is the 3dB-half beamwidth for the antenna. For 
this test at the carrier frequencies used this value is approximatley 0.750. Each one second interval where 
Az or El error exceeds the error limit adds to the TES tally. Table 2 shows the tally of TES per test point 
compared to the total time for each point.    
 

   
Figure 3 – Flight Path, Test Point Times  

 
Table 2 – Tracking Error Seconds 

 



Once pointing error is determined, individual test points are analyzed for the REF and TEST signals 
using the captured data. Receiver SNR is plotted and evaluated first as it gives an indication as to how 
the transmission channel is affecting the signals. This is compared to ground station antenna pointing 
error to identify any SNR anomalies due to an improperly pointed antenna. Next, estimated input signal 
Eb/N0 is compared to the receiver SNR data to verify the results are consistent between the two data sets. 
Lower SNR values or signal corruption due to multipath should correlate with lower estimated Eb/N0. In 
this case where the occupied bandwidth of the transmitted signals are relatively equal the estimated 
Eb/N0 should be consistent between the coded and uncoded links. Any points that are not correlated 
require further investigation. DQM is then assessed both by itself and compared with receiver SNR and 
estimated Eb/N0. (Note: If the transmission channel was only noise limited, a direct comparison could be 
made between output DQM and input Eb/N0 illustrating input BEP versus output BEP. Unfortunately, 
the links are typically multipath limited negating this direct comparison). What can be compared is the 
DQM for CH1, CH2 and COMB for the REF and TEST signals both individually and comparatively. 
Finally, LA calculations are made using the BERT data. By this time in the analysis process the 
resulting LA for each link should just confirm what was observed from the data already analyzed.    
 
Test Point H2 Data Analysis 
Given the amount of data collected and analyzed for this flight test it is impossible to cover each test 
point in detail in this paper. Instead, test point H2 is analyzed in depth as it had some unintentional 
attributes beneficial to this testing. Recall this point is the return path from the point of maximum 
distance between aircraft and ground station. Receiver SNR should exhibit a gradual increase as the 
aircraft flies toward the receive antenna increasing link margin. The actual receiver SNR in Figure 4 
does not exhibit this gradual increase rather an abrupt step in signal strength at time ~12:54:00. By 
plotting receiver SNR and antenna pointing error together it is easy to see that excessive elevation error 
resulted in this sustained low signal strength condition. For normal flight operation support this would 
not be ideal, but for this test this pointing error provided an ideal test condition.  
 

  
Figure 4 – Test Point H2, Receiver SNR versus Pointing Error  



Figure 5 shows the estimation of signal quality at the receiver input and output of the REF and TEST 
links. The estimated Eb/N0 are similar for both links. This was expected as the transmission channel 
characteristics should be nearly identical. The most telling plot comparison between REF and TEST 
links is DQM. A maximum value of DQM equates to essentially an error-free link and as the DQM 
value decreases BER increases. During this time of low signal strength (12:43:00-12:54:00), the 
combined (COMB) output of the REF link is operating at a value of DQM around 16000 roughly 
equating to a BER~1x10-3. In comparison, the TEST link DQM is estimated at the maximum value or 
essentially error-free data with very few drops in data quality. This says the links are operating in a 
region on the detection curve (see Figure 6) that clearly illustrates the benefit of FEC! When looking at 
the plot of accumulated bit errors, the slope of the lines tells the story. From the start of the point to the 
time in which the antenna was back on track, all three REF signals (RHCP, LHCP, COMB) were 
accumulating errors at a much higher rate (larger slope) than the TEST signal. Once the pointing error 
was corrected the signal level jumped to the expected level and the links performed equally as well 
through the end of the point.  
 

 
Figure 5 – Test Point Link Analysis (Point H2) 

 



To further illustrate the benefit of forward error correction, a detailed look at the point in which the 
coded link starts providing error-free data is required. FEC is touted as adding link margin, here is a 
real-world example. Referring back to Figure 4, notice the receiver SNR plot also includes the distance 
between aircraft and ground station or slant range. If the plot is zoomed to show the point in which the 
minimum signal strength and maximum slant range is achieved, the plane maneuvered resulting in a 
slight increase in signal level of ~2.5dB. This is shown in greater detail in Figure 6. In this 2 second 
period (12:43:17 to 12:43:19) the REF link encountered an increase in SNR of ~2dB. Even with this 
increase the link was still operating on the SOQPSK detection curve at Eb/N0≈ 8dB thus still providing 
data with bit errors. On the other hand, the TEST link went from an estimated Eb/N0 of 3.5dB to ~6.5dB. 
Due to the strength of the FEC coding, this slight increase in SNR resulted in the link error rate going 
from 1.7x10-2 to zero. This ~2dB increase in SNR moved the point on the Eb/N0 vs. BER detection curve 
to the right (refer to Figure 6) into the error-free region for the coded link. Due to the elevation error of 
the ground station antenna, the links stayed operating at this level for the next 11 minutes. This scenario 
could easily be realized in an actual test mission as it can be thought of as the aircraft flying at a constant 
arc with a radius required to place the links in this noise-dominated operating condition.  
 

 
Figure 6 – Detailed Test Point Analysis 



 
All of these detailed metrics available to the telemetry engineer are very informative. They tell a 
complete story about how the transmission channel affected the transmitted signals, how the telemetry 
receiver interpreted the signals, and what the output data quality was for the links. But what the end user 
typically wants to know is: “How good is my real-time data going to be?” When that question is asked, 
Link Availability is presented. LA is an overall assessment of link performance boiled down into one 
number. Each test point went through the exact same analysis culminating in a LA calculation. Table 3 
shows LA results for each test point broken down into each of the three signal paths (RHCP, LHCP, 
COMB) for the TEST and REF signals. LA results show the coded link outperformed the uncoded 
link in all cases. Recall, these test points were constructed to simulate all of the channel conditions 
AMT links typically encounter: a channel limited by multipath, one limited by noise, and one limited by 
the antenna transmission pattern from the aircraft. There was not a single instance where coding had any 
detrimental effects on the telemetry link. A deeper look at the LA numbers reveal the largest gains were 
associated with test points H1 and H2, the noise-limited channels. This is expected, FEC increases link 
margin in noise dominated environments. The other points though could have shown where coding may 
have had a negative effect on LA. These channels exhibit deep fades due either to antenna pattern nulls 
or multipath resulting in receiver resynchronization events. These events require the TEST link to 
resynchronize the SOQPSK demodulator, re-acquire the ASM, and resynchronize the LDPC decoder. 
Compare this to the REF link where the just the SOQPSK demodulator needs to resynchronize. The 
additional time required by the TEST link has the potential to affect overall link performance which 
would get reflected in the LA numbers. This was not the case as all three TEST signals outperformed the 
REF signals. One last observation is the large imbalance of LA between RHCP and LHCP signals for 
some of the test points. This large amount of polarization difference typically not observed at EAFB 
over the many years of AMT link testing. Regardless, the combiner for both links always had a good 
signal to choose from as indicated by the large amount of combiner gain evident in the LA numbers. 

 
Table 3 – Flight 213 Link Availability 

      
 

Implementing LDPC FEC in a telemetry link requires an LDPC encoder in the telemetry transmitter and 
an LDPC decoder in the telemetry receiver. Products are available in the marketplace today for both 
sides of the link. If transmitters and receivers have been recently upgraded this capability may already 
be available. If designing a new link from scratch, LDPC FEC should be considered in the link design.  
 
   



This paper presented analysis and results that make a strong case for considering implementing IRIG 
106 LDPC FEC in a telemetry link. System-level Link Availability results comparing SOQSK with 
SOQPSK-LDPC (R=4/5, k=1024, n=1280) in real-world flight test scenarios were presented. Other 
performance metrics (receiver SNR, estimated Eb/N0, DQM, and accumulated bit errors) were also 
presented that further describe and explain the effects channel anomalies have on the telemetry signal 
and support the calculated gains in Link Availability by the coded link. One cannot argue with the gain 
in Link Availability of the SOQPSK-LDPC link over the SOQPSK baseline link, a link widely used 
today on most test Ranges today.  
 

WHAT YOU SHOULD GET OUT OF THIS PAPER 
 

 The data presented clearly illustrates the benefit of LDPC forward error correction for an 
aeronautical mobile telemetry link. 
• In every case (per test point, per polarization, per combined output), the coded link outperformed 

the uncoded link in terms of DQM and Link Availability 
• In not only a noise limited channel (points H1/H2) but also fading-limited channels due to 

multipath (points C/D) or aircraft antenna pattern (points M1/M2, M5/M6), LDPC FEC provided 
a more robust telemetry link.   

 The trade-off when considering LDPC FEC is the increased over-the-air bit rate vs gain in detection 
efficiency. For this selection of LDPC (R=4/5, k=1024, n=1280), the over-the-air bit rate increased 
by a factor or 21/16 requiring an increase in scheduled bandwidth of 1.3 (three, 1MHz wide 
telemetry channels) over the uncoded link but provided 7dB of additional link margin.  

 The analysis of point H2 identified a low signal level condition as being caused by an antenna 
pointing error. This pointing error was beneficial to the test as it provides an analysis opportunity to 
showcase the benefit of LDPC FEC in low SNR, noise dominated signal conditions.  

 Tracking Error Seconds (TES) was presented to characterize the amount of time a pointing error 
could contribute to an error event. TES was defined to identify another cause of decreased LA. 
Whether we realized it or not, TES has always been lumped into LT for calculating LA.   

 A difference in link performance was observed for the received signals. The benefit of this 
difference meant the receiver combiner typically had a good channel to choose from. This is 
illustrated in the large amount of combiner gain compared to individual polarizations in the Link 
Availability results.   

 The added complexity of synchronizing and decoding the LDPC link had little to no impact on 
overall Link Availability.     

 The data showed no reason not to implement IRIG 106 LDPC FEC for AMT links 
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ABSTRACT 
 

This paper presents the test results of an Adaptive Orthogonal Frequency Division Multiplexing 

(AOFDM) modulation system on virtual flight path scenario of a Link Dependent Adaptive 

Radio system. This work also compares its results with fixed rate OFDM with the same Signal to 

Noise Ratio (SNR). The AOFDM system identifies the distortion of the individual OFDM tones 

and adjusts the modulation to optimize the performance of each tone. Such a design 

demonstrates significant improvement of spectrum efficiency and error performance for different 

test flight scenarios.  

 

INTRODUCTION 

 

 
As a part of the iNET project, the Wireless, Network and Security (WiNetS) Lab at Morgan State 

University has explored the operational structure of an Adaptive Orthogonal Frequency Division 

Multiplexing (AOFDM) scheme and also later implemented AOFDM for various aeronautical 

channels. Previously our work has proven AOFDM to be an ideal candidate for telemetry 

channels with an adaptive and optimal modulation scheme for each tone in the Orthogonal 

Frequency Division Multiplexing (OFDM) symbol [1]. Our previous work on implementation of 

AOFDM indicated that the cruise channel varied slowly and predictably over time which shows 

the channel as remarkably stable. In addition, the steady state channel of AOFDM presented a 2-

ray multipath model and shows deep null in the channel spectrum, that negatively affects serial 

tone modems significantly with the introduction of noise and severe phase distortion. Additional 

work demonstrated enhanced performance over a wide range of signal-to-noise ratios (SNR) [1-

2]. Following up our previous work, this paper shows refinements to the AOFDM scheme in a 

simulation setting and additional test results over a simulated test flight scenario. 
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AOFDM STRUCTURE 

 

 
The AOFDM system model has been developed to maximize the throughput of the aeronautical 

channel for telemetry applications. This application exhibits the need for enhanced data 

throughput for a down link channel and the presence of a minimal up link. The overall structure 

of the AOFDM model is presented in Figure 1 [2]. The most important design factor of the 

model structure is the introduction of a back channel which communicates the information of the 

adaptive M(order) Quadrature Amplitude Modulation (MQAM) for each tone with a system for 

adaptation.  

Figure 1: AOFDM Block Diagram 

 

This system is comprised of a traditional OFDM modulation and demodulation structure, an 

aeronautical channel simulation, an adaptive equalizer, and a feedback channel with information 

to adapt the modulation structure M in an MQAM scheme. The channel simulation incorporated 

two approximately equal paths with the addition of noise and a Doppler of approximately 40 Hz. 

The adaptive equalizer used a simple gradient equalized for amplitude and phase separately 

based on the estimated error at the receiver. The feedback channel shown in Figure 1 is the key 

to this scheme. It develops an estimate of the best M value for subsequent MQAM frames based 

on a measurement of signal to distortion ration (SDR) at the receiver, where the changes are 

constrained to increment or decrement the M value over a range of M = 2,4,8,16,32,64. 

 

EXPERIMENT SETUP 

 

 
In our previous study, we have made a pre-emptive assumption that we know the state of the 

channel Signal to Distortion Ratio (SDR), which needed to be measured [1]. As a part of our 

second study, we did estimate the SDR [2, 4]. Setting up the simulation environment, we have 
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set the Channel as a 2-ray model with 25 dB null, which is a typical steady-state aeronautical 

channel. Next, we introduced a 40Hz phase shift into the channel, with symbol rate of 4 

microseconds. Compared to the 40Hz doppler shift, the symbol rate is relatively small and the 

channel is semi-stationary. The 40 Hz doppler is twice the amount we would observe for a Mach 

1 Test-article, when the Test-article is perfectly aligned with the direction of base station 

presenting the worst-case scenario. At this stage, we introduced an Adaptive Gradient Equalizer 

for each tone – with 100 frames of training. The Equalizer can adapt with a particular amplitude 

and phase of the error associated with the channel [2]. 

In this paper we proceeded to test this AOFDM scheme over a simulated test flight developed for 

a typical aeronautical application based on the work in [3]. This testing included all of the 

channel, noise, and Doppler conditions as above, and provided performance results over a wide 

array of channel condition as the test article traveled toward the horizon and returned.  

The MQAM’s estimated values for the experiment were 64, 32, 16, 8, 4 and 2 QAM. The rate 

and structure of the QAM was designed to increase or decrease, in order to adjust the average 

error rate around 10−4. This adjustment was made considering the measured distortion and the 

threshold. The entropy of M-changes for each tone was measured for the back channel. Next, we 

measured the data throughput during each test: 6 bits per tone for 64 QAM, 5 bits per tone for 32 

QAM, 4 bits per tone for 16 QAM, 3 bits per tone for 8 QAM and 2 bits per tone for 4 QAM. 

Considering the Signal to Noise Ratio (SNR) of our channel, these data throughputs compared 

well with Shannon Limit [2].  

This design also added the feature to send zero data on severely degraded tones and where the M 

values were set to 2. This had a considerable impact on the overall performance as it avoided the 

unnecessary introduction of errors and simplified the job of error correction or detection to be 

considered later.  

Table 1 below shows the thresholds of the SDR used to determine when to increment or 

decrement the M values shown in the table [2]. 

 

QAM SNR lower SNR Upper 

64 <25dB  

32 <21dB >25dB 

16 <17dB >21dB 

8 <15db >17dB 

4  >15dB 

 

Table 1: MQAM Lookup Table 
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TEST RESULTS 

 

The testing consisted of two independent runs of the system with our flight simulation. The first 

case used the AOFDM structure described below and the second case operated with a fixed 

structure with 4QAM where we get results comparable to a simple QPSK modulation scheme. 

As described in [3] our flight simulation simulates 6 states which are taxi, takeoff, cruise and a 

return with cruise, landing and taxi. The emphasis of this test was the cruise phase of the flight as 

would be the case for a telemetry application. The most significant feature of the test is the 

variation of the SNR of the channel during the cruise phase. For both the AOFDM and the Fixed 

OFDM runs data was captured for the SNR, Data throughput, Bit errors and Bit Error Rate 

(BER) versus time as well as a measure of the net throughput and errors. These are shown in 

figure 2 and 3 below. 

CASE 1: AOFDM Test Flight 

The performance of the test flight for the AOFDM scheme is captured over approximately 1600 

frames of AOFDM as shown in Figure 2 below. 

Figure 2: Performance Results for AOFDM Test Flight 
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The SNR for this flight varied from about 40 dB at the beginning of the cruise phase (frame 200) 

to about 9dB SNR at the furthest range of the flight (frame 800). The total data transmitted was 

195,903 bits and the total errors were 226 yielding a BER of .0012. Note that the total bits/frame 

in Figure 2, tracks with the SNR from more than 200 bits per frame on the better channels 

(~frame 200)  to about 50 bits/frame on the poor channels (~frame 800). Most of the frames were 

error free while most of the error were in clumps of 1 or 2 errors per frame. Most significantly, 

the BER on the worst channel (~frame 800) was comparable to the BER on the better channels. 

This points to a robustness over the range of conditions that is desirable. 

CASE 2: Fixed Rate (M=4) Channel 

The performance of the test flight for the fixed Rate (M=4) scheme is captured over 

approximately 1600 frames of OFDM as shown in Figure 3 below. 

Figure 3. Performance Results for Fixed Rate (M=4) Test Flight 

 

Our second test was performed with the same flight simulator and channels. In this case we fixed 

the modulation of the OFDM at M=4 or QPSK. The SNR range was identical to Case 1 as were 

all the other channel conditions. The overall throughput of the channel was about 204,800 while 

then total errors were about 4096 with a BER of 0.02 or 2 percent. So, while the overall 
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throughput of the fixed scheme was comparable to the variable scheme, the error rate made the 

data  almost unusable. It should be noted that a serial tone modem such as QPSK or SOQPSK 

might have better error performance than shown here with the addition of adaptive equalization 

and Error Correction. But this is a challenging channel for such schemes as with deep nulls in the 

spectrum and the rapid transition in phase shift. More comparisons will make this apparent. 

 

CONCLUSION 

 

This paper summarized our work to date in the design and testing of an Adaptive OFDM scheme 

for application with aeronautical telemetry. We have supported our assertion that this AOFDM 

scheme is near optimum for the kinds of channels experiences in this application. The results 

show that our scheme is feasible showing how to adapt the modulation of an OFDM MQAM 

structure, and with demonstration of performance over a flight simulation over a broad range of 

test conditions, and with comparison to a fixed rate M=4 scheme. These results are promising 

and suggest that this system be further developed with prototype hardware testing in a real 

aeronautical test flight. 
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ABSTRACT 
 

This paper presents the design and performance of an Orthogonal Frequency Division 
Multiplexing (OFDM) scheme with the incorporation of diversity combining. This work takes 
advantage of the unique properties of the two-ray channel that dominates aeronautical telemetry. 
Such channels are characterized by deep nulls in the channel which depends on the difference in 
the differential delay of the paths. The diversity scheme takes advantage of this property to 
combine multiple antenna channels which are offset in space such that the nulls appear at 
different frequencies. An optimum combining scheme is developed which enables enhanced 
performance on 3-dB SNR channels. 

 
INTRODUCTION 

 
This work is motivated by results of our prior work which demonstrated the nature and behavior 
of the two-ray aeronautical channel and the dynamics of this channel[1]. The steady state phase, 
where the aircraft is up above and cruising, is the most significant phase of an aeronautical 
telemetry test, and could be demonstrated by a two-ray model. Because of the destructive 
interference, the two ray model results in a deep null, which causes significant phase distortion 
and also loss of the signal in the band [1,2].  
 
The physics of the two-ray channel model tells us that if we know the location, speed and 
position of aircraft, we can examine the actual impulse response of the channel. And the 
dynamics of channel caused by the motion of the aircraft can also be predicted. Thus, a whole 
range of variability of the channel dynamics over the range, height, velocity and direction of the 
aircraft can be easily derived.  
 
 

TWO RAY CHANNEL MODEL 
 
The two-ray ground reflection model shows a line of sight and a ground reflection path between 
the test article and ground station which satisfies law of physics based on geometric optics [1, 3]. 
 
The aeronautical two-ray channel model has been shown in Figure 1.  
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Knowing the speed and position of the test article, one can easily compute the distance and 
height of the test article from the ground station as a function of speed and climbing angle for 
each second [1],  

distance, 𝑑(𝑡) = 𝑑(𝑡 − 1) + cos (𝜃(𝑡) ∗ 𝜈(𝑡)) (1) 
height, ℎ(𝑡) = ℎ(𝑡 − 1) + sin (𝜃(𝑡) ∗ 𝜈(𝑡)) (2) 

Where, 𝜃(𝑡) = climbing angle of the test article at time t 
𝜈(𝑡) = speed of the test article at time t 
 
Using the ‘method of images’ from Rappaport [3], which is demonstrated in figure 2, the path 
difference Δ, between the line of sight and ground reflection can be expressed as,  

𝛥 = 𝑑 − 𝑑 =  (ℎ + ℎ )  + 𝑑 −  (ℎ − ℎ )  + 𝑑  (3) 
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Using equation (1), (2) and (3) the path difference, delta (Δ), can be calculated. Once the path 
difference is known, the phase difference 𝜃  and time delay 𝜏 , between the arrival of two 
components can be computed by the following relation,  
 

𝜃 =  
2𝜋𝛥

𝜆
=  

𝛥𝑤

𝑐
 (4) 

 
Using the two-ray model, we can now calculate the phase difference in the two tones of the 
impulse response. In our previous work, the phase difference between the direct path and the 
reflected path has been modeled using the above-mentioned physics of the two-ray model [1].  
 
Modelling of the impulse response with delay and phase shift per tap is shown in figure 3 below. 

Figure 3: Phase shift model 
 
Figure 4 shows, at each time 𝑡, each path arrives after a delay 𝛥𝑡, which is a function of the 
distances for the direct path 𝑑 and the reflected path 𝑑1 + 𝑑2, and each path arrives at an 
amplitude 𝐴1 and 𝐴2 at phases 𝜃1 and 𝜃2. The calculation of the angle increment per tap was 
performed using equation (4) [1]. 
 
When all these considerations are applied to our simulation, we got a spectrum that shows a 
classical null which varies across the spectrum over time as shown in Figure 4.  

 Figure 4: Frequency Response over Time 
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Figure 4 shows the opportunity for OFDM modulation where certain tones have a good channel 
and other tones have poor channel. This has been demonstrated in our previous work [1]. 
 
 

DIVERSITY COMBINING OFDM 
 
The motivation here is to find multiple independent representations of this channel offset 
sufficiently in phase such that one or more of these representations will be a good channel. Such 
a representation would be an array of vertically stacked antennas such that each antennas output 
is a phase shifted version of the response. Such a response is shown in Figure 5, where 4 
responses are shown equally spread across the phase space. Note that in the spectrum one or 
more tones has a good response. 

 
Figure 5: Four Independent Equally Spaced Representations 

 

Now consider a diversity combining system that accumulates N independent channels and 
weighs the contribution of each channel proportional to its signal to noise ratio (SNR). Such a 
system is referred to as a Maximum Likelihood Combining (MLC) scheme [3]. A representation 
of such a novel system is shown below in Figure 6. 

 

                      Figure 6: Optimum Diversity Combining 
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Key to this structure is the use of an adaptive equalizer which operates tone by tone using a 
simple gradient technique for the amplitude and phase separately. This approach equalizes each 
OFDM tone (k) with an amplitude |Wk| and a phase Th(k) and then does a weighted sum of the 
outputs where the weights are 1/|Wk|. If the channel noise is uniform then the combiner is the 
optimal MLC described above. 

 

RESULTS  
 

A diversity combining scheme described above was developed in a simulated environment to 
demonstrate the performance of such a system. A classical 2 ray channel was selected with a 3 
dB SNR. In each case a Monte Carlo simulation with 800 frames of 64 tone OFDM was tested 
where the number of antennas was varied from 1 to 6. The first case is instructive with just one 
and two antennas as shown in Figure 7 below. 

                
Figure 7: Error Performance with One and Two  Antennas 

 

This shows for one antenna the presence of errors by tone and by symbol over the whole 500 
frame experiment. In this case as expected the signal is barely perceptible and the null is near 
tone 50. The overall bit error rate(BER) is about 10%, clearly a very poor channel. The two 
antenna case shows the beginning of some signal structure with an overall BER of about 2%. 
Examples of  4 and 6 tones are shown in Figure 8 below. 
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Figure 8: Error Performance for Four and Six Antennas 
 

Clearly results for 4 antennas is better (BER of  0.3%)and the results for 6 antennas significantly 
better (BER 0f 0.03%). These results on a 3 dB SNR channel with severe phase and amplitude 
distortion is significant. A plot of the BER results for configuration 1-6 shown in Figure 9 below. 
Figure 9 shows the clear trend of improvement with added antennas.  

 

 Figure 9: Log10 of Bit Error Rate vs Number of Antennas 
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ANTENNA SPACING CONSIDERATIONS 
 

The scheme presented here depends on the ability to configure antennas in a practical way for 
combining. Assuming a commonly used L band system at 1.5 GHz with a wavelength of about 
.2m, one can compute the phase difference of antennas at various heights for a vertically stacked 
array. Based on Eq (3) above the variation of path differential can be shown over, TA height, 
range and antenna height for values of antenna heights from 0-100m as shown in Figure 10 
below. 

    
Figure 10: Path Difference vs Range and Antenna Height 

 
This shows that reasonable antenna heights provide sufficient path (phase) differences such that 
a compromise choice of antenna heights will provide diverse channels for combining. It remains 
to show how to optimize antenna locations in a vertical stack. 

 

CONCLUSIONS 
 

This paper presents a novel method for diversity combining independent antennas for application 
in aeronautical applications. This method is shown by simulation to provide useable data with 4-
6 diversity antennas on a 2 ray channel with just 3 dB SNR. These results are motivation to 
pursue additional analysis and testing to further support this approach. 
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Abstract 

In response to repeated IT network compromise from its vast contractor base (Defense Industrial 

Base, DIB), the Department of Defense (DoD) will soon be mandating that its contractor’s IT 

environments satisfy requirements set out in their newly adopted Cybersecurity Maturity Model 

[1]. Failure to comply will result in companies not being allowed to bid on DoD contracts. While 

the scope of CMMC appears daunting, a closer inspection reveals reliance and reference to other 

well-established National Institute of Standards and Technology (NIST) guidelines for 

contractors, such as NIST SP 800-171 [2], as well as principles for a well layered IT security 

defense found in other standards. After reviewing the model and maturity compliance levels, 

areas of the model particularly germane to defense contractors involved in telemetry activities 

will be reviewed with emphasis on proposed strategies for both satisfying the mandate as well as 

successfully navigating impending CMMC audits. 

 

Goals of CMMC 

DoD has recently introduced its new Cybersecurity Maturity Model Certification (CMMC) to 

better effect consistent and comprehensive cybersecurity practice by defense contractors making 

up the Defense Industrial Base (DIB). The primary end goal of this enhanced cyber posture is the 

protection of both Federal Contract Information (FCI) and Controlled Unclassified Information 

(CUI) (associated with the contracts a company may be pursuing or have already been awarded) 

residing on contractor unclassified networks. 

The scope of CMMC is very expansive and not only spans the 110 requirements specified in 

NIST SP 800-171 but also includes requirements/control content from NIST CSF v1.1 [3], 

CERT RMM v1.2 [4], and NIST SP 800-53[5]. CMMC introduces the concept of “maturity 

level” of compliance/competency for each control on a scale from one to five. One being the 

most rudimentary, five being the most robust. The levels are cumulative in nature; so that for any 

achieved Level N of a control, a company will have demonstrated proficiency of requirements 

N-1, N-2, etc. as well. As of Sept. 29, 2020, CMMC is a requirement as part of the Defense 

Federal Acquisition Regulation Supplement (DFARS) 252.204-7021 [6]. This also requires 

compliance with NIST 800-171 as part of DFARS 252.204-7012.  



Importantly, in Jan. 2019 the Undersecretary for Defense issued a memo indicating its intent to 

have the Defense Contract Management Agency (DCMA) audit all tier one contractors for 

compliance with DFARS 252.204-7012—the so called “DIBCAC audit” by its Defense 

Industrial Base Cybersecurity Assessment Center (DIBCAC). Such audits involve submission of 

contractor Site Security Plans (SSP) for review (medium confidence) or high confidence audits 

in which an onsite evidence-based audits are performed on the 110 NIST 809-171 controls.  

 

Other CMMC Logistical Details 

Organizations will not be able to self-assess themselves to achieve certification. Instead, they 

will need to engage a CMMC accredited auditing organization (also referred to as a Third-Party 

Assessment Organization, C3PAO) to perform the evaluation. C3PAO’s must be accredited by 

the CMMC Accreditation Board (CMMC-AB). Amongst other DoD requirements, C3PAO’s 

must also demonstrate at least CMMC Level Three certification in their own organizations and 

have achieved ISO/IEC 17020. It is noteworthy that the CMMC-AB may direct C3PAO’s to 

conduct CMMC assessments prior to the C3PAO receiving their accreditation from the CMMC-

AB. 

 

The CMMC Framework 

At the core of the CMMC framework is the security assessment (CA), which seeks to identify 

security requirements through the development of a System Security Plan (SSP). The plan should 

have sufficient information in it to enable the organization to select and deploy security solutions 

that satisfy its security requirements in the following strategic areas: access control (AC), asset 

management (AM), audit and accountability (AU), awareness and training (AT), configuration 

management (CM), identification and authentication (IA), incident response (IR), maintenance 

(MA), media protection (MP), personnel security (PS), recovery (RE), risk management (RM), 

situational awareness (SA), systems and communications protection (SC), and system and 

information integrity (SI). Additional controls are defined in each of these security categories 

and they are summarized in the following sections.   

 

Access Control (AC), Asset Management (AM), Audit and Accountability (AU), Awareness 

and Training (AT), Configuration Management (CM) 

AC-C001 Establish System Access Requirements: Only allow authorized users on systems. 

AC-C002 Control Internal System Access: Least privilege concepts should be implemented 

(minimize privilege use and utilize privilege only when appropriate), separation of duties, and 

role-based access control. Secure wireless access. 



AC-C003 Control Remote System Access: Employ cryptographic privacy measures to secure 

confidentiality, monitor remote sessions, restrict access by external constraints such as time of 

day, geographic location, etc. Authorize remote execution of privileged commands. 

AC-C004 Limit Data Access to Authorized Users and Processes: Control CUI flow, encrypt CUI 

on mobile platforms, control data posted/processed on publicly accessible information systems. 

AM-C005 Identify and Document Assets: Establish procedures for handling/managing CUI data. 

AM-C006 Manage Inventory: Deploy capabilities that can identify/discover systems with 

specific configuration items (e.g., OS, etc.). 

AU-C007 Define Audit Requirements: Ensure actions of users can be traced on systems accessed 

and that this information is logged and regularly reviewed with alerting on audit logging failure. 

AU-C008 Perform Auditing: Create and retain system audit logs and aggregate into a central 

repository where analysis can be performed. Detect assets whose audit logs are not being 

collected and redress. Provide centralized time synchronization facility so audit time stamps are 

accurate and can be reconciled between disparate systems. 

AU-C009 Identify and Protect Audit Information: Guarantee the integrity of audit/log collection 

tools and data. Limit access to authorized personnel with need to use/maintain the systems. 

AU-C010 Review and Manage Audit Logs: Establish processes (manual and/or automated) for 

correlation/analysis to identify critical indicators of suspicious/unusual activity. Leverage 

reduction/report generation in logging tools to create on demand reports for specific analysis. 

AT-C011 Conduct Security Awareness Activities: Require cyber security training (updated 

yearly) for users, managers, and administrator that is appropriate to their level of interaction with 

IT devices. Also provide training on insider threat, social engineering, breaches, and threats. 

AT-C012 Conduct Training: Provide training so personnel can carry out their assigned IT duties 

aware of the security related implications of actions they may undertake. 

CM-C013 Establish Configuration Baselines: Create a configuration management database 

(CMDB) documenting hardware, firmware, and software found on IT systems. Employ a least 

functionality concept when configuring systems (i.e., minimum functionality required to provide 

services). Control and monitor user installed software. 

CM-C014 Perform Configuration and Change Management: Establish and enforce configuration 

security settings for IT devices, establish/enforce change processes and log, analyze before 

implementing changes, employ application allow/deny. Verify integrity of security sensitive 

software. Disable non-essential applications/protocols/services. 

 

 

 



Identification and Authentication (IA), Incident Response (IR), Maintenance (MA), Media 

Protection (MP), Personnel Security (PS) 

IA-C015 Grant Access to Authenticated Entities: Identify processes/users acting on behalf of 

others. Enforce minimum password complexity with re-use limitations and enforce immediate 

changes of temporary passwords. Passwords must be cryptographically protected at rest and in 

transit. Employ Multi Factor Authentication (MFA) for privileged accounts and VPN access to 

non-privileged accounts that are replay resistant. Do not re-use identifiers for specified period of 

time and disable for a period if inactivity. 

IR-C016 Plan Incident Response: Establish operational plan leveraging known attacker 

techniques and tactics. Employ forensic gathering techniques when compromise is detected. 

IR-C017 Detect and Report Events: Enable cyber security tools to detect and report threats, then 

analyze and triage events. 

IR-C018 Develop and Implement a Response to a Declared Incident: Initiate responses based on 

pre-defined established procedures. Track and report to internal/external entities as necessary.  

Establish a 24/7 Security Operation Center (SOC) to facilitate. Implement playbooks based on 

detected patterns. Establish a cybersecurity incident response team to resolve incidents when 

detected and confirmed. 

IR-C019 Perform Post Incident Reviews: Perform root cause analysis to determine causality. 

IR-C020 Test Incident Response: Test organization incident response capability with 

unannounced and announced exercises. 

MA-C021 Manage Maintenance: Perform regular and directed maintenance on organizational 

systems while enforcing controls on personnel conducting the maintenance. Ensure CUI 

sanitization prior to sending equipment offsite. Virus test any vendor software brought in to 

conduct diagnostic tests. Require MFA for non-local maintenance sessions. Supervise 

maintenance personnel if they lack sufficient access authentication. 

MP-C022 Identify and Mark Media: Clearly mark CUI and state distribution limitations. 

MP-C023 Protect and Control Media: Physically protect storage of media containing CUI in both 

paper and digital forms. Prohibit use of portable storage devices without known owner and 

otherwise control when owner is known. Limit access to CUI to authorized users only. 

MP-C024 Sanitize Media: Sanitize federal contracting information (and/or CUI) on system 

media before disposal or re-use per appropriate NIST standards. 

MP-C025 Protect Media During Transport: Perform accountable transport of digital media 

containing CUI outside controlled areas. Leverage cryptographic protections unless otherwise 

protected by other physical safeguards. 

PS-C026 Screen Personnel: Perform background checks on personnel before providing them 

access to systems containing CUI. 



PS-C027 Protect CUI During Personnel Actions: Ensure CUI is protected (i.e., the CUI the 

employee had access to) during personnel actions such as termination and transfers. 

PS-C028 Limit Physical Access: Limit access to data centers containing organization IT 

equipment. Employ physical security measures at the data center (e.g., cameras, locks, etc.).  

Escort visitors to the data center while maintaining access logs. 

 

Recovery (RE), Risk Management (RM), Security Assessment (CA), Situational Awareness 

(SA), System and Communications Protection (SC), System and Information Integrity (SI) 

RE-C029 Manage Backups: Perform and test incremental and full back-ups on a regular basis. If 

back-ups contain CUI, employ appropriate privacy technologies to secure. 

RE-C030 Manage Information Security Continuity: Ensure organization availability criteria are 

met for all systems managing critical operational data. 

RM-C031 Identify and Evaluate Risk: Perform risk assessments on a regular basis to evaluate 

impact to organizational operations. Perform vulnerability scanning and leverage threat 

intelligence. Perform scans to detect unauthorized port use. 

RM-C032 Manage Risk: Patch detected vulnerabilities in a timely manner while developing risk 

mitigation plans. Establish an exception process for non-allowed software. Separately manage 

non vendor supported products. Analyze effectiveness of deployed security solutions annually 

and whether organization acceptable risk criteria are being violated. 

RM-C033 Manage Supply Chain Risk: Develop and update a supply chain risk plan. 

CA-C034 Develop and Manage a System Security Plan (SSP): The system security plan is a 

living document. It describes how security requirements are satisfied with the deployment of 

selected security tools, while also documenting system boundaries, operating environments and 

connections between networks and systems.  The organization’s strategic long-term 

cybersecurity plan, as incrementally implemented, will be reflected in modifications to the SSP. 

CA-C035 Define and Manage Controls: Controls should be assessed on a periodic basis to 

evaluate both their appropriate application and effectiveness. Develop plans of action to correct 

vulnerabilities. Periodically perform penetration tests and red teaming in order to evaluate the 

effectiveness of deployed defenses. 

CA-C036 Perform Code Reviews: When software is developed internally and used as enterprise 

software in the organization, employ secure code development operational paradigms, such as 

performing code walk-throughs, use of code scanning tools, use of documentation frameworks, 

use of revision control systems, etc., in order to better ensure attack resistant applications are 

developed and maintained. 

SA-C037 Implement Threat Modeling: Subscribe to cyber threat intelligence services, while 

establishing and maintaining a cyber-threat hunting capability to search for indications of 



compromise on organizational systems. Implement security architectures which facilitate easy 

sharing of indicators of compromise. 

SC-C038 Define Security Requirements for Systems and Communications: Leverage NIST FIPS 

140-2 evaluated products to protect the confidentiality of CUI at rest and in transit, while also 

appropriately managing and securing cryptographic keys. Validate the authenticity of 

client/server communication sessions. Use logical and physical isolation techniques where 

appropriate. Collect and save packet traffic and retain for an appropriate period of time. Encrypt 

sessions for management of network devices and isolate administration of high valued assets.  

Separate user/system management functionalities while preventing data leaks from shared 

system resources. Monitor and control use of mobile code and Voice over IP. Finally, ensure 

only appropriate ports and protocols are being used. 

SC-C039 Control Communication at System Boundaries: Monitor and protect organizational 

communication at key boundaries. Establish a DMZ (neutral zone) to separate publicly 

accessible systems from systems on internal networks. Implement Domain Name System (DNS) 

and URL filtering and use threat intelligence to block DNS requests from reaching malicious 

domains. Leverage sandboxing technologies to quarantine suspected malicious packet content. 

SI-C040 Identify and Manage Information System Flaws: Monitor advisories and system alerts 

to correct system flaws in a timely manner. Leverage threat indicator mitigation data from 

external organizations to feed into threat hunting and intrusion detection activities. 

SI-C041 Identify Malicious Content: Employ technologies to periodically scan for and detect 

malicious code at appropriate venues within the IT network. Dynamically scan whenever new 

content is downloaded from external sources. Update detection signatures or heuristic algorithms 

as new releases become available from the vendor. 

SI-C042 Perform Network and System Monitoring: Monitor systems and communications for 

indicators of attack. Block spam. Monitor end user behaviors to detect anomalous activity and 

unauthorized use of organizational systems. 

C043 Implement Advanced E-mail Protections: Use sandboxing to block suspicious email and 

implement email forgery protections (e.g., filtering based on sending server’s reputation, filtering 

based on checking DNS records of sending server, etc.). 

 

CMMC and Related Governance Mandates 

As previously mentioned, CMMC controls embody requirements from a number of governance 

regimens, mostly notably NIST SP 800-171.  Table 1 depicts the nearly identical higher-level 

general control category overlap between the two mandates. However, don’t be confused; 

CMMC defines many more than the 110 NIST 800-171 controls (in excess of 170). Remember, 

while the categories might be generally the same or identical, in CMMC, there are the five 

differing maturity levels in a particular control category—and it’s at the higher levels of CMMC 

maturity compliance where more than the 110 NIST 800-171 controls come into play: at Level 3 



approximately an additional 20 controls; at Level 4, over an additional 40 controls; at Level 5; 

over 60 additional controls. These additional controls come from many different compliance 

mandates including: NIST 800-53, CERT RMM v1.2, ISO 27002, CIC, and CSC 7.1.  

Conversely, the lower levels of CMMC cover only a subset of the NIST 171 

Table 1. CMMC and NIST SP 800-171 control categories.  The broader control categories 

are almost all identical.  But actual control coverage similarity depends on the maturity 

level of CMMC compliance achieved. 

CMMC 

Identifier 

CMMC Control Category NIST SP 800-

171 Identifier 

Equivalent NIST SP 800-

171 Control Category 

AC Access Control  3.1 Access Control 

AM Asset Management   

AU Audit and Accountability 3.3 Audit and Accountability 

AT Awareness and Training 3.2 Awareness and Training 

CM Configuration Management 3.4 Configuration Management 

IA Identification and 

Authentication 

3.5 Identification and 

Authentication 

IR Incident Response 3.6 Incident Response 

MA Maintenance 3.7 Maintenance 

MP Media Protection 3.8 Media Protection 

PS Personnel Security 3.9 Personnel Security 

RE Recovery   

RM Risk Management 3.11 Risk Assessment 

CA Security Assessment 3.12 Security Assessment 

SA Situational Awareness    

SC Systems and Communications 

Protection 

3.13 System and Communication 

Protection 

SI System and Information 

Integrity 

3.14 System and Information 

Integrity 

  3.10 Physical Protection 

 

Controls—at CMMC Level 1 only about 15% coverage and at CMMC Level 2, somewhere 

above 60%. 

Not surprisingly, it is anticipated, going forward, there will be an audit reciprocity between the 

two standards at CMMC maturity Level 3 and above. For instance, if an organization had 

recently undergone a DIBCAC audit (addressing NIST 800-171 controls) and successfully 

satisfied the 110 guidelines, then the C3PAO performing a CMMC audit on the same 

organization would not revisit/examine any of the NIST 171 controls successfully achieved in 

the prior audit (again, within a yet to be specified timeframe of the prior DIBCAC audit). While 

the concept of reciprocity will likely exist between the audit framework regiments; one concept 

will not convey; and that is with respect to Plans of Action and Milestones (POAMs). While 

such a concept exists to redress unsatisfied controls in the DIBCAC audit, the notion does not 

exist in CMMC. No POAMs will be allowed. 



 

Preparing for the Audit 

Except for those audits performed in the CMMC Pilot Program, no DIB contractor has had a 

CMMC audit yet, but many have had a DIBCAC audit. The general approach used to prepare for 

a DIBCAC audit should also suffice for the looming CMMC audit. First and foremost, make sure 

the organization System Security Plan (SSP) is rock solid for the CMMC compliance maturity 

level the organization desires to achieve. In this phase do not only leverage the organization’s 

Governance Risk & Compliance (GRC) team, but all key players in the CISO Office. While it is 

true the GRC team probably wrote the SSP, it’s the other CISO office players (operations, 

engineering, etc.) that have the hands on experience with the tools deployed that address the 

compliance goal controls—and very frankly, are in a better position than the GRC team to vet 

the accuracy and completeness of the various sections in the SSP. In other words: it’s “all hands 

on deck” to vet the SSP and shore it up! 

Once there is high degree of confidence that the SSP is accurate, the next phase should be 

collecting the compliance evidence/artifacts auditors/reviewers are likely to request to confirm 

the assertions made in the SSP. This will typically require interacting with a great number of 

individuals in the broader CIO organization. Sometimes third party GRC tools can be of aid in 

collecting and managing compliance artifacts, especially in larger organizations. However, GRC 

tools are expensive, require a great deal of training to use effectively, and demand a large 

number of people in the organization to support. It is for this reason that it is just as common for 

organizations to employ shared folders and spreadsheets to “manually” manage their compliance 

artifacts. 

Once the compliance evidence is aggregated, perform practice audits. The “auditors” can be 

members of the CISO office, the CIO organization, or the company security office. Outside 

consultants with appropriate expertise can also be engaged (for the practice audits or any other 

audit preparation steps previously discussed). 

 

Of Special Interest to the Telemetry Practice 

In the telemetry practice, data and the systems used to break down and analyze the telemetry data 

are the most important elements of a post-processing architecture. Thus, CMMC controls in 

Media Protection (MP), Access Control (AC), Identification and Authentication (IA), Recovery 

(RE), Systems and Communications Protection (SC), and System and Information Integrity (SI) 

play significant roles. Remember, CMMC and NIST SP 800-171 are focused on protecting the 

confidentiality of CUI. While it would be possible for telemetry data to be categorized as CUI, 

it’s just as possible for it to be unclassified or classified at a secret level.  Whatever, the 

classification level, its importance with respect to the characterization of the product with which 

it is associated, is the vital factor; therefore, it must be robustly protected.  The principles in the 

above-mentioned control categories are critical to establishing such a protection framework.   



First, Access Control (AC) is fundamental. Telemetry data (reduced or not) resides both on 

premise and on remote servers. These systems must employ least privilege and role-based access 

methodologies to ensure both limitations on access to both system resources and data.  NIST 

FIPS 140-2 cryptographic technologies should be used to minimally secure remote sessions, 

encrypt data on mobile platforms, and secure on-premise wireless connections. Identification and 

Authentication (IA) of users trying to access the telemetry data is also important. Multi Factor 

Authentication should minimally be employed for privileged accounts and general ones as well if 

practical. Minimum length passwords should be cryptographically protected at rest and in transit.   

Telemetry data must also be protected in transit and where stored and this is where Media 

Protection (MP) controls come into play. Digital media platforms first must be physically 

protected. NIST FIPS 140-2 cryptographic technologies should then be used to secure telemetry 

data at rest and in transit. Use of portable storage technologies should be tightly controlled and 

only utilized when known owners of the portable storage devices can be determined. When 

storage media is to be retired; they should be sanitized per recommended NIST standards. 

Telemetry data is very valuable as the costs with setting up the complex tests to collect data from 

systems under study are substantial. Thus, there must be a robust data Recovery (RE) program in 

place to restore telemetry data that might be lost due to client, server, and or disk failures.  

System data must be actively backed up (and secured) on a regular basis, and periodic tests must 

be performed demonstrating successful recovery of data. Backup to remote systems (i.e., off 

premise) is preferred. 

Finally, System and Communication Protection (SC), as well as System and Information 

Integrity (SI) are also important to best protect the systems with telemetry data on them; and 

further, to prevent threats from being injected into these platforms. The validity of client/server 

communications should be monitored and confirmed as well as at key boundaries. Establish a 

DMZ to separate publicly accessible systems from systems on internal networks.  Only 

appropriate ports and protocols should be used. Packet data should be retained for designated 

periods of time for closer examination in case Indicators of Compromise (IOC) are identified at 

some later point. Threat intelligence advisories should be subscribed to and monitored. End point 

Defense and Response (EDR) technologies should be employed, including anti-virus tools. 

Networks Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) should also 

be deployed. Finally, email protection tools should not be overlooked in order to prevent threats 

from entering the telemetry reduction and analysis environment via phishing or malware 

embedded in email attachments. 

 

Summary 

The Department of Defense is introducing CMMC in order to make the Defense Industrial Base 

more resistant to cyber-attacks. While many CMMC controls closely mirror NIST SP 800-171, 

additional controls are introduced at higher maturity levels of CMMC certification (notably 

Levels 3-5). While Levels 1 and 2 involve fewer of the NIST SP 800-171 controls, they are still 

important, because they represent a lower bar of security capability less cyber security savvy 



contractors can achieve to mount a respectable defense against some cyber threats. This affords  

them the opportunity to erect some defenses they might not have otherwise attempted facing 

required implementation of all 110 of the NIST SP 800-171 controls they would otherwise not be 

able to achieve. Several of the CMMC control categories are very germane to better protecting 

telemetry data, including Media Protection (MP), Access Control (AC), Identification and 

Authentication (IA), recovery (RE), systems and communications protection (SC), and system 

and information integrity (SI). Deploying security solutions that address controls in these 

categories can better protect telemetry post-processing environments from compromise and 

attack. 
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ABSTRACT

Physical layer security is becoming an emerging and vital feature in wireless communications.
In contrast to cryptographic techniques employed in the application layer, physical layer security
uses a different approach that exploits advanced signal processing techniques. One of the physical
layer security techniques uses directional modulation, which distorts signal modulations along the
directions of the eavesdroppers. The performance of directional modulation techniques can be im-
proved further by using intelligent reflecting surfaces (IRS). In the literature, IRS has been used to
improve the signal quality at the desired user while simultaneously suppressing the signal strength
at the undesired user. In this paper, we investigate the performance of directional modulation with
artificial noise in the presence of an IRS. The bit error rate (BER) results show that the proposed
method delivers data to a legitimate user with low error probability while it raises the error rates at
the eavesdroppers located near the legitimate user.

INTRODUCTION

One of the main challenges in wireless communications is the security of the transmitted data.
This can be achieved through the use of cryptographic techniques. However, these techniques re-
quire safe delivery of the secret key. Physical layer security can provide an alternative approach
to the security of the transmitted data [1]. One such technique is the method of directional mod-
ulation (DM) where the modulation formats of the transmitted data arriving at the legitimate user
differ from the modulation formats that arrive at the eavesdroppers. Many such techniques are
extensively studied in the literature. An orthogonal vector approach for multi-beam directional
modulation along with artificial noise (AN) is studied in [2]. AN aided zero-forcing (ANZF)
synthesis approach for multi-beam directional modulation is proposed in [3] that allows similar
performance with lower computational complexity. In [4], a two-step iterative convex optimiza-
tion of DM with AN (ICODA) algorithm is proposed to design user-specific transmit vectors for
each symbol. ICODA allows data reception at the desired receivers with low error probabilities
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while it imposes specific higher bit error rates in the eavesdropper directions.
Recently, there have been significant interests in studying intelligent reflecting surfaces (IRS) in
wireless communications. This novel technology helps in controlling the transmission environ-
ment. The signals scattered from the IRS are focused towards the user. The concept of IRS is
evolved from software-controlled metasurfaces. The IRS is made of tunable electromagnetic (EM)
surface patches that pose various wireless communication properties [5]. IRS has been studied to
make 5G and beyond wireless communications more efficient by increasing the beamforming gain
and energy efficiency [6].
The use of IRS in providing physical layer security has also been receiving considerable attention.
In [7], a joint optimization of the transmitting beamformers and the IRS phase shifters is con-
structed to maximize the minimum secrecy rate in a IRS-empowered network under the scenarios
of continuous and discrete phase shift matrices. Optimization problem to maximize the sum rate
of the system to provide secure and robust communication from potential eavesdroppers is formu-
lated in [8]. The design of a multi-IRS communication link is also presented in [8]. IRS-assisted
wireless network aided with AN for enhancing the physical layer security is studied in [9]. It is
proven that the combination of IRS and AN can perform better by achieving the maximum secrecy
rate. Several other research activities involving IRS-aided communication is summarized in [10].
In this paper, we combine the ideas of ICODA and IRS to propose a new method for providing
physical layer security in wireless communications. Therefore, the proposed method is an exten-
sion of the ICODA algorithm. Our work develops an algorithm to jointly optimize the IRS passive
reflecting coefficients, the transmit symbol vectors and the AN components for various orienta-
tions of the legitimate user and the eavesdroppers. The bit error rate (BER) results show that the
performance of ICODA can be significantly enhanced by combining with an IRS. The method,
however, involves higher implementation complexity that needs to be addressed in the future.
The notations used in this paper are described as follows. The bold lowercase and uppercase let-
ters are used for vectors and matrices respectively. The notations (.)H , (.)T , tr(.), E[.], ‖.‖, IN ,
and 0N×M represent conjugate transpose, transpose, trace, expectation, Euclidean norm, N × N
identity matrix, and N ×M zero matrix respectively.

(
n
r

)
= n!

r!(n−r)! , where n! is the factorial of n.
Ci×j denotes i× j complex matrix. CN (µ, σ2) denotes complex Gaussian distribution with mean
µ and variance σ2. The Q function is defined as Q (x) = 1/

√
2π
∫∞
x

exp (−y2/2) dy.

SYSTEM MODEL

We consider a downlink wireless system consisting of an access point (AP) transmitting data to a
single-antenna legitimate user. The AP uses a uniform linear array of N antenna elements with an
inter-element spacing of d. The legitimate user is surrounded by U eavesdroppers (Eve) as shown
in Fig. 1. We assume that the direct link between the AP and the legitimate user is blocked by large
obstacles such as high rise buildings. Therefore, the AP uses the path through the IRS to com-
municate with the legitimate user. The IRS is a planar array with L reflective elements arranged
in the form of a rectangle with Lx elements along the horizontal line and Ly elements along the
vertical line so that L = LxLy. The AP and the IRS are assumed to be on high altitudes so that the
reflection and scattering effects from other objects are negligible as assumed in [8].
Let the IRS be oriented at an angle θ̃ from the transmit antenna axis of the AP. Similarly, let θ
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and ψ be the inclination and azimuth angles of the incoming beam at the IRS. Note that the in-
clination angle is the angle that the beam makes with the normal of the IRS plane whereas the
azimuth angle is the angle between a vertical line on the IRS surface and the projection of the
incident beam direction on the IRS plane. It is clear that the channel matrix from the AP to
the IRS is given by F = aL(θ, ψ)bHN(θ̃), where aL(θ, ψ) and bN(θ̃) are the array response vec-
tors of the IRS and the AP respectively. Defining κ = 2π/λ, where λ is the wavelength, we
can express the array response vectors as aL(θ, ψ) = [1, . . . , exp(jκd sin θ(lx sinψ + ly cosψ)),
. . . , exp(jκd sin θ((Lx − 1) sinψ + (Ly − 1) cosψ))]T and bN(θ̃) = [1, . . . , exp(jκdm cos θ̃),
. . . , exp(jκd(N − 1) cos θ̃)]T , where 0 ≤ lx ≤ Lx − 1, 0 ≤ ly ≤ Ly − 1, and 0 ≤ m ≤ N − 1.
We next focus on the transmission links from the IRS to the legitimate user and the eavesdroppers.
Let θ0 and ψ0 be the inclination and azimuth angles at the IRS for the outgoing beam to the legit-
imate user. Similarly, let θu and ψu be the inclination and azimuth angles for the outgoing beam
to the uth eavesdropper, u ∈ {1, . . . , U}. Therefore, the channel response from the IRS to the
legitimate user is defined as h0 = aL(θ0, ψ0), and the channel response from IRS to the uth eaves-
dropper is defined as hu = aL(θu, ψu), u ∈ {1, . . . , U}. Each IRS element inserts a phase shift
in the beam. These phase shift values are represented using an IRS phase shift matrix Φ∈CL×L,
where Φ = diag([ejφ1 , . . . , ejφL ]) is a diagonal matrix and φl ∈ [0, 2π) is the phase shift induced
by the lth element of IRS.

Figure 1: Downlink transmission model through an IRS.

Let x be the transmit vector from the AP to the legitimate user. This transmit vector is constructed
as

x = s + z, (1)

where s is the signal vector and z is an AN vector. The signal vector s carries data to the legitimate
user, and for anM -ary system, s is selected from a set ofM waveforms such that s∈{s1, . . . , sM}.
The design of these M waveforms is addressed later in this paper. As in [4], the AN vector z is
obtained as z =

√
ξρBw with the difference that the matrix B now incorporates the effect of

the IRS phase shift matrix as B = IN − (FHΦHh0h
H
0 ΦF)/(hH0 ΦFFHΦHh0). The vector w

is Gaussian with its i-th component given as wi ∼ CN (0, 1). Its components are independent.
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The parameter ρ = 1/tr(B) is the normalization factor, and ξ = E [‖z‖2] is the total average AN
power.
A stacked symbol vector containing all the M symbols is constructed as s̃ =

[
sT1 , . . . , s

T
M

]T . This
paper then formulates the problem as the joint optimization of s̃, Φ, and the AN power ξ so that the
power delivered at the legitimate receiver is maximum for the received M -ary symbols and the bit
error rates at the eavesdroppers are above a certain value. This is required to be performed under
the condition of a maximum allowed transmit power.

JOINT OPTIMIZATION OF DM, AN AND IRS PHASES

The received signal at any user is given by

yk =
(
hHk ΦF

)
x + n, (2)

where k = 0 for the legitimate user and k = 1, 2 · · · , U for the eavesdroppers, n is the ad-
ditive white Gaussian noise (AWGN) with zero mean and variance σ2. Let si be the transmit-
ted signal vector corresponding to a received M -ary symbol ai at the legitimate user so that
ai ∈ {a1, . . . , aM}. The symbol ai is received without any distortion at the desired receiver if(
hH0 ΦF

)
x =

(
hH0 ΦF

)
(si + z) = νai for all i, where ν is a constant. The symbol error rate

(SER) Pu at the uth eavesdropper is lower bounded by [4], [11],

Pu ≥
2

M
Q

(√
Γ
(u)
min

)
, (3)

where Γ
(u)
min = d2min/2N0, dmin is the minimum Euclidean distance for the received constellation,

and N0 is the noise power spectral density. From (3), the SER at the eavesdropper can be ensured
to be larger than a specific value by forcing the value of Γ

(u)
min to be lower than a threshold value of

γth. For instance, if we want the SER to be at least 0.02 at the eavesdropper u, then the threshold
value γth needs to be 3.07 based on (3). The squared Euclidean distance between signal vectors si
and sj received at the u-th eavesdropper is given by

d2i,j(u) = ‖hHu ΦF (si − sj)‖2 (4)

For simplicity of notations, we define l to represent a specific pair of the signal vectors i and j so
that l ∈ {1, . . . ,

(
M
2

)
}, 1 ≤ i ≤M , 1 ≤ j ≤M , and i 6= j. The noise variance at the eavesdropper

u is N0 = σ2 + ξρ2‖(hHu ΦFB)H‖2. This brings us to the definition of Γu,l

Γu,l =
d2l (u)

2N0

=
‖hHu ΦF (si − sj)‖2

2σ2 + 2ξρ2‖(hHu ΦFB)H‖2
. (5)

For any eavesdropper u, the value of Γu,l should be less than a threshold value (γth) for at least one
symbol pair out of the available

(
M
2

)
pairs so that the SER requirement is met as needed in (3). To

be consistent with (3), we define Ω as a non-negative weighting coefficients matrix, where ωu,l is
the (u, l)-th element of Ω constrained by (11) and (12) as in [4]. The joint optimization for s̃, Φ, ξ
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and Ω is formulated as

max
s̃,Φ,ξ,Ω

ν (6)

subject to
1

M
‖s̃‖2 + ξ ≤ Pmax (7)(

hH0 ΦF
)
x = νai for all i (8)

1

M

M∑
i=1

si = 0N×1 (9)∑
l

ωu,lΓu,l ≤ γth for all u (10)∑
l

ωu,l = 1 for all u (11)

ωu,l ≥ 0.0001 for all u, and l (12)

In the above formulation, (6) maximizes the received signal power at the legitimate user, (7) en-
sures that the transmit power stays below a maximum permissible limit, (8) forces reception of
correct symbols at the legitimate user, (9) forces each signal vector to be of zero mean, (10) im-
poses the minimum SER requirement at the eavesdroppers, and the last two conditions ensure that
the coefficients ωu,l are valid coefficients. Note that in (8), the vector x on the left side essen-
tially becomes si since the effect of the AN vector z disappears at the legitimate user as per the
formulation. Hence, random AN vector generation is not needed in the optimization. The opti-
mization problem is solved using problem-based nonlinear optimization toolbox of Matlab with
step tolerance and constraint tolerance of 10−6.

NUMERICAL RESULTS

In our numerical results, we use N = 5, d = λ
2
, θ̃ = 30◦, θ = 60◦, ψ = 30◦, σ2 = 0.1, Pmax = 1

and M = 4. Unless otherwise mentioned, we also set γth = 3 so that the minimum SER at the
eavesdroppers is at least 0.02. The azimuth angle of the outgoing beam from the IRS is kept at
ψt = 60◦ for t = 0, 1, . . . , U .
Figure 2 demonstrates the BER results against the inclination angles of the users oriented at the
IRS for a moderate guaranteed security scenario so that the SER at the eavesdroppers is at least
0.02 as mentioned earlier. The inclination angle of the legitimate user is θ0 = 45◦. The number
of eavesdroppers is U = 2, and the eavesdropper’s inclination angles are θ1 = 43◦ and θ2 = 47◦.
The proposed model is found to be capable of handling additional eavesdroppers in the inclination
angle ranges of 0◦ ≤ θu ≤ 43◦ and 47◦ ≤ θu ≤ 90◦. This is similar to the behavior observed in [4].
By aligning the eavesdroppers as closely as possible to the desired user, more stringent constraints
can be enforced. The optimization problem is solved individually for different values of L. The
results show that a higher value of L makes the main BER beam narrower and more focused on
the legitimate user direction. For example, at an inclination angle of 43◦, the BER for an IRS of
size L = 8 is 0.5 × 10−3 but it becomes 0.05 when L is raised to 16. For the IRS of size L = 32,
the BER reaches 0.48 thus giving a high level of physical layer security.
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Figure 2: BER versus inclination angles of users at the IRS for moderate guaranteed security.
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Figure 3: BER versus inclination angles of users at the IRS for high guaranteed security.

In Fig. 3, we demonstrate the BER performance against the inclination angles of the users oriented
at the IRS for a high guaranteed security scenario so that the SER at the eavesdroppers is at least
0.1 even with L = 8. Note that because of the imposition of higher SER at the eavesdroppers, the
BER at the legitimate user also becomes larger. However, the legitimate user can still detect data
using appropriate error correction codes. Similar to the moderate security case, the use of higher
L is found to improve the overall BER behavior.
Although it is difficult to make an exact comparison between the proposed IRS assisted method
and ICODA due to the differences in the angular orientations, we still present an approximate
comparison in Fig. 4. For ICODA, we select the best possible BER performance results by varying
the user orientation from 5◦ to 90◦ at a step of 5◦ and placing two eavesdroppers at ±4◦ around
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Figure 4: BER performance comparison of IRS model vs ICODA model.

the desired user. This is found to occur when the desired user is inclined at an angle of 60◦ with
respect to the antenna axis. For the proposed IRS model, the angle of inclination of the legitimate
user is θ0 = 45◦, whereas the eavesdropper inclination angles are θ1 = 41◦ and θ2 = 49◦. The
BER at the location of the eavesdroppers is found to be 0.026 for the ICODA model, whereas the
use of IRS makes the BER 0.5, thus giving 20 times better BER security than ICODA. However,
this benefit comes at the cost of increased system complexity.
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Figure 5: BER at the desired receiver as the eavesdropper moves away by an angular shift.

Figure 5 shows the BER performance at the legitimate user. Only one eavesdropper is considered
so that U = 1. The eavesdropper keeps moving away from the legitimate user by an angular shift.
For the proposed model, the desired user has an angle of inclination of θ0 = 60◦, whereas for
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the ICODA and ANZF, the desired receiver has an orientation of 60◦ from the transmitter array.
The figures shows that the use of IRS improves performance at the desired user over ICODA and
ANZF. All constraints are kept similar as in [4] for ICODA and [3] for ANZF.

CONCLUSIONS

The use of IRS in providing physical layer security is studied. This is done by adding an IRS
to the ICODA algorithm and then performing a joint nonlinear optimization over the symbol set,
AN power, and the IRS coefficients. It is found that the proposed approach gives better BER
performance at the legitimate user while raising the BER at the eavesdroppers. The use of more
IRS elements improves performance even further. The performance improvement of the IRS model
over ICODA and ANZF techniques is demonstrated. The results show that the proposed idea
is highly promising but the performance improvement is achieved at the cost of implementation
complexity. Therefore, one possible future direction of study would be to reduce implementation
complexity to the level of ICODA and ANZF. Future work can also explore secured transmission
of data to multiple legitimate users.
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ABSTRACT

With the rise of the Internet of Things (IoT), wireless networks like WiFi are ubiquitous in today’s
world. The widespread adoption of WiFi networks leads to correspondingly widespread attacks
on these networks. WiFi attacks exploit vulnerabilities in the physical layer or the datalink layer
specification of the protocol, making detecting and stopping these threats a challenging task as en-
cryption based security solutions are harder to deploy. In this paper, we measure the performance
of online learning classifiers, specifically Hoeffding Tree (HT), K-nearest neighbours (KNN), Ac-
curacy Weighted Ensemble Classifier(AWEC),and Half-Spaced Treed(HST), to detect attacks on
WiFi networks. The experimental evaluation is performed on Aegean WiFi Intrusion Dataset 2
(AWID 2) and Aegean WiFi Intrusion Dataset 3 (AWID 3). Experimental evaluations show that
HT has the best accuracy of 98% for both the datasets, but takes training on 300,000 packets to
reach this performance. While HST and KNN converged more quickly, they were never more ac-
curate than HT after 70,000 iterations or AWEC after 140,000 iterations. For this reason HT and
AWEC are the most highly rated out of the classifiers examined.

INTRODUCTION

Most wireless networks, including the WiFi networks, operate on the Physical and the Datalink
layer of the Open Systems Interconnect (OSI) model. The Physical layer specification of the pro-
tocol (IEEE 802.11) governs the physical signal transmitted over the medium, while the Datalink
layer governs the encoding of the physical signal. The traditional approach to network security
emphasizes using encryption to achieve security by achieving Confidentiality, Integrity, and Avail-
ability (CIA). This approach does not apply to protocols operating on the Physical and the Datalink
layer. These protocols need both the communicating parties to know the keys before the com-
munication, making it impractical for dynamic communications where new connection paths are
constantly being created and destroyed. Thus, to secure WiFi networks (by achieving CIA), it is
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necessary to design and build Intrusion Detection Systems (IDS) capable of detecting all (both
known and zero-day) attacks on the WiFi network.

Traditionally, IDS are classified into signature based IDS and anomaly based IDS. Signature based
IDS rely on a previously known attack signature database to detect the attacks by matching ob-
served activity to the attack signatures in the database. Although easy to design, signature based
IDS cannot detect any attack not present in its signature database, making it incapable of detecting
new or modified attacks. For instance, signature based IDS for the WiFi protocol will be unable
to detect the modified deauthentication attack presented by Satam et al. [13], as this attack has
a different attack signature than a traditional deauthentication attack. Anomaly based IDS rely
on understanding the normal behavior of a system to detect attacks. Generally, final threat clas-
sification is through statistical or machine learning techniques. Although anomaly based IDS are
difficult to design, they can detect all attacks, including zero day attacks on the system. [5, 8, 13]

This paper investigates what quantity of data is required for convergence of online machine learn-
ing classifiers while simultaneously comparing their accuracy. Whenever going above 140,000
iterations HT and AWEC are always more accurate. Before 140,000 has been reached AWEC may
or may not be better, depending upon the dataset and the quality of its initial classifiers. With the
exception of a small gap of approximately 70,000 iterations at the beginning of training on AWID
2, HT is always superior to HST and KNN. AWEC and HT have tradeoffs that may make one or
the other ideal for a given dataset.

RELATED WORKS

As Wi-fi’s increasing prevalence has made it an indispensable technology, so to is securing wire-
less systems. Much research has been done creating intrusion detection systems utilizing machine
learning. A literature review scoped to AWID 2 found a consistant pattern of utilizing feature se-
lection followed by a machine learning classifier. The AWID 2 dataset has 156 features in which
each feature is a a portion of a 802.11 frame[11]. Alotaibi et al. [4] utilized a feature selection tech-
nique based on the Extra Trees ensemble method to improve the accuracy, and more importantly,
to expedite detection time. This resulted in 20 features being selected. The features were then run
through three classifiers (extra trees, random forests, and bagging) with each classifier making its
own determination if the packet is an attack or benign and the three classifiers vote to determine
the final outcome [4]. Vaca et al. [6] performed feature selection by dropping any feature that had
more than 50% empty values and then using a correlation heat map. From the correlation heat map
whenever two or more features showed a strong (direct or inverse) correlation, only one feature
would be kept. This resulted in 18 features being selected. A bagging, extra trees, random forest,
and xgboost classifier were then compared, and revealed random forest to be the most accurate of
the classifiers [6]. Qin et al. [7] used a similar two dimensional scrubbing technique for feature
selection that yielded a similar, but slightly different 18 attributes. These attributes were then run
through multiple SVM classifiers that had slight variations [7]. Multiple works focused on various
types of neural networks [5, 8, 10]. Ran et al. [5] used all features except those that had string
attributes or had identical values to other features, which left 95 features remaining. Duan et al. [8]
used dimensionality reduction to arrive at a subset of 45 features from the original 156. Feng et al.
[10] selected a subset of the original attributes and performed one hot encoding for 116 attribute
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set. In general, classifiers utilizing any form of neural network utilized a much larger quantity of
features. R. Abdulhammed et al. [9] focused on feature selection and found that with as few as
five features accuracy of over 95% could be expected. Increasing the quantity of features generally
increased the accuracy, but that there were some exceptions to this. Utilizing the ten feature set,
accuracy was generally found to be near 96% [9].

A unique approach seen in Satam et al. [14]. is the use of N-grams. First an observation-flow
is created by coalescing all the packets sent between a source and destination pair. An N-gram
is then created from this flow by grouping n of the packets together. The illustration in Figure 1
exemplifies both an observation flow and an N-gram. This provides temporal data about the com-
munication stream that can be extremely useful in detecting and categorizing attacks. [14].

Figure 1: Ngram creation from an observation flow with N=4 [13].

While online (sometimes called incremental) learning is not as prevalent in intrusion detection
systems, work in this area has already been done. Qaiwmchi et al. [14] created an online sequential
extreme learning machine single layer and a variant that also included back propogation through
the nueral network. It exhibited accuracies of 98% and 99% on the CICIDS-2017, KDD 99, and
NSL-KDD 99 datasets [14]. Nixon et al. [15] utilized a Naive Bayes Classifier, a Drift Detection
Method, a Drift Detection Method based on Hoeffding’s Inequality, and a Hoeffding Adaptive Tree
on the UNSW-NB15 and KDD Cup 1999 datasets. In evaluating the KDD Cup 1999 dataset all
classifiers except for Naive Bayes had over 99% accuracy. Results on the UNSW-NB15 were much
more varied with the Hoeffding Adaptive Tree posting the highest accuracy at 83% [15]. Huang
et al. [16] developed a single hidden layer feedforward neural network based learning algorithm
designed for Internet of Things and implemented it on an FPGA. This implementation yielded a
76% accuracy on the NSL-KDD dataset [16].
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DATA, PROCESS, AND EXPERIMENTS

The basic procedure for this experiment is provided in Figure 2. The first step is to collect data.
For the purposes of this paper, we relied upon previously collected datasets, namely AWID 2 and
AWID3, which are described below. Next, feature selection is required. For the purpose of this
paper, we utilized the ten feature set layed out by Abdulhammed et al. [9] which included the
items laid out in Table 1. Empty data was filled in with a value of 0. Hex data was converted to
numerical values. Following their creation, the classifiers were then trained by feeding subsets of
the preprocessed data from the AWID datasets into the classifiers. For each dataset three hundred
thousand lines (packets) were randomly selected from the larger dataset and fed into each of the
four classifiers. The four classifiers consisted of a HT, KNN, AWEC, and HST classifier. Ac-
curacy was computed by taking into account the entire three hundred thousand packets. In this
way, poor performance at the beginning would hurt the classifiers overall accuracy computed upon
completing the run. Results can be seen in Figure 3 through Figure 7, discussed later in this paper.

Figure 2: MLProcess

Name Descriptions
frame.time.relative Frame time relative to when data capture began

frame.len Frame length on the wire
radiotap.channel.type.cck Radio, channel, complementary code keying

wlan.fc.subtype Wireless local area network, frame control, subtype
wlan.fc.ds Wireless local area network, frame control, distribution system

wlan.fc.pwrmgt Wireless local area network, frame control, power management
wlan.ta Wireless local area network, transmitter address

wlan.seq Wireless local area network, sequence number
wlan.wep.iv Wireless local area network, wireless encryption protocol, initialization vector

data.len Data size in the segment

Table 1: 10 Feature Set [9]

AWID 2 consists of a setup mimicking a small home or office. It entailed ten valid clients along
with an attacking laptop and a monitoring node. The valid devices consisted of 1 desktop, 3
laptops, 3 smartphones, a tablet, an iPod, and a smart TV. The position of the desktop machine and
smart TV remained static throughout the course of all the experiments. The smartphones displayed
high mobility, i.e., they changed position inside the facilities of the lab and joined/left the network
numerous times throughout the course of the experiments. The laptop machines were semi-static,
i.e., they rarely changed their position. The attacker was mobile and would move throughout the
setup. In this paper the AWID-CLS-R-TRN data-set which is composed of 575,643 recs with four
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labeled classes was utilized. The four classes are normal(which is signified by a 0 in the plots
section), flooding (1 in the plots section), impersonation (2 in the plots section), and injection (3 in
the plots section). [11]

AWID 3, which was created with the goal of mimicking an enterprise infrastructure, utilized 16
devices. To mimic actual traffic the devices ran scripts that randomly chose between nine different
common actions carried out on a network. These actions included watching YouTube, visiting web
pages, downloading software, live streaming, sending emails, Skype calls, downloading Drop-box
files, uploading Drop-box files. Multiple attacks were run and each saved in its own pcap file. The
files for deauthenitcation, disassociation, reassociation, Krack, and Kr00k were utilized. Before
use, these attack types were manually labeled, preprocessed, and then portions were concatenated
into a smaller data set that was then fed into the various classifiers. [12]

The attacks in the AWID 2 dataset consist of flooding (deauthentication flooding, authentication
request flooding, beacon flooding, and probe response flooding), injection (ARP injection and
fragmentation), and impersonation(evil twin and caffe latte). Flooding attacks create a sudden
increase in management frames. Injection attacks cause a large amount of validly encrypted data
frames, but of small size. Impersonation attacks fake the existence of a valid access point sending
beacon frames indicating the existence of a network. [11]

The attacks utilized from the AWID 3 dataset include deauthenitcation, disassociation, reassoci-
ation, Krack, and Kr00k. The deauthenitcation attack employed works by the attacker sending a
deauthentication frame with a spoofed MAC address to a machine connected to the valid access
point (whose MAC address is being spoofed). This works on machines prior to the implementation
of 802.11w. Disassociation works much in the same way, but sends a disassociation frame instead
of a deauthentication frame. Reassociaton works much in the same way, but employs a different
type of frame. These are all various forms of flooding attacks. Krack uses a man in the middle
to block the fourth frame of four way handshake when configuring a connection. This causes a
retransmission of earlier frames using the same key. Kr00k takes advantage of the fact that after
dissaciation, the TK is set to all zero. Any remaining messages in the wireless network controllers
queue will be transmitted with an all zero key. [12]

Hoeffding Trees function similar to a base tree classifiers, but take advantage of the Hoeffding
bound. The Hoeffding bound, from whence the classifier gets its name, quantifies the amount of
examples needed to estimate a value with a certain precision. When applied to a splitting attribute
the required number is quite small. Algorithmically this is implemented by having early examples
decide the root decision bound with subsequent samples deciding the splitting bounds further down
the tree. In this manner each sample is looked at only once and is not kept in memory. This allows
the Hoeffding Tree to be able to analyze an infinite number of samples.[1]

The K-Nearest Neighbor algorithm works by matching the sample under analysis to its nearest
neighbors and taking a majority vote. Whichever classification is most common is what that sample
is classified as. In order to not fill memory, only the last thousand samples are used. Distance to
the current sample was measured using euclidean distance.

In an Accuracy Weighted Ensemble Classifier the data is broken up into small chunks of equal
size. A corresponding classifier is created for each chunk. A weight is given to each classifier
based upon its prediction accuracy. As more data chunks come in, the worst classifier is dropped

5



and a new one created. All classifiers are then run on the new chunk and update their weights. This
is done infinitely until data stops being input. The final class of any test case is the decision based
upon the weighted sum of all the classifiers. [2]

An Half Space Tree of depth h is a full binary tree consisting of 2h+1 − 1 nodes, in which all
leaves are at the same depth, h. When constructing the tree, the algorithm expands each node by
picking a randomly selected dimension, q, in the work space associated with the node. Using the
mid-point of q, the algorithm bisects the work space into two half-spaces, thus creating the left
child and right child of the node. Node expansion continues until the maximum depth of all nodes
is reached. After the tree has been created a corresponding mass profile is made. The mass profile
records the percentage of the data that goes into each child node. These mass profiles are then used
to compute an anomaly score for each data point. [3]

As evident by looking at Figure 3 and Table 2, HT and AWEC are superior to the other options.
The HST and KNN show similar behavior on both datasets in that they settle almost immediately to
their final accuracy. The HT also shows similar behavior in that it initially jumps to approximately
the split between the two classes of data then after a sufficient number of runs gradually begins to
improve its accuracy. It is worthy of note that the AWEC behaves rather differently between the two
datasets. In AWID 2, AWEC converges almost immediately to its final accuracy, achieving high
accuracy significantly faster than HT. Yet in AWID 3, AWEC takes significantly longer to improve
its classification to a high accuracy. When looking at the accuracy of all iterations, AWEC is never
able to catch back up to the accuracy of HT. This suggests that the initial classifiers were rather
good in the first scenario and rather poor in the second scenario. In the scenario with poor

(a) AWID2 (b) AWID3

Figure 3: Training Comparison

HT KNN AWEC HST
AWID2 0.98 0.95 0.98 0.88
AWID3 0.98 0.88 0.92 0.88

Table 2: Accuracy of Classifier on the Varied Data Sets
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classifiers, new, better classifiers were made as time progressed. These improved classifiers re-
placed the initial classifiers, causing the accuracy to begin to rise. The accuracy at the end appears
lower because it is being weighted down by the initial poor performance. Multiple runs yielded
consistent behavior.

When looking at Figure 4 through Figure 7, it is interesting that flooding attacks were the most

(a) AWID2 (b) AWID3

Figure 4: Hoeffdinger Tree

(a) AWID2 (b) AWID3

Figure 5: K Nearest Neighbor
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difficult to classify. This is likely due to the fact that each transmission was looked at individually.
Adding relative information about the preceding and successor packets would allow for flooding
to be more easily observed. This approach was successfully utilized in [13] by utilizing N-grams.
It is also worth noting that where multiple labels for different attack types were possible, attacks
were never confused for each other. Misclassification only came between normal and attack data.

(a) AWID2 (b) AWID3

Figure 6: Accuracy Weighted Ensemble Classifier

(a) AWID2 (b) AWID3

Figure 7: Half Space Trees Anomaly Detection
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While neural networks [8, 10] have been able to obtain a higher accuracy, they also utilized a much
larger number of features. The accuracy seen using these online learning methods are in line with
the accuracy seen in [9].

CONCLUSIONS

The results show that the online classifiers can match or exceed the performance of batch clas-
sifiers and are within the expected range given other online classifiers created for other datasets.
Improvements to the approach outlined in this paper would be to use larger feature sets and to do
more complex preprocessing that provides contextual information about preceding and successor
information. The investigation to this point has proven that the HT and AWEC are the preferred
classifiers due to their final accuracy. Which is better depends upon the qualities that are needed as
well as the dataset.
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ABSTRACT 

 

In the United States, the telemetry industry has traditionally relied on the National Security 

Agency (NSA) to provide leadership and/or solutions to encrypt telemetry data for streaming 

applications. However, with the current heightened concern to protect data for programs with 

short development cycles, encryption solutions based on the commercial Advanced Encryption 

Standard (AES) algorithms offer options that augment the NSA solutions. This paper describes 

the development of an encryption – decryption module, and the attendant trades in using (AES) 

block-cipher based encryption algorithm for streaming applications, resulting link performance, 

and the certification choices and requirements. 

 

 

INTRODUCTION 

 

As the world realizes that all of our data is at risk of being exploited by individuals outside of our 

country, we are under pressure to protect all of our data, no matter the classification.  Recent 

communications at Curtiss Wright has mandated the encrypting of all data.  Previously, the 

National Security Agency handled the Telemetry requirement with their preferred solution as a 

doctrine to encrypt all transmitted telemetry data.  This system has worked well over the years 

but is not practical for data in transit that is not classified, or for data that is considered private.   

What else is available today that provides data privacy without requiring the NSA oversight and 

control? 

 

Why do we encrypt? 

 

 We encrypt data to protect it from open access to the information. Data in transit, whether 

through an ethernet port, or through a transmitter the information must be protected from those 

who choose to exploit it.   There are many forms of encryption, at different levels of strength, 

and are used daily from logging into your computer, to banking via an ATM machine, as well as 

high assurance equipment that provide the maximum protection from inappropriate access. 

 

Certifications and what are they? 

 

There are two forms of certifications the commercial side through the National Institute of 

Standards and Technology (NIST) as well as through the National Security Agency.  For 

telemetry, there were always two programs that supported the telemetry specific certification to 

include a Commercial COMSEC Endorsement Program (CCEP) and a User partnership program 



(UPA) that fulfilled all of our program requirements for Telemetry.  The latest change in this 

process includes a commercial solutions for classified (CSFC) and a popular alternate approval 

path. The CSFC focuses on a suite B encryption solution or AES-256 with various combination 

of software and hardware implementations appropriate with the use case. 

 

NIST also provides a process of certifying encryption devices similar to the processes within the 

NSA.   NIST uses a third-party lab to evaluate the encryption process, the key management 

process, along with other dedicated test to complete the Federal Information Processing Standard 

[1] (FIPS-140-2) certification at one of four levels of security.  

 

 
Figure 1 NIST Certification for the MESP-100-1 

 

Does the MESP Interface support the telemetry application? 

 

Telemetry has been encrypting their data since the late 1970s as a result of a mandate that all 

telemetry data will be made secure during transmission.   Much of the unclassified data has 

historically been transmitted in the clear. The Curtiss Wright MESP-100-1 was developed for the 

telemetry use case where a PCM encoder generating the Chapter 4 data, encrypting the data and  

then transmitting the data in a secure fashion.  The MESP incorporates a NIST certified device 

from a well-known vendor of secure crypto modules and implemented in a traditional form 

factor including interfaces.   This allows for the telemetry community to secure their unclassified 

data with the interfaces they are accustom to from the NSA implementation.     
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Figure 2 MESP Interface 

 

 

 

 



What Mechanical options to increase the use case of the MESP are there? 

 

The mechanical design of the MESP serves two purposes.  The first is a stand-alone module that 

can be wired to a data source including both clock and data, prime power, and a typical 

transmitter interface.    The term stand-alone points to an option to place this small stack into any 

open space supporting a late decision to encrypt the unsecure data as we are experiencing now.  

An alternate solution is to embed the encryption capability where the MESP can be stacked on a 

standard miniature PCM encoder as shown in Figure 3.    

 

 
Figure 3 Mechanical Configurations 

 

Once you encrypt, you must decrypt! 

 

Normally the ground decryption takes the form of a rack mount box with the specific ground 

telemetry interfaces as in a single ended TTL with 50-ohm drive capability.  The MESP provides 

both the encrypt and decrypt interface in one assembly.     In practice the decryption operation is 

provided in a 19-inch rack assembly and also provides an encryption interface to support any 

post securing of the data if or when it is desired.    The advantage of have both encryption and 

decryption in one assembly is the ability to loop back the data providing high assurance of the 

operation of the equipment.  

 

  

 
Figure 4 Rack mounted decryption device 

 
The encrypt-decrypt function of the MESP also supports a bi-directional secure transmission 

when using two MESP devices and standard transmitter – receiver pairs provide the RF 

connection in both directions sending the data in a secure manner. 
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Figure 5 Bi-direction secure link 



 

What options are there for obtaining the keying material? 

 

Keying material starts with a key specification that defines the key structure.   NSA or a private 

company depending of the type of algorithm, will generate the keying material.   Recalling a 

story being told from an NSA official, on a company who attempted to use AES for the first time 

in a telemetry application but was not fully aware of a key structure or what it takes to generate a 

formal NSA key.   Never forgetting that story, the Curtiss Wright team created a source for the 

MESP key as well as software to generate the material to avoid the availability issues.  The 

software suite also provides a key management functionality is addition to generation and 

destruction.  

 

 

 
Figure 6 Key management software 

 

What is the MESP performance compared to other solutions? 

 

The MESP series of modules are designed to support up to 20 Mbps with data latencies in less 

than 600-microseconds. Performance in terms of a link margin is similar when randomization is 

used in loosing a couple of dB in the link.  The MESP embedded device has some forward error 

correction capability which gains back the couple dB of loss in the link.   In some cases, whether 

the link starts to fade, the additional two dB can make the difference between error free 

performance and large loss of PCM sub frames.  Personally, when performing a link analysis, it 

should always provide at least 10 dB of additional margin to account for unanticipated RF cable 

loss, data loss due to link fades or interference in the system. 

 

CONCLUSION 

 

The MESP was developed to provide data privacy for exportable equipment for various 

platforms that fall outside of the US.  Lately a second use case has been discovered in securing 

all data being transmitted on test ranges.   This allows the user to avoid the additional controls 

associate with a NSA short title but yet provides an certified solution for secure transmission of 

the data.  As always guarding the data is paramount and when considering using the MESP a 

program approval would be warranted.     
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ABSTRACT 
 
An increasing number of munition programs are integrating telemetry (TM) into their artillery 
rounds.  Due to their small size and high speed, tracking munitions brings with it challenges 
typically not seen with aviation.  Tracking with multiple TM antennas provides a more complete 
data collection event across the extended ranges, demonstrated in modern artillery, and provides 
advantages as a result of spatial diversity.  Traditional munition testing usually incorporates radar 
and camera mounts that track the munition throughout its flight.  TM has the benefit of the 
telemetered stream aiding in acquisition; however, given the size and speed of the munition, 
initial radar or camera acquisition can be very challenging without access to an external pointing 
source.  The YPG conducted a series of flight tests using multiple TM antennas to explore the 
ways TM can help provide pointing as well as to further its integration of best source selection 
into its TM infrastructure. 
 
Keywords:  Best Source Selector (BSS), Data Quality Encapsulation (DQE) 
 
 

INTRODUCTION 
 
YPG is a subordinate command of the U.S. Army Test and Evaluation Command and is one of 
the largest military installations in the world.  Located in southwestern Arizona, it encompasses 
1,308 square miles.  YPG personnel conduct tests on nearly every weapon system or piece of 
military equipment in the ground combat arsenal.  With a mission to provide premier test services 
to the U.S. Government and its allies, YPG conducts, reports, and supports developmental tests, 
experiments, production tests, integrated developmental/operational tests, as well as provides 
training support. 
 
In recent years the Army has sought to significantly increase the accuracy and range of its ground-
fired munitions.  This emphasis has resulted in a significant increase in the number of munitions 
utilizing TM to support their development.  As the munitions become more sophisticated, the 
importance of the data being telemetered has grown as well.  When compared to typical aviation 
programs, the speed, duration of flight, the ability to record onboard, and the ability to reuse 
onboard instrumentation is noticeably different.  These differences bring with them challenges 
typically not seen with aviation.  Fortunately, the efforts to improve TM capability in support of 
aviation testing, such as Telemetry over Internet Protocol (TMoIP), BSS, and DQE coincide 
nicely with support needed for munitions, especially for the extended range munitions. 
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The primary instruments used to support munitions testing are radar and camera mounts, which in 
order to provide the required data need to track a munition throughout its flight.  Although the 
radars used are capable of tracking on their own, both the radars and camera systems can benefit 
from having access to initial pointing information.  Telemetry can also benefit from pointing, but 
it has the advantage of tracking a cooperative target thanks to the radio frequency (RF) signal 
being transmitted.  In order to ensure that the customer is provided all the required data, YPG is 
always looking to provide fault-tolerant support and to unify the various instrumentation systems 
employed to support large test efforts.  By looking at ways to combine the various instrumentation 
systems to have a system of systems support approach, both of these goals are possible. 
 
Recently, YPG planned and conducted a series of flight tests to gather the necessary data to 
evaluate both new equipment and capabilities that are being brought online.  This paper will 
briefly describe the flight testing and look at both the ability to generate usable real-time pointing 
data from multiple TM antenna and the resulting performance gains from the utilization of a BSS. 
 
Flight Testing:  An organic Cessna 208 Caravan was configured to act as the surrogate test item.  
Experience with this aircraft has shown that the best TM link availability is achieved with a 
Space Time Coding (STC)/Low Density Parity Check (LPDC) configuration; however, in this 
case, a less robust TM link that more closely emulated the test items was desired. 
 
The Caravan was configured with a commercial off-the-shelf (COTS) Embedded GPS/INS 
(EGI), an encryptor, and associated hardware to provide telemetered information similar to 
emulate test munitions.  A Differential GPS (DGPS) was installed to be utilized as an 
independent truth source for the aircraft position.   
 
In addition to these items, an additional telemetry transmitter was installed and a PN11 
Pseudorandom Bit Stream (PRBS) was transmitted as the reference signal which allowed bit 
errors to be evaluated.  Both signals used a single antenna, and both antennas were located in 
close proximity to each other on the bottom centerline of the Caravan.  Both transmitters were 
matched in output power and the appropriate RF isolation was used to allow adjacent frequencies 
to maximize commonality of signal path.  The Caravan configuration is shown in figure 1. 
 

 
 

Figure 1.  Caravan Surrogate Test Item Configuration 
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Flight testing was conducted in restricted airspace.  In order to evaluate the real-time pointing, 
changes in azimuth (AZ) and elevation (EL) at longer ranges with respect to the TM antennas 
were desired.  Flying in the restricted airspace allowed for ranges between 40 to 80 kilometers.  
A triangular flight path was laid out and various legs were flown as required.  One flight leg (A) 
was flown straight and level and the remaining two legs (B and C) featured climbing and 
descending profiles to provide the desired AZ and EL changes.   
 
Four fixed antennas (Ant-1, Ant-2, Ant-3, and Ant-4) were used to track the Caravan through the 
flight test.  A mobile TM van was used to receive any available pointing.  The flight profile and 
antenna sites are shown in figure 2. 
 

 
 

Figure 2.  Caravan Flight Profile 
 
 
Initial flight testing was conducted on 5 May 2021, and additional flight testing was conducted 
on 8 June 2021.  A summary of the flights conducted is presented in table 1. 
 

Table 1.  Flight Summary 
Date Event Start Time Stop Time Comments 

5 May 2021 Flight 1 16:23:57 17:42:58 Data and PN11, 1-mbps, ~ 1 watt 
5 May 2021 Flight 2 19:43:17 20:12:51 PN11 only, 10-mbps, < 1 watt 
8 June 2021 Flight 3 19:36:52 19:54:00 Data only, 1-mbps, < 1watt 



4 

MULTIPLE TM ANTENNA-DERIVED TIME-SPACE-POSITION  
INFORMATION (TSPI) 

 
Acquisition and tracking of a long range munition has been and continues to be a challenging 
task.  As a result, since the late 80’s, YPG has included in its infrastructure the ability to provide 
pointing to different instruments.  Originally, Mission Control, with its mainframe computer 
cluster, was the central hub for pointing.  Instruments (radar, tracking cameras, etc.) were linked 
to Mission Control via multiple bi-directional microwave links and could either contribute to the 
pointing solution or receive pointing.  The real-time engine utilized would ingest relevant TSPI 
information from the various field instruments, apply any known biases, account for transmission 
delays, develop a state vector, and output a custom pointing solution, extrapolated to current time 
for each instrument.  Although unique to each instrument, the pointing solution format was 
standardized to facilitate the incorporation of new instruments. 
 
This infrastructure has evolved considerably over the last 30+ years.  The mainframe computers 
and microwave links are now gone.  Currently, the Mission Real-Time Engine (MRTE) serves as 
the real-time engine and the Range Digital Transmission System (RDTS) fiber network provides 
links to Mission Control from hundreds of points on the range.  Both the legacy format and a 
newer Ethernet-centric format are used to provide pointing messages. 
 
With this latest iteration, the TM antennas are treated as an instrument, meaning that they can be 
provided pointing, but also their pointing angles could be ingested into MRTE.  If three or more 
antennas are used, the MRTE can derive TSPI for the object being tracked based solely on TM 
tracking.  Further, given the available infrastructure, this means that the TM antenna-based TSPI 
can be used to point radar, optical tracking mounts, or other instruments.  This potential feature 
has grown in importance recently as the active telemetry signal has allowed TM antennas to 
successfully track longer range munitions when other instruments have at times struggled. 
 
One of the objectives of the flight testing performed was to gather data to evaluate the TM 
antenna-derived TSPI and determine what, if any, improvements were needed for the TM 
antennas to provide quality TSPI measurements.  Attempting TM antenna-based TSPI showed 
once again why it is always best to test out a new capability prior to use. 
 
Several problems were noted during Flights 1 and 2 (5 May).  The first was an incorrect 
coordinate used in the Ant-2 antenna control unit (ACU).  The ACUs are interchangeable and, 
for this particular ACU, which had been previously used for a different antenna location, the 
coordinates had not been updated.  The second problem was the use of different coordinates in 
the ACU and MRTE for each antenna site.  This occurred because survey information is 
periodically updated and, when verifying the antenna locations, each group used a different 
version.  The coordinates were close but not exact.  The final problem, with respect to the 
analysis of the resulting TSPI, was that the transmitted signal was intentionally made to be less 
robust to create a challenging environment for the BSS testing being done in conjunction with 
this test.  The coordinate issues were resolved prior to Flight 3 (8 June).  The output power of the 
transmitted signal was also raised, but not to the maximum level as this flight was also being 
performed for BSS data collection. 
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The data used for the analysis was the ACU data sent to the MRTE in real-time from the five 
antenna sites, (Ant-1, Ant-2, Ant-3, Ant-4, and the mobile van).  The data sent from each ACU 
was time-tagged AZ and EL.  During all flights, real-time pointing from the MTRE Kalman 
solution was sent to the mobile van via the legacy format, and the antenna was setup to receive 
pointing for the entire flight.  The antenna operator was instructed only to intervene with the 
automated pointing when necessary to prevent damage.  Although different sources for pointing 
were used (including TM antenna-based TSPI), the operator reported that the antenna operated 
smoothly and well within its limits. 
 
The first step in the post-flight analysis was the correction of coordinate errors in the data to the 
greatest extent possible for Flight 2.  Next, the Best Estimate of Trajectory (BET), a post flight 
Kalman filter, was utilized to process the data and produce a TSPI solution for Flights 2 and 3.  
These solutions were to compare with DGPS truth source onboard the Caravan being tracked.  
Evaluation of the residuals produced by the BET indicated that AZ and EL biases exist for all 
four telemetry sites, and that the biases observed on both Flights 2 and 3 were quite the same.  
Similar biases on different days are indicative of a constant bias, which could be accounted for.  
Flight 3 had longer periods of a valid track making the estimated bias accuracy slightly better.  
The biases for each site were estimated for Flight 3 and then the BET was rerun using these 
biases.  The estimated biases and remaining residual are shown in table 2. 
 

Table 2.  Estimated Antenna Biases for 8 June 2021 

Site 
Estimated Biases Residual After Inclusion of Estimated Biases 

Azimuth (degrees) Elevation (degrees) Azimuth (degrees) Elevation (degrees) 
Ant-1 0.954337 1.523177 -0.040821 -0.012631 
Ant-2 -0.463295 -2.298401 0.238059 -0.226985 
Ant-3 -0.658404 0.434014 0.040407 0.063456 
Ant-4 -0.094892 -0.570000 -0.009790 0.138753 

 
 
These residuals indicate that Ant-2 (AZ and EL), along with the EL from Ant-4 still have slight 
biases.  There is a probability that due to lesser than optimal signal strength, the measurement 
noise may be masking some of the measurement biases. 
 
To assess pointing potential, the BET solution produced for Flight 3 was output relative to the 
van location.  Similarly, the truth (DGPS) was also produced relative to the van location.  The 
data between 19:25:14 and 19:35:19 was used for comparison since, during this time, the 
tracking performance of the different antennas was good.  
 
The comparison showed the mean difference between the slant ranges was 54 meters and the 
median difference was 41 meters.  The maximum difference was 321 meters, and a minimum 
difference of 0.05 meters.  Comparing the AZ differences from the van to the Caravan, the  
mean and median differences were 1.7 and 0.1 degrees.  The EL differences were 0.59 and 0.12 
degrees, respectively.  A small period of time (24 seconds) exists where both the AZ and EL from 
the telemetry had errors up to 12 degrees.  This was possibly caused by track quality due to signal 
strength.  The spike shown in Figure 3, just after 70000 seconds, illustrates where this happened. 
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Figure 3.  Pointing Comparison 
 
 
A quick comparison was made between the post-processed BET solution and the MRTE Kalman 
solution.  Differences were observed; however, due to incorrect surveyed coordinates, inability 
to see filter parameter settings used in the MRTE, and Mission Control’s inability to calculate or 
apply biases to the raw measurements, a final determination cannot be made as to the source of 
these differences and the overall impact to a pointing solution.  Time constraints for this paper 
did not allow for a comparison between the pointing data and where the van actually looked 
since that was not the primary goal of the test. 
 
Recommendations for moving forward: 
 

1. Develop method to calibrate antenna and apply biases to measurement (AZ, EL) at the 
ACU. 
 

2. Modify Mission Control/MRTE process to include additional measurements such as the 
DGPS or other on-board measurements for use in the Kalman solution. 
 

3. Modify Mission Control’s real-time output to include a report of the filter settings, 
coordinates used, any time offsets are applied, and delivery method for pointing to instruments 
(legacy, new). 
 

4. Work to develop test support procedures for the use of TM antennas as TSPI sources. 
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BSS PERFORMANCE 
 
The use of multiple TM antennas to support a test effort also affords the benefit that comes from 
the spatial diversity.  The large geographical difference in antenna locations greatly minimizes 
the chances that all of the antennas will experience adverse effects such as antenna masking or 
multipath.  To fully realize these benefits, the primary signal must be smartly selected with the 
optimum methodology being a maximum likelihood bit detector scheme (ref. Rice and Perrins).  
For the past several years YPG has been increasingly using a BSS to support testing with good 
results, but did not have a quantifiable measurement of the performance gained from doing so.  
 
As a result, gathering the data needed to quantify BSS performance was an objective of this 
flight test.  In this case, a scenario where the signal received at the various sites would vary in 
quality was desired to increase the possibilities for the selection of different sites to achieve the 
“best” signal.  To achieve this, a flight path with terrain features that would likely promote 
multipath was chosen.  Furthermore, the transmitter setup of SOQPSK modulation without Low 
Density Parity Check, using low power and a single antenna, was intentionally chosen to provide 
a weaker link than possible to increase the likelihood of bit errors. 
 
For this paper, the results from Flight 2 are presented.  This flight utilized a PRBS PN11 bit 
stream transmitted at 10 megabits per second (mbps) and the transmitter power was intentionally 
reduced from that of Flight 1 to less than one watt to introduce more bit errors.  Flight 2 was only 
flown along Leg A, which had shown the greatest degradation to signal quality of the three legs 
flown during Flight 1.  The net result of all these changes was a very challenging set of input 
signals being presented to the BSS.  
 
Two sources of data were used to analyze BSS performance.  The first was bit error for each 
antenna site as provided by the receiver loggers.  The second was bit error rate of the output of 
the BSS as logged on a stand-alone Bit Error Rate Tester (BERT).  Both of these data sources 
logged data at a 1-hertz (Hz) rate.  
 
The first thing done was to characterize each individual site by computing the Link Availability 
(LA) and comparing it to the LA of the BSS output.  The LA equation (Eq. 1) used (ref. Temple) 
was: 
 
LA = [(TM – (∑SES + LT))/TM] * (100%)  (Eq. 1) 
 
 Where: TM = measurement period 
 SES = Severely Errored Second, a one second interval in which the number of  
   bit errors equal or exceed 1x10-5 as if these errors were random 
 LT = Lost Time, number of bit periods in the measurement period that are not  
   included in the SES attributed to synchronization loss, BERT overload 
  NOTE:  LT does not include tracking error for this analysis 
 
For Flight 2, given the 10 mbps transmission rate, any one second period that was received with 
more than 99 bit errors was counted as a SES.  During this flight, four events were conducted, 
where an event was either Leg A being flown from the north to the south (LA) or Leg A being 
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flown from the south to the north (LAR).  After conducting the first two events it was determined 
that, given all the factors at play, the signal strength was too low for consistent tracking.  The 
signal strength was increased but still remained less than one watt.  
 
The BSS selector used has several selectable modes for best source decisions.  The primary 
mode utilized for this effort was the DQE mode.  This mode utilizes the Data Quality Metric 
(DQM) that is determined in the telemetry receiver and encapsulated in its output via DQE for 
each 4096 bits sent.  The DQM is the average quality for all 4096 bits and, given the 10-mbps 
rate, there are 2441 DQM values per second being sent by each of the five sites utilized.  Figure 
4 shows the LA for each antenna site as well as the LA for the BSS utilizing DQM. 
 

 
 

Figure 4.  Link Availability Comparison 
 
 
Although the benefits of the BSS to improve link availability was known and had already been 
put into limited practice, the performance gains demonstrated on this flight showed its 
tremendous potential.  Allowing for the fact that this test had been intentionally constructed to 
create an extremely challenging signal, the BSS showed a maximum improvement over the best 
single site of any leg of 47 percent and a minimum of 34 percent.  This performance gain would 
transform an actual test event from a poor quality TM link to an extremely high quality one.  For 
the LA-2 event, a 100 percent LA was achieved by the BSS (a 37 percent improvement over the 
best single site) using inputs from the various sites that averaged 45 percent LA.  The obvious 
conclusion is to use a BSS and multiple geographically-diverse antennas whenever possible. 
 
Given that the BSS was able to produce outstanding results, the question could be asked if it 
gave the best possible output?  The “best” possible output can be difficult to determine, 
especially since the truth data was logged at a 1-Hz rate while the BSS was utilizing 2441 DQM 
values per site per second to make its decision.  Still, the advantage of being able to look at the 
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quality of all the sites based on the actual bit errors after the fact and then picking the best site 
allows for a meaningful comparison of the actual LA of the BSS to the LA based on a post-flight 
“best source.”  The results are shown in table-3. 
 

Table 3.  Real-time BSS versus Post Flight BSS 
Which BSS LA-1 LAR-1 LA-2 LAR-2 

Post Flight Best Source Link Availability 94.9% 94.9% 98.4% 97.9% 
Actual BSS/DQM Link Availability 95.2% 94.7% 100.0% 98.3% 

Difference -0.31% 0.23% -1.55% -0.37% 
 
 
BSS Input Quality:  The next step taken to look deeper into the BSS performance, was to analyze 
the quality of the input signals going into the BSS.  Quality, in this case, is concerned with the 
actual signal, but only to the extent that the corresponding DQM values accurately reflects the 
signal quality.  This accuracy is of paramount importance since the BSS selection decisions are 
based directly on these values.  For this effort, the use of a PRBS and the receiver loggers 
provided actual bit errors as well as the estimated bit error probability (BEP) and DQM value at 
one-second intervals.  Using this data, the signal quality could be determined in terms of the 
actual bit error rate and compared to the BEP for each site.  Comparing these two values allowed 
an assessment of DQM performance since DQM is defined as the log likelihood ratio of the BEP 
(ref RCC Document IRIG 106).  
 
The approach taken to examine input quality was to plot the actual bit error rate (x-axis) versus 
the receiver’s estimated BEP (y-axis) for each site for each event conducted during Flight 2.  
These plots show good linear correlation between actual and estimated bit errors.  Next, a line of 
best fit (regression line) was constructed for each set of plotted data and the resulting equation 
and statistics examined.  The ideal case would be a good fitting line, that had a slope of one and a 
y-intercept of zero as these values would indicate a one-to-one correlation between the actual and 
estimated bit errors.  In order to judge the quality of the regression line, the resulting R-squared 
(R2) and Root Mean Square Error (RMSE) were examined.  The R2 value can range between 
zero and one and is a statistical measure of how close the data are to the fitted line.  The RMSE 
value is the measure of spread of the resulting residuals, so a smaller RMSE is desired.  For all 
20 data sets the R2 value was greater than 0.988 and the RMSE was less than or equal to 0.01 
indicating excellent fitting lines for all of the cases.  The resulting slopes and y-intercepts are 
shown in table 4.  
 

Table 4.  Regression Lines Coefficients 

Site 
LA-1 LAR-1 LA-2 LAR-2 

Slope Y-inter Slope Y-inter Slope Y-inter Slope Y-inter 
Ant-1 0.933 0.005 0.970 0.003 0.948 0.003 0.949 0.002 
Ant-2 1.053 -0.003 1.068 -0.002 1.046 -0.002 1.072 -0.003 
Ant-3 0.927 0.007 0.953 0.005 0.960 0.004 0.973 0.004 
Ant-4 0.935 0.004 0.954 0.003 1.005 0.001 1.019 0.001 
Van 0.958 0.004 0.971 0.002 0.980 0.002 0.985 0.002 
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The resulting coefficients show that the receivers did an excellent job determining a BEP.  
Remembering that a degraded signal was used, flight profiles were chosen to induce multipath, 
and that tracking at times was extremely difficult, all of the resulting coefficients were very close 
to the ideal values.  Although not perfect, the results indicate that the DQM values provided with 
the data bit did a very good job characterizing the signals being input into the BSS.  This, 
combined with the BSS, effectively shows why the LA was so dramatically improved during this 
test flight. 
 
 

SUMMARY 
 
1.  A TM antenna-based TSPI solution is possible.  Although not designed as TSPI instruments, 
the utilized TM antennas provided enough precise information to develop a usable solution.  
More work is needed but the potential is there. 
 
2.  Use a BSS and multiple geographically-diverse antennas whenever possible.  In addition to 
the radio frequency benefits provided from the spatial diversity, the BSS helped minimize the 
adverse effects of different tracking skill levels.  Individual skill, availability and other factors 
will always impact the support that is available for a test program.  Use of a BSS can help in 
these areas as well. 
 
3.  Even though a TM antenna-based TSPI solution would be extremely beneficial for test 
support, this idea should be expanded to include other instruments as well as TSPI information 
from the test item.  Integrated correctly, this source of TSPI pointing would be more robust than 
any single instrument and would likely be more available as well. 
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ABSTRACT 

 

KUbeSat is a student led satellite program at the University of Kansas (KU). KUbeSat-1 is 

intended to operate in a Sun-Synchronous orbit at 550 km, with an inclination between 85-95°. 

KUbeSat-1 is slated to be launched in April 2022 as part of NASA’s CubeSat Launch Initiative. It 

features two payloads: Primary Cosmic Ray Detector and High-Altitude Calibration KUbeSat. To 

support KUbeSat-1 and future missions, an amateur ground station is currently being built to 

operate in the UHF range of 435-438 MHz with half-duplex capability. This paper presents the 

mission concept, ground station architecture, testing outcomes, and future improvements.  

 

INTRODUCTION 

 

Since 2016, students at the University of Kansas have been working to build and launch a small 

satellite through a program known as KUbeSat. The first satellite to launch through this program 

is called KUbeSat-1 and is set to launch in Spring 2022 through the NASA CubeSat Launch 

Initiative (CSLI). NASA CSLI selects missions from different academic institutions and provides 

them with a launch opportunity if the applicant can provide a built and tested satellite to be 

launched. NASA CSLI seeks to have every state in the United States launch a small satellite 

through their program. To support KUbeSat-1 and future missions, the program chose to design 

and build a ground station (GS) architecture. This design is based on the goals of the KUbeSat-1 

mission and its’ payloads, as well as providing infrastructure for communications with satellites 

for several missions after. The primary goals of the KUbeSat program are to 1.) successfully build 

and launch a small spacecraft into orbit that can perform payload research, and 2.) to build a 

functioning ground station to design requirements that can provide communications with the 

KUbeSat-1 satellite.  
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The ground station design is based on needs of the mission, as well as cost. Ground stations that 

other universities built to assist in their CSLI projects are also taken into consideration for this 

design, as they have proven success in communicating with a satellite [1], [2]. Requirements that 

are used to guide design and testing for the ground station, also known as Hawksnest, are as 

follows: 1.) To build an economical and reliable ground station using COTS components, 2.) To 

establish an amateur ground station in the UHF frequency range to contribute to the amateur radio 

community through communities like SATNOGS, and 3.) To design a half-duplex ground station 

with capability to expand into full duplex. The ground station will be run by certified members of 

the KUbeSat program who have obtained a minimum of a Technician’s License from the Amateur 

Radio Relay League (ARRL), which is the national association for Amateur Radio in the United 

States.  

 

MISSION BACKGROUND 

 
KUbeSat-1 has taken the shape of a 3U cube satellite with dimensions approximately 10 x 10 x 34 

cm and about 4.5 kg. The CubeSat frame is made of Aluminum 6061-T6 from small satellite 

company, Endurosat. KUbeSat1 also uses Endurosat’s Solar Panels, UHF transceiver, UHF 

antenna, and Onboard Computer (OBC). The attitude and determination system is built by 

CubeSpace and includes several vital components needed for maneuvering in space.  It contains 

all standard commercial off-the-shelf (COTS) materials, electrical components, PCBs, and solar 

cells. The Earth-facing side of the 3U is covered by a flame retardant (FR4) panel to allow for 

cameras and Earth sensors to be easily mounted. The electrical power consists of commercially 

available systems such as the Clyde Space Starbuck Nano EPS and Optimus Lithium-Ion battery.  

 

KUbeSat-1 will be launched into a 550 km orbit into a near-circular Sun-synchronous orbit. At 

this altitude, the satellite will have an orbital period of about 95.5 minutes and will pass over the 

custom-built ground station in Lawrence, KS approximately five times a day. Figure 1 shows the 

ground track that KUbeSat-1 will follow at a 550 km orbit. The red circle shows the location of 

our ground station, which is located on campus at the University of Kansas in Lawrence, KS.  The 

ground track verifies that the satellite will pass over the ground station when orbiting, as it passes 

through the red circle. The pink circle at the bottom shows the location of the ground experiments 

that will eventually be calibrated by future iterations of HiCal payloads, which is near McMurdo 

Station in Antarctica.  
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Figure 1 KUbeSat-1 Ground Track for 1 Orbit at 550 km Altitude. 

 
KUbeSat-1 is equipped with two payloads, the primary cosmic ray detector (PCRD) and the High-

Altitude Calibration KUbeSat (HiCalK). The cubesat is planning to survey and collect cosmic rays 

intercepting Earth with its primary payload, the PCRD. It also includes a demonstration payload, 

the HiCalK, to prove the technology for future missions. The PCRD uses an innovative pulse shape 

discrimination (PSD) calorimetry method to measure the energy and species of primary cosmic 

rays in a CubeSat-accessible manner. Traditionally, particle astrophysics is conducted on Earth 

using large scintillators and radio arrays. The PCRD will bring astrophysics to a small space-based 

platform for the first time. In addition to the system being a first for CubeSat’s, highly accurate 

results are anticipated as moving beyond Earth’s atmosphere eliminates the influence of weather 

and allows lower-energy cosmic rays to also be studied. KUbeSat’s other payload, HiCalK, emits 

a terminated signal for ultra-high energy cosmic ray ground experiments sensitive to very-high-

frequency radio. The HiCalK is the successor of past High-Altitude Calibration (HiCal) 

instruments, which provided calibration pulses for the Antarctic Impulsive Transient Antenna 

(ANITA) experiments. Ultimately, the goal for these High-Altitude Calibrations (HiCal) payloads 

is to emit radio pulses to mimic Askaryan radiation, generating a calibration signal for ultra-high-

energy cosmic ray ground experiments sensitive to very-high-frequency radio. Using the 

calibration signal generated by this series of payloads, these ground experiments can be compared 

and synchronized, which can provide additional sensitivity to astrophysical radio events. The 

satellite will be downlinking all collected payload data to the ground station in Lawrence, KS.  

 

GROUND STATION DESIGN 

 

The ground station is divided into three main areas, as shown in Figure 2. The sections are 1.) 

hardware that remains in a technology rack in a lab, 2.) equipment that is required to be on the 

roof, and 3.) the operations center. The technology rack is equipped with a transceiver, modem, 

and Raspberry Pi. The Raspberry Pi serves as the main computing element in the ground station, 

backs up downlink data on a memory card, and sends downlink data to the ground station computer 

to be displayed and analyzed. The equipment that is required to be on the roof is the antenna, 

rotator, controller, and pre-amplifier. This equipment is connected to devices in the technology 

rack via radio frequency (RF) cabling from the roof to the lab with the technology rack. There is 
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one long RF cable that is connected from the transceiver to the pre-amplifier and there is also one 

short RF cable that is connected from the pre-amplifier to the antenna. The controller is connected 

to the ground station computer or the Raspberry Pi through the KU network via an ethernet cable. 

Finally, there is the operations center that houses the main ground station computer, which will be 

equipped with a user interface to display downlink data and spacecraft health parameters. The 

ground station computer also contains software to assist in transmit and receive of data to and from 

the UHF radio module on the satellite. Each piece of hardware shown in Figure 2 is discussed in 

further detail in later sections. 

 

 
Figure 2 Ground Station Block Diagram. 

Figure 3 shows an example of the fully assembled Hawksnest for components on the roof. There 

is a support structure, weighted down by cement blocks. The rotator sits atop the center mast, while 

the controller is attached via connection clamps to the mast. There are four guy wires for extra 

stability that are attached from the center mast to attachment points on the roof. The antenna is 

connected on one end of the cross-boom and a counterweight is connected on the opposing boom 

end to balance the weight of the antenna.  

 
Figure 3 CAD Rendering of Fully Assembled Ground Station. 

 
ROTATOR AND CONTROLLER 

 
The controller used in the ground station is the RC4000 by Research Concept Inc (RCI). The 

controller uses the input of the NORAD two-line element (TLE) set of KUbeSat-1, which is 
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supplied autonomously from ground station software built in-house. The NORAD TLE data 

provides orbital elements for Earth orbiting satellites and is updated on a regular basis and is 

published on easily accessible sites. The controller’s software utilizes this input to track the 

satellite throughout the satellite’s life. The controller supplies a voltage to the rotator motors and 

position sensors. The controller then receives feedback from the rotator sensors as an input. The 

controller for this ground station was chosen because RCI provided the ability to customize it to 

meet the needs of our ground station.   

 

The rotator for the ground station is the Yaesu G-5500. This system has two motors, to control 

both elevation and azimuth respectfully. These motors are supplied power from the controller. 

Then, the voltage output of the potentiometers in the motors is sent to the controller software to 

calculate current angles for azimuth and elevation. The cross boom is routed through the rotator 

with the antenna attached on the end, which allows for the elevation angle to be changed. The 

Yaesu G-5500 is successfully used by other amateur ground stations and provides enough rotation 

and braking torque for the size and weight of the UHF Yagi antenna to move it elevation and 

azimuth. The rotator’s pointing accuracy of one degree also provided enough accuracy to meet 

mission requirements.  

 

Tests that were performed were manually controlling the rotator with the RC4000 controller to 

verify the correct wiring. This resulted in the rotator rotating in the correct direction but the 

RC4000 is going into runaway mode. This is currently being worked on. Once this test is done, 

the next test will be to attach an ethernet wire into the RC4000 and supply the controller with TLE 

of a known satellite and verify that the controller is tracking the satellite by receiving the beacon 

from the satellite.  

 
MODEM 

 
The modem used in the ground station is the Kantronics KPC 9612 plus. The modem transfers 

data between the computer and the transceiver. Commands sent from the computer are 

encapsulated into packets with AX.25 protocol and modulated using Gaussian Minimum Shift 

Keying (GMSK) before being sent to the transceiver. Packets received from the transceiver 

undergo the same process in reverse. GMSK is often used in radio communications because of its 

ability to reduce the sideband outputs which can interfere with signal carriers in adjacent frequency 

channels. The Kantronics modem is included in the GS design because it supports the desired 

modulation, packet protocol, and baud rate utilized throughout the satellite and ground station. 

 

The KPC 9612 unit utilized by KUbeSat participated in a spectrum analyzer test to ensure the 

produced sidebands stay within the frequency band allotted by the FCC. The results of this test 

show expected GMSK spectrum shape, half power beamwidth, and side lobe levels. The modem 

will also undergo a full link test where data is sent from the computer to the modem to the 

transceiver, to another transceiver and back to the modem to test the encapsulation and 

decapsulation of the modem. 
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SOFTWARE 

 

The three main requirements for the software are to 1) minimize loss of data packets, 2) 

automatically send messages to the satellite when it is overhead, and 3) log all actions and 

messages for documentation and troubleshooting. The ground station software program is run on 

the Raspberry Pi, which is directly connected to the modem. The program is responsible for 

handling the reception of messages sent to the ground station and transmission of messages sent 

to the satellite. It stores all incoming and outgoing messages in addition to logs in the filesystem. 

It also uses a JSON file to store configuration settings and basic information like satellite callsigns 

and message storage location. Figure 4 depicts the program's interactions with the surrounding 

ground station components. 

 

 
Figure 4 Ground Station Software Infrastructure. 

 
The program maintains a queue of messages to send out to the satellite on its next pass and actively 

listens for the satellite’s health beacon. It has two main states: idling and conversing. When idling, 

it listens to the modem for beacon messages from the satellite. Upon receiving one, the program 

transitions into the conversing state. In the conversing state the program attempts to connect to the 

satellite through the AX.25 protocol built into the modem. The program remains in the conversing 

state until the modem fails to maintain/create its connection with the satellite at which point the 

program transitions back to the idling mode. 

 

On a successful connect, the program starts sending off messages in the queue. Each message on 

the queue is paired with some metadata that describes specific instructions for the program. The 

satellite and ground station send acknowledgements for the packets they receive. This allows the 

program to determine the status of the message queue in the event of an unexpected disconnect. 

The program is registered as a service in the Raspberry Pi’s operating system, allowing the 

program to be automatically restarted by the operating system in the event of a power outage.   

 
TRANSCEIVER 

 
The ground station employs an ICOM IC-9700 transceiver to facilitate communications to and 

from the satellite. The IC-9700, when configured for KUbeSat’s communication parameters, offers 

a transmit frequency range of 430-450 MHz, a receive frequency range of 420-480 MHz, and 

multiple transmitter modulation options, including single-sideband, continuous wave, 

radioteletype, AM, FM, digital voice, and direct detection. The IC-9700 operates with a transmitter 
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output power of 0.5-75 W at 430/440 MHz and is capable of remote operation using ICOM’s RS-

BA1 Remote Control Software. 

 

The transceiver is mounted in a technology rack and placed in one of the labs since it offers the 

closest access point to cable routing from the roof. Hence, it is remotely operated by the ground 

station computer, located in another lab in the adjacent building. This remote feature makes the 

transceiver a particularly good fit for the design. Current remote operation tests involve the 

transceiver connected through a local area network to the ground station computer. The latency in 

the remote connection is negligible, even when the transceiver is actively transmitting at a high-

power level.  

 

In the spectrum analyzer test, the transceiver is directly connected to a spectrum analyzer unit, and 

the transmit function is tested at various RF power levels and in different modulation modes. A 30 

dB, 100 W attenuator is included in the test to attenuate the signal power and protect the spectrum 

analyzer. Important parameters like output power, side-lobe level, and half-power beamwidth are 

verified.  

 
ANTENNA 

 

The ground station antenna chosen for KUbeSat-1 is a circularly polarized, high-gain Yagi antenna 

by M2 Antenna Systems, Inc. Circular polarization is preferred for cubesat applications to 

minimize the effects of Faraday rotation as the signal propagates through the atmosphere and 

reduce the effects of satellite spinning or tumbling. For long distance communication, it is vital to 

ensure the depolarization effects are minimal since polarization misalignment can cause significant 

signal degradation [3]. A high-gain value of 13.3 dBic eases the link budget requirements on 

downlink since the maximum transmit power on the satellite is limited to 1 W. The Yagi antenna 

by M2, Inc. is specifically for Low Earth Orbit (LEO) satellite communications. The antenna is 

rear mounted for easy installation on a boom and mast fixture and for convenient cable routing. 

The rugged build quality is meant to ensure good performance regardless of weather, while being 

continuously exposed to the elements.   

 

Figure 5 and Figure 6 shows the return loss and radiation pattern of the Yagi antenna as measured 

in the anechoic chamber. The measured return loss indicates that the antenna operates in the 418.75 

to 438.36 MHz band. Despite the differences with the return loss from the datasheet, the assembled 

antenna can operate in the 435 – 438 MHz amateur band. The measured radiation pattern shows a 

distinct main lobe with reduced sidelobes. The measured beamwidth is 39°, while the datasheet 

reports a beamwidth of 42°. The reduced beamwidth reduces the antenna’s field of view. However, 

based on the margins from the link budget, this reduction is not detrimental to the overall 

performance of the system. 
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               Figure 5 Simulated and Measured Return Loss.                                  Figure 6 Measured Radiation Pattern.  

 
PRE-AMPLIFIER 

 
A crucial parameter that dictates the performance of any receiver system is the Noise Figure. This 

is especially important for space-based communication as the power level of the received signal is 

very low due to the high path loss. Furthermore, various noise sources like terrestrial, cosmic, and 

galactic can further increase the noise floor. The first stage in the receiver chain after the antenna 

sets the Noise Figure for the entire system. The Noise Factor of the stages that follow the first are 

reduced by the individual stage gains [4]. Hence, selecting an appropriate Low-Noise Amplifier 

(LNA) as the first component in the receiver is paramount. In addition to the Noise Figure, the 

LNA amplifies the signal so that the power level is within the dynamic range of the Transceiver’s 

Analog-to-Digital Converter (ADC).  

 

The EME221 preamplifier by MiniKits is used for the ground station. It is mounted on the mast of 

the antenna and is enclosed in a weatherproof box. A short 10 feet coaxial cable connects to the 

antenna to keep the losses low. The low-noise amplifier has a noise figure of 1 dB and a maximum 

gain of 29 dB, as reported in the datasheet. The transmit section of the preamplifier is just a direct 

bypass with an insertion loss of 0.3 dB. As the uplink budget suggests, the transceiver’s maximum 

output power provides sufficient margin and hence additional amplification is not necessary.  

 

This preamplifier by Minikits is designed specifically for the 70 cm, 430–450 MHz amateur band 

and for the masthead mount to keep the cable run small. This amplifier utilizes an on-board bias 

tee and hence does not require a dedicated power supply. However, only a few transceivers like 

the ICOM-9700 have a separate option with delay sequencing on receive mode, to power the 

preamplifier through the bias tee. The electrical compatibility with the transceiver, ease of physical 

integration, and excellent Noise Figure is why this pre-amplifier was chosen.  

 
LINK BUDGET 

 
Establishing radio communication with the satellite at every pass over the ground station is ideal. 

It is crucial to constantly check and assess the health of the craft and regularly downlink relevant 

data to ease on-board storage constraints. The radio link budget is a design strategy that evaluates 

the success of uplink and downlink communication.  
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The system link margin is computed by comparing the receiver Signal-to-Noise Ratio (SNR) with 

the SNR threshold for a particular Bit Error Rate (BER) of the signal modulation. The full link 

budget has been computed using the AMSAT-IARU Link Model [5]. The uplink and downlink 

budgets are shown in Figure 7. 

 

On an average, only five passes can be expected each day over the ground station. Hence, it is vital 

to attempt a communication link for the maximum duration during each pass. Therefore, the 

maximum path loss is computed for the lowest elevation angle, as the satellite appears over the 

radio horizon. In addition to the free-space path loss, the Link Model also accommodates for the 

following effects as the signal propagates through the channel: antenna pointing loss, polarization 

loss, atmosphere loss, and ionosphere loss. The pointing loss accounts for the misalignment of 

either antenna’s normal axis from the slant range. The polarization loss is expected to be minimal 

since both antennas are circularly polarized.  

 

On uplink, the transceiver is assumed to be functioning at the maximum output power. Most COTS 

transceivers have sufficient transmit power capability for amateur radio operations. Based on the 

extra margin available for the lowest elevation angle, the transmit power on uplink is usually 

reduced to prevent the satellite receiver from saturating. On downlink, the system noise 

temperature is estimated to be 417 K, as the ground station antenna faces the sky to receive the 

signal from the satellite. The effective noise temperature includes antenna temperature, which 

accounts for galactic and terrestrial noise, system line temperature, and noise temperature of the 

Low-Noise Amplifier (LNA).  

 

 
Figure 7 Uplink and Downlink Budget Calculations. 
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DISCUSSION AND CONCLUSIONS 

 

From initial design of the ground station to current status, the ground station is performing as 

expected. All necessary hardware has been acquired and testing of the hardware is successful thus 

far. Antenna testing, such as return loss and radiation pattern indicate that it still performs in the 

expected range needed for UHF ground station communications, despite deviations from the 

manufacturers data sheets. The modem and transceiver tests show the expected modulation 

spectrum and output transmit power level. 

 

Future work for this ground station design includes a receive-only, outdoor calibration test from 

current orbiting satellites. The ground station and the satellite radio module will then be tested 

together in a fully integrated, point-to-point system test. This will also be extended to a Day-in-

the-Life test to assess the full capability of both systems.   

 

The design intent of Hawksnest is to provide infrastructure to be built upon in future advancements 

of the KUbeSat program’s ground station capability. The intention is to move toward full 

duplexing by transitioning the UHF ground station capabilities to only receiving and adding S-

band capability to only transmit when the satellite is passing over. This will allow for the current 

design to be used on future missions, while still upgrading to having S-band transmissions. This 

improvement will likely not take place until KUbeSat-2 or KUbeSat-3. 
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ABSTRACT 

This paper presents a preliminary design for the telemetry package software for Morgan’s 

rocket project. This software will capture and transmit data from accelerometers and gyroscopes 

to track the trajectory of the rocket after launch. The paper will focus on the software in the 

design and a simulation of the module to track trajectory. This paper is in conjunction with the 

“Physical and Function Design” paper as our undergraduate students worked together on the 

telemetry package. Morgan State has received a $1.6 million aerospace grant that will allow the 

school to complete a liquid-fuel rocketry lab and to recruit and hire a faculty aerospace leader to 

create a world-class program in liquid fuel. The school is looking to build and launch a liquid 

fuel rocket than can reach 150,000 feet by 2022.  

 

INTRODUCTION 

Morgan State University’s Wireless Network and Security Lab (WiNetS) is under the 

Electical Engineering Department. The WiNetS lab has a focus on cyber security. We are tasked 

with creating a rocket telemetry module that provides measurements ranging from altitude, 

direction, heading, distance and location. The module is outfitted with a micro-controller, two 

digital radios, a sensor board, and a GNSS (GPS component). The telemetry package will 
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comprise of a ground unit and onboard unit that communicates by radio signals that will relay the 

information to the ground unit. The program implemented within the Arduino will allow the 

information to be displayed through the utilization of MatLab.  

 

SOFTWARE MODULES AND FUNCTION 

The software comprises of programs for the rocket segment the ground station segment. 

The software is used to transmit data between the two using the languages Arduino, C++, Python 

and MatLab. These programs will operate by sending and receiving GPS sentences using a main 

loop along with a data handling code.  

To have a completed telemetry model we must have a a running software. Using the 

Arduino code that outputs the GPS Sentence. It uses an Arduino IDE Software. The Arduino has 

limited computational capacity along with limited memory. UART pins use Rx for GPS and Tx 

for XBee. Latter limits the number of libraries used and limiting variables to avoid 

stackoverflow. Libraries used are SDFat, SPI, WIRE, NeoHWSerial, L3G, LSM303, and LPS.  

There are three major functions within the code which include reading the GPS UBX sentence, 

calculating attitude, and outputting the data. The data is self-contained in 32 bit intervals which 

makes the data readable by the union of a byte array and a structure. The GPS sentence is an 

outputted if-else statement. 

 The other part of the code includes receiving the GNSS, UBX, NAV, and PVT sentence. 

To read the PVT, the code runs without an interrupt connected to the Rx UART pin. The interrupt 

code is in the algorithm. 
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The main loop of this code runs at 50hz, every 20 milliseconds it reads data from the Polou 

Altimu sensors. The main loop uses the AHRS algorithm to calculate attitude. If the code prints 

“true” it updates the output sentence and sets the flag to “false”. The system prints a stream of 80 

bytes from the structure to the XBee and SD card. 

The ground segment consists of a telemetry base station which uses a C++ code. This 

station records and reads data. The code was developed in a multi-platform IDE for C++ 

programming. The telemetry station had three main parts which include: receipting and logging 

off the message, converting data, and plotting vectors and plotting UI. This function logs the 

sentence into a binary file then passes it onto the vector creating thread. The main thread displays 

the graphs and options of the UI. This allows users to choose which plot to display. Another code 

used was Python, to convert binary to CSV code because of built in structure casting and printing. 

This code allows for easier post processing. 

The final code used was a MatLab data handling code. MatLab was used for figure plotting. 

The code takes inputs from a comma separated value file (CSV), extracts data, and applies factors 

to get measured parameters. The code also obtains time vectors for GPS and sensor data values. 

This script was used for post processing and analyzing data. (Caiado 30) 

RESULTS 

Here are results from simulation based off Newtonian Physics. 

MATH 

Distance vector in X and Y dimensions 

Dx(t)= x0 + Vxo(t) +.5Ax(t)2 

Dy(t)= y0 + Vyo(t) +.5Ay(t)2  

Where  Xo, Yo, Vxo, Vyo are initial values set to zero 

Add effect of Drag 

Fd= pACV2/2 
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Where P = density of medium, A = cross section area, C = drag coef 

P= 1.23 Kg/M2    for air 

A= 2 sq meters (~ foot diameter rocket)  

 C= .1  for sharp pointed shape 

A = Acceleration = Force (F)/Mass(M) 

Force = Fp (Propulsion) – Fg(gravity) – Fd (Drag) 
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CONCLUSIONS AND FUTURE WORK 

 The module is curated with tried and tested methods with the intentions of 

making modification specific to the rocket’s requirements. Progression has been pushed back 

this past year due limitation of access to parts and labs, however the setup with establishing 

communications with the Arduino and radios have been successful. By late august or early 

September a fully functioning module will be operational.  
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ABSTRACT

The Missouri S&T Satellite Research Team’s (M-SAT) design entry into the Air Force Research
Laboratory (AFRL) Nanosat-8 program has indicated that existing commercial ground station op-
tions have proven to be cost prohibitive for university missions demanding high downlink budgets.
The development of an open sourced, ground station design that could be implemented across
participating universities provides an alternative to existing commercial options. An automated
ground station network provides a closed network capable of accommodating large downlink bud-
gets commonly found program participants. Further, the development of a reference ground station
design would increase design reliability and provide a foundational platform for students to intro-
duce additional communication capabilities.

INTRODUCTION

The University Nanosat Program (UNP) is managed by the Air Force Research Laboratory’s Space
Vehicle Directorate and coordinates small satellite research and development for participating uni-
versities across the United States. To aid in the design and integration process, UNP publishes
standardized requirements for satellites and ground stations to satisfy while still leaving sufficient
design space for university selected payloads. [1] It is expected that students will develop mission,
system, and subsystem requirements that will guide the development of their mission. Focusing on
the communication requirements, UNP leaves the design space open for students to choose equip-
ment and operating bands providing only the following requirements outlined in Table 1.

M-SAT’s entrance into Nanosat-8, MR & MRS SAT (Missouri-Rolla & Missouri-Rolla Secondary),
is an investigation into autonomous relative navigation with a non-cooperative resident space object
using a stereoscopic imaging system and an R-134a cold gas propulsion system. During relative
navigation, the captured images will be stored and later downlinked for a 3D reconstruction of the
resident space object. As a result of the numerous sensors and imaging payload aboard MR SAT, a
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Table 1: UNP Communication Guidelines

Requirement Definition
UNP10-77 There shall be a minimum of 6dB margin in the telecommunications link

analysis both for the uplink and the downlink at a 10-degree elevation mask.
UNP10-78 Satellites shall be capable of ceasing transmission if required to do so by the

government.
UNP10-79 Uplink communications shall be encrypted for all satellites.
UNP10-80 Downlink encryption approach should be presented to and approved by the

Program Management Office (PMO).

Figure 1: MR & MRS SAT

large amount of data will be generated and queued for downlink. To compensate for the downlink
requirements, ground station options were explored and commercial package options were discov-
ered to be significantly more expensive than an in house design consisting of COTS components.

M-SAT has selected the 70cm amateur band and received frequency coordination at 437.075MHz
with the IARU for both uplink and downlink transmissions. Per this authorization, M-SAT has
been granted a 9600bps data rate. To evaluate the performance of the ground station design, link
budgets and access reports were generated via Systems Took Kit (STK) from Analytical Graphics
Inc.

MR & MRS SAT

The MR & MRS SAT mission is expected to have a lifetime of up to 12 months following deploy-
ment from the International Space Station’s Cyclops arm. After Cyclops separation, MR SAT will
initialize the electrical power subsystem and observe a radio silence period of 45 minutes. Once
the 45 minute timer has elapsed, the flight computer will provide power to the AX100U and listen
for a link from the ground station. If a successful link is established, GPS and health data will
be downlinked. Simultaneously, the Eyestar radio aboard MRS SAT will transmit health data and
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position data from the second GPS aboard MRS SAT to the GlobalStar network. The GPS redun-
dancy will make locating and tracking MR & MRS SAT post deployment an ideally simple task.

Cyclops
Deployment Initialization Detumble Checkout Mode

Separation Mode
Mission Mode 1:

Trailing Formation
Mission Mode 2:
CircumnavigationDownlink Mode

End of Life

Figure 2: M-SAT System Block Diagram

MR SAT will attempt to detumble using the three onboard torque coils, magnetometer, sun sensor,
and IMU. If a nominal attitude is not reached within seven days, MR SAT will enter into Checkout
mode and M-SAT engineers will attempt to isolate and resolve the attitude issue. If nominal atti-
tude is achieved, MR SAT will enter Checkout Mode and wait for the separation command from
the ground station to deploy MRS SAT. Following deployment and entrance into Mission Mode
1, MR SAT’s stereoscopic imaging system will report relative position data of MRS SAT to the
guidance, navigation, and control system at 0.5Hz. If MR SAT fails to maintain a 10± 2m trailing
distance for 5 minutes in a 45 minute period, any attempt to circumnav will be aborted and MR
SAT will enter into downlink mode. If Mission Mode 1 is successful, MR SAT will attempt to
complete two circumnavs about MRS SAT to collect enough imaging data for a 3D reconstruction.

The communication system aboard MR SAT utilizes a GOMSpace AX100U transceiver and 5/8
Slim Duck 6dBd helical monopole antenna. The IARU has authorized 1.5 dBW EIRP but due to
limitations of the GOMSpace AX100U, only 1.1 dBW will be utilized. The Slim Duck antenna will
be mounted to a custom bracket with an SMA connector and connected to the AX100U transceiver
via an RG-316 cable. The AX100U utilizes the CubeSat Protocol (CSP) and provides several
framing formats and error correction options.
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Table 2: AX100U Framing

Feature Function Field Length (Bytes)
ASM Sync Header Minimize false synchronizations 4
Golay Length Minimize chance of receiving a corrupted frame 3
Reed-Solomon Up to 16 byte error correction 32
CRC-32 Bit flip detection 4
HMAC Uplink command encryption 4
Data Mission, Health, and Command Data 204

GROUND STATION DESIGN

Participants in the University Nanosat Program are required to either purchase a commercial
ground station package or build a custom in-house setup. M-SAT explored several ground station
packages including the ISIS VHF/UHF Ground Station kit and GOMSace’s Complete VHF/UHF
Ground Station. Due to the commercial kit prices and resources available at Missouri S&T, the
decision was made that an in house ground station with comparable performance to its commercial
counterparts could be developed.

Having received frequency licensing at 437.075MHz, the M-SAT ground station located on the
roof of Toomey Hall at Missouri S&T has been designed to operate between 430-440MHz. Due
to its high gain, the M2 Antenna Systems’ 450CP34 Yyagi antenna was selected and mounted
to a Yaesu G5500 AzEl rotator and Yaesu GS-232B controller. The selected transceiver, the
GOMSpace AX100U, has been paired with an RF-Links ZH-4047/60-1 high power amplifier and
a Mirage KP-1/440 preamplifier. The server rack housing the transceiver, amplifiers, and Yaesu
equipment is located in the Space Systems Engineering (SSE) Lab in Toomey and connects to the
Yagi antenna via a 25m Belden 9913 cable.

The Yagi 450CP34 antenna is expected to provide 16 dBi of gain with a 28◦beamwidth, circu-
lar polarization, and a maximum VSWR of 1.5:1. Due to the large boom length of 3.048m, M2
L-Brace support structure and M2 fiber glass cross boom have installed with the Yaesu rotator to
provide the antenna with a wind area survival ratio of 1 square foot/100mph. Former researchers in
the SSE lab developed tracking software that utilizes a PyEphem and TLEs pulled from CelesTrak
to provide a pointing accuracy of approximately 5 degrees. [2] With the much larger cross boom
and Yagi antenna, tracking capability will need to be re-verified as the weight increase may have
affected pointing accuracy.

The AMSAT/IARU Annotated Link Model System v2.5.5 was used to develop preliminary link
analysis before introducing the system to STK. [3] Due to the high gain of the Yagi antenna, the
uplink system margin closed well above the UNP10-77 requirement at 30.7dB when using the
Eb/No method. Success was also found in the downlink system margin at 17.4dB using the Eb/No
method.
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Table 3: System Gains and Losses

Gain/Loss GS Uplink S/C Downlink
Transmission
Transmission Power (W) 50.0 1.3
Transmission Line Loss (dB) 1.6 0.7
Antenna Gain (dBi) 16.0 2.2
EIRP (dBW) 31.4 2.6
Path
Antenna Pointing Loss (dB) 0.4 4.7
Antenna Polarization Loss (dB) 0.1 0.1
Free Space Path Loss (dB) 148.5 148.5
Atmospheric Loss (dB) 1.1 1.1
Ionospheric Loss (dB) 0.1 0.1
Rain Loss (dB) 0.0 0.0
Received Isotropic Signal (dBW) -118.8 -151.8

Table 4: Eb/No and SNR Results

Method Uplink Downlink
Eb/No S/C GS
Effective Noise Temp (K) 378 508
Figure of Merit G/T (dB/K) -24.0 -8.6
Signal-to-Noise Power Density (dBHz) 81.1 67.8
Data Rate (dBHz) 39.8 39.8
Command/Telemetry System Eb/No (dB) 41.3 28.0
Demodulation Method GMSK GMSK
System Allowed Error (Bit) 1.0E-5 1.0E-5
Demodulator Loss (dB) 1.0 1
System Required Eb/No 9.6 9.6
Eb/No Threshold 10.6 10.6
System Link Margin (dB) 30.7 17.4
SNR
Signal Power at LNA Input (dBW) -121.7 -133.7
Receiver Bandwidth (Hz) 15,000 15,000
Receiver Noise Power (dBW) -161.1 -159.8
S/N Power Ratio at GS Receiver (dB) 39.4 26.1
Required S/N (dB) 10.6 10.6
System Link Margin (dB) 28.8 16.5
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LINK SIMULATION

The Antenna Toolbox that can be purchased as an add on to MATLAB was used to generate the
radiation pattern of the 450CP34 Yagi antenna. To ensure that the model could be imported into
STK for link simulation, the cross-polarized Yagi antenna modeling guide developed by AGI was
followed. [4] To confirm sufficiently accurate model generation, sample radiation patterns and peak
gain values were acquired from M2 Inc. and compared against.

(a) Radiation Pattern (dBi) (b) 0◦Azimuth Pattern Visualization (dBi)

Figure 3: M2 Inc. 450CP34 at 437.075MHz

The antenna model is as a conformal array of two independently constructed Yagi antennas. The
dimensions and location information of the reflectors, exciters, and directors were modeled per the
M2 Inc. datasheet. A 90◦phase shift between the two antennas, a feed impedance of 50 Ohms, and
an operating frequency of 437.075MHz were also introduced. The Antenna Toolbox utilized the
Method of Moments to solve for the radiation pattern, peak gain, and beamwidth characteristics
of the antenna. For peak gain, the Yagi is estimated to provide 16.6dBi, 0.6dBi above the listed
datasheet. This result was expected as M2 Inc. has indicated that the 16.0 dBi value is an approxi-
mation for transmission at 435MHz. M2 Inc. has also indicated that as the frequency approaches
445MHz, the median operating frequency, the antenna gain continued to increase to 16.4dBi.

The radiation pattern was imported into STK and scenario parameters were defined to simulate
the M-SAT ground station. The latitude, longitude, and elevation values of the ground station were
included as well as line loss, and a 10dB low noise amplifier gain. The Doppler shift was set to auto
track about 435.075MHz and polarization was defined as right hand circular. A constant system
noise temperature of 508K and MSK modulation scheme were applied to the system. STK does
not support GMSK out of the box and modeling GMSK for import to STK was considered as an
option to later increase the model fidelity.

Per the UNP10-77 requirement, a 10◦elevation mask was applied to the sensor object to simu-
late the Yaesu pointing system. The 10.6dB Eb/No and S/N threshold that were defined in the
AMSAT/IARU link analysis were also incorporated as restrictions in the simulation. If the target-
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Figure 4: Link Analysis for 10◦Elevation Mask

ing sensor extended below the 10◦elevation mask or the 10.6dB threshold was violated, the link
would cut off.

MR SAT downlink targeting capability has not yet been clearly defined. As a result, the simple
transmitter model, an isotropic radiator, in STK was selected with 1.1dBW of EIRP. The Eb/No
and C/N results for an overhead pass reaching 78◦of elevation was extracted and plotted. All as-
sociated BER values during the overhead pass exceeded STK’s limit of 1E-30, well beyond the
recommended BER for near Earth missions [5]

An access report that satisfied the aforementioned criteria was generated to collect access times
and visualize ground tracks. A 12 month access report was generated to approximate the amount
of monthly access time that MR SAT would have available for downlink. At 44000s of average
monthly access, MR SAT will be able to downlink 0.636GB of data over the course of a 12 month
mission.

CONCLUSIONS

The AMSAT/IARU and STK link results indicates the presence of a link connection that satis-
fies the UNP10-77 requirement. The link connection was further verified in STK using the Com-
munication Package. Having satisfied the requirement, the ground station design could be used
by other universities as an alternative to potentially cost prohibitive commercial packages. As a
consequence of selecting the GOMSpace AX100U as the ground station transceiver, small sats
that employ non GOMSpace transceivers will require additional software development to commu-
nicate. A ground station design that would be capable of communicating with a wider range of
satellites would utilize an SDR. M-SAT has selected the GOMSpace AX100U as its ground station
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Figure 5: MR SAT Ground Track and Access Tracks (72 Hours)

transceiver due to the MR SAT satellite also possessing an AX100U transceiver.

At the time of writing this paper, the M-SAT Command and Data Handling subsystem team is
reviewing the data budget for the payload, sensors, and system statuses. The 0.636GB downlink
capability will be used to prioritize mission, health, and engineering data if data generation ex-
ceeds the downlink capability. Based on the signal strength received at the 10◦elevation mark, the
conclusion can be made that a closed system link can be potentially maintained at lower elevations.
This would significantly increase the downlink capability and require further simulation analysis
to extract the access time increase.
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ABSTRACT

The design, manufacturing, and racing of a solar powered electric vehicle demands a large set of
synchronized systems all working together. One such system within this set is that which is used
to track, record, and interpret important data; primarily to inform the future operation of the
vehicle in the pursuit of increased efficiency. Within this paper, The University of Kansas Solar
Car Team presents its telemetry system used to actively track the state of Astra, the first
generation of Solar Car coming from The University of Kansas. The system is based around a
Controller Area Network (CAN) Bus connecting the driver display, Battery Protection System
(BPS), Maximum Power Point Trackers (MPPT’s), and motor controller. We use 4G LTE-M to
transmit collected data from these nodes to Google’s Firebase platform, where we can retrieve
and interpret data from a web dashboard outside the car.
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INTRODUCTION

Beginning in the Fall of 2017, a group of engineering students at The University of Kansas set
out to build the school’s first solar car. After several years of research, design, and collaboration
with many well established solar car teams from around the world, the KU Solar Car Team is on
the cusp of unveiling the first generation of solar powered electric vehicle to come out of the
university: Astra. The car will race in the Formula Sun Grand Prix (FSGP) [1], a race taking
place on a grand-prix style race track where the winner is the team with the most completed laps
at the end of the three-day race. This race serves as the qualifier for the grueling American Solar
Challenge (ASC) [2], a cross-country race from the Midwest to the West Coast of the United
States. As a new team, we did not design Astra to compete in the ASC, but it remains a future
goal.

Many systems are involved in the operation of the vehicle, and as a first generation team, this
inevitably results in many areas of possible improvement. A method of analyzing the various
systems that comprise Astra, and thus the ability to make informed decisions in an effort to
improve efficiency, is therefore of considerable worth. Astra’s telemetry system aims to achieve
this ability. Using the data sharing network provided by CAN, information such as battery pack
current draw, motor speed, and incoming energy provided by the solar arrays can all be collected,
stored, and analyzed. In the following sections, we present Astra’s methods of data collection,
display, transmission, storage, and monitoring.

DATA COLLECTION

Data transfer is accomplished through the use of a CAN bus (ISO 11898-2) [3], a protocol
designed to give all electronic devices within the network the ability to communicate with each
other, without the use of a centralized computer polling each device individually. Each device
within the network, commonly referred to as a node, is said to be “CAN enabled”, or otherwise
requires the use of an external interfacing device that enables CAN communication. A visual
representation of this architecture is shown in Figure 1.

Figure 1: Visual representation of an M node CAN bus
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The CAN protocol is realized physically by way of differential signaling, wherein twisted pair
wire cable is used to establish CAN-High (CAN-H) & CAN-Low (CAN-L) lines. A transceiver
on each node either transmits or receives CAN messages by way of the voltage levels on each
line. By convention, a dominant state (CAN-H > CAN-L) is interpreted as a 0, and recessive
(CAN-H CAN-L) as a 1. An example of this signaling convention is shown in Figure 2. To get≤
an idea of what data might be sent back and forth over CAN, several of the sensors used within
Astra’s data collection system are shown in Figure 3. The Battery Protection System (BPS) is
highlighted in red, and is one of the nodes within Astra’s CAN bus. The current sensor, voltage
taps, and thermal resistors (thermistors) are all measurement tools that the BPS uses to monitor
the state of the pack. These measurement values are also broadcast over the CAN bus.

Figure 2: Visual representation of the dominant and recessive states of the CAN bus

Figure 3: Picture of Astra’s battery pack enclosure, w/various sensors highlighted
[Blue - Voltage Taps] [Purple - Thermistors] [Orange - Hall Effect Current Sensor] [Red - BPS]
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DRIVER DASHBOARD DISPLAY

One requirement for the solar-powered car, as with any car, is to provide the driver with relevant
information about the vehicle in an easy to view format. To display the various data we had
available from the CAN bus, we opted for two 5-inch, LCD touchscreen displays [4] powered by
a Raspberry Pi 4. Compared to a more traditional car dashboard, a digital display provides more
customizability for us to display different types of data for the car. In addition, the use of a
Raspberry Pi to operate the displays provides for greater computing power that we could use to
read data from the CAN bus and display it in a nice format.

One of the LCD screens is reserved solely for displaying the rear camera feed. An aerodynamic
design is crucial for a solar-powered car to be able to improve its efficiency. As a result, the car
will not have side mirrors, so a constantly available rearview camera on one of the screens is
necessary as an alternative. This screen is dedicated to a webpage that shows the camera feed of
a Logitech USB camera [5] which is connected to the Raspberry Pi. The other LCD screen is
used to display data. The team decided 12 key pieces of data that should be available to the
driver on the display.

The data is received from the BPS, MPPT, and the Motor Controller. It is represented as gauges
to show a pictorial representation of the data being sent from CAN, and is also provided as a
numeric representation, respective to each gauge giving the driver an accurate response to the
status of the car, as shown in Figure 4 below. Additionally, a certain section of the gauges display
is dedicated to show any error messages brought up by the car. The section is large enough for
the driver to visibly see any messages being shown on the display. The error messages were
determined from the respective manuals of the BPS, MPPT, and the Motor Controller.

Figure 4: Pictures of the Driver Heads Up Displays

On the Raspberry Pi 4, we used the PiCAN 2 shield [6] to interface with our car’s CAN bus
system. To read the data from the CAN bus, we opted to use Python 3 as our language of choice
since it has an easy to use CAN library [7]. While deciding how to display data to the driver, we
considered two different options: a Python program with a custom GUI to display data or a
website that reads data from a Python server hosted on the Raspberry Pi. We opted for
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developing a web page since the student developers had more experience with web development,
which would allow for a faster development cycle.

On the web client, we opted for using a grid of 12 gauges to represent the data on the car as
explained earlier. We tested creating these layouts using both the HTML5 Canvas and with SVG
(Scalable Vector Graphics) rendered in the browser. After working on both types of layouts, we
found that the SVG approach provided an easy way to create smooth animations for the gauges
which the team thought was better for the project as it more closely mimicked a real car.

To support the web client, we developed a locally-hosted Flask web server [8] that runs
continuously on the Raspberry Pi. This server reads the CAN bus data and stores all relevant
Driver HUD statistics on the server. The server has an endpoint that can be used to fetch a JSON
object with all of the car’s data. In the web client, we set up a JavaScript function which would
request the latest data from the web server every 100ms and redraw the gauges.

TELEMETRY TRANSMISSION

Several options are available for transmitting data from the car to some off-vehicle location
which is accessible to the team outside the car, and these can have a significant impact on the
design of the remainder of the telemetry system. These options fall into two broad categories:
point-to-point radio communication between the car and an off-vehicle computer; and a cellular
network to transmit data from the car to a server located either at the track or in the cloud.

In researching these options, we determined the race format to significantly affect the proper
choice. In grand-prix race tracks there are often large aluminum stands, where fans can sit to
watch the race, flanking both sides of the track near the finish line. We discovered from
conversations with other solar car teams that these stands make reception of point-to-point radio
exceedingly difficult, often requiring a direct line of sight with the on-vehicle antenna. Thus, in
the FSGP, use of cellular networks emerged as the best choice. However, cross-country races
frequently pass through rural areas with weak cellular signal, so use of a cellular device is not
possible. The issue with aluminum stands from the FSGP is also not present during the ASC, and
each team is allowed a “chase car” that follows closely behind their solar vehicle. Thus, were we
to compete in the ASC, it is clear a point-to-point radio would be the best solution here.

Knowledge of these options led us to select the XBee3 Cellular LTE-M [9] radio for our
telemetry. First, the XBee product line contains both cellular and point-to-point radio devices
with the same form factor, physical interface, and similar power requirements. Thus, were we to
compete in the ASC, we could simply remove our cellular module and replace it with a
point-to-point radio module after the FSGP. Despite not competing in the ASC, we deemed it
wise to become familiar with the XBee line as soon as possible. Second, the LTE-M module
requires lower power than the other XBee cellular modules (such as the XBee Cellular LTE Cat
1 [10]), allowing it to be powered directly by an Arduino Due rather than an external power
source, thereby simplifying our power distribution system.
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Thus, in implementation we power and communicate with the XBee module using an Arduino
Due. The implementation is fairly simple: we read raw data from the CAN bus, decode it using
hard-coded knowledge of the encoding format, reformat the data such that our server can decode
it, and send the data using the Hypertext Transfer Protocol (HTTP). Note that the XBee module
only takes raw data to transmit over the cellular connection, so we must consider and encode all
parts of the HTTP request.

ARCHIVE STORAGE

Transmitted data must be stored. Options for doing this range from naive (text document on a
Raspberry Pi server) to excessive (Amazon RDS for MySQL); each option brings inherent
advantages and disadvantages. A local server is low-cost and highly customizable, but at the
price of deployment and boilerplate code. On the other hand, a MySQL cloud server charges by
the minute and overextends developers who are not SQL-familiar.

To balance these concerns, we used Cloud Firestore [11], a Google cloud database service, for
data storage and retrieval. Firestore is a “NoSQL” document database with live synchronization
and straightforward scaling. A few advantages distinguished Firestore over the industry-standard
relational database for our purposes.

Significantly, Firestore offers more flexibility than a relational database. Relational databases
abstract data models into schemas which require advance planning for design and optimization.
In Solar Car, though, the data models we work with are often unpredictable. Design requirements
can change as a function of race regulations and available hardware, making it hard to finalize in
advance. Furthermore, flexibility encourages an iterative design process, which is critical
considering the evolving design requirements and high personnel turnover inherent in the sport.

Firestore eases these problems with a document database model. Document databases map data
to a JSON-like format, which is more intuitive for the nested time-series data which monitoring
systems generate. Additionally, since documents are self-describing, we can simply add new
fields as our requirements evolve over time, removing the hassle of schema migration.

Another advantage of Firestore are Google’s server client libraries for Java, Python, Node.js, Go,
PHP, C#, and Ruby, which handily simplify database interactions in comparison with hosting a
local database. Recognizing students are most likely familiar with Python, and considering its
strong package ecosystem, we wrote our server code in Python using Flask, which is a
self-described “microframework” with the ethos of keeping the library’s core functionality
“simple but extensible” [8]. In contrast to a full-fledged web framework like Django (Flask’s
main competition), Flask is straightforward to get started with and un-opinionated about details
like what database or form validation library is used. This lightweight and extensible nature
made it ideal for building our display.
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REAL-TIME MONITORING

An important part of collecting data is displaying and interpreting it. In Solar Car, this process
must happen in real time to ensure safe operation of the car during testing and races. Our data
visualization system for facilitating real-time monitoring is called the telemetry client (TC).

Every two seconds, the XBee module sends a POST request to the TC, where two things happen.
The data of the moment is added to a buffer. This buffer holds the data for Firestore; since
Firestore billing is based primarily on the number of writes (not the size of data written), this
saves money. Additionally, the data is written to a “lastRead” dictionary. By holding the last read
data in its individual variable, we can easily access it for the realtime page.

The realtime page displays relevant data collected by the car for instant monitoring and analysis
(Table 5).

Battery Voltage Input Voltage

Battery Temperature Isolation Fault

Output Current Car Speed (GPS)

Input Current Car Speed (Motor Controller)

Table 5: Fields displayed by the realtime dashboard.

The display is partitioned into cards for each field. Each card shows the instantaneous field value
at the top and a chart of the last five values underneath, and the user can hide or pin each card as
desired or drag it to a new position. This level of customization lets the user display the most
relevant data for a given scenario.

As a safety feature, an acceptable range is defined for each collected field. If the field’s value
falls outside the acceptable range, the field’s card turns red to make the deviation obvious. A
small list of example ranges include:

Parameter Acceptable Range

Pack Voltage 72.8 V < < 104 V𝑉
𝑝𝑎𝑐𝑘

Max Pack Discharge Current 112 A (2 C)

Individual Cell Temperature -15 ℃ < < 60 ℃𝑇
𝑐𝑒𝑙𝑙

Individual Cell Voltage 2.8 V < < 4.0 V𝑉
𝑐𝑒𝑙𝑙

Table 6: Example of various parameter ranges defined
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CONCLUSIONS

Astra’s telemetry system allows for component-generated data to be transmitted, stored, and
interpreted near-instantly. Such a system is crucial for driver safety, but can also serve as a
valuable source of data for optimizing the car’s processes. While we have laid out a specific
end-to-end telemetry design, it is important to consider that the countless design choices we
made were heavily influenced by our team’s knowledge, experience, goals, and budget. Choices
like mode of telemetry transmission or the language in which server code is written must be
made with all these factors in mind, meaning no two teams will have identical optimal designs.
That said, we hope to have emphasized some absolute pillars of a strong telemetry system: using
an industry-standard ECU communication protocol (CAN bus); balance of development ease and
complexity (Firestore, Flask); and end-user friendliness (dashboard LCDs).

Future iterations on Astra’s telemetry system should focus on increasing reliability and testing
throughout the design process. For example, due to unfamiliarity with many of the hardware
components as a result of the team’s relative inexperience, Astra’s software development
naturally followed a speedy-development model focused less on testing and analysis, and more
so on developing a functional product. Introducing a testing framework around Astra’s telemetry
components would be appropriate once we are using the software in production in order to make
integrating new code into the car safer. Similarly, adoption of a more defined software
development lifecycle, like an Agile approach, would increase productivity as the system
becomes more complex.

Another area of focus for future iterations should be tools for backward-looking analysis of the
data Astra generates. For instance, a separate client could be developed specifically for
examining the data generated in a given time period, with features for identifying aberrations or
points of concern. Like rigorous software testing, data analysis has taken on less importance in
Astra’s development so far; the focus has been on building systems to generate the data. Now
that we have reached that point, testing and analysis should begin to play a greater role in future
iterations of Astra’s telemetry system.
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Engineer Display, Full Duplex Telemetry Link, Tracking Antenna, Real Time Data Recovery and display, 
Post Flight Analysis, IRIG-106 Chapters 4, 7, 8, 9, 10, 11  

Level of Difficulty: Intermediate to Expert  

Learning Objective(s): Describes a proven solution for a complete modular next generation flight 
vehicle data acquisition and analysis system.  

Presentation Text:  

The introduction of new standards particularly IRIG 106 Chapter 7, 10 and 11 have opened the door 
to a new way of thinking about onboard flight test signal conditioning systems. These must not 
necessarily continue to be considered as systems that are setup in a predefined manner to match the 
requirements of a specific flight test scenario, but may be looked at as a flexible resource that can be, 
to a certain extent, changed in real time to match a series of tests with different requirements.  

Having realized this truth our thinking about what an on-board flight test system, and how it is used, 
should also change.  

In this presentation we at IMC and JDA, working together, are pleased to be able to introduce a new 
type of flight test system that takes advantage of this change to offer new ways of working for flight 
tests engineers that will reduce their workload and open new doors.  

To start with it is clear that in order to be efficient and successful in modern flight testing, you need 
solid precision measurement technology for the analog world, but with that said we must also focus 
on BUS based sensors and devices as more become available and go into use. 

Many of these BUS based sensors and devices have proprietary bus protocols based on Ethernet, 
Serial, etc. and it is becoming clear that the fast, adaptive acquisition of such data sources is now just 
as important as that of analog sources. 

The IMC measurement product range lends itself well to this analog environment as it includes 
customer proven, high-precision 24-bit DAS technology which serves as the basis for their flight test 
data acquisition systems. These are paired with the IMC/JDA developed ultra-flexible digital BUS data 
acquisition and processing systems in order to integrate almost any device (including legacy 
customer supplied units) into the IMC/JDA flight test measurement systems configuration. 

To achieve this level of flexibility the application of internationally recognized standards was key to 
the implementation of the system, these include:  

• IRIG 106 various chapters 	
• Ethernet 1000/100/100 	
• GPS position and timing synchronization 	
• NTP and PTP network timing 	
• ONVIF video capture and camera control 	



IMC/JDA  2021-07-29 Universal modular full flight-testing system
   

2/3 

As an overview, the IMC/JDA onboard flight test system consists of the following main 
elements: 	

• Onboard Chapter 10/11 direct feed signal conditioning modules 	
• Onboard Chapter 10/11 direct feed camera feeds 	
• Pilot display, Ethernet 	
• Engineering workstation displays, Ethernet 	
• Intelligent packet combiner/recorder 	
• Intelligent ethernet based Chapter 7 RF transmitter TIER0, TIER1 and TIER2 (L, S & C band) 	
• Intelligent ethernet based Chapter 7 RF receiver TIER0, TIER1 and TIER2 (L, S and C band) 	
• Modular airborne antennas with integrated amplification (L, S and C band) 	
• Ethernet backbone 	

The heart of the IMC/JDA flight test system is the Intelligent packet combiner/recorder this 
provides the functions of: 	

• IRIG106 Chapter 10/11 data packet combiner 	
• IRIG106 Chapter 10/11 recorder 	
• IRIG106 Chapter 10/11 packet selector/filter for telemetry link 	
• GPS synchronized NTP and PTP network Time Server 	
• Selected packet decoder and data server for pilot display and any engineering workstations 	
• IRIG106 Chapter 7 telemetry encoder 	
• RF transmitter TIER0, TIER1 and TIER2 (L, S and C band) (suitable for use with modular 

airborne antennas with integrated amplification, also available from IMC/JDA) 	
• Intelligent IRIG106 Chapter 7 RF receiver controller 	
• IRIG106 Chapter 7 uplink decoder 	

The entire airborne system communication and control is based around the Ethernet bus 
protocol. 	

It was decided early in the design that the system should be distributed in structure and that 
all data transfers should be encapsulated, and therefore time stamped, within the data 
acquisition units themselves. To provide sufficiently accurate timing the NTP and PTP 
ethernet time protocols were selected, with a system developed that provides timing to an 
accuracy of 0.000001 seconds in the data acquisition units. 

A mechanism is included to provide accurate information regarding the relationship between 
the real total system time and the internal 10MHz counter originating from the 
combiner/recorder required to conform to IRIG106 Chapter10/11 compatibility. 	

The setup of the entire airborne flight test system is managed from the IMC Studio software 
via the generation of IRIG106 Chapter 9 (TMATS) files, which are fed into the 
combiner/recorder over one of its available interfaces on that unit (Ethernet, RS232, USB). 
The TMATS files are used to initially setup the entire system and also as the basis for a single 
TMATS header, which is the first packet in any Chapter 10/11 recording. 	

One of the new functions of the intelligent packet combiner/recorder is its ability, under 
customer control, to decode selected Chapter 10/11 data packets on the fly, calibrate the 
parameter data and distribute that recovered information to the Pilot Display and any 
connected engineering display workstations. 	
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As the combiner/recorder is also a IRIG106 Chapter 7 telemetry encoder, the data available 
to be sent over that telemetry downlink may be any combination of the decoded parameter 
data and/or selected Chapter 10/11 encapsulated data packets. 	

Within the IMC/JDA system design we have taken advantage of the Chapter 7 ability to 
provide a control uplink to the vehicle under test. 	

As the entire airborne system is configured via uploaded Chapter 9 (TMATS) files we can 
send sections, or a whole new, TMATS files up to the combiner/recorder while the flight test 
is in progress. 

These uplinks can control: 	

• The downlink Chapter 7 telemetry contents, data rates and structure. 	
• The downlink RF characteristics including data rate, transmission frequency, modulation type 

etc. 	
• The downlink transmission power. 	
• The content of the Pilot and any engineering displays. 	
• The control for the recorder start/stop/new file etc. 	
• The Chapter 10 data packet selection for decoding, recording, RF transmission etc. 	

In other words, the configuration of the airborne system may be changed at any time via an 
uplink from the ground station, thus saving time and money for your flight test program by 
allowing multiple disparate tests to be carried out during a single flight. 	

One of the most important features of the total system design is the ability, through the use 
of internationally recognized standards throughout, to integrate customer supplied legacy 
equipment, with minimal effort, into the IMC/JDA systems infrastructure. 	

Another important feature is the minimal internal cabling required within the air vehicle 
under test. Basically, just ethernet and 28V power is sufficient to bring the system together. 	

Of course, compatible ground equipment is also available from IMC/JDA including: 	

• Autotracking antennas with Chapter 7 uplink capability 	
• SNR RF Polling Systems (L, S and C Band) 	
• RF Transmitters TIER0, TIER1 and TIER2 (L, S and C Band) 	
• RF Tracking and Data Receivers TIER0, TIER1 and TIER2 (L, S and C Band) 	
• Bit Synchronizers 	
• IRIG106 Chapter 4/7/8 Compatible Telemetry Decoms 	
• IRIG106 Chapter 4/7/8 Compatible Telemetry Encoders for the TMATS uplink 	

In conclusion IMC/JDA have developed a new class of onboard flight test system that 
leverages internationally accepted standards to move beyond fixed airborne system 
configurations. Many previously disparate functions are now integrated in an intelligent, and 
uplink controllable, manner while still maintaining a path to integrate customer supplied 
legacy equipment into the total system. 	

Jointly Issued By: 
IMC Test & Measurement GmbH 
JDA Systems e.K. 	
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ABSTRACT 
 

The Telemetry Network Standard (TmNS) was released as part of the 2017 version of the IRIG-106 

standards.  Traditionally, serial streaming telemetry data has been sent on a unidirectional link from the 

test article to the ground.  The TmNS standard offers a new approach to acquiring flight test 

instrumentation (FTI) data that changes this paradigm by allowing the use of bi-directional data links.  

These bi-directional links allow for commands and requests to come from the ground back to the aircraft.  

This offers a new capability to the flight test community to request data on demand from the flight test 

recorder. 

One of the longest-standing problems with traditional telemetry has been data dropouts.  These gaps in 

the flight test data can occur at any point in a test flight, and they can prevent the ground controllers from 

knowing if a test was successfully completed.  TmNS offers a solution to this problem by allowing the 

ground to request a PCM backfill to re-send the section of the data that was lost.  This paper explores a 

fully functional demonstration system that Curtiss-Wright has created to show an end-to-end PCM backfill 

operation using a TmNS compliant recorder, two TmNS radios, and the IADS real-time visualization and 

analysis software. 

 

INTRODUCTION 
 

Pulse code modulation (PCM) telemetry has been the foundation of the flight test industry for over 50 

years. PCM telemetry, however, has imperfect RF performance, resulting in flawed real-time data on the 

ground.  This inadequate data still facilitates much-needed real-time data services, such as safety of flight, 

but limits the amount of data analysis tasks that can be performed in real-time. 
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Over the years, many technological methodologies have been used to either identify or limit the frequency 

of the data dropouts caused by PCM RF telemetry.  Some key examples are:  

1. Checksum/CRC checks  

a. Efficient at detecting bit errors, so bad data is not processed  

b. Provides no ability to correct for those errors 

2. Forward error correction 

a. Variety of different algorithms, each with their advantages and tradeoffs 

b. Generally, incurs a high amount of overhead on a bitstream 

In this paper, a system is presented showing how to achieve near-perfect data quality on the ground in a 

real-time operational scenario.  This system uses approaches defined in the IRIG-106 Telemetry Network 

Standard (TmNS) set of standards, namely PCM backfill, using commercial off-the-shelf (COTS) hardware 

and software supplied by Curtiss-Wright, all of which are available today.   

 

SYSTEM ARCHITECTURE 
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Figure 1 - System Architecture Diagram 

 



 

The demonstration system consists of several Curtiss-Wright products: 

MnACQ-2600 – A data acquisition unit (DAU) that outputs a TmNS compliant Ethernet stream of data and 

a PCM output. The data contained in the TmNS Ethernet Stream and the IRIG-106 Chapter 4 PCM output 

is the same. 

NSW-12GT-1 – A network switch capable of statically and dynamically routing data from multiple network 

elements. 

nREC-4000S-3 – A TmNS compliant recorder that can respond to data on-demand requests from other 

hardware/software for actively recording TmNS data files. 

nXCVR-3140A-2 – A TmNS compliant radio, allowing bi-directional communication between ground and 

air installations. 

TTS-9800-2 – An IRIG-106 Chapter 2 compliant PCM transmitter with tri-band support for S, L, and C RF 

frequency bands. 

RCVR-210S – A receiver/bit sync module that can demodulate RF transmitted PCM data and recover the 

bit clock. 

DBS-140U – A 40 Mbps USB 2.0 Bit Sync/Decom that parses an IRIG-106 Chapter 4 PCM stream and passes 

the data to ground station software for display and analysis. 

IADS – Industry-leading ground station software to process and display a variety of different flight test 

inputs. 

Variable Attenuator – An RF attenuator that can vary the amount of RF attenuation. 

 

SYSTEM THEORY OF OPERATION 
 

In this system, the data originates at the MnACQ-2600 and follows two paths: the Ethernet recording path 

and the IRIG-106 Chapter 4 PCM transmission path. The Ethernet recording path is where the MnACQ-

2600 outputs IRIG-106 Chapter 24 TmNS packets, routed through the 12-port switch, to the nREC-4000S-

3, which is actively recording the data, as if a flight test is occurring. 

The IRIG-106 Chapter 4 PCM transmission path takes the same data payload in the IRIG-106 Chapter 24 

TmNS packets and outputs that data as an IRIG-106 Chapter 4 PCM output. The IRIG-106 Chapter 4 PCM 

output is connected to the TTS-9800-2, which modulates the data in L-band, S-band, or C-band with an 

SOQPSK modulation.  In a typical flight test application, the TTS-9800-2’s RF output would be wired to an 

antenna for RF transmission over variable distances during the flight test to be received at a ground 

station. 

To demonstrate the system at the ITC 2021 show, the TTS-9800-2 will transmit the IRIG-106 Chapter 4 

PCM data.  We will then use RF coaxial cabling and multiple attenuators to simulate the distance between 

the transmitting and receiving antennas.  This will also lower the overall power level to an acceptable level 

for the RCVR-210S receiver.  A variable attenuator is also included in the multiple attenuators to have the 



ability to degrade the RF power level from a functional power level to a marginal power level to a non-

functional level.  

The RCVR-210S receives the RF coaxial cable after the attenuation and de-modulates and bit-syncs the 

signal to recover the clock and data and input it to the DBS-140U decom. 

The DBS-140U will receive the recovered clock and data signals and decom the IRIG-106 Chapter 4 PCM 

minor/major frames. This consists of checking for a Sync Pattern every X number of bits and, if applicable, 

a Sub-Frame ID (SFID) at a particular word location in the PCM minor frame.  If, for some reason, the Sync 

Pattern is not found every X number of bits or an incorrect SFID is found, the frame will be discarded and 

the decom will enter a search mode, where it checks for the Sync Pattern anywhere in the data stream.  

Once a match is found, it will check the match by advancing X number of bits and verifying that the Sync 

Pattern is found in the expected location.  Once this happens, the decom will enter a lock state and begin 

passing frames to the software once again. 

IADS will then receive the PCM frames and extract parameter data for viewing in real-time displays, such 

as strip charts. 

To facilitate a bi-directional connection from the ground PC to the airborne recorder, the system contains 

a pair of nXCVR-3140A-2 transceivers.  These transceivers are capable of wirelessly transmitting and 

receiving Ethernet packets.  One of the nXCVR-3140-2 transceivers, which we will refer to as the ground 

transceiver, is connected to an Ethernet port on the PC that is running IADS.  In a real-world system, this 

transceiver would connect wirelessly to the airborne transceiver on board the test vehicle, but in the 

demonstration system, the ground nXCVR-3140A-2’s RF connection is passed through attenuators to 

simulate transmission distances and attenuate the RF power.  The other end of the RF connection 

connects to the airborne nXCVR-3140A-2.  The airborne nXCVR-3140A-2 has an Ethernet connection to 

the NSW-12GT-1, allowing Ethernet packets to flow to and from the airborne network. 

The nXCVR-3140A-2 transceivers differ from traditional PCM transmitters in the following key ways: 

1. The nXCVR-3140A-2 transceivers transmit Ethernet packets, whereas the TTS-9800-2 transmitter 

transmits a PCM bitstream. 

2. The nXCVR-3140A-2 transceivers can transmit data to and from the ground, creating a bi-

directional link from the air to the ground.  Traditional PCM transmitters can only telemeter data 

from air to the ground.  The ground does not have a way to communicate back to the air. 

3. Multiple nXCVR-3140A-2s can use the same RF spectrum to transmit data.  This is done via a 

shared schedule between groups of nXCVR-3140A-2s, which allocate transmit and receive time 

for each transceiver. 

4. The nXCVR-3140A-2s utilize burst mode SOQPSK modulation, which is a modulation scheme that 

is only present when data needs to be transmitted.  Traditional PCM telemetry does not use burst 

mode modulation schemes, so conventional transmitters cannot transmit on the same RF 

spectrum. 

It is important to note that there is no data flowing through the nXCVR-3140A-2 links for this 

demonstration. The bidirectional link will be utilized only when needed by the IADS software to fill in 

missing data.  



We will use adjustable attenuation on the RF links in order to simulate data dropouts.  At baseline, with 

little attenuation between the TTS-9800-2 transmitter and the RF receiver, IADS will be able to process 

and display parameters with no data loss.  The processed parameters are displayed as normally done with 

traditional PCM telemetry.  To simulate the RF dropouts from normal over the air PCM telemetry, we will 

raise the attenuation between the TTS-9800-2 transmitter and RF receiver.  This will result in a state of 

marginal performance where good PCM frames will be passed to IADS along with a mixture of missing 

frames and/or frames with bit errors. 

The IADS software has the responsibility of doing the following tasks in this scenario: 

1. Detecting problematic PCM frames: 

a. Missing PCM frames. 

b. PCM frames with bit errors. 

2. Sending low latency TmNS data requests to the nREC-4000S-3 when it detects erroneous or 

missing frames. 

3. Receiving the requested frames from the nREC-4000S-3. 

4. Replacing the missing or bad PCM frames in the PCM telemetry stream with the nREC-4000S-3 

frames. 

5. Processing the new PCM telemetry stream with the “PCM backfill” frames to make an error-free 

data presentation of all parameters in the PCM telemetry. 

 

DETECTION AND RETRIEVAL OF PROBLEMATIC PCM FRAMES 
 

There are several requirements that the PCM telemetry frame must meet to allow IADS to detect 

problematic PCM frames.  For a major frame with multiple minor frames, a SFID is necessary.  Combined 

with the Sync Pattern, a SFID allows IADS to uniquely identify each PCM minor frame.  This also provides 

IADS with the ability to identify missing PCM minor frames by detecting cases where the SFID value skips 

one or more expected values.  However, this will not allow IADS to detect larger chunks of missing data, 

such as multiple missing major frames. 

To detect larger chunks of missing data, the PCM frame must include an embedded 48-bit IRIG time stamp 

that resolves time since the beginning of the current year with microsecond resolution.  Since PCM 

telemetry is a synchronous continuous bitstream, every minor frame represents a fixed amount of time.  

In the event where multiple major frames are missing, it is possible to calculate how many frames are 

missing from the following information: 

1. By knowing the length of the PCM telemetry frame in bits and combining this with the stream’s 

bit rate, we can calculate the time per minor frame. 

2. The start time for the TmNS data request is set by storing the last good timestamp that was 

received before a series of bad/missing PCM frames.  The end time for the TmNS data request is 

set by the most recently received PCM frame’s time or, in the case where the programmable 

timeout period of bad/missing PCM frames is met, the current time in the decom.  The subtraction 

of the end time from the beginning time gives us the amount of time without PCM telemetry. 

3. By dividing the amount of time without PCM telemetry by the known PCM telemetry frame time, 

we can arrive at the number of minor frames missing from the time interval. 



So far, we have only addressed how to detect missing PCM frames of varying sizes in a real-time PCM 

telemetry stream coming from a decom.  We have not addressed how to detect bit errors in the individual 

PCM frames.   Bit errors are a common scenario in PCM RF transmission.  It should be noted that bit errors 

present in either the SFID or the Sync Pattern are expected to be dropped at the DBS-140U decom, as 

they will not pass the frame check sequence.  This means that errors in the SFID or Sync Pattern will appear 

to IADS as a time gap rather than a bit error.  Bit errors that occur within the PCM frame data, but 

otherwise have good SFID and Sync patterns, are not detectable via the DBS-140U decom. 

To detect the case where bit errors are present in a PCM frame without errors in both SFID and Sync 

pattern, a 16-bit CRC is calculated by the MnACQ-2600 and inserted into the data in every minor frame. 

This CRC is calculated between each pair of CRC samples, and the resulting calculated CRC value is inserted 

into the PCM data.  When IADS receives the PCM telemetry data, it will calculate the CRC value on the 

received PCM frame and compare it to the CRC value stored in the PCM frame.  If the CRC values are the 

same, no bit errors have occurred in the PCM frame, and IADS can safely assume all bits are correct in the 

frame.  If the CRC values are different, IADS knows that one or more bit errors have occurred in the minor 

frame and should be thrown away.  

Please note that, in a 16 bit CRC, there is a 1 in 65536, or roughly 0.0015%, chance that a frame with a bit 

error in it will have the same calculated CRC value as the original calculated CRC value from the MnACQ-

2600.  This risk is deemed acceptable for this demonstration system.  If this risk does not meet operational 

requirements, longer CRCs (such as 32-bit or 64-bit) could be implemented in the hardware and IADS to 

mitigate this risk. 

 

Figure 2 - Sample PCM Format With SFID, Time Words, and CRC 

When IADS detects a missing or bad CRC frame, it is thrown away, and the time of the bad or missing 

frame is calculated from the last good frame’s time and saved in memory.  IADS will then wait until it 

receives an error-free frame or a timeout period has expired.  At that point, IADS will determine the end 

time for the event. 

In TmNS, each data channel is identified by a unique ID called the Measurement Definition ID, which is 

formed at the TmNS Data source, the MnACQ-2600 in this demonstration.  IADS will create a TmNS data 

request, which requests a stream of TmNS data identified by the channel’s MDID and the start and stop 

times for the missing PCM telemetry frames.  The TmNS data request is then sent via Ethernet, through 

the ground nXCVR-3140A-2 to the airborne nXCVR-3140A-2, then through the NSW-12GT to the nREC-

4000S-3. 



The nREC-4000S-3 is anticipated to be in an active recording session, recording data from the MnACQ-

2600 (and in a practical application, many other DAUs) when the TmNS data request is received.  The 

nREC-4000S-3 parses the TmNS data request and searches all recordings, including the active recording, 

for the specific stream’s MDID identifier as well as start and end times of interests. 

Once the nREC-4000S-3 finds the data of interest from the TmNS data request, it streams a TmNS data 

response back to the IADS PC through the transceiver network.  The IADS PC then receives and parses the 

TmNS data response from the nREC-4000S-3.  IADS will then fill in the bad and missing frames with the 

error-free frames from the nREC-4000S-3.  The now error-free data can then be updated in every real-

time display in IADS, such as the strip chart.  

The result of this system is an error-free data presentation of the PCM telemetry.  This is made possible 

by utilizing the unique TmNS capabilities of the nXCVR-3140A-2 and nREC-4000S-3 hardware, integrated 

with the IADS real-time telemetry software. 

As an example, Figure 3 shows two IADS strip chart displays of the same parameter from a PCM telemetry 

stream.  The left strip chart is experiencing RF disturbances and has errors in the data, while the right strip 

chart has been corrected using the PCM backfill process, and it shows perfect sine wave data.   

 

Figure 3 - PCM strip chart example of a parameter with and without the PCM backfill functionality 

 

 



ADDITIONAL SYSTEM CONSIDERATIONS 
 

A cost of this error-free data presentation using this PCM backfill process will be some amount of 

additional latency in all PCM telemetry data.  IADS needs to reserve extra time to detect, formulate, send 

the TmNS data request, receive the TmNS data response from the aircraft with the missing/bad PCM 

telemetry frames, and fill them into the original PCM stream before IADS sends the PCM telemetry data 

to the screen for the analysts to view. 

This latency will be variable, based on several different factors: 

1. Size of the PCM telemetry minor frame. 

a. Larger minor frames will take longer to transmit to the ground if errors are found in them. 

2. Length of IADS timeout period before requesting TmNS frames. 

a. If several PCM frames are erroneous in a row, IADS will keep track of a maximum wait 

time or number of frames before sending the TmNS data request. 

b. This maximum wait time will also add to latency.  The latency that is added is a tradeoff 

between the transceiver bandwidth utilization and the available processor power on the 

nREC-4000S-3. 

3. The overall schedule of the nXCVR-3140A-2 network. 

a. The schedule of the nXCVR-3140A-2 network defines how often each nXCVR-3140A-2 in 

the entire RF network has an available time slice to transmit data. 

b. A “worst-case” latency can be calculated based on the transmit and receive schedules of 

the overall nXCVR-3140A-2 network. 

4. The time between receiving the TmNS data request and transmitting the TmNS data response 

from the nREC-4000S-3. 

a. This is a processer dependent operation and could be variable based on several factors of 

the nREC-4000S-3, including: 

i. How many files are on the nREC-4000S-3 

ii. How much data is stored on the media 

iii. How large or small the TmNS data request for data is 

iv. How large or small the TmNS data response is (this will be related to the size of 

the TmNS data request) 

This variable latency will drive a configurable latency model in IADS.  The user can select how long to delay 

the PCM telemetry data before sending the data to a display.  For this demonstration, the latency will be 

determined empirically.  It is predicted not to exceed 150 milliseconds. 

It is also possible that the nXCVR-3140A-2 will have an RF transmission issue, similar to those found in the 

original PCM telemetry.  Some factors which mitigate this potential issue are: 

1. The nXCVR-3140A-2 link is only utilized when there is a problem receiving RF PCM telemetry, 

leaving its predicted utilization far less than that of the RF PCM telemetry. 

a. Less utilization leaves fewer opportunities for issues in the transmission and receiving of 

this data to occur. 

2. Robust RF performance with 20 Watts of RF power and a -86 dBm typical receiver sensitivity. 

3. The nXCVR-3140A-2 transmits RF MAC frames, which consist of LDPC code blocks, which the 

receiving nXCVR-3140A-2 can automatically correct. 



4. IADS can build a similar detection and re-request process if there are issues with receiving the 

TmNS data response frames from the nREC-4000S-3 through the nXCVR-3140A-2 radio links at 

the expense of additional latency. 

 

OVERALL BENEFITS OF PCM BACKFILL MODEL 
 

Once a well-understood and acceptable end-to-end latency model is in place between IADS and the rest 

of the ground/airborne network, data anomalies from traditional RF PCM telemetry can be significantly 

reduced or eliminated entirely.  This enhancement is envisioned to provide significant value to control 

rooms viewing the real-time PCM RF telemetry and, thus, to flight test programs. 

By utilizing a “request and backfill data only when needed” model of PCM backfill and the nXCVR-3140A-

2’s burst mode SOQPSK modulation, enhanced data quality can be achieved with a spectrum efficient 

approach using a primary PCM RF link along with limited utilization of the nXCVR-3140A-2’s bi-directional 

RF network. 

Because of the nXCVR-3140A-2’s burst mode SOQPSK modulation, many nXCVR-3140A-2s can utilize the 

same spectrum and “take turns” when to transmit/receive data via their schedules.  Also, because this 

service is envisioned to be used only in the infrequent cases when needed, multiple flight test programs 

and multiple control rooms can utilize a single ground network to communicate with a network of 

airborne nXCVR-3140A-2s on multiple aircraft.  This saves bandwidth and cost compared to each flight 

test program having its own airborne and ground hardware.  Since all the nXCVR-3140A-2 in the RF 

network need to be programmed with the same schedule, this will drive the need for enhanced inter-

program communication and management.  However, with this cost comes a benefit for all flight test 

programs: enhanced data quality with a shared ground service model, reducing cost and improving data 

quality with minimal additional spectrum consumed. 

This better data quality can allow more analysis tasks that need high data quality to happen in real-time 

in the control rooms.  Previously, these tasks could only be done via the flight recordings.  An example of 

this would be a power spectral density (PSD) analysis, which relies on a Fast Fourier Transform (FFT) as a 

primary mathematical computation of the analysis.  When an FFT computation has incorrect or missing 

samples in its data set, the data result becomes skewed/incorrect.  However, with the added confidence 

of perfect data and the combination of IADS real-time archival and retrieval capabilities, it is possible to 

produce near real-time PSD plots that can be trusted to make decisions. Decisions like whether a given 

test point is passed or potentially if it needs to be re-flown while the aircraft is still in-flight. 

This also can drive flight test programs to use their PCM bandwidth differently than they do today.  

Generally, the telemetered PCM format contains a subset of the data that is collected by the onboard 

instrumentation system due to RF spectrum bandwidth limitations.  Thanks to the PCM backfill feature, it 

is possible to guarantee excellent data quality over the telemetry link. This means that the flight test 

engineers can skew the data included in the PCM format towards analysis-based tasks and reduce the 

amount of purely informational data. 

The ultimate result of this feature will hopefully be the ability to accomplish more test points per flight 

while simultaneously shrinking the amount of time required for data processing of flight test data.  It 



allows the end-users to have a trusted set of data available to start data analysis while the aircraft is still 

in the air. 

 

CONCLUSION 

 

Increased performance in flight test programs is best achieved by finding ways to move the industry 

forward through technological innovation, enhanced system integration, and feature-rich functionality 

exceeding ordinary operational requirements.  

Curtiss-Wright believes that the PCM backfill capability that is made possible by our implementation of 

the TmNS standard across our product line will help to further this goal by moving the industry forward.  

It will empower engineers to walk away with “clean” data without having to re-fly “noisy” test points or 

wait for post-flight data processing.  Most important, PCM data backfill is the gateway to many other 

future innovations thanks to the unique abilities that the TmNS transceivers provide for low latency, 

spectrum efficient, Ethernet-based communication with airborne instrumentation networks while in 

flight. 

In partnership with the IRIG-106 TmNS standards, Curtiss-Wright believes that this will lead to an increase 

in the number of test points that are successfully accomplished in a single mission.  This will reduce flight 

test schedules and enable the flight test industry to do more in less time than ever before.  All stakeholders 

in a flight test program will benefit from this.  PCM backfill is only the beginning of the added value created 

from the integration activity of making the ground and air systems operate as one.  
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Abstract:  Chapter 7 methodology was introduced in 

IRIG106 in 2015 with the purpose of simplifying the 

on-board architecture while still using legacy Chapter 

4 hardware on ground. On top of that, this new 

protocol benefits from the growing use of the more 

and more popular Chapter 10/11 processing 

softwares. The various on-board data sources are 

acquired and embedded in a standard Chapter 4 PCM 

data stream. Then, all the telemetry downlink chain 

can be reused up to the data processing system in 

charge of reconstructing the original data streams and 

dispatching them to the end users. This is where 

complexity reaches its climax, depending on the use-

cases. 

The goal of this paper it to present a real-case 

architecture of a flight test bed whose telemetry 

system has evolved to IRIG106-15 Chapter 7, and the 

challenges faced by the ground processing system.  It 

gives insights of return of experience of deployment, 

performances, benefits and drawbacks of such a 

system, as well as leads for improvements. 

 

Keywords: IRIG106, Chapter 7, Chapter 10, Chapter 

11, De-commutation 

 

1. Introduction 

Whatever the type of data and the purpose (aircraft 

development, flight test, health monitoring on 

operating flights…), the trend is now to produce and 

store a large volume of different data. In front of this 

large panel of formats to process, Aircraft 

development or flight test people need efficient tools 

to setup their trials and focus on useful data.  In 

complement to material used by the test range (on-

board or on the ground), flight test Data Processing 

Software (DPS) is a key part of this process.  

 

The main objectives for efficient FTI installation are: 

- Ensure the acquisition of different data 

sources (synchronous and asynchronous): 

- Manage an increasing volume of data (high-

definition video, high-speed data buses) 

- Reduce the time allocated for flight test 

setup and test campaign preparation 

- Provide the best possible performance in 

front of system and test environment 

condition (limited telemetry transmission 

bandwidth) 

- Have a long life-time (reuse of old legacy 

equipment) 

- Be compliant with most formats and 

protocols (IRIG 106, Chapter 4, 10…). 

- Propose an easy to handle and efficient data 

processing software 

- Be future proof and compatible with the new 

trends in telemetry standards (TMoIP…)  

 

 

Chapter 7 was introduced in 2015 with the following 

targets: 

- Simplification of test installation 

architecture and ease the setup of the 

telemetry frame by simplifying the transport 

of asynchronous data in fixed length PCM 

frames, at fixed bitrate 

- Native data transmission: Chapter10, Raw 

Ethernet media (video, audio), Ethernet 

(IENA, INET…) 

- Mix of asynchronous and synchronous data 

management 

- Correction of errors (with respect with 

Golay code) 

- Ease of real-time monitoring 

- Processing of critical data with high priority 

- Law latency data management 

- Compatibility with most aircraft processing 

Chapter 4 ground installations 
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Figure 1 - Chapter 7 format 
 

In few words, Chapter 7 allows transport of raw 

Ethernet data using specific parts of a chapter 4 

frame. 

These raw frames are typically used to transport 

Video Over IP or data through Network protocols 

such as IENA, iNET etc… Most of time data are 

single copies of On-board system Ethernet data 

(system buses, communication between equipment 

…). 

The last evolution of the format introduced a 

provision for regular Chapter 4 synchronous data as 

well as specific low latency packets that can be 

transmitted with a highest priority.  

In addition, some specific chapter 11 (roughly 

equivalent to chapter 10) data can also be broadcast, 

allowing transport of a large set of additional data 

usually stored and managed by on-board recorders 

(analog, serial, audio, video….). 

Chapter 10 format is now widely used as a telemetry 

data transport protocol used by a large set of 

equipment such as RF receivers, data processing 

systems. 

 

 
 

Figure 2 - Chapter 7 data management 

 

On-Ground, the system in charge of Chapter 7 data 

decoding must propose a large set of de-commutation 

capabilities and must act as a gateway to reproduce 

on-board system raw data flows. This leads to 

specific challenges for Data Processing Software. 

 

This document deals with general software concepts 

introduced to efficiently manage Chapter 7 data on 

ground in Nexeya MAGALI Data Processing System. 

These concepts are illustrated by their successful 

implementation in the SAFRAN AIRCRAFT 

ENGINES “engine” test campaign, where Magali 

software runs on a Telemetry Ground system, in 

charge of acquiring, de-commutating and displaying 

of telemetry data in respect of the IRIG 106 chapter 7 

standard.   

 

2. A practical case: Engine flight test campaign 

SAFRAN AIRCRAFT ENGINE started a new 

“engine” flight test program in 2014. 

This campaign was located in San Antonio (Texas, 

USA) in a former SAFRAN US site and has recently 

moved to Istres (south of France). The campaign 

based on specifically equipped flying bench is still on 

going.  

During this campaign, the on-board and ground 

architectures evolved from a classic chapter 4 

architecture to a chapter 7 based system.  

As an essential brick of the ground architecture, 

Magali chapter 7 Data Processing ¨Software is an 

example of the contribution of the chapter 7 format 

on a test campaign. 

 

 

Context: 

 

Test of engine and related equipment require the 

acquisition of approximatively 600 sensors 

(pressures, temperatures, vibrations…), up to 800 

ARINC 429 parameters and mission audio. 

 

The original test campaign was based on a Chapter 4 

PCM using PCM-FM modulation in S-band. 

The main data processing software is SAFRAN “in-

house” software (MISTRAL). It is perfectly adapted 

to the specific needs of the campaign in term of data 

visualization processing and storage.  

MISTRAL is used by flight test engineers on-board 

and receives all data in IENA format directly from 

on-board switch. 

 



 
 

Figure 3 - On board chapter 4 architecture 

 

On board, the system is mainly based on: 

- Data acquisition modules,  

- IENA gateway (for transmission of the data to 

MISTRAL)  

- Analog audio acquisition module (for mission 

audio) 

- Chapter 4 encoder and transmitter in charge of 

transmission of IRIG 106 chapter 4 PCM frame to 

the ground. 

The PCM frame is finally embedding: 

- Analog data 

- ARING 429 data 

- Mission audio 

 

MISTRAL software is also used on the ground, in the 

control room.  

 

On the ground, chapter 4 telemetry stream is 

received, demodulated and processed by Magali 

DPS. 

Magali is dedicated to: 

- Acquisition and display of telemetry data provided 

by RF Receiver through an IP link. 

- Audio extraction from chapter 4 and direct 

rendering through audio jack 

- Reconstruction of IENA frames to feed MISTRAL. 

- Antenna slaving (using aircraft TSPI via the 

telemetry link) through and RS232 link 

 

 
 

Figure 4 - Ground chapter 4 architecture 

 

Drawbacks: 

 

Various disadvantages have been identified with this 

original architecture among which the limited 

bandwidth (1.0 Mbps) which added constraints to 

the set-up.  

The setup of the frame in telemetry encoder was not 

easy for several reasons. 

 

First, a large part of the necessary information was 

coming from ARINC 429, asynchronous data. This 

implies a provision of allocated positions in the frame 

that has to be filled even if no ARINC message is 

transmitted. In this case, the strategy of the encoder is 

to repeat the last acquired values in the frame and 

therefore feed the frame with non-useful redundant 

information. As a consequence PCM frame relevant 

data was only providing 60 to 80 % of the Chapter 4 

grid. 

 

The bandwidth limitation and the size of the PCM 

frame implies a down sampling of on-board sensor 

data (reduction from 32 Hz to 8Hz) and thus a 

different setup of MISTRAL on board and On-

Ground.  

 

Because of very tight configuration possibilities, each 

type of test (focus on specific parameters) was 

implying a new setup of on-board equipment but also 

on the ground. For information, the complete test 

campaign was composed of approximatively 18 

different trials with all configuration management 

difficulties (test setup on board and ground, sensor 

database etc…) to retrieve test environment in a later 

post processing analysis. 

 



In addition, SAFRAN faced compatibility issues with 

on-board acquisition module and encoders. Addition 

of new functions was very difficult as legacy 

equipment was not compatible with the newest 

hardware and software.  

 

Finally, because of all these limitations, MISTRAL 

had to be configured (IENA based data) differently 

on board and on the ground. 

 

In front of all these difficulties, SAFRAN invested on 

a new architecture based on acquisition of Chapter 7 

compatible equipment and a renewal of part of their 

legacy installation where MAGALI Data Processing 

System was used in several scenarios. 

 

A new architecture based on Chapter 7 15 (full IP) 

telemetry downlink 

 

The first trials around this new architecture started 

with laboratory setup in mid-2019. The first flight 

tests occurred in July 2020. 

 

The main update was to extend the bandwidth of the 

system to 2.3Mbps. This improvement was mainly 

done by a change to SOQPSK modulation and 

upgrade of receivers for this modulation scheme. 

The choice of Chapter 7 compatible equipment was 

quite trivial and highly related to the necessity to 

transmit asynchronous data. It was also the 

opportunity for SAFRAN to add new features such a 

High definition video acquisition. 

 

 

 
 

Figure 5 - Ch7 On-board architecture 

 
The On-Board system is now based on a Chapter 7 

compatible On-board recorder from SAFRAN DATA 

SYSTEM: the MDR.  

This recorder is acting as a Chapter 7 – 2015 gateway 

(i.e. the frame is full Chapter 7, with no chapter 4 

data) in charge of: 

- Video (Raw H265 RTSP – Raw Ethernet 

packets of CH7) 

- IENA (Raw Ethernet packets of CH7) 

- Transmission of GPS data and MDR system 

status as serial packets in  CH11 packets 

- Acquisition and transmission of Mission 

Audio in CH11 packets 

- PTP v2 time server for the synchronization 

of all the systems 

- Telemetry chapter 7 PCM output 

 

The on-board architecture is highly simplified.  

All ARINC information and sensor data are now 

formatted in IENA (by the sensor directly or through 

specific converter modules). IENA Ethernet data are 

provided directly to MISTRAL and to MDR.  

MDR is in charge of chapter 7 packing and 

transmission of the PCM to on-board transmitter. 

 

On the Ground, the RF telemetry receiver is updated 

to support SOQPSK modulation. 

A GMDR (Ground MDR) is also introduced, acting 

as: 



- Chapter 7 Gateway, able to reproduce on the 

ground the On-Board Video and IENA 

Streams and Mission audio. 

- Chapter 10 recorder  

- Chapter 10 UDP transmitter 

 

MISTRAL is finally connected directly to GMDR 

IENA stream. 

MAGALI DPS is also an essential part of this setup 

and is used in various scenarios that will be described 

later in this paper.  

 

 
 

Figure 6 - Ch7 Ground architecture 

 

No more bandwidth limitation: 

 

All necessary information from ARINC 429, 

asynchronous data can be placed in the frame with no 

specific care of the IRIG 106 chapter 4 frame 

definition. Down-sampling of sensor data is not 

necessary anymore (32 Hz sampling rate is now 

possible) and a same setup of MISTRAL software 

can be populated on the Ground. 

The chapter 7 frame is 100 % fed with useful data. 

 

In addition, a specific Ground mode allows to 

connect MDR to the RF Receiver directly when the 

aircraft is on ground, parked in a hangar, for pre-

flight or telemetry system test. 

 

A few drawbacks: 

 

The system cannot be connected to the PCM and the 

network at the same time: IENA on-board and PCM 

CH7 IENA from board are identical: There is no way 

to differentiate Ethernet packets (impossible to 

configure). Sources must be selected manually.  

 

3. Challenges of Chapter 7 compatibility for Data 

Processing Software: 

MAGALI DPS has evolved as the emergence of 

Chapter 7 and as an essential part of this new 

Architecture, NEXEYA accompanied SAFRAN in 

their flight test installation renewal, facing new 

challenges. 

 

The main objectives in the integration of Chapter 7 

data processing in Magali were: 

- The management of a large set of different data 

and protocols with a good level of performance  

- The tolerance to bit errors in the transmission 

- The Multi-source time synchronization  

- Raw data storage and data gateway 

- To provide a User friendly setup: 

 Keeping the same ergonomic and 

principles 

 Provide an easy and automatic 

configuration 

 Possibility to Import of test 

configurations from ground setup 

directly 

 
Tolerance to bit errors: 

 

Due to air transmission of telemetry packets, bits 

errors are quite frequent. It is possible to add parity 

errors checking or classic checksum control of the 

main chapter 4 frame. However, raw Ethernet packets 

transmitted on ground have no specific error 

management except IPv4 protocol checksum. 

 

It is the case of  Ethernet protocols:  

IENA is a good example. This Ethernet based 

protocol is supposed to be bit error free and does not 

include any error code protection. Errors occurring 

on data payload do not require specific attention by 

the software treatment (i.e. data in error are treated 

without any specific management, simply providing 

bad measurement of false results) a specific care has 

to be provided on the management of datation filed 

errors. In IENA, time information is located inside 

the data just before data payload. Any errors in the 

transmission may produce bad time decoding and 

spurious time jump issues. 

To prevent this phenomena the data processing 

software must propose an alternative to ignore 

internal time and use a different timestamping 

strategy. The safest solution is to use local time 

available on ground (through for example IRIG B 

time input of receivers or frame synchronization 

hardware).  

 



The same kind of spurious effect can be observed on 

Chapter 7 raw Ethernet video packets. Because of bit 

errors on the video, the rendering of the video can be 

disturbed and display a lot of image artefacts. A very 

bad quality can have even worst effects: the video 

player of Data Processing Software can be seriously 

disturbed leading to random software issues that must 

be carefully treated to prevent a crash of the system. 

As a general comment, incorporating forward error 

correction to the telemetry link would be ideal to 

prevent such a scenario, but this is not always 

possible. As an alternative, some specific video 

quality management algorithms must be activated at a 

very low level of video decoding libraries. The safer 

strategy is to simply cancel complete images if 

detected with a bad quality (after a checksum 

verification for example). 

 

This software protection must also be applied to other 

types of data de-commutation modules related to 

protocols without dedicated error management 

(Ethernet protocols, serial data, avionic buses…) and 

will not be detailed in this paper. 

 

Some tolerance to errors strategy has been introduced 

in Chapter 7 protocol for the management of Chapter 

11 data. 

A part of chapter 11 headers is encrypted with a 

specific error code management (Golay codes).  

 

 
 

Figure 7 - Chapter 11 Headers – Golay code 

management 

 

This strategy secures the data reception quality and 

rejection of bad Chapter 11 packets. This treatment 

implies a very resource consuming verification of 

Golay code by DPS on ground to validate the header. 

Some processing resources are also necessary to 

reconstruct a Chapter 10 compatible header.  

 

Chapter 10 Headers must be rebuilt for two reasons: 

- Keep the compatibility with Chapter 10 de-

commutation module  

- To broadcast chapter 10 files through UDP 

stream (acting as a gateway). 

- To store chapter 10 files locally for later 

post processing (as a recorder) or data replay 

(as simulator) 

In case of error, the whole packet is lost. 

 

If some errors occur in the unprotected field, the 

software relies on chapter 10 packet checksum 

verification. In order to improve time stamping 

management, an option has been introduced in 

MAGALI DPS. The user can bypass the embedded 

time information in the chapter 10 and use the on-

ground local time provided by Chapter 4 equipment 

(IRIG B for example). 

Ch10 packets are then time-stamped using a local 

reference time. The ch10 RTC 48 Mhz counter is 

correlated with a local date synchronization 

reference.  

 

Resource consumption: 

 

In addition to Golay code decoding and multi source 

management, low-latency packets can be sent in the 

middle of a payload (for example large video data 

that needs several frames).  

A Double treatment has to be performed in parallel: 

- To manage on going packets 

- To manage low latency 

This has a strong impact on the performance of the 

system performance. 

 

Raw data storage and UDP broadcast: 

 

As a first priority, incoming chapter 7 frames are 

stored in a raw format from the source (TM over IP 

stream provided from RF Receiver). This data can be 

used for later formatting, for example in case of error 

in test configuration (wrong parameter extraction or 

conversion…) 

 

Each CH7 embedded Ethernet stream (Raw Ethernet 

packets) is also packed in a specific storage file so 

that user can retrieve after flight a raw video file or a 

raw specific file. 

All stored raw packets are also broadcasted in UDP 

so that system can be used as a real time Chapter 7 to 

IP gateway. 

 

In addition, Chapter 10 UDP stream is also provided 

in real time by adding UDP IRIG 106 headers on top 

of chapter 11 packets. This transforms the system 

into a chapter 10 gateway able to feed any Chapter 10 

compatible equipment. Of course these packets are 

also stored on disk as chapter 10 files. 

 

This additional storage and gateway functionality is 

useful for later post processing or in replay scenarios 

(using specific software tools). 

It is also a perfect spare solution in case of failure of 

related equipment (recorder, gateway…). 

 



Setup and configuration: 

 

Chapter 7 frames are embedded in a main Chapter 4 

frame. Within chapter 7, in addition to Ethernet raw 

data that can be used to transport different types of 

data (video, IENA, INET…), chapter 10 packets may 

also include a large variety of different sources 

(Analog, Digital, Serial, Digital buses sur as ARINC 

429 or MIL1553, Audio, video…). This large number 

of possibilities greatly simplifies the architectures of 

on-board systems but defers the difficulty of the 

treatments to the ground. 

Any type of the data mentioned above have to be 

configured specifically with a large set of different 

options (list of parameters, position in the frame, 

message definition…). 

 

Obviously the best way to present all this information 

to users is a tree diagram as in the example below: 

  

Chapter 4 main frame 

Chapter 7 embedded frame 

Chapter 11 packets 

Analog data 

Serial data 

CH7 video stream 

CH7 IENA stream  

 

 
 

Figure 8 - MAGALI setup tree interface 

 

In order to ease the construction of this setup tree an 

automatic detection and analysis of all chapter 7 

contents is mandatory. 

The challenge is to be able to perform such a 

detection in a preparation stage. 

 

This automatic configuration requires an access to the 

data itself. If this is not always possible in front of 

installation setup (data simulator, availability of 

aircraft…) the setup is often performed “in lab” or 

reusing on board Chapter 10 recording of Ch7 data. 

This type of encapsulation adds another level in the 

preparation tree and increase the complexity of the 

setup.  

 

 
 

Figure 9 - Chapter 7 data in a chapter 10 file 

record 

 

In order to simplify the process, the best way to 

present this information to users is to identify all 

sources: 

-  Raw Ethernet packets (related to the capture 

of video, IENA or INET data on board). 

- Chapter 11 packets. 

- All data types available in chapter 10  

 

The DPS must then propose a packet sniffer 

interface, providing the list of available data types 

and sources. 

 

The different raw Ethernet packets can be generated 

on board by several acquisition systems. The user 

interface must show relevant information such as 



source and destination IP addresses, type of 

connections (UDP/TCP…), UDP ports,.. 

 

The different data available in a chapter 10 flow can 

also be shown with their related ID and type (Audio, 

video, analog data)… 

 

The user can then simply select a subset of data types 

and the software creates a configuration 

corresponding to user choice. Each selected source is 

added to the tree as an independent node and can be 

configured separately.  

 

The configuration of each node can then be edited 

manually or by recovery of the on-board 

configuration. 

Specific configuration import modules can be added 

to the software (depending on on-board equipment 

provider) or using TMATS file analysis in case of 

chapter 10. 

 

Below (figure 5 and 6) is the Magali automatic setup 

user interface. It shows the list of available sources 

and user can build a specific configuration, focus on 

its needs.  

A setup node is then created for each data source 

(CH10 packet or Ethernet packet) and the 

corresponding Decom module is proposed. 

 

 
 

Figure 10 - automatic detection of chapter 10 

packets 

 

In addition, it is also a great help for the very first 

trial to propose data content analysis tools (chapter 

10 bloc analysis, automatic IENA packet 

detection…) 

 

 

4. MAGALI Data Processing System, at the heart 

of the ground system: 

 

Thanks to a wide set of hardware and protocol 

compatibility, MAGALI Data Processing System has 

been used by SAFRAN in various test scenarios: 

- Acquisition of chapter 7 stream via RTR IP 

stream 

- De-commutation of Chapter 7 data: Audio, 

Video H264 and IENA 

- De-commutation and display of  Chapter 7 

video H265 

- Direct playback of chapter 10 audio packets 

(and reproduction through a jack connector) 

- Antenna slaving 

- FTI data monitoring 

- Post processing of on-board recorder chapter 

10 files 

 

MAGALI station has also be used as a spare gateway 

system during a failure of GMDR. 

 

MAGALI Data Processing System also simplify the 

setup on the ground thanks to  

- Chapter 7 configuration wizard with easy 

selection of available sources 

- Possibility to import ground equipment 

setup (excel files or specific such as xml) 

- Analysis of TMATS companion file for 

chapter 10 stream definition  

- If no TMATS available analysis of received 

packet for an auto-detection of the sources 

 

Audio Jack output of GMDR cannot be connected to 

the sound mixing system of the control room due to 

the distance. It is then possible to go through CH10 

audio broadcasted to MAGALI stations located in the 

control room and connect the sound mixing system of 

the control room directly to the jack connector of the 

MAGALI station). 

 

 

 

5. Conclusion 

 

As a conclusion, Chapter 7 simplifies on board and 

ground architectures. It also reduces the time 

dedicated to mission set-up. It is therefore perfectly 

adapted to the transport of asynchronous data (video, 

digital buses…) mixed with a set of synchronous data 

(analog data). 

Its compatibility with large set of legacy systems is 

also a big advantage (TM transmitters, receivers and 

bit synchronizer). Its integration in Data Processing 



Softwares also includes a large set of new uses cases 

and possibilities such as data gateways, spare 

solutions… 

  

Chapter 7 is a future proof format, and is the perfect 

transition from past architectures to the future of 

telemetry where full IP standard will most likely take 

the lead. 
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ABSTRACT

Most of the available oscilloscopes are difficult to use, bulky, and expensive. Other challenges
of using an oscilloscope include its long setup time, messy wired connections, and an unfriendly
interface. To address those issues, in this paper, we propose an original solution, Scopen, a pen-
shaped wireless oscilloscope that is accurate and affordable. By transmitting the captured signals
wirelessly and displaying the waveform on the software side, Scopen eliminates cables’ require-
ments to achieve maximum flexibility. Furthermore, the wireless transmission feature allows us
to display the waveform on multiple devices and platforms, increasing flexibility and ease of use.
This paper presents Scopen’s system target specifications, hardware design that includes a custom
printed circuit board, and software architecture. Finally, we will discuss the features and perfor-
mance of our wireless oscilloscope.

INTRODUCTION

Oscilloscopes are one of the most generally used visual signal measuring equipment in the en-
gineering domain. The available oscilloscope in the market composes the whole price spectrum
ranging from as low as $50 to as high as $100,000. Among these products, performance typically
determines the price, yet the product’s form factor in different price ranges is almost the same.
Even though wireless oscilloscope has been proved to be feasible [1], most of them are benchtop
oscilloscopes having bulky sizes and requiring messy wired connections. Based on our own ex-
perience of using oscilloscopes as students, performance is not the top requirement because most
student projects only involve low-speed circuits. Tedious preparation work, such as setting up the
workbench and connecting many wires, is usually frustrating and time-consuming.

For low-cost products targeting student users, ease of use is more important compared to perfor-
mance. The solution presented in this paper is inspired by some previous portable oscilloscope
designs [2,3] portable oscilloscope and proposed to satisfy this requirement. By implementing the
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basic oscilloscope features in a pen-shaped form factor and by adopting the wireless transmission
for waveform streaming, Scopen achieves maximum portability and flexibility. Users can simply
hold Scopen like a pen in their hand when probing the circuit, and the waveforms could just be
displayed on their laptops, tablets, or even phones. In addition, Scopen’s small form factor allows
for high portability, allowing students to carry Scopen in their pockets or take them for in-field
debugging.

DESIGN

A. Features & System Design

Figure 1: System Diagram

Our solution comprises several modules: power supply, analog front end, buffer-and-send system,
and gesture touch interface. The purpose of these modules is to achieve the electrical requirements
or the features we want to provide. Specifically, the detailed functions of each module are presented
in the following section:

• Power Supply: powers the system with correct voltage and enough current, and manages the
Lithium-Ion battery charging and discharging unit.

• Analog Front End: scales the input signals correctly before feeding them into the sampling
Analog-to-Digital converters (ADC).

• Buffer-and-Send System: converts the scaled input signal into digital data, stores sampled
voltage data into the SRAM buffer, and transmits the buffered samples after the memory has
buffered enough data. This part mainly involves three components: the microcontroller’s
internal ADCs, memory, and the WiFi module.

• Gesture Touch Interface: provides users an easy way to change voltage and time divisions
by allowing users to use gestures like swiping and tappings on the pen-shaped body.
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B. Hardware

In this section, we discuss the details of the hardware design. We will mainly focus on the chal-
lenging modules and exclude the relatively straightforward design, such as the Power Supply.
Specifically, we will cover the Analog Front End, Buffer-and-Send System, and the Gesture Touch
Interface. In the end, we will also present how we approached the PCB design and layout.

B..1 Analog Front End

Figure 2: Analog Front End

Inspired by the previous work [4], the analog front end (AFE) consists of modules as shown in
Figure 2. This subsystem aims to manipulate any arbitrary input signal to be compatible with
the voltage range of our ADC. Given that a regular oscilloscope should be able to take in any
arbitrary (up to the voltage limit and bandwidth) without distortion, this stage had to be designed
to introduce little noise or distortion to our input. The AFE consists of three stages: attenuator,
variable gain amplifier (VGA), and single to the differential converter (SDC).

The attenuator, as the name suggests, takes an input signal and scales it down to our ADC’s input
voltage range. In a standard oscilloscope, the user can change the measurement scale; to achieve
this, relays are used to alter attenuation/gain. In our design, the attenuator’s relay changes the signal
path between 0.03 attenuation (for voltages above 1.8Vpp and below 50vpp) and 1 (for voltages
below 1.8V) depending on user input. We had to ensure that this stage had high impedance (1M
ohm), low noise, and at least 10MHz bandwidth for this design. The high impedance is necessary
to make sure our scope isn’t loading the signal source. Otherwise, this would change the voltage
being measured. The low noise is crucial to make sure subsequent gain stages do not amplify this
noise-causing inaccurate measurement. The 10 MHz bandwidth was a design goal of ours, based
on the maximum sampling rate of our ADCs.

The VGA’s purpose was to take the attenuated signal and accurately scale it to the user’s desired
voltage per division. The VGA component was chosen to have high bandwidth, a large dynamic
range, a high slew rate, and the correct gain range for our specifications.
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Lastly, to minimize the noise in the signal path between the output of our AFE and the ADCs,
we chose to have our ADCs operate in differential input mode [5–7]. Also, our ADCs are not
capable of taking in negative voltages. Therefore, our AFE had to convert the single-ended input
to a differential signal and shift it up to the middle of our ADCs’ voltage range between 0V to
1.8V. To achieve this conversion, we used a differential output op-amp that could be configured in
unity gain (to maintain our gain from the VGA stage) and could be biased at the midpoint of 1.8V.

B..2 Buffer-and-Send System

Figure 3: Buffer-and-Send System

Following the AFE is the buffer-and-send subsystem, as shown in Figure 3. The scaled signal from
the front-end is fed into four ADCs inside the microcontroller. Those four ADCs are configured
to trigger and sample one-by-one in a round-robin manner. We use four ADCs to increase our po-
tential sample rate. This is because when one ADC is still busy digitizing the sampled voltage, the
following ADC is already starting sampling another data point. Once the fourth ADC is finished,
the first will be ready to sample data again. The sampling result of each ADC will be transferred to
an external memory module by the microcontroller’s DMA. This pipeline was chosen to minimize
delays between sampling and buffering data, thus maximizing our sampling rate. To further opti-
mize this pipeline, we used two DMA peripherals. We used the two channels on DMA1 to transmit
the results from ADC1 and ADC3, and the two channels on DMA2 for ADC2 and ADC4. Because
the ADCs are triggered sequentially, the two DMAs run in the following sequence: DMA1 ch.1,
DMA2 ch.1, DMA1 ch.2, DMA2 ch.2. This design minimizes the congestions on both DMA
channels and achieves maximum throughput.

After the system accumulates a certain amount of samples (depending on the user’s time scale
setting), the sampling process will stop temporarily, and the transmission process will start. This
process involves two parts of work. The main microcontroller first transmits the buffered sam-
pling data to the WiFi controller. This transmission is achieved through an SPI interface, which is
clocked at 10MHz to achieve a decent amount of throughput. The WiFi controller then forwards
the received data to the upper machine software (on the user’s device) over WiFi.

B..3 Gesture Touch Interface

In this subsystem, we used a dedicated gesture control chip made by Azoteq, which captures and
transmits the gesture events to the main microcontroller over the I2C bus. Because the chip already
handles the gesture detection, the only challenging work is designing the capacitive electrode.
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Figure 4: Touch Area Layout

As shown in Figure 4 [8], the touchpad needs to have diamond shapes, where the red color repre-
sents the RX channel and green represents the TX channel. For the chip we used, there are 3 TX
channels and 2 RX channels, so we designed the following board shown in Figure 5.

Figure 5: Touch Pad Top-Layer Layout Figure 6: Touch Pad Bot-Layer Layout

In our first iteration of this board, we observed a ground-shift phenomenon [9]. We realized when
the pen is powered by a power cable, the touch sensor works perfectly, yet if we let the battery
power up the system by disconnecting the power cable, the touch sensor becomes very unstable.
The ground-shift phenomenon can be neutralized by increasing the parasitic capacitance between
the touchpads and the local ground so that even if the earth ground is removed, the parasitic capac-
itance will not change by a large amount. More specifically this can be achieved by placing a local
ground under each diamond-shaped area. As shown in Figure 6.

B..4 PCB Design

Since we were aiming to make a pen-shaped oscilloscope, our entire system had to be packed in a
compact form factor. In the end, we managed to pack the whole system onto a gum-size PCB board
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Figure 7: Main PCB Layout

Figure 8: PCB Top-Layer Render Figure 9: PCB Bot-Layer Render

by adopting a 6-layer PCB design. To further shrink the size of the board, we placed components
on both sides of the board, placing the passive components like resistors and capacitors under
the active chips. Overall, the board can be divided into three regions. The densest region on the
left is our power management and the analog front end. The center part is occupied by the main
microcontroller, and the right part includes the touch sensor connector, WiFi controller, and an
antenna. The rendered diagrams of the finished board are shown in Figure 8 and Figure 9.

C. Firmware

There are two parts of the system that need to be programmed. One is the main STM32 microcon-
troller which handles the sampling logic and responses to user interactions/input. The other one is
the ESP32 WiFi controller, which manages the WiFi stack and functions as a bridge between the
STM32 and the upper machine software. In this section, we will give an overview of the firmware
architecture and present the details of the sampling triggering method.

C..1 Architecture

As shown in Figure 10, the STM32 firmware stack is on the left, and the right is the one for
ESP32. For the STM32 stack, we built our project mainly based on the STM32 HAL Library,
which provides the low-level drivers for most on-chip peripherals. For those peripherals on which
we need special features that the HAL library does not directly support, we wrote our own drivers
based on the STM32 Low-Level Library (LL Library), which functions as the wrapper layer of
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Figure 10: Firmware Architecture

the registers. For example, we needed the restart feature of I2C for communicating with the touch
sensor efficiently. So we wrote a custom I2C library based on the STM32 LL I2C Library to handle
our touch sensor IC.

In the middle, the three smaller rectangles represent the drivers for the external sensors, which
are developed based on the lower-level drivers mentioned above. Due to the nature of our project,
which requires the controller handling user input and data transmission concurrently, multi-threading
is needed. For that reason, in the middle layer, we used a real-time operating system - FreeRTOS.
In this way, we can change the programming pattern from running multiple functions in a while
loop (polling pattern) to running different tasks in different threads (thread pattern).

As seen from the top-level, five threads are running on the STM32 controller. These threads are
divided into two groups: threads processing events and threads for communication. The three com-
munication threads can also be further classified into two categories: upstream and downstream.
The upstream includes the Command Transmitter thread and the Data Transmitter threads. As
their name indicates, one is used to send the upper machine software control commands, and the
other is used to transmit the sampled data from the ADCs. The downstream group only includes
the Command Receiver thread for receiving the control commands sent by the upper machine
software.
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Figure 11: Sampling Algorithm

C..2 Sampling Algorithm

One critical challenge we faced while developing the system is how to design the trigger for the
four ADCs. Our goal was to sample with a fixed time interval to achieve the high sampling rate
system we described in the hardware section. Since we are using four ADCs, we cannot take
advantage of the ADC’s master/slave mode [5] because that is limited to two ADCs. We cannot
use interrupts either because interrupt context switching takes time, and the exact time it takes is
unpredictable. Our solution is to use the High-Resolution Timer (HRTIM) [5, 6, 10] as the trig-
gering source to control when the ADCs start sampling. After each sampling finishes, the DMAs
will move the result from the ADC result register to the external SRAM. Figure 11 illustrates this
design.

The HRTIM is loaded with three compare values. Those values are equally spaced with the space
Tmax / 4. Whenever the counter value matches those values, one triggering event will occur, and
one ADC will be triggered. Combined with the counter overflow event, which triggers the ADC4
when the counter value goes to 0, the four ADC triggers happen with a fixed time interval in
between. This triggering doesn’t trigger CPU interrupts, so no context switching time is involved,
meaning the triggering-timing accuracy is guaranteed.
We also developed a PC-end software prototype for displaying the samples. We followed the
MVC design pattern. The view layer is developed based on the Java Swing library. It’s designed
to have an oscilloscope-style user interface including the components like voltage/time knobs, etc.
The model layer mainly consists of two classes. One is the CommManager used to manage the
connections to the hardware, and the other is the CmdManager that receives/transmits and de-
codes/encodes the control commands. The controller functions as the bridge between the view and
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Figure 12: User Interface

model layer and also manages the software’s state machine. The user interactions happening on
the view layer will travel downward and be sent to the Scopen hardware by the model layer classes.
Similarly, the data/command received by the model layer will be forwarded upward and eventually
be displayed on the user interface. The user interface is shown by Figure 12.

CONCLUSION

So far, we successfully built the first prototype and started the second prototype for fixing minor
bugs and further optimizing the performance. Our project was successful in proving the idea of im-
plementing a portable pen-shaped wireless oscilloscope. We even managed to show we could com-
municate and stream data to a smartphone. With these results, we are confident that our pen-shaped
oscilloscope has the potential to serve as a valuable and easy-to-use tool for students, hobbyists, or
even professional engineers.
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ABSTRACT

Sensor installation for flight test instrumentation is a difficult process because the sensors must be
wired to a central power unit. A small power source for transducers would make the installation
process more efficient. This paper investigates the power output of a piezoelectric energy harvester.
An experiment was conducted using a piezoelectric diaphragm connected to a full-wave bridge
rectifier. The circuit is analyzed and experimental results are presented. The results are analyzed
to determine if the output power is sufficient to supply a small transducer.

INTRODUCTION

In the modern world, airplanes are a common mode of transportation. To meet the demand of
the market, it is necessary to build and test airplanes efficiently. An aircraft must undergo rigorous
testing before it is cleared for regular service. Airplanes use miles of copper wiring to power all the
essential systems and components. The elimination of wiring would increase the testing efficiency
of airplanes and the accuracy of in-flight tests. As a continuation of a previous paper [1] about
using piezoelectric energy harvesters (PEHs) to eliminate aircraft wiring, we experimented with a
piezoelectric diaphragm to investigate the power output of the device.

PEHs transform ambient aerodynamic vibration energy into electrical energy. This energy is
then converted into DC power which is required for transducers. In the past two years people have
conducted simulations and experiments with PEHs as a solution for structural health monitoring
and as power sources for sensors. The goal of this paper is to analyze the power output of a
basic PEH and determine if it would be sufficient to power a small transducer used in aircraft
instrumentation.

This paper is organized as follows. The PEH circuit is described and analyzed. Next experi-
mental results are discussed and analyzed. The project results are summarized in the conclusion.
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ANALYSIS OF CIRCUIT MODEL

Piezo is a type of ceramic. The inherent atomic structure of the piezo allows it to convert mechani-
cal energy to electrical energy via the Piezoelectric Effect. The PEH can be modeled as the circuit
in Figure 1. The circuit model can be split into the mechanical and electrical domains [2]. As
stress is applied to the system, a current is induced in the electrical domain.

Cp

CmLm Rm

Input Stress on Disc

Electrical DomainMechanical Domain

Figure 1: Piezo Circuit Model.

Our analysis focuses on the electrical domain. We can model the electrical domain as the
Norton source [2] shown in Figure 2.

V-

V+

Ip Cp ZL

Figure 2: Norton Source Model.

The capacitor, Cp, becomes the source impedance, ZS , where

ZS = j
1

jωCp

= jXS. (1)

If we assume ZL = RL + jXL, using the Norton circuit in Figure 2 we can calculate the current,
IL, with a current divider equation,

IL =
ZS

ZS + ZL

Ip =
jXS

RL + j(XS +XL)
Ip. (2)

We use (2) to analyze the power transfer between the source and the load.
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Maximum Power Transfer Analysis - Complex Load
The method for calculating the maximum power transfer can be found in most entry-level circuit
analysis texts [3]. We calculate the power across the load to be

P = |IL|2RL =
X2

SRL

R2
L + (XS +XL)2

|Ip|2. (3)

To analyze the conditions for maximum power transfer we take the partial derivatives of the
power equation and set them to zero.

δP

δXL

=
−2X2

S ·RL · (XS +XL)

[R2
L + (XS +XL)2]2

|I2p |. (4)

δP

δRL

=
X2

S[(XS +XL)2 −R2
L]

[R2
L + (XS +XL)2]2

|Ip|2. (5)

This results in the following relationships:

XL = −XS. (6)

RL = XS +XL = 0. (7)

From (6) and (7) we see that maximum power transfer occurs when the load resistance is zero
and the load reactance is the negation of the source reactance. This follows the principle that for
maximum power transfer to occur, the load impedance needs to be the complex conjugate of the
source impedance. In this case an inductor would need to be included to achieve this.

AC-DC Conversion Analysis
The AC signal produced from the piezo needs to be converted to a smooth DC signal to power
transducers. Thus, a rectifier circuit is needed. We used a full-wave bridge rectifier to accomplish
this [3]. The analysis is done for two rectifier load cases: a resistive load and a complex load. The
resistive load is modeled by a resistor, as seen in Figure 3. The complex load is modeled by a
resistor and capacitor in parallel, as seen in Figure 4. It should be noted that the current through
the diodes in the rectifier causes a voltage drop.
We then compare the current through the load resistor,

Case 1: Resistive Load
I1 =

1

1 + jwRLCp

Ip (8)

Case 2: Complex Load

I2 =
1

1 + jwRL(CL + Cp)
Ip. (9)

Equations (8) and (9) indicate that Re{I1} > Re{I2}. Hence, more current flows through the
load that only has a resistor. Therefore the voltage and power through the load is higher with a
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V+

Ip Cp

RL

D1 D2

D3 D4

Bridge Rectifier

Load

Source

Figure 3: Rectifier circuit with resistive load (Case 1).

V-

V+

Ip Cp

RL

D1 D2

D3 D4

Bridge Rectifier

Load

Source

CL

Figure 4: Rectifier circuit with complex load (Case 2).

Case 1 load. However, a smoothing capacitor in the rectifier load (Case 2) is necessary for a viable
supply for a transducer because it creates a constant stable voltage.

The voltage across the load is
VL = InRL (10)

where n depends on the load type (Case 1 or 2).
If we fix w, Cp and CL, then as RL →∞,

IL = 0. (11)

|VL| = |Ip|. (12)

From (11) and (12), as RL increases, we see a rise in voltage and a fall in current. Thus, there
is a sweet spot for the maximum power output of the system.
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EXPERIMENTAL RESULTS

We conducted an experiment similar to [4]. We used a Murata 7BB-41-2L0 Piezoelectric Di-
aphragm as the piezoelectric source attached to a full-bridge rectifier circuit and a load. We then
varied the load resistor values. The disc was attached to an aluminum mounting fixture which was
then attached to a Labworks Inc. LW132.203.151-5 Shaker System. The Shaker System provided
the mechanical vibrations for the system.

Figure 5: Shaker setup with Piezo Diaphragm attached

Resonant Modes of Piezoelectric Diaphragm
The first task was to find the resonant modes of the diaphragm to determine which frequency

to experiment with. We ran a pseudorandom vibration profile using a Polytec Inc. Scanning Laser
Doppler Vibrometer Model PSV-500-3D-HV to find the resonant modes of the diaphragm. Since
it was fixed at one end, the behavior is similar to that of a piezoelectric beam, which was modeled
in [1].

The results in Figure 6 show the bending modes and the first torsional mode. The first few
bending modes occur at 144, 1060, and 2118 Hz. We chose to experiment at 144 Hz because it
had the highest displacement and lower frequencies are more likely in an airplane environment.

Power Analysis of Experiment
We used an oscilloscope to measure the voltage across the load resistor of the breadboarded

rectifier circuit. Figure 8 shows this setup. We experimented with the two load cases, varying the
resistor values from 100 Ω− 56 kΩ. For the case with a complex load, a 1 µF capacitor was added
for smoothing the signal.

Figures 9, 10,and 11 show the results of our experiments. The red line in the figures is the result
from the resistive load. The voltage was calculated by finding the RMS value of the measured data
and applying the following equation for the output DC voltage of a rectifier with a resistive load:

VDC =
2Vmax

π
= 0.9Vrms. (13)

5



0 2000 4000 6000 8000 10000 12000 14000

Frequency (Hz)

-60

-50

-40

-30

-20

-10

0

10

20

30

In
te

ns
ity

 (
dB

)

Frequency vs. Intensity of Piezo Disc

B-Mode1
B-Mode2
B-Mode3
B-Mode4
B-Mode5
T-Mode1

Figure 6: Frequency vs. Intensity plot.

The blue and green lines are the results from the complex load. Ideally the capacitor should
hold the voltage at the peak of the rectified signal. The blue line represents the maximum value
seen by the load resistor with the capacitor attached. However, the smoothing capacitor we used
was not large enough, so there was a slight voltage ripple on the output. We calculated the average
of the ripple and plotted those values for comparison (green line).

The voltage across the load resistor in shown in Figure 9. Both load cases follow the same
trend with the resistive load slightly higher than the capacitive load. As the resistance increases,
the magnitude of the voltage also increases. This matches our analysis in (12).

The current across the load resistor is shown in Figure 10. Both load cases follow the same trend
with the resistive load higher than the capacitive load. As the resistance increases, the current
decreases. This matches our analysis in (11). The magnitude of the current is very small, the
highest being at 0.4mA and the lowest being around 0.15mA.

The power across the load resistor is shown in Figure 11. Both load cases follow the same trend
with the resistive load slightly higher than the capacitive load. The maximum power for the com-
plex load occurs between 47 kΩ−56 kΩ. This is the power we care about because the signal is more
constant and flat. The maximum real power of the complex load is just below 1.2 mW 1.2mW. This
is the usable power of the system which could be used to power a transducer. This power could
supply a small, passive transducer, like a strain gauge, in a Wheatstone Bridge configuration.

CONCLUSIONS

In this paper we analyzed the power output of a basic PEH. Our process included a circuit analysis
using a Norton model for the piezoelectric source. An experiment was conducted using a piezo-
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Figure 7: Laser Vibrometer setup.

electric diaphragm and the output power was analyzed. We concluded that the outputted power is
feasible to supply a transducer, like a small strain gauge. Further testing needs to be done to verify
this before it can be implemented.
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Figure 8: Oscilloscope Setup.
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ABSTRACT

This paper describes an implementation of edge machine learning for vision-based classification
and detection tasks. In edge machine learning, machine and deep learning algorithms are executed
locally on embedded devices rather than on more powerful computers or the cloud. The main
task explored is face detection using a low-power microcontroller. This device utilizes a convolu-
tional neural network (CNN) accelerator that optimizes convolution and pooling operations for fast
power-efficient inference. Development for this system requires building and training a hardware-
limited CNN rather than fine-tuning a pre-trained state-of-the-art model. The development process
is discussed along with the constraints of this embedded device.

INTRODUCTION

Convolutional Neural Networks (CNNs) have become ubiquitous in computer vision as they have
been very successful when applied to object classification and detection tasks. However, one of the
main limitations of deep-learning based solutions in computer vision is the computational com-
plexity of neural networks. State-of-the-art classification and detection networks often contain
millions of parameters that require powerful compute resources to train [1]. Even after training,
a network can require hundreds of megabytes of storage and intensive computation for each for-
ward pass. Accordingly, these deep-learning solutions may sometimes only be executed on remote
powerful computers with the aid of GPUs. However, this paradigm where data is processed on a
secondary machine may not be feasible or desirable if the application has real-time requirements
or power constraints such as on standalone embedded devices. As a result, the intersection of ma-
chine learning and embedded systems has become very active especially with the explosion in the
number of embedded devices. While current applications are still limited, edge machine learning
will enable embedded devices to process data from sensors locally in real-time. This can be ap-
plied to standalone medical devices for monitoring patients or augment everyday appliances with
speech and facial recognition.

While training a network still requires powerful compute resources, it is possible to do inference
on an embedded system. This paper explores a specific implementation of edge machine learn-
ing for vision-based classification and detection tasks that uses a low-power microcontroller with
a CNN inference accelerator called the MAX78000 [2]. While this specialized hardware makes
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deep learning at the edge possible, it understandably comes with limitations. These include ap-
proximately 442 kilobytes for storage of the network’s weights, 512 kilobytes of data memory for
intermediate processing during a forward pass, quantization of network parameters to 8-bit values,
and specific limitations on the network architecture such as kernel size, stride size, and input di-
mensions. The complete hardware specifications are discussed in [2] and [3]. These constraints
make the development of deep learning models more challenging. A common practice in devel-
opment of deep learning models is transfer learning in which a pre-trained model is extended or
trained further for the desired task. Given the previously stated limitations, using a pre-trained
state-of-the-art model is not possible and networks must be built to fit the hardware constraints of
the microcontroller. In addition to hardware constraints, bare-metal mirocontrollers such as these
do not have an operating system that can standardize and simplify the development process of
deep learning models. As such, additional processing steps are required at inference time such as
extracting pixel data from the on-board camera module.

The rest of the paper explains the four classification and detection tasks explored: handwritten digit
classification, detecting if a face is in an image (binary classification), localizing a face in an image
with a bounding box, and localizing eyes in an image with dots. Due to time constraints the task
of face detection was limited to the simple case where a single face is present and there is good
lighting. The network architecture built for face detection is based on VGG16 but only requires
approximately 150 kilobytes of memory and has an inference time of approximately 4 milliseconds
which makes it suitable for real-time applications. The remainder of the paper discusses the details
and steps taken to accomplish the classification and detection tasks.

CLASSIFYING HANDWRITTEN DIGITS

The first task explored was classifying handwritten digits using a model trained on the MNIST
dataset [4]. While a very simple CNN architecture can achieve better than 95% accuracy on
the MNIST test set, this task uses live data that comes from the on-board camera module dur-
ing inference-time. Accordingly, additional preprocessing steps are required in order to classify
digits using real-time camera data. These steps and the program control flow are outlined in detail
in Figure 1. The camera data must be converted into the same format as the training data before
being fed into the CNN for inference.

Figure 1: Preprocessing Steps and Control Flow for Real-Time Handwritten Digit Classification.

The model used for classifying the digits is shown in Figure 2. The 8-bit quantized version of
this model achieves close to 99% accuracy on the MNIST test set. The parameters take up 22
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kilobytes of memory and each forward pass takes less than 2 milliseconds. The training process
for this microcontroller requires the use of the Maxim Integrated software tools which provides
a modified version of PyTorch that augments the standard modules with information about the
hardware (clipping, rounding, fusing layers) so that a model can be correctly synthesized and
loaded onto the accelerator. Detailed information about this process can be found in [3].

Figure 2: CNN Architecture.

BUILDING A BINARY CLASSIFIER

The second task explored was building a binary classifier to determine if a single face is present
in an image. This first involved assembling a dataset of images with a single face present and
no face present. The datasets used are summarized in Table 1. The total number of images is
approximately 140 thousand with 10% of the images from each category being reserved for the
test set. All images were resized to 80x80 and converted to grayscale.

Dataset Description # of Images Sample Image

FFHQ [5] Single Faces 70K

Caltech 256 [6] Random Objects 30K

MIT Indoor Scenes [7] Indoor Scenes 15K

Stanford STL-10 [8] Random Objects 25K used of 100K

Table 1: Dataset Summary.

The architecture used for the binary classifier is based off of VGG16 [9]. VGG16 is a well known
architecture used for image classification and while it has many parameters it is very simple. The
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original VGG16 architecture and the modified version, labeled as Mini VGG, are shown in Figure
3. The characteristics from VGG16 that Mini VGG tries to emulate are doubling the channel
dimension after pooling, putting multiple convolution layers after pooling, and using multiple fully
connected layers at the output. While the two architectures are not exactly the same, the Mini VGG
architecture heuristically performs well and classifies approximately 98% of the images in the test
set correctly. In addition, the hardware cannot flatten 2D layers with more than 1,024 parameters
into fully connected layers so several pooling layers must be used to reduce the parameters. Figure
4 shows two sample frames being classified in real-time as either containing or not containing a
face.

Figure 3: Binary Classifier CNN Architecture.

(a) No Face Present. (b) Face Present.

Figure 4: Binary Classifier Live Output.

The faces in the FFHQ dataset are all centered and take up the majority of the image. This lack
of variation resulted in poor performance when the network was tested with real-time camera
data since a face may be small or in the corner. Therefore, translation, scaling, and rotation data
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augmentations were used in order to make the network more robust to different conditions. While
this significantly improved the performance, the network still has difficulty in non ideal lighting
conditions because the training data has very good contrast whereas the camera data may not.

USING THE BINARY CLASSIFIER AS A FEATURE EXTRACTOR

A common practice in deep-learning is to utilize pre-trained models rather than building and train-
ing a network from scratch [10]. Similarly, the convolution layers of the binary classifier network
discussed in the last section were used as the backbone of the face detection network. Since the
binary classifier network was already trained on a dataset of faces, the output of the last convolu-
tion layer (prior to classification) can be thought of as high level facial features. This methodology
assumes the binary classifier is searching for or is activated by facial features. To visualize what
the network is activated by, a tool called SHAP (SHapley Additive exPlanations) was used [11].
This tool can help identify how much each portion of an input image is contributing to a given
output class. Figure 5 shows the output of the SHAP tool for three sample images. In the images,
the red (darker) pixels are the regions that increase the model’s output for the face class.

Figure 5: SHAP Output.

From these three examples, and many others, the network seems to recognize prominent facial fea-
tures such as the eyes. Based on these heuristic results, the binary classifier network was extended
as shown in Figure 6. This network is identical to the binary classifier with the addition of a fully
connected layer for bounding box outputs. These are the top left corner and the width and height
of the box. In Figure 6, the grey (darker) boxes represent layers where the parameters are frozen
and do not update during training (backpropagation). The green (lighter) box, denoted as FC 4,
represents a layer where the weights are being updated during training. Overall, the convolution
layers are being used as a feature extractor and only one output layer is being trained to predict the
face location using a bounding box.
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Figure 6: Face Detector Architecture.

Bounding box detection differs from binary classification in that it is a regression task rather than a
classification task. One of the main differences when training is the loss function since the output
now represents a continuous set of values rather than a finite set of discrete classes. Common loss
functions for regression tasks are based on the L1 and L2 norm. These are shown in (1) and (2) for
a given prediction Ŷ and corresponding label Y .

L1 =
n∑

i=1

|Yi − Ŷi| (1)

L2 =

√√√√ n∑
i=1

(Yi − Ŷi)2 (2)

In addition, a common evaluation metric for bounding box detection is IoU (intersection over
union) shown in Figure 7.
The IoU is 0 when there is no intersection and 1 when there is complete overlap of the predicted box
and the target box. [12] shows that minimizing an L1 or L2 based loss does not necessarily cause
the IoU to improve because two predicted boxes may have the same L1 or L2 loss but different IoU
values. Instead, athey propose an IoU based loss metric called generalized IoU which is shown
in (3) and (4) where A and B are the predicted and labeled bounding boxes and C is the smallest
region that includes both (When there is overlap, GIoU = IoU ). C accounts for the case when
there is no overlap.

GIoU = IoU − |C \ (A ∪B)|
|C|

(3)

Loss = 1−GIoU (4)

While (4) was not directly used for the loss function, a similar IOU based loss was used rather than
an L1 or L2 based loss. The loss function used for the face detector is shown in (5) where a small
constant is added to the overlap area in case there is no overlap.
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Figure 7: Intersection Over Union (IoU)

Loss = − ln (IOU) (5)

The dataset used for training the face detector was a cropped subset of the WIDER Face dataset [13]
that contained images of a single face. This produced roughly 1.3k images with 10% being used
for the test set. Figure 8 shows two frames of a face being localized in real-time from a closer and
farther distance.

(a) Face Close. (b) Face Far.

Figure 8: Face Detector Live Output.

The final task explored was localization of the eyes. For this task, the same architecture was used
(as shown in Figure 6). However, the output vector of the network for localizing eyes is the x and
y coordinates of the left and right eyes, (xL, yL, xR, yR), rather than the bounding box parameters,
(x, y, w, h). For this task the L2 norm was used for each coordinate as the loss because the output
is a set of two points rather than a box so the evaluation metric should be the euclidean distance.
Given the limited amount of time and training data, this task had limited success. While the eyes
were able to be tracked under certain conditions, the network was very sensitive to facial pose and
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lighting which is expected given that the training data did not have enough variance for robust eye
tracking. Figure 9 shows two frames of eyes being localized in real-time.

(a) Eyes Localized. (b) Eyes Incorrectly Localized.

Figure 9: Eye Detector Live Output.

CONCLUSIONS

The observed results reflect how reasonably complex vision based tasks such as object detection
are achievable on a low-power microcontroller with a CNN accelerator. While the performance
is not robust to more complex settings with multiple faces or poor lighting, this project mainly
serves as a proof of concept rather than an end product. Applications of such a system could
be used for driver drowsiness detection. The final model used approximately 150 kilobytes out
of a maximum of approximately 442 kilobyte weight memory so there is a potential for building
deeper and more complex architectures with more parameters and a larger input image resolution.
For a more complete analysis, deeper or more complex network architectures should be explored,
different input image resolutions should be tested, and more representative training data should be
used to account for the imperfections of live camera data.

ACKNOWLEDGMENTS

We would like to thank Brian Rush and Robert Muchsel from Maxim Integrated for their technical
assistance in working with the MAX78000.

REFERENCES

[1] A. Khan, A. Sohail, U. Zahoora, and A. S. Qureshi, “A survey of the recent architectures of
deep convolutional neural networks,” Artificial Intelligence Review, vol. 53, pp. 5455–5516,
Dec 2020.

8



[2] “Max78000 artificial intelligence microcontroller with ultra-low-power convolutional neu-
ral network accelerator - maxim integrated.” https://www.maximintegrated.com/
en/products/microcontrollers/MAX78000.html.

[3] “Maxim integrated ai github repository.” https://github.com/
MaximIntegratedAI.

[4] Y. LeCun, C. Cortes, and C. Burges, “Mnist handwritten digit database,” ATT Labs [Online].
Available: http://yann.lecun.com/exdb/mnist, vol. 2, 2010.

[5] T. Karras, S. Laine, and T. Aila, “A style-based generator architecture for generative adver-
sarial networks,” 2019.

[6] G. Griffin, A. Holub, and P. Perona, “The Caltech 256. Caltech Technical Report.,” 2006.

[7] A. Quattoni and A. Torralba, “Recognizing indoor scenes,” in 2009 IEEE Conference on
Computer Vision and Pattern Recognition, pp. 413–420, 2009.

[8] A. Coates, A. Ng, and H. Lee, “An analysis of single-layer networks in unsupervised feature
learning,” in Proceedings of the Fourteenth International Conference on Artificial Intelli-
gence and Statistics (G. Gordon, D. Dunson, and M. Dudı́k, eds.), vol. 15 of Proceedings of
Machine Learning Research, (Fort Lauderdale, FL, USA), pp. 215–223, PMLR, 11–13 Apr
2011.

[9] K. Simonyan and A. Zisserman, “Very deep convolutional networks for large-scale image
recognition,” 2015.

[10] A. S. Razavian, H. Azizpour, J. Sullivan, and S. Carlsson, “Cnn features off-the-shelf: an
astounding baseline for recognition,” 2014.

[11] S. M. Lundberg and S.-I. Lee, “A unified approach to interpreting model predictions,” in
Advances in Neural Information Processing Systems 30 (I. Guyon, U. V. Luxburg, S. Ben-
gio, H. Wallach, R. Fergus, S. Vishwanathan, and R. Garnett, eds.), pp. 4765–4774, Curran
Associates, Inc., 2017.

[12] H. Rezatofighi, N. Tsoi, J. Gwak, A. Sadeghian, I. Reid, and S. Savarese, “Generalized inter-
section over union: A metric and a loss for bounding box regression,” 2019.

[13] S. Yang, P. Luo, C. C. Loy, and X. Tang, “Wider face: A face detection benchmark,” in IEEE
Conference on Computer Vision and Pattern Recognition (CVPR), 2016.

9



 

1 
 

 

PSEUDO-ELECTRICAL ALTERNANS: BEYOND 

PERICARDIAL EFFUSION 

 

 

Akhil Jaina, Parneet Kaurb, Lilit Gasparyanc, Rishabh Jindald, Arjun 

Kelaiyae, Apurva Popatf, Zankhan Miranig, Bhanusowmya Buragamadagua, 

Siddharth Jain h 
a Resident, Internal Medicine, Mercy Catholic Medical Center, PA, USA 

b Medical Officer, Health and Family Welfare Department, Chandigarh, India 

c Resident, Internal Medicine, Brookdale University Hospital, NY, USA 

d Dr. RML Hospital, New Delhi, India 

e Consultant Physician, Internal Medicine, Ahmedabad, India 

f Radiance Hospital, Ahmedabad, India 

g Research Volunteer, Baltimore, USA 

h Attending Physician, Good Shepherd Christus Hospital, Texas, USA 

 

 

 

 

ABSTRACT 

 

Electrical alternans on ECG is reported in substantial pericardial effusion. Pseudo Electrical 

alternans (pseudoEA) is the alternation in the QRS amplitude in the absence of pericardial effusion. 

We reviewed 16 such cases of pseudoEA (26-72 years, 68.75% males, 31.25% females). Besides 

physiological causes, cardiac diagnosis included arrhythmia (31.25%), coronary artery disease 

(18.75%), congestive heart failure (12.5%) in our review. The most common non-cardiac diagnosis 

was bronchial asthma. PseudoEA in both chest and limb leads was seen in 42.8%, chest leads alone 

in 35.7%, and limb leads alone in 21.4%. Telemetry surveillance is useful in identifying pseudoEA 

and confirms it by its reversal after treating the main pathology or removing the causing agent. 

There should be a high index of suspicion amongst physicians when electrical alternans is present 

on telemetry to identify and treat the alternative conditions in the absence of pericardial effusion. 
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Pseudo-electric alternans, pseudoEA, QRS alternans, alternans without pericardial effusion, 

electrical alternans without pericardial effusion. 

 

 

INTRODUCTION 



 

2 
 

 

Electrical alternans has been described as an interesting finding of cardiac electrical activity on 

ECG in the presence of substantial pericardial effusion. A regular alternation in the amplitude of 

QRS is mostly observed. The pseudo-electrical alternans (pseudoEA) term was coined by Klein, 

Segni, and Kaplinsky in 1978 as an observed alteration of the amplitude of conducted ventricular 

beats in a patient with Procainamide-induced left anterior hemiblock (LAHB) who hadn’t had 

pericardial effusion.  Since then, few cases have been reported that depict recording of such cardiac 

electrical activity in the absence of pericardial effusion. These reports also reasoned out the 

possible mechanisms for such pseudoEA. We hereby in our article review the pseudoEA cases that 

have been described since the last century.  

 

 

METHODS 
 

We searched PubMed and Google advanced scholar databases for pseudoEA cases. Keywords 

used for searching articles were “pseudo electric alternans” and “electrical alternans without 

pericardial effusion”. Articles with only QRS alternans reported in EKG were included. Articles 

with P wave alternans, ST-T alternans, T wave alternans were excluded. We gathered 17 case 

reports meeting our criteria. One of these papers was in the Polish language and therefore was 

excluded. We analyzed the remaining 16 papers for diagnosis, mechanism of pseudoEA, and leads 

having pseudoEA.   

 

 

RESULTS 
 

Of 16 cases reviewed, age ranged from 26 to 72 years (mean 46.9 years), 11 (68.75%) were males 

and 5 (31.25%) were females. Most of the cases were reported from the USA (31,25%) followed 

by other countries. All patients had QRS electrical alternans.   

The etiology of pseudoEA for reviewed papers can be seen in Table 1. The most common cardiac 

diagnosis was arrhythmia, in 5 patients (31.25%); 2 supraventricular tachycardia, 2 ventricular 

tachycardia, 1 atrial flutter, followed by coronary artery disease in 3 patients (18,75%; 1 MI, 1 

Prinzmetal’s angina, and 1 acute coronary syndrome), heart failure in 2 patients (12.5%; one of 

them due to Chagas disease), pericardial effusion (drained) in 1 patient (6.25%) and hypertension 

in 1 patient (6.25%). Non-cardiac diagnosis included pulmonary diseases - bronchial asthma in 3 

patients (18.75%), bilateral pleural effusion in 1 (6.25%), pulmonary embolism in 1 (6.25%), 

pneumomediastinum and cervical emphysema in 1 patient (6.25%), pulmonary TB in 1 (6.25%); 

and other diseases - malignancy in 2 patients (12,5%), lower extremity paralysis in 2 patients 

(12,5%), chronic renal insufficiency in 1 patient (6.25%) and diabetes mellitus in 1 patient 

(6.25%). The patients had symptoms related to primary diagnosis; there are no specific signs and 

symptoms that have been related to the QRS electrical alternans.   

Electrocardiograms (ECG) were available to review. Table 1 gives an account of ECG changes in 

these patients. Sinus tachycardia in 8 patients (50 %) with PACs in 2 and PVCs in 3 patients; SVT 

in 3 (18.75%); NSR with PVCs in 3 (18.75%); sinus tach 2 (12.5 %) were present. The combination 

of conducted beats was in 2 (12.5%) patients; 1 with sinus beat plus PVC and fusion beats, and 
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others with LAHB and incomplete LBBB. Six (42.86%) were observed to have pseudoEA in the 

chest and limb leads, 5 (35.71 %) in the chest leads alone, and 3 (21.43%) in limb leads alone. 

Two papers did not mention leads. Echocardiography was available for 8 patients only. No 

pericardial pathology was found in any patient except for one in which pericardial effusion was 

drained before the appearance of electrical alternans. Ejection fraction was decreased in 2 out of 8 

patients (25%). A total of six chest imaging, CXR or CT scan, were reported with cardiomegaly 

in 1 patient, pulmonary embolism in 1, hyperinflation of lungs in 1.   

  

 

DISCUSSION 
 

True electrical alternans is due to the mechanical alternans seen in pericardial effusion due to the 

pendulum-like motion of the heart in the fluid. Electrical alternans (QRS alternans) can be seen in 

causes other than pericardial effusion. A review of these cases led us to divide the etiology of 

pseudoEA into physiological and pathological. We would like to divide pathological pseudoEA 

into two groups; either due to aberrant conduction or due to pathological swinging of the heart 

owing to underlying pathology in the mediastinum. Physiological pseudoEA and pathological 

swing were straight forward reasoned out due to altered picking up of cardiac contractions owing 

to varying distance between heart and chest wall as a result of the swing of heart in a chest wall 

cavity with each beat. Aberrant conduction leads to alteration in the force of myocardial 

contraction in tachycardias due to varying intracardiac pressures in alternate cardiac cycles. The 

combination of two or more kinds of conducted beats and conducted beats with incomplete blocks 

have also been explained as a cause of aberrant conduction. The explanations in these cases were 

ascertained when the removal of offending mechanisms ameliorated QRS alternans in the 

respective cases (see Table 1).  Telemetry, remote or at the hospital, is important in unexplained 

or non-proportional symptoms, as continued surveillance is crucial for diagnosing as well as 

confirming the recovery. With telemetry surveillance, it is possible to catch even unexpected subtle 

changes. 

 

 

CONCLUSION 
 

QRS alternans besides pericardial effusion can be due to other causes as well. Physiological ones 

do not need any corrective action. Non-physiologic causes indicate underlying pathology, where 

identification and prompt amelioration of the offending mechanism need consideration. We 

conclude that there should be a high index of suspicion amongst physicians when electrical 

alternans is present on EKG or cardiac monitor, in the absence of pericardial effusion, to identify 

and treat the alternative conditions. 
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Advisors: Dr. Richard Dean, Dr. Farzad Moazzami, and Dr. Yacob Astake, Morgan State University, 
“Exploring Vulnerabilities in Networked Telemetry” 

 
2016 First Place Graduate Student – Author:  Ryan Christopher; Advisor:  Deva K Borah, New Mexico State 

University,  
“Optimization of Symbol Distance Metric in Directional Modulation Systems”  

 
Second Place Graduate Student – Authors: Christopher Nash and Christopher Hogstrom; Advisor: Dr. 
Michael Rice, Brigham Young University, 
“Locating and Removing a Preamble Sequence in Aeronautical Telemetry”  

 
First Place Undergraduate Student – Authors: John Maruska and Judah Schad; Advisor: Kurt Kosbar, 
Missouri University of Science and Technology, 
“MARS-Colonization Sensor System for Soil Analysis”  

 
Second Place Undergraduate Student – Authors: Kyle Boyer, Laura Brubaker, Kyle Everly, Richard 
Herriman, Mark Sackett , and Huy Tran; Advisor: Michael Marcellin, University of Arizona,  
“Telemetry System for Real-Time Monitoring of an Offroad Racecar” 

 
2017 First Place Graduate Student – Author:  Sumant Pathak; Advisor: Dr. Erik Perrins, University of Kansas,  

“LDPC Coded APSK for Aeronautical Telemetry” 
 
Second Place Graduate Student – Author: Chad Josephson; Advisor: Dr. Michael Rice, Brigham Young 
University,  
“On the Design of a Square-Root Nyquist Pulse Shaping Filter for Aeronautical Telemetry” 

 
First Place Undergraduate Student – Authors: Seth Kitchen and Danial Klinger; Advisor: Kurt Kosbar, 
Missouri University of Science and Technology,  
“Telemetry System for Intercollegiate Rocket Engineering Competition Vehicle”  

 
Second Place Undergraduate Student – Author: Tristan A. Shatto; Advisors: Egemen K. Cetinkaya and 
Kurt Kosbar, Missouri University of Science and Technology,  
“Graph Theoretic Modeling and Energy Analysis of Wireless Telemetry Networks” 
 

2018 First Place Graduate Student – Author:  Farah Arabian; Advisor: Michael Rice, Brigham Young 
University,  
“On the Performance of Filter Based Equalizers for 16APSK in Aeronautical Telemetry Environment” 
 



Second Place Graduate Student – Author: David Oyediran; Advisors: Dr. Richard Dean and Dr. Farzad 
Moazzami, Morgan State University, 
“Spectrum Sharing MAC Protocol Applications for the Proposed 3.5 GHZ Band 

 
First Place Undergraduate Student – Author: Andrew J. Phillips; Advisor: Charles D. Creusere, New 
Mexico State University,  
“The Effects of Lossy EEG Compression on ERP Analysis”  

 
Second Place Undergraduate Student – Author: Anna Case; Advisor: Kurt Kosbar, Missouri University of 
Science and Technology,  
“Communications Systems for Cubesat Missions” 

 
2019  First Place Graduate Student – Author: Jason Baxter; Advisor: Dr. Erik Perrins, University of Kansas, 

“APSK Symbol Timing and Carrier Phase Synchronization on an FPGA in a C-Band Telemetry 
Reciever” 

 
Second Place Graduate Student – Authors: Vincent R. Radzicki, Abhejit Rajagopal; Advisor: Dr. Hua 
Lee, University of California Santa Barbara, 
“Remote Heart Monitoring Via Medical Telemetry” 

 
First Place Undergraduate Student – Author: Kyle Norland; Advisor: Dr. Michael W. Marcellin, 
University of Arizona, 
“Control Failures in an Unmanned Aerial System and the Potential for Stateless Control” 

 
Second Place Undergraduate Student – Authors: Bryan Redd, Jamison Ebert, Autumn Twitchell; 
Advisor: Dr. Michael Rice, Brigham Young University, 
“DFT-Based Frequency Offset Estimators for 16-APSK” 

 
2021 First Place Graduate Student – Author: Peter Taiwo; Advisor: Arlene Cole-Rhodes, PhD, Morgan State 

University 
“An Adaptive Digital Beamformer for Multi-User Communications using Blind CMA-AMA” 
 
Second Place Graduate Student – Author: Morteza Shoushtari; Advisor: Willie Harrison, PhD, Brigham 
Young University 
“Secrecy Coding in the Integrated Network Enhanced Telemetry (iNET)” 

 
First Place Undergraduate Student – Authors: Matthew Dupree and Yingchao Zhu; Advisor: Yogananda 
Isukapalli, PhD, University of California, Santa Barbara 
“Optically-Guided Multirotor Autonomous Descent and Landing on a Moving Target” 

 
Second Place Undergraduate Student – Author: Matthew Russell; Advisor: Kurt Kosbar, PhD, Missouri 
University of Science and Technology 
“An Open-Source UHF Ground Station Design for Nanosats” 

 
 

 
 



 

Lawrence Rauch Award for Best Telemetry Standards Paper 

 
2006 Michael T. Lockard and James A. Garling, EMC Corporation, Solutions Engineering 

Group, Irvine, CA, “Chapter 10 Recording Standard Update” 
 
2007 Brian Eslinger and Bob Kovach, TYBRIN Corporation, “Range Commander’s Council 

(RCC) Telecommunications and Timing Group (TTG) Update on TM over IP Standard 
Development” 

 
2008 Todd Newton, Evan Grim, and Myron Moodie,  Southwest Research Institute 

Automation and Data Systems Division, San Antonio, TX USA, “Considerations for 
Deploying IEEE 1588 V2 in Network-Centric Data Acquisition and Telemetry Systems” 

 
2009 Thomas B. Grace, Naval Air Systems Command (NAVAIR) Patuxent River, Maryland; 

Joshua D. Kenney, Myron L. Moodie, and Ben A. Abbott, Southwest Research Institute, 
San Antonio, Texas, “Key Components of the INET Test Article Standard” 

 
2010 John Hamilton, Timothy Darr, and Ronald Fernandes,  Knowledge Based Systems, Inc.; 

Joe Sulewski, L3 Communications - Telemetry East; and Charles Jones, Edwards AFB, 
“IHAL and Web Service Interfaces to Vendor Configuration Engines” 

 
2011 Tim Darr, John Hamilton, and Ronald Fernandes, Knowledge Based Systems, Inc., 

College Station, TX; and Charles Jones, Air Force Flight Test Center, Edwards AFB, CA, 
“Design Considerations for XML-Based T&E Standards” 

 
2012 Charles H. Jones, Edwards Air Force Base,  

“IRIG 106 Chapter Versus INET Packetization: Data Storage and Retrieval” 
 
2013 Johnny Pappas, Zodiac Data Systems; Balázs Bagó, Zodiac Data Systems GmbH;  

Nikki Cranley and Gabriel Poisson, Zodiac Data Systems SAS,  
“PCM Telemetry Downlink for IRIG 106 Chapter 10 Data” 

 
2014 Mr. Alan Cooke, Curtiss-Wright, Dublin, Ireland,  

“History and Evolution of Metadata Standards for the FTI Community” 
 
2015  Mr. Carl Reinwald, CSC, Santa Maria, CA 

“One Approach for Transitioning the Inet Standards into the IRIG 106 Telemetry 
Standards” 

 
2016 No Award winner 
 
2017 Gary A. Thom, GDP Space Systems, “A Proposed Revision to IRIG 218 Based On Real 

World Experience” 
 



2018  Jakub Moskal, VIStology, Inc., Austin Whittington, Southwest Research Institute, 
Mieczyslaw Kokar, VIStology, Inc.; and Ben Abbott, Southwest Research Institute, 
“Introducing TACL- Proposal for a New T&E Constraint Language” 
 

2019  Jakub Moskal, Mieczyslaw Kokar, VIStology, Inc.; and Austin Whittington, Ben Abbott, 
Southwest Research Institute; Jon Morgan, Edwards, “Validation Protocol - The Missing 
Puzzle Piece” 

 
2021  Duncan A. McGillivray, Jack Sklar, and Michael K. Forsyth, National Institute of 

Standards and Technology (NIST), “Cellular Long-Term Evolution Uplink Impacts on 
Aeronautical Mobile Telemetry” 



Myron Hiram Nichols Award for Best Paper on Telemetry Spectrum 
 

  
2010 Michael K. Painter, Ronald Fernandes, Jason Gohlke, Satheesh Ramachandran, and Ajay 

Verma, Knowledge Based Systems, Inc., College Station, TX; and Charles H. Jones, Air 
Force Flight Test Center, Edwards AFB, CA, “Dynamic Frequency Assignment and 
Management Technologies for Future Test and Evaluation Operations”  

 
2011 Grant Gerstner and Hans Lillevold, Naval Air Warfare Center Aircraft Division, Patuxent 

River, MD, “Spectrum Stewardship Through Best Source Selection”  
 
 2012 Maria S. Araujo and Ben A. Abbott, Southwest Research Institute, “PCM vs. Networking 

Spectral/Efficiency Wars – A Pragmatic View”  
 
2013 Scott Kujiraoka and Russell Fielder, NAVAIR (Pt. Mugu and China Lake), “C-Band 

Missile Telemetry Test Project” 
 
2014 Steven A. Musteric and Nathan King, 96th Range Support Squadron Eglin AFG, FL, 

“Tri-Service C-Band Roadmap Study (TSCRS) Findings and Way Ahead” 
 
2015 Jesus Nevarez, WSMR Range Operations Telemetry and Joshua Dannhaus, WSMR 

Systems Engineering Directorate “C-Band Transmitter Experimental (CTrEX) Test at 
White Sands Missile Range (WSMR)” 

 
2016 Kenneth (Kip) Temple, 412 Test Wing, Edwards AFB, "An Internal Look at Adjacent 

Band Interference between Aeronautical Mobile Telemetry and Long-Term Evolution 
Wireless Service" 

 
2017 Michael K. Painter, Ronald Fernandes, Karthic Madanagopal, Knowledge Based 

Systems, Inc.; and Charles H. Jones, C.H. Jones Consulting, LLC, “Defending T&E 
Spectrum through Automated Frequency Management Metrics Calculation” 

 
2018 Phiroz H Madon, Vencore Labs Inc. and Tom Young, USAF AFMC and Thomas 

O'Brien, Mark Radke, Test Resource Management Center (TRMC), and Mariusz Fecko, 
Robert Ziegler, Sunil Samtani, Vencore Labs, “The Spectrum Management System (SMS) 
– Frequency Assignment De-Confliction and RF Link Quality Prediction” 

 
2019  Farah Arabian and Michael Rice, Brigham Young University, “Polarization Diversity 

and Equalization of Frequency Selective Channels in Telemetry Environment for 
16APSK” 

 
2021  Phiroz Madon, Peraton Labs, “Spectrum Usage Measurement and De-confliction” 
 
 



Status of the Telemetry Program at KU 
 

May 2021 

Prof. Erik Perrins 

 

The Telemetry Program at the University of Kansas (KU) has the following priorities and 

objectives: (1) to complement the external funding of our very successful telemetry 

research program; (2) to educate graduate students; (3) to educate undergraduate 

students; and (3) to provide research support for faculty and staff. 

 

Externally-Funded Telemetry Research Projects 

 

There are two externally-funded research projects currently in progress at KU. The first is 

titled “Coded APSK for Improved Spectral Efficiency in Aeronautical Mobile 

Telemetry” and runs through April 2022. The second is titled “Space Time Coding for 

Multi-h CPM” and runs through May 2022. Both are funded by the National Spectrum 

Consortium (NSC)/Department of Defense with technical supervision coming out of 

Edwards Air Force Base. 

 

IFT support is used to provide travel funds for project participants to attend ITC each 

year. 

 

Planned Participation at ITC 2021 

 

The University of Kansas is planning on sending two teams from undergraduate student 

clubs to ITC 2021, along with our typical participation from graduate students and 

faculty. The undergraduate club members are writing papers on robotics and “CubeSat” 

projects. The graduate students and faculty are writing papers that will disseminate 

results on the above research projects. 

 

Graduate Student Education 

 

A typical program of graduate education includes: 

• Travel support to present research results at conferences (predominantly ITC): 

there have been 50 ITC trips in 13 years (9 other conference trips) 

• “Bridge” support for graduate students during transition periods between 

externally-funded projects: 4 occasions 

• IFT Fellowships (stipends of $1k–$5k): 14 occasions 

• Equipment support: 

o 2-for-1 KU match on $200k of major test equipment 

o Software and hardware maintenance of test equipment 

o Computers 

o Minor equipment/research supplies 

• There are currently 2 master’s students and 3 Ph.D. students in our program. 

There are 17 masters’s student alumni and 9 Ph.D. student alumni from our 

program. 



  

In 2019, two KU graduate students received IFT Fellowships in the amount of $1,000 

each. The first is a master’s student named Jason Baxter. Jason received this fellowship in 

recognition for receiving the Best Graduate Student Paper Award at ITC 2019. Jason 

graduated with his MSEE degree in August 2020 and entered the workforce with 

L3Harris in Dallas, TX. The second student is Richard Simeon. Rich is a non-traditional 

Ph.D. student in our program and is juggling the demands of a graduate program and a 

full-time job. The IFT Fellowship recognizes Rich’s commitment to our program and its 

goals and objectives. There were no IFT Fellowships awarded in 2020. 

 

Undergraduate Student Education 

 

A typical program of undergraduate education includes: 

• Travel support to present research/senior design results at conferences 

(exclusively ITC): 10 ITC trips in 11 years 

• “Warm-up” research support for externally-funded projects: 7 occasions 

• Senior design sponsorship (1-for-1 match with EECS department, typically $500): 

6 occasions (mandatory ITC trip) 

• Student club sponsorship (1-for-1 match with the School of Engineering, typically 

on the order of $1,000 to $5,000 (mandatory ITC trip) 

  

This past year two undergraduate student clubs received sponsorship support using IFT 

funds. The first is the KU Robotics Club. They received support to purchase components 

and supplies to design and assemble a robot–human chess game. The second is the 

KUbeSat (cube satellite) team. This is a relatively new club in the KU School of 

Engineering. It spans several departments in the School in terms of its required 

engineering disciplines and it has required significant support to establish. This club 

received a relatively large sponsorship of $4,000 using IFT funds. These funds were used, 

appropriately enough, to purchase the telemetry system for the satellite. This telemetry 

system will also be used in future years. As mentioned above, both clubs are writing 

papers for ITC 2021 and plan to send several attendees each. 

 

Program Accomplishments 

 

In our 14 years of partnership with the IFT, the KU Telemetry Program has had: 

• 51 student papers at ITC 

• 47 papers at IEEE conferences (predominantly MILCOM, Globecom, and ICC) 

• 21 journal papers on telemetry-related topics 

• 7 ITC student paper awards 

• 4 (non-student) Best Paper Awards 

 

Overview of the University of Kansas 

 

KU was founded in 1865. It is a member of the Association of American Universities 

(AAU). It is the flagship university of the State of Kansas with a main campus in 

Lawrence, KS, and a medical school in Kansas City, KS. In addition to its engineering 



programs, it has national prominence in Pharmacy, Public Adminstration, Music, and 

Special Education. 

 

The KU School of Engineering was established in 1891 (however, the first engineering 

degree was conferred in 1873). The School has undergraduate programs in Electrical 

Enginering, Computer Engineering, and Computer Science as well as Civil, 

Environmental, Architectural, Chemical, Petroleum, Mechanical, and Aerospace 

Engineering. It boasts 2800 undergrads, 700 grad students, and annual research 

expenditures of $17M. It is ranked 95th in 2018 US News & World Report. 

 

The KU EECS Department has 750 undergrads and 170 grad students. The core areas of 

expertise in the department are Communications & Networking; Radar & Remote 

Sensing; Cybersecurity; and High-Performance Computing. 

 



Some Report on The Telemetry Activities at Brigham Young University 
 

Michael Rice and Willie Harrison 

Brigham Young University 
Ira A. Fulton College of Engineering 

Department of Electrical & Computer Engineering 

Leadership 
Michael Rice 
Professor 
Department of Electrical & Computer 
Engineering 
mdr@byu.edu 
Prof. Rice has been with BYU 30 years and 
works in the areas of wireless communication 
and signal processing with an emphasis on 
aeronautical mobile telemetry. 

Willie Harrison 
Associate Professor 
Department of Electrical & Computer 
Engineering 
willie.harrison@byu.edu 
Prof. Harrison has been with BYU four years. 
Before that he was with Univ. Colorado, 
Colorado Springs for five years. He works in 
the areas of information theory and physical 
layer security. 

 

BYU Telemetry Program 

The telemetry program at BYU is not a degree program or degree option. Instead, the program 
comprises a series of mentored learning opportunities where students apply material learned in 
the standard electrical engineering or computer engineering curriculum to the problems in 
aeronautical telemetry and its related arts and sciences. Consequently, the number of students in 
the program is the number of students whose stipends, tuition, supplies, or travel are funded by 
the IFT endowment fund. Many of the projects students work on are also funded by S&T/T&E 
funds through TRMC or the Spectrum Reallocation funds. In addition, IFT funds are used to 
provide partial support for the BYU Mars Rover team (all undergraduate students) and the BYU 
Spacecraft Club (mostly undergraduates). 

IMMERSE projects 
IMMERSE is a summer research program for undergraduate students in the Electrical and 
Computer Engineering Department at Brigham Young University. The program allows students 
to apply to work with various professors on cutting-edge research projects, while also 
participating in “Engineering Broader Impacts” activities such as various outreach programs for 
local K-12 students, preparing engineering demonstrations for open houses, preparing online 
class materials, etc. More information about IMMERSE can be found on the program website: 
https://immerse.byu.edu/. 
 
During the Summer of 2020, Michael Rice and Willie Harrison funded 14 undergraduate 
IMMERSE students:  



Dynamic Multipath Channel Model: Jamison Ebert. The dynamic multipath channel model, now 
Appendix 2-H in IRIG 106-20 was completed under RCC Task TG-151. There was an 
opportunity for a student to help, so he helped! 
Modulation Classification Project: Esteban Garcia, Rachel Harris, Nathan Jensen, Laura Landon, 
Nathen Nelson. This project is devoted to an algorithm that automatically determines which 
modulation (PCM/FM, SOQPSK-TG, ARTM CPM) is present and estimates its bit rate. The 
goal is to apply machine learning to the task. 
WiFi Physical Layer Security Project: Ethan Angerbauer, Joshua Gillis, Daniel Harman, 
Benjamin Morgan, Ashton Palacios, Jake Sundet, Tyler Sweat, Sebastian Zapata. This project 
attempted to build in physical-layer security to a wireless system with commercial off the shelf 
(COTS) hardware and wireless protocols.  Students applied multiple-input multiple-output 
(MIMO) chipsets to the problem. 

The following products were accepted for publication within the last year.  
• S. Giddens, M. A. C. Gomes, J. P. Vilela, J. L. Santos, and W. K. Harrison, 

“Enumeration of the degree distribution space for finite block length LDPC codes,” to 
appear in Proc. IEEE International Conference on Communications (ICC), 2021, pp. 1-6. 

• M. Rice, B. Clark, D. Flanary, B. Jensen, N. Nelson, K. Norman, E. Perrins, and W. 
Harrison, “Physical-Layer Security for Vehicle-to-Everything Networks: Increasing 
security while maintaining reliable communications,” IEEE Vehicular Technology 
Magazine, vol. 15, no. 3, pp. 68-76, Sept. 2020. 

Other telemetry-related projects where graduate students are primarily involved include the 
following: 
Polarization Diversity in Aeronautical Telemetry 
This effort is funded in part by the IFT endowment fund. It investigates the performance of 
equalizers in multipath environments in aeronautical telemetry. The modeling shows scenarios 
where the multipath channels seen on RCHP and LHCP polarizations are different and develops 
optimum methods for combining the RCHP and LHCP signals for equalization. The results are 
based on the V and H polarizations in the antenna feed. Might there be advantages to bypassing 
the V/H to R/LHCP polarization conversion? 

Space-Time Coding for ARTM CPM 
A SARDP-funded effort to BYU developed a solution to the “two-antenna” problem for 
SOQPSK-TG. Now through funding from the Spectrum Reallocation Fund, we are developing a 
solution to the “two-antenna problem” for ARTM CPM. This is a joint effort with KU and 
Intelligent Automation Inc (Rockville, MD).  

Coded 16-APSK for Aeronautical Telemetry 
This is an effort funded through the Spectrum Reallocation Fund to develop test flights for 
Coded 16-APSK for aeronautical telemetry. 16-APSK has the potential to increase the spectral 
efficiency of a telemetry down-link but requires modest power amplifier back-off and some 
coding to compensate for the power amplifier back-off. This is a joint effort with KU where we 
are exploring ways to optimize the trade-offs for aeronautical telemetry. 



Joint Source Channel Coding Aeronautical Telemetry 
Jesse Richmond, an MS student, was funded from the IFT endowment fund to investigate the 
potential application of joint source channel codes for AMT applications.  These codes allow the 
compression of AMT data without some of the negative error propagation aspects seen in other 
types of compression techniques.  The codes allow one to compress and build in redundancy for 
error correction within the same encoder/decoder operations.  Much of the complexity of these 
types of codes is in the decoder rather than the encoder, which fits nicely within the typical air-
to-ground networks in AMT.  Airborne test articles could benefit from this technology without a 
lot of computational complexity in the encoder.  Jesse is slotted to graduate during the summer 
of 2021. 

  

ITC 2020 

ITC 2020 was delayed to ITC 2021. So let’s move to ITC 2021. 

ITC 2021 

Planned papers for ITC 2021 

• Amy Giullian and Michael Rice, “An Experiment on Energy Harvesting for Aircraft 
Instrumentation”. (student paper) 

• Michael Rice and Jamison Ebert, “Derivation and Analysis of the IRIG-106 Dynamic 
Multipath Channel Model”. 

• Michael Rice and Jamison Ebert, “On the Performance of Spatial Diversity in 
Aeronautical Mobile Telemetry”. 

• Chad Josephson, Michael Rice, Willie Harrison, Spencer Giddens, “Space Time Coded 
ARTM CPM with Timing Delay for Aeronautical Telemetry”. 

• Willie Harrison, Michael Rice, Spencer Giddens, Chad Josephson, “Pilot Sequence 
Design for Space-Time Coded ARTM CPM”. 

• Morteza Shoushtari, Willie Harrison, “Secure Caching in Aeronautical Telemetry”. 

 

Endowment Expenditure Summary 
The IFT endowment expenditures for the 2020 calendar year are summarized as follows: 

student stipends $18,767.04 
supplies         $10.49 

travel            $0.00 
Mars Rover Capstone   $1,000.00 

Spacecraft Club   $1,000.00 
Total   $20,777.53  



Expenditures were down this year due to severe limitations on student and faculty activity. 

 

IFT Endowment Status 

As of 30 April 2021, the IFT endowment fund (including BYU match) is $1,741,738. 

Student Impact 

The following students benefited from IFT funding. They send their heartfelt “thank you”. 
Chad Josephson Becca Svenson Bryan Redd 

Farah Arabian Amy Giullian Sorensen Autumn Twitchell 
Nathan Nelson Jamison Ebert Nathan Jensen 

Rachel Harris Dakota Flanary Ethan Perrins 
Benjamin Jensen Aarohi Bhatt Madeline Thompson 

Kalin Norman Ben Francis Spencer Giddens 
Morteza Shoushtari Ethan Angerbauer Ben Morgan 

Jared Marchant Gabriel Saunders Sarah Cheng 
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II. WiNetS Telemetry Program Faculty 

III. Highlights of the Past Year –  IFT Short-Term Grant 

IV. Continued 5-Year Grant – Telemetry Network Architecture Project 

V. ITC 2021 Papers 

VI. Moving Forward 

 

  



I. Morgan State University 

Morgan State University (MSU) is a Historically Black Colleges& Universities (HBCU) located in 

Baltimore, MD. MSU was established 154 years ago in 1867. Currently Morgan’s enrollment is 7634 

students in over 140baccalaureate to doctoral degree programs. MSU produces over 70doctoral degree 

recipients each academic year. The Clarence Mitchell College of Engineering is one of the nine 

college/schools in the University with an enrollment of about 1200 students. The School of Engineering 

has 4 ABET Accredited programs, including the Electrical and Computer Engineering (ECE) program. The 

ECE department is the largest department in the school with enrollment of around 500 students. The 

Wireless, Network, and Security (WiNetS)laboratory is within the ECE Department of the Clarence Mitchel 

School of Engineering. For the last several years, the WiNetS lab has been supporting between 10 to 20 

undergraduate and graduate students. Currently, we have5doctoral,and 5 undergraduate students. The ECE 

Department at MSU in one of the top producers of African Americans with Electrical Engineering degrees 

nationwide. 

II. WiNetS Telemetry Program Faculty 

• Director: Dr. Farzad Moazzami 

-  Associate Professor in the Electrical and Computer Engineering Department 

- Interim Assistant Provost/Vice President for Academic Affairs (for the last Four Years) 

- Background: MIMO links, BSS with Blind adaptive equalization, Channel estimation, Security 

Controls, IDS 

- Research areas: Wireless, Telemetry, Security Controls, Cryptography 

 

• Technical Lead: Dr. Richard Dean 

- Former Senior Technical Expert at National Security Agency (NSA) 

- Now lecturer in the Electrical and Computer Engineering department at MSU 

-  Expertise in: Wireless, Telemetry, Cyber security, Cryptography, Networking.  

 

• Technical Collaborator: Dr. Mulugeta Dugda 

- Full-time Lecturer in the Department of Electrical and Computer Engineering 

- Expert in Digital Signal Processing and Communications, Cybersecurity, Data Analytics, 

Optimization Theory and Machine Learning, and Seismic Signal Processing. 

- Actively involved in teaching at both undergraduate and graduate levels that advances critical 

thinking and balancing concepts between theory and applications  

 

• Technical Collaborator: Dr. Wondimu Zegeye 

- Recent Doctoral graduate from WiNetS 

- Published several papers at ITC since 2015 

- Has developed Expertise in cybersecurity, internet of things (IOT), artificial intelligence for 

cybersecurity applications and edge computing 

 

• Technical Collaborator: Dr. Arlene Cole-Rhodes  

- Collaborates with WiNetS faculty and students on different projects.  

- She directs Digital Signal Processing lab. 

III. Highlights of the Past Year –  IFT Short-Term Grant 

This past year was an inflection point in the Morgan – IFT relationship as we became a partnered 

University. Here are some of the highlights from the past year: 

 

• We received our first annual grant funding from IFT in January 2020. 



• With those funds supported doctoral students, Wondimu Zegeye, Andarg Bezabih, and Tasmeer 

Alam, and undergraduate students, Dayja Young and Darnell Richards. 

• Our team Prepared 7 papers for the cancelled ITC 2020 and have 8 papers in development for the 

ITC2021 on the findings of the research supported by the IFT’s short-term grant. 

• Our team received the Innovation of the Year Award in information science for 2020 from 

Morgan State University. Press release 

• We successfully completed the 1st year on our 5-year plan for support of Morgan State University 

which was approved by the IFT Board of Directors. 

• Provided tuition and stipend for undergraduate and graduate students with the funding from IFT. 

• We are preparing to reconcile and close out the 1st year grant account by early summer. 

 

IV. Progress 5-Year Grant – Telemetry Network Architecture Project 

Progress Update 

 

The following are among the specific accomplishments of this past one year period:  

• We published peer-reviewed journal articles on modeling Telemetry Networks around 

SCADA (MDPI and IEEE-Cybersecurity)   

• Currently we are investigating various kinds of Intrusion detection attacks specially related 

to Telemetry Network. Building the telemetry Testbed    

• The building of the Testbed is underway. This encompasses: 

o The Model  we developed (Figure 9) 

o Testbed Software – the VMware Approach 

o Testbed Hardware – Building a Workstation 

 

We have secured a VMware License which is currently enabling us to develop and test different 

Testbed, cybersecurity and intrusion detection projects on a virtual environment. We could implement and 

benefit from the very affordable VMware license as it can be easily applied to  the basics of networks, 

virtualization, intrusion, and VMware workstation applications. Virtualization, which is referred to as 

emulating or virtually creating a software which acts and runs as the actual physical machine itself, but 

within a different operating system includes networks, servers, and other virtual applications. Virtual 

Machines (VMs) allows multiple operating systems to be run on a single specific operating computer 

hardware. In other words, we can virtually set up a host machine through our Microsoft Windows PC to 

create a network for other users or run numerous applications and operating systems such as Linux and 

Mac, all while using a single server. Virtual Machines allow us to minimize downtime, increase 

productivity, and reduce operating costs. Working as a hypervisor, VMware is the virtual platform that we 

are implementing. Users around the world use VMware to set up, deploy, test, demo, and run virtual 

machines. In our project we are particularly interested in the development of different prototype networks, 

which will include a VMware workstation, installed host machines on different virtual LANs, and an 

installed virtual switch, among other virtual devices. 

 

We sponsored and supported an undergraduate student Frantz Sabbat who completed a Capstone 

project in Spring 2021 using VMware software on the Testbed. We have three more undergraduate students, 

Tobechukwu Osuzoka, Uchenna Emerson, Eshet Dires who have currently continued to develop their 

projects including their Capstone projects making use of the VMware software suit applied for the 

development of Protocol Network for testing Cybersecurity and Intrusion detection tests on a Telemetry 

Testbed. 

 

 

 

Morgan State University received a five-year grant award from IFT with the performance period 

starting January 2020. Morgan brings the knowledge and expertise in the areas of telemetry network cyber 

security and intrusion detection, among others. This year we received the annual funding for the first year. 

WiNetS has established a grant account with Morgan State University Foundation to deposit, manage, and 

https://news.morgan.edu/2020-innovation-awards/?fbclid=IwAR1WFuBDSjUsswmOtYhQmBxVfuTZ1prves-VWun6Z1jISsDjm6LpeggBjkw


spend the funding. We are supporting a new doctoral student and new undergraduate students. We 

continued to support the former PhD student (and the current postdoctoral fellow)Wondimu Zegeye and 

the undergraduate students Dayja Young and Darnell Richards. during Summer and Fall 2020 semesters 

with this funding. We have identified another doctoral student, Steven Tucker, that will support this project. 

Morgan’s project involves building capabilities on telemetry and a Testbed to simulate security 

vulnerabilities and security controls. This 5-year plan includes the following tasks along with the current 

status of each task (Status indicated in parenthesis): 

• Study the telemetry infrastructure. (On Schedule) 

• Research the nature of likely attacks. (On Schedule) 

• Build a Testbed network and traffic to provide a basis for analysis, vulnerabilities, attacks as well 

as solutions. (On Schedule Testbed, Behind On Traffic) 

• Research on various kinds of attacks most likely with an emphasis on insider attacks. (On 

Schedule) 

• Develop cyber security architectures that address threats and vulnerabilities. (On Schedule) 

• Target and develop Intrusion Detection tools focused on finding likely attacks. (On Schedule) 

• Promulgate analysis and solutions. (On Schedule) 

The major tasks and relationships listed above are centered around Testbed for telemetry network, 

telemetry traffic and telemetry attacks. Figure 1 displays the proposed structure and relationship of these 

various tasks. Thus, at the center are traffic modeling and attack simulations connected to the Testbed.  

The first phase of this project implementation is to structure and understand our model of telemetry and 

identify attacks. Currently we have started building the Testbed. Once we developed the Testbed, we will 

foster a strategy for architectures, intrusion detection and produce research papers. 

 

In this project, we are focusing on different kinds of cyber-attacks. We are of the opinion that the 

greatest telemetry network vulnerability is coming from the insider attack which presents unique challenges 

to detect, while it is also the most likely to happen. However, we are also considering looking into the other 

various kinds of cyber attacks. Several papers have been submitted and will be presented at the ITC 2021 

Conference in October 2021 to provide updates on the status of this work. One of those papers is on 

telemetry networks and the other one is on intrusion detection tools based on our work on Hidden Markov 

Models Intrusion Detection and tying that to our Risk Assessment tool. We believe that those two pieces 

used to develop the intrusion detection tool here represent a state-of-the-art intrusion detection mechanism.  

 



 
  Figure 1: Proposed Program of Cyber Security for Telemetry 

 

Figure 2 below shows the original timeline from the proposal. We are on track to complete the tasks 

for Year 2 by the end of December 2021. 

 
     Figure 2: Project Schedule 

 

 

We have been studying and building a general telemetry network Testbed which initially combines 

traditional network security controls with an Industrial Control Systems (ICS-SCADA) structure built with 

telemetry specifications. We have been reviewing the publication on the telemetry network architecture ( 

such as iNET) from the community at the moment. 



It was reported that a working group on telemetry was founded in 1948 so that “a large amount of 

development effort could be saved by standardization” [1]. Versions of those upcoming standards started 

evolutionary sequencing in 1953, which later led to active use by multiple ranges in 1969, following 

approximately ten updates/revisions. Both commercial and military telemetry communities harvested the 

benefits of having invested in these standards after several decades. The Central Test and Evaluation 

Investment Program (CTEIP) instituted the Integrated Network-Enhanced Telemetry (iNET) project to 

foster an interoperable air-to-ground network telemetry capability [2,3].  

Components of future networked telemetry include network-enabled instrumentation, network-

enabled ground stations, and mission control rooms, as well as ground support equipment. These 

components are considered a high-level subsystem of Integrated Network-Enhanced Telemetry (iNET) [4]. 

iNET is portrayed as a networked telemetry data system that can provide developmental flight tests. Figure 

3 shows telemetry network instrumentation and a test article (TA) to ground station (GS) telemetry system 

proposed by Young [4]. This single TA to single GS communication is the basic building block for multiple 

distributed sites and consists of multiple TAs and GSs. The iNET paradigm is shown to have the benefits 

of test/data and spectrum efficiency as well as long-term sustainability and interoperability. In our effort to 

develop a telemetry network Testbed, we build upon the concepts and implementation ideas developed for 

iNET and beyond. 

 

 
 

Figure 3:Telemetry network instrumentation and a test article aircraft (Tom Young, 2018) 

 
In modeling a telemetry network, we consider the ground station to comprise traditional 

enterprise network and Supervisory Command and Data Acquisition (SCADA) systems. This allows us to 
build on the many studies of cyber vulnerabilities in SCADA networks. SCADA systems are among the 
most widely used industrial control systems (ICSs) that enable the controlling and monitoring of process 
equipment on multiple sites that spread over large distances      [6     ]. SCADA systems are cyber-
physical systems with communication networks interfacing the monitoring and control system with the 
hardware and these could have multiple supervisory systems, programmable logic units (PLCs), remote 
terminal units (RTUs), human–machine interfaces (HMIs), process and control instrumentation, sensors, 



and actuator devices over a large geographical area. SCADA systems make use of both new and legacy 
systems, including traditional information systems [7     ]. SCADA systems are not only as vulnerable as 
any other networked computer systems, but their legacy systems create another layer of threat. Since 
many of these systems have existed for decades, their cybersecurity risks are unknown and challenging to 
analyze as well. These SCADA systems resemble much of the networked telemetry systems that we 
intend to model and therefore represent a good starting point. 

Due to their architecture, strict real-time specifications, network traffic functionality, and 
complex application layer protocols, there are security threats relevant to SCADA systems in particular 
[7,8]. As a result, specialized intrusion detection systems (IDSs) are desired to secure modern SCADA 
systems. In order to achieve the required performance of a real-time system operating continuously with 
the behavior of coexisting system failures, environmental conditions, human errors, and cyber attacks, 
there are three important factors to be considered for the design of SCADA-specific IDSs: hierarchical 
architecture, network traffic properties, and cyber vulnerabilities and attacks [6–12]. 

We are envisioning the current telemetry network with the idea of building a general telemetry 
cybersecurity network Testbed, which initially combines traditional network security controls with an 
industrial control system (ICS-SCADA) structure built with telemetry components. One of the goals of 
our research and study is to provide an architectural framework for telemetry networks for our Testbed 
that meets the current and future requirements of network operations. It describes and classifies the 
current modules and components of a telemetry network system. It outlines the system architecture to 
help set a working foundation for telemetry network system vulnerability analysis that leads to a security 
solution. This is our contribution to the general telemetry cybersecurity community, where we capture the 
scope of these networks and frame this environment. This architecture will also allow us to explore 
machine learning and artificial intelligence for the real-time streaming of data to predict unique patterns 
in traffic in telemetry networks. 

The Test Resource Management Center (TRMC) is the manager of the Joint Mission 
Environment Test Capability (JMETC). This subsection describes the architectures of the test and training 
environment that integrates the live and virtual environments[1,15,16]. Figure 4 shows the kind of 
network framework that we envision for our cybersecurity test environment. At the top in Figure 4 is 
shown some physical assets. These physical assets are connected through networks below them. We have 
a simulated environment below the networks. These physical and simulated real environments are 
somehow interfaced to virtual assets such as big data storage, big data analytics, and visualization through 
the middleware called Test and Training Enabling Architecture (TENA). 
 

 

 



 
Figure 4:Virtual      Cyber Security Test and Training Environment (Ryan Norman, 2018) 

 
Figure 4 shows a virtual test and training environment, JMETC, which reflects our objective in 

modeling a telemetry network. This test environment abstraction shows the many aspects of the future of 
telemetry [17]. 

Another look at the test environment with a distributed T&E Infrastructure is as shown in [6,18]. 
They can bring resources from different sites and combine them into a cohesive test environment as 
shown in Figure 5. 

The Net-Centric Systems Test (NST) single-test environment provides agile early and continual 
capability-based automated T&E for performance, interoperability, effectiveness, and sustainability. The 
NST cohesive environment domain focuses on test automation, systems of system testing, and modeling 
and simulation. This network consists of a land network, surface network, aeronautical network, and 
space network. 

 
 

 

 

 

 

 



 

Figure 5. Net-Centric Systems Test (NST) environment      [Macdonald, 2011]. 

 

 
The distributed live and simulated environment adds the ability to provide system testing with the 

addition of simulated elements that interact with live systems under test. It requires advanced 
synchronization algorithms to remove test infrastructure bias in support of mission effectiveness T&E. It 
consists of simulated and live entities. The integrated live simulated environment shown in Figure 6 is 
controlled from a test and control analysis center. 

 

 



 

Figure 6. Integrated live simulated environment (modified from Norman R, 2018 and 
George Rumford, 2011). 

It is one scenario of the NST system of system testing. It can consist of live entities such as 
ground stations, swarm UAVs, which are in an ad-hoc network, and SATCOM, as well as simulated 
entities that include things such as soldiers, tanks, and fighter helicopters, added to create a 
comprehensive ground wireless environment. The live entities communicate with the swarm of UAVs and 
the wireless network (urban environment) via cellular networks. This network communicates to a TA via 
a ground station. A TA has an onboard instrumentation system that has several sensors interconnected via 
LAN and short-range communication protocols such as Bluetooth and Zigbee. 

Figure 7 shows the T&E simulated environment and cyberspace threat environment, which, 
together, form a cohesive structure of warfighting systems. This system includes a global information 
grid, which is the DoD Internet, and it also involves simulated threats. 

 

 

 



 
Figure 7:T&E simulated and cyberspace threat environment (from Tom Macdonald, 2011) 

 

Figure 8 is another inspiration for our Testbed modeling. It is a SCADA model and it is an 

infrastructure model for sensitive resources. It involves three levels: enterprise, control and field network 

levels. Our team is envisioning to model our telemetry cybersecurity test site networks around a SCADA 

model. 
Our study has also outlined the general telemetry architecture envisioned in this project. This 

approach models telemetry systems as an industrial control system (ICS) SCADA. These systems have 
received significant attention, so analysis and conclusions of this work will apply directly to our efforts to 
model telemetry systems for cybersecurity purposes. The architecture consists of a typical enterprise 
network and an ICS/SCADA representation of a telemetry system ground station, as shown in Figure 8. 
Here, the emphasis is on the ICS-SCADA representation of telemetry systems. 
 

 

 



 
Figure 8:SCADA cyber model (U.S. ARMY PROGRAM EXECUTIVE OFFICE, 2012) 

 
The core of our study is the general networked telemetry architecture. The SCADA system 

architecture evolution is as shown in Tables 1-2, and the model we consider will be the Purdue reference 
architecture. 

Table 1. Supervisory Command and Data Acquisition (SCADA)system architecture evolution. 

Process Control Network Purdue Reference Architecture 

Manufacturing 

Operations 
Level 3 Enterprise Business Level 4 

Control Systems Level 2 DMZ DMZ or 3.5  

Intelligent Devices Level 1 Manufacturing 
Manufacturing 

Operations 
Level 3 

Process Level 0 Plant HMI Control Systems Level 2 

   Intelligent Devices Level 1 

   Process Level 0 

 

 

 



Table 2. Supervisory Command and Data Acquisition (SCADA) IoT/IIoT system architecture 
evolution. 

IoT/ IIoT Reference Architecture 

The Cloud Business Level 4 

 DMZ or 3.5  

The Edge Manufacturing Operations Level 3 

 Control Systems Level 2 

 Intelligent Devices Level 1 

 Process Level 0 

 

Based on the preceding background WiNetS has proposed the following SCADA Telemetric 

Cybersecurity Network Model. This will continue to be one of the main contributions of WiNetS 

Laboratory to the telemetry community. We are proposing to model the Telemetry Network Test Sites with 

SCADA model, which has Enterprise, Control and Field network levels architecture. Figure 9 shows the 

initial concept that we have developed with two Test Sites (T&E Centers) each of which with the common 

three SCADA levels. The Global Grid can be a DoD network connected to both Test Sites and the T&E 

Resource or Center through high-speed internet. The interfaces indicate secure connections. There is 

telemetry radio connection between the Test Sites and Test Articles, which can be aircrafts or ships. At 

various locations in the figure are cyber threats such as denial of service on the radio network, or intrusion 

on the Enterprise, Control, or Field Networks or on the Test Article. Here we are assuming a distributed 

threat environment with fairly different possibilities of threats at different levels. Here we are also assuming 

that the threat is not only at the boundary, but it could be an insider threat. 
The telemetry architecture described in this section models telemetry network test sites, which 

includes an enterprise level that follows the SCADA model and control and field network levels. This 
architecture, as shown in Figure 9, has two test sites (T&E Centers), each of which has three SCADA 
levels. The Global Grid is the DoD Internet connected to both test sites and the T&E Resource      Center 
through high-speed internet. Interfaces between two connected sites are secure connections. There are 
telemetry radio links between the test sites and test articles, which can be aircraft or ships. These 
communications links are targets of cyber threats such as denial of service on the radio network or 
intrusion on the enterprise, control, or field networks or the test article [23,24]. 

The general telemetry architecture proposed in this article is shown in Figure 9.It consists of 
different test and evaluation centers that are interconnected via the global grid. Figure 9 also shows two 
T&E centers connected to the global grid. The detail of each T&E site consists of the ICS-SCADA 
control room and enterprise network, which      is described in Figure 8. The two T&E centers can 
communicate via the internet, which is secured via VPN, across the global grid. It also shows a joint test 
space made up of two test articles communicating via a reliable link, but they belong to two different 
T&E centers. 
 



 

 

 

 
 

Figure 9. Our Proposed SCADA models for Telemetric Cybersecurity 

 

 

V. ITC 2021 Papers 

 As the 5-year plan for the IFT project in Figure 2 indicates, we plan to produce reports, papers and 

demonstrations. Our team has submitted the following papers to be presented at the ITC 2021. We will be 

initially focusing on insider threat/attacks and Wondimu’s paper this year which will show the progress in 

this initial phase. 

It is important to note here that many of the papers to be presented at the ITC 2021 are not part of 

the 5-year grant plan. In addition to the IFT funding, we are collaborating in a rocket launching project 

funded by Base-11 Foundation. There are two undergraduate WiNetS students working in that program. 

WiNetS’ contribution would be designing the telemetry pieces for the rocket. We have two papers 

submitted to the ITC 2021 that will summarize and illustrate the current status of this work. 

Two papers will be presented on Adaptive OFDM for telemetry which was funded with the short-term 

IFT grant. This paper reports on an innovation in combining Diversity with OFDM, which makes use of 

multiple antenna at the base station and combines those adaptively to yield to an enhanced throughput. Here 

is the list of ITC 2021 papers from the WiNetS’ Morgan team: 

 

1. Authors: Tobechukwu Osuzoka, Eshet Dires, Uchenna Emerson 

Paper Title: Developing a Telemetry Cyber Security Testbed 



2. Author: Dayja Young and Darnell Richards 

Telemetry Software Design  for Morgan’s Rocket   

 

3. Authors: Darnell Richards and Dayja Young,  

Telemetry for Rocket     

 

4. Authors:  Uchenna Emerson, Eschet Dires 

Telemetry Testbed Software   

5. Authors: Tasmeer Alam 

Paper Title: Application of AOFDM on LDAR test flight scenario 

 

6. Authors: Tasmeer Alam 

Paper Title: Diversity Combining of OFDM for Aeronautical Channels 

 

7. Authors: Wondimu Zegeye 

Paper Title: Risk Assessment tied to HMM based Intrusion Detection System 

 

8. Authors: Wondimu Zegeye 

Paper Title: Modeling Telemetry Networks for Cyber Security Analysis 

 

 

 

VI. Moving Forward 

 COVID-19set us back to a certain extent mainly because of curtailing physical meeting in the lab 

environment. Since we use ITC as a vehicle for collaboration, missing ITC 2020 has a great impact on our 

collaborative effort. We have a strong base of undergraduate students focused on the Testbed and we hope 

to see great progress this summer. We are also expecting to have our laboratory open this summer. We are 

looking forward to ITC2021 to network with the telemetry community. 

 

The start date of the performance period for the approved 5-year project was January 1, 2020.So 

far we are on track with the proposed activities. The funding for first year allowed us to carry out all planned 

activities through the end of 2020. We would like to report that restrictions due to COVID-19 pandemic 

has not negatively impacted our research activities and production. We have had our weekly plans and 

weekly zoom research meetings still going on with our papers and abstracts being produced without much 

hindrance. The faculty and students are meeting together at least once a week remotely to discuss 

everyone’s research progress. In addition the faculty have had additional meetings to discuss different 

management and research issues.  

 

Our request is that the second-year funding be distributed in December 2021 for the activity period 

of January 1, 2022 through December 31, 2022. 

 

On behalf of WiNetS and entire Engineering school, I thank you for the support that you provide 

to our program at Morgan State University. I am honored to be selected as the Technical Chair of the ITC 

21 and will do my best to increase the value proposition of the conference and contribute to the telemetry 

community.  

 

 

Farzad Moazzami 

May 17, 2021  
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Objective of Program

• Introduce telemetry and system level design 
problems throughout program of study

• Encourage a variety of projects, including 
telemetry applications in non-traditional areas

• Encourage graduates, and especially 
undergraduates, to
– Participate in technical conferences

– Compete in national and international design 
competitions

– Integrate telemetry into multi-disciplinary projects
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Viraj Gajjar

Sarah Dlouhy

Jacob Lipina

Michael Rouse Ethan Arneson

K. Kosbar Austin Christman

Eli Verbrugge

Rebecca Marcolina 

Brian Dahlman



ITC 2019
• Michael Rouse, Miranda Sauer and K. Kosbar, Data Collection

and Analysis Techniques for Solar Car Telemetry Data, Solar
Car Design Team

• Jacob Lipina, Austin Christman, Rebecca Marcolina and K.
Kosbar, Developing Wireless Inertial Management Units to
Simplify Integration into Dynamic Systems, Mars Rover Design
Team

• Sarah Dlouhy, Ethan Arneson and K. Kosbar, Applications of
Autonomous Navigation in Next-Generation Mars Rovers,
Mars Rover Design Team



ITC 2019
• Eli Verbrugge, Brian Dahlman and K. Kosbar, Teleoperated

Robotic Arms with Open and Closed Loop Control Systems,
Mars Rover Design Team

• Channel State Information Estimation Using Artificial Neural
Networks, Viraj Gajjar and K. Kosbar, Graduate Student
Project

• Signals and Modulation, Short Course (Monday), K. Kosbar
impersonating S. Horan

• Signals and Modulation, Shorter Course (Thurs PM),
K. Kosbar impersonating S. Horan - talking fast



ITC 2021
• Matthew Russell and K. Kosbar, An Open-Source UHF Ground

Station Design for Nanosats, S&T Satellite Research Team

• Charles Maddi, Samuel Weiler, John Mitchell and K. Kosbar,
Telemetry System for a Fixed-Wing Remotely-Operated
Aircraft, Miner Aviation Team

• Austin Christman, Megan Kerr and K. Kosbar, Transmitting Life
Detection Data Gathered by an Exoplanetary Mobile System,
Mars Rover Design Team



ITC 2021
• Anthony Robles, Alisa Lazareva, Maxwell Ryan, Brady Davis,

and K. Kosbar, Remote Error Handling of a Teleoperated
Robotic Power System, Mars Rover Design Team

• Viraj Gajjar and K. Kosbar, Rapid Gain Estimation for Multi-
User Software Defined Radio Applications, Graduate Student
Project

• Daniel Napierkowski, Eli Verbrugge, Alex Wortmann and K.
Kosbar, Enhancing Field Testing of a Teleoperated Robotic
System with Wireless Handheld Controls, Mars Rover Design
Team



ITC 2021
• Miranda Sauer, Luke Hellebusch, Chris Bax, Charles Maddi

and K. Kosbar, Improving the Accessibility of Telemetry for a
Solar-Powered Vehicle, Solar Car Team

• Thomas Francois and K. Kosbar, Mesh Telemetry Network for
a Sounding Rocket and Paralite System, Rocket Design Team

• Husam Nassr and K. Kosbar, Reduced Complexity Iterative
Turbo Equalization for Acoustic Underwater Channels,
Graduate Student Project, Underwater Robotics Team

• Signals and Modulation Short and Shorter Courses, K. Kosbar



ITC 2019 – Solar Car Telemetry

• Michael Rouse
• Miranda Sauer

IRL
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Circuit of the Americas Track , Austin TX
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Best ?
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• Jacob Lipina
• Rebecca Marcolina
• Austin Christman
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• Sarah Dlouhy
• Ethan Arneson
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• Eli Verbrugge
• Brian Dahlman
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ITC 2019 – Rover Dynamic Control

3x32-bit microcontrollers 
with serial and ethernet 
connectivity

Brushed DC Motors, 
magnetic shaft encoders, 
snap action limit switches

C++ framework for joint 
control and PWM 
handling

Base 
Joint

Elbow Joint

Wrist Joint

Microcontroller 
Mount



ITC 2019 – Rover Dynamic Control
Inverse Kinematics

Define a set orientation and position for the 
arm, and to then calculate the required 
joint angles to move the arm to the 
current position

Requires constant telemetry to prevent 
offshoot and calculate accurate 
trajectories

Will halt if 8 degrees away from target 
angle

Three different driver classes for each 
microcontroller

Library to handle inverse kinematics 
calculations

Open Loop mapped to Xbox input

Closed Loop w/ tuned PID loops



ITC 2019 – Rover Dynamic Control

Electrical Design

Motor controllers have 32-bit, 120MHz 
microcontroller mounted on to PCB 
which features VNH5019A_E motor 
drivers

Driveboard has three positional servo 
motors, two lasers and a solenoid



ITC 2019 – Rover Dynamic Control

Base Station Software

C# application to control rover 
remotely written by other team 
members

Embedded video streams to provide 
driver with sense of orientation

Displays and requests telemetry from 
the arm



ITC 2019 – MIMO & Neural Nets

• Viraj Gajjar



ITC 2019 – MIMO & Neural Nets



ITC 2019 – MIMO & Neural Nets

1. Free space path loss: 𝑃𝐿 𝑑𝐵  10𝑙𝑜𝑔

2. Doppler shift: 𝑓 𝑐𝑜𝑠𝜃

3. Rainfall Attenuation: 𝛾 𝑘𝑅

4. Atmospheric gas attenuation: 𝛾 𝛾 𝛾

5. Fog and cloud attenuation: 𝛾 𝑓, 𝑇 𝐾 𝑓, 𝑇 𝑀

Parameter Range

Distance between transmitter and

receiver

1 𝑘𝑚 𝑡𝑜 3 𝑘𝑚

Velocity of the receivers 10 𝑚/𝑠  𝑡𝑜 10 𝑚/𝑠

Temperature 30℃ 𝑡𝑜 30℃

Carrier frequency 1 𝑀𝐻𝑧 𝑡𝑜 30 𝑀𝐻𝑧

Rain-rate 0 𝑚𝑚/ℎ𝑟  𝑡𝑜 50 𝑚𝑚/ℎ𝑟

Fog 0.05 𝑔/𝑚  𝑡𝑜 0.5 𝑔/𝑚   

Humidity changed with respect to the temperature 



ITC 2019 – MIMO & Neural Nets

Number of hidden layers: 3

Dimensions: 8 17 17 17 8

Input layer: distance, velocity, angle of 
elevation/depression, temperature, 
carrier frequency,  rain-rate, fog, and 
humidity.

Output layer: channel state information 
matrix



ITC 2019 – MIMO & Neural Nets



ITC 2019 – Short Courses



Number of Students In Program

• Scholars: 21

• Equipment and Supplies: 43

• Travel: 0 (pandemic restrictions)

• Team members: ~ 250

• Coursework: ~100/year



Status of Scholars / Team Members

• Freshmen: 1

• Sophomore: 3

• Junior: 6

• Senior: 9

• Graduate: 2

• Travel, supplies and equipment funding
– Majority of students are juniors and seniors, although 

some freshmen, sophomores and graduate    
students benefit also.



Student Impact

• Approx. 100 students graduate each year with 
increased exposure to telemetry and system 
related material through coursework and 
laboratories

• Approx. 250 students per year are involved with 
projects which have telemetry components, with 
about one third of those having direct contact 
with the telemetry system



Future Plans
• Plans for 2020-2024 outlined in 8 May 2019 

proposal to IFT Board of Directors

• Support select group of graduate students

• Direct financial support of a select group of 
undergraduate students

• Support large number of undergraduate 
students in capstone design

• Support interdisciplinary student design teams

• Continued integration of telemetry and systems 
engineering into undergraduate curriculum



Summary
• Undergraduate enrollment increasing, graduate 

enrollment recently in decline

• Program does not require student to make 
exclusive selection between telemetry and other 
emphasis areas

• Emphasis on, and interest in, multi-disciplinary 
experiential learning is strong, and continues to 
grow

• University now requires experiential learning

• Telemetry Learning Center fits well with this 
focus



Scholars and Fellows

Anthony Ferrante Arianna Chaves Jessica MastNicholas Fuller

Titus Baumgartner William Ong Jared AllenViraj Gajjar

Evan Hite

Alexander Siampos



Scholars and Fellows

Jared SinkeyHusam NassrSarah DlouhyEthan Arneson

Eli Verbrugge Jacob Lipina

Rebecca Marcolina

Austin ChristmanMichael Rouse Brian Dahlman

Shane McEnaney



IFT support helps students like these …



… build things like this …



… that makes engineering feel like this.



Thank You, From All of Us





Report to the IFT Board from New Mexico 

State University 

 

Submitted by Prof. Charles D. Creusere, May 23, 2021 
 

Institution Information: 
• New Mexico State University (Main Campus) 

o Las Cruces, NM 
o College of Engineering 

▪ Klipsch School of Electrical & Computer Engineering 
 

Telemetry Leadership: 
• Dr. Charles D. Creusere, Professor, Holder of the Frank Carden Chair for 

Telemetering and Telecommunications 
• Dr. Deva Borah, Professor, Holder of the IFT Professorship 

 

Key Professors: 
• Dr. Charles D. Creusere joined the NMSU faculty as an Assistant Professor in 

January 2000 after working for NAVAIR China Lake for 14 years.  He was 
selected as the first IFT Professor in 2008 and as the Carden Chair in 2010.  
He was reappointed as the Carden Chair in March 2017.  He received a BS in 
ECE from U.C. Davis in 1985 as well as MS and PhD degrees from U.C.S.B in 
1990 and 1993.  Dr. Creusere’s research focus is in the area of digital signal 
processing and he teaches a wide variety of classes related to telemetry. 

• Dr. Deva Borah joined the NMSU faculty in January 2000 as an Assistant 
Professor and has since advanced to the rank of Professor.  He received his 
PhD in May 2000 in Telecommunications Engineering from Australian 
National University in Canberra, Australia.  Prior to this, he received  MS and 
BE degrees in Electrical Communications Engineering from the India 
Institute of Science in Bangalore, India in 1992 and 1987, respectively.  He 
was awarded the IFT Professorship in 2011 and his research focuses on 
physical layer communications systems. 

• Dr. Laura E. Boucheron received the B.S. and M.S. degrees in electrical 
engineering from New Mexico  State  University,  Las  Cruces,  in  2001  and 
2003, respectively, and the Ph.D. degree in electrical 
and  computer  engineering  from  the  University  of California, Santa 
Barbara, in 2008. She has intern and graduate research experience at both 
Sandia National Laboratories and Los Alamos National  Laboratory  as well 
as  postdoctoral  and  research faculty experience in the Klipsch School of 
Electrical and Computer Engineering at New Mexico State University. She is 
currently Associate Professor in the Klipsch School. 

• Dr. David G. M. Mitchell received the Ph.D. degree in Electrical Engineering 
from the University of Edinburgh, United Kingdom, in 2009. Since 2015, he 
has been an Assistant Professor in the Klipsch School of Electrical and 



Computer Engineering at the New Mexico State University, USA. He 
previously held Visiting Assistant Professor and Post-Doctoral Research 
Associate positions in the Department of Electrical Engineering at the 
University of Notre Dame, USA. He is a Senior Member of the IEEE and his 
research interests are in the area of digital communications, with emphasis 
on error control coding and information theory. 

• Dr. Steven Sandoval joined the Klipsch School of Electrical and Computer 
Engineering at New Mexico State University as an Assistant Professor in 
Spring 2017 after completing the Ph.D. degree in Electrical Engineering from 
Arizona State University in 2016.  Prior to joining NMSU he worked for 5 
years in the defense industry. He received the B.S. Electrical Engineering 
and M.S. Electrical Engineering from New Mexico State University in 2007 
and 2010. Dr. Sandoval's current research focus is in the area of time-
frequency analysis, audio and speech processing, and machine learning. 

 

Introduction to NMSU: 
• NMSU’s founding as New Mexico’s Land Grant institution under the Morril 

Act in 1889 predates statehood by 23 years 
• Originally called New Mexico A&M, the university changed its name to New 

Mexico State University in 1960 to indicate its broadened focus beyond 
agriculture and ‘the mechanical arts’ 

• NMSU has 5 campuses spread across New Mexico, but graduate degrees are 
only offered at the main campus in Las Cruces 

• Additionally, degrees in engineering are only offered at the main campus 
• Enrollment on the Main Campus for Fall 2020 was 14,227 (11,575 

undergraduate, 2,652 graduate)  
• 70% of students are New Mexico residents and 58% of them are Hispanic 
• Total enrollment in the College of Engineering is 2,207 (54% Hispanic) with 

1,869 undergraduates and 338 graduates  
• These numbers are almost the same as last year which is considered to be a 

great success given the expected impact of Covid-19 induced virtual 
education 

• Current enrollment in the Klipsch School is 229 undergraduate students and 
93 graduate students 

 

Telemetry Program Details: 
• The objectives of the Klipsch School ECE program are: 

• To prepare students for challenging careers where they can apply a 
broad spectrum of knowledge in electronics and computing to solve 
real-world problems that help improve our lifestyles, create wealth, 
and discover new technologies 

• To provide an environment which fosters world class research 
involving faculty and students as a component of a comprehensive 
educational experience 



• The telemetry program is an integrated part of the Klipsch School, the specific 
objectives of which are: 

• Provide undergraduate and graduate students with skill set that they 
need to pursue a career in a telemetry-related field 

• To introduce our student body to the telemetry field and to the 
employment opportunities abounding within it 

• To encourage NMSU faculty to get involved in telemetry research and 
to participate in the International Telemetering Conference 

• To support ground-breaking research in support of telemetering 
practice 

• To support the Klipsch School in helping to provide the best possible 
educational outcomes for our students 

 

Direct Student Support: 
• The IFT-Endowed Scholarships supported 5 students during the 2020-2021 

school year 
o 3 seniors, and 2 graduate students 
o All students were electrical engineers: no computer science students 

applied (despite our efforts in asking the CS Dept Head to get the 
word out) 

• Carden Chair funds were used to support graduate students working on two 
different research projects during the 2020-2021 academic year 

o One was working on an FPGA-based software-defined radio (2 papers 
to be presented at ITC 2021 related to this work) 

o The other is finishing up research related to efficient communications 
and distributed processing of real-time EEG signals.  We expect to 
present this at ITC 2022 

 

Typical Program Undertaken: 
• A BS in Electrical and Computer Engineering is our undergraduate degree 

• We have specializations in telemetry-related disciplines like 
Communications and Digital Signal Processing, but these designations 
only appear on the students transcripts and not on their degrees 

• MS & PhD having the same degree name and possible specializations as 
above, along with an explicit ‘Telemetry’ specialization 

 

Outstanding Student Accomplishment: 
• AJ Phillips now in the PhD program at Stanford University (coming in with 

only a BS from NMSU) with a Stanford Fellowship providing full financial 
support through the completion of his PhD.  

o AJ was a 2 time recipient of an IFT Scholarship 
o Research that he did with me (funded the the Carden Chair) was 

presented at ITC 2019 and ITC 2018 (where the paper won the Best 
Undergraduate Student Paper Award) 



o AJ was awarded BS degrees in both Electrical & Computer 
Engineering and Computer Science in May 2020 

IFT-Funded Program Investments: 
• Carden Chair faculty stipend: $18,000/year 

o Held currently by Dr. Creusere 
• IFT Professorship Stipend: $7000/year 

o Held currently by Dr. Borah  
• Support communications/DSP teaching labs 

o I have made funds available to colleagues who teach classes that 
support the area of telemetry as needed to support Covid-19 
mandated changes in course and lab delivery (when it becomes clear 
what those will be) 

 

Student Papers: 
• ITC 2021: 4 papers will be presented 

 
 

Number of students graduating with telemetry experience: 
• We are in the process of adding a UG telemetry class to the catalog and we 

plan to offer it (along with the graduate class) Spring 2022. 
• The number of students taken the graduate telemetry class (offered every 

other year) is between 5 and 10 
o In an effort to increase the enrollments in this class as well as our 

other more specialized graduate classes, we launched an initiative this 
semester to publish a long-term plan of our graduate course offerings 

o This will also support our new all-online MEE (Masters of 
Engineering) degree, geared towards working professionals and 
entirely online 

• Almost every ECE undergraduate coming out of our program gets some 
experience with the wireless transmission of data between devices 

o This experience starts in the embedded systems class, EE112, where 
most student projects involve some form of communications with 
Bluetooth being very prevalent 

o Many get further experience in EE300, the Cornerstone project class, 
where they design, fabricate, populate, and test an Ardunio-
compatible circuit board.  Virtually all of these boards communicate 
with other system components either wirelessly via WiFi or Bluetooth 
are via wired adaptors such as an I2C protocol serial connection 

 

Latest Program Updates: 
o Thanks to the great success of the vaccination effort, NMSU expects to 

be operating normally starting in Fall 2021 
▪ All classes will be offered in person 
▪ Graduate classes related to telemetry will continue to be 

offered as hybrid in-person/online classes in order to support 



remote graduate students.  This is consistent with our pre-
Covid teaching paradigm. 

o We do not expect any Covid-based restrictions to be in place in 
October 2021 and we therefore expect to have our full contingent of 
students attending ITC 2021 in person as usual! 

• Departmental News: 
o Steve Stochaj is now department head and has agreed to stay on in 

that position for at least 2 years 
o We had 1 faculty leave us during the 2020-2021 academic year 

▪ Dr. Kwong Ng, a professor in electomagnentics, retired in June 
2020 

▪ All faculty searches are still frozen so, including that faculty 
who left last year, we have 4 open faculty slots 

 

Financial Data: 
• Salaries: 

• $18,000/year stipend for Carden Chair 
• $7,000/year stipend for IFT Professor (not being paid) 

• Scholarships: 
• $9,639 
• Supports 5 students 

• Travel 
• ~$4000  

• Other available (used based on program needs): 
• ~$30,000/year 

 

Plans for Future: 
o Get back to normal! 
o We still want to see if we can coordinate some NMSU graduate or 

short classes with the ITC short course program in order to offer 
students more in depth follow up coursework. 

 

Summary: 
 
The large enrollment drop anticipated for Fall 2020 did not happen on the NMSU 
main campus, although enrollment did drop significantly at our satellite community 
college campuses.  This (along with federal government Covid relief assistance) put 
NMSU in a much better financial position than had been anticipated—cuts of 
operating budgets of up to 12% had been projected for AY 2019-2020.  As a result, 
threatened layoffs and forced furloughs did not occur and the university operated 
largely as usual but with most classes being offered online or in a hybrid fashion.  
Going into AY 2021-2022, funding appears to be stable and we expect to operate in a 
business-as-usual fashion.  One longer term consequence of this experience, 
however, is that we may offer progressively more of our undergraduate courses 
online, leading eventually to an entirely online curriculum for those who cannot or 



do not want to be physically present in the classroom.  In particular, the adaptations 
that we were forced to make to deal with Covid have shown us that even the labs in 
most classes can be conducted in a virtual fashion.  I am somewhat concerned, 
however, that if we end up going this route, online-only students might be 
disadvantaged by the lack of in-person teamwork as well as by the inability to easily 
network with faculty and other students.   
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1. Institution 
• Department of Electrical and Computer Engineering, College of Engineering, 

University of California, Santa Barbara 
 
2. Faculty Advisors 

• Mahnoosh Alizadeh 
• NSF Career Award, 2019 
• Northrop Grumman Excellence in Teaching Award, 2018 

• Yoga Isukapalli, Liaison to IFT 
• Distinguished Teaching Award, UCSB Academic Senate, 2021 
• Northrop Grumman Excellence in Teaching Award, 2021 
• Outstanding Faculty Award, College of Engineering, 2019,2020,2021 

• Upamanyu Madhow 
• IEEE Fellow, 2005 
• NSF Career Award, 1996 

• B.S. Manjunath, Department chair 
• Edward J. McCluskey Technical Achievement Award, 2020 
• ACM Fellow, 2018 
• IEEE Fellow, 2005 

 
3. Faculty Lead: Yogananda Isukapalli 

• Ph.D. in ‘Communication Theory and Systems’ from UC San Diego - 2009  
• Postdoctoral scholar at Scripps institute – 1 year, 2019-2010 
• Broadcom Limited - 7 years, 2010-2017  

• 802.11n/ac/ax chip development 
• Wi-fi/Bluetooth/FM combo chips 

• Assistant Teaching Professor, UCSB, 01/2017 - 06/2020 
• Associate Teaching Professor, UCSB, 07/2020 - present 

• In-charge of Capstone program 
• Distinguished Teaching Award, UCSB Academic Senate, 2021 
• Northrop Grumman Excellence in Teaching award, 2021 
• Outstanding Faculty Award, College of Engineering, 2019,2020,2021 

• Research 
• Wireless communications and signal processing 
• Multi-antenna systems with feedback, vector quantization 
• Machine learning for physical layer security 

 
4. IFT Program and Investment 

• UCSB Affiliation with ITC/IFT program (1999-2021) 
• Hosted ITC/IFT spring meetings 4 times 

•  Major milestones 
• UCSB chancellor approved the change from endowed chair to programmatic 

endowment fund 



• IFT endowment fund in support of telemetry and sensing program at UCSB is 
established with an amount close to $1 million 

• $40K to offset expenses for 2021-22 academic year 
• $30K payout for Fiscal Year 2021/22 from endowment fund  
• $10K  from the Dean’s fund 
• The telemetry and sensing program will be administered by a ECE departmental 

committee with Yoga Isukapalli as the IFT liaison 
 

5. Remote Instruction During Pandemic 
• ECE 10 (Sophomore): Circuits and Systems  

• Transformed all of the labs to work with Arduino microprocessors, updated lab 
content, created >150 kits for ~$75/kit  

• Students constructed digital/analog circuits to reinforce and test the concepts 
learned in the course 

• ECE 153B (Junior): Sensor and Peripheral Interfaces 
• All the labs and final projects were adapted to be executed remotely on a low 

power stm32 microcontroller 
• ECE 120A/B (Junior/Senior): Semiconductor Processing and IC Design  

• UCSB instructional cleanroom opened under strict COVID protocols 
• Students design, fabricate, and test semiconductor wafers including transistors 

and integrated circuits 
 

6. Telemetry and Sensing: Specializations 
ECE undergraduate curriculum is going through a significant decadal reform  
Three specialization tracks related to telemetry and sensing are proposed and approved by 
the department 
• Wireless Communication and Sensing 
• Wireless Hardware 
• Signal Processing and Data Science 

 
7. Capstone Projects 

• Year-long group projects completed during senior year 

 
• Approximately 70 students per year  
• Partnered with about 20 companies 

• Defense 
• Medical 
• Leading private companies 
• Over the past three years, raised more than $300k in funds to support the 

capstone projects 
• Capstone Project: Watchdog 



• NASA astronauts are routinely faced with long, complex procedures and often 
have to call ground control for guidance  

• This project aims to pioneer solutions by using sensors and AI to verify 
astronauts' fidelity to standard operating procedure and offer suggestions during 
deviation 

• Capstone Project: Safe Vision 
• Project sponsored by Alcon, a medical device company 
• Safe Vision: SafeVision detects objects that will obstruct movement of a 

surgical robotic arm and microscope head. SafeVision uses the spatial 
information of the microscope head and robotic arm to prevent collisions with 
obstacles during movement. 

• Capstone Project: Eternal Flight 
• Project sponsored by Toyon Research Corporation, defense technology 

company: Switch drone battery in flight to allow “eternal flight” 
• Capstone Project: Hyperloop 

• Joint project with Mechanical Engineering 
• Winner of SpaceX Hyperloop levitation competition held at SpaceX 

headquarter, Hawthorne, CA   
 
8. Research 

Communications and signal processing (CSP) group has a cutting-edge research program 
with several research centers 
• Computer Vision, Graphics, and Computational Imaging 
• Control, Optimization and Game Theory    
• Information Theory and Statistical Inference 
• Machine Learning and Data-Driven Methods 
• Networked and Cyber-Physical Systems 
• Robotics and Autonomous Systems 
• Signal and Image Processing 
• Wireless Communication & RF Sensing 
• Research highlights 

• 10 faculty members and about 50 graduate students 
• Current active funding 

• NSF, DoD, DARPA, Several private companies 
• Publications 

• About 100 publications per year in leading IEEE conferences and journals from 
faculty in the general area of telemetry 

 
9. 2021 ITC Participation: 5 papers  

• G. Cooper, B.S. Manjunath, and Y. Isukapalli, “Edge Machine Learning for Face 
Detection,” International Telemetering Conference, Oct 2021  

• B. Dong, B. Aguillar, and Y. Isukapalli, “Design of a low-cost handheld wireless 
oscilloscope,” International Telemetering Conference, Oct 2021  



• M. Dupree, Y. Zhu, and Y. Isukapalli, “Optically-guided multirotor autonomous 
descent and landing on a moving target,” International Telemetering Conference, Oct 
2021  

• W. Jiang, A. Yang, and Y. Isukapalli, “Elephant-Human Conflict Mitigation: An 
Autonomous UAV Approach with Custom Hardware,” International Telemetering 
Conference, Oct 2021  

• P. Feghali, C. Lin, J. Burd, S. Pillai, T. Cowan, P. Tokumaru, and Y. Isukapalli, 
“Developing affordable unmanned obstacle avoidance with 60 GHz RADAR,” 
International Telemetering Conference, Oct 2021  
 

10. Budget Plan 
 

Budget plan (2021-22) Endowment fund 
payout for 2021-22 

UCSB 

IFT graduate fellowship (2-3) $15k $0k 

Senior capstone project (6) $6k  $10k 

Equipment and supplies $6k $0k 

 Miscellaneous program 
support 

 $3k $0k 

 Total  budget  $30k $10k 

 

11.  Summary 
• Curriculum development: Three undergraduate specialization tracks  

o Wireless Communication and Sensing 
o Wireless Hardware 
o Signal Processing and Data Science 

• Most graduating students from the department get exposed to telemetry and sensing 
related material 

• Undergraduate enrollment is increasing 
• IFT endowment funds will be used for supporting graduate students and 

undergraduate students on capstone projects 
o This is just a start, we will expand the telemetry related activities at UCSB 

• Special thanks to IFT for supporting the ECE department at UCSB 



The University of Arizona
College of Engineering

Department of Electrical and Computer Engineering
Tucson, AZ

Michael W. Marcellin
Regents Professor

International Foundation for Telemetering Chaired Professor

mwm@arizona.edu
www.ece.arizona.edu/~mwm

+1-520-621-6190

Telemetering Activities - 2020-21
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Biographical Sketch - Marcellin

▪ Professor Marcellin is a Regents Professor at the 

University of Arizona. He has authored or coauthored 

more than three hundred publications. He was a major 

contributor to JPEG2000, and wrote the compression 

specification for the Digital Cinema standard currently 

used for all motion pictures throughout the world. Dr 

Marcellin is a Fellow of the IEEE, a recipient of the NSF 

Young Investigator Award, and a recipient of the IEEE 

Signal Processing Society Senior (Best Paper) Award. He 

was named the San Diego State University Distinguished 

Engineering Alumnus, and was a recipient of the 

University of Arizona Technology Innovation Award. He 

has received numerous teaching awards. 
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University of Arizona
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University of Arizona

▪ OUR SETTING

▪ The University of Arizona in Tucson is a land-grant doctoral 

research university. Our research and development expenditures 

place us among the nation's top public universities, and we have 

membership in the Association of American Universities.

▪ We offer a broad array of programs leading to degrees from the 

baccalaureate through the doctorate. We have a total enrollment 

of over 40,000 full-time and part-time students. As a land-grant 

university, we maintain programs in production agriculture, mining, 

and engineering, and serve the state through our cooperative 

extension services, technology transfer, economic development 

assistance, distributed education, and cultural programming.

▪ The University provides distinguished undergraduate, graduate, 

and professional education; excels in basic and applied research 

and creative achievement; and promotes activities that advance 

Arizona's economy.
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University of Arizona

▪ OUR VISION

▪ Through cross-cutting innovations distinctive to the University of 

Arizona, we will expand the student experience through 

engagement, advance knowledge through innovations in creative 

inquiry and collaboration, and forge novel partnerships to 

positively impact our community.

▪ OUR MISSION

▪ To improve the prospects and enrich the lives of the people of 

Arizona and the world through education, research, creative 

expression, and community and business partnerships.
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Electrical and Computer Engineering

▪ ECE is a comprehensive program

▪ Undergraduate Education - 393 students (+ 11 online)

▪ Graduate Education - 72 MS (+170 online), 102 PhD students

▪ Research 

▪ Service

▪ Emphasis areas include

▪ Autonomous systems and robotics

▪ Biomedical technologies

▪ Circuits, microelectronics, and VLSI

▪ Communications, coding, information theory, and telemetering

▪ Computer architecture and cloud computing

▪ Optics, photonics, and THz devices and systems

▪ Signal, image and video processing

▪ Software engineering and embedded systems

▪ Wireless networking, security, and systems
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Selected Telemetering Classes at UofA

▪ Introduction to Communication Systems

▪ Digital Communication Systems

▪ Optical Communication Systems

▪ Wireless Communication Systems

▪ Error Control Coding

▪ Digital Signal Processing

▪ Fundamentals of Computer Networks

▪ Fundamentals of Information and Network Security

▪ Antenna Theory and Design

▪ Radar



8

UofA Attendees from ITC 2019
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2019 ITC Graduate Student Papers

▪ G.L. Fosdick (student) and M. Marefat (advisor), “Classification 

Style Regression for Spectral Opening PMF Estimation”

▪ N. Raveendran, S. Garani (Students), and B. Vasic (advisor), “An 

Improved Log-Domain Belief Propagation Algorithm over Graphs 

with Short Cycles”

▪ B. Vasic, N. Raveendran (student) and B. Vasic, (advisor), 

“NEURO-OSVETA: A Robust Watermarking of 3D Meshes”

▪ T. Peken, (student) R. Tandon, and T. Bose (advisors), 

“Reinforcement Learning for Hybrid Beamforming in Millimeter 

Wave Systems”

▪ S. Tsang, (student), T. Bose and A. Samuel (advisors), “The Good, 

The Bad, and The Non-Circular Signals”

▪ 4 grad papers submitted to ITC 2020

▪ 6 grad papers submitted to ITC 2021
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2019 ITC Undergraduate Student Papers

▪ K.T. Norland (student), and M.W. Marcellin (advisor), “Control 

failures in an unmanned aerial system and the potential for 

stateless control” – First Place Undergraduate Student Paper

▪ N. Tan (student) and M.W. Marcellin (advisor), “Telemetry on 

Wildcat formula racing vehicle”

▪ D. Fuehrer, J. Nguyen, A. Schreiber (students), and M.W. 

Marcellin (advisor), “Designing a telemetry system with a focus on 

education”

▪ A. Collett, T. Ma, Z. Craddock, G. Garcia, C. George, T. Rubenow, 

(students), and M.W. Marcellin (advisor), “Telemetry system for 

monitoring stress and vibrations on amusement park rides”

▪ 3 undergrad papers submitted to ITC 2020

▪ 5 undergrad papers submitted to ITC 2021
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Other Papers

▪ Journal Papers

▪ I. Blanes, M. Hernández-Cabronero, J. Serra-Sagristà, and M.W. Marcellin, “Redundancy and Optimization 

of tANS Entropy Encoders,” IEEE Transactions on Multimedia, (Early Access) November 2020.

▪ F. Liu, E. Ahanonu, M.W. Marcellin, Y. Lin, A. Ashok, and A. Bilgin, “Visibility of Quantization Errors in 

Reversible JPEG2000,” Signal Processing: Image Communication, Vol., 84, pp. 1–7, May 2020.

▪ S. Alvarez-Cortes, J. Serra-Sagristà, J. Bartrina-Rapesta, and M.W. Marcellin, “Regression wavelet analysis 

for near-lossless remote sensing data compression,” IEEE Transactions on Geoscience and Remote 

Sensing, Vol. 58, No. 2, pp. 790–798, February 2020.

▪ I. Blanes, M. Hernández-Cabronero, J. Serra-Sagristà, and M.W. Marcellin, “Lower bounds on the 

redundancy of Huffman codes with known and unknown probabilities,” IEEE Access, Vol. 7, pp. 115857–

115870, July 2019.

▪ J. Bartrina-Rapesta, M.W. Marcellin, J. Serra-Sagristà, and M. Hernandez-Cabronero, “A novel rate-control 

for predictive image coding with constant quality,” IEEE Access, Vol. 7, pp. 103918–103930, July 2019.

▪ C. Cooper and M.W. Marcellin, “Lossless wideband RF compression via lifting-based IIR subband

decomposition,” IEEE Transactions on Aerospace and Electronic Systems, Vol. 56, pp. 823–829, June 

2019.

▪ M.K.K. Niazi, Y. Lin, A. Ashok, M.W. Marcellin, G. Tozbikian, M.N. Gurcan, and A. Bilgin, “Pathological 

image compression for big data image analysis: Application to hotspot detection in breast cancer,” Artificial 

Intelligence in Medicine, Vol. 95, pp. 82–87, April 2019.

▪ M. Hernández-Cabronero, V. Sanchez, I. Blanes, F. Aulí-Llinàs, M.W. Marcellin, and J. Serra-Sagristà, 

“Mosaic-based color-transform optimization for the lossy and lossy-to-lossless compression of pathology 

whole-slide images,” IEEE Transactions on Medical Imaging, Vol. 38, No. 1, pp. 21–32, January 2019.
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Other Papers

▪ Conference Papers

▪ E.L. Ahanonu, M.W. Marcellin, and A. Bilgin, “Lossless multi-component image 

compression based on integer wavelet coefficient prediction using convolutional neural 

networks,” Proceedings, 2020 Data Compression Conference, Snowbird, Utah, March 

2020.

▪ E. Ahanonu, M.W. Marcellin, and A. Bilgin, “Clustering regression wavelet analysis for 

lossless compression of hyperspectral imagery,” Proceedings, 2019 Data Compression 

Conference, Snowbird, Utah, March 2019.

▪ Y. Lin, F. Liu, M. Hernandez-Cabronero, E. Ahanonu, M.W. Marcellin, A. Bilgin, and A. 

Ashok, “Perception-optimized encoding for visually lossy image compression,” 

Proceedings, 2019 Data Compression Conference, Snowbird, Utah, March 2019.
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UofA Student Photos
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2020-21 IFT Supported Activities

▪ Graduate Student Fellowships

▪ Undergraduate Clubs 

▪ Mini-Baja Club

▪ Participated in Baja SAE – Tucson, AZ, April 2021

▪ Autonomous Vehicle Club

▪ Students crashed competition plane 1 month prior to June 2019 

compeition

▪ AUSVI in Baltimore, MD, cancelled competitions 2020 and 2021

▪ resumes competition; team will participate – expected June 2022

▪ Formula Racing Club 

▪ Participating in Formula SAE – Lincoln, NE, June 2019

▪ Coaster Cats Club

▪ Ryerson Invitational Thrill Design Competition, Orlando, Florida, 

November 2019.
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Other IFT Activities

▪ Telemetering Standards Coordination Committee member

▪ ITC Online Proceedings 

▪ 2019 proceedings currently online

▪ No 2020 proceedings; will resume with 2021 proceedings
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Financial Support

▪ IFT Endowment

▪ Chaired Professorship Salary 

▪ Discretionary Professorship Fund

▪ Travel to student competitions, equipment, added student assistance, etc.  

▪ Additional IFT Support

▪ Graduate Fellowships

▪ Matching funds from external agencies such as the National Science 

Foundation, as well as endowment funds

▪ Undergraduate projects 

▪ Autonomous Vehicle Club, Mini-Baja Club, Formula One Club, and Coaster 

Cats, Senior Capstone Projects
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Summary

▪ Our program is strong and thriving

▪ Our activities would not be possible without the generous 

funding that we receive from the IFT

▪ We look forward to a bright future together 



 
PHILIP ELLERBROCK 

Boeing 
Chairman 

 

TBD 
xxx 

Vice Chairman 
 

WAYNE KLEIN 
Apogee labs 

Secretary – Treasurer 
 

 
COMMITTEE MEMBERS 

 

MARK BENDER 
Aerospace Corp 

 

SCOTT BRIERLEY 
United Launch Alliance 

 

PHILIP ELLERBROCK 
Boeing 

 

BRAD FLUERY 
Edge 

 

GILLES FREAUD 
Airbus France 

 

ALBERT GABALDON Jr. 
NAWC China Lake 

 

RICHARD GRAHAM Jr. 
NWSC Corona 

 

WAYNE KLEIN 
Apogee labs 

 

MICHAEL MARCELLIN, PhD 
University of Arizona 

 
 

STEVE NICOLO 
GDP Space Systems 

 
 

MALCOLM WEIR 
Ampex 

 

TAB WILCOX 
Yuma Proving Ground 

  
CLIFF AGGEN 
Ex-Officio IFT Rep 

 

LEE H. ECCLES 
MERV MACMEDAN 

ERWIN H. STRAEHLEY 
Members Emeritus 

 

Telemetering Standards Coordination Committee –  

 
June 2020-through June 2021 Annual report 

 

Report- Page 1 of 2 
 

To:  Directors of the International Foundation for Telemetering 

Date: Sept 2021 

Subject: June 2020-through June 2021 Annual report 

 
The Telemetering Standards Coordination Committee (TSCC) is chartered to serve as a focal 

point within the telemetering community for the review of standards documents affecting 

telemetry proposed for adoption by any of the various standards bodies throughout the world.  

With a diverse membership, representing government, aerospace industry, academia and 

manufacturers, the TSCC offers a forum for discussion of issues for the telemetry community. 

 

The TSCC was scheduled to have two general in person meetings during this reporting period. 

The first was to be held in November 2020 in conjunction with the 2020 International 

Telemetering Conference (ITC) at the Renasissance Glendale Hotel in Glendale Arizona. The 

second in person meeting was planned  to be held in conjunction with the Spring RCC Meeting.  

Both the ITC Show and the in person Spring RCC meetings were  canceled due to the Corona 

Virious. The TSCC did hold both meetings but they were held via WebEx. The reports from 

these meetings are on the TSCC web site.   The next TSCC meeting is currently scheduled for 

October 2021 in conjunction with the 2021 International Telemetering Conference (ITC) at 

Balleys In Las Vegus, NV.     

 

The TSCC currently has a total of 12 full members out of a chartered target of 16 members.  

We have 7 members from industry/manufacturers, 4 members from government agencies, and 

1 from the academic organizations.  We are actively looking to fill the remaining  vacancies 

with members from government academia or industry, while maintaining our required split. 

We must also fill the positin of vice chair.   Additionally, the TSCC has not required  IFT 

funding this year. 

 

Due to Covid and the fact that there was no ITC in 2020, the TSCC did not award the  

“Lawrence Rausch Telemetry Standards Award” for the “Best Paper related to Telemetry 

Standards”.  The TSCC will provide an award for the 2021 ITC papers. 

 

textTSCC
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Telemetering Standards Coordination Committee –  

Interim Report – Page 2 of 2 
 

Things have been difficult due to COVID but the TSCC members & committees reviewed (and 

commented where necessary) on the following standards drafts and Pink Sheets:  

◼ Telemetry Data Processing Committee  

• Correctons and updates supported on TMATS Handbook 

• IRIG 106 Chapter 9 updated and reviewed as a result of TG 171 

◼ TM Networks Standards TG Group 

• IRIG 218-20 Released;  Updates were also supported for this release 

• Pink Sheet Reviewed: IRIG-106, Chapter 7 Packet Telemetry Downlink.  This 

document update is the result of Telemetry Group tasks TG-173….. Pink Sheets 

released for review (11/7/20) 

◼ RECORDER  & REPRODUCERE 

• IRIG 106 Chapters 6, 9R, 10, 11, 12 

o 2021 Pink Sheets submitted and reviewed 

Editorial comments & Corrections made 

◼ RF Standards TG Group 

• IRIG 106 Chapter 2 Appendix 2A  Frequency Considerations for Telemetry 

o Reviewed of Pink Sheet, TG  176 rewrite of Appendix 2-A Redefines 

Modulations -  

o  Reviewed of Pink Sheet, TG  176 This task addresses Adjacent Channel 

Interference (ACI) for coded and non-coded waveforms  

o TG-177 reviewed revision to IRIG-106, Chapter 2, section 

2.3.3 Modulation 

•  IRIG 118 Vol 2 

o 2021 Review of Pink Sheet,  TG  178, chapter 2 was written to 

address the testing of adaptive equalizers specifically.  

• Supported review and update of  BSS DQE/DQM 

 

We greatly appreciate the support of the IFT for our efforts and I would be happy to answer any 

questions you may have.  

Respectfully submitted, 

Stephen Nicolo for 

Philip Ellerbrock  

Chairman, TSCC 
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ICTS Report to the IFT 

May 2021 

Raymond Faulstich 

 

As was the case for the last report, there is not a tremendous amount of NEW 

information on the ICTS front.   

The 2020 Annual ICTS Business Meeting was conducted over several email 

discussions between November 7, 2020 and November 30, 2020 due to COVID 

restrictions and the cancellation of the International Telemetering Conference. A total of 

18 of the 19 active and Emeriti members participated. 

REGIONAL COORDINATORS 

The 2019/2020 regional coordinators announced their nominations/election results for 

2021/2022 Regional Coordinators as follows. 

1. Mr. Luc Falga was nominated as the Region 1 Coordinator by Dr. Gerhard 

Mayer. Mr. Fagla’s nomination was accepted and voted positively by the region 1 

membership.  Dr. Mayer will remain in the ICTS as a Past Officer.  

2. Mr. Guy Williams was nominated as the Region 2 Coordinator by Sergio 

Penna. Mr. Williams’ nomination was accepted and voted positively by the region 

2 membership. Mr. Penna will remain active in the ICTS as a Past Officer. 

3. Mr. Jamie Presser will remain as the interim Region 3 Coordinator. The ICTS 

is actively seeking nominations for Region 3 Coordinator and Mr. Presser has 

agreed to remain on until a replacement can be named.  

ICTS OFFICERS 

Nominations for 2021/2022 Officers were received from the membership. 

Chairman: Mr. Christian Herbepin was nominated for Chairman.  Mr. Herbepin accepted 

the nomination. No other nominations were received from the membership.  

Vice Chairman: Mr. Luiz Souza was nominated for Vice Chairman. The Secretary was 

unable to confirm Mr. Souza’s acceptance of the nomination and his nomination was 

withdrawn. Mr. Scott Hoschar was nominated.  



Secretary: No nominations were received. Mr. Chalfant agreed to serve as Secretary 

until another nomination can be made.  

A ballot was prepared for the 2021/2022 Officers and circulated via email.  

Mr. Herbepin was elected by a vote of 17-0-1 as the 2021/2022 ICTS Chairman 

Mr. Scott Hoschar was elected by a vote of 18-0 as the 2021/2022 ICTS Vice Chairman.  

Mr. Tim Chalfant was elected by a vote of 17-1 as the 2021/2022 Secretary. 

NEW MEMBERS 

Mr. Luc Falga was nominated by Dr. Gerhard Mayer for regular membership. Mr. Luc 

Falga is a well-recognized telemetry expert working for Airbus Toulouse. His regular 

membership was polled by email with 14 responding to confirm.  ICTS current 

membership is now 18. 

ICTS at ETTC / ITC / SETE 

Recent AMT Threat information and background material from the ICTS website has 
been formatted into a technical paper to presented at ETTC (by the Region 1 
Coordinator or member), ITC (by Region 2), and SETE (by Region 3).  Mr. Luc Falga 
has completed the version to be presented at ETTC in June 2021. 

THE FUTURE OF ICTS 

A soul-searching discussion on the future of the ICTS was conducted. The question was 

raised that maybe the ICTS should be disbanded, is there still a valid mission?  The 

following factors prompted this discussion: 

- The ICTS Associate Members list has been decreasing (mainly due to returned 

bad email addresses) 

- Hits to the ICTS website are minimal (6-12 per month) 

- ICTS Special Session attendance at ITC and ETTC has been low 

- ICTS reported activity has been minimal (out-reach efforts, threat news, 

Newsletter content) 

- Member Participation in the ICTS is minimal (Email responses, nominations, 

news, …) 

The membership weighed in with many viewpoints, but the consistent thought was yes, 

the ICTS is still relevant.  It was noted that ICTS hit a high mark with the activity 



surrounding the WRC 2007; however, even if during the last 2 years the activity has 

been minimal, ICTS has still a valid mission on at least on 2 points: 1) The threat on the 

spectrum is probably less strong than a few years ago but still present and could 

endanger AMT activities, 2) As a worldwide group ICTS can contribute to the telemetry 

technology evolution.   

The consensus was apparent that the future position of ICTS would see a reduced 

activity. No changes are proposed to the By-Laws. The ICTS will de-activate its 

committee work (outreach, technology) and retain a core membership to serve the 

international telemetry community on a “on-call” basis. The ICTS core (Officer sand 

Members) will monitor WRC and local topics that could affect telemetry spectrum and 

provide reports to the ITC, ETTC, and SETE as the primary forums to distribute this 

information. 

ICTS WEBSITE  

The ICTS website (www.telemetryspectrum.org) is up and running.  The website has a 

“WRC23 Watch” page added, and an important agenda item for ICTS to follow is 

Agenda Item 1.1. 

 

 

 

http://www.telemetryspectrum.org/


ICTS Report to the IFT 

May 2021 

Raymond Faulstich 

 

As was the case for the last report, there is not a tremendous amount of NEW 

information on the ICTS front.   

REGIONAL COORDINATORS 

As reported in May, the 2021/2022 Regional Coordinators are: 

1. Mr. Luc Falga  

2. Mr. Guy Williams  

3. Mr. Jamie Presser remains on until a replacement can be named.  

ICTS OFFICERS 

ICTS Officers are: 

Chairman: Mr. Christian Herbepin.  

Vice Chairman: Mr. Scott Hoschar  

Secretary: Mr. Tim Chalfant agreed to serve as Secretary until another nomination can 

be made.  

ICTS at ETTC  

Recent AMT Threat information and background material from the ICTS website was 
formatted into a technical paper and presented at ETTC by the Region 1 Coordinator, 
Mr. Luc Falga.  The ETTC was held in a virtual format and Mr. Guy Williams served as 
the ICTS session chairman on 16 June 2021. 

ICTS at ITC 

A variation of the paper presented at ETTC was presented at ITC.  My Guy Williams 
presented the paper “Telemetry Spectrum Encroachment” in session 1. 

 

 



NICHOL’S AWARD 

ITC paper 21-01-03 “SPECTRUM USAGE MEASUREMENT AND DECONFLICTION,” 

Peraton Labs Team - Phiroz H. Madon was awarded the 2021 Myron Nichol’s Award. 

THE FUTURE OF ICTS 

The ICTS core (Officer sand Members) will monitor WRC and local topics that could 

affect telemetry spectrum and provide reports to the ITC, ETTC, and SETE as the 

primary forums to distribute this information. 

ICTS WEBSITE  

The ICTS website (www.telemetryspectrum.org) is up and running.  The website has a 

“WRC23 Watch” page added, and an important agenda item for ICTS to follow is 

Agenda Item 1.1. 
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