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CONFERENCE LOGISTICS
All ITC conference events will occur in the
Renaissance Glendale Hotel & Spa. All events,
including the Opening Ceremony, Welcome
Reception and Luncheon will be clearly
marked with signs inside the host hotel.
Renaissance Glendale Hotel & Spa is located
at 9495 W. Coyotes Blvd., Glendale, AZ 85303.
Wireless Access — The hotel offers free
wireless access to its guests in their sleeping
rooms. There is no WIFI in the conference
area.
Parking — Parking for guests and visitors is
$15 for valet or self parking. Parking on the

Mon. 10/24 6:30pm–8:30pm
Tues. 10/25
Tues. 10/25
Wed. 10/26
Wed. 10/26

9:00am–10:30am
1:00pm–2:00pm
9:00am–10:00am
12:30pm–2:00pm

west parking lot is complimentary and is on a
first come first serve basis.
Badging — Badges are required for
admittance to exhibit halls and technical
sessions, and must be obtained at the ITC’22
Registration Desk upon check in.
Luncheon — Tickets are required for the
ITC’22 Luncheon and can be purchased for
$25 at the Registration Desk.
Authors & Speakers — All Technical Session
speakers must check in at the Author/Session
Chair Information Desk located in the
registration area at least 24 hours prior to
their scheduled presentation time.

> MONDAY, OCTOBER 24
8:00am–6:00pm
9:00am–5:00pm
6:30pm–8:30pm

Exhibits Setup
Short Courses
Mix & Mingle

> TUESDAY, OCTOBER 25
9:00am–9:30am
9:30am–10:30am

Opening Ceremony with Best Paper
Award & Pioneer Award Presentation
Keynote Address

Telemetry Changing for the Future
George Rumford, (SES), Director (acting),
Test Resource Management Center (TRMC)

10:30am–5:00pm
1:00pm–2:00pm

Exhibits Open
Plenary Technical Session

TM Phased Array Antennas
Thomas O’Brien, CTEIP Deputy Program Manager,
Test Resource Management Center (TRMC)

2:30pm–4:30pm

Technical Sessions

> WEDNESDAY, OCTOBER 26
9:00am–12:15pm
9:00am–10:00am

Exhibits Open
Plenary Technical Session

Challenges and Opportunities in Securing
the Telemetry Capabilities Ecosystem
Patrick Lardieri, Technical Director, Lockheed Martin
National Cyber Range (NCR) Program

10:30am–12:10pm Technical Sessions
12:30pm–2:00pm Awards Luncheon
The following awards will be presented:
• Lawrence Rauch Award for Standards
• Myron Nichols Award for Telemetry Spectrum
• Undergraduate Student Paper Awards
• Graduate Student Paper Awards

12:15pm–2:00pm
2:00pm–5:00pm
2:30pm–4:10pm
4:00pm–4:30pm

Exhibits Closed
Exhibits Open
Technical Sessions
ITC’22 Exhibitor Feedback

> THURSDAY, OCTOBER 27
9:00am–12:00pm
9:00am–10:40am
1:00pm–5:00pm

Exhibits Open
Technical Sessions
Half-Day Short Courses

Shipping — Most shipping has been taken
care of through the ITC EXPO provider, GES.
If you have shipped directly to the hotel under
a guests name please see the front desk.
Mobile App — Download the ITC Mobile
App to your Android, iPhone or iPad. You will
also be able to access the mobile app web version on your laptop. With the mobile app, you
will be able to see the full event schedule, view
the technical session papers, exhibitor listings,
speaker info and exhibit hall maps. Visit the
Mobile App Help Desk for more information.

A Message from the IFT
Board President
Welcome to ITC 2022. The International
Foundation for Telemetering (IFT) is pleased
to sponsor this unique event, after having
deferred ITC 2020 due to the pandemic. The
theme for 2022 is Telemetry: The Times
They Are A-Changin’. This is our 57th year.
Pride in our tradition means we have high
expectations for ITC 2022. General Chair,
Dr. Michael Rice and Technical Program Chair,
Dr. Farzad Moazzami have a program of
outstanding papers and hardware and
Les Bordelon
software exhibits. Our opening ceremony
Board President
includes a keynote by George Rumford, (SES),
International Foundation
Director (acting), Test Resource Management
for Telemetering
Center (TRMC). Our exceptional volunteer
staff and the organizations supporting them
really are the core of ITC. Their hard work literally makes the ITC
possible.
Education remains one of our primary goals — short courses,
technical papers, exhibits, and interaction with the real experts. You
really cannot beat that combination. ITC supports specific telemetry
education for seven Universities — New Mexico
State University, University of Arizona, Brigham
Young University, Missouri University of
Science & Technology, University of
California at Santa Barbara, the University
of Kansas, and Morgan State University.
Our Short Courses are the best source for
Continuing Education anywhere in
telemetry and now include selected half day
courses on Thursday afternoon. We also
sponsor
the
Telemetering
Standards
Coordinating Committee and the International
Consortium for Telemetry Spectrum. The IFT is the only national
organization exclusively for telemetry education and advancement.
Participation directly benefits not only your current work but
prepares for the future through education.
I am always excited by the experience of the leading companies
exhibiting the latest in technology and “talking details.” Historically,
most new telemetry products were announced at ITC. Nowhere do
the needs and solutions of telemetry business meet in one place like
they do at ITC.
While the latest equipment is shown, the ideas you will see
implemented years from now are found in ITC Technical Papers. The
largest single compendium of new papers in telemetry anywhere in
the world appears every year in our Proceedings. Nearly every
important tool in the telemetry business was once an ITC Technical
Paper and then exhibited as real equipment or software at ITC.
That profound transition requires live interaction between academia,
manufacturers, government, test ranges and standards organizations.
That, after all, is ITC. This is your conference. Be thoroughly involved
and enjoy it!
We are always seeking ways to improve ITC and service to the
telemetry industry. Please contact me or any member of the Staff
with ideas, critiques or suggestions. We are at www.telemetry.org.
~ Les Bordelon
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ITC Sponsors

Welcome to...

ITC 2022!
I am excited to see everyone here at ITC 2022!
This conference is dedicated to serving the test
range community through an informative
technical program, educational short courses,
and an exhibit hall filled with the latest offerings
available from the leading companies in our
field.

ITC Would Like to Thank
Our Generous Sponsors!
D IAMOND S PONSOR
Dr. Michael Rice

This year’s theme, Telemetry: The Times They 2022 General Chairman
Are A-Changin’, borrows a phrase from a song Brigham Young University
written by Bob Dylan, who was
trying to capture cultural
changes in the air in the early
1960s. While the merit of the
1960s changes are open to
debate, the fact is... a lot changed.
The same is true of our industry in
the first years of the third decade of the 21st
century. It may not be clear that the changes
Dr. Farzad Moazzami
are universally good, but the fact is... things are 2022 Technical Chairman
changing.
Morgan State University
ITC is a perfect place to learn about these
changes: how to understand those changes; how to respond to those
changes; and for the unflinchingly bold, an opportunity to influence the
direction of those changes. At ITC, you will find papers on, and
exhibits demonstrating, phased array antennas, cellular based
telemetry, networked telemetry, best source selection, and the latest
technology for recording and display. My list is not complete: I invite
you to review the pages of this guide and discover what I have left
out!

P L ATINUM S PONSORS

Please join us for a welcome reception the evening of Monday,
October 24th. On Tuesday, October 25th we kick off the week with
a keynote address by George Rumford, SES, Director (acting), Test
Resource Management Center (TRMC). Come cheer on the
recipients at the Awards luncheon on Wednesday, October 26th.
I encourage you to explore the full range of educational, training,
research and professional enrichment opportunities available at ITC
2022. Perhaps the best way to start your week, is by attending one of
the eleven short courses offered on Monday. Again this year, we offer
half-day short courses on Thursday afternoon — nine total.

S PONSOR

As has been the tradition for over half a century, ITC is organized by
an all-volunteer staff who work throughout the year to provide this
opportunity to the telemetering community. I thank them, and their
sponsoring organizations, for the time and energy the volunteers
dedicate to ITC. On behalf of them, I welcome you to ITC 2022.
~ Dr. Michael Rice
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Technical Conference Events
>Monday, October 24
Mix & Mingle

th

ree!

F
me!
All Welco

&

6:30pm–8:30pm
Mix
>Solana A-D
Mingle
We kick off the week by meeting and networking with your
fellow peers and colleagues from across the industry. What a
great way to connect with attendees, exhibitors, and speakers
while you enjoy drinks, hors d’oeuvres, and unwind before a
busy week. Everyone is welcome to this event!

>Tuesday, October 25th
Opening Ceremony &
Keynote Speaker

9:00am–10:30am
>Solana A-D

Telemetry Changing for the Future
We are honored to have George Rumford, Director (acting),
Test Resource Management Center (TRMC) as our Opening
Keynote Speaker. Come enjoy continental breakfast while you
listen to this interesting presentation. The Best Conference
Paper and Pioneer Award will be presented at the start of the
opening ceremony.

Plenary Technical Session

1:00pm–2:00pm
TM Phased Array Antennas
>Solana A-D
Thomas O’Brien, CTEIP Deputy Program Manager Test
Resource Management Center will explore how three
companies, under the leadership of the Test Resource
Management Center, are leveraging these advances to develop
phased array antennas for telemetry.

Mark your calendar for

ITC 2023
October 23–26 | 2023
Las Vegas, NV

Technical Conference Events
>Wednesday, October 26th
Plenary Technical Session
Challenges and Opportunities
in Securing the Telemetry
Capabilities Ecosystem

9:00am–10:00am
>Solana A-D

Patrick Lardieri, Technical Director, National Cyber Range
(NCR) Program, Lockheed Martin, will facilitate a discussion of
cybersecurity challenges faced by diverse organizations, the
solutions they are putting in place on their own, the ideas they
champion for the ecosystem to embrace, and challenges they
foresee in the short and long term.

Awards Luncheon

12:30pm–2:00pm
>Solana A-D
Come enjoy a buffet lunch while you applaud this year’s award
recipients. Exhibits will close and Technical Sessions will be
suspended to allow attendees and exhibitors to attend the
luncheon. The following awards will be presented:
• Lawrence Rauch Award for Standards
• Myron Nichols Award for Telemetry Spectrum
• Undergraduate and Graduate Student Paper Awards
Tickets available for purchase at the ITC registration desk for $25.

RF Globalnet Connects
C
The
Th
RF and Micro
owave World
TIMELY, INDUSTRY SPECIFIC NEW
WS
ORIGINAL EDITORIAL CONTENT
RELEVANT PRODUCT LISTINGS
TECHNICAL INSIGHT FROM INDU
USTRY EXPERTS
Visit us a t w w w.rfglobalne t. com to sign up for our free email ne w sle tter.

www.rfglobalnet.com | (724) 940-7555 | info@rfglobalnet.com
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Full-Day
Courses
TechnicalShort
Sessions

Full-Day
ShortSessions
Courses
Technical

> MONDAY, OCTOBER 24TH | 9:00AM–5:00PM
Course

A Basic Overview of Telemetry

Location
Day
* Half
1–5pm

Cira B

This course provides a very high level introduction of basic telemetry
concepts and components. The course begins with onboard vehicle
under test discussing sensors, signal conditioning, commutation,
modulation and transmission. It continues on the ground with
receivers, data distribution, decommutation, processing and display.
The tutorial includes additional concepts like IRIG 106 Ch 10 and 11
recording and distribution formats as well as IRIG 106 Chapter 7
packet data over PCM.

Gary Thom, Delta Information Systems, Inc.
Advanced Modulation and
Demodulation Techniques

Aurora C

Explores modulation techniques currently employed or proposed for
telemetry. Material covers the legacy PCM/FM waveform, SOQPSK,
and Multi-h CPM. Demodulation techniques for these waveforms are
also addressed with particular emphasis on synchronization
techniques and performance.

Terry Hill, Quasonix, LLC
Basics of Aircraft Instrumentation

Aurora A

This course will cover a wide variety of topics related to Aircraft
Instrumentation. Data, Acquisition,Telemetry, Instrumentation System
Block Diagram, Standards, Data Requirements, Transducers
Specifications, Video, Avionics Buses (e.g. 1553, ARINC-429, Ethernet
etc.), using requirements to configure an Analog Data Channel,
creating a PCM Map to obtain a sample rate, Telemetry Bandwidth,
Record Time, GPS, Audio, Telemetry Attributes Transfer Standard
(TMATS), and Measurement Uncertainty – Interpreting the Results.
This is great introduction for new hires or a refresher for current
employees.

Bruce Johnson, NAVAIR
Basic Signals and Modulation

Cascade D

This course is directed towards beginning technical personnel or
telemetry personnel with limited experience in communications and
modulation systems. The course will cover basic concepts necessary
to understanding the data communications process within the
telemetry system. This will include signal descriptions, the Pulse
Code Modulation (PCM) process, concepts of analog and digital
modulation and demodulation, and signal bandwidth representations.
Emphasis will be on graphical representations with minimal
mathematical requirements.

Dr. Kurt Kosbar, Missouri University of Science & Technology
Fundamentals of Microwaves and RF

Aurora B

This course begins with an overview of electromagnetic theory and
the many common uses of RF-microwaves today. Concepts such as
the frequency spectrum, basic physics of electro-magnetic wave
reflection and propagation, standing waves, power density, phase and
polarity are discussed. The second section discusses RF-microwave
components typically found in telemetry systems, touching on design
and applications. Consideration of antennas, transmissions lines,
couplers/splitters/combiners, hybrids, RF amplifiers, VCOs, isolators,
attenuators, modulators, etc. is given.
Concepts such as
“intermodulation”, “dynamic range” and, “linearity” are introduced.
The final section of the course addresses the application of an endto-end digital telemetry transceiving system. A typical airborne to
6

Course

Location

ground station radio link is presented with emphasis placed on “RFcentric issues” impacting radio link performance.

Mark McWhorter, Lumistar, Inc.
iNET Telemetric Networks

Cascade A

This course introduces participants to telemetric networks as
applicable to the integrated Network Enhanced Telemetry (iNET)
project. Participants will gain an understanding of telemetric
networking principles, applicable networking technologies, trade-offs
in applying networks to telemetry, and end-to-end telemetric
applications. Specifically, the RCC Telemetry Network System
(TmNS) demonstration system will be presented illustrating the test
article network, radio access network, range operations network,
mission control network, system management operations, and
telemetric applications. The presentation will include current
performance and capabilities of developmentally flight tested
capabilities. This course is intended for anyone who needs an
introduction to TmNS technologies and system capabilities. It will be
useful for participants to have a basic knowledge of networking
concepts. This short course is particularly beneficial for persons
responsible for or involved in flight test instrumentation and
telemetry systems.

Thomas Grace, NAVAIR, PAX River & Todd Newton, SwRI
Introduction to Analyzing
Ethernet Data

Cascade C

With the proliferation of Ethernet as a data transport on multiple
commercial and military aircraft and weapon systems it is becoming
even more important to get a basic understanding of how to analyze
Ethernet data. This course will start with an introduction to the OSI
model and lay out the basics that make up Ethernet traffic. Then we'll
look at the open source Wireshark program and go through a crash
course in using it to examine different types of Ethernet traffic. We’ll
also examine wireless traffic and how it differs from traditional wired
Ethernet. Finally we'll look at using the Python programming
language along with several libraries to actually analyze and decode
data embedded in Ethernet traffic.

Paul Ferrill, Avionics Test and Analysis Corporation (ATAC)
Introduction to Satellite
Communications

Cira C

The Introduction to Satellite Communications short course provides
an overview of the theories and international standards for various
means of space communications. It includes descriptions of practical
applications for high-latency and error-prone links, describes the RF
link characteristics, modulation schemes, various forms of error
detection, correction and compression, practical mechanisms for
data networking in space, considerations for IP, concerns over
security, new applications of short and medium distance links, and
interoperability interests between civil and defense systems.
Questions related to new standards proposed for user interfaces are
also explored. Optical communications and the new proposed
Unified Space Link Protocols will also be introduced as the path
forward for the international standards body, CCSDS (the
Consultative Committee for Space Data Systems).

Robert Ritter, IMI/RT Logic

>> Short Courses continued on page 8

7

Full-Day Short Courses

ITC 2022 Speakers
(continued from pg. 7)

Course

IRIG Chapter 7 Packet Telemetry
Downlink Basis and Implementation
Fundamentals

Location

Cira A

This course will focus on presenting information to establish a basic
understanding of the 2017 release of the IRIG 106, Chapter 7, Packet
Telemetry Downlink Standard.
It will also focus on the
implementation of airborne and ground system hardware and
methods to handle IRIG 106, Chapter 7, Packet Telemetry data. The
presentation will address the implementation of special features
necessary to support legacy RF Transmission, data recording, RF
Receiving, Ground Reproduction, and Chapter 10 data processing
methods.

Johnny Pappas, Safran Data Systems, Inc.
IRIG 106 Chapter 10/11
Digital Recording Standard

9:00AM – 10:30AM | SOLANA A-D

Opening Ceremony &
Keynote Speaker
Telemetry Changing for the Future

Mark Buckley,Telspan Data
Cascade G

This course begins by introducing the capability of transporting PCM
telemetry over an IP network (TMoIP), including discussion of the
benefits and limitations of this technology. Essential network topics
are covered including the OSI network model and associated TMoIP
network protocols. The three key RCC IRIG standards for TMoIP
are described: IRIG 218, IRIG 106 Chapter 10 over UDP, and iNET.
Interactive and scripted setup, configuration, status, and diagnostics
approaches are presented. Advanced topics include minimizing
latency, handling poor-quality WAN networks, inter-vendor
interoperability, one-to-many and mesh networks, configurable
quality-of-service, time/data correlation, future-proofing, and security.

Mark Roseberry, NetAcquire Corporation

Keynote Speaker:
George Rumford, SES
Director (acting), Test Resource
Management Center (TRMC)

Plenary
Technical Session

>TUESDAY, OCTOBER 25TH
1:00PM – 2:00PM | SOLANA A-D

TM Phased Array Antennas
Recent technical advances are ushering in a new era in phased array
antenna technology. This session will explore how
three companies, under the leadership of the Test
Resource Management Center, are leveraging these
advances to develop phased array antennas for
telemetry.
Moderator:
Thomas O’Brien
Panelists:

CTEIP Deputy Program Manager, Test Resource
Management Center (TRMC)

• George Rumford, (SES), Director (acting), Test Resource Management Center
• Anand Kelkar, Chief Technology Officer, Creative Digital Systems Integration
• Chris Patscheck, Raven Defense
• Satya Ponnaluri, BlueHalo

>WEDNESDAY, OCTOBER 26TH
9:00AM – 10:00AM | SOLANA A-D

Missed a Monday course?
Register for Thursday afternoon
half-day courses!
For Half-Day Course descriptions,
see pages 12–13.

Best Conference
Paper Award
Join us at the
Opening Ceremony
for the presentation
of the Best
Award
Conference
Winner
Paper and
Pioneer Award!

We are honored to have George Rumford, SES,
Director (acting), Test Resource Management
Center (TRMC) as our Opening Keynote
Speaker. Come enjoy continental breakfast while you listen as he
provides an overview of major telemetry goals and
initiatives to accelerate the modernization of the
Department of Defense capabilities.

Aurora D

This course will present an in-depth look at the IRIG 106 Chapter
10/11 Digital Recording Standard. Each section within the standard
will be covered along with implementation, compliancy,
interoperability, data processing and validation methods. Lessons
learned and insight into development and applications of
recorders/reproducers, test equipment and processing software
throughout the test and operational communities will also be
presented. A review of emerging implementations and the next
release of the standard will also be conducted.

Telemetry Over IP

>TUESDAY, OCTOBER 25TH

Plenary
Technical Session

Challenges and Opportunities in Securing the
Telemetry Capabilities Ecosystem
Mr. Lardieri will lead a discussion on cybersecurity challenges faced
by diverse organizations, the solutions they are
putting in place on their own, the ideas they
champion for the ecosystem to embrace, and
challenges they foresee in the short and long term.
Moderator:
Patrick Lardieri
Technical Director, National Cyber Range (NCR) Program,
Lockheed Martin

Panelists:
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• Mark Phillips, Raytheon Corporation
• Richard White, Institute for Defense Analyses
• Shawn Perry, NAVAIR
• Jeff Rusincovitch, Safran Data Systems

9

2022 Award Winners

Awards Luncheon

Congratulations Award Recipients!
µ Best Conference Paper
Morteza Shoushtari, Farah Arabian & Willie K. Harrison,
Department of Electrical & Computer Engineering,
Brigham Young University

“Post-Quantum Cryptography Based on Codes: A Game
Changer for Secrecy in Aeronautical Mobile Telemetry?”
Presented in Session 8

µ Myron Hiram Nichols

Telemetry Spectrum Award
Michael Diehl, Tab Wilcox & Jacob Lopez,
Air Combat Systems Directorate, U.S . Army,
Yuma Proving Ground

“Integration and Interference Flight Testing”
Presented in Session 1

µ TSCC Lawrence Rauch

Telemetry Standards Paper Award
Ray O’Connell, RoboCom Technologies

“Advances in Packet Based Bi-directional Telemetry
Solutions”
Presented in Session 11

µ Undergraduate Student Papers
1st
Place

Maxwell Ryan, Anthony Robles, Grant Brinker,
Daelon Shockley & Natasha Cox
Advisor: Dr. Kurt Kosbar,
Missouri University of Science and Technology

Awards Luncheon

Award
Winner

>WEDNESDAY, OCTOBER 26TH
12:30PM – 2:00PM | SOLANA A-D
During the Awards Luncheon, Exhibits will close
and Technical Sessions will be suspended to allow
attendees and exhibitors to attend. Come enjoy a
delicious buffet lunch while you applaud the award
recipients.
Each year, the dedicated members of our technical
committees come together to identify and elevate
the best and brightest practitioners in their field.
Join us as we celebrate the excellence of the
Aspiring, Innovating and Inspiring members of our
telemetry community.
The following awards will be presented:
• Lawrence Rauch Award for Standards
• Myron Nichols Award for Telemetry Spectrum
• Undergraduate Student Paper Awards
• Graduate Student Paper Awards

“Science System for a Prototype Mars Rover”
Presented in Session 9
2nd
Place

Justin Kim, Shaan Sandhu, William He,
Alina Liu & Ethan Sifferman
Advisors: Upamanyu Madhow,
James Buckwalter & Reza Abdolee,
University of California at Santa Barbara

“MIMMO: Wirelessly Synchronized Distributed
MIMO Radar”
Presented in Session 10

µ Graduate Student Papers
1st
Place

Amadou Tall & Alexander A. Berian
Advisor: Tamal Bose, University of Arizona

“Modulation Classification Based on Augmented
Constellation Diagrams”
Presented in Session 7
2nd
Place

* Luncheon tickets available at Registration for $25

Joshua Tellez
Advisor: Dr. Charles D. Creusere,
New Mexico State University

“Evaluation of JPEG-2000 Image Compression
as Applied to Electroencephalography”
Presented in Session 12
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Half-Day Short Courses

Half-Day Short Courses

> THURSDAY, OCTOBER 27TH | 1:00PM–5:00PM
Course
Basic Signals and Modulation

Location
Cascade D

This course is directed towards beginning technical personnel or
telemetry personnel with limited experience in communications and
modulation systems. The course will cover basic concepts necessary to
understanding the data communications process within the telemetry
system. This will include signal descriptions, concepts of analog and digital
modulation and demodulation, and signal bandwidth representations.
Emphasis will be on graphical representations with minimal mathematical
requirements.

Kurt Kosbar, PhD, Missouri University of Science & Technology
Digital Signal Processing To Improve
Telemetry Links

Cascade G

This course provides both theory and practice in the use of DSP in
Telemetry, including Diversity Combining, Best Source Selection, Data
Quality Metric, Best Channel Selection (BCS), Adaptive Equalization and
performance metrics, Space Time Coding (STC), and Low Density Parity
Check (LDPC) Forward Error Correction (FEC). Includes field test data
showing the results when all these technologies are employed
concurrently.

Terry Hill, Quasonix, LLC
Fundamentals of Aeronautical
Ground Telemetry Systems

Solana C

This course will present a high-level overview of the fundamental design
of a typical range telemetry data ground system. Topics to be discussed
will include the major sub-systems and components used, such as
autotrack antenna, multicoupler, receiver/combiner, demodulation, bit
synchronization, data recording and playback, time, decommutation and
simulation, and real-time displays of telemetered parameters.The student
will be exposed to a few mathematical exercises, such as “link analysis”
calculations to help determine the “sensitivity” of the ground station and
resultant system tradeoffs. A section on system calibration and periodic
maintenance will be presented. After having completed the course, the
student will have a better understanding of concepts related to RF and
data processing of flight telemetry on the ground side.

Mark McWhorter, Lumistar, Inc.
Introduction to Analyzing
Ethernet Data

Cascade C

With the proliferation of Ethernet as a data transport on multiple
commercial and military aircraft and weapon systems it is becoming even
more important to get a basic understanding of how to analyze Ethernet
data. This course will start with an introduction to the OSI model and
lay out the basics that make up Ethernet traffic. Then we'll look at the
open source Wireshark program and go through a crash course in using
it to examine different types of Ethernet traffic. We’ll also examine
wireless traffic and how it differs from traditional wired Ethernet. Finally,
we'll look at using the Python programming language along with several
libraries to actually analyze and decode data embedded in Ethernet
traffic.

Paul Ferrill, Avionics Test and Analysis Corporation (ATAC)
Intro to Machine Learning
and Data Analytics Applications
Using Python Programming

Cascade F

Machine learning has become an indispensable tool for processing the
large and complex data structures being collected by modern sensor and
data acquisition systems at every Test Range. This course will cover the
fundamentals of data manipulation, visualization, and machine learning
with open source tool python in the context of typical time series data
acquisition applications. Public data sets will be used for illustration and
12

Course

Location

demonstration activity. Basic knowledge of programming in any language
is assumed, but not necessarily advanced knowledge of Python.

William (Bill) Schneider, Dell EMC
Introduction to Satellite
Communications

Cascade A

The Introduction to Satellite Communications short course provides an
overview of the theories and international standards for various means
of space communications. It includes descriptions of practical applications
for high-latency and error-prone links, describes the RF link characteristics,
modulation schemes, various forms of error detection, correction and
compression, practical mechanisms for data networking in space,
considerations for IP, concerns over security, new applications of short
and medium distance links, and interoperability interests between civil and
defense systems. Questions related to new standards proposed for user
interfaces are also explored. Optical communications and the new
proposed Unified Space Link Protocols will also be introduced as the path
forward for the international standards body, CCSDS (the Consultative
Committee for Space Data Systems).

Robert Ritter, IMI/RT Logic
Phased Array Systems for
Telemetry Applications

Solana D

The student will be exposed to modern phased array design concepts and
trades as they relate to telemetry systems. With a focus on new system
designs, the course will cover analog beamforming, digital beamforming,
and adaptive beamforming techniques along with the associated pros and
cons for each technique. Common interfaces to existing range
infrastructure will be discussed to further enhance market entry of the
technology across test and evaluation (T&E) ranges. While the technology
is applicable to space-based deployment environments; this course will
focus on ground, surface, and airborne platform applications. The course
is intended to spark excitement and intrigue for entry-level to mid-level
engineering students and professionals. At the conclusion of the course,
the student will be equipped with an understanding of this technology and
how it can be applied to meet future telemetry requirements.

Jerrett Eastburg, Raven Defense
Sensors – Principles of Digital
Acquisition Systems

Solana B

This course provides an overview of the fundamentals of collecting data
in flight test, from the physics of what is being measured through analog
to digital conversion. Topics include: sensor theory, common sensors and
limitations, shunt and empirical checks, data acquisition system features
and functions, anti-alias filtering, sampling error, analog considerations of
channel to channel time synchronization, grounding and shielding, and
specifying a complete system. Compared to others, this course is more
“analog” in nature, focusing on the physical measurement before data is
formatted and streamed.

Steve Pruitt, Diversified Technical Systems, Inc.
Telemetry over IP

Cascade B

This course begins by introducing the capability of transporting PCM
telemetry over an IP network (TMoIP), including discussion of the benefits
and limitations of this technology. The three key RCC IRIG standards for
TMoIP are described — IRIG 218, IRIG 106 Chapter10 over UDP, and
iNET. Interactive and scripted setup, configuration, status, and diagnostics
approaches are presented. Advanced topics include minimizing latency,
handling poor-quality WAN networks, inter-vendor interoperability, oneto-many and mesh networks, configurable quality-of-service, time/data
correlation, future-proofing, and security. Familiarity with basic networking
and serial PCM telemetry concepts is presumed.

Mark Roseberry, NetAcquire Corporation
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Exhibitors
Company Name

Exhibitors
Booth

Company Name

Booth

AIT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1019

Pulse Research Lab . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .915

Apogee Labs, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .112

Quasonix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .700, 606

AstroNova, Inc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .119

Raven Defense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .200

ATAC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .607

Safran Data Systems . . . . . . . . . . . . . . . . . . . . .901, 1200

BlueHalo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1109

SEMCO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .100

Brandywine Communications . . . . . . . . . . . . . . . . . . . . . . . . .218

Silk Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .517

CALCULEX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .507

Silvus Technologies, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1212

Compunetix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .408

SMART Modular Technologies . . . . . . . . . . . . . . . . . . . . . . .1118

Creative Digital Systems Integrations, Inc. . . . . . . . . . . . . . . .501

Summation Research, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . .609

Curtiss-Wright . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .317

Telemetry & Communications Systems, Inc. . . . . . . . . . . . . .116

Dell Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .706

Telspan Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1113

Delta Information Systems . . . . . . . . . . . . . . . . . . . . . . . . . . .107

TMS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1119

DEWESoft . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1006

Trenton Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .913

Diversified Technical Systems (DTS) . . . . . . . . . . . . . . . . . . . .313

Ultra . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .307

Dynetics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .600

Ulyssix Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .718

Eon Instrumentation, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . .819

Universal Switching Corporation . . . . . . . . . . . . . . . . . . . . . .301

Haigh-Farr . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .712

ViaLite Communications . . . . . . . . . . . . . . . . . . . . . . . . . . . . .914

Hensoldt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1107

VITEC, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .613

imc Test & Measurement, JDA Systems . . . . . . . . . . . . . . . . .719

WTW Anlagenbau GmbH . . . . . . . . . . . . . . . . . . . . . . . . . .1018

Ironwave . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .217

WV Communications, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . .512

JT4, LLC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .412

Xybix Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1101

Kappa Optronics, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1214
L3Harris Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .213
Lumistar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1012
Microwave Innovations, Inc. . . . . . . . . . . . . . . . . . . . . . . . . . .413

Diamond
Sponsor

Platinum
Sponsor

Sponsor

NetAcquire Corporation . . . . . . . . . . . . . . . . . . . . . . . . . . . .807
New Wave Design and Verification . . . . . . . . . . . . . . . . . . . . .309
Nomad GCS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .612

Download the mobile app to view
full exhibitor descriptions, access the
interactive map and the full agenda.

OnTime Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .919
Orban Microwave, Inc.
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . .918

ORCA Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .813

Snack Breaks in the
Exhibit Halls!

Parraid, LLC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .401

Tues. | 2:00–2:30pm

Peraton . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .815

Weds. | 10–10:30am

19

ITC Technical Program
The technical program containing the titles and authors of all papers organized into the sessions in
which they were presented appears on the following pages.
Each paper title is a hyperlink to the pdf document for the corresponding paper.
Navigation can be aided by opening the pdf bookmarks.

Technical Sessions

Technical Sessions
3:10pm “Real-Time Autonomous Miniature Car
Perception and Control for Package
Delivery”
Selim Karahan, Eduardo Lopez, Brian Montoya, Justice Shepard,
Haodong Wu, Sean Anderson, & João Hespanha, University of California,
Santa Barbara

ITC 2022

Technical
Sessions

3:30pm “Multi-Agent Reinforcement Learning For
Dynamic Pricing And Fleet Management In
Autonomous Mobility-On-Demand Systems”
Arthur Wang, Berkay Turan & Mahnoosh Alizadeh,
University of California, Santa Barbara (UCSB)
3:50pm “Turn-Reluctant Scouting Algorithm for
Fixed-Wing Planes Including Turn-Aware
Static Obstacle Avoidance”
Aeris El Asslouj & Michael W. Marcellin, University of Arizona

> TUESDAY, OCTOBER 25 • 2:30PM – 4:30PM
SESSION 1 – RF Spectrum
Chair: Tim Chalfant, GMRE Inc.

Aurora A/B

2:30pm “Multi-Band Control Channel Architecture
(MICCA): CONOPS Mass Reconfiguration
Protocol”
Mark M. McHenry & Mark D. Silvius, Shared Spectrum Company;
Alex Lackpour, Peraton Labs; Joe Molnar, U.S. Naval Research Laboratory

SESSION 3 – Instrumentation and Data
Acquisition
Chair: Richard Dean, Morgan State University

Cira B

2:30pm “Telemetry Sensor Suite for Post-Processing
Simulation of Off-Road Racing Vehicle”
Oliver Sjostrom, Michael Byerly, Alejandro Romero-Lozano, Quynn Bell,
Haseeb Irfan, Ahmad Eladawy, Vaidehi Pujary & Michael Marcellin,
University of Arizona

2:50pm “Spectrum Usage Measurement and
Deconfliction Field Trial”
Phiroz H. Madon, Peraton Labs

2:50pm “A Revised Electronic Continuously Variable
Transmission for an Off-Road Racing Vehicle”
Eric Duarte, Lucas Cougar Creery, Micah Sieglaff, Andre Schreiber,
Brian Faires, Lance Casto & Michael Marcellin, University of Arizona

3:10pm “Dynamic Spectrum Management Using
Operational Spectrum Comprehension,
Analytics, and Response (OSCAR)”
Ryan Tortorich, Andrew Portune, Alex Lackpour & Tony Triolo,
Peraton Labs

3:10pm “Integration of Spectrum Access (C-Band
Telemetry) Projects into US Navy Test Range
Programs”
Scott Kujiraoka, GBL Systems; Kevin Bossoletti & John Ma,
NAWCWD-Pt. Mugu

3:30pm “Risk Informed Spectrum Access”
Fabrice Tchakountio & Ambrose Lewis, Leidos;
Sastry Kompella, Naval Research Laboratory

3:30pm “Wireless Airborne Instrumentation”
Benjamin Baird, Eglin AFB

3:50pm “Integration and Interference Flight Testing”
Michael Diehl, Tab Wilcox & Jacob Lopez,
U.S. Army, Yuma Proving Ground

SESSION 4 – Channel Modeling & Equalization
Chair: Deva Borah, New Mexico State University
Cira C

Award
Winner

4:10pm “Telemetry Spectrum Encroachment
Update”
Guy Williams, Edwards AFB & Tim Chalfant, GMRE Inc.

2:30pm “Adaptive Blind Equalization of 32-QAM
Signal Blocks Over a Rayleigh Fading
Channel”
Brooke Price, Arlene Cole-Rhodes & Peter Taiwo, Morgan State University

SESSION 2 – Software Systems & Tools 1
Chair: Todd Newton, Southwest Research Institute

2:50pm “Link Analysis in an Evolving Tactical
Environment”
Alfred Rotundo & Jacob Michalson, U.S. Army

Aurora C/D

2:30pm “Handle Non-Standard Formats in Ch4
PCM Frames”
Vincent Marie & Jean-Guy Pierozak, Hensoldt Nexeya France
2:50pm “Integrating Flight Test Instrumentation
Setup and Data Processing Software”
Ben Kupferschmidt, Curtiss-Wright Defense Solutions
20

3:10pm “Experimental Characterization of Signal
Fades in Indoor Low-Power Wireless
System”
Dejan Milic, Goran T. Djordjevic & Bata Vasic, University of Nis;
Jaroslaw Makal, Bialystok University of Technology;
Bane Vasic, University of Arizona
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Technical Sessions

Technical Sessions

3:30pm “An Experiment with Polarization
Combining and Equalization for
Aeronautical Mobile Telemetry”
Benjamin Havens, Riley Kirkwood, Gustavo Oliveira, Preston Walker,
Willie Harrison & Michael Rice, Brigham Young University;
Joseph Lamb, Utah State University

> WEDNESDAY, OCTOBER 26 • 10:30AM – 12:10PM
SESSION 5 – Modulation & Coding I
Chair: Shawn Perry, NAWCAD Pax River

Aurora A/B

10:50am “Deep Thinking Models for Radio
Transformer Networks”
Emily Cawley, Alex Berian & Tamal Bose, University of Arizona
11:10am “Scalogram Aided Automatic Modulation
Classification”
Anand Nambisan, Viraj Gajjar & Kurt Kosbar, Missouri University
of Science and Technology
11:30am “Modulation Classification Based on
Augmented Constellation Diagrams”
Amadou Tall, Alexander A. Berian & Tamal Bose, University of Arizona

10:30am “Lossless Compression of Telemetry Data —
Methodology and Results”
Scott C. Wolfson & Joshua B. Jones, U.S. Army

SESSION 8 – Security & Data Integrity
Chair: Richard Dean, Morgan State University

10:50am “Directional Modulations Using an Artificial
Neural Network”
Rodion Shishkov & Deva K. Borah, New Mexico State University

10:30am “Post-Quantum Cryptography Based on
Codes: A Game Changer for Secrecy in
Aeronautical Mobile Telemetry”
Morteza Shoushtari, Farah Arabian & Willie K. Harrison,
Brigham Young University

11:10am “A Direct Sequence Spread Spectrum Solution
to the Two-Antenna Problem”
Bryan Redd & Michael Rice, Brigham Young University
11:30am “Alternate Benefit of Forward Error Correction”
Paul Cook, Curtiss-Wright Defense Solutions

Cira C

SESSION 6 – Software Systems & Tools II
Chair: Shannon Wigent, Laulima Systems
Aurora C/D
10:30am “Telemetry Applications of TENA, JMETC,
and TRMC BDA”
Gene Hudgins & Juana Secondine, TENA

> WEDNESDAY, OCTOBER 26 • 2:30PM – 4:10PM

11:10am “Racer Flight Test Instrumentation Balance
Reliability vs Innovation”
Marc Seznec, Airbus Helicopters
11:30am “Synthetic Flight Test Data for Big Data
Computing”
Bob Baggerman, Avionics Test and Analysis Corp
11:50am “5G Cellular-Based Telemetry Airborne
Transceiver”
Eric Beck, Ray Chadwick, Achilles Kogiantis, Joe Landi, Kiran Rege,
Paul Toliver, Jenny Maung, Shobha Erramilli, Walid Ahmed, Jeff Young,
Robert Lesnewich, Ryan Tortorich & Sarry Habiby, Peraton Labs
SESSION 7 – The Times They Are A-Changin’
Chair: Doug O’Cull, SEMCO
Cira B
10:30am “Autonomous System for Sorting Objects
at the Edge”
Geffen Cooper, Vincent Benenati, Bethany Long, Kat Copeland,
Tyler Ekaireb, Satish Kumar, B.S. Manjunath & Yogananda Isukapalli,
University of California, Santa Barbara
22

Award
Winner

10:50am “Securing the Telemetry Analysis
Workstation”
Jeff Kalibjian, Peraton Labs
11:10am “Telemetry Networks Cyber Security
Architecture”
Wondimu Zegeye, Moses Odejobi, Richard Dean, Farzad Moazzami &
Mulugeta Dugda, Morgan State University

10:50am “Driver Interface Using CAN
Communication System”
Benni Delgado, Nicholas Tan, Nick Smith, CJ Larsen, Luke Kobran &
Shayan Afzal, University of Arizona

Award
Winner

SESSION 9 – Communication Systems I
Chair: Tab Wilcox, TRAX International

Aurora A/B

2:30pm “Relay Connectivity in High Interference
Environments Through Deployable UltraWide Bandwidth Wireless Nodes”
Eric Buckland, Angela Chen, Kim Dang, Tom Zu & Yogananda Isukapalli,
University of California, Santa Barbara; Phil Tokumaru, AeroVironment, Inc.
2:50pm “4K Video Transmission Test Using iNET RF
Network”
Takeshi Honda, Daiki Aoyama, Katsuhiko Abe & Sei Ito,
Kawasaki Heavy Industries, Ltd.
3:10pm “Design of a Radio Telemetry System for
Use by University Rocket Teams”
Thomas Francois & Kurt Kosbar, Missouri University of Science and
Technology; Thomas Montano, NASA
3:30pm “Telemetry Package for the Drive System of
a Remotely Controlled Rover”
Brady Davis, Faye Squires, Garrett McEntire & Kurt Kosbar,
Missouri University of Science and Technology
Award
3:50pm “Science System for a Prototype
Winner
Mars Rover”
Maxwell Ryan, Anthony Robles, Grant Brinker, Daelon Shockley,
Natasha Cox & Kurt Kosbar, Missouri University of Science and Technology
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Technical Sessions
SESSION 10 – RF Systems & Antennas
Chair: Tim Gatton, AeroGear

Technical Sessions
Aurora C/D

2:30pm “A Simple Dual-Polarized Co-Incident Phase
Center Antipodal Vivaldi Antenna Element
for Airborne Telemetry Applications”
Pedro Rodriguez-Garcia, Joshua Martin, Jim Pierpont, Donald Shea &
Rob George, L3Harris Technologies

SESSION 12 – Special Topics
Chair: Scott Kujiraoka, GBL Systems

Cira C

2:30pm “Optical Tracking System (SISTRO)
Experimental Validation”
Nelson Paiva Oliveira Leite & Bruno Giordano de Oliveira Silva,
Instituto de Pesquisas e Ensaios em Voo (IPEV)

2:50pm “Assembling A Bi-Directional TM System Using
IRIG Compliant Sub-Systems”
Tim Gatton, AeroGear

2:50pm “Evaluation of JPEG-2000 Image
Compression as Applied to
Electroencephalography”
Joshua Tellez & Charles D. Creusere, New Mexico State University

3:10pm “Establishing Traceability with a GPS
Disciplined Clock: A Preliminary Report”
John W. Clark & Demetrios N. Matsakis, Masterclock, Inc;
Andrew N. Novick & Michael A. Lombardi, National Institute of
Standards and Technology

3:10pm “Utilizing Computer Vision to Inform
Real-Time Simulations and Controlling
Embedded Systems Using Various Wireless
Techniques”
Chauncey Deone Hester Jr. & Erik Perrins, University of Kansas

3:30pm “Alternative Position, Navigation and Timing
(A-PNT) Using Time Difference of Arrival
(TDOA) of Low Earth Orbit (LEO) Signals
of Opportunity (SOOP)”
Charles Barry & Marc Weiss, University of California, Santa Cruz

3:30pm “It’s Time for an Evolutionary Leap in
Testing”
Grant M. Smith, DEWESoft

3:50pm “MIMMO: Wirelessly Synchronized
Distributed MIMO Radar”
Award
Winner
Justin Kim, Shaan Sandhu, William He, Alina Liu, Ethan Sifferman,
Upamanyu Madhow, James F. Buckwalter & Reza Abdolee,
University of California, Santa Barbara
SESSION 11 – Networked Telemetry
Chair: Jim Falasco, AeroGear

SESSION 13 – Communication Systems II
Chair: Farah Arabian, Brigham Young University
Aurora A/B
Cira B

2:50pm “Some Thoughts on Testing the Data
Quality Metric”
Kip Temple, Edwards AFB
3:10pm “Understanding Best Source Selector
Performances and Results from Two Test
Scenarios”
Pierre Bastie, & Florian Sandoz, Safran Data Systems, Inc.
3:30pm “Interoperability Standards for a Network
Based Instrumentation System”
Alfredo Berard & Bradley Workman, Eglin AFB; Philip Ellebrock &
Marshall Watts, Boeing; Mark Buckley, Telspan Data
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3:50pm “Ground S-Band Hybrid AESA Antenna,
Moving from Concept to Measurement
Results of the Prototype”
A. Lohou, B. Lesur, G. Kipfer, & Pierre Bastie, Safran Data Systems Inc.

> THURSDAY, OCTOBER 27 • 9:00AM–10:40AM

2:30pm “Advances in Packet Based Bi-Directional
Telemetry Solutions”
Award
Winner
Ray O’Connell, RoboCom Technologies

3:50pm “Virtualization for Telemetry Network”
Perry Jordan, Favour Okonkwo, Farzad Moazzami, Richard Dean,
Wondimu Zegeye, Mulugeta Dugda & Daryl Morten, Morgan State
University

Award
Winner

9:00am “Paving the Way to Wireless Fiber Optic
Sensing Applied to Helicopter Rotor Blade
Instrumentation and Monitoring”
Marc Seznec, Airbus; Ghislain Guerrero, Jean-Gregoire Ivanoff &
Nassim Salhi, Safran; Philip Guehlke, FiSens GmbH
9:20am “Rocket Telemetry — Hardware, Software
Integration and Testing”
Dayja Young, Darnell Richards, Wondimu Zegeye, Farzad Moazzami &
Richard Dean, Morgan State University
9:40am “KUbeSat Ground Station: Test and
Operations”
Arno Prinsloo, Shravan Kaundinya, Zach Rhodes, Corey McDowell,
Wyatt George, Brody Gatza, Alex Waggoner, Drake Clark &
Mark Ewing, University of Kansas
10:00am “Educational Telemetry System for Drones”
Darian Jennings, Gabriela Sandoval, Nicole Webb, Dante Tezza &
Ben Abbott, St. Mary’s University
10:20am “The BYU Mars Rover and the 2022
University Rover Challenge”
Austin Stone, Dinah Bronson, Alex Wonnacot, Dallin Cordon,
Michael Holland & Marc Killpack, Brigham Young University
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Technical
Sessions
Technical Sessions
SESSION 14 – Modulation & Coding II
Chair: Douglas Bell, Boeing

Technical Sessions

Aurora C/D

9:00am “Reducing Aircraft Downtime for Airborne
Instrumentation”
Paul Cast, 896th Test Support Squadron/RNM
9:20am “The Application of AOFDM for Power
Efficiency”
Musa Jukotogun, Richard Dean, Farzad Moazzami & Mulugeta Dugda,
Morgan State University
9:40am “Combined Tone Cancellation and Clipping
Technique for Reducing the Peak to Average
Power Ratio in OFDM”
Musa Jukotogun, Richard Dean, Farzad Moazzami & Mulugeta Dugda,
Morgan State University
10:00am “Optimizing PCM Bandwidth Usage in
Flight Test by Real-Time Data Analysis
During Flight”
Patrick Quinn, Curtiss-Wright Defense Solutions
SESSION 15 – Innovative Software Solutions
Chair: Mulugeta Dugda, Morgan State University
Cira B
9:00am “LTE/Wi-Fi Coexistence on a Flexible
Software Defined Radio Testbed”
Mirza M. Elahi, Kevin J. Valdez & Virgilio Gonzalez,
University of Texas at El Paso
9:20am “Advanced Multi-Variate Time Series
Analytic Techniques (ATTENDS)”
Richard Lau, Anindo Bagchi, John Shen, Tony Triolo, Lihan Yao,
Jacob Kovarskiy & Roberto Castro, Peraton Labs; Kenneth Sanchez, TRMC
9:40am “OPAL: Leveraging Open Source”
Eddge Ogden, Air Force; Daniel Lowe, Avionics Test and
Analysis Corporation (ATAC)
10:00am “Solving Parameter Management with
Modern Processes”
Micah Ferrill, Daniel Lowe & Paul Ferrill, ATAC

What’s an “IRIG”?

TELEMETRY GROUP

The Range Commanders Council, the
successor to the Inter-Range
Instrumentation Group (IRIG), charters
the TELEMETRY GROUP (RCC-TG)
which fosters the compatibility of
telemetry systems and data transfer
methods among telemetry users. As
such, they publish and maintain
standards, handbooks, reports, and
studies relevant to the telemetry field.

The following are maintained and published by the RCC-TG
for PUBLIC USE:
RCC/IRIG-106 TELEMETRY STANDARDS
RCC-118 TEST METHODS FOR TELEMETRY SYSTEMS
RCC-119 TELEMETRY APPLICATIONS HANDBOOK
RCC-120 TELEMETRY SYSTEMS RF HANDBOOK
RCC-121 INSTRUMENTATION ENGINEERS HANDBOOK
RCC-122 INSTRUMENTATION MEASUREMENT UNCERTAINTY
RCC-123 IRIG106 CHAPTER 10 PROGRAMMERS HANDBOOK
RCC-124 TMATS HANDBOOK
RCC-125 XML STYLE GUIDE
RCC-126 TMATS IHAL DDML SCHEMA VALIDATION
RCC-127 DDML HANDBOOK
RCC-128 IHAL HANDBOOK
RCC-129 TTMNS HANDBOOK
These documents & more are available for FREE at
https://www.trmc.osd.mil/wiki/display/publicRCC/Public+RC
C+Home
FOR MORE INFORMATION:
Secretariat, Range Commanders Council TEWS-RCC
Building 1510
White Sands Missile Range, NM, 88002-5110
Phone: 575-678-1107
Email: usarmy.wsmr.atec.list.rcc@mail.mil

Technical Papers

Technical paper descriptions and complete papers are on
the ITC mobile app. Proceedings will be available via our
website in December.
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ABSTRACT
The objective of the Multiband Control Channel Architecture (MICCA) is to develop a
standardized method for distributing spectrum parameters, data products, and related control
messages. MICCA establishes and defines the interface(s) between MICCA-enabled Spectrum
Dependent Systems (SDS) and other spectrum management tools. MICCA is a multi-band
control channel that is used to issue real-time spectrum operating parameters and usage data to
and from enabled SDSs during exercises such as those conducted for the Air Combat Training
System (ACTS). The ultimate goal of MICCA is to provide the flexible spectrum access and
spectrum operations agility by developing a standardized method for distributing spectrum
parameters, data products, and related control messages. This allows for “closed loop” spectrum
operations in near real time. The protocol supports multiple modes of operation, which

encompass several different use-case scenarios: Bi-directional connectivity, relay and
unidirectional.
INTRODUCTION
The increased use of wireless devices and services has increased the demand for radio frequency
(RF) spectrum, especially in prime frequency bands. In an effort to “promote the efficient use of
spectrum”, “promote increased commercial access” and “stimulate the development of new
technologies” Title VI of a law passed in 1993 prescribed the auction 200 MHz of federallyowned spectrum to the commercial sector. Additionally, the National Defense Authorization Act
(NDAA) for fiscal year (FY) 2000 assures that the Department of Defense (DoD) will receive
“comparable” replacement spectrum. Further, Congress established a Spectrum Relocation Fund
(SRF) to compensate Government entities for the costs of the spectrum relocation including any
required research and development (R&D) to reduce risks associated with relocation efforts.
A robust spectrum management and access solution is required to more efficiently use available
spectrum, to facilitate sharing of spectrum resources amongst heterogeneous systems, and to
allow DoD spectrum-dependent systems (SDSs) to “operate through” in environments of
intentional or unintentional interferers. This new spectrum ecosystem requires a suite of
management tools, environmental sensors, and agile radio systems operating in a coordinated
fashion that is reliable and resilient.
The purpose of the Multiband Control Channel Architecture (MICCA) project is to develop the
methodologies and protocols for transferring spectrum access information between SDSs and
dynamic spectrum management systems. Specifically, the transference of transceiver operating
parameters, priorities, and/or policies generated by an arbiter system -- and acknowledgements,
metrics, and sensed environmental data from SDSs fed back to the arbiter system and/or other
SDSs. Automated spectrum access initial operating conditions are established in a planning and
analysis phase and then adjusted throughout a mission. This dynamic adaption is performed by
continually analyzing the sensed operating environment and providing spectrum access policy
updates that are then distributed to SDSs that have the ability to ingest and adjust to the new
information.
MICCA addresses the dissemination of policy updates and spectrum-related data products. The
MICCA machine interconnections between complimentary systems are architected in a way that
is standardized, open, scalable, and extensible to allow for future technology insertion as the
ecosystem evolves but also secured and assured to thwart nefarious or accidental denial of
spectrum resources. The MICCA standardized control channel architecture is an essential piece
in an ecosystem of near-real-time closed-loop spectrum operations on test and training ranges.
MICCA SYSTEM DESCRIPTION
MICCA is the combination of system framework and messaging protocols (MICCA control API,
MICCA protocol API and MICCA radio API) necessary to establish a command, control, and
communication link between spectrum tools (Tactical Decision Aide (TDA)) and SDS. The
MICCA system shown in Figure 1 consists of a controller and client (software that is installed on
SDS). MICCA protocols establish a command, control, and communication link between TDA
spectrum tools and SDSs. The TDA decides the SDS operating frequency, transmit power, and

other parameters based on a pre-determined communications plan or dynamically based on
position and other status reports from the SDS. It is assumed that the TDA provides a
communications plan to MICCA, and then MICCA employs the protocol to ensure conformance
of the SDS to the plan. The TDA provides MICCA the information to connect to each SDS node,
or to each SDS network (if controlled by a single point). An optional MICCA Gateway
(described later) supports operation with unmodified SDS and with disconnected networks.

Figure 1. The MICCA system provides a standardized method for distributing spectrum parameters, data products, and
related control messages from spectrum management tools (TDA) to SDS devices (with and within MICCA Enabled
software) when intermittently connected to MICCA clients. This approach enables “closed loop” spectrum operations in
near real time.

MICCA uses two protocols: One protocol related to critical configuration changes, and a second
protocol for Position Location Information (PLI) and status reports. Two protocols are used
because of the vastly different reliability requirements needed. MICCA uses the same JSON
(JavaScript Object Notation) format for spectrum use parameters (controller to SDS) as for PLI
and status reports (SDS to controller).
ASSURED INITIAL DEVICE CONFIGURATION CONOPS
MICCA supports two roles: Initial device configuration (before the event) and dynamic spectrum
sharing (during an event). The first MICCA role is to configure the SDS before the exercise or
test, as shown in Figure 2. For example, the Air Combat Training System (ACTS) system
involves operations with multiple expensive aircraft, so it is critical that all issues are resolved
before the event. The user must trust that the automated MICCA settings are correct.
Hours/minutes before the event, the TDA provides the co-located MICCA controller the
communications plan (either the specific SDS instruction or the Dynamic Spectrum Access
(DSA) policy files). Also provided to the MICCA controller is the network and routing
information needed to connect to the SDS. This path could involve multiple connections through
untrusted networks. On plan receipt, MICCA initiates communications with each SDS, and
transfers the communications plan to each SDS. The SDS then acknowledge plan receipt and the

ability to execute the plan. If there is a SDS that cannot support the planned event, then the TDA
can change the communications plan to fix the problem.

Figure 2. MICCA system efficicently configures the SDS, supports new entrant discovery and provides the critical
feedback information to the users to build trust in the automated process.

The SDS might be actively involved in an ongoing exercise and using another communications
plan during the pre-event period. The MICCA protocol supports this situation and does not
require confirmation of compliance until just before the new exercise starts.
Many acknowledgement levels are supported. For example, the SDS might not be powered on,
might not have adequate connectivity due to obstruction, or not connected to the network except
during a brief configuration period when the aircraft is in maintenance. MICCA will periodically
attempt to configure each SDS until the end of this configuration period. MICCA maintains a
status (the acknowledgement status of each node in the specific plan) database for the use by the
TDA.
If there are other MICCA communication issues (e.g., due to networking errors, security
certificate problems, etc.), MICCA reports these problems to the TDA. The TDA then decides to
change the communications plan or method to fix the problem. If the TDA changes the
communications plan during this period, MICCA restarts the process and reconfigures all of the
SDS. MICCA implements a communications protocol but does not analyze the plan details.
The MICCA assured initial device configuration CONOPS benefits the test and training
community through providing a reduction in labor configuring devices and increased reliability
of communications by assuring that the radios are correctly configured.
DSA RADIO SPECTRUM USE PARAMETER FORMAT
The MICCA controller provide spectrum use parameters to DSA radios SDS as part of the
protocol. The DSA radio parameters need to be general to support a wide range of spectrum
sharing approaches.

Table 1 shows a list of spectrum sharing rules that are based on the IEEE 1900.5 standard [1].
Popular datatypes include authorized frequencies and/or hopping pattern(s) (ID4), authorized

transmitter RF power levels (ID5), geographical bounding of parameters (ID 1), and time-of-use
bounding of parameters (ID2).

Table 1. MICCA System Support the IEEE 1900.5 DSA Spectrum Sharing Rule Types
ID
1
2
3

Rule Type
Geospatial
Time based
Identity based

4
5
6

Frequency based
Radio parameter
enforcement
Directive control

7
8
9
10
11

Group behavior
Monitoring behavior
Network specific
Policy source specific
Transmission types specific

Description
Rules that are based on distance or position as their primary trigger factors
Rules for which time or relative time are the primary trigger factors
Rules that are triggered by the particular identifier of the device, the user, or the
network
Rules that regulate the selection of frequency
Rules that regulate or are triggered by the operating characteristics of the device
Rules that are triggered by entities external to the device and are often temporary in
nature
Rules that govern how DSA devices interact and coordinate with each other
Rules that dictate how the sensing capabilities of a DSA device are utilized
Implemented by DSA devices connected to a network
Rules that originate from sources like regulatory agencies, manufacturers or users
Rules that govern transmission parameters based on the nature of the data

It is critical to have a flexible method to describe the spectrum use parameters for DSA radios.
The MICCA system uses the lightweight JSON [2] data-interchange format to describe these
spectrum parameters. It is easy for machines to parse and generate. It is based on a subset of the
JavaScript Programming Language Standard ECMA-262 3rd Edition - December 1999 [3].
JSON is a text format that is completely language independent, but uses conventions that are
familiar to programmers of the C-family of languages, including C, C++, C#, Java, JavaScript,
Perl, Python, etc.. Spectrum use files are small (1kb-10kb) per constraint, hence, ease of use is
the critical factor. These properties (transportability and compact) make JSON an ideal datainterchange language.
EFFICIENT DYNAMIC SPECTRUM ACCESS CONOPS
The second MICCA role is to implement dynamic spectrum sharing (Figure 3) for both DSA
radios and non-DSA radios. Many communication plans are based on assumptions and
uncertainties that require real-time information to resolve. MICCA accomplishes this by
providing ‘evidence’ (current location, operating frequency, antenna orientation, transmit power,
bandwidth, etc.) and connectivity status to the TDA. These messages are periodically sent with a
compressed format using a best effort protocol. The TDA can then analyze the current evidence
and then update the communications plan as required.
For example, an SDS might not be airborne yet due to unplanned delay. Hence, the TDA can
temporarily assign the frequency to other users. For example, if the SDS is located at the West
edge of the range, then the TDA can temporarily assign the frequency to East range users.

To provide missions assurance with multiple spectrum sharing users operating at the same time,
each user is provided a certain amount of guaranteed spectrum and other shared spectrum. The
guaranteed amount of spectrum is sufficient to meet the minimal mission requirements. The
shared spectrum is assumed to be present the vast majority of time, but there can be potential
outage periods. Most modern radios have variable bandwidth, and can accommodate variable
amounts of available spectrum.

Figure 3. MICCA system efficicently connects the SDS to the TDA to support dynamic spectrum sharing to increase the
avaialble spectrum for range use.

Reliable SDS control is critical to dynamic spectrum management. The TDA’s knowledge of the
current SDS connectivity status is critical, because the TDA needs to have assurance that plan
changes can be executed. In addition, the updated communications plan is sent using a reliable
protocol. Any plan change communications, particularly those with instructions that are time
based, need to account for physical variations that may occur due to this architecture; e.g.,
Doppler frequency shifts, periodic missed transmissions due to a banking aircraft (blocked lineof-sight), etc.
The MICCA efficient dynamic spectrum management CONOPS provides benefits to the test and
training community by increased reliability and capacity. With MICCA, if interference occurs
due to unauthorized use or intentional interference, then the network can rapidly recover by
finding clear spectrum or identifying/mitigating the interference source. With MICCA, users can
be allocated a certain amount of spectrum for assured operations and utilize an additional amount
of spectrum in a shared ‘pooled’ arrangement. The assured/pooled approach provides
significantly more capacity.
CONCLUSIONS
The objective of the MICCA is to develop a standardized method for distributing spectrum
parameters, data products, and related control messages. MICCA establishes and defines the
interface(s) between MICCA-enabled Spectrum Dependent Systems (SDS) and other spectrum
management tools. MICCA supports two roles: initial device configuration (before the event)
and dynamic spectrum management (during an event).
MICCA supports near-term test and training operations, as well as future technologies. MICCA
provide spectrum use parameters to conventional radios (frequency, bandwidth, power, etc.) and
policy files for DSA radios as part of the protocol.
MICCA provides the following benefits to the DoD test and training community: (1) the MICCA
assured initial device configuration CONOPS is a reduction in labor configuring devices; (2)

increased reliability that the radios are correctly configured; (3) efficient dynamic spectrum
access during exercises incorporated the potential for increased capacity. With MICCA, if
interference occurs due to unauthorized use or intentional interference, the network can rapidly
recover by finding clear spectrum or identifying/mitigating the interference source. Systems can
be allocated a certain amount of spectrum for assured operations and utilize an additional amount
of spectrum in a shared ‘pooled’ arrangement. The assured/pooled approach provides the
potential for increased operational capacity.
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SPECTRUM USAGE MEASUREMENT AND DECONFLICTION FIELD
TRIAL
Phiroz H. Madon

ABSTRACT 1
Department of Defense (DoD) test ranges have expanding needs for air-to-ground telemetry
bandwidth and are under pressure to manage the spectrum resource efficiently. The test and
evaluation (T&E) community needs tools to address the challenges of: spectrum defense (of
potential commercial sell-offs), and spectrum usage efficiency. The Spectrum Usage Measurement
System (SUMS) tracks the real-time usage of spectrum over-the-air. The SUMS repository
provides data and analytics that will inform the future management and allocation of spectrum.
The Spectrum Access Manager (SAM) is a set of features designed to expand the deconfliction
capabilities of the currently-deployed Integrated Frequency Deconfliction System (IFDS).
Advanced features provided by the SAM library will dramatically increase frequency reuse, reduce
fragmentation of the allocated spectrum, and support inter-range collaborative frequency
deconfliction. The SUMS / SAM Field Trial is planned to start at Edwards Air Force Base in
August 2022. This paper presents the results of the Trial, and lessons learned.
I.

INTRODUCTION: SUMS AND SAM OVERVIEW

DoD flight test and training ranges are faced with the twin challenges of ever-increasing demand
for test data throughput, and continuing encroachment by commercial entities on the RF spectrum
traditionally reserved for them. In such a congested RF environment, the ranges need to be able to
defend their use of the current telemetry spectrum. One of the main impediments to achieving this
capability is the unavailability of data on planned and actual use of spectrum. To address this gap,
Peraton Labs and partners have developed a Spectrum Usage Measurement System (SUMS),
which will:
•

Create a knowledge base that combines range mission planning data with frequencies
sensed over-the-air by sensors, to produce an accurate, objectively verified representation
of spectrum usage.
• Provide analytics on usage measurements that will present a picture of the current use of
spectrum, and help forecast future spectrum requirements.
In addition to spectrum defense, there is a need for test range operations personnel to be able to
plan and manage the use of the current telemetry spectrum. The Spectrum Access Manager (SAM)
is a library of features designed to expand and evolve the deconfliction capabilities of the currentlydeployed Integrated Frequency Deconfliction System (IFDS).
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Advanced deconfliction features provided by SAM include:
•

The SAM Time Frequency Chart. This feature enables GUI-assisted frequency
deconfliction by allowing the user to drag frequency assignment blocks across a timefrequency scale.

•

Auto-Assign and Auto-Resolve. These features provide automated frequency
deconfliction by SAM, optimizing the use of the available spectrum by minimizing
spectrum fragmentation.

•

Coverage Maps of Frequency Assignments. These map overlays predict the
performance of frequency assignments by displaying the SINR experienced at the
mission’s ground stations for each position of the aircraft within the mission’s flight
areas. In addition to providing a display to users of the predicted performance of the
air-to-ground RF link, coverage maps are used by the Spatially-Aware Frequency
Deconfliction feature.

•

Spatially-Aware Frequency Deconfliction. Currently, a conflict between two frequency
assignments is determined by a time-frequency overlap. This feature will also take
space into account and permit frequency reuse if there is enough spatial separation
between two overlapping assignments. This feature will enable a significant increase
in the effective availability of spectrum.

•

Inter-Range Deconfliction. Missions sometimes fly through the flight areas belonging
to neighboring ranges. This is true, for example between Edwards Air Force Base and
China Lake. Currently coordination of frequency assignments over the flight areas of
neighboring ranges is handled manually over the phone. This feature will facilitate the
viewing of conflicts with neighboring ranges on the SAM Time Frequency Chart, and
enable on-line automated deconfliction.

•

The SAM<->ASAM API. With its knowledge of planned frequency assignments and
current RF emissions at the test range and surrounding area, SUMS/SAM are able to
support an API for dynamic spectrum sharing with Adaptive Spectrum Aggregation
and Management (ASAM) radios.
At the time of this writing, the SAM project is ongoing. The Spatially-Aware Deconfliction, InterRange Deconfliction, and the SAM-ASAM API features are still under development.
II. THE SUMS FIELD NETWORK
Figure 1 shows an overview of the SUMS Field Trial virtual network. The SUMS Server is a
common platform which supports both the SUMS and the SAM systems. The platform is
essentially a web container, which holds the SUMS and SAM web servers. The web servers
support the SUMS/SAM client GUI, which is web browser-based. At the Field Trial, two laptops
are deployed at different locations, supporting the SUMS client GUIs.
The SUMS Server supports an interface with a Range resource management and scheduling
system. In the case of the Field Trial, this is the Central Scheduling Enterprise (CSE). The SUMS
application periodically downloads the latest update of mission planning data over this interface.
The data is modeled as Mission objects, each of which is associated with multiple FreqAssignment
objects. Each FreqAssignment object characterizes a planned frequency assignment and has the
attributes startTime, endTime, minFreq, maxFreq.
DISTRIBUTION STATEMENT A. Approved for public release. Distribution is unlimited.

2

DISTRIBUTION STATEMENT A. Approved for public release. Distribution is unlimited.

To determine and store RF Emissions actually occurring on the Range and its flight areas, the
SUMS system supports a sensing network, which consists of:
•

Two general purpose frequency scanning sensors.

•

Two or more interfaces to telemetry receivers within ground stations at the Range. Each
interface records RF Emissions being received by its telemetry receiver by capturing
the startTime, endTime, center frequency and bandwidth.

Figure 1. The SUMS Field Trial Virtual Network.

To verify that planned FreqAssignments were actually used, SUMS supports a Correlation
Function, which wakes up periodically and attempts to correlate planned FreqAssignments with
recently-discovered Emissions. When successfully correlated to an Emission, a FreqAssignment’s
use is said to have been verified.
SUMS performs data analytics on the captured FreqAssignments and Emissions in its database
and generates spectrum usage metrics for the frequency manager. These usage metrics are based
on the “Spectrum Management Metrics Standard (RCC 707-14)”. They are accessible to the user
via a query screen, and via the SUMS ‘Usage Reports’ function.
The SAM features implemented in the Field Trial prototype are largely realized via the SAM Time
Frequency Chart. This allows users to deconflict planned FreqAssignments by moving
FreqAssignments blocks on a chart where the X axis is time and the Y axis is frequency. The chart
displays conflicts via time-frequency overlaps between two or more conflicting frequency
assignments. The overlap area is colored black. The Chart invokes the Spatially-Aware Frequency
Assignment feature to determine if an overlap is in fact not a conflict and the frequency can be
reused due to spatial separation. In that case the Chart colors the overlap area white. The Time
Frequency Chart also has the ability to invoke the SAM Auto-Assign and Auto-Resolve functions.
The Spatially Aware Frequency Deconfliction feature requires the generation of CoverageMaps,
characterizing interference between pairs of FlightAreas, associated with Missions. Generation of
the CoverageMaps is computationally intensive. The SAM-server-components module
continuously runs a CoverageMap generation function in the background. At the time of frequency
deconfliction, SAM conducts a search to match the attributes of these previously-generated
CoverageMaps with the frequencies being spatially deconflicted.
To support the Inter-Range Deconfliction feature, SAM instances at neighboring ranges support
interfaces with one another, over which they run an Inter-Range Frequency Request protocol. To
support the SAM<->ASAM radio API, sam-server-components supports a broadcast TENA (Test
and Training Enabling Architecture) interface for this purpose.
DISTRIBUTION STATEMENT A. Approved for public release. Distribution is unlimited.
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III. SUMS – MAJOR FUNCTIONS AND CAPABILITIES
Verification of Spectrum Usage
In the past, the Ranges have relied on archives of past mission planning data to provide a report
on spectrum usage. This approach has not worked well for spectrum defense, raising the question
of the gap between planned usage and actual usage of spectrum. The discrepancy between planned
and actual may be caused by cancelled or delayed flights, excessive time buffering in assignment
requests by test engineers, the lack of demarcation of the space in which the spectrum is used, and
potential illegal use of spectrum by unscheduled transmitters. To correct this problem, the SUMS
sensing network detects telemetry RF signals over-the-air at the time of Mission execution, and
attempts to correlate them with planned FreqAssignments.
SUMS has the capability to support a passive interface to each of the telemetry receivers used by
ground stations at the Range. The SUMS interface does not read the actual telemetry data feed.
Rather, it monitors the receiver for requests to receive, capturing the center frequency and
bandwidth in each request.
Likewise, SUMS uses its scanning sensors for over-the-air verification. Unlike the telemetry
receivers, the scanning sensors may be tasked to scan a variety of frequencies at the same time.
The advantage of this is that the scanning sensors may be able to detect unauthorized uses of the
telemetry spectrum. The SUMS scanning sensor interface notes the startTime, endTime centerFreq
and bandwidth of any RF signal it detects over-the-air, in the range 400 MHz to 5 GHz, and stores
the resultant Emission object in the database.
The Correlation Function
The SUMS Correlation Function attempts to match each Emission with a planned
FreqAssignment. The Function runs periodically as a daemon. Each Emission object has a
correlation status (corrStatus) attribute, which reports the state of attempting to correlate the
Emission object. To begin with, the corrStatus for each Emission object is PENDING. When the
Correlation Function runs, it sweeps up all the Emission objects in the database with a corrStatus
of PENDING, and attempts to correlate each one. Once an attempt to correlate an Emission has
been made, the corrStatus is changed to CORRELATED or NOT_CORRELATED. In the latter
case, the Correlation Function was unable to find a matching FreqAssignment.
The relationship between planned FreqAssignments and observed Emissions is fuzzy, and the
Correlation Function has to develop a set of rules and heuristics from experience, over time.
The SUMS Time Frequency Chart shows planned FreqAssignments, overlaid with Emissions. The
X axis shows time, spanning several weeks in the recent past. The Y axis represents the telemetry
spectrum allocation for the test Range. Each of the blue blocks represents a FreqAssignment. Each
Emission is represented by a transparent block with a thick yellow border.
The Correlation Function periodically runs a query on the database to discover all Emissions with
a corrStatus of PENDING. For each such Emission object, the Function searches the database for
a FreqAssignment object which overlaps with the Emission object in time and frequency. If
multiple FreqAssignments overlap, the one with the largest overlap is chosen as being correlated
with the Emission.
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For each Emission object, the Correlation Function creates a result, which is stored in attributes of
FreqAssignment. A green border for a FreqAssignment indicates that it has been verified by an
actual Emission, detected over-the-air. A red border indicates that no Emission was found that
verified use of the FreqAssignment. It therefore has a status of UNVERIFIED. Example values of
the verification status are as follows:
•

TEL_RECVR_VERIFIED – Verified by telemetry receiver.

•

SCAN_SENSOR_VERIFIED – Verified by sensor.

•

OPS_STAFF_VERIFIED – Verified by operational staff.
UNVERIFIED – Could not be verified by the Correlation Function.
The SUMS Query and Reports Capabilities
Having collected archived FreqAssignments and Emissions in its data repositories, SUMS
supports Query and Reports features, which provide usage metrics on the data collected thus far.
SUMS supports the displaying and reporting of ~30 different usage metrics. These metrics are
based on the Spectrum Management Metrics Standard [2]. In the course of the SUMS project we
extended this set to include metrics which take verification into account.
The SUMS query screen displays the spatial occupancy of the queried spectrum in the background
and two usage metrics: Spectrum Utilization by Date and Verification Method. The Spectrum
Utilization by Date metric shows 3 different measures of the percentage of available spectrum used
each day, extending over the period of a month. The Verification Method chart shows the
percentage of FreqAssignments that could be successfully verified by SUMS, with each
verification method. It also the shows the percentage of FreqAssignments that were unverified.
The side-panel on the right of the screen allows the user to enter the parameters of the spectrum
usage query. These are startTime, endTime, band name, and a spatial extent.
The SUMS Reports capability generates a printable PDF report of spectrum usage over a query
period. As before, a retractable side-panel allows the user to select the time-interval of the Report,
along with the bands and the usage metrics that are to be presented. The Report is designed to be
what a frequency manager would like to see on her desk on a monthly basis.
The key column of the Report Summary Table, Average Daily Spectrum Utilization, provides the
monthly average of the percentage of the spectrum that was occupied over the course of the day,
taking into account expected spectrum fragmentation. The Peak Utilization provides the monthly
average of the percentage of the spectrum occupied at the time of peak traffic each day, taking
spectrum fragmentation into account.
IV. SAM – MAJOR FUNCTIONS AND CAPABILITIES
The SAM Time Frequency Chart
The primary purpose of the SAM system is to allow the user to deconflict planned
FreqAssignments. The SAM Time Frequency Chart is the primary panel for deconflicting.
The X axis of the Chart is a dynamic time scale. The Y axis is a frequency scale, covering the
spectrum band allocations of the test range. Each rectangular block represents a FreqAssignment.
By hovering the mouse over a block the user can get a quick summary of the FreqAssignment. A
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block is also selectable. In that case all the attributes of the FreqAssignment are displayed in the
Deconflict and Details tabs of the retractable side-panel on the right.
The Chart displays FreqAssignments of the present test range as well as FreqAssignments of
neighboring ranges if that data is available. The View tab on the retractable side-panel allows the
user to select a particular view of the assignments. Example views are:
•

The Present Range View. This shows FreqAssignments belonging to the present range
in a blue color. In the event of a time-frequency overlap with a FreqAssignment of
another range, it shows the FreqAssignment of the other range (in beige) and the timefreq overlap. The view filters out all non-conflicting FreqAssignments from other
ranges, allowing the frequency manager to focus on deconflicting her own range.

•

The All Ranges View. This view simply shows the FreqAssignments of the present
range in blue and the FreqAssignments of all other ranges in beige.
An overlap between two FreqAssignments is colored black if the assignments conflict. It is colored
white if the assignments do not conflict for a particular reason, although they overlap in timefrequency. Examples of such reasons are:
•

Enough spatial separation between the two sets of mission flight areas, that
interference, over the course of the missions, is tolerably low.

•

Non-adjacent ranges.

•

An eventuality that the missions can tolerate co-interference for certain combinations
of flight areas.
SAM enables the frequency manager to manually deconflict by appropriately selecting a
conflicting FreqAssignment and dragging it to a new location on the Time Freq Chart. The
movement of a time-freq box is constrained as follows:
•

The time-freq boxes are locked in place, until the “Adj Freq” or “Adj Time” checkboxes are checked.

•

A box cannot be dragged outside its spectrum band allocation.

•

To enable neat stacking of FreqAssignments, the boxes will dock with each other, along
a frequency or time edge.

•

When a FreqAssignment box is moved in time, its sibling FreqAssignments, belonging
to the same mission, also move, to maintain the same time offset.

• If a FreqAssignment is dragged over another, a black conflict rectangle appears.
The Time Freq Chart also supports Auto-Resolve and Auto Assign buttons. If a conflicting
FreqAssignment is selected and the Auto-Resolve button is clicked, SAM will automatically move
the FreqAssignment to a deconflicted time-freq position. In doing so, it seeks to minimize
fragmentation, making optimal use of the allocated spectrum. Likewise, the Auto Assign button
selects an optimal time-frequency position for a potential FreqAssignment when the user specifies
a desired band and bandwidth, via the retractable side-panels.
Frequency Assignment Optimizations
SAM uses a constraints and heuristics-based rack-and-stack algorithm to address the NP-hard
problem of making optimal frequency assignments.
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Coverage Maps and Calculating Air-to-Ground RF Channel Quality
To support its RF channel quality prediction feature, SAM makes use of the concept of a spectrum
‘bin’. A bin is a quantization of space. It represents a cube of airspace at a fixed location above the
Earth. Typical dimensions are (1 minute of latitude) x (1 minute of longitude) x 2000 meters. From
a RF perspective, the mid-point of each bin represents all the points within the bin.

Figure 2. Determining Interference with Spatial Separation of Flight Areas.

To create a coverage map for a flight area, SAM calculates the RSSI and the SINR for a RF
emission from each bin in the flight area to the ground station. To calculate RF propagation
pathloss, SMS uses an algorithm based on the Johnson-Gierhart and Longley-Rice Channel
Models [1].
For each bin in the mission flight plan, there is a non-zero probability that the test article will
traverse the bin in the course of its mission. Having determined the path-loss, the RSSI at the
ground station is calculated as:
RSSI = (Test article xmit power (dBm)) + (xmit antenna gain (dB) + receive antenna gain (dB)
- (pathloss (dBm)) – (system losses (dBm))
Figure 2 shows a scenario where there are two time- and frequency-coincident missions. SINR is
calculated for each bin in the flight area of Mission 1. For the ‘signal’, the RSSI from the bin to
the ground station is calculated, as described above. To determine worst-case interference, SAM
computes the maximum of the RSSIs from each bin in the flight plan of Mission 2 to the ground
station of Mission 1. Then,
(SINR for bin 1) = (signal from bin 1) – (worst-case interference from Mission 2) – (noise floor)
V.

SAM FIELD TRIAL LESSONS LEARNED

At the time of this writing, the SUMS / SAM Field Trial at Edwards is still about to occur.
However, the Peraton Labs team has trodden much of the path leading up to the Field Trial and
observations and lessons learned can be derived from our real-world experience so far. These
observations are discussed below.
We expect the Trial to have concluded by the time of ITC 2022. Additional observations that are
derived from the Trial itself will be provided by our presentation of this paper at the Conference.
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The Risk Management Framework (RMF) process to obtain an Approval to Operate (ATO)
is resource intensive and time consuming.
Given the make-up of the SUMS virtual network at the Range, the RMF process required the
system to conform to 18 STIGs (Security Technical Implementation Guides), which required
addressing ~1,400 security and system management controls. In addition, the ATO package
required ~20 operations documents and the successful running and re-running of Nessus scans for
each SUMS network element.
Surprisingly, developing security software was not as onerous as the task of interpreting and
deciding the dispositions of the STIG controls, many of which were expressed in the context of
systems very different from the SUMS virtual network.
There was a period when development of the RMF ATO package became an all-consuming
evocation for the project, causing actual SUMS/SAM feature development to suffer.
Lessons learned: i) Allocate as much time and resources to RMF as to the project itself. ii) Quell
the urge to incorporate external software libraries and packages, unless strictly necessary. Each
such package results in significant STIG-related scope creep.
A debugging and customer feedback period is inevitable.
The schedule imposed by the RMF ATO on the project is not conducive to having a period for
field testing the system with a feed-back loop from customer input. Once the system software is
developed, made STIG-compliant, and scanned, it is expected to be directly deployed in the field
with no change. However, realistically, we should expect bugs to become evident at this stage; not
to mention the need for enhancements based on customer feedback.
The system schedule should allow a significant period for this process to run to completion.
The Range wide-area network (WAN) can be used to advantage to access a large percentage
of Range telemetry receivers.
An unexpected benefit of the Edwards WAN is that it allows networking to the command and
status ports of most of the Range telemetry receivers from any port on the WAN. As a result, after
initial proof of concept, the SUMS Server will be able to interface to most of the Range telemetry
receivers. This will allow SUMS the opportunity to verify most of the AMT FreqAssignments
used at the Range.
Emissions mount up quickly and can overwhelm the SUMS database.
Our SUMS / SAM lab prototype of the Field Trial currently scans for Emissions in the range 300
MHz – 5 GHz via 3 SecureSence sensors placed at locations within our office. In addition, it
receives a continuous Emission from a Quasonix telemetry receiver. The Emission detection
algorithm needs to reset and re-detect signals periodically. As a result, the database fills up rapidly.
For a long-lasting prototype, there is a need to keep the database size constant. An Archive-andPurge feature is being developed. This will periodically capture planned Mission, FreqAssignment
and Emission records, write them out to JSON file and purge them from the database. In future
these records may be accessed by reloading them into the database.
A backup of the SUMS data repository needs to be taken at least once a day.
To maintain its role as reliable repository of Mission, FreqAssignment and Emission data, a
process needs to be implemented to take a snapshot of the SUMS / SAM databases every few
hours. Should the databases be compromised, they can be re-constituted from recent snapshots
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The human factors feedback of SAM GUI-assisted deconfliction should be interesting.
Given the number of features supported, the SUMS / SAM GUI is extensive. It will be critical,
from a human factors perspective, to incorporate feedback from Range personnel, to make the GUI
as simple and easy to use as possible.
VI. REFERENCES
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ABSTRACT
Increasing demand for spectrum resources has introduced the need for intelligent and dynamic
spectrum management systems. To address this need, Peraton Labs is developing the Operational
Spectrum Comprehension, Analytics, and Response (OSCAR) system. OSCAR provides a simple
automated dynamic spectrum planning capability that enables sharing between military and
commercial systems in shared bands including AWS-3, AMBIT, and future shared bands. OSCAR
provides spectrum managers with a unified interface and automated workflow tools to plan
spectrum usage, deconflict spectrum requests for multiple concurrent test and training missions,
and push those plans to radios, while also dynamically reacting to and avoiding interference in real
time with a mature and flexible RF sensor network. This paper discusses how OSCAR can
dramatically improve spectrum planning and enable dynamic in-mission spectrum agility. We
describe how OSCAR can streamline current spectrum management duties and enable more
advanced spectrum management activities including informed spectrum sharing, DSA radio
management, real-time spectrum situational awareness, increased spectrum utilization, and more.

1. INTRODUCTION
Dynamic spectrum sharing is an increasingly urgent objective as additional frequency bands are
auctioned for commercial usage. AWS-3, AMBIT, and future shared bands from EMBRSS will
impose a requirement for shared spectrum usage between military and commercial system,
reinforcing the need for advanced planning tools that incorporate automated deconfliction
functionality and features to support future DSA radios. The current process that dominates
spectrum management at test and training ranges is largely exclusive frequency use, but this is a
luxury that simply will not withstand growing spectrum congestion. To address this need, Peraton
Labs is developing OSCAR, which is a web-based application intended to improve and automate
the current spectrum management workflow and incorporate advanced features for spectrum
sharing including frequency deconfliction and DSA policy generation, management, and
enforcement. OSCAR not only fits within the current spectrum management workflow to aid in
planning but also provides new capabilities such as command and control of over-the-air managed
(OTAM) radios and an RF sensor network to support in-mission situational awareness, frequency
deconfliction, and DSA policy enforcement.
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2. OPERATIONAL SPECTRUM COMPREHENSION, ANALYTICS, AND RESPONSE
The OSCAR system
was developed as a
solution to current and
future needs for efficient
spectrum management
and
utilization,
including support for
shared spectrum use
cases in congested or
contested environments.
OSCAR provides an
integrated portal for
Spectrum Managers to
Figure 1: OSCAR Architecture and Inputs
streamline and simplify
their daily activities, such as making and approving frequency authorization requests, refining
mission plans, verifying planned spectrum sharing policies without interference, monitoring
spectrum usage during mission execution, and auditing spectrum utilization over time. OSCAR is
designed with a microservice-centric architecture, facilitating the inclusion of multiple services as
shown in Figure 1. These microservices work in concert to produce the functionality described
further in this paper. Of specific interest is that OSCAR works within the current spectrum
management workflow, incorporating inputs from external planning and management tools (e.g.
SXXI, SPEED, UNO Planner) and standard record forms as its core source of authoritative
information. In addition to software-based microservices, OSCAR additionally includes a Range
Spectrum Monitoring System with distributed networked passive RF sensors that are used for
spectrum monitoring, spectrum auditing, data acquisition for spectrum utilization metrics, and
detection of unexpected spectrum usage.
Core OSCAR functions support the overall objective of enabling efficient spectrum management
in congested environments. OSCAR incorporates map-based visualization to inform frequency
assignment decisions as well as indications of identified conflicts or expected interference between
concurrent plans through automated multi-mission conflict detection. Visualization of the
Electromagnetic Operating Environment (EMOE) facilitates the responsibilities of both Unit and
Installation Spectrum Managers, providing context to decision making. OSCAR automates the
generation of recommend deconfliction both in planning and during mission execution, while
retaining workflow for responsible personnel to approve changes to frequency assignments.
Workflow automation further prompts user with alerts and notifications to support faster execution
of frequency request and approval processes. Lastly, OSCAR automates the generation of complex
DSA policies to facilitate inclusion of advanced radios into current and future test and training
missions, as well as for tactical usage. Additional details on these functions are described in the
sections below.
3. SPECTRUM PLANNING
OSCAR provides enhanced decision support and reduces manual effort for human planners by
mechanizing routine tasks, while retaining key oversight and approval authority with authorized
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personnel. OSCAR serves as a portal for stakeholders—the System Owners, Unit Spectrum
Managers, and Installation Spectrum Managers—who, depending on their role, can create, delete,
approve, manage, and visualize the status of planning requests. OSCAR not only orchestrates the
workflow, but also provides situational awareness of the workflow status of each planning request
during its entire lifecycle from creation, analyses, modifications, approval, deployment, situational
awareness updates to other systems as applicable, and archival.
Authorized users interact with OSCAR for spectrum planning by means of an integrated dashboard
using an interface that is similar to those used in enterprise business process automation systems.
The purpose of this dashboard is to alert the users of tasks that require their attention, while also
providing overall situational awareness of the status of workflow instances associated with them.
This has the effect of streamlining the frequency request and approval process, which otherwise
can significantly slow down spectrum planning and authorization. The interface provides
customized screens and views depending upon the user’s role and ability to approve or authorize
spectrum usage.
OSCAR Frequency Assignment Generation
To facilitate efficient spectrum New Spectrum
Requests
sharing,
OSCAR
Conflict
Autoautomatically performs multiDetermination
Resolve
Deconflicted
mission
frequency Current Freq.
frequency
deconfliction once spectrum
Assignments
assignments
requirement requests
are
Figure 2: Frequency Assignment Generation with Auto-Conflict
imported or entered into the
Detection and Resolution
system. Conflict detection is
run on all plans that intersect with each other in time; that is, if a newly entered mission is disjoint
from all other missions in time, then there is no need to run a simulation to predict interference.
The conflict detection calculation uses RF propagation modeling to determine if two sets of
activities using the same frequency will interfere with each other, leveraging specific information
from each mission plan including the geographic area of operation and characteristics of equipment
being used. SINR is calculated in spatio-temporal bins for each stage of the mission plan to
determine expected interference effects from transmitters to victim receivers. Isolation
requirements for equipment used in each mission profile are used to trigger conflict identification.
Large block – left alone

Available
Freq
‘blocks’

Smallest block that can fit the
assignment.
Current Freq
Assignment

Stick to the sides.
Previously-Assigned Freqs

Frequency

Tiny block – waiting for an exact fit
Block not big enough for
assignment..

Time

Figure 3: SMT-Solver Based Allocation and Conflict Resolution
for Minimizing Spectrum Fragmentation
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Once identified, OSCAR facilitates
conflict resolution by attempting to
identify an optimal position in time
and frequency to fulfill the frequency
assignment
requests
without
introducing interference between
mission
transmissions
and/or
commercial or fixed transmitters in
the area of regard. As a brute force
optimization approach is an NPcomplete problem, OSCAR uses a
Satisfiability
Modulo Theories
constraint solver (SMT-solver) with
well defined constraints to quickly
identify
appropriate
solutions.
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Constraints were defined from feedback from DoD Spectrum Managers to ensure suitability to
OSCAR’s objectives. The SMT-solver results in one, several, or all of the frequency assignments
being adjusted. The revised mission plan(s) are presented to a user with approval authority, such
as the Installation Spectrum Manager, prior to any distribution to radios during exercises.
OSCAR’s use of workflow automation, notifications for required action, and recommended
deconfliction during frequency assignment has the effect of streamlining spectrum planning and
authorization, facilitating efficient and shared spectrum usage in congested environments.
4. DYNAMIC DECONFLICTION
Dynamic deconfliction during mission execution is increasingly necessary in congested and
contested EMOEs as unexpected interference becomes more likely to occur. Real-time
deconfliction additionally is necessary due to error, human or otherwise, where emitters do not
follow their specified frequency assignments. The capability to dynamically react to changes in
the EMOE is necessary to adjust spectrum utilization, accommodating unanticipated conflicts to
minimize debilitating interference during mission execution.
As the spectrum environment changes, the original static spectrum plan will need to be updated
accordingly. For example, if OSCAR detects signal energy that is not coming from an authorized
source (one not planned nor identified as a type of authorized radio for the range), replanning of
the spectrum with this new interference-blocking constraint in place will be necessary in order to
mitigate and/or minimize any disruption. Once this happens, this additional constraint is added to
the original plan and the auto-resolve algorithm described in the previous section is executed.
These spatial and frequency constraints are added to the original planning task just as another
spectrum reservation would be added. That is, the interference is treated as additional spectrum
activity that cannot move in frequency or space and the same algorithm is run to determine the
best frequency plan with the minimal disruption to the original plan, and within the constraints of
what mission equipment is capable of supporting. Here again, the revised mission plan is presented
to a user with approval authority prior to any distribution to radios during exercises. Additionally,
the approval authority is notified of the unauthorized spectrum usage and provided with metadata
(e.g. frequency, bandwidth, TDOA-based geolocation) to enable the user to take action and resolve
the unauthorized usage.
Note that the current process for detecting and resolving interference is both reactive and timeconsuming. A radio operator experiencing issues may troubleshoot for an extended period
including adjusting the radio configuration and swapping antennas as well as eventually leveraging
a spectrum analyzer and directional antenna to measure the electromagnetic background. In some
cases, the approval authority is also engaged to tediously track down unauthorized usage. This
process can sometimes take hours and significantly delay training operations. Additionally,
sometimes unauthorized usage can impact nearby commercial operations (e.g. cellular, aviation).
In either of these scenarios, OSCAR’s sensor network is able to provide near real-time
visualization of the EMOE to limit impact and enable rapid resolution.
OSCAR’s dynamic deconfliction is enabled by near-real-time measurement of the spectrum
through a distributed network of passive RF sensors. These measurements enable OSCAR to
orchestrate access to the spectrum and monitor spectrum usage for interference and policy
compliance during execution of real-time training missions. The RF sensors within the OSCAR
Range Spectrum Monitoring System are automatically tasked based on the frequency and spatial
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extents of a particular set of
missions occurring at the time
of mission execution for
spectrum monitoring. Sensors
perform signal detection and
classification at the edge to
minimize
data
backhaul
requirements. OSCAR’s sensor
network employs various
energy detection and signal
classification
algorithms.
OSCAR
also
employs
Figure 4: Representative Spectrum Usage Map and Associated Metrics
cyclostationary
processing
(CSP) algorithms to detect and characterize low SNR signals as the majority of communication
signals exhibit the CSP property (Napolitano, 2012). In particular, OSCAR’s sensors incorporate
the Strip Spectral Correlation Analyzer (SSCA) function, which is one of the most efficient
implementations of an exhaustive CSP algorithm (Brown & Loomis, 1993). This data can be
combined with measurements from other range sensors and telemetry systems as available.
OSCAR compares sensed spectrum data and detected signals against approved mission plans to
audit the spectrum for an area of regard, notifying cognizant users of unexpected or unauthorized
spectrum usage. Interference sources or unauthorized transmitters can be geolocated using the
sensor network, providing users with actionable information to resolve the source of detected
issues. This would occur in parallel with the deconfliction auto-resolve process described above.
5. ENABLING DYNAMIC SPECTRUM ACCESS
As spectrum becomes further congested, interest in DSA radios that can dynamically adjust their
behavior is growing quickly. Such hardware is capable of self-tuning based on a DSA policy which
is effectively a set of rules or constrains that dictate what the radio can and cannot do. DSA radios
also include the ability to sense the electromagnetic environment during operation to more
intelligently identify open or unused channels. However, the command and control of DSA radios
can become complicated especially when compared to simply configuring a legacy radio with a
particular loadset. As such, OSCAR incorporates multiple microservices and an intuitive interface
for generating and managing DSA policies in a simple and automated fashion. Furthermore,
OSCAR also provides the capability to enforce policies for OTAM legacy radios. Although
OTAM legacy radios are not policy-based, OSCAR’s policy reasoner enables a centralized DSA
behavior for such devices. This particular feature is of great interest as DSA radios are not expected
to be widely available until further proven and accepted by the community. In the interim, OSCAR
can provide the advantages of DSA with existing radio hardware.
OSCAR’s methodology for DSA policy generation includes multiple modeling and analysis steps
to account for regulatory policy, coordinated policy among nearby ranges or commercial emitters,
concurrent test and training exercises, equipment capabilities, frequency authorizations, and more.
To manage each of these unique data inputs, OSCAR’s policy generation process relies heavily on
an ontology as a semantic data model and an associated knowledge graph.
Given that DSA policy generation represents a new process within the existing spectrum
management workflow, automation and ease-of-use is critical. OSCAR should not unnecessarily
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introduce new tasks and terminology for existing spectrum managers but rather generate DSA
policies within the existing process. As such, OSCAR’s automation features include smart filters
that enable the operator to create a DSA-capable network for a given radio equipment type by
intelligently restricting the frequency set, bandwidth, power output, etc. of the selected equipment
based on the transmitter’s tuning range parameters and RF channeling capabilities. This feature
leverages the equipment inventory and radio hardware characteristic database that OSCAR
maintains by ingesting data from existing tools and databases such as SPEED and JSDR. This
process is also followed by additional automated constraint checking prior to assessing the impact
of other concurrent exercises.
Following equipment constraint checking, OSCAR determines the Area of Potential Interference
(AoPI), i.e., the area where the non-DSA Radio may be affected by energy emanating from the
DSA radios. The AoPI is a function of the application Quality of Service (QoS) requirements and
communication and security constraints. The AoPI may be larger than Area of Operation (AO)
and is determined by considering the interference distance from the boundary of the AO. It depends
mainly on the propagation conditions (urban vs. rural, flat vs. mountainous, etc.), type of platform
hosting the DSA radios (ground vs. air), etc. Once the AoPI is determined, OSCAR automatically
finds all the non-DSA radios that have assignments within the AoPI and identifies the frequencies
previously assigned to these systems. OSCAR then performs a series of propagation modeling and
assesses interference between concurrent training missions. At this point, the Spectrum Manager
is provided information on impact to concurrent missions and presented with options to guide the
policy generation process. For example, the Spectrum Manager may choose to completely
eliminate any sharing with non-DSA radios. In this case, the list of frequencies available to DSA
radios will be additionally constrained to only those that do not interfere with non-DSA radios,
given their current configurations and locations within the AO. On the other hand, the Spectrum
Manager may approve sharing, in which case OSCAR will automatically embed constraints within
the policy based on the interference analysis. For example, OSCAR may restrict sharing to a
certain geospatial region, whereby if the DSA radio leaves the designated region, sharing will not
be allowed. This provides greater flexibility to the DSA radio while still mitigating any risk of
interference to non-DSA radios.
OSCAR will assist Spectrum Managers in the generation of diverse types of DSA policies as part
of an automated workflow. The automation will include both algorithms that derive allowable
policy parameters (e.g., location, frequency, time, BW) and context sensitive GUI menus showing
only relevant policy and radio parameters at a given point in the workflow. OSCAR’s DSA policies
allow fully dynamic spectrum sharing by combining frequency-based, time-based, and geospatialbased policies with spectrum sensing capabilities.
Once policies are automatically generated or generated in an assisted way, they need to be verified
for consistency with other previous existing policies, including the fixed frequency assignments
generated using the automated deconfliction process. OSCAR’s policy verification satisfies this
requirement by employing first-order logic reasoning suitable for dynamic, complex policy sets.
This process provides policy verification for consistency, conflict, completeness, etc. For example,
consistency verification ensures that a given configuration is either permitted or denied but not
both. These features within OSCAR enable Spectrum Managers to confidently use emerging DSA
technology without introducing untenable risk into operations.
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CONCLUSION
Dynamic spectrum conditions in congested and contested environments require the deployment of
advanced capabilities both in spectrum management, from planning through mission execution.
Workflow automation and process streamlining is needed to increase the pace of frequency
requests, authorization, and deconfliction while maintaining strong standards for safety in avoiding
interference. Spectrum monitoring during a mission enables the detection of unexpected conditions
which can then be dynamically resolved through intelligent decisions guided by available
information. OSCAR has been designed to provide these capabilities to be a next-generation tool
for the cognizant personnel in order to support current and future needs in dynamic spectrum
management.
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ABSTRACT
The radio frequency (RF) spectrum is a vital resource to commercial and Government users.
This is especially true at Department of Defense (DoD) Test and Training Ranges, where large
numbers of diverse Spectrum Dependent Systems (SDS) need to operate concurrently within
close proximity. This paper describes the Risk Informed Spectrum Access (RISA) system, a
solution that will optimize use of the RF spectrum at DoD Test and Training Ranges. RISA
combines pre-mission planning, multi-dimensional optimization, RF environment emulation, and
real-time situational awareness to reduce the risk of RF interference and degraded RF
performance, while simultaneously allowing Spectrum Dependent Systems to operate in higher
densities.
INTRODUCTION
Spectrum sharing and coexistence of Spectrum Dependent Systems has been a subject of intense
interest for the past two decades. The inherent need to dynamically optimize spectrum resources
via a wide range of distributed, decentralized and centralized architectures has been extensively
investigated. While the basic technical challenges of dynamic spectrum sharing have largely
been overcome, these solutions typically do not focus on developing mechanisms to make
realistic assessment of RF performance and RF interference risks. RISA will develop risk
informed spectrum sharing plans that are optimized across multiple dimensions concurrently to
reduce performance and interference risks. RISA also provides real-time situational awareness,
creating a Spectrum Common Operation Picture (SCOP) to monitor SDS networks operation in

the RF spectrum. RISA performs deep interference risk analysis in advance of actual
interference.
As late as 2014, mitigation techniques for coping with RF interference between SDSs (such as a
federal radar and a military radio) were mostly manual. For example, National
Telecommunications and Information Administration (NTIA) assigned geographic exclusion
zones where incumbent federal radars couldn’t operate, impeding spectrum access and
utilization. Eliminating these exclusive assignments to a system significantly improves access
and utilization: usage scales to meet real-time mission requirements, rather than being
constrained by planned hard limits. For example, very recently, a dynamic spectrum access
implementation, Spectrum Access System (SAS), has enabled Navy radars and commercial LTE
broadband systems to interoperate in the 3.5 GHz Citizens Broadband Radio System (CBRS)
band. The current SAS reduces the required exclusion zone, but still effects spectrum policy
recommendations reactively and with timelines running in tens of minutes—too long a delay for
highly dynamic environments. RISA closes the gap by providing advanced insight into spectrum
utilization and inherent risks. It also shortens the timeline—from receiving the information to
predicting the rules and effecting interference-tolerant spectral behaviors—from tens of minutes
to just a few minutes.
Figure 1 shows a notional RISA deployment, where 5G commercial devices are operating
alongside DoD 5th Generation Advanced Training Waveform (5G-ATW) Devices [1]. This
proactive approach will enable interference to be mitigated significantly before impacting DoD
Test and Training Range operations.

Figure 1: Notional scenario showing commercial 5G devices operating alongside DoD 5G-ATW SDS devices with RISA
providing risk averse spectrum access planning and live spectrum situational awareness

RISA ARCHITECTURE
RISA creates and publishes spectrum sharing rules to maximize the use of the RF spectrum
(number/types of SDS devices) while minimizing the risk of RF interference and degraded RF
performance. As shown in Figure 2, RISA is comprised of two major subsystems:
•
•

Advanced Risk-Informed Planning (ARIP), focused on pre-mission planning
Risk-Informed Sensor Fusion (RISF), focused on real-time RF spectrum situational
awareness

Figure 2: RISA Architecture, showing inputs, outputs, and major processing components

Advanced Risk-Informed Planning
The RISA ARIP subsystem is focused on pre-mission planning, by creating Risk Informed
Spectrum Sharing Plans (RISSP). Inputs to ARIP include draft plans, mitigation requests, and
scenario information. ARIP’s primary output is RISSPs, which will be used to program SDS
devices and networks.
ARIP’s processing creates RISSPs by coupling spectrum Quantitative Risk Assessment (QRA)
with RF Scenario Emulation. Spectrum QRA provides an approach to identify, assess, and
reduce systemic performance and interference risks in SDSs. Despite its heavy presence in other
regulated industries for decades, the application of QRA for spectrum management is still in its
infancy. A working group of the Federal Communications Commission (FCC) Technical
Advisory Committee (TAC) examined the potential of risk informed interference assessment and
recommended its use to evaluate radio interference in 2015 [2].

ARIP’s Spectrum QRA optimizes the SDS plan across multiple dimensions, such as location,
time, power level, waveform, etc. simultaneously. Draft SDS plans are next emulated via a highfidelity model of the Electromagnetic Operating Environment (EMOE). The draft SDS plans are
also “fuzzed”, that is slight variations in input data are introduced to ensure that the draft SDS
plan is not fragile to minor perturbations. When a desirable risk profile has been achieved, the
best draft SDS plan is published as the mission’s RISSP.
Risk-Informed Sensor Fusion
The RISA RISF subsystem is focused on providing live spectrum situational awareness via a
Spectrum Common Operating Picture (COP). As shown in Figure 1 above, RISA will make use
of organic RF sensors and/or other RF sensors on the range. RISF will receive data and metadata
from these sensors and perform signal detection, classification, and feature extraction to provide
accurate fusion, geolocation, and visualization of SDS device on the range. RISF will utilize a
combination of traditional signal processing and modern machine earning approaches for
robustness against a wide range of both known and unknown signal types.
RISF further reduces risk of diminished RF performance and increased RF interference by
providing near-real-time feedback on the live EMOE. This will help the Spectrum Range
Manager and RISA ARIP better understand the execution of the RISSPs. It provides immediate
feedback on potential risk, including misconfigured SDS devices, unknown SDS devices on the
range, etc.
CONCLUSIONS
The RISA system will improve spectrum operations at DoD Test and Training Ranges, by
characterizing and minimizing risks to decreased RF performance and increased RF interference.
RISA RISSPs will allow greater numbers and types of SDS devices and networks to operate
concurrently on the range. This will be accomplished by coupling spectrum quantitative risk
analysis optimization, electromagnetic operating environment emulation, and real-time
monitoring of the RF spectrum.
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ABSTRACT
There is a growing need at YPG to identify and characterize Radio Frequency (RF) interference
when supporting telemetry missions. Cell phone towers and other RF transmitting antennas are
being added to the spectrum on a more frequent basis and without any notice. This additional
spectrum is negatively impacting telemetry missions in areas that were previously unaffected. In
May 2022, YPG conducted a series of ground and airborne tests to detect and document
interferences found in the three primary telemetry bands. The goal is to integrate new capabilities
to ensure the telemetry assets are equipped with the proper filtering and up-to-date technology to
best combat ‘bad’ RF. This paper will discuss results from this testing such as the effects of
interference on tracking and data quality.
Keyword: RF Interference

INTRODUCTION
YPG is a subordinate command of the U.S. Army Test and Evaluation Command and is one of the
largest military installations in the world. Located in southwestern Arizona, it encompasses 1,308
square miles. YPG personnel conduct tests on nearly every weapon system or piece of military
equipment in the Army’s arsenal. With a mission to provide premier test services to the U.S.
Government and its allies, YPG conducts and reports developmental testing, experiments,
production tests, integrated developmental/operational tests, as well as training operations.
In support of future YPG missions, the telemetry group is integrating a new 6-foot, tri-band
antenna into its telemetry infrastructure to eventually replace existing systems. The New antenna
is co-located at the Primary Telemetry (TM) Site with a 6-foot Legacy antenna. The Legacy
antenna is approximately 15 years old and is regularly used to support various telemetry missions.
As part of the integration, flight testing consisted of different scenarios flown in two distinct areas
(see figure 1). For this paper, the flight testing done along the southern Flight Path CD will be
examined. This flight path was 9.5–17.1 nautical miles from the Primary TM Site and focused on
competing RF from three local areas that have cell phone towers and other commercial/federal
antennas.
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Figure 1. Flight Paths and Inference Regions

Flight Path CD was constructed to intersect two of the three areas of known competing RF. The
two target areas of competing RF interference were Telegraph Pass and Kofa Cell. Telegraph Pass
is a prominent peak off YPG that lies beyond Flight Path CD and has multiple cell towers as well
as a multitude of other commercial and government RF sources. The Kofa Cell tower is located
on YPG between the Primary TM Site and Flight Path CD and is a single cell tower with a
microwave link.
An organic Cessna 208 Caravan was outfitted with an S-Band transmitter and a transmitting
antenna, mounted on the aft load beam on the bottom of the aircraft. The transmitter was configured
to transmit a PN23 Pseudo Random Bit Stream (PRBS) using Shaped Offset Quadrature Phase
Shift Keying (SOQPSK) modulation. The transmitter was variable power, and an onboard
controller was used during the flight to select different output power levels. Finally, the Improved
Vehicle Tracking System (IVTS) was installed to provide true aircraft position and attitude.
At the Primary TM Site, the RFs from each tracking antenna were routed to identical make-andmodel receivers. A receiver logger was used to capture detailed receiver-specific data from each
receiver to aid in the analysis of the data. In addition, the output of each receiver was routed to a
Bit Error Rate Tester (BERT). The BERT was set to log results at 1 hertz (Hz). Each Antenna
Control Unit (ACU) could create a log, and during the flight test the logging was set to 10 Hz. A
common time source was used to the greatest extent possible.
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Table 1 shows the test conditions for each of the test points analyzed for this paper.
Table 1. Test Points Analyzed

Test Point
Flight Leg
5
C-D
6
D-C
7
C-D
7.5
C-D
8
D-C
29
C-D
30
D-C
LEGEND:
+ – plus or minus
ft – feet

Power
Setting
16
12
12
12
16
16
12

Frequency
S-band
S-band
S-band
S-band
S-band
L-band
L-band

Altitude
(ft above
antenna)
2,800
4,100
2,800
2,800
4,100
2,800
4,100

In-Beam
Limits
(degrees)
+ 2.46
+ 2.46
+ 2.46
+ 2.46
+ 2.46
+ 3.69
+ 3.69

When configuring the Caravan for these flights a single antenna located on the bottom of the
aircraft was chosen based on the test objectives. The standard YPG test support configuration is a
Space Time Coding (STC)/Low Density Parity Check (LDPC) capable transmitter and two
antennas on the aircraft and multiple tracking antennas feeding a Best Source Selector. For this
test effort, a single antenna was desirable as it would always be the source of the RF and no error
correction would be used because it would mask the effects of the interference.
To achieve the desired effect of flying through known areas of interference, the southern Flight
Path CD/DC was used. This effectively presented the Caravan mostly broadside to the tracking
antennas which resulted in an orientation where the landing gear could mask the antenna. To
quantify the “look angle” to the Caravan, with respect to the tracking antenna, the aspect-angle
was determined. The aspect-angle is the angle from the nose of the aircraft to the intersection of
the line-of-sight vector from the tracking antenna to the aircraft. An aspect-angle of 0 degrees
represents the aircraft flying directly at the tracking antenna, and an aspect-angle of 180 degrees
represents the aircraft flying directly away from the tracking antenna. Finally, a negative aspectangle indicates that the tracking antenna is looking at the left-side of the aircraft, while a positive
aspect-angle indicates the right-side of the aircraft.
Antenna masking turned out to be seen much more frequently than anticipated. Since a PRBS was
being transmitted, the effect of any masking could be estimated. If there is no masking, and with
reasonable antenna pointing accuracy, the number of bit errors will be relatively small (<10E-3),
even with a single antenna configuration, lower power settings, potential multipath, and possible
interference. During this test, an 8-megabits per second (mbps) PN21 data stream was transmitted.
Since this was a binary stream, there was a 50-percent chance that the arriving bit from pure noise
was correct. Consequently, one-second intervals with approximately 4,000,000 bit errors indicated
that masking occurred for the entire second.
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To illustrate the effects of masking, test events 5, 7, and 7.5 for the Legacy antenna were combined,
and all the one-second samples with bit errors greater than 2,000,000 (approximately 0.5 to 1
second of masking) were plotted. For each of the 118 selected samples, the actual azimuth to the
aircraft with respect to the tracking antenna location was used as the x value, and the resulting
aspect-angle was used as the y value. The results, shown in figure 2, were also compared to the
comparable New antenna results to confirm correlation with respect to masking.

Figure 2. True Antenna Azimuth vs. Aspect-Angle for Masking Errors

Based on the extended period of masking resulting from the landing gear, figure 2 indicates that
STC would be the preferred method to acquire TM data.. For the test points 5, 7, and 7.5, the
Caravan transitioned from west to east (CD). During this leg, masking occurred when the mean
aspect-angle was 139-degrees, which was most likely caused from the left wheel of the landing
gear. In determining the true link availability, the times when masking occurred would have to be
accounted for. The goal of this analysis was to examine antenna tracking performance, and with
both antennas simultaneously tracking the Caravan, each experienced the same environment.
Moreover, these times of masking contributed to a challenging tracking environment, so it was
decided to leave them in the data set for this analysis.
The ACU log files for each antenna were used to label each sample with respect to the track status
(auto, manual, or pointing). For each sample, one of 20 possible track modes was assigned.
Assignments were based on the following: Track status of each tracking axis (auto, manual,
pointing); whether it was a good track (tracking error within beam limits) or not; and if the sample
was a severely errored second (SES) or not. Note that the New antenna had the capability to utilize
pointing, but this had not been integrated at the time of these test flights. The track modes were
combined, as necessary, to support the analysis.
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The first step in analyzing the tracking was to look at the times the operator believed that the
tracking performance was good enough to leave the ACU in fully automatic mode (both axes) or
that some type of intervention was needed (manual or pointing for either axis). This approach was
from the operator’s perspective since no consideration for the actual results of the chosen tracking
mode was considered. The results are shown in table 2.
Table 2. Track Modes Utilized by Test Point and Tracking Antenna
Altitude
Auto
Manual
Tracking
Test
Power
Flight
(ft above
Track
Track
Antenna
Point
Setting
Leg
antenna)
Freq.
Events Events
Legacy
376
143
5
16
C-D
2800
New
497
22
Legacy
358
89
6
12
D-C
4100
New
447
0
Legacy
303
168
7
12
C-D
2800
S-Band
New
470
0
Legacy
236
181
7.5
12
C-D
2800
New
417
0
Legacy
414
37
8
16
D-C
4100
New
451
0
Legacy
376
24
29
16
C-D
2800
New
400
0
L-Band
Legacy
425
0
30
12
D-C
4100
New
425
0
LEGEND:
Freq. – frequency
ft
– feet

Percent
Auto
Track
72
96
80
100
64
100
57
100
92
100
94
100
100
100

Neither tracking antenna operator needed to utilize manual track for most of the L-band trials (test
points 29 and 30). The results were noticeably different for the S-band trials, especially the ones
done at a lower altitude (test points 5, 7, and 7.5). This was seen during the flight test and during
a repeat of test point 7, identified as 7.5, that was performed to capture more data in this condition.
A bar chart of only the S-band results is shown in figure 3.
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Figure 3. S-Band Trials Auto vs. Manual Track

It is clear that for the more challenging test points (5, 7, and 7.5), the Legacy antenna operator had
to resort to manual tracking much more than the New antenna operator. For test points 7 and 7.5,
the New antenna operator was able to leave the antenna in full auto track mode for the entirety of
both points. On the other hand, the Legacy antenna operator had to intervene approximately
40 percent of the time during the same trials. These results are of greater significance when
considering the experience level of the operators. For these trials, the Legacy operator had over
35 years of experience and the New operator 5 years of experience. Looking at the remaining test
points for the S-band trials (6 and 8), the higher aircraft altitude for both points and the higher
power level for test point 8 show that, as the quality of the signal improves, the workload for the
Legacy operator decreases. The New antenna remained in full auto-track for these points as well.
The New antenna operator was qualified, but his tracking skill was not a factor in these events
because of the auto-tracking capability of the New antenna. Once the auto-track was established
he only had to monitor the performance. While it will not always be the case that no tracking skills
are required, for these test events it was clear that the workload required to operate the New antenna
was significantly reduced when compared to the Legacy antenna.
At the end of the day, what really counts when supporting an actual test program, is the quality of
the link. As previously stated, this testing was not done to look at absolute link availability (e.g.,
the inclusion of events where masking was present); however, a relative comparison between the
resulting good and SES is appropriate. Figure 4 compares the quantity of good and SES trials for
each antenna for test points 7 and 7.5.
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Figure 4. Good vs Severely Errored Seconds for Test Points 7 and 7.5

Despite the difference in workload required between the two antennas, the resulting ratio of good
and SES events was nearly identical (see figure 4). This is where the tracking experience level of
the operator likely manifested itself to the greatest extent, because despite having to manual track
for 40 percent of the time, the operator was able to point the Legacy antenna well enough to deliver
nearly the same link quality.
The next part of the analysis was to look at the effects of the known cellular tower interference
with respect to the signal quality. As discussed, the CD/DC flight path (figure 1) was laid out to
cross the Kofa Cell and Telegraph Pass interference regions. Unfortunately, this flight path resulted
in antenna masking for most of the time the aircraft was in the Kofa Cell interference region (figure
2). Such is the nature of flight testing, and the large errors caused by masking make it impossible
to detect the effects of interference. Fortunately, there was no antenna masking issue in the
Telegraph Pass interference region, so the analysis focused on this region.
For this (interference) analysis, test points 7 and 7.5 were used once again. Data was collected
during these passes when the true azimuth to the aircraft was between 145 and 180 degrees. In
order to help construct descriptive plots, the resulting bit errors for each one-second event were
categorized into four groups. Events with no bit errors were labeled Perfect; events with 1 to 79
bit errors were labeled Okay; events with 80 to 8,000 bit errors were labeled Too Many; and events
with more than 8,000 bit errors were labeled Huge. Once labeled, all the events were plotted on
the righthand axis vs. the true azimuth to the aircraft.
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On the same plot, the antenna track mode (Auto, Manual, or Pointing) was plotted for each event
on the lefthand axis vs. the true azimuth to the aircraft. This was done for each antenna and each
test point. The results are shown in figures 5 and 6 for test points 7 and 7.5, respectively.

Figure 5. Test Point 7 Composite Plot of Bit Errors and Track Modes vs. True Azimuth
to Aircraft, Legacy Antenna (top) and New Antenna (bottom)
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Figure 6. Test Point 7.5 Composite Plot of Bit Errors and Track Modes vs. True
Azimuth to Aircraft, Legacy Antenna (top) and New Antenna (bottom)
For test point 7, the Legacy antenna (figure 5, upper plot) was auto-tracking with no bit errors until
reaching the 175-degree azimuth point when bit errors begin. Within two seconds, Huge events
are seen and continued with a few exceptions until the aircraft was beyond the 163-degree azimuth
point. For the remainder of the plot, the Legacy antenna produced roughly equal number of Perfect
and Okay events. The New antenna had the same ramp-up in errors as the aircraft entered the
region, but it started later in the region (171-degree point) and ended sooner (166-degree point)
with no Huge events. For the remainder of the plot, the New antenna produced mostly Okay events
with a smattering of Perfect events. Interestingly, both antennas used auto-track most of the time.
9

For test point 7.5, the Legacy antenna (figure 6, upper plot) was again auto-tracking with small bit
errors until reaching the 176-degree azimuth point at which point Huge events are seen. This
continued with a few exceptions until the aircraft was beyond the 163-degree azimuth point. For
the remainder of the plot, the Legacy antenna produced large numbers of Perfect and Okay events
with some Too Many and some Huge events. Noteworthy is the increased use of Manual track by
the Legacy operator during this pass. Although this resulted in improved pointing accuracy, the
link quality remained unchanged.
Again, the New antenna had the same ramp-up in errors as the aircraft entered the region, but it
started even later in the region (172-degree point) and ended sooner (167-degree point) than
observed for test point 7. For the remainder of the plot, the New antenna produced mostly Okay
events with a smattering of Perfect and Too Many events. The New antenna used auto-track
exclusively for both test points.

SUMMARY
From the results of both test events, the New antenna resisted the interference longer, recovered
quicker, and produced no Huge events. The New antenna only experienced large errors in the
interference region for 5 azimuth degrees, while the Legacy antenna experienced Huge errors in
the interference region for 11.5 azimuth degrees. Once outside of the interference region, the
Legacy antenna produced many more Perfect (no bit errors) events. After interference with both
test points were combined, 97 of the 178 Legacy antenna events were Perfect compared to 32 of
206 events for the New antenna. Looking at the ratio of events with less than 80 bit errors (Perfect
and Okay combined) compared to total events plotted, 84 percent of the time the New antenna
produced an acceptable bit error rate compared to 68 percent of the time by the Legacy antenna.

CONCLUSIONS
1. Cell phone interference is detrimental to TM operations. YPG should limit the expansion of
competing RF on the installation to the greatest extent possible.
2. New antenna tracking is more capable than the Legacy, while filtering provides a good fit for
the current noise environment at YPG. Results showed more usable data in the presence of
interference.
3. The Legacy antenna performed very well considering its configuration was based on the RF
environment from 15 years ago. Performance was good enough to consider upgrades to extend its
life. Other ranges have already upgraded similar antennas.
Recognition:
YPG would like to recognize the help and support provided by our government and commercial
counterparts in conducting this test.
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ABSTRACT
A review of spectrum issues that can encroach on the future use of RF telemetry. The
International Consortium for Telemetry Spectrum will review current status of agenda items that
address telemetry to be presented at the 2023 World Radiocommunication Conference that
telemetry vendors and users need to be aware of and potentially engage with their national
administrations.
The International Consortium for Telemetry Spectrum (ICTS, www.telemetryspectrum.org) was
formed in 1999 and is chartered under the sponsorship of the International Foundation for
Telemetering (IFT). The IFT (www.telemetry.org ) is a non-profit organization dedicated to
serving the professional and technical interests of the telemetering community.
This paper provides an update to spectrum encroachment threats per each telemetry band
perceived by the ICTS as of interest to the US domestic and greater international telemetering
community.
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INTRODUCTION
Several factors within and external to the telemetering community have revolutionized demand
for electromagnetic spectrum, including spectrum allocated for flight test telemetry. These
factors include:
•

Commercial Radio Frequency (RF) spectrum utilization is increasing rapidly and
this trend is expected to continue

•

Real-time data and video telemetry is critical to the economic viability of the
commercial aeronautical industry

•

Frequency bands used for telemetry have been reallocated for other use and
continue to be at risk of reallocation

•

Telemetry data rates are increasing, thereby increasing the RF bandwidth needed
for each mission

Telemetry users are caught between a rock (telemetry demand is increasing) and a hard spot (less
spectrum is available for telemetry).

Fig 1; Desired 4G/5G Bands (CTIA)
As an example, in the US CTIA (the cellular industry trade association) has filed the above chart
with the FCC presenting a list of target bands for future cellular use (4G/5G) (fig 1). While many
carriers still prefer exclusive licenses, the spectrum is congested. Clearing a band of incumbents
so as to auction those frequencies maybe no longer be effective. Spectrum sharing must be our
watchword going forward.

Fig 2; RF Spectrum “Sweet” Spot
Several of the bands indicated above are critical to both domestic (US) and international
operations for Aeronautical Mobile Telemetry (AMT) and associated operations (telemetry
command and control, time space positioning information, …). In the US these bands include
1427-1518, 1780-1850, 4400-5000 MHz and, for TSPI, 1300-1350 and 1427-1518 MHz
These bands reside in an RF spectrum “Sweet Spot” (See Fig 2). This spot, between 300 MHz
and 3500 MHz, is well suited for mobile communications due to its RF propagation
characteristics. For example, this spot is ideal for AMT, where we seek to transmit data over
long distances using low power transmitters on maneuvering test articles. It is also ideal for
cellular operations, such as voice and broadband, for many of the same reasons.
Regardless of whether spectrum is sought for exclusive use or sharing, the spectrum
encroachment threat level for spectrum-dependent systems (especially AMT and TSPI) remains
“High”.

CURRENT THREAT SUMMERIES

Lower L-Band (1350-1390)
Current Use: In the U.S. this band is critical for time space positioning information data
transmission/data linkage.
Spectrum Threat(s):
Cellular Interference. While the band is currently not perceived as threatened, it is on several
target lists due to its proximity to other “low band” spectrum. There is a concern that that TSPI
data links (ARDS, CRIIS, 1350-1390 MHz)) may be affected by adjacent channel interference
from cellular operation below 1350 Mhz. This is a watch item for test and training ranges that
rely on GPS-based TSPI I instrumentation as the susceptibility of the TSPI data link operations
to LTE interference is unknown as this time. Efforts to access this susceptibility, and necessary
protection criteria, are needed to analyze this threat.
L-Band (1435-1525 MHz)
Current Use: Allocated for manned AMT in the U.S. This is the primary mother-AMT band in
the U.S. and is used for AMT by a number of other administrations as well.
Spectrum Threat(s);
Int’l Mobile Telecommunications. The ITU Radio Regulations give AMT priority over IMT in
1435-1535 MHz in Region 2 (North and South America). It remains high on the list of
encroachment concerns for ICTS as it resides in the low band “sweet spot” for RF propagation
characteristics for international mobile communications. While the ITU regulations are clear, the
threat to AMT protection criteria and assignments is real and constant in the World
Radiocommunication Conference discussions. ITU Recommendations M. 1459 and 2116 are
relevant for AMT protection criteria.
Ligado. The upper part of the L-band is also home to several global positioning systems (GPS).
Along with AMT operations below 1525 MHz, one of these signals is potentially threatened. L1
(encrypted precision code, coarse acquisition code), at 1575.42 MHz, could receive interference
from a terrestrial data link proposed by Ligado Networks (Reston, VA) in the U.S. The Federal
Communication Commission (FCC) issued an Order in April 2022 granting the Ligado
application for 1526-1536 MHz, 1627.5-1637.5 MHz, and 1646.5-1656.5 MHz operations for a
terrestrial Internet of Things (IoT) network. A number of agencies and commercial interests filed
Petitions for Reconsideration due to concerns about interference to GPS. If this IoT network is
implemented, it could have significant impact on GPS dependent systems (like TSPI). In the
National Defense Authorization Act (NDAA-21), Congress added language that bars use of
funds by DOD to retrofit any GPS device or system in order to mitigate interference from Ligado
or to contract with Ligado until such operations are shown not to cause harmful interference to
DOD GPS devices. NDAA-21 also calls for an independent technical review of the FCC’s Order

by National Academies of Sciences, Engineering and Medicine. This is still a very lively debate
inside the U.S.
Commercial Space Launch: Again, in the U.S. the FCC is considering potential allocation of
other bands for commercial space launch. One commenter (Virgin Galactic) has asked for space
launch allocation in 1435-1525 MHz The ICTS is monitoring this request.
Upper L-Band (1780-1850 MHz)
Current User: Allocated for manned AMT in the US.
Spectrum Threat(s):
AWS-3 Auction. In 2014 the Federal Communications Commission started the process of
auctioning 65 MHz of spectrum to meet the goals of the National Broadband Plan. This was the
third of three auctions required for funding the FirstNet, public safety broadband network and
other services. Previous auction results had raised nearly $1.6 billion of the $7 billion needed.
The AWS-3 auction generated $44.9 billion. As a result, several government users were
compensated to vacate the band. AMT operations, previously in the band 1755-1780 MHz, were
compressed into the remaining spectrum between 1780 and 1850 MHz. The ICTS is concerned
that the commercial interests are not satisfied and will return for the remainder of the band.
HIBS: This band is also in discussion for ITU consideration at the next World Radiocommunications Conference (WRC). WRC-23 Agenda Item 1.4: “to consider . . . the use of
high-altitude platform stations as IMT base stations (HIBS) in the mobile service in certain
frequency bands below 2.7 GHz already identified for IMT, on a global or regional level [such as
1780-1850 MHz];”. Discussions on this are ongoing in several ITU-R working parties.
Lower S-Band (2200-2290 MHz)
Current Use: Allocated for unmanned AMT in the US.
Spectrum Threats(s):
Commercial Space Launch: In the U.S. the FCC has allocated four five-megahertz segments in
2200-2290 MHz for non-federal space launch operations on a secondary basis. This is a nonFederal allocation limited to telemetry/tracking during pre-launch testing and space launch
operations. It will require coordination with the NTIA for each launch pending adoption of
service rules. NTIA recommends that DoD Area Frequency Coordinators (AFCs) deconflict and
approve use of the allocations. While the FCC is considering potential allocation of other bands
for commercial space launch including 2025-2110 MHz and 2360-2390 MHz -- about which
more below -- it also is considering upgrading this secondary 2200-2290 MHz non-Federal
allocation to primary status; potentially a major impact to AMT operators in the U.S.
The Aeronautical and Flight Test Radio Coordinating Council (AFTRCC) has been proposed to
coordinate non-Federal space launch requests with the DOD AFCs.
Upper S Band (2360-2390 MHz)

Current Use: Allocated for manned AMT in the US.
Spectrum Threat(s):
Commercial Space Launch; In the US, the FCC is considering potential allocation of several
additional bands for commercial space launch -- including 2360-2390 MHz .
Lower C-Band (4400-4940 MHz)
Current Use: ITU Region 2 (North/South America) allocations for AMT. U.S. Major Range and
Test Facility Base (MRTFB) installations have several AMT allocations in this band.
Spectrum Threat(s):
Non-Federal Use: In the U.S., AFTRCC has submitted a proposal to the FCC for a non-federal
AMT allocation in this band with DoD support. AFTRCC would coordinate use of any such
allocation, if approved, with DoD AFCs.
R-ALT Interference: In the band below 4400-4940 MHz, there has been major controversy
regarding 5G compatibility in the band 3700-3980 MHz with radar altimeters (R-Alt) operating
in the band 4200-4400 MHz. An FAA Special Airworthiness Information Bulletin calls on R-Alt
vendors and others to provide data on specific R-Alts; to assess the need for mitigation beyond
the recommended action. Meanwhile, AT&T and Verizon have agreed to delay deployment of
5G operations in 3700-3980 MHz.
WRC Threat; The upper portion of the 4 GHz band, namely 4800-4990 MHz, is identified for
IMT in numerous countries (including China, South Africa, Russia, Nigeria, Gambia, Uruguay,
and Iran). WRC-23 agenda item 1.1 calls for studies to consider measures to protect stations of
the aeronautical and maritime mobile services located in international airspace and waters from
IMT operations in the 4800-4940 MHz band. France, the U.S., Canada and other administrations
have sought to protect Aeronautical Mobile Service systems (AMS, AMT is included in AMS)
and Maritime Mobile Service systems. Russia, supported by China, Iran, and others have sought
changes that would weaken existing protection for AMS/MMS in international airspace and
waters. This is currently a hotly debated issue that will probably not be resolved until the WRC.
This is being worked in ITU-R Working Parties 5D and 5B. Work done in the U.S. (by, for
example, John Hopkins University’s Applied Physics Lab personnel) has determined that criteria
specified in ITU-R M.2116 can protect AMT signals, and the U.S. has proposed that AMT
(currently excluded from the scope of the Recommendation) be included.
Middle C-Band (5091-5250 MHz)
Current Use: 5091-5150 MHz is the primary AMT Band for all regions. 5150-5250 MHz is an
AMT band in ITU Region 1 (Europe).
Spectrum Threat(s):
ITU. 5091-5150 MHz is the only globally harmonized band allocated for aeronautical telemetry
world-wide. As a relative new AMT band, it has not been widely adopted except in ITU Region 1
(France) and Region 2 (the U.S. where its use is largely limited to military installations). Global

telemetry users are encouraged to make use of this AMT band. AMT use may need to co-exist
with airport ground communications depending on the administration.
Upper C-Band (5925-6700)
Current Use: The ITU has identified this band for AMT in portions of ITU Region 2. Thus far,
the US FCC has declined to take any action on AMT assignments in this band.
Spectrum Threat(s):
Unlicensed Wi-Fi: The FCC concluded 5925-7125 MHz could be utilized for unlicensed Wi-Fi
and very low power devices for high data rate applications, such as wearables, augmented-reality
and virtual-reality. The band is also used by point-to-point microwave links; terrestrial
microwave operators (mainly public safety and utilities) which unsuccessfully opposed the
FCC’s Wi-Fi plans. While the FCC has tabled any AMT assignments/allocations in the band,
DoD has studied spectrum aggregation technologies that could enhance AMT compatibility with
incumbent systems.
CONCLUSIONS
Telemetry practitioners are encouraged to engage with their corporate management and national
administrations to ensure their encroachment concerns are addressed. The International
Consortium for Telemetry Spectrum is dedicated to serving the professional and technical
interests of the telemetering community in this endeavor.

REFERENCES;
[1] https://www.ctia.org/the-wireless-industry/wireless-industry
[2] The Great Radio Spectrum Famine, Michell Lazarus, Institute of Electrical and Electronics
Engineers Spectrum Magazine (30 Sept. 2010). http://spectrum.ieee.org/telecom/wireless/thegreat-radio-spectrum-famine
[3] International Consortium for Telemetry Spectrum, www.telemetryspectrum.org
[4] Aeronautical and Flight Test Radio Coordinating Council (AFTRCC) https://aftrcc.org/
[5] FCC Proceedings and Actions https://www.fcc.gov/proceedings-actions
[6] Nat’l Telecommunications and Information Administration https://www.ntia.doc.gov/
[7] The ITU Radiocommunication Sector (ITU-R)
https://www.itu.int/en/ITU-R/information/Pages/default.aspx

HANDLE NON STANDARD FORMATS IN CH4 PCM FRAMES
Vincent Marie
Test Range Product Line Manager

Jean-Guy Pierozak
Test Range Business Line Manager
Hensoldt Nexeya France
Route d’Elne, 66200 Montescot, FRANCE
vincent.marie@hensoldt.fr
jean-guy.pierozak@hensoldt.fr

ABSTRACT
Telemetry data encapsulation protocols are constantly evolving. Telemetry ground stations must
handle these new data formats in order to allow test engineers to supervise and analyze flight
tests. Some of these formats are standardized (IRIG CH4 Class I and II, CH7, CH10, etc.); Data
Processing Systems can be designed to extract these standard data formats from PCM frames.
New non-standard data formats are appearing in telemetry frames. These formats are not
compatible with standard extraction methods. This article deals with the experiment set ups and
the performances obtained to handle non-standard data formats without processing a complete
refurbishment of the Data Processing System Software.
INTRODUCTION
With the high development cost of flying platforms, aircraft or missile programs have a more and
more extended life duration, over several decades, with staged evolutions. Therefore, in order to
limitate the costs, the flight test equipment are pushed to their limits to follow the various
evolutions, without taking advantage of the latest IRIG106 standard. Typically, on-board legacy
Data Acquisition Units have to deal with a mix of sensors providing synchronous and
asynchronous serial data, without being able to use IRIG106-Chapter 7 for this matter [1].
Conversely, the Data Processing System software on ground have to handle those non-standard
formats with a minimum refactoring and maximum performances. The aim of this paper is to
describe an implementation of such a solution for the Data Processing System.
First, the main differences between synchronous and asynchronous are presented.
Next, the implications of their encoding in the legacy Data Acquisition Unit-are highlighted
Thereafter, the architecture of Hensoldt Nexeya France Data Processing System is described.
Finally, the performances of this solution are compared to an alternative multiple decom
architecture.

SYNCHRONOUS VS ASYNCHRONOUS SERIAL DATA STREAM
In Synchronous Transmission, data is sent as blocks or frames, without gap between them, with a
synchronization/clock between sender and receiver as in Figure 1. In PCM Format, this is
typically what is stated in the standard IRIG106 Chapter 4 Class I (cf [1], §4).

Figure 1: Synchronous Transmission

In Asynchronous Transmission, data is sent in for of byte or character with addition of start bits
and stops bits, and random time interval of transmission, as depicted in Figure 2. In PCM format,
this is defined in IRIG 106 Chapter 4 Class II as Asynchronous Embedded Format (cf [1] §4.5)
or Asynchronous Data Merge (cf [1] §4.8), with a recommendation of no more than two
embedded formats in selected host minor frames and no more than two merged data formats be
inserted in a host major frame. In both cases, more than two embedded formats or merged data
formats are permitted.

Figure 2: Asynchronous Transmission

EXAMPLE OF FRAME STRUCTURE WITH MULTIPLE ASYNCHRONOUS SERIAL
DATA STREAMS
As an extract from a real case example, let’s consider an on-board PCM encoder getting 4 RS
422 bus inputs (synchronous) and 3 RS485 bus inputs (asynchronous), as in Figure 3.

Figure 3: Encoder example

The resulting Telemetry frame is described in Figure 4:

Figure 4: Resulting PCM Format

The synchronous buses (B, B2, B3, B4) have periodic words reserved in the PCM frame, while
asynchronous buses (B5, B6, B7) have a set of consecutive words per PCM frame, constituting a
“message”.
For Asynchronous data, various cases can occur for words and messages.
Concerning words:
1. Start and stop bits are removed from each data word by the serial chip set, so it has not to
be considered
2. Each data word can have a validity bit
3. All data words have the same length (up to 64 bits), this length could be different from
the PCM telemetry data word length
4. It could be filler word
Concerning messages:
a) Messages could be one word length
b) Messages could have a pattern and a fixed length
c) Messages could be length variable, framed by a header and a footer
d) Messages could be identified by a packet key determining its full framing
e) Messages could have variable sync words
f) Messages could have their length embedded within, and it has to be extracted
Besides, in order to simplify the on-board architecture, Asynchronous buses are connected
directly to the PCM encoder without pre-processing. Thus, the amount of different messages can
increase tremendously depending on the number of equipment connected to the bus (up to 32)
and the complexity of their protocol, as illustrated in Figure 5.

Figure 5: Illustration of the on-board Serial bus architecture

As a result:
Total number of messages per bus = numbers of equipment on the bus (max 32) x number of
messages in the protocol of each equipment
DATA PROCESSING ARCHITECTURE
In order to be able to take into account the quasi-exponential combination of words and
messages of such Telemetry Serial PCM Format, the Data Processing System architecture
proposed (and implemented in Hensodlt Nexeya MAGALI Data Processing Software) relies on a
three-step process, as described in Figure 6:
1. The Main Telemetry Flow is processed by the TM Serial Acquisition Module in order to
extract messages
2. Extracted messaged are stored, and are processed by a IRIG CH4 Decom module for
standard messages, or by the TM Serial Decom module for Asynchronous messages,
which will sort the messages for each communication device
3. Parameters are extracted from each communication device

Figure 6: TM Serial Data Processing Architecture

TMS ACQUISITION
The TeleMetry Serial Acquisition module processes the main telemetry flow to extract
embedded data from several position in the minor frame.

As summed-up in Figure 7, it processes the TM data flow on each data word by:
1. Checking the validity bit and removing it
2. Looking for the different way to synchronize and extract the serial data
3. Validate the message based on its length, if applicable
4. Send the extracted message to the next stage (decom & storage)

Figure 7: TM Serial Acquisition process

The frame synchronization process on the embedded message can be:
 “None” : Useful when a message is only 1 word length. No synchronization needed.
 “Pattern: 1 synchro word at the beginning defined in Sync. Word part.
 “Header and Footer”: 2 synchro words at the beginning defined in Sync. Word part and at
the end defined in Footer part.
 “From packets key”: If the decommutation used, defines some data packets with a key to
sort the messages, the synchronization uses all the keys as synchro word.
 “Multiple” : The synchronization uses a list of synch words.
The message length can be computed in different ways:
 Fixed : All the messages have a fixed length “Message length (words)”.



Implicit: In a Header and footer synchronization mode, the length of the messages is
computed from the header to the footer (included).



Embedded: The length of the message is the message. Several parameters are used to
extract the length

The Message max size (words parameter) is used to so setup limitation to the length.

The Message max size (words parameter) is used to so setup limitation to the length. If a
decoded length is greater than this parameter the message is discarded.

The message validation is checked upon the expected length:
 If no size defined: every message is valid
 length from acquisition: The valid lengths are stored in the node “length” of the
configuration
 length from decom: The valid lengths are stored in the decommutation configuration (for
example packets messages length).
As a conclusion, the TM Acquisition module architecture is more complex in order to
compensate for the simplicity of the on-board encoder architecture.
TMS DECOMMUTATION
TMS Acquisition module sends the extracted and validated asynchronous messages to the TMS
Decommutation module.
The first task of this module is to sort out the Asynchronous Messages as being of the same type.
This sorting relies on a Message ID or Key. Such a Key can be defined everywhere in the
message, provided the position is always the same. The Key has to be configured such as
identifying uniquely each message.
Once the message is uniquely identified, we can link it to the pattern of extraction of the
parameters in that message.
Such a pattern is a list of “descriptors” of each parameter of the message, which is equivalent to
a simple decommutation process in a minor frame.
The process is described in Figure 8:

Figure 8 : TMS Decommutation process

PERFORMANCES
With such an architecture, one TMS Acquisition Module and one TMS Decommutation module
are able to process the full set of messages possible in one IRIG106 Embedded Message with
Asynchronous Serial Data, without overlapping decommutation operations.
Otherwise, you would need one Decommutation module for each possible message in the
Embedded Message, with a combinatory explosion, that is to say:
Total number of Decom Modules = numbers of equipment on the bus (max 32) x number of
messages in the protocol of each equipment
CONCLUSIONS
With the extended life duration of flight test programs, the on-board legacy architecture may
have to be pushed to the limit of the IRIG106-CH4 standard, with the introduction of more and
more asynchronous serial data messages. The complexity of those messages could be handled by
at the on-board encoder, but it is generally delegated to the ground Data Processing System. In
order to minimize the refactoring and optimize the performances, we have introduce the
TeleMetry Serial Acquisition and Decommutation modules which allow to process the full set of
serial messages in a IRIG106 CH4 Class II Embedded Message with no overlap of
decommutation operation, so optimizing the performances. This solution allows a life extension
of legacy systems before a evolution to IRIG106-CH7.
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ABSTRACT
In most flight test programs, Flight Test Instrumentation (FTI) system setup and real-time/postflight data processing are performed by different teams using different software applications.
However, there is always a need to pass configuration information between these teams. In
traditional PCM systems, this was accomplished through the exchange of TMATS files. With the
transition to Ethernet networked FTI systems, many aircraft data acquisition systems are now
simultaneously outputting many different streams of data instead of a single PCM stream. In some
cases, these streams are embedded inside of other data streams. The TMATS standard struggles
to adequately describe these systems.
Curtiss-Wright has identified the need to pass configuration information between our TTCWare
setup software and our IADS data processing software. Our goal for this effort was to design a
common way to describe instrumentation setup so that IADS could import the setup and configure
itself correctly for both traditional PCM and networked data streams. This paper describes the
way that we implemented this feature, and how it can be used to rapidly share critical information
about a Flight Test Instrumentation system between software applications.

KEY WORDS
Data Exchange, FTI System Setup, Data Processing, TMATS, MDL

INTRODUCTION
Configuring, acquiring, and analyzing Flight Test Instrumentation data is typically a four-stage
process. The first phase of the process is configuring the data acquisition hardware to acquire the
desired data from the analog sensors and digital buses on the test vehicle. The second phase is
pre-flight checkout where all of the data acquisition measurements are checked to ensure that they
are working properly. Once the pre-flight checkout is complete, it is possible to perform an actual
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test flight. The third phase of the process is acquiring data in real-time during the test flight, and
the final phase of the process is the post-flight analysis.
Each stage in the Flight Test Instrumentation process makes use of different software tools.
Typically, the data acquisition system vendor provides the setup software to configure the data
acquisition system. Once the system is configured, other tools are used for pre-flight checkout
and real-time data visualization and analysis. Post-flight data processing can be done in many
ways and often uses completely different tools then the live data visualization and analysis. Even
though different tools are used, the basic setup for the Flight Test Instrumentation system’s data
needs to be known by all of the software applications.
Manually re-entering the setup information in each phase is very time consuming and error prone,
so there are many advantages to being able to share the setup between the software applications.
The best way to prevent errors and control the configuration in an efficient manner is to have a
single primary storage location for the setup. The primary storage location is used to generate
exports that can be imported into the different software applications. The two best options for this
primary storage spot are either the FTI system setup software or for larger programs, a customer
managed database that stores all of the measurement information. If an end-user managed database
is used, then there must be a way to transfer this information electronically to the FTI system setup
software. Typically, this is done via the FTI vendor’s XML format.
Traditionally moving the configuration from the FTI system setup software to the pre-flight
checkout and real-time data visualization and analysis software has been done via IRIG-106
Chapter 9 Telemetry Attributes Transfer Standard (TMATS) files. TMATS files are very good at
describing the configuration of traditional IRIG-106 Chapter 4 PCM streams and IRIG-106
Chapter 10 files. However, TMATS struggles to describe more complex data types and networked
telemetry systems.
In an Ethernet networked telemetry system, PCM style data types are only one of many data types
that can be sent on the network. Some of the types can be described with TMATS via the B-Group
which supports MIL-STD-1553 bus messages and ARINC-429 bus messages. However other
more modern data types like generic Ethernet data and other vehicle specific data sources cannot
be described fully with TMATS. TMATS also lacks the ability to fully describe complex, nested
data streams.
To address these limitations in TMATS, the RCC Telemetry group has created IRIG-106 Chapter
23. Chapter 23 describes the Metadata Description Language (MDL). MDL is part of the
Telemetry Network Standards (TmNS) that are defined in Chapters 21 to 28 of the IRIG-106
standard. MDL is an XML based language that allows all aspects of the data acquisition system
to be described in a generic manner. This includes both the setup of the data acquisition hardware
and the layout of the actual data that is sent as Ethernet packets. In theory, a user who knew
nothing about the data on their network could take a comprehensive MDL file and use it to
playback and interpret all of the data.
In part due to its expressive power, MDL is a complex standard and the tools that are commonly
used in the flight test instrumentation industry are still catching up with the capabilities of MDL.
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Although MDL support is coming in the future to solve the problem of transferring setup
information between the different stages of the flight test instrumentation process, there is a need
for a temporary stopgap way to interoperate Ethernet networked FTI systems while MDL matures
and becomes widely available. This will enable the continued use of existing tools with Ethernet
networked data acquisition systems while maintaining backwards compatibility with legacy PCM
systems.

BACKGROUND ON CURTISS-WRIGHT’S FTI SOFTWARE
Curtiss-Wright provides software applications for all four phases of the Flight Test Instrumentation
process. Our TTCWare software is used for configuring and programming our data acquisition
hardware. Meanwhile, our IADS software can be used for pre-flight checkout, real-time data
visualization and analysis, and detailed post-flight data analysis. We have also recently introduced
our Post-Test Explorer software which provides customers with the ability to perform data search,
analysis, and report generation on post-flight data across multiple test flights. Tying these
applications together so that they are easier to use for an end-to-end flight test is very beneficial
for our customers.
Many customers use TTCWare as the hub for all of their flight test instrumentation setup
information. TTCWare has the ability to export the configuration of an FTI system as a TMATS
file. This allows us to export all of the critical information about a traditional PCM telemetry
system, but it lacks support for many of the networked FTI items that we would like to export.
For example, TMATS cannot describe the setup of all of our data sources. It also is unable to fully
describe all of the nested data streams and the unusual data types that are sometimes found in our
FTI systems.
On the Data Visualization and Analysis side, the IADS software has the ability to import TMATS.
It also has the ability to read some vendor specific XML formats to import FTI system
configuration. Based on our desire to fully support all of Curtiss-Wright’s FTI hardware in both
TTCWare and IADS, we decided to design and implement a simple, standardized way to pass
configuration information between TTCWare and IADS. Our goal for this effort was to make it
light weight so that we could rapidly deploy it in both applications. This feature allows IADS to
be opened from TTCWare with a single click.

DESIGN CONSIDERATIONS
Once we decided to design a new method for exchanging setup information between TTCWare
and IADS, we considered several options before selecting an approach. First, we took a look at
using a shared database. This approach had been used in the early 2000s to enable TTCWare to
interoperate with our legacy TTCVision software quickly and easily. While this approach has
some key benefits such as the fact that there is no export/import step, it breaks down when you
consider that it tightly couples the applications together. Any change in one application must be
mirrored in the other or the ability to share the database quickly breaks down. This also requires
3

end-users to update both applications at the same time in order to keep them in sync. Unfortunately,
this is not always possible due to the desire to not disturb working systems. It also requires each
application to know a lot about the internal implementation details of the other application. We
decided that this was not a good approach.
Next, we considered using TTCWare’s long established XML export format. The main benefit
of this is that all of the products in TTCWare are already fully supported by the XML exporter.
The disadvantage is the higher complexity that comes from the subtle differences between each
type of data acquisition unit’s setup in the XML. Again, the receiver of the XML file, in this case
IADS, needs a great deal of knowledge about each product in order to import the XML file. The
files can also be quite large which slows down the import process. This inefficiency is mainly due
to the fact that the XML contains a lot of extra information about the settings of every card and
parameter that we don’t actually need to import the setup into IADS.
This led us to the decision to design a new, lightweight XML explicitly for the purpose of
exchanging critical setup information. Since this XML was being designed from the ground up, it
would emphasize consistency in the way that DAUs were described, so that adding new products
in the future in TTCWare would have minimal impact on IADS. By only including the essential
information, we ensured that the file would be a lot smaller and that all of the information would
be useful for IADS. The consistent XML schema also enabled us to eliminate any ambiguity that
might occur when trying to interpret the standard TTCWare XML.
During the design of this new XML, we considered several requirements. One was the desire to
support all current data types with the flexibility to define more data types in the future. We also
wanted to have the concept that the ingesting software didn’t need to support all of the exported
data sources. By using a consistent format for describing data sources, the importing software
can simply skip over any data sources that have an unrecognized type.
The design that we created can be used by third parties or by custom user software too, since it
provides the essential information needed to process the data. The ingesting software would still
need to natively understand the format of the data so that it could process the data stream, but the
XML file would at least provide it with a way to know what the data is and how it is identified on
the network.
Some of the key data types that we wanted to be able to support with this system were industry
standards like IRIG-106 Chapters 4, 7, 8, 10/11, and 21 to 28. We also wanted to support
proprietary protocols like Curtiss-Wright’s DARv3 and MARM-2000 PCM formats.

DESIGNING AN XML FILE FORMAT FOR FTI DATA EXCHANGE
The primary purpose of the XML file format that we created is to exchange information about the
data sources in a Flight Test Instrumentation system between different software applications. At
the heart of the file is a list of all of the data sources in the FTI system. This essentially includes
every device within the system that can output data that it collects or generates. For each data
source, the most important pieces of information are its type and its unique name. The data type
4

attribute is critical because it immediately allows the software that is reading the file to know if it
should process the data source or skip over it because it is not a supported data type.
Inside of each data source, we have a set of XML settings that describe the essential information
about the data source. This includes information on how you acquire the data, how the data is
encoded, and what unique identifiers differentiate this data from other data on the network.
Here are the settings that are required for each Data Source:
•
•

•

•

•
•
•

•
•

Source – The source setting tells the software if the data can be found on a PCM Decom,
a live Ethernet stream, or a recorded file.
Container – The container setting defines the wrapper that surrounds the data source.
Some common examples of wrappers include Chapter 4, Chapter 7, Chapter 8, Chapter
10/11, DARv3, TmNS, and Chapter 10 UDP.
Container Sub-Type – For containers that offer multiple encoding options, the container
sub-type allows the XML to indicate the encoding scheme that is used. This applies to
several container types including Chapter 10 UDP which currently offers three different
encodings.
Container Data Type – For containers with well-defined data type identifiers, such as
Chapter 10/11 and DARv3, this setting is used to store the data type identifier. For
example, in Chapter 10/11, PCM data is type 0x09.
IP Address – This setting is the Ethernet IP address of the data source. This is typically a
Multicast IP address.
Port Number – This setting is the Ethernet Port number of the data source.
Primary Unique ID – This setting is the unique ID for this data source. Depending on the
container type, this could be the Chapter 10/11 Channel ID, the Data Source ID (DSID)
for DARv3, or the Message Definition ID (MDID) for TmNS.
Secondary Unique ID – For some containers such as TmNS, a secondary ID is needed.
For TmNS, the secondary ID is the Package Definition ID (PDID).
PCM Format Reference – This setting is a link to a PCM Format section in the XML file
which will be described later. This is only valid for PCM types.

Figure 1 - Data Source XML Sample

For PCM Data Sources, some additional information is needed in order to process the PCM stream
and the measurements that it contains. Since PCM data remains the most common and important
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data type in most FTI systems, the definition of the PCM Format is very important. Each PCM
Format has a name which can be referenced from one or more data sources.
Here are the settings that are required for each PCM Format data source:
•
•
•
•
•

Words Per Frame – This setting is the number of words per minor frame.
Frames Per Major Frame – This setting is the number of minor frames per major frame.
Bits Per Word – This setting is the number of bits per word.
Bit Rate – This setting is the bit rate of the data in bits per second.
Frame Sync Pattern – This setting stores the frame sync pattern and the number of words
occupied by the Frame Sync.

Figure 2 - PCM Format XML Sample

Once we have defined the basic PCM Format settings then we need to list the measurements that
are inside of the PCM Format. In TTCWare and IADS, we call these measurements “parameters.”
For each parameter, we basically need to know three things: what its name is, where it is located
in the PCM Format, and what type of data processing is needed to convert the data from raw counts
to a meaningful value.
For the parameter’s data type, we are interested in identifying parameters that have unusual
properties. For example, a video or audio parameter needs to be handled differently than a typical
analog sensor parameter or a bus data word. We also want to flag parameters that contain
embedded data streams like Chapter 7 or other proprietary encodings.
For the location of the parameter in the PCM Format, we can borrow the concept of fragments
from TMATS. The big advantage of using fragments to describe the location of the parameters in
the PCM Format is that it allows us to support parameters that span more than one word in the
PCM Format. For example, a parameter from an ARINC-429 bus is typically 32-bits in length.
This will span two words in a 16-bits per word PCM format. In some of Curtiss-Wright’s data
acquisition systems, it is possible for fragments of a parameter to be non-contiguous in the PCM
Format. The fragment system fully supports this use-case and greatly helps IADS by identifying
the locations for all of the pieces of a parameter.
Fragments also support a bit mask to handle cases where a parameter doesn’t need all of the bits
in a PCM word. Consider the example of a 12-bits per word PCM format with IRIG time words.
Each IRIG time word is 16-bits long, so they require 12 bits from one word and an additional 4
bits from a second word. The remaining 8 bits of the second word are not needed and should be
discarded.
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Lastly, we can define an Engineering Unit (EU) Conversion for the parameter. In typical flight
test applications, approximately 95% of all EU Conversions are first-order polynomials. The
remainder are either higher order polynomials, lookup tables, or other rarer conversions. The EU
Conversion that can be specified in the data exchange XML file handles the Polynomial (any order)
and Lookup Table use cases.

Figure 3 - Parameter XML Sample Showing a First Order Polynomial EU

For other more complex use cases, we also offer two alternative ways of defining EU Conversions:
Concatenations and Derived Parameters. Concatenations are similar to fragments in that they
select individual words from the PCM Format and concatenate them together into a single
measurement. The difference is that Concatenations can select any parameters and combine them
together in any order. A bit mask can be applied to each parameter to select only the bits of interest.
In TTCWare, we limit concatenations to containing a maximum of eight parameters and a total of
64-bits. Concatenations can be assigned an EU Conversion function just like a regular parameter.
These EU Conversions are limited to Polynomial or Lookup Table functions.
Derived Parameters are the most powerful and flexible EU Conversions because they allow the
user to enter a free-form mathematical expression containing parameters, constants, and functions.
For Derived Parameters, we export the expression as a text string. Since there are differences
between the function list and syntax between TTCWare and IADS, a conversion process must be
done by the importing application to convert the expression to its native syntax and function list.

CONCLUSION

The data exchange solution described in this paper is a good near-term solution for transferring
critical FTI setup information between different software applications. Its simple design gives us
an easy way to transfer setup information while including many features that are lacking from
TMATS. In the long term, MDL will replace this solution as the standard method for exchanging
FTI setup information between software and hardware. However, we know that flight test
7

programs often last for many years and there is typically a need to support legacy technologies for
the entire duration of the test program or even for the duration of the life of an aircraft platform.
As a result, there will be a need for this data exchange solution for a long time while MDL support
is slowly deployed throughout the Flight Test industry.
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ABSTRACT
Autonomous vehicles increasingly play an important role in daily life. Low-stakes use cases can
enable people’s familiarity and confidence in these systems, helping to establish public trust. The
Neutronomous project aims to enable food and package delivery via a low-cost, easy-to-fabricate
one-tenth scale autonomous car. Three Raspberry Pis execute real-time parallel computations for
sensing and localization via an environmentally robust LiDAR, and state estimation and high-level
planning via an IMU-enabled GPS. This build is ideal for a self-driving robot to navigate college
and corporate campuses, as well as small towns. The Neutronomous car’s practical and accessible
implementation paves the way for continued integration of autonomous vehicles in public spaces.
INTRODUCTION
The Department of Electrical and Computer Engineering at University of California Santa Barbara
facilitates year-long undergraduate senior capstone projects in which teams of students work on a
project that is often scoped and funded by an industry partner. In this case, the project was funded
by the International Foundation for Telemetering.
The team aimed to develop a small-scale autonomous car based on the F1TENTH framework developed at the University of Pennsylannia [1]. Autonomous vehicles are becoming more common
in daily life as well as popular culture but still face significant challenges for adoption. Technical
challenges include difficult-to-predict road conditions, sensor interference, and variable weather
∗
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conditions. Hardware and overall cost of engineering development impose financial burdens, and
the public needs to be able to trust autonomous systems. The team aimed to address the latter
challenge by prototyping a small-scale car to efficiently deliver packages on campus settings. By
safely demonstrating obstacle avoidance, the car would thus increase public confidence in such
technology.
The F1TENTH project is an open-source project utilized in universities. The project enables students and researchers alike to learn about perception, planning, control, and the role of autonomous
systems in society. The project is taught in the form of a course with the end goal of racing, hence
the F1 (i.e. Formula One) in the name. Additionally, the scale of the car is one-tenth of a standard
car.
Through the use of ROS packages and hardware inspired by the original F1TENTH project, the
main technical challenges lay in integrating the hardware components and developing efficient
code for real-time control. This paper aims to convey the hardware and software configuration as
well as technical challenges faced during development.
VEHICLE HARDWARE
The vehicle components were all off-the-shelf in order to make the final product accessible and
affordable. The components used were similar to those suggested on the F1TENTH website (final
build in Figure 1). The main differences were the use of an IMU and GPS, no camera, and Raspberry Pi computers instead of a NVIDIA Jetson NX. The choice of components was based on a
desire to use common sensors (i.e. IMU/GPS and LiDAR) as well as supply-chain availability (i.e.
Raspberry Pi in lieu of the NVIDIA Jetson).
A.

Sensing

At the sensing level, we mounted a BerryGPS-IMU on one of the single board computers and a
RPLiDAR A3M1 on the front of the vehicle. The advantage of the GPS integrated with IMU is
a compact form-factor that can be mounted on the Raspberry Pi. The LiDAR system provides
2D 360 degree scans of the surroundings with 20m range outdoors and 25 meter range indoors at
a 10Hz scanning frequency. A key feature of the RPLiDAR product is its resistance to daylight
interference allowing for both indoor and outdoor use.
B.

Computers

For computation we used three Raspberry Pi 4 single board computers. Each has a 1.5GHz 64bit ARM processor with 4GB of RAM. As illustrated in Figure 2, each Pi performed a specific
task: sensing and low-level tasks, LiDAR processing and SLAM, and trajectory planning. Due
to high computational needs for SLAM as well as the trajectory planning, it made sense to split
this computation across multiple boards. While more powerful single board computers are on
the market, the Raspberry Pi has a strong development community and is cost-effective. Another
advantage of parallel computation is that it allows for parallel development of subcomponents (e.g.
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Figure 1: The fully-built car is shown with the LiDAR on the front of the vehicle.

the LiDAR was set up and tested independently before integrating with the rest of the stack). This
allowed the team to test, develop code, and tune the sensors independently from one another during
early stages of the process.
C.

Vehicle base and actuators

Starting from the base, the team used a Traxxas Slash 4x4, which ships with the wheels, suspension, radio transmitter, 12V lithium polymer battery, remote control, antenna, electronic speed
controller (ESC), Titan 12T 550 brushed DC motor, and a built-in steering servo. The radio transmitter and antenna were removed, with the ESC being replaced by a Vedder ESC (VESC). The
stock product allows for speeds over 60 mph if desired. In order to mount the computers, LiDAR,
and VESC on the car, we laser-cut a platform that would elevate these components above the motor
and battery. The finished car is shown in Figure 1. An additional (Anker) power-bank is included
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for the purpose of separating the power supply of the car from the computers. This was simply to
eliminate the need for a voltage converter.

Figure 2: The sensors feed data to a corresponding Raspberry Pi, which after performing computations,
outputs a control signal to the actuators.

SOFTWARE
The team utilized ROS [2] packages to enhance the adaptability of the system as well as to enable
off-the-shelf algorithms for perception and control. The overall software architecture is illustrated
in Figure 3.
D.

Sensing

The team focused on indoor navigation to start, such that the RPLiDAR and IMU provided the
sensing. The GPS in the GPS-IMU only functions appropriately outdoors. The IMU was used for
generating odometry data, namely pose and linear and angular velocity. By using the RPLiDAR,
the team could use simultaneous localization and mapping (SLAM), which estimates the car’s
position in a local map (i.e. the area that is visible to the RPLiDAR) as well as the car’s pose.
An example of accurate mapping in the lab space is shown in Figure 4(a). With the intention of
running in real-time, the SLAM algorithm allows for continuously building the local map as the
car moves throughout the space of interest. In particular, the team used the ROS Hector SLAM
package [3]. Hector SLAM is a two-dimensional SLAM system based on a robust scan matching
technique, suiting the two-dimensional scans coming from the RPLiDAR.
In addition, because the SLAM data was useful for odometry purposes in addition to generating
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Figure 3: The ROS software configuration is shown superimposed on the Pi boards where computations
would take place.

local cost maps, the team utilized the robot localization ROS package [4]. This package enabled
sensor fusion between the IMU and the SLAM output by using an extended Kalman filter (EKF).
This generates more accurate odometry data. For example, IMUs rely on accelerometers and
therefore do no generate useful information when the car is moving at constant velocity in a straight
line. Meanwhile, the linear velocity can be inferred from the rate of change in the local cost map
from the SLAM algorithm. In this way, sensor fusion can help to improve the state estimates of
the system.
It’s worth noting that the GPS can be used to improve state estimates when outdoors as well as
provide the location of the car when traversing large areas. Due to the focus on indoor navigation
for the duration of the project, the GPS was not utilized.
An issue that the team ran into when working on SLAM was distortion of the local cost map when
turning (Figure 4(b)). The result of this was an inaccurate cost map. The underlying reasons for
this distortion were ultimately unclear but were potentially related to the Raspberry Pi being underpowered for handling the RPLiDAR’s data or more fundamental configuration issues when setting
up Hector SLAM.
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Figure 4: (a) Hector SLAM is able to accurately map the lab space where multiple small objects such as
chairs and desks occlude small sections. (b) The team encountered issues when turning the car, resulting in
inaccurate maps.

E.

Planning and Control

The planning and control system contained three levels. The two highest levels planned the path
of the car, and this was executed using the ROS package move base [5]. Generally, move base
uses two cost maps. What is known as the “global cost map” provides a general map of the area
capturing larger, static features. In the context of this project, this can be generated from exploring
a region of interest, such as a campus, by using manual control while running the SLAM algorithm.
By using the GPS for localization on the global cost map, waypoints could be determined for where
to go next. The lower level planning (second level) utilized the “local cost map”. This captures
real-time information such as dynamic obstacles and local features left out of the more granular
global version. The actual path planning algorithm used is A∗ . Lastly, move base is configured to
output a velocity and angular velocity reference. Due to the system being nonholonomic, this was
transformed into a velocity and steering angle reference. In turn, a PID controller communicating
with the VESC tracked the reference linear velocity, and similarly a PID controller working with
the servo tracked the reference steering angle.
F.

Integration

The team developed the subsystems in parallel with the aim to integrate them using the communication flexibility provided by ROS. The architecture depicted in Figure 3 indicates the information
flow. In particular, SLAM using the raw data from the LiDAR publishes to cost map, which is the
local cost map. The local cost map, also known as an occupancy map, defines whether a point on
the mapped space is occupied. The data is stored in a matrix with zero corresponding to empty
and one corresponding to occupied. By using Bayesian inference, the entries become probabilities
of occupancy rather than simply boolean. The local cost map gives the path planner, move base,
information about local obstacles and can be used for sensor fusion. At the same time, the GPS
and IMU are providing odometry data to the odom topic, which is read by move base. Utilizing
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these two topics, move base publishes the aforementioned references to cmd vel. The references
are then transformed in the base controller to desired velocity and steering angle. In order for the
base controller to utilize feedback, it subscribes to the odom topic to get the current linear velocity. Since there are not sensors to read the actual heading angle, the current steering angle can
be inferred from the combined linear and angular velocity. Lastly, the base controller (both PIDs)
publish to control effort. The control signal is sent to the servo and motor.
It is worth noting that since the sensors are not all in the same place on the car, the tf topic allows
for transforms such that all computations use the same coordinate frame.
When integrating the subsystems, the team faced a few challenges. At the sensing level, the team
encountered persistent issues with establishing an accurate cost map due to the distortion when
turning. This limited testing to driving in straight lines or very slow turns. Finally, during the final
days of the project, after getting move base to output reference signals, the base controller would
not compile due to issues in ROS. This led to the inability to fully test the autonomy of the car. As
a result of this, the team was only able to demonstrate the performance of the car moving under
manual control. This manual control was instated earlier on in the project to allow for developing
global cost maps. By accessing the Pi via secure shell protocol (SSH), the team controlled the
speed and turning of the car via keyboard commands.
CONCLUSIONS
The capstone project aimed to develop a miniature autonomous car for campus-scale delivery
purpose. While the end result did not meet the original goal, the team was able to gain valuable
experience in working with sensing/perception, planning and control, and software development
with ROS. Furthermore, by considering the objective of furthering public trust in autonomous
systems, the team engaged with the question of what role autonomous systems play in society. In
this way, the team was successful in meeting the goals of the F1TENTH project. By using different
components than the well-documented ones on the F1TENTH website, the team set forth a greater
challenge for itself. If given more time in the future, it would be rewarding to finish the car and
demonstrate the capabilities originally set forth.
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ABSTRACT
This paper considers the joint fleet management and ride pricing problem faced by a profit-maximizing
transportation service provider that operates a fleet of autonomous vehicles to serve the population’s urban mobility needs. Due to intractability issues of solving for the exact optimal real-time
control policy, reinforcement learning-based solutions have been shown to perform well [1]. Existing works based on reinforcement learning do not scale well with the network size due to large
state and action spaces. We study this issue by applying multi-agent reinforcement learning to develop a real-time policy, where each node acts as an agent. State abstraction allows us to represent
the state information in a more compact manner, which reduces the dimension of the state space,
while local decisions result in a lower dimension for the action space. We demonstrate the efficacy
of the multi-agent reinforcement learning policy on an 8-node transportation network.
INTRODUCTION
The rapid evolution of enabling technologies for autonomous driving has facilitated state-of-the-art
transportation options for urban mobility. Owing to developments in automation, it is possible for
an autonomous-mobility-on-demand (AMoD) fleet of autonomous vehicles to serve the society’s
transportation needs, with multiple companies now heavily investing in AMoD technology [2].
The introduction of autonomous vehicles for mobility on-demand services provides an opportunity for better fleet management. Specifically, idle vehicles can be rebalanced throughout the
network in order to prevent accumulating at certain locations and to serve induced demand at every location. Autonomous vehicles allow rebalancing to be performed centrally by a platform
operator who observes the state of all the vehicles and the demand, thus eliminating the need for
manual intervention from a human driver. Moreover, a dynamic pricing scheme for rides is essential to maximize profits earned by serving the customers. Coupling an optimal fleet management
1

policy with a dynamic pricing scheme allows the revenues to be maximized while reducing the
rebalancing cost and the waiting time of the customers by adjusting the induced demand.
We consider a model that captures the opportunities and challenges of an AMoD fleet, which
consists of complex state and action spaces. In particular, the platform operator has to consider
the number of customers waiting to be served at each location (ride request queue lengths) and the
locations of all the vehicles in order to make decisions. These decisions consist of pricing for rides
for every origin-destination (OD) pair and routing decisions for every vehicle in the network. Upon
taking an action, the state of the network undergoes a stochastic transition due to the randomness in
customer behavior. In this AMoD system, a real-time control policy that jointly executes dynamic
pricing and vehicle routing decisions based on the real-time state is required in order to maximize
profits and customer satisfaction.
The earlier works on control policies for AMoD systems use Model Predictive Control (MPC)
approaches to design real-time control policies for fleet management [3, 4, 5, 6]. The underlying
idea is to solve an open-loop optimization problem at each time step to yield a sequence of control
actions over a receding horizon, but only execute the first control action. The drawback of these
approaches is that they rely on predictions of the future (e.g., future demand) for planning, which
might not be accurate. Furthermore, the optimization problems are typically formulated into largescale linear or integer programming problems, which may not scale well. An alternative approach
is to formulate the evolution of the AMoD system as a Markov Decision Process (MDP) and solve
for the optimal policy using dynamic programming. Due to intractability issues of solving for the
exact optimal real-time control policy using dynamic programming, reinforcement learning-based
solutions have been shown to perform well [1, 7, 8, 9]. Among these, the multi-agent approaches
model each vehicle as an agent and therefore do not scale well with the number of vehicles [8, 9].
On the other hand, the centralized approaches successfully develop real-time control policies for
rebalancing [7] as well as joint dynamic pricing and rebalancing [1], however, these approaches do
not scale well with the number of nodes in the network.
In this work, we study the scalability issue by applying multi-agent reinforcement learning
to develop a real-time policy, where each node acts as an agent. State abstraction allows us to
represent the state information in a more compact manner, which reduces the dimension of the
state space, while local decisions result in a lower dimension for the action space. Inspired by
[10], we propose a multi-agent reinforcement learning framework for AMoD and learn a multiagent policy via Proximal Policy Optimization (PPO) [11]. We demonstrate that the multi-agent
RL policy converges faster and performs better than the centralized RL policy.
SYSTEM MODEL AND PROBLEM DEFINITION
The following definitions, which are adopted from [1], describe the system model and problem:
Network and Demand Models: We consider a fleet of AMoD vehicles operating within a transportation network characterized by a fully connected graph consisting of N = {1, . . . , n} nodes
that can each serve as a trip origin or destination. We study a discrete-time system with time
periods normalized to integral units t ∈ {0, 1, 2, . . . }. In this discrete-time system, we model
the arrival of the potential riders (i.e., the customers willing to travel free of charge) with origindestination (OD) pair (i, j) as a Poisson process with an arrival rate of λij (t) in period t, where
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λii (t) = 0. We adopted a price-responsive rider model, where we assume that the riders are heterogeneous in terms of their willingness to pay. In particular, if the price for receiving a ride from
node i to node j in period t is set to pij (t), the induced arrival rate for rides from i to j is given
by Λij (t) = λij (t)(1 − F (pij (t))), where F (·) is the cumulative distribution of riders’ willingness to pay with a support of [0, pmax ]. Thus, the number of new ride requests in time period t is
Aij (t) ∼ Pois(Λij (t)) for OD pair (i, j).
Vehicle Model: To capture the effect of trip demand and the associated routing (routing also
implies rebalancing of the empty vehicles) decisions on the costs associated with operating the
fleet (maintenance, mileage, etc.), we assume that each autonomous vehicle in the fleet has a per
period operational cost of β. In our discrete-time model, we assume each vehicle takes τij periods
to travel between OD pair (i, j). We consider the travel times to be constant and exogenously
defined for the time period the policy is developed for, because we assume that the number of
AMoD vehicles is much less compared to the rest of the traffic. Also, to consider changing traffic
conditions throughout the day, it is possible to train multiple control policies for the different time
intervals.
Ride Hailing Model: The platform operator dynamically routes the fleet of vehicles in order to
serve the demand at each node. Customers that purchase a ride are not immediately matched with
a ride but enter the queue for OD pair (i, j). After the platform operator executes routing decisions
for the fleet, the customers in the queue for OD pair (i, j) are matched with rides and served in
a first-come, first-served discipline. A measure of the expected wait time is not available to each
arriving customer. However, the operator knows that longer wait times will negatively affect their
business and hence seeks to minimize the total wait time experienced by users. Denote the queue
length for OD pair (i, j) by qij (t). If after serving the customers, the queue length qij (t) > 0, the
platform operator is penalized by a fixed cost of w per person at the queue to account for the value
of time of the customers.
Platform Operator’s Problem: We consider a profit-maximizing AMoD operator that manages
a fleet of vehicles that make trips to provide transportation services to customers. The operator’s
goal is to maximize profits by 1) setting prices for rides and hence managing customer demand at
each node; 2) optimally operating the AMoD fleet (i.e., routing) to minimize operational costs as
well as customer wait time.
BRIEF OVERVIEW OF DEEP REINFORCEMENT LEARNING
Reinforcement learning is a machine learning approach in which an agent learns to choose optimal actions to achieve its goals by observing the states of its environment through an interactive
process. The main purpose of an agent in reinforcement learning is to learn a policy that from
any initial state, performs actions that maximize the reward accumulated over time. The general setting of reinforcement learning can be summarized as follows. At an instant t, An agent
observes the environment’s current state s(t) ∈ S, and performs an action a(t) ∈ A, where S
and A are state and action spaces of the environment, respectively. The environment responds
to the agent’s action a(t) at state s(t) with a reward r(t) = r(s(t), a(t)) and generates a successor state s(t + 1) = T (s(t), a(t)), where T is the random and unknown transition function
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of the environment. In deep reinforcement learning, the goal of the agent is to find a stochastic
(or deterministic) policy parameterized by θ, which constitute the weights of a deep neural network: πθ (a|s) = π : S × A → [0, 1],, i.e., a probability distribution in the state-action space
(or πθ (s) : S → A in the deterministic case). The goal is to derive the optimal policy π ∗ , which
maximizes the discounted cumulative expected rewards:
"∞
#
X
π ∗ = arg max Eπ
γ t r(t) ,
(1)
π

t=0

where γ ∈ (0, 1] is the discount factor. The value of taking an action a in state s, and following the
policy π afterwards is characterized by the value function Qπ (s, a):
"∞
#
X
Qπ (s, a) = Eπ
γ t r(t)|s(0) = s, a(0) = a .
(2)
t=0

The methods used by reinforcement learning algorithms can be divided into three main groups:
1) critic-only methods, 2) actor-only methods, and 3) actor-critic methods, where the word critic
refers to the value function and the word actor refers to the policy [12]. In this work, we adopt a
practical policy gradient method called Proximal Policy Optimization (PPO) [11] to develop our
real-time policy, which is an actor-critic method. In actor-critic methods, the policy is updated by
making use of both the value functions and policy gradients:
h
i
(3)
θ(t + 1) = θ(t) + α∇θ Eπθ(t) Qπθ(t) (s, a) .
Actor-critic methods are able to produce actions in a continuous action space while reducing the
high variance of the policy gradients by adding a critic (value function).
SINGLE AND MULTI-AGENT REINFORCEMENT LEARNING POLICIES
We employ the deep reinforcement learning method described in the previous section to acquire a
decision-making model that can produce near-optimal actions in the AMoD environment. We will
train and compare the performances of two policies: 1) a centralized policy (single agent), where
all decisions are made by a central operator that observes the complete state of the system, and
2) a multi-agent policy, where each node makes its own pricing and vehicle routing decisions by
observing only the relevant states to them. The details of both settings are described below:
1. Single-agent: In the single-agent setup, s(t), i.e., the state of the environment at time t,
consists of the vehicle locations and the customer queue lengths. We let s(t) = [v(t) q(t)],
where v(t) is the vector that consists of the number of vehicles at each node (as well as
the vehicles currently traveling) and q(t) = [qij (t)]i,j∈N is the vector that consists of the
customer queue length for all OD pairs (i, j). Upon observing the state s(t) of the AMoD
system, the agent takes action a(t). We let a(t) = [p(t) x(t)], where p(t) = [pij (t)]i,j∈N
consists of ride prices between all OD pairs (i, j) and x(t) = [xij (t)]i,j∈N consists of number
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Figure 1: Data Flow of Multi-Agent Training

of vehicles being moved from every origin i to every destination j. Upon taking the action
a(t), the agent observes the reward:
X
X
X
r(t) =
pij (t)Aij (t) − w
qij (t) − β
τij xij (t),
(4)
i,j∈N

i,j∈N

i,j∈N

where the first term corresponds to the revenue generated by the passengers that request a
ride for a price pij (t), the second term is the queue cost of the passengers that have not yet
been served, and the third term is operational costs of the vehicles that are being routed.
2. Multi-agent: In the multi-agent setup, the idea is to reduce the dimension of inputs and
outputs of the neural network by state abstraction and local decisions, and thus reduce the
required size or training time to achieve an accurate result. This is applicable when the
action space of the environment can be divided into multiple parts, where each part only
requires a fraction of the observation and/or summary of the observation. In the context of
the AMoD system, each node has its own observation
P relevant to its local decisions. We
let the state of node i be si (t) = [qij (t) qji (t) vj (t) k∈N qjk (t)]j∈N , which consists of the
queues for which node i is either origin or destination, the available vehicles at each node
j ∈ N , and the total queue lengths at every node j ∈ N . We let the action taken by node i
be ai (t) = [xij (t) pij(t) ]j∈N , which consists of vehicles sent to each destination j and prices
set for each ride origination from i. Once all nodes take their local actions, the reward is
observed the same as (4).
Figure 1 illustrates the data flow of multi-agent architecture. It is worthwhile to highlight that
while the state and the action spaces of the single-agent setup are O(n2 ), the state and the action
spaces of the multi-agent setup are O(n). This reduction in the space dimensions motivates the
multi-agent approach for faster training of the neural networks. In the next section, we present the
numerical study comparing the performances of the single and the multi-agent policies.
NUMERICAL RESULTS
We build the AMoD environment using OpenAI-Gym [13], and use Proximal Policy Optimization
(PPO) [11] on Stable Baselines 3 [14] to train a decision making model for this problem. The
value network and policy network of PPO are both fully connected feed-forward layers with ReLU
activation functions.
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Figure 2: Map of Testing Environment

For both single and multi-agent setups, we used a single neural network for the policy. Although it is straightforward to have a single neural network for the single-agent setup, some justification is required for the multi-agent setup. Theoretically, each agent of the multi-agent learning
model should have its own policy, i.e., independent networks. However, in the context of AMoD
environment, the network weights should be very similar. The only difference is that the difference
in distance to each other node causes the policy to have slightly different weights. Treating the distances as part of the input to each sub-networks, we can use one-hot encoding of the current node
index as the input, and the weight of this input will store the distance information. By doing so,
for an n node environment, we need only 1 network instead of n networks, increasing the training
speed significantly.
Testing Environment: As illustrated in Figure 2, the sample environment consists of 8 nodes
arranged in a 2 by 4 grid, where each node is connected to adjacent nodes with a distance of 1.
Thus, the furthest node pair has a distance of 4 time units. The arrival rate λij = λ̄τij−1 , where
τij is the distance (in time units) between node i and node j. In this model, there will be fewer
customers on longer trips.
Environment Parameters: We let pij (t) ∈ [0, 1] and F (pij (t)) = 1−pij (t). We use the arrival rate
λ̄ = 5, operating cost β = 0.1, waiting penalty w = 0.2, and total number of vehicles Nv = 80.
This number is chosen deliberately small so that stationary policy cannot perform well: When
there are more than enough vehicles available, a response-on-demand policy is already optimal,
while having fewer vehicles will make it harder to have a stable policy.
Training Parameters: We adapt the default parameters of Stable Baselines 3 for single-agent
(subscript s below), but did some changes to fit the one-network multi-agent model (subscript m
below):
• Discount factor γs = γ̄ = 0.99, γm = γ̄ 1/n = 0.991/8 = 0.99874
• GAE parameter λs = λ̄ = 0.95, λm = λ̄1/n = 0.951/8 = 0.9936
• Sampling Step nstep,s = n̄step = 256, nstep,m = n̄step n = 256 × 8 = 2048
• Size of value network and policy network: 2 hidden layers of size 128 neurons.
• Learning rates: 1 × 10−5 , 2 × 10−5 , 3 × 10−5
The training results are shown in Figure 3. It can be seen that the single-agent results are not
improving when reducing the learning rate, which means the bottleneck of improvement is on the
network size. For single-agent, there are 80 observations and 128 actions, which probably require
a network far larger than 128 neurons per layer. On the other hand, multi-agent not only converges
to a far better result but also shows an improving trend when reducing learning rates. This result
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Figure 3: Training Results

shows that multi-agent is an effective way to reduce network size requirements and improve the
result.
CONCLUSIONS
In this paper, we developed a real-time control policy based on deep reinforcement learning for
operating an AMoD fleet of vehicles as well as pricing for rides. Our real-time control policy
jointly makes decisions for: 1) vehicle routing in order to serve passenger demand and rebalance
the empty vehicles, and 2) pricing for rides in order to adjust the potential demand so that the
network is stable and the profits are maximized. We developed two real-time policies based on reinforcement learning: 1) a single-agent policy, where all decisions are made by a central agent that
observes the complete state of the system, and 2) a multi-agent policy, where each node makes its
own pricing and vehicle routing decisions by observing only the relevant states to them. Although
the single-agent reinforcement learning policy performs well for small networks, it does not scale
well with the number of nodes in the network. On the other hand, the multi-agent reinforcement
learning policy suffers less from the number of nodes thanks to state abstraction and local decisions. Through a numerical study on an 8-node network, we demonstrate the superiority of the
multi-agent policy to the single-agent policy.
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ABSTRACT
Pathfinding is a core challenge in autonomous vehicle scouting. The difficulty in tackling it comes
both from its aspect as an abstract traveling salesman problem, and from the physical limitations
of the chosen vehicle that restrict possible paths to realistic ones. The physical limitations are
especially strong for unmanned aerial vehicles with high turn radii like fixed-wing planes. This
paper describes two complementary subsystems that have been implemented to tackle a scouting
task with a fixed-wing plane for an area with static obstacles. The first is a turn-reluctant cover-path
algorithm that provides a solution to the traveling salesman problem with soft turns. The second
is a turn-aware short-path algorithm that provides a path from an initial to a final position while
avoiding static obstacles and accounting for the minimum turn radius of the plane.
INTRODUCTION
The Association for Unmanned Vehicle Systems International’s Student Unmanned Aerial Systems Competition (AUVSI SUAS) is a yearly competition where teams of students use Unmanned
Aircraft Systems (UAS) to complete various tasks [1]. One of these tasks is scouting a polygonal
area to detect ground objects while avoiding static cylindrical obstacles. A sample map from the
2022 competition’s rules is shown in Fig. 1.
For the 2022 AUVSI SUAS competition, the Arizona Autonomous Vehicles club built a fixed-wing
plane with a downward camera and developed two algorithms to guide it: one to ensure complete
scanning of the search area, and the other to ensure obstacle avoidance using movement feasible
by a fixed-wing plane.

1

Figure 1: Sample map from the 2022 AUVSI SUAS competition’s rules [1].

This paper formalizes the scouting task of the competition in the problem statement. It then
presents each algorithm in detail in its respective section. Finally, it proposes future improvements
on both algorithms in the conclusion.
PROBLEM STATEMENT
Considering a fixed-wing plane scouting an area A within a larger space S with the following
properties:
1. Area vertices: The scouting area’s boundary is a closed non-self-intersecting polygon defined by a sequence of NP vertices Pk indexed by k ∈ {1..NP },
2. Obstacles: The space contains NO cylindrical obstacles of center and radius pairs (Cj , Rj )
indexed by j ∈ {1..NO },
3. Plane size: The plane can be enclosed inside a sphere of radius ϵ,
4. Scouting radius: The plane is able to scan a circular area of radius Rs under itself,
5. Minimum turn radius: The plane is able to follow straight lines and make turns by following arcs of radius larger than or equal to Rmin ,
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The goal of this paper is finding a sequence of NW path waypoints Wi indexed by i ∈ {1..NW }
connected by segments and arcs which allows the fixed-wing plane to fully scan the obstacle-free
part of the scouting area while avoiding the static obstacles and respecting the plane’s minimum
turn radius. This can be formalized with the conditions:
1. Full cover: Scans at each path waypoint fully cover the obstacle-free part of the scouting
area,
(
)
!
NO
N
W
^
[
x∈A|
(∥x − Cj ∥ > Rj ) ⊆
{x ∈ S | ∥x − Wi ∥ ≤ Rs } .
(1)
j=1

i=1

2. Obstacle avoidance: The path that the plane follows does not intersect obstacles,
NO
^



∀x ∈ P ath (Wi )i∈{1..NW } ,

(∥x − Cj ∥ > Rj + ϵ) ,

(2)

j=1

where P ath is the path that the plane follows to reach the path waypoints made of segments
and arcs.
3. Feasibility: The path is made of segments connecting path waypoints and arcs with radius
of curvature larger than or equal to Rmin .
TURN-RELUCTANT COVER-PATH ALGORITHM
This section presents the Cover-path algorithm which outputs a sequence of scouting waypoints
that allow for full scanning of the area if traversed, satisfying the Full-cover condition. Section
A. describes how Cover-path covers the part of the scouting area that is far from obstacles with
regular scouting waypoints. Section B. describes how it covers the part of the scouting area that is
close to obstacles with edge scouting waypoints. Section C. describes how it chooses the order in
which to traverse scouting waypoints to minimize aggressive turns and aid the Short-path algorithm
described later in satisfying the Feasibility condition.
A.

Regular scouting waypoints

Scouting waypoints are split into two groups: regular and edge. Regular scouting waypoints cover
the part of the scouting area that is far from obstacles. Cover-path generates them by covering the
scouting area with a hexagonal tiling with hexagon edges of size Rs and selecting the centers of
the hexagonal tiles. Cover-path removes regular scouting waypoints that are inside or too close to
obstacles by checking for each obstacle if the waypoint’s distance to the obstacle center is smaller
than the sum of the obstacle radius and the plane radius ϵ.
Cover-path also removes regular scouting waypoints which are not necessary to cover the scouting
area by checking if their cover area intersects the scouting area. This is done by checking for
two cases. Either the edges of the scouting area intersect with the waypoint’s cover area. Or the
3

Figure 2: Regular scouting waypoints for a sample scouting area with obstacles.

Figure 3: Illustration of maximum angular separation between two edge scouting waypoints around an
obstacle.

waypoint is inside the scouting area which is checked through ray-casting [2]. Ray-casting works
by checking how many times a half-line starting at the waypoint and going to the right intersects
with the scouting area’s edges. If the number of intersections is odd, then the waypoint is inside
the scouting area, otherwise it is outside. An example of regular scouting waypoints for a sample
scouting area with obstacles is shown in Fig. 2.
B.

Edge scouting waypoints

Edge scouting waypoints cover the part of the scouting area that is close to the boundary of obstacles. For each obstacle, they cover a band of size Rs +ϵ around it which regular scouting waypoints
may not have been able to cover. For each obstacle indexed by j ∈ {1..NO }, its edge scouting
waypoints are at a distance of Dj from its center and are separated by less than a maximum angular
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Figure 4: Edge scouting waypoints for a sample scouting area with obstacles.

separation of θj . Based on Fig. 3, these two values can be computed using:
L=

Rs + ϵ
,
2

q
N = (Rs 2 − L2 ),


N
θj = 2 × arctan
,
∀j ∈ {1..NO },
Rj + L
q
∀j ∈ {1..NO },
Dj = N 2 + (Rj + L)2 ,

(3a)
(3b)
(3c)
(3d)

where L and N are distances illustrated in Fig. 3. For a uniform distribution of edge scouting
waypoints around obstacles, Cover-path can select the largest fraction of 2π which is smaller than
the maximum angular separation.
Using the same methods for filtering regular scouting waypoints, Cover-path also removes edge
scouting waypoints which are inside an obstacle or which are not necessary to cover the scouting
area. On top of that, Cover-path also removes edge scouting waypoints which do not cover areas
which were supposed to be covered by regular scouting waypoints that ended up being removed
because they were too close to or inside an obstacle. An example of edge scouting waypoints for a
sample scouting area with obstacles is shown in Fig. 4. Fig. 2 and Fig. 4 show that the combination
of regular and edge scouting waypoints does fully covers the scouting area.
C.

Ordering of scouting waypoints

To choose the order in which scouting waypoints are visited, Cover-path starts at any one of them,
preferably one on the outer edges, then iteratively visits the waypoint which minimizes a cost
function. The cost function used is a weighted sum of the distance crossed and the turn angle
required to make the movement. If the previous waypoint is xp and the current waypoint is xc ,
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Figure 5: Ordering of scouting waypoints based on γ.

then the cost to move to a next waypoint xn is:
−−−−−−→ −−−−−→
C(xp ,xc ) (xn ) = ∥xn − xc ∥ + γ × ∠((xn − xc ), (xc − xp )) ,

(4)

where γ is the relative cost between change in orientation and distance crossed. With a very large
γ, the resultant cover path only changes orientation when it is the only option. It takes a spiral
form which is easy for the fixed-wing plane to follow as opposed to a snake path which is what is
obtained when γ is 0. Both cases are shown in Fig. 5.
TURN-AWARE SHORT-PATH ALGORITHM
The scouting waypoints obtained by Cover-path do fully cover the scouting area, but it is likely
that a piece-wise straight path between them will intersect an obstacle. Moreover, a fixed-wing
plane can only make turns through arcs, so it cannot follow a piece-wise straight path. This section
presents the Short-path algorithm which provides a sequence of path waypoints which allow the
plane to reach the scouting waypoints collision-free using arcs for turns satisfying the Obstacle
avoidance and Feasibility conditions. Section D. details how Short-path finds intermediate obstacle
waypoints for each two scouting waypoints to allow for obstacle avoidance. Section E. details how
it finds intermediate turn waypoints to allow for arc-based turns.
D.

intermediate obstacle waypoints

For each two consecutive scouting waypoints, Short-path connects them with a collision-free piecewise straight path using intermediate obstacle waypoints. It generates intermediate obstacle waypoints around obstacles at a distance of 2×ϵ while filtering out the ones which are inside obstacles.
It then runs the Theta∗ algorithm [3] on the graph formed by them to find a collision-free piece-wise
straight path between the two consecutive scouting waypoints. Theta∗ is a path-finding algorithm
which works based on line-of-sight allowing jumps between any two intermediate obstacle waypoints if the segment connecting them does not intersect or pass too close to an obstacle. Sample
runs of Theta∗ are shown in Fig 6.
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Figure 6: Sample runs of Theta∗.

Figure 7: Addition of a turn waypoint.
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E.

intermediate turn waypoints

For each three consecutive scouting or intermediate obstacle waypoints, Short-path adds a turn
waypoint between the first two such that the turn is taken in the form of an arc of radius Rmin . It
does this by finding the two turn circles of radius Rmin which are tangent at the second waypoint
to the line made by the second and third waypoints. It then picks the turn circle which is on the
side of the first waypoint. And finds the two lines passing through the first waypoint which are
tangent to the turn circle. Out of the two points of intersection between the tangent lines and the
turn circle, it picks the one which conserves the orientation of the turn as the turn waypoint. This
is illustrated in Fig. 7.
The process of adding a turn waypoint is dependent on the next two waypoints after the start
waypoint. As this process adds a waypoint after the start waypoint, it affects the addition of a turn
waypoint for the waypoint before the start waypoint. Therefore, the process must start at the very
last three waypoints of the entire path and be applied to each three consecutive waypoints coming
backward including the added turn waypoints.
The addition of a turn waypoint may not be possible due to the distribution of the three waypoints
or it may lead to the post-addition path intersecting an obstacle. In those cases, Theta∗, described
in the previous section, is used again to find alternative intermediate paths until turn waypoints can
be added safely to the entire path.
CONCLUSIONS
This paper presented two complementary algorithms, Cover-path and Short-path, which generate
a path feasible by a fixed-wing plane and that fully covers a scouting area while avoiding static
obstacles. The first algorithm distributes scouting waypoints to guarantee full cover while the
second generates a collision-free path through the scouting waypoints made of segments and arcs.
There are many pathways to improve on both Cover-path and Short-path. One functionality that
has already been implemented but not presented in this paper is handling polygonal flight boundary
conditions. This requires Cover-path to add edge scouting waypoints for the flight boundary and
requires Short-path to add intermediate boundary waypoints on the concave vertices of the boundary. Another already implemented but not presented functionality for Short-path is using two turn
waypoints for each waypoint, one before and one after. This allows it more flexibility in handling
turn collisions and minimizing the need for repathing with Theta∗.
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ABSTRACT
Our objective was to utilize a suite of sensors to record and analyze operational data from an off
road racing vehicle. The telemetry system consists of Internal Measurement Units (IMUs), a
Global Positioning System (GPS) chip, Hall-Effect Sensors, Pedal Angle and Position Sensors,
pressure transducers, and infrared (IR) sensors for both distance and temperature. The system
used a parallelized conjunction of Inter-Integrated Circuit (I2C), Special Peripheral Interface
(SPI), and Universal Asynchronous Receiver Transmitter (UART) communication protocols.
Data was recorded in real-time, written to an SD card locally, and wirelessly transmitted via
IEEE 802.15.4 networking protocol to a remote device. Post-race, this data was used to construct
a robust simulation in blender, showing the status of critical vehicle systems over time.
KEY WORDS
BAJA Racing, Off-road Vehicle, Sensors, Blender, Simulation

INTRODUCTION
Baja Racing is the premier collegiate design series hosted by the Society of Automotive
Engineers. Every year, university students participate in Baja Racing by designing, fabricating,
and racing an endurance-focused off-road vehicle. The Baja Electrical team is responsible for the
development of a telemetry system that can track vital information pertaining to vehicle
performance. This year’s objective was to instigate a top-to-bottom redesign of the system
software to simplify the codebase for scalability. There was a corresponding improvement in
hardware robustness, with a focus on maintaining system modularity while exploring novel

driver display functionality, new sensors, and post-race simulations. Accordingly, the system
gathers data from a sensor array boasting IMUs, GPS, IR sensors, brake pressure, pedal angle,
and hall-effect sensors. Next, this data is transmitted to the driver display for self-monitoring
purposes. Simultaneously, the information is wirelessly transmitted from the vehicle to the pit
crew for live-time monitoring, enabling remote damage-tracking as well as Blender-based
vehicle simulations.
HARDWARE
The on-board telemetry system was designed to collect sensor data from various sensor modules,
compile the data and transmit the packet to a ground based station that would log the data in
order to create a 3D rendering of the vehicle. The sensors on-board were specifically chosen in
order to better animate the vehicle in 3D space, which would illustrate the movement and
stresses on the vehicle components. Our team was focused on gathering data correlating to speed,
altitude, location, revolutions per minute of vehicle tires, travel of shock absorbers, pressure in
hydraulic brake lines, travel of steering, and position of gas and brake pedals. The post
processing of the data was completed shortly after the racing events and the rendering was used
to study the vehicles performance and defects throughout the course.
Dual ATmega32u4 microprocessors were used as processing units to read and write all of the
sensor data to the wireless transmission modules. This processor was chosen for its 8-bit
architecture and low power requirements. A single ATmega32u4 chip operates at 8MHz, has
32K of on-board flash memory, 2K of RAM, and utilizes 3.3V logic, all while interfacing over
USB for programming and debugging purposes. These dual processors communicated with one
another over I2C protocol and helped distribute the workload between each processor. The main
processor was focused on getting sensor data from our IR distance sensors, IMU, and IR sensors.
The IR distance sensors and IMU sensors were connected using multiplexers due to the fact that
each sensor has the same memory address and our team opted to use 4 of each sensor for
redundancy. The TCA9548A Low-Voltage 8-Channel I 2C Switch, or multiplexer, was used to
change the I2C Bus as necessary and collect data from all of the sensors sharing the same
memory addresses. The secondary processor was used for two purposes: converting analog
signals into digital and calculating sensor data which would then be transmitted to the main
processor over an I2C data bus. This secondary microprocessor was used to interface with the
hall-effects sensors, fuel-level sensors, brake pressure sensors, and potentiometers used for pedal
position. Both processors worked in tandem to complete the required tasks and the telemetry
system was designed to be expandable, giving us the capability to add more sensors or
processors as needed.
Two S18-37ADS-3SJA1 single channel hall effect sensors were used as tachometers in order to
calculate the RPM of each wheel. These sensors utilized the production of a voltage across a

conductor by a perpendicular magnetic field to detect gaps in a metal object. The sensors
operated between 4.5 to 24 volts DC and detected gaps in metal objects between 0.000 to 0.130
inches, or 0.000 to 3.302 millimeters. One advantage of this sensor is its relatively low
electromagnetic interference from the rest of the on-board electronics, with a max value of 20
volts per meter. Our application of these sensors included detecting gaps in a brake rotor, each
with 32 evenly spaced cutouts. In order to calculate the RPM of each tire, our processor counts
the number of detections, or gaps, passing through the sensor after one minute, and divides that
number by the 32 cutouts. This calculation leaves us with the number of full passes in one
minute, or revolutions per minute. This value is then converted into a 4 byte array, which is done
by bit shifting the value, and then transmitted over I2C to the main processor for wireless
transmission. In order to test the accuracy of our code and sensor module, our team conducted a
series of tests that included a spinning disk connected to a motor and verifying the data against a
tachometer.
The on-board infrared distance sensors use ultraviolet light in order to measure distances over
open air, by calculating the time of sending and receiving a beam of ultrasonic light. The
calculations for solving the distance include taking the known speed of light across open air and
multiplying by half of the transmission time in order to solve for the distance in meters. The
sensors chosen for this application are designed to measure distances ranging from 0.2 to 12
meters and have a measuring accuracy of 20 to 350 centimeters. The IR transmitter operates at
850nm wavelength and has an ambient light immunity of 15Klux, which gives us the ability to
take fairly accurate readings during the day. I2C is the protocol these sensors operate on and the
data is transmitted directly to one of the multiplexers, which is controlled by the main processor.
These values from all 4 sensors are also compiled into a 4 byte array for transmission, using bit
shifting. The data from these sensors was utilized in the 3D rendering in order to simulate the
movement of the shock absorbers on the vehicle as it moved around the track.
An MLX90614 non-contact infrared thermometer was used to ensure that the CVT belt
temperature was in the normal operating range (below 750 ℉). An overheated CVT belt may
warp, melt, or break resulting in failure of the entire transmission, so monitoring the belt’s
temperature is essential in preventing these issues. The MLX90614 has an accuracy of 0.5 ℃
and a resolution of 0.02 ℃, which is more than sufficient for its intended purpose. To test the
sensor, our team used it to measure temperatures of several objects and compared the results to
multiple non-contact thermometers.
Global positioning data was used to track the vehicle as it moved throughout the racing course,
both linearly and vertically. The sensor chosen for monitoring and receiving the positioning data
was built around the MTK3339 chipset. This chip was embedded onto a breakout board which
allowed for quick implementation of this sensor into our telemetry system. This chipset can track
up to 22 satellites at one time on 66 channels, allowing us to collect positioning data 10 times a

second using a 9600 BAUD rate. The receiver is very high-sensitivity and boasts a -165 dB
tacking sensitivity and a -145 dB acquisition sensitivity, which is extremely accurate given the
size and weight of the module. One of the other attractions to this chipset is its low power
consumption of only 25 mA during tacking and 20mA during navigation. Utilizing the uFL
connector on board the breakout board, an antenna was added to improve range and reliability of
the satellite signal. Upon testing, our team saw a dramatic improvement in satellite signal and
number of connected satellites at any given moment. The positional accuracy of this sensor is
1.8m and the velocity accuracy is 0.1 meters per second, both of which were taken into account
during the post processing of the GPS data.
Two 858-P260P-S1AF3CB10K potentiometers were used to quantify the position of several car
components, including the gas-pedal and brake-pedal. When mounted at the axis of rotation, the
varying levels of resistance were mapped to the relative positions of each pedal. This data was
helpful in detecting vehicle irregularities. For any given gas-pedal position there’s an expected
corresponding velocity when moving on flat ground. If the actual velocity falls outside of this
tolerance, it suggests vehicle malfunction. Brake-angle and corresponding brake-line pressure
provided a very similar metric of comparison. These potentiometers also improved the fidelity of
the post-processing simulation. The data provided pedal position in time, which could be directly
inserted into the simulation. The potentiometer output was analog, which was fed into a
microcontroller for digital-analog conversion.
M3041-000005-01KPG pressure transducers were mounted on hydraulic tee fittings attached to
the front and back brake lines to monitor brake-line pressure during brake engagement. These
sensors boast a 1% accuracy, with a 2000 max psi rating, all while operating between 10 to 30
volts DC. This data was used both for the expected regression analysis, but also to detect issues
with brake function. If the brake-pressure unexpectedly dropped for instance, or peaked at an
unexpected value, it would indicate malfunction. The data output from these sensors was analog,
which was converted to actual pressure using:
𝑂𝑈𝑇𝑃𝑈𝑇(𝐷𝐸𝐶𝐼𝑀𝐴𝐿 𝐶𝑂𝑈𝑁𝑇𝑆) =

15000 − 1000
𝑃𝑚𝑎𝑥 − 𝑃𝑚𝑖𝑛

× (𝑃𝑎𝑝𝑝𝑙𝑖𝑒𝑑 − 𝑃𝑚𝑖𝑛) + 1000

Four BNO055 9-axis absolute orientation sensors were used to record the rotation and
acceleration of vital vehicle components. Two sensors were mounted to the upper front A-Arms
of the vehicle to track oscillation of the steering and suspension and to monitor for irregularities
in motion. The remaining sensors were mounted to the frame or chassis of the vehicle. The
sensors directly mounted on the frame provide similar points of reference and were averaged for
a precise measurement of total vehicle gyration.
Two XBee-PRO 900HP Embedded Radio Frequency (RF) modules were used to wirelessly
communicate with the vehicle while in motion. On-board the vehicle resided a transmitter
module and the receiver was hooked up to the ground based station that would parse in real time

and store the data to local files on the system. These modules claim to have a 28 mile range and
operate with a max frequency of 900 MHZ. During our initial testing of these modules, we saw
limited range and packet loss during transmission. This required some intense troubleshooting,
but with the correct antennas, placement and software workarounds, we were able to successfully
get full data packets transmitted to the ground station during the vehicle events.
A 915MHz 3.5dbi Reverse Polarized SMA Male Long Range (LoRa) Wide Area Network
(WAN) antenna was attached to the transmitter node of the vehicle, and a 5.8Ghz Right Hand
Circular Polarized (RHCP) SMA antenna was attached to the receiver node for extended network
range. The transmitter node was integrated into the main board of the vehicle and data was
transmitted using the Serial1 UART ports of the Arduino Feather 32u4.
The real-time tracking of fuel level was a unique challenge given competition regulation.
Modifications to the fuel tank, and associated components, was strictly forbidden. This meant
that many obvious solutions, such as a float sensor, were not possible as they would require
breaching the tank. A very precise pressure sensor was used to bypass this issue. The
ABPMRRV001PDAA5 has an operating pressure max of 1psi. This allowed the detection of
very minute pressure fluctuations. This sensor was placed in the fuel line underneath the gas
tank. As gasoline exited the tank, the pressure detected by the sensor decreased by a small
amount. Since the dimensions of the tank and the density of the fluid were known, the quantity
of fuel in the tank could be calculated using :
ℎ𝑒𝑖𝑔ℎ𝑡 = (𝑃𝑟𝑒𝑠𝑠𝑢𝑟𝑒 − 𝑃𝑟𝑒𝑠𝑠𝑢𝑟𝑒 𝐴𝑡𝑚.) / (𝐷𝑒𝑛𝑠𝑖𝑡𝑦 * 𝑔).
This allowed the tracking of fuel level, without violating the rules of competition.
Some issues were encountered using this approach. Since the fluctuations in pressure were so
small, movement of the vehicle had a large effect on the readings. To account for this, a running
average of pressure readings was gathered over a minute span. This meant that fuel level
readings wouldn’t be up to date, but the calculated values would be reasonably accurate. This
limitation however wasn’t an ideal solution, we are currently exploring other methods to track
fuel level.
MOUNTING
To preserve the main board while on the vehicle, an insulating polylactic acid (PLA) enclosure
was designed using Autodesk Fusion 360 and 3D printed using an Ender 3 Pro. The design of
the box incorporated four 5 mm by 4 mm uniform slots for ratcheting straps to tighten through.
It also included a 10 mm radius hole for wire. The lid was designed as a sliding interference fit
where the inclined edges form a fastening joint with the body of the enclosure.
The enclosures for the Inertial Measurement Units (IMUs) were designed with three goals in
mind: secure, adaptable and simple. The enclosure must be watertight and ensure a secure
attachment to the frame of the car, this is done by making the enclosure wrap around the frame

members and using a combination of thermal dependent adhesive
bonding agents and plastic ratcheting mounting straps to ensure a tight
fit. The enclosure must be adaptable so that it can easily be removed
from the frame, as well as the IMU easily taken out of the enclosure.
The geometry must also be simple enough so that the 3D printer can
print it quickly and without much waste from support material. The
IMU microcontroller is the red part, the enclosure is a a 3 part system:
the top part is the lid, the middle part is the actual enclosure which has
a top lip for water tightness and a hole for the IMU’s wires, the bottom
part is a curve plate that will mold to the metal tube that is the frame of
the car. There are continuous symmetrical slots for the ratcheting strap
to secure everything to the car at once and very securely.
We had to mount a battery on the frame of the vehicle to power our
telemetry system. A mount was designed in Autodesk Fusion 360. The design incorporated two
fastener holes to mount the battery, and a slot for the nodes of the battery to extend. The mount
was fabricated from 1/8 inch steel, and metal inert gas (MIG) welded to the rear of the frame. To
avoid abnormal connections between the nodes of the battery, the mounting slot was coated with
a pressure sensitive vinyl insulating adhesive. Attached to the back of the battery mount was a
twelve volt to five volt converter.
All of the Finite Element Analysis (FEA) was done in order to make sure that the 3D printed
enclosures would hold up under force. For the IMU and main board enclosures the forces they
were subject to is 40N, 40N is the breaking point of the ratcheting straps used. The IR distance
sensor tests showed that the top part of the enclosure would not fly off, the bottom part of the
enclosure does not need to be tested as it is the same curve plate of the IMU enclosure which is
sufficient.
IR-DISTANCE MOUNTING BOXES

Minimum Factor Of Safety Analysis

Stress Analysis

IMU MOUNTING BOXES

Minimum Factor Of Safety Analysis

Stress Analysis

MAIN BOARD MOUNTING BOX

Minimum Factor Of Safety Analysis

Stress Analysis
SOFTWARE

The software base this year was re-written from the ground up, with the goal of massive
simplifications and ease of maintenance. It was written in C/C++, based mostly on open-source
Arduino libraries. The Wire library provided the primary means of I2C communication, enabling
interfacing between the master and slave micro-controllers. Data was gathered on
slave-microcontrollers, processed onboard those micro-controllers, then packaged into structs
and sent over I2C to the master. There, the data was unpacked and parsed, written to a local SD
card for a local backup, and sent wirelessly using IEEE 802.15.4 networking protocol back to the
pit for parsing and further analysis. The master code used sequential architecture, mostly to keep

the code as simple and maintainable as possible. The master received data from each
micro-controller once every second, cycling through each slave and I2C sensor one-by-one. This
was the simplest possible approach, while still retaining full functionality.

The amalgamation of data provided by the suite of sensors were incorporated into the Blender
simulation for motion visualization. Each sensor provided a unique point of analysis that allowed
for the creation of a robust simulation of the aggregate vehicle components, the fusion of which
would allow for a near perfect recreation of the vehicle while in motion.

BLENDER MOTION VISUALIZATION

BLENDER GPS DATA
The latitude, longitude, and altitude data points provided by the MTK3339 chip were parsed into
a comma-separated values (CSV) file and imported into Blender as empties using Blender’s built
in scripting language Python and the bpy and csv Python libraries. A path of motion could then
be constructed from the empties generated.
The BNO055 IMU and XBee-PRO 900HP allowed for a live link of the gyration and
acceleration data between the physical and virtual vehicle. Further visualization and stress
analysis of the steering and suspension apparatuses could then be performed from this data.
The analog output of the 858-P260P-S1AF3CB10K potentiometers was converted to angular
rotation. Angular rotation could then be imported into Blender for a simulation of the pedal
rotations.

STEERING AND SUSPENSION ANALYSIS

GAS AND BRAKE ANGLE ROTATION

COMMUNICATIONS OVERVIEW
A telemetry system is in essence a practice in communication; our system has multiple different
types of communication protocols. The communication protocols used in this system are
Inter-Integrated Circuit (I2C),Serial Peripheral Interface (SPI) and Universal Asynchronous
Receiver Transmitter (UART). The most often used communication protocol in the system is I 2C,
we chose this protocol because it allows for all the hardware to be on the same bus (a bus in I2C
consists of only two wires, a serial data line and a serial clock) which simplifies the wiring as
everything can be connected together. The protocol makes this possible because everything on a
bus, whether it be a sensor or a data processing microcontroller, has one unique identifier called
its address (there can be a maximum of 27 or 128 unique addresses on one bus). Each bus must
have at least one controller and one peripheral. To communicate, the controller will send a
message in the serial data line that includes the address of the peripheral it wishes to request data
from and the data that is requested, the peripheral with the appropriate address will respond with
the data requested. While this is happening, the controller is sending out repetitive signals on the

serial clock line so that all messages on the bus are synchronized which negates differences in
timing between messages. The controller board, the data processing peripheral arduinos and the
multiplexers are all on the same I2C bus.
Another communication protocol is Special Peripheral Interface (SPI). Special Peripheral
Interface is used in the process of writing to the SD card. SPI also has a clock line (CLK) for the
same reasons as I2C and also has controller and peripheral; however they are called controller
and peripheral in the SPI system, respectively. SPI has two dedicated lines for data, one is
Controller-Out-Peripheral-In (COPI) and the other is Controller-In-Peripheral-Out (CIPO), COPI
sends data from the controller to the peripheral while CIPO sends data from the peripheral to the
controller. Finally, there is a Chip Select (CS) line which tells both the controller and peripheral
who is sending the data. Each SPI bus of CLK, CIPO, COPI, CS connects one controller to one
peripheral.
The last communication protocol used in the system is UART. UART is used to upload code to
all the boards as well as between the Xbee transmitter and Xbee receiver. UART is not
synchronous which means there is no clock like in I2C and SPI which means timing of the
message can mess up the message. Like in SPI, each bus connects one piece of hardware to
another however there is no hierarchy as discussed in the other communication protocols.
CONCLUSION
This year represented a fairly dramatic shift, both in scope and complexity. The number of
sensors increased, while much of the hardware complexity and software complexity was
reduced. More emphasis was placed on actual applications of gathered data, outside of having
data for datas sake. New methods of detecting irregularities, as well as a dynamic post-race
simulation meant race data had a real purpose. While there were some disappointments,
primarily integration issues which were impossible to address during competition, the lessons
learned will be carried forward to next year.
ACKNOWLEDGEMENTS
We’d like to give special thanks to Dr. Michael Marcellin for his guidance, support, and making
all of this possible

1

A REVISED ELECTRONIC CONTINUOUSLY VARIABLE
TRANSMISSION FOR AN OFF-ROAD RACING VEHICLE
Eric Duarte, Lucas Cougar Creery, Micah Sieglaff,
Andre Schreiber, Brian Faires, Lance Casto
Electrical and Computer Engineering Department, University of Arizona
Tucson, AZ, 85721
[duarte5, lucascreery, micahsieglaff, aschreiber1, brianfaires, lancecasto32]@email.arizona.edu

Faculty Advisor:
Dr. Michael Marcellin
ABSTRACT
The University of Arizona Baja Racing team develops an off-road racing vehicle to compete in
an annual competition. An electronic continuously variable transmission (E-CVT) was
developed to replace the mechanical transmission that was previously used in order to improve
performance and usability. Data acquisition is a fundamental component of the E-CVT system,
which continuously collects vehicle data such as engine RPM. This collected data is utilized to
monitor and control the gear ratio of the transmission using a feedback control system. The data
collected by the system is also used to analyze vehicle performance and develop more effective
transmission tuning profiles. Furthermore, the system is USB programmable, allowing for rapid
changing of tuning profiles via software flashes through the external USB ports, whereas
changing the shifting profile of the mechanical CVT requires a lengthy disassembly and
reassembly process.
INTRODUCTION
The electronic continuously variable transmission system, or E-CVT, was developed for use on
the University of Arizona Baja Racing Team vehicle. The Baja Racing Team is a design, build,
and race engineering team that constructs a single-seat off-road vehicle to compete against other
colleges from around the world.
The goal of the CVT is to transmit power from the engine to the final drivetrain gear reduction.
A CVT consists of two adjustable pulleys and a rubber belt. The pulleys actuate to adjust the
radius of the belt, and the overall gear ratio of the CVT transmission. A mechanical CVT uses
internal components, such as springs, flyweights, and ramps, to manipulate the shifting and
performance of the transmission. The electronic CVT was designed to replace the existing
mechanically driven CVT previously used on the Baja vehicle. An E-CVT adjusts the same
parameters by reading in key inputs, such as engine RPM and the current gear ratio in order to
make adjustments accordingly.
The key advantages of an E-CVT over a mechanically driven CVT are tunability, durability, and
performance transparency. At a Baja competition, the vehicle competes in various dynamic
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events that emphasize key performance characteristics, such as torque, acceleration, and top
speed. The CVT can be optimized for each particular event to achieve the best performance.
New tuning profiles can quickly be flashed to the E-CVT system using a USB pass-through.
The E-CVT was designed with telemetry in mind and has the capability to introduce a new kind
of tuning with these capabilities. The code for the transmission was written in such a way that a
single update can change the tuning profile of the CVT and directly improve performance. The
electrical subsystem was also designed to take advantage of a multi-microcontroller construction
allowing for data to be wirelessly sent out of the system without bottlenecking the processors.
Using bidirectional telemetry to gather data and update the code during races would give a key
advantage to the team over other racers, since much of the tuning of the vehicle is based on
current track conditions and event type.
CONTROLS AND DATA ACQUISITION
The E-CVT is controlled using a feedback control and data acquisition system. Two controllers
govern the behavior of the system. The first is a gear ratio controller which interfaces with the
linear actuator motors to adjust the pulleys to a position that will achieve the desired
transmission gear ratio. The second controller is the engine RPM controller. This controller reads
in engine RPM from a Hall effect sensor and outputs a desired gear ratio for the E-CVT. The
main goal of a CVT is to keep the engine RPM at the peak power RPM through adjustments to
the gear ratio of the transmission. The load on the engine changes with the gear ratio
adjustments, and the engine RPM adjusts accordingly.
The optimal gear ratio to achieve a particular engine RPM is determined using an overall vehicle
dynamics governing equation. This equation uses Newtonian dynamics to relate the engine
torque and gear ratio to the acceleration of the vehicle. This is shown in equation (1).
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𝐶1𝑥𝑐 + 𝐶2𝑥𝑐 ω𝑝 + 𝐶3ẋ𝑐𝑥𝑐ω𝑝 + 𝐶3𝑥𝑐 α𝑝 + 𝐼𝑝α𝑝 = 𝑇𝑒𝑛𝑔
where,
𝑥𝑐 = reciprocal of CVT gear ratio
𝑥˙𝑐 = time derivative of 𝑥𝑐
ω𝑝 = angular velocity of primary pulley
α𝑝 = ω̇𝑝 = angular acceleration of primary pulley
𝐼𝑝 = moment of inertia of primary pulley and shaft
𝑇𝑒𝑛𝑔 = torque produced by engine
The coefficients C1 through C3 represent the contributions from rolling friction, air drag and
inertia respectively, and can be calculated from equations (2)-(4). C1 is calculated using the
geometry of the wheel in contact with the ground.

(1)

3

(2)

𝐶1 = 4𝑥𝑔𝑏𝑊𝑐
𝑥𝑔= reciprocal of gear bog gear ratio
𝑏 = depth tire is compressed
𝑊𝑐 = weight of car
𝐶2 =

1
2

3

3

ρ𝑎𝑖𝑟𝐶𝑑𝐴𝑟𝑤 𝑥𝑔

(3)

2

(4)

ρ𝑎𝑖𝑟 = density of air
𝐶𝑑 = coefficient of drag of vehicle
𝐴 = profile area of vehicle
𝑟𝑤 = radius of wheels
2

𝐶3 = 𝑥𝑔 (𝑚𝑐𝑟𝑤 + 4𝐼𝑤)
𝑚𝑐 = mass of vehicle
𝐼𝑤 = Moment of inertia of wheels

This dynamic equation is then used to derive a control law for achieving a desired engine angular
velocity. This control law is based on first on the following Lyapunov function for the system:
𝑉 =

1
2

(ω − ω𝑑)

2

(5)

𝑉 = Lyapunov function
ω = angular velocity of primary pulley,
ω𝑑 = desired stable angular velocity
From equation (5), the following stability criteria can be derived:
𝑑𝑉
𝑑𝑡

= (ω − ω𝑑)

𝑑ω
𝑑𝑡

<0

(6)

A solution to equation (6) is found if the following is true:
𝑑ω
𝑑𝑡

=− 𝑘(ω − ω𝑑)

(7)
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where k is a proportionality control constant. When equation (7) is plugged into equation (1), the
following equation can be derived governing the gear ratio of the vehicle.
3

ẋ𝑐 =

2

𝑇𝑒𝑛𝑔−𝐶1𝑥𝑐−𝐶2𝑥𝑐 ω𝑑+𝑘(ω−ω𝑑)(𝐶3𝑥𝑐 +𝐼𝑝)
𝐶3𝑥𝑐ω𝑑

2

(8)

This control law is then implemented into the engine RPM controller to derive what the desired
gear ratio is from any sample.
Data acquisition plays a crucial role in the development and maintenance of the E-CVT,
primarily in system identification. First, for the gear ratio controller, which is responsible for
communicating the required movement to the linear actuators to achieve the desired gear ratio,
the data collected from a test run showed how the actual system responded to load applied to the
linear actuators. From this, a linearized transfer function can be found that relates the force on
the linear actuators to the change in gear ratio. Figure 1 shows the actual response (gray) to the
predicted response (blue) for the CVT gear ratio. As can be seen, the transfer function provides
an approximation that matches the actual response with an accuracy of 77%, where most of the
deviation occurs in the non-linear region of the CVT where the gear ratio is maxed out.

Figure 1: Gear Ratio Controller Transfer Function Estimation
This transfer function can be expressed in state space form, and used for simulation of the overall
system.
Initially, the physical parameters represented by coefficients C1-C3 were calculated based on a
simplified model of the physical parameters of the vehicle; however to achieve better
performance and improve analysis, more accurate descriptions must be found. Using non-linear
system identification methods, the coefficients can be found to more accurately match the
behavior recorded. After data collection is used for system identification, a simulation of the
system can be used to tune the performance. One parameter that can be tuned is the set-point of
the desired RPM. Figure 2 shows a simulation of multiple set-points and the impact it has on the
race times.
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Figure 2: Time vs Course Distance for Various Set-Points
As seen above, more optimal performance can be achieved when the set-point is adjusted to be
3400 RPM, a result which aligned with experimental observations.
ELECTRONIC IMPLEMENTATION
The electrical system was designed around 3 microcontrollers all communicating with each other
using UARTs. Each microcontroller performs its own function in the process of controlling the
E-CVT. Multiple microcontrollers were utilized to provide enhanced functional separation of the
electronic systems and software architecture, as well as to reduce potential performance
bottlenecks by distributing computation over multiple microcontrollers.
The sensing microcontroller reads a Hall effect sensor, which detects the presence of magnetic
material mounted on the primary pulley, and uses these sensor readings to compute RPM of the
engine. The controls microcontroller utilizes the RPM readings, along with actual gear ratios in a
feedback control system to compute desired gear ratios. The desired gear ratios are sent to the
actuation microcontroller which utilizes these desired gear ratios, along with actual gear ratios
computed from motor encoder readings using the geometry of the system, as inputs to a
proportional-integral (PI) controller whose outputs are used to actuate motors to achieve the
desired gear ratio.
The microcontrollers were all of the Teensy 4.0 and 4.1 family. Specifically, the actuation and
sensing microcontrollers utilized separate Teensy 4.0 microcontrollers, while the controls
microcontroller utilized a Teensy 4.1 microcontroller. These Teensy 4.0/4.1 microcontrollers
were selected due to their high speed, small form factor, and native floating-point support. A
Teensy 4.1 was utilized for the controls microcontroller due to its inclusion of a built-in SD card,
which is utilized for logging performance data of the CVT (such as actual gear ratio, desired gear
ratio, and engine RPM). To reduce the time required for system debugging and changing E-CVT
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settings, the microcontrollers can be monitored and reflashed using a USB port on the housing of
the CVT. All of the software for the system was written in C++. The E-CVT system
implemented on the Baja vehicle is shown in Figure 3.

Figure 3: E-CVT System Installed on Baja Vehicle
INCORPORATION OF TELEMETRY
While remote telemetry has yet to be implemented on the E-CVT, incorporating such features is
planned as future work on the system. The system was designed using a modular electrical and
software architecture in order to ease the process of incorporating these telemetry features.
Specifically, transceivers are planned to be added in order to send the CVT’s operational data
(including engine RPM, desired and actual gear ratios, and microcontroller temperature) to the
pits. Furthermore, two-way telemetry is also desired, with the ability to alter CVT gearing
profiles remotely by receiving commands to change the CVT’s gearing profile from the pits.
A real time view of the data collected by the E-CVT would allow for immediate issue diagnosis
and improve the speed of tuning. Excessive belt slippage, additional pre-load on the belt,
engagement RPM, and even top speed could be assessed and optimized remotely. In between
events, the CVT could be tuned without the engine even being turned off. The time lost from
tuning a mechanical CVT by swapping out springs and weights, as well as the time needed to
drive the vehicle back to the team’s work area, can be avoided with a wireless alteration of
parameters.
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CONCLUSIONS
The E-CVT was developed to replace the existing mechanical CVT used on the University of
Arizona’s Baja SAE racing vehicle with the primary goals being data collection, ease of
tunability, and durability. We were able to validate the functionality of the E-CVT through
extensive testing and data logging.
The E-CVT comprised of three main subsystems: a controller algorithm based on vehicle
dynamics and various sensor inputs, electronic circuitry to log data and quickly relay it between
microcontrollers, and hydraulically-driven mechanical components which changed the gear ratio
using sloped pulley plates clamping a rubber belt. All of the electronics and sensitive elements
were secured in a durable waterproof housing away from the harsh track conditions.
Testing was done on individual components and then between subsystems to ensure that
problems could be quickly isolated and diagnosed. This was critical when troubleshooting during
full vehicle tests. A performance study was conducted between the mechanical and electronic
CVTs to compare the operation of each design. Dynamic tests included rock crawl,
maneuverability, acceleration, and hill-climb. Each test evaluated the CVTs’ ability to handle
varied terrain and rapidly changing load conditions through the drivetrain. Overall, the E-CVT
performed very comparably to the mechanical CVT while offering the added benefits of data
acquisition, quicker tunability, and improved durability. Finally, numerous options exist for a
telemetry system to be integrated into the current electronics.
In the future, additional testing can be performed to better tune different shifting profiles to
individual events at competition, and with an integrated telemetry system, tuning could be done
completely remotely from the pit as the driver is on the track. The mechanical CVT is limited to
one shifting profile and does not collect critical performance data, whereas the electronic version
developed is only limited by the fixed pulley size and can change shifting profiles as rapidly as
the parameters are updated.

Integration of Spectrum Access (C-Band Telemetry) Projects
into US Navy Test Range Programs
Abstract
In early 2015, the United States Government sold a portion of the Upper L-Band
Frequency historically reserved for aeronautical telemetry (TM) to private industry
(namely the wireless cell phone companies) as a part of the Advanced Wireless
Services (AWS-3) auction. The terms of the sale included funds designated to mitigate
the impact of spectrum loss to the Department of Defense (DoD), including its Test
Ranges. These funds have spawned several projects in the following Programs:
Spectrum Access Research and Development (SARD), Spectrum Relocation Fund
(SRF), Central Test and Evaluation Investment Program (CTEIP), Science and
Technology (S&T), and National Spectrum Consortium (NSC). Additionally, analysis of
highly complex test scenarios with a large number of weapons and targets in Fiscal
Year (FY) 24 and beyond determined there is a significant TM collection capacity gap at
the Point Mugu Sea Range (PMSR). The reduction of available spectrum due to the
Spectrum Sell-Off required DoD aircraft and weapon systems transition to C-Band
(4400-5150 MHz). While the PMSR has upgraded many of its telemetry antenna
systems to include C-Band reception via the SRF program, the number of weapons
participating in the complex test scenarios is well beyond the capacity of the PMSR. The
current TM collection architecture at the PMSR and other major DoD Test Ranges
utilize parabolic antennas. It is not cost effective or realistic to increase the number of
parabolic antennas to collect data from over twenty spatially separated TM signals.
Therefore, the Navy Major Range Test Facility Base (MRTFB) office partnered with the
Test Resource Management Center (TRMC) to develop the ground-based Phased
Array TM Antenna (gPATMA) that could collect TM data from a large number of
vehicles while maintaining a reasonable cost and geographic footprint. This paper will
discuss the latest developmental status of the gPATMA project.

Background
Navy Arleigh Burke-Class FLT III testing is scheduled to be conducted at the
PMSR beginning in FY24. FLT III tests will include over 20 spatially diverse flight vehicles
simultaneously transmitting over 50 telemetry TM signals in the L/S and C-Band. This is
approximately three times the current TM capacity of the PMSR.
In order to close the capacity gap, the Navy MRTFB office partnered with the
TRMC and contracted with two of its industry partners to develop an antenna system
that would meet the Navy’s requirements and lay the foundation for future “high
capacity” antenna systems for use by other Test Ranges and the broader DoD. The
deliverables from these contracts are the ground-based Phased Array TM Antennas
(gPATMA)s. In order to meet the rapid development timeline required to meet the FY24

test dates and to minimize development risk, the Navy and the TRMC initiated contracts
with two separate vendors. Each vendor was provided with a Statement of Objectives
(SOO) including top level Key Performance Parameters (KPPs). The resulting projects
were structured similar to a CTEIP project where there are Threshold and/or Objective
requirements.

Scope
The Scope of the overarching PMSR project is to develop flat panel Antenna
Arrays, titled gPATMA by the PMSR; the Radio Frequency (RF) Front End comprised of
Bandpass Filters, RF Limiters, Low Noise Amplifiers (LNA), and the Range Interface
Unit (RIU) capable of receiving a large number of TM signals in the L/S and C-Band. It
should be noted this is not an entire Receiving Station. The output from this system will
provide Intermediate Frequency (IF) signals to interface with receiving equipment being
provided by the PMSR and funded by the Navy MRTFB office. The gPATMA receive
station interface was intentionally designed to supply generic industry standard 70
Megahertz (MHz) IF signals to maximize compatibility with existing state of the art
receiving equipment offered by the commercial TM industry. The complete system,
gPATMA and receiving station, will be integrated into a transportable assembly that will
be placed on San Nicolas Island for FLT III testing. This island is located off the coast of
Southern California approximately 60 miles southwest of the PMSR and Los Angeles.

Detailed System Description
Electrical CharacteristicsThe system will support various forms of signal modulation schemes, but mainly
Pulse Coded Modulation/Frequency Modulation (PCM/FM) and Shaped Offset
Quadrature Phase Shift Keying (SOQPSK) Modulation schemes as defined in the IRIG
106 document published by the Range Commander’s Council-Telemetry Group (RCCTG). It will operate at various bitrates from 500 kilobits per second (kbps) to above 25
Megabits per second (Mbps). It will also have the capability to receive Forward Error
Correction (FEC) signals, such as Low Density Parity Check (LDPC) signals as defined
in IRIG 106. All efforts are being made to ensure the system adheres to RCC-TG
Standards defined in IRIG 106. This is essential not only to collect the best quality TM
data, but to improve the long term cost of ownership and compatibility with other DoD
Test Ranges that may require the system for use.
Missiles and targets will operate throughout all three TM frequency bands (L, S,
and C-Band) during FLT III tests. Therefore, this system will need to simultaneously
operate in all three TM frequency bands. While the gPATMA is a receive-only system,

the antenna vendors and the TRMC are making the design considerations necessary to
add possible future transmit capability. This transmit capability would allow the
technology in the gPATMA to be leveraged for use by other applications such as duplex
TM antennas, radars, and other communication systems.
The system designed is considered to be a fully digital solution. The RF signals
from each antenna element are immediately digitized and then combined in the digital
domain with RF signals from the adjacent antenna elements. This eliminates the use of
bulky analog devices, such as phase shifters and combiners as well as large quantities
of RF cables, allowing the vendors to employ a design that includes modular antenna
subarrays. This saves on weight, power, and cooling requirements.
Once digitized by the Antenna Array’s RF Front End components, all signals from
the antenna sub-assemblies are routed to a Range Interface Unit (RIU) for combination,
final processing, and delivery to the PMSR receiving equipment. The RIU will be colocated with the Antenna Array and be rack mounted within the transporter assembly.
The signals from the antenna array via the RIU will be downconverted to an IF of 70
MHz. This is done so that the signals can be received by equipment procured by the
PMSR from the commercial TM industry that will also be installed within the transporter
assembly.
Physical CharacteristicsThe complete Antenna Arrays are comprised of modular sub-array antenna
assemblies. This design strategy improves the maintainability and scalability of the
array. Periodically the array will be polled to ensure that each element is functioning
properly. If it is determined that this is not the case (possibly because an amplifier has
burned out), only that panel will need to be replaced (instead of the entire array). This
approach reduces repair costs and Mean Time-To Repair (MTTR) compared to
traditional phased array antenna systems by allowing range technicians to quickly
identify faults and make repairs in the field.
In addition to life cycle cost reductions, this “building block” design allows the
gPATMA to be upgraded relatively easily to achieve a greater Gain/Noise Temperature
(G/T) gain or wider Field of View (FOV) if the need were to arise. Each vendor will be
providing two Antenna Array Panels: one operating in the L/S frequency band, and one
in the C-Band frequency range. Each panel will be covered by a radome to protect it
from the environmental elements.
Hardware InterfacesThis antenna system will be integrated into a transporter assembly. The initial
plan was to place the gPATMAs on a trailer to be accompanied by a support trailer that

included the receiving station. However, after careful consideration, it was determined
that a truly mobile system was not required and thus could be integrated into
transportable components at a significant cost savings. The life cycle costs of
maintaining a trailer with moving parts in the harsh marine environment are much
greater than a fixed assembly such as a CONEX-style shelter assembly. The use of a
CONEX-style shelter allows for all of the support equipment (RIU and government
furnished receiving ground equipment) to be housed in this climate controlled shelter
that is easily transported using existing Navy and Commercial shipping methods such a
flatbed trailer, ship, or large transport aircraft.
In addition, a frame is being designed and fabricated to house all of the antenna
sub-assemblies. This frame needs to withstand all of the harsh environmental elements
such as wind and corrosion due to humidity and salt fog present at San Nicolas Island.
Upon completion, each gPATMA will be installed on a CONEX-style pallet that can be
easily shipped and be stacked onto the CONEX-style shelter. Stacking the gPATMA on
the CONEX-style shelter offers two advantages: a reduced footprint and increased
height to improve the line of sight of the antenna.
Electrical InterfacesSince this system is being built to support industry standard TM receiving
equipment, all output signals are being converted into the 70 MHz IF format. While not
the most efficient electrical interface with regards to cable count, it is one that will
guarantee the use of COTS receiving equipment and compatibility with the greatest
number of industry solutions. This strategy allows the signals to be feed into multichannel IF Receivers with state-of-the-art capabilities such as Data Quality Metric/Data
Quality Encapsulation (DQM/DQE) and Adaptive Equalization without the need for the
TM industry to develop unique or propriety devices. The output signals from the PMSR
receiving equipment are converted to RCC 218-20 defined Telemetry over Internet
Protocol (TMoIP) Ethernet packets and transported over underwater fiber optic cables
from SNI to the Telemetry Receive Center (TRC) at Point Mugu. From the TRC, the
data can be distributed to range control rooms and customer data rooms for viewing
and analysis on large screen displays. All data received by the antenna system is also
recorded for post mission analysis.
Functional TestingSmall Scale Arrays (SSA) will be delivered first and functionally tested at
Edwards Air Force Base and the PMSR. Upon successful completion of functionality
testing, some limited operational testing is planned at SNI to test the antenna system in
an operationally representative environment using similar weapons and targets to those
that will be flown during FLT III test events. Once functional and limited operational
testing is complete, fabrication of the final full scale gPATMAs will commence.

Next Steps
The final delivery of the gPATMA system will be a groundbreaking event. Once
installed and operational on SNI, it will have the capacity to track and collect TM signals
equivalent to no less than 18 parabolic dish antennas, approximately three times more
than the current PMSR TM collection capacity. This development will save the Navy a
substantial amount of funding by eliminating the maintenance costs associated with the
multiple TM dish antennas and reducing the number of TM personnel required during
FLT III and future TM operations.
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ABSTRACT
This paper investigates an adaptive blind equalization system for signal data blocks, which have
been transmitted using 32-QAM modulation over a single-input single-output (SISO) channel. At
the receiver, the received signal has been corrupted by noise and inter-symbol interference (ISI),
due to multipath propagation within a Rayleigh fading channel. The blind equalizer uses a
combination of two different cost functions, i.e. the constant modulus algorithm (CMA) and the
alphabet-matched algorithm (AMA), to recover the original signal block. Analysis of the
performance of the CMA + AMA algorithm occurred for a 32-QAM signal block based on
achievable symbol error rates (SER), mean square error (MSE) and number of equalized cases.
For a fixed channel length we will investigate the effect of varying equalizer length,
signal-to-noise ratio (SNR), and the AMA variance.
Index Terms: Blind equalization, Constant Modulus Algorithm, Alphabet-Matched Algorithm,
32-QAM signal blocks

I.

INTRODUCTION/BACKGROUND

On a fundamental level, many communication systems are composed of three basic parts. The
input signal, the channel and the output signal. We use a CMA+AMA blind equalization scheme
for an efficient initialization and to superimpose the equalizer output to a desired constellation.
The purpose is to determine if we can transmit a signal of a high QAM index to a blind receiver
using the constant modulus algorithm (CMA) and the alphabet-matched algorithm (AMA), and
recover the original signal block. In previous experiments [1] and [2] work has been done to
achieve equalization of QPSK and 16-QAM signals. The equation for the cost function is
explicitly expressed in the system model section. Since the index is always in base 2, We are

applying the 32-QAM (25) scheme in a single-input-single-output (SISO) channel. We have since
explored different methods to achieve a symbol error rate (SER) and mean squared error of
nearly zero.
II.

SYSTEM MODEL

Consider a system that achieves recovery of waveform. The equalizer and channel are set to be
linear time-invariant FIR filters with a 32-QAM signal, s(n) being transmitted into the channel
plus intersymbol interference also known as additive white gaussian noise, v(n). We assume the
filter is time-invariant since there is a short block length (N). The purpose of the equalizer is to
erase the noise in the channel. Upon equalization, the received signal is recovered and formed
into 32 square clusters. A sequence with a selected number of bits is mapped to a symbol s(n)
which is filtered and modulated onto the channel (h). The received symbol x(n) is distorted by
intersymbol interference and additive gaussian white noise., v(n).The equalizer output y(n)
removes the distortion.

Figure 1: System Model
The cost function selected for this investigation is
𝐽(𝑤) = JCMA(w)+βJAMA(w)
where β is the weighing factor and JCMA(w) is defined by
2

2

(1)
(2)

𝐽𝐶𝑀𝐴(𝑤) = 𝐸{(|𝑦(𝑛)| − 𝑅2) }
where y is the output, n is the number of symbols and R2 is defined by
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𝑅2 =

𝐸{|𝑐(𝑖)| }
2

𝐸{|𝑐(𝑖)| }

and c(i), i= 1,2…,M

And JAMA(w) is defined by
𝑀

𝐽𝐴𝑀𝐴(𝑤) = 𝐸{1 − ∑ 𝑒

−|𝑦(𝑛)−𝑐(𝑖)|2
2σ2

}

(3)

𝑖=1

𝑇−1

𝑥(𝑛) = ∑ 𝑠 * (𝑛 − 𝑘)ℎ(𝑘) + 𝑣(𝑛), 𝑛 = 0, 1, 2... 𝑁 − 1

(4)

𝑘=0

2

𝐿−𝑙

𝑦(𝑛) = ∑ 𝑥 * (𝑛 − 𝑙)𝑤𝑙

(5)

𝑙=0

III.

METHODOLOGY

The purpose of these experiments is to determine whether higher order QAM signals can be
recovered using a CMA+AMA equalizer. The first experiment was creating a 32-QAM function
in MATLAB using the qammod function. We created a trueset to call the 32-QAM function and
explored many variables to test including the AMA variance, signal-to-noise ratio (SNR) and
equalizer length to determine an appropriate and efficient output.
A. Equalizer length experiment
In this experiment we have modified the length of the equalizer, L in order to obtain a better
symbol error rate. (SER). The values used were L=12, L=16, and L=20. According to the data,
the lowest SER came from L=20 in combination with a specified AMA variance and
signal-to-noise ratio which will be displayed ahead. From previous work [1] it was determined
that an equalizer length of L=12 was sufficient for lower index QAM signals such as 16-QAM.
So the comparison is then made that for longer equalizer lengths, a better equalization was
produced given the 32-QAM index. When L=12 was used, the constellation in Figure 2 below
was produced and resulted in an SER of 0.1492 and a MSE of 0.0023. When L=16, the
constellation in Figure 3 was produced and the resulting SER was 0.0123 and the MSE was
6.6738e-6. When L=20, the constellation produced is displayed in Figure 4 and the resulting
SER and MSE are 0.1515 and 0.0013 respectively.
B. Signal-to-noise ratio experiment
In this experiment, the signal-to-noise ratio (SNR) is increased in order to achieve tighter clusters
in the constellation. We started with an SNR of 30 dB. The constellation is shown below in
Figure 3. The resulting SER and MSE are 0.0123 and 6.6738 respectively. Then the SNR is
increased to 40 dB and we produce the constellation in Figure 5. The SER and MSE increased to
0.1322 and 0.0018 respectively. Typically the SER should decrease as a result of an increase in
SNR. Which leads us to experiment III.C.
C. AMA variance experiment
We now must test the AMA variance to determine the best value or range of values that will
match the desired constellation. In [1] Beasley and Rhodes determine the variance of a 16-QAM
constellation, so we take the output at 0.1174 as our first observation. The constellation is
displayed in Figure 6. The SER is 0.0123 and the MSE is 0.0023. We then test values of 0.2 to
0.6 with the SER closest to 0 being 0.7386 corresponding to an AMA variance of 0.4.
IV.

RESULTS

We have performed 3 experiments labeled A through C below. Our default values were L=16,
sigma=0.1174, SNR=30. These are control values assumed implicitly below.
A. Modification of the equalizer length.

3

At L=12, the signal will equalize roughly and the resulting SER and MSE are 0.1492 and 0.0023
respectively.

Figure 2: A 32-QAM signal with 30 db SNR and equalizer length, L=12.
At L=16 the signal will equalize somewhat but will not rotate appropriately. The resulting SER
and MSE are 0.0123 and 6.6738e-4 respectively.

4

Figure 3: A 32-QAM plot with 30db SNR and equalizer length, L=16.
At L=20, the signal will not equalize and the resulting SER and MSE are 0.1515 and 0.0013
respectively.

Figure 4:A 32-QAM signal with 30 db and equalizer length, L=20.
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B. Varying the signal-to-noise ratio (SNR)

Figure 5: A 32-QAM signal with 40 db and equalizer length, L=16
C. Varying the AMA variance (σ):

Figure 6: A 32-QAM signal with 30 db SNR and σ=0.1174
6

Figure 7: 32-QAM signal with 30 db SNR and σ=0.2

Figure 8: 32-QAM signal with 30 db SNR and σ= 0.3.
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Figure 9: 32-QAM with L=20, SNR 40 and σ=0.6

L

SNR

σ

SER

MSE

12

30

0.1174

0.1492

0.0023

16

30

0.1174

0.0123

6.6738e-4

20

30

0.1174

0.1515

0.0013

16

40

0.1174

0.1322

16

30

0.2

0.017429

16

30

0.3

0.25418

16

30

0.4

0.07386

16

30

0.5

0.076756

16

30

0.6

0.91383
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Table 1: Symbol Error Rate and Mean Squared Error
V.

CONCLUSIONS

Fortunately, we have made several discoveries that describe the relationship between
blind adaptive equalization system and its parameters. The equalizer length L=20, SNR
40 db, and 0.6 variance was the model that most clearly represented an equalized signal.
(Figure 9). Based on our investigation, when the equalizer length (L) and the variance are
both increased, the clusters are tighter and the constellation is rotated correctly. In
experiment III.B, the constellation was square but was not properly rotated. The increase
in the AMA variance in experiment III.C caused the proper rotation along with the longer
equalizer length and larger SNR. Experiment III.B implies that a larger SNR leads to
more distortion which is not true. We can see that all parameters must be precisely
selected in order to design a system that solves the problem. Further research would
explore whether this equalization scheme can be applied to a 64-QAM signal and recover
an equalized output signal, y(n).
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ABSTRACT
Over the last two decades there have been great improvements in armament technologies with
advances in modalities and functionality. These developments require a more sophisticated link
analysis model in order to achieve an accurate link margin over the complete projectile
trajectory. The Telemetry Branch at the Picatinny Arsenal’s Armaments Center has adapted and
updated their link analysis script to capture these advances and have been able to represent their
outputs in new and innovative ways. Confidence in link analysis results has allowed the
Telemetry team at the Armaments Center to support the design of new and novel projectiles that
can reliability transmit data to a variety of receive stations for research and development
purposes.
INTRODUCTION
The original Link Analysis script used by the Precision Munitions Instrumentation Division’s
(PMID) – Telemetry Branch was developed in June of 2001. The script ran off the Mathematica
software package and has been used successfully for close to two decades with little to no
changes to the software. It has served the Telemetry Branch well, until now.
A paper titled “A 3D LINK ANALYSIS AND SELECTION OF A RECEIVE ANTENNA
ANGLE IN TELEMETRY SYSTEMS” [1] has been previously published for the International
Telemetry Conference (2002) that dives into great detail on the old link analysis script’s
functionality. It will be briefly outlined in the subsequent section so that the new modifications
and improvements discussed later in this paper can be better understood.
Updating the original Mathematica script proved difficult and cumbersome as the original
script’s creator retired and stringent requirements on licensing and computer network access
limited the ability to edit and run the link analysis script. The decision was made to transition
this capability over to Matlab, another numerical software suite that the Telemetry Branch had
current capabilities and strong familiarity with.
EXISTING FUNCTIONALITY
The initial Mathematica script would allow for an external input .txt files for the trajectory file (time, x, y,
z), transmit (Tx) antenna gain pattern in gain per degree increments, and receive (Rx) antenna gain
1
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patterns in gain per degree increments. Several calculated internal parameters would be recorded as well
including:
Gun parameters
• Line-of-Fire
• Gun elevation
• Gun azimuth
Receiver specifications
• Receiver bandwidth - based off data rate
• Receiver threshold represented as a bit-error-rate (BER)
Transmitter specifications
• Transmitter power and resulting gain
• Transmitter carrier frequency
• Transmitted data rate
Receive station(s) parameters
• Location
• Antenna noise figure
• Preamp gain
• RF cable line loss based on length
• Receiver noise figure
All of these parameters are composed into a set of formulas (equations 1-5) [2] that are calculated for
each row/data point in the trajectory file and stored into matrices. Most of the values are constants, but
values like distance and the gain of the receiver and transmitter are variable, constantly changing as the
projectile is moving through space and changes its transmit angle in relation to the receive station(s).
4𝜋𝜋

(1)

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 (𝑑𝑑𝑑𝑑) = 𝑃𝑃𝑛𝑛 = (𝑘𝑘𝐵𝐵 ∗ 𝐵𝐵 ∗ 𝑇𝑇𝑛𝑛 )
𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑘𝑘𝐵𝐵 = 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝑛𝑛′ 𝑠𝑠 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐; 𝐵𝐵 = 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏ℎ ; 𝑇𝑇𝑛𝑛 = 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡
Noise Power Equation (dB)

(2)

𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑑𝑑𝑑𝑑) = 20 log � � + 20 log 𝑓𝑓 + 20 log 𝑑𝑑
𝑐𝑐
𝑘𝑘𝑘𝑘
𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑐𝑐 𝑖𝑖𝑖𝑖 𝑖𝑖𝑖𝑖
; 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑖𝑖𝑖𝑖 𝑖𝑖𝑖𝑖 𝐺𝐺𝐺𝐺𝐺𝐺; 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 𝑖𝑖𝑖𝑖 𝑖𝑖𝑖𝑖 𝑘𝑘𝑘𝑘
𝑠𝑠
Free Space Loss Equation (dB)

𝑃𝑃𝑟𝑟
𝑃𝑃𝑡𝑡

𝜆𝜆 2
�
4𝜋𝜋𝜋𝜋

= 𝐷𝐷𝑡𝑡 𝐷𝐷𝑟𝑟 �

𝑃𝑃𝑟𝑟 [𝑑𝑑𝑑𝑑] = 𝑃𝑃𝑡𝑡 [𝑑𝑑𝑑𝑑] + 𝐷𝐷𝑡𝑡 [𝑑𝑑𝑑𝑑𝑑𝑑] + 𝐷𝐷𝑟𝑟 [𝑑𝑑𝑑𝑑𝑑𝑑] + 20 log10 �
Friis Transmission Equation (dB)

(3)
𝜆𝜆
�
4𝜋𝜋𝜋𝜋

Combining these equations yields the most accurate power received and is represented by the following
formula:
𝑃𝑃𝑟𝑟 [𝑑𝑑𝑑𝑑] = 𝑃𝑃𝑡𝑡 [𝑑𝑑𝑑𝑑] + 𝐺𝐺𝑡𝑡 [𝑑𝑑𝑑𝑑𝑑𝑑] + 𝐺𝐺𝑟𝑟 [𝑑𝑑𝑑𝑑𝑑𝑑] − 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹[𝑑𝑑𝑑𝑑] − 𝑃𝑃𝑛𝑛 [𝑑𝑑𝑑𝑑]
Power Received Equation (dB)
2
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In addition to the direct power received, Pr, there is reflective energy present caused from the RF signal
being reflected off of surfaces, Pr (reflec). The script assumes a smooth surface with a reflective energy
roughly 30% of the original energy. The angle of reflection is equal to the angle of incidence (seen in
Figure 1) and calculated for all points across the trajectory.

Figure 1: Reflective angle

This reflective energy can either add or subtract from the signal strength and therefore link margin.
Oftentimes these reflective energies are small compared to the direct wave. This is mostly due to the
directivity of the receive antenna(s). Since the receivers are tracking the projectile in the air, the angle in
which the reflective angle is received is often on a receive antenna’s low gain side-lobe, resulting in a
greatly diminished signal. The equation for reflective energy can be seen in Equation 5.
𝑃𝑃𝑟𝑟(𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟) [𝑑𝑑𝑑𝑑] = 𝑃𝑃𝑡𝑡 [𝑑𝑑𝑑𝑑] + 𝐺𝐺𝑡𝑡(𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟) [𝑑𝑑𝑑𝑑𝑑𝑑] + 𝐺𝐺𝑟𝑟(𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟) [𝑑𝑑𝑑𝑑𝑑𝑑]
−𝐹𝐹𝑆𝑆𝑆𝑆𝑆𝑆(𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟) [𝑑𝑑𝑑𝑑] − 𝑃𝑃𝑛𝑛 [𝑑𝑑𝑑𝑑] + 10𝑙𝑙𝑙𝑙𝑙𝑙10 (𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 2 )
Reflected Power Received Equation (dB)

(5)

NEED FOR CHANGE
Although the Mathematica link analysis script has yielded countless successful link budgets over the
years, there was a need to improve upon it. This need emerged from the development of emerging
armament technologies pushing the boundaries of conventional artillery projectiles’ capabilities. This has
resulted in additional parameters that need to be taken into consideration when analyzing a link budget in
addition to a new number of outputs that needed to be generated.
The first step was converting the old link analysis script that ran in Mathematica to a script that could be
run in Matlab. Over the years, Matlab has become one of the primary software packages used by the
PMID – Telemetry Branch and a software package supported by the larger Picatinny Arsenal community
and included in its shared software portfolio. Making the transition was a relatively painless process as
much of the syntax between Mathematica and Matlab is the same or similar. Switching the link analysis
script over to Matlab had two main benefits. Firstly, the Matlab software package was widely available
and understood by the Telemetry engineers allowing each engineer to run the script on their own
computer instead of having the handful of personnel with Mathematica knowledge and software licenses
to run the script for everyone. This cut down the turnaround time we could complete link analysis and
provide it to the customer and test ranges. The Matlab software package is approved throughout Picatinny
Arsenal, as opposed to Mathematica. It is much easier logistically to run the simulation in Matlab on the
appropriate computer system.
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CHANGES AND IMPROVEMENTS
Once the script was converted to Matlab, the team started the arduous task of deciphering and improving
the script to account for new scenarios and factors. This included:
1. Multiple Receive Antennas Simultaneously
In reference to the input files and parameters, the basic calculations remained the same between the two
scripts. The trajectory file, and Rx & Tx antenna external input files had no alterations. However, the new
script allowed for two receive antennas to be analyzed concurrently. This allowed for a comparison and
selection of the best receive antenna to use across the trajectory. If one was to use the old script, each
receive antenna scenario would have to be run separately and manually compared to selecting the best
receive antenna option.
2. GPS Coordinates for Gun and Receive Station
A major upgrade from the old script was the update from relativistic locations to GPS coordinates. The
gun and receive antenna locations were changed from a delta offset to the GPS coordinate system. The
old script assumed the bullet started at (x,y,z) coordinate (0,0,0) and had the user give the receive antenna
position by an offset in meters. This wasn’t as big of an issue in previous scenarios since the receive
antenna was located at the gun position and the offset for the receive position could be quickly estimated
by an x,y offset that was only a few meters. Due to increased number of receive stations and their
locations being far away from the gun, it was decided that the script would require GPS coordinates for
the gun location and two receive stations and calculate and translate the (x,y,z) offset between the points.
This allows for a more precise offset and easier user experience when setting the parameters. All test
ranges have gun locations and ground station receive sites recorded in GPS coordinates making the input
process user-friendly. This increased the speed generating a link analysis; previously we had to manually
calculate these offsets.
3. Staging and Multiple Transmit Antenna Gain Patterns
More recent designs include multiple staging components, which in turn create multiple antenna gain
patterns for the transmit antenna. The script was adapted to allow for multiple antenna gain patterns to be
swapped out based on the time of flight the staging events are to occur. This allows for the script only
having to be run once for the whole trajectory instead of running multiple iterations using each staging
transmit antenna gain pattern and manually splicing the results.
4. Line-of-Sight Calculations and Considerations
With advancements in gun technologies, propellants, and projectile aerodynamics, armaments are being
shot farther than ever before. Unfortunately, this requires that the link budget account for additional
problems, such as, line-of-sight. Even though the projectile is at altitude, if the projectile distance is at an
extended range, line-of-sight becomes an issue due to curvature of the earth and the projectile extending
over the horizon.
To calculate the line of site the following equation was used:
𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑜𝑜𝑓𝑓 𝑠𝑠𝑠𝑠𝑠𝑠ℎ𝑡𝑡 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 = 𝑑𝑑𝑙𝑙 = √2𝑅𝑅ℎ ≈ 3.57 ∗ √ℎ
𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 = 𝑑𝑑𝑟𝑟 = 4.12 ∗ √ℎ
𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑅𝑅 = 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑜𝑜𝑜𝑜 𝑡𝑡ℎ𝑒𝑒 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒ℎ; ℎ = ℎ𝑒𝑒𝑒𝑒𝑒𝑒ℎ𝑡𝑡 𝑜𝑜𝑜𝑜 𝑡𝑡ℎ𝑒𝑒 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
Line of Sight Equation
4
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The line-of-sight is expressed in the link budget script by the radio horizon equation above since we are
focused on the range the S-band radio wave can travel and not the visual distance. If the distance between
the two antennas is greater than the calculated radio horizon distance, where h is equal to the total height
of receive antenna and transmit antenna, the signal-to-noise margin is hard set to 0dB.
5. Receive Antenna Slew Rate
The receive antennas are commonly tracking antennas, where they track the projectile during flight either
directed manually, visually, or automatically tracking signal strength radiated from the projectile.
Depending on location of the receive antenna with respect to the gun and the projectile trajectory the
receive antenna may have to slew at many degrees per second in order to keep locked onto the round.
Due to antenna sizes and motor control there are limitations on how fast these antennas can physically
rotate. Calculating and plotting the slew rate over the trajectory can help identify limitations on field
equipment.

GENERATED OUTPUTS
The old link analysis outputs consisted of data tables and graphical representations. This was sufficient
for the program needs but cumbersome when it came to analyzing additional or alternate parameters.
The old script generated five output plots. These included the following:
1.
2.
3.
4.
5.

Signal-to-noise (SNR) margin for a fixed receive antenna
SNR Ratio for tracking antenna using multipath
SNR Margin for tracking antenna using multipath
Angle of Elevation of Tracking Antenna
Angle of Azimuth of Tracking Antenna

The new script includes the same five plots but also generates new plots to aid in interpreting the link
analysis. Plots 1-5 listed above are the same except that receive antennas 1 and 2 are over plotted on the
same graph. New plots include the following:
1.
2.
3.
4.
5.
6.

Difference of SNR with and without multipath (reflection)
Tracking Receive Antenna 1 and 2 Speed (slew rate) – deg. /sec.
Angle of Transmit Antenna toward Receive Antenna 1 and 2
Gain of Transmit Antenna with respect to transmit angle towards receive antenna 1
Gain of Transmit Antenna with respect to transmit angle towards receive antenna 2
FSK (PCM/FM) Bit Error Rate to Eb/No (dB) plot (Figure 2)
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Figure 2: PCM/FM Bit Error Rate Plot

In addition to the new plots, a map is generated that displays the two receive station locations, the
trajectory of the projectile, and line-of-sight between the receive antennas and the projectile. The base
layer of the map can be changed; most useful are the topographic and satellite imaged layers. Although
this is a visual representation, the line-of-sight script run through Matlab’s sub routine on the map pulls in
topographic information and will represent loss of line-of-sight over the horizon but also topographic
obstructions, such as mountains. The figure below shows an example of one of these maps.

Figure 3: Satellite map of link analysis profile map of link analysis profile

FUTURE WORK
Currently this tool can only be used via the script editor in Matlab. It has not been “functionalized”, but is
simply laid out in a serial fashion making repeated calculations with different setups cumbersome.
Eventually, everything will be configured using a configuration file and navigated utilizing a Graphical
User Interface (GUI). Furthermore, the output files are not automatically saved and named. Making the
user experience simpler to navigate and automatically saving named output data extracted from the given
inputs would greatly simplify the ease of use.
6
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Additionally, with the many programs and configurations the Telemetry Branch supports, adding in an
antenna importer and visualizer would aid in selecting the setup that maximizes data collection. For
example, if it was known that a projectile had to be tracked by hand, perhaps an antenna with a more
uniform gain pattern, as opposed to a highly directional antenna that is typically mounted onto a flight
follower, would be selected.
The above Figure 3 is a glimpse of the features that someone without a lot of knowledge of RF
propagation could visualize and easily interpret. Adding even more multifaceted digital terrain data to
account for line-of-sight, and other land or building obstacles, would be valuable as the environments
operated within become increasingly complex.
Lastly for further improvements, the program only accounts for a moving transmitter and assumes the
receive antennas are fixed. While the math would be the same, having a mobile receive antenna would
add more intricacy in the back end of the program as it is currently written.

CONCLUSION
While Mathematica is a powerful parametric equation solver, its use with our current link analysis
requirements were severely limited when additional program requirements came to fruition that required
considerable modification. Utilizing Matlab leveraged our group’s current software knowledge and
enabled us to expand its usefulness to include multiple transmit antenna profiles and receive antenna
stations. We were also able to modify the software to allow for different flight stages and take into
account the curvature of the earth for beyond line-of-sight simulations.
There is still considerable work to do with the link analysis program that was ported over into Matlab.
Future work includes a comparison of the calculated link analysis parameters with those functions built
into Matlab and its additional plugins. Additional work refining the script will also increase the speed at
which a link analysis can be calculated. Much of the data is currently hard coded and prone to user error
when changing parameters. Future requirements could dictate a mobile receiver antennas.
Our Matlab version of the link analysis meets current and near-term program requirements while enabling
the flexibility for expansion.
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ABSTRACT
We perform statistical characterization of the wireless channel between the low-power transmitter
and the receiver moving along the straight path in laboratory conditions. Our aim is to process the
measurement results of the signal level variations and propose a model of fading suitable for analytical analysis. In addition, we will determine the appropriate parameter values for the proposed
model that describes the statistics of signal intensity with random changes. Based on the measured
values, in addition to the first order statistical characteristics, we will determine the second order
characteristics, such as level crossing rate and average fade duration. These values are important
in estimating the probability of error and ergodic capacity, as well as in the adequate design of the
interleaver and error-correction codes.
INTRODUCTION
Contemporary wireless networks, such as 5G, beyond-5G (B5G) and the sixth generation (6G) mobile networks should enable high data rate demands, high reliability, strong security, low latency
and energy consumption, as well as high density of user terminals. They should be able to offer emerging applications and services such as smart cities, massive machine-to-machine (M2M)
communications and Internet-of-Thing (IoT) applications. The future networks should support
connectivity of a huge number of devices located in a small area. Wireless sensor networks will
play important role in future beyond-5G networks [1].
In a number of applications, one can envision low power sensors that do not communicate directly
with base stations of mobile network, but rather with a local wireless base station that connects
to internet over existing links. This can be the case of an office, classroom, or a store. Since the
sensors are low power, it is important to properly characterize their communications channels to
insure functionality. In such a wireless system, RF propagation plays a significant role because
it can produce fundamental artifacts that are constructive or destructive in the sense of received
signal level. Although deterministic, these are almost never treated as such, but are rather viewed
as the stochastic effects. Therefore, if the sensor nodes are not stationary, or the objects and people
in the environment move, there will be signal variations due to different propagation conditions
that are essentially dynamic. In order to predict the quality of information transmission through a
1

telecommunication channel, it is necessary to have knowledge about the statistical characteristics
of the signal propagating through the channel. For estimating the average error probability during
the transmission, or the ergodic capacity of the channel, it is necessary to know the probability
density function (PDF) of the signal envelope. However, in addition to statistical characteristics of
the first kind, in some applications it is also desirable to use statistical characteristics of the second
order. For example, it is very important how often the signal level exceeds a predetermined level
and how long the signal value stays below that predetermined signal level. In other words, it is
necessary to know level crossing rate (LCR) and average fade duration (AFD). These two characteristics are very important in designing appropriate interleaver which function is to randomize
signal values. In addition, these two metrics are essential in proper design of encoder/decoder for
error-correction codes [2, 3].
In this work, for the purpose of measurement we use CC2500 low power transmitters and receivers produced by Texas Instruments. Measurements are performed in the ISM frequency range
of 2.4 GHz, which is the frequency range of operation for the transceivers in question. In the proposed scenario, the transmitter moves along the straight path in laboratory conditions that are set
up to mimic a small office environment. The movement resolution is 1 mm so that the obtained
data can be of statistical significance. On the other hand, this is expected to produce relatively
smooth results that can be interpreted as continuous. Statistical analysis requires larger sets of obtained data, and on the basis of measured values, we generate appropriate histograms and perform
numerical fit with corresponding fading distributions. The appropriate probability density function
(PDF) is suggested together with estimated numerical values of required parameters. The goodness of fit is also evaluated. Based on measured values, LCR and AFD are calculated and further
used in estimating other parameters necessary in theoretical models.
MEASUREMENT SETUP
The idea of measurement is basically simple: if a transmitter transmits at a certain frequency, and
with constant output power, then the received signal power at a receiver directly shows realization
of the wireless channel between the transmitter and the receiver. Channel realization depends on
the distance between transmitter and receiver, obstacles that are located between them, but also
on the objects that are in the vicinity of them that do not have to be directly in the line of sight
between them. In this sense, propagation takes place over multiple paths as the signal is scattered
and reflected by the multiple objects. This multipath propagation creates the fading effect that
affects channel realization significantly, in essence - even over 30 dB, making it the dominant
effect in short distance wireless communication. The effect is present in the amplitude of the
received signal, and also in its phase. In this paper, we concentrate on characterizing fading effect
on the amplitude, by using acquired signal levels in many relative positions of the transmitter with
regards to receiver.
Characterization of wireless channel can be deterministic, providing that enough information is
available on the objects in the vicinity of transmitter and receiver, but usability of deterministic approach is limited since this data is usually not available. Therefore, another approach that
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Figure 1: Measurement setup consists of a rail and a cart that carries SmartRF04EB, and can be moved
precisely by external control. Receivers are positioned in fixed places while the cart makes a full scan.

is available is a statistical one - resulting in the probability density function of the received signal strength, based on observation and statistical modeling. In this paper, we use the statistical
approach and present the results for short distance communication in an office environment simulated by a laboratory room. Since we are also interested in second order characteristics, such
as LCR and AFD, it is necessary to acquire data from the resulting channel realization process,
meaning its dynamics, and not only the uncorrelated signal level measurements. This is achieved
by making the successive measurements with very small position changes that make the acquired
data continuous functions of the position.
The setup we use for measuring wireless channel conditions is shown in Fig. 1. This setup is
assembled around an aluminium rail carrying a cart that can be moved linearly along the rail.
On top of the cart, we put a transmitter, which in our case is a SmartRF04 evaluation board [4]
produced by Texas Instruments. The transmitter is controlled by SmartRF studio software [5],
which makes it easy to quickly setup the transmission parameters, such as frequency, output power,
packet formats, forward error correction coding, etc. On the other hand, the position of the cart
is controlled independently by a microcontroller. The mechanical transmission is setup so that
the cart can be moved in steps of 1 mm, which proved enough for the purpose of acquiring valid
continuous data suitable for second-order signal characterization.
As for the receiver, we use compatible target boards RF2500T that are also based on CC2500
chip. The reason for choosing a small form-factor receiver is that we can place multiple receivers
inside the lab at almost any place. That way, we can acquire multiple datasets with continuous data
in a single sweep of the transmitter. For hardware interface we choose USB connection realized
by a low-cost CH340 adapters. Programming of the RF2500T boards is performed in CC Studio
software IDE provided by Texas Instruments. Since we only need the RSSI data, program is
extremely simple - it reads repeatedly the RSSI value multiple times, and returns average value
over the USB connection. The value can be read by a terminal application on the host computer
that acquires the data. Once the acquisition is finished on all available receivers, the command is
issued to move the cart one millimeter further, until the end of rail is reached. Then the process is
repeated with the cart moving in opposite direction, but with receivers positions changed.
3

Figure 2: Acquired signal levels at four different receivers during one rail sweep of the transmitter.

RSSI at each receiver is linearly [6] dependent on the instantaneous effective received signal power,
R = 10RSSI/10 [dBm],

(1)

while the corresponding amplitude values are
10RSSI/20
r= √
[V or A].
1000

(2)

Examples of acquired data sets are shown in Fig. 2. It can be seen that the requirement of continuous signal levels is achieved with location resolution of 1 mm.
To make the procedure easily scalable, and make the distribution fitting a little less demanding, we
require that E[R] = Ω = 1. In effect, this reduces the number of distribution parameters by one.
On the other hand, since we deal with low power systems, we can expect that medium is linear,
which enables proportional scaling of the distributions with regard to average received power at
certain spot. The requirement is fulfilled by normalizing each dataset so that the average power is
unity, and the normalization constant is obtained using averaging by time, and by assumption that
the fading process is ergodic
N
X
Ω=
Ri .
(3)
i=1

4

Model
Rayligh
Nakagami-m
Rice
κ−µ

AIC
375.275
268.600
172.777
166.549

Parameter values
—
m = 1.800
k = 3.178
µ = 1.219, κ = 2.244

Table 1: Goodness of fit for different fading models tested

Therefore, we continue analysis with normalized data, where each sample is R̂i =
E[R̂] = 1. Normalized amplitude samples are then
q
r̂i = R̂i .

Ri
, so that
Ω

(4)

Manufacturer data for the receivers state that the RSSI value corresponds to dBm’s when signal
levels are above -100 dBm and below -20 dBm [6, Fig. 13], which is fulfilled in our experiment.
NUMERICAL RESULTS
After obtaining data from multiple sweeps and receiver positions throughout the laboratory, we
proceed to model the data with some of the established fading distributions. Among them, we
use Rayleigh, Nakagami-m, Rice, and κ − µ distributions. Procedure of fitting the distribution
parameters first computes histogram of the acquired data H(r̂), and then minimizes the meansquared norm
M
1 X
[log (H(r̂i )) − log (p(r̂i ))]2 ,
(5)
M i=0
for best distribution parameters. Parameter M is the number of bins in histogram, and it is generally
less or equal than 100. The histogram is computed for aggregate data taken from 10 sweeps with
four receivers, which makes the data set of 40 different receiver positions with 88000 samples in
total.
For assessing goodness of fit, we use Akaike information criterion (AIC) [7, 8] implemented in
Mathematica as part of nonlinear model fitting procedures. The obtained parameter values for each
model, as well as corresponding AIC values are shown in Table 1. Distribution with lowest AIC
value is considered a good candidate for accepting a model, and in this case it is the κ − µ model.
The obtained results are shown visually in Fig. 3, in logarithmic scale. We can see that Rayleigh
and Rice fits are pessimistic regarding the tail probability, while Nakagami-m is optimistic. Best
fit is achieved using κ − µ distribution for µ = 1.219, and κ = 2.244, where the distribution is
given by [9]
r
 µ(κ + 1) 

κ(κ + 1) 
2µ(κ + 1)(µ+1)/2
µ
2
r exp −
r Iµ−1 2µ
r ,
(6)
p(r) = (µ−1)/2
κ
exp(µκ)Ω(µ+1)/2
Ω
Ω
that is originally proposed in [10] for Ω = 1. Based on these results, we do not proceed to test the
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Figure 3: Probability density function - measured data and fitted commonly used fading distributions.

related η−µ model, since it is known to work best for distributions that have lower tail probabilities
than κ − µ model.
CDF is also derived in [10], and is expressed as
p

p
F (r) = 1 − Qµ
2µκ, 2µ(1 + κ) r ,

(7)

where Qµ is generalized Marcum Q function. We compare measured results with this CDF in
Fig. 4. As it can be seen, there is a good fit between theoretical and measured results. Therefore,
we conclude that the first-order characteristics are well matched by a theoretical κ − µ model when
distribution parameters are chosen appropriately. We now move to the second-order characteristics.
LCR is shown in Fig. 5, with measurement results compared to theory. Theoretical LCR is first
derived in [11], and generalized in [12]. We compare our results to theoretical ones from [12,
eq. (13)] with shadowing parameter taken to be m = 20 that corresponds to effective absence of
shadowing effects. The agreement between theory and measured results is obvious when distribution parameters are determined as previously explained.
Theoretical AFD is derived in [12, eq. (17)] in terms of bivariate confluent hypergeometric functions, for the more general case of shadowed fading channels. More details on these functions and
possible implementation in Mathematica and MATLAB can be found in [13]. Comparison of theoretical and measurement results are shown in Fig. 6. Parameter m is again taken to be 20, in order to
represent shadowless fading environment. For our purpose, we can see that the agreement between
theory and experiment is very good, and this presents a validation of our second-order measurement results. Moreover, good fits of first-order characteristics have also shown good agreement for
second-order characteristics, so there is no need to characterize them separately.
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Figure 4: Cumulative distribution, estimated from measured data (dots) and best κ − µ fit (line).

Figure 5: Level crossing rate calculated from acquired data (dots connected by black line), and theory (blue
line).
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Figure 6: Average fade duration calculated from acquired data (dots connected by black line), and theory
(blue line).

CONCLUSIONS
In this paper, we performed a statistical characterization of the channel between low-power transceivers in the ISI frequency range of 2.4 GHz. In doing so, we used CC2500 low power transmitters
and receivers produced by Texas Instruments. We found that κ − µ distribution could be successfully applied in characterization of this type of channel. We observed PDF, CDF, LCR and AFD.
In all cases, under laboratory conditions mentioned in the text, goodness of fit test confirmed that
κ − µ distribution shows best overlapping with experimental results in comparison with Rayleigh,
Rice and Nakgami-m distributions.
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ABSTRACT
The post-equalizer bit error rate performance of SOQPSK-TG operating maximum ratio combined
RHCP and LHCP antenna outputs is compared to the case of combined vertical and horizontal
polarized antenna outputs. To perform the comparison, an experiment was conducted to measure
multipath channels in an indoor environment using a single monopole transmit antenna with a
variable orientation and two receive antennas in a cross-polarized configuration. The impulse
responses where computed from the received signals and used in computer simulations to estimate
the post-equalizer bit error rate. The results show that the post equalizer bit error rate performance
of maximum ratio combined RHCP and LHCP channels is the same as that of maximum likelihood
combined and maximum ratio combined vertical and horizontal channels. The current practice in
ground stations (maximum ratio combining of RHCP and LHCP antenna outputs) is capable of
achieving optimal performance.
INTRODUCTION
Ground stations on most test ranges use a parabolic reflector antenna. The antenna feed is a resonant cavity positioned at the focal point and equipped with cross polarized antenna elements that
produce signals aligned with the vertical (V) and horizontal (H) polarization components of the
received signal. Because most fixed- and rotary-wing test articles use a linearly polarized transmit
antenna, the polarization state of the received signal depends on the spatial orientation of the test
article. For example, when the test article is level (pitch = 0◦ , roll = 0◦ ), the polarization state
of the received signal is entirely vertical. When the test article is in a steep climb or dive (pitch
≈ ±90◦ ) the polarization state of the received signal is nearly horizontal. A nearly completely
horizontal polarization state can also occur when the test article is executing a sharp turn that requires the roll to be approximately 90◦ . Consequently, a linearly (i.e., V/H) polarized antenna feed
experiences dramatic changes in the signal strength of either one of the feeds as the test article
maneuvers through test points.
1

Because early receivers and demodulators were equipped with only one RF input, neither the
V nor the H output feeds were usable. For this reason, the V and H polarized antenna outputs
were connected directly to a 90◦ hybrid coupler to produce right-hand circularly polarized (RHCP)
and left-hand circularly polarized (LHCP) signals. The variations in RHCP and LHCP signals are
much less pronounced during test article maneuvers. Consequently, RHCP or LHCP signals were
preferred for use with telemetry receivers with one RF input.
The use of RHCP or LHCP to avoid signal strength variations with test article orientation
was achieved at a cost: 90◦ hybrid couplers inject a 3-dB signal loss prior to the thermal noise
added by the LNA. Consequently, combining strategies involving the RHCP and LHCP signals
have been investigated since the 1960s [1–11] and manufacturers started incorporating diversity
combiners in their receivers in the 1980s [12,13]. Receivers with diversity combining have two RF
inputs that were intended to be connected to the RHCP and LHCP outputs from telemetry antenna
feeds. When properly implemented, the diversity combiners are capable of recovering the 3-dB
loss injected by the 90◦ hybrid coupler.
Now that telemetry receivers with two RF inputs are common, the question naturally arises: is
there an advantage to combining V and H outputs directly? The potential advantage of combining
V and H (instead of RHCP and LHCP) is removing the 3-dB loss inserted by the 90◦ hybrid
coupler. In the presence of multipath propagation, theoretical work [7, 14–16] suggests that the
multipath channels seen on the V and H polarizations are different and that this difference may
also be exploited via combining to improve performance. Because RHCP and LHCP signals are
derived directly from the V and H signals, the same performance advantage exists for RHCP and
LHCP signals [7, 16].
To date, all the work devoted to answering this question has been theoretical. This paper describes some simple experiments designed to measure both V and H multipath channels as well as
the corresponding RHCP and LHCP channels to perform a side-by-side comparison. Two combining techniques are applied to the V and H channels: maximum likelihood combining and maximum
ratio combining. Maximum ratio combining is applied to the RHCP and LHCP channels in recognition of the current practice in aeronautical mobile telemetry ground stations. The simulated BER
results show that the post equalizer bit error rate (BER) performance of maximum ratio combined
RCHP and LHCP channels is the same as that of maximum likelihood and maximum ratio combined V and H channels.
EXPERIMENTAL CONFIGURATION
A.

Hardware Setup

A block diagram of the experimental configuration is illustrated in Figure 1. Software-defined
radios (SDRs) were used as both transmitters and receivers. A sounding signal, described in the
next subsection, was used to probe the channel. The sounding signal was transmitted using an SDR
connected to a transmit antenna attached to a small motor that rotates the antenna. The system is
shown in Figure 2. The rotations applied to the transmit antenna were intended to mimic test article
maneuvers.
Two antennas were used at the receiving end. One antenna was oriented vertically and the
other horizontally as illustrated in Figure 2. Each antenna was connected to a two-way splitter.
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Figure 1: A block diagram representing the experimental configuration used to collect the data.

Ettus
USRP B200 mini

I/Q

variable polarization
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V
PE51RD1031

Figure 2: An illustration of the antennas used in the experiments: (left) the transmit antenna showing the
motor used to rotate the antenna; (right) the cross-polarized antennas at the receiver.

The first outputs of the splitters were connected to a 90◦ hybrid coupler as shown. The 0◦ output
was the RHCP signal, the 90◦ output was the LHCP signal. The RHCP and LHCP signals were
connected to the two RF inputs of one of the receiver SDRs. The second outputs of the splitters
were connected directly to the two RF inputs of the other receiver SDR. These signals represent
the V and H components of the received signal.
The channels obtained from the RHCP and LHCP represent the current state of affairs in aeronautical mobile telemetry (AMT). The channels obtained from the V and H components are new.
V and H outputs are not available, as of this writing, on most of the antenna feeds currently in use
in AMT. Consequently, the availability of these outputs represents an interesting opportunity for
comparison, although in a multipath environment that is somewhat different from that routinely
encountered on test ranges.
The transmitter and receiver were positioned in a hallway on the fourth floor of BYU’s Clyde
Building (one of the engineering buildings). The locations are shown in the floor-plan illustrated
in Figure 3. The hallway was selected to approximate the AMT multipath channel as close as the
available resources allowed. The hallway provided a line-of-sight path with multipath reflections
characterized by a relatively narrow angular spread. An example of the sounding signal spectrum
and the spectra of the signals received by the V and H antennas is illustrated by the spectrum
analyzer display shown in Figure 4.

4

Figure 3: A section of the floor plan of the 4-th floor of the Clyde Building showing the locations of the
transmitter and receiver used in the experiments.

Figure 4: Spectrum analyzer display showing the spectrum of the sounding signal (yellow trace), the signal received on the vertically-polarized antenna (cyan trace), and the signal received on the horizontallypolarized antenna (magenta trace).
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Figure 5: The equivalent systems used to define the data processing: (top) the system used to perform the
measurements; (bottom) two LTI systems representing the top system. The left is the continuous-time realvalued bandpass system; the right is the discrete-time complex-valued low-pass equivalent system.

B.

Signal Processing

The sounding signal s(t) comprised 64 subcarriers centered at 1485 MHz with an inter-subcarrier
spacing of 156.25 kHz. (The subcarrier at 1485 was set to zero.) The user interface side of SDRs
operate with samples of the complex-valued lowpass equivalent signals [17]. The complex-valued
baseband equivalent signal s̃(t) is given by
31
X

s̃(t) =

ej(2πm∆f t+ϕm )

(1)

m=−32
m̸=0

where ∆f = 156.25 kHz and the phases ϕm were selected to reduce the peak-to-average power
ratio (PAPR). Note that using ϕm = 0 for all m produced a signal whose PAPR is 18 dB. Using
optimized phases reduced the PAPR to 1.3 dB. The signal is periodic with period 1/∆f = 6.4 µs.
The SDR used as the transmitter operated on samples of s̃(t). T -spaced samples of s̃(t) are
s̃(nT ) =

31
X

ej(2πm∆F n+ϕm )

(2)

m=−32
m̸=0

where ∆F = ∆f T cycles/sample. The sampled signal is also periodic with period 1/∆F samples.
For example, using a sample rate of 1/T = 20 Msamples/s, ∆F = 7.8125 × 10−3 cycles/s and the
period is 128 samples.
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The signal processing is described using the abstractions illustrated in Figure 5. The top diagram in the figure illustrates the system used to perform the measurement for a given transmitreceive antenna pair. Note the relationship between the sampled complex-valued low-pass equivalent signals s̃(nT ) and r̃(nT ) and their corresponding continuous-time real-valued bandpass signals s(t) and r(t). The lower left diagram in the figure shows the continuous-time real-valued
bandpass system defined by the relationship between s(t) and r(t). The lower right diagram in the
figure shows the discrete-time complex-valued lowpass equivalent system defined by the relationship between s̃(nT ) and r̃(nT ).
The SDR used as a receiver produced samples of the complex-valued low-pass equivalent of
the received signal r̃(t). T -spaced samples of r̃(t) may be expressed as
r̃(nT ) = s̃(nT ) ⋆ h̃(nT ) + z̃(nT )

(3)

where ⋆ denotes the discrete-time convolution operation, h̃(nT ) are T -spaced samples of the
complex-valued low-pass equivalent channel, and z̃(nT ) represents samples of the complex-valued
low-pass equivalent measurement noise. The goal was to compute h̃(nT ) from r̃(nT ). This
is accomplished using frequency-domain deconvolution. The Discrete-Time Fourier Transform
(DTFT) [18] of (3) is
R̃(ejΩ ) = S̃(ejΩ )H̃(ejΩ ) + Z̃(ejΩ ).
(4)
The estimate of the DTFT of the channel is given by
Ĥ(ejΩ ) =

Z̃(ejΩ )
R̃(ejΩ )
= H̃(ejΩ ) +
.
S̃(ejΩ )
S̃(ejΩ )

(5)

Samples of the bandlimited impulse response ĥ(nT ) are obtained from the inverse DTFT of
Ĥ(ejΩ ). To account for noise, the largest samples that represented 88% of the total impulse response energy were retained and used for the BER simulations.
The transforms required to produce (4) from (3) were performed using the sampled DTFT
known as the Discrete Fourier Transform (DFT) [18]. The Fast Fourier Transform (FFT) algorithm
was used to compute the required DFTs. The receiver SDRs sampled the received signals at 20
Msamples/s. As explained above, one period of the received signal is 128 samples. Consequently,
the length-128 FFT was used to produce the sampled version of R̃(ejΩ ). The division in (5) used
only those FFT indexes corresponding to the non-zero samples of S̃(ejΩ ). Finally, the length-128
inverse FFT was used to produce ĥ(nT ) from the samples of Ĥ(ejΩ ).
C.

Equalized BER Simulations

The measurements obtained for each orientation of the transmit antenna produced data from
which the impulse responses for four channels were estimated. The channels were used in computer simulations of the BER performance of CMA-equalized SOQPSK-TG. The computer simulations are illustrated by the block diagrams shown in Figure 6. The top diagram shows the signal
flow when using the V and H channels obtained from the measurements. Samples of an SOQPSKTG signal modulated by a PN11 sequence are produced at a sample rate equivalent to 2 samples/bit.
The SOQPSK-TG samples are filtered by two parallel discrete-time FIR filters representing the V
and H channels. The V and H channel outputs are combined using filters matched to the channel
7
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Figure 6: A block diagram illustrating the two sets of BER simulations performed in this study: (top) maximum likelihood (ML) combining;
(bottom) maximum ratio combining (MRC). The channel impulse responses h1 (t) and h2 (t) are placeholders for the V/H or RHCP/LHCP channel
pairs as described in the text.
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h1 (t)

ML combining

impulse responses [14–16]. The combined output forms the input to an adaptive filter based on the
constant modulus algorithm (CMA) [19,20]. The equalizer output forms the input to a symbol-bysymbol SOQPSK-TG detector [21]. The bit decisions output by the SOQPSK-TG detector were
used to compute the bit error rate (BER) by a software version of a bit error rate tester (BERT) that
aligns the bit decisions with a copy of the PN11 sequence and sums the differences.
The bottom diagram in Figure 6 shows the signal flow when using the RHCP and LHCP channels obtained from the measurements The SOQPSK-TG samples form the inputs to two parallel
discrete-time FIR filters representing the RHCP and LHCP channels. The RHCP and LHCP channel outputs are combined using the maximum ratio combining coefficients [16]
)
(
X
E2
E1
∗
(6)
k2 =
ϕ=∠
h̃1 (n)h̃2 (n)
k1 =
E1 + E2
E1 + E2
n
where
E1 =

X

|h̃1 (n)|2

E2 =

n

X

|h̃2 (n)|2

(7)

n

are the energies in the sampled complex-valued lowpass equivalent channel impulse responses.
The combined output forms the input to the CMA equalizer, SOQPSK detector, and the BERT
described above.
The parameters for the simulation environment are summarized in Table 1. The Simulink®
model used to perform the simulations is shown in Figure 7.
An example showing the frequency responses of one V/H channel pair obtained during our
measurements together with the SOQPSK-TG power spectral density is shown in Figure 8. In
these plots, the power of the SOQPSK-TG signal was adjusted to produce a more visually useful
plot. The side-lobes exhibited by the channel frequency responses are due to the pruning process
(using the 88% total energy criterion) explained above. The important point here is that both
channels present frequency-selective fading to the SOQPSK signal. The fact that the channels are
different gives opportunity for performance gain due to polarization combining.
EXPERIMENTAL RESULTS
The post-equalizer bit error rates from the simulations are plotted in Figure 9. The figure
comprises ten plots, one plot for each rotation angle of the transmit antenna. Each plot displays
two curves, one for maximum likelihood combining of the V and H channels (see the top diagram
in Figure 6), and the other for maximum ratio combining of the RHCP and LHCP channels (see the
bottom diagram in Figure 6). The abscissa in the plots is 1/N0 (the noise power spectral density
level) instead of the traditional “signal-to-noise ratio” because the channel pairs presented to their
respective combiners had different amplitudes. It was difficult to identify a normalization that
preserved the differences in channel amplitudes in a meaningful way.
The simulation results show that the BER performance of the two approaches is nearly identical. For some rotations (0◦ , 10◦ , 40◦ , 50◦ ) maximum likelihood combining of the V and H channels
has a small advantage; for other rotations (30◦ , 60◦ , 70◦ , 90◦ ) maximum ratio combining of the
RHCP and LHCP channels has a small advantage; for rotations by 20◦ and 80◦ , the two achieve
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Figure 7: A screen shot of the Simulink® model corresponding to the top block diagram of Figure 6 operating on the channels illustrated in
Figure 8.

Table 1: The simulation parameters used for the BER simulations.

Parameter

Value

Bit Rate

10 Mbits/s

Equalizer and detector sample rate

2 samples/bit

CMA equalizer length

Leq = 51 samples
1
1
for ML combining, √
for MRC
E1 + E2
E1 + E
0.5
Leq × (E1 + E2)

Pre-CMA normalization
CMA step size
Carrier phase PLL

second order loop with Bn Ts = 0.01, ζ = 1

Symbol timing PLL

second order loop with Bn Ts = 0.01, ζ = 1

40

40

30

30

20

20

10

10

0

0

-10

-10

-20

-20

-30
-10

-5

0

5

-30
-10

10

-5

0

5

10

Figure 8: A representative example of the measure channel frequency responses compared to the SOQPSKTG power spectral density as summarized in Table 1: (left) frequency response of the V channel; (right)
frequency response of the H channel.
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the same BER performance. These results suggest that the two approaches achieve the same BER
performance.
The BER results shown in Figure 9 prompted the question how well the maximum ratio combiner (the block diagram in the lower plot of Figure 6) operating on the V and H channels compared
to the maximum ratio combiner operating on RHCP and LHCP channels. The answer is given by
the BER plots shown in Figure 10. The simulated BER performance shows that maximum ratio combining applied to either the V/H channel pair or the RHCP/LHCP channel pair produces
essentially the same performance.
CONCLUSIONS
An experiment to measure multipath channel impulse responses on V/H and RHCP/LHCP channel
pairs was successfully conducted. The channel impulse responses were used in computer simulations to assess the post-equalizer BER performance of SOQPSK-TG with combined channels.
The simulated BER performance shows that maximum ratio combining of the RHCP and LHCP
channels achieves the same performance as maximum likelihood combining or maximum ratio
combining applied to the V/H channel pair. The conclusion is that the current practice, maximum
ratio combining applied to the RHCP and LHCP antenna outputs, is capable of achieving optimum
performance.
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Figure 9: Equalized BER results comparing ML combining with the V and H channels to MRC combining
with the RHCP and LHCP channels for different rotations of the transmit antenna.
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ABSTRACT
The continual advances in military system technologies compel the Test & Evaluation
community to constantly mature, adapt and apply innovative methodologies and numerical
methods. This progression requires a clear understanding of technique capabilities and
limitations. With respect to telemetry, bandwidth limitations exist while higher data throughputs
are desired. These higher throughput requirements can be attributed to factors such as increases
in sensor sample rates and image resolutions. The primary objective of this technical paper is to
provide details pertaining to a lossless compression algorithm and how it was applied to
telemetry data prior to transmission as well as algorithm variants. Prior to selecting the algorithm
used, controlled testing was performed on each of the algorithm variants to investigate the
effects, if any, on achievable compression ratios. The results from this testing are also included.
INTRODUCTION
Data compression is a subcategory under the scientific field of study knows as information
theory and dates back to the works of Harry Nyquist and Ralph Hartley performed in the 1920s
[1]. Although algorithmically complex, data compression is simply the process of reducing the
number of bits required to represent digital data prior to transmission or storage and has been
implemented in numerous commercial and military applications which include digital image
storage, streaming video, cell phone audio and satellite communications. Data compression
algorithms can also be divided into two classes know as lossless and lossy where lossless
algorithms reduce bits by eliminating redundancy while lossy algorithms reduce bits by
removing inconsequential information [2].
The motivation for performing the research and experimentation documented in this paper can be
attributed to the bit rate trends of on-system sensors and subsystems increasing beyond the
bandwidth capabilities of telemetry. To narrow the research focus area, lossless compression was
determined to be the most beneficial to the telemetry community. Additionally, algorithm
selection was accomplished using comparison metrics that included compression percentage,
firmware implementation complexity and impact of telemetry dropouts. The following sections
detail the method selected, method variations, encoder implementation and test results.

COMPRESSION ALGORITHM
The initial lossless compression algorithm investigated was block delta encoding. This method
entails the initial transmission of an uncompressed collection of sampled data referred to as
reference frames. Compression is accomplished when subsequent transitions are limited to
changes, or deltas, from the initial data transmissions. Typical implementations transmit new
reference frames at set time intervals or when the number of deltas exceed a threshold. Although
data dependent, this algorithm can produce a high compression ratio, especially for video, but is
negatively impacted if telemetry dropouts occur and corrupt either the reference frame or delta
information. This data corruption is permanent and persists until a new reference frame is
transmitted. Because of this potential for large amounts of corrupt data, the block delta encoding
method is not recommended for telemetry use.
A second approach is referred to as Huffman coding. This algorithm necessitates the
identification of bit patterns and their associated frequency of occurrence. Compression occurs
when unique variable bit length tokens are assigned to each bit pattern based on occurrence
frequency where shorter length tokens are assigned to bit patterns with the highest occurrence
frequency. This method can produce high compression ratios for certain types of data such as
textual information. For telemetry applications where data types typically include sensor samples
and/or bus data, the randomness of the data limits the compression efficiency of this method [3].
The selected and recommended method for telemetry usage integrates the delta encoding of
adjacent samples, sample grouping and the Huffman coding of redundant exponents. The
following steps summarize the algorithm process.
1. Select the sample group size. (Example: One row of video consisting of 256 16-bit
unsigned pixel values)
2. Store the sample group.
• S=

29470 29127 29127 30164 30865 30164 28108 26124 … 12869 12642 12195 11974

3. If unsigned, convert the sample group to signed data.
• D0 = S – 32768 = [Data(1:256)] =

-3298 -3641 -3641 -2604 -1903 -2604 -4660 -6644 … -19899 -20126 -20573 -20794

4. Store the first derivative of the sample group.
• D1 = [Data(1) Diff(Data(2:256)] =

-3298 -343 0 1037 701 -701 -2056 -1984 … -460 -227 -447 -221

5. Store the second derivative of the sample group.
• D2 = [Data(1) Diff(Data(2) Diff(Diff(Data(3:256)))] =

-3298 -343 343 1037 -336 -1402 -1335 72 … -227 233 -220 226

6. Select a subgroup size and divide the stored information into subgroups. (Example:
Subgroup Size SS = 4)

•

G0 =

-3298
-3641
-3641
-2604

-1903 …
-2604 …
-4880 …
-6644 …

G1 =

-19899
-20126
-20573
-20794

-3298 701 … -460
-343 -701 … -227
0 -2056 … -447
1037 -1984 … -221

G2 =

-3298 -336 … -227
-343 -1402 … 233
343 -1335 … -220
1037
72 … 226

7. Determine the number of bits remaining in each subgroup after redundant leading zeros
or ones are removed and retain the results. These retained values are the redundant
exponents.
• E0 =
E1 =
E2 =
13 14 … 16

13 13 … 10

13 12 … 9

13 1 …

0

13 0 … -1

13 -1 … 0

Exponent
0
-1, 1
-2, 2
-3, 3
-4, 4
-5, 5
-6, 6
-7, 7
-8, 8
-9, 9
-10, 10
-11, 11
-12, 12
-13, 13
-14, 14
-15, 15
-16, 16

Token (binary)
Token bits
0
1
100, 101
3
1100, 1101
4
11100000, 11110000
8
11100001, 11110001
8
11100010, 11110010
8
11100011, 11110011
8
11100100, 11110100
8
11100101, 11110101
8
11100110, 11110110
8
11100111, 11110111
8
11101000, 11111000
8
11101001, 11111001
8
11101010, 11111010
8
11101011, 11111011
8
11101100, 11111100
8
11101101, 11111101
8

8. Determine the first derivative of the redundant exponents.
• Diff(E0) = Diff(E1) = Diff(E2) =
9. Use the following Huffman table to assign Huffman tokens to the redundant exponent
derivatives and retain these values and number of token bits (B).
•
Table 1 Huffman Tokens

•

H0 =

11111010 101 … 0

•

0

B =

8

3… 1

H1 =

H2 =

1

B2 =

11111010 0 … 100

B =

8 1…

3

11111010 100 … 0
8

3… 1

•
10. Determine the assemblage requiring the least number of bits to perfectly represent the
data. (i.e. SS[sum(E0)]+sum(B0), SS[sum(E1)]+sum(B1) or SS[sum(E2)]+sum(B2)
11. Send the assemblage with the best compression ratio to the telemetry encoder.

Several important characteristics of the selected algorithm pertaining to user configuration
should be noted. To begin, the user selected group size can have a significant impact on data
integrity. For example, a telemetry dropout results in the received data being corrupted and these
data errors proliferate through the de-compression algorithm for the entirety of the data group.
Using intuition, the impact of the data corruption can be reduced by selecting a smaller group
size with the tradeoff being compression percentage. The second user selectable parameter is
subgroup size. The effects of this parameter on compression efficiency is difficult to quantify.
Because of this, testing was performed on several different data types in an attempt to understand
how these algorithm variants effect the achievable compression percentage. The results of this
testing are presented in a subsequent section of this paper.
FPGA IMPLEMENTATION OF THE COMPRESSION ALGORITHM
The architecture of a Field Programmable Gate Array (FPGA) has many advantages when
compared to a microcontroller where the primary advantage with respect to the selected
compression algorithm is concurrent/parallel versus sequential code execution. This inherent
architecture feature allows the derivatives, redundant exponents, Huffman tokens and
assemblage with the best compression ratio to be determined simultaneously. One thing to note,
even with concurrency, latency exists between the input and output of the compression firmware.
This latency is due to the requirement to store the group and exponent information prior to
determining which data is sent to the telemetry encoder. The firmware implementation for the
selected compression algorithm is summarized in Figure 1.

Figure 1 FPGA Firmware Block Diagram

COMPRESSION TEST RESULTS
To test the compression algorithm, several data types and subgroup size variants were selected.
These data types included video pixels as well as accelerometer and magnetometer samples. The
following information summarizes the findings.

Figure 2 One row of 16-Bit grayscale pixel data (256 pixels)
Table 2 Pixel data compression results

Data Format
D0 (Data Type = 0b01)

Compression Precentage (%)
SS = 4
SS = 8
SS = 16
0.415

0.855

0.317

1

25.073

23.975

22.9

2

22.534

21.826

20.483

D (Data Type = 0b10)
D (Data Type = 0b11)

Figure 3 Accelerometer on a spin fixture measuring centripetal acceleration (2640 samples)

Table 3 Accelerometer data compression results

Data Format
0
D (Data Type = 0b01)

Compression Precentage (%)
SS = 4
SS = 8
SS = 16
-9.214

-8.185

-7.677

1

51.411

51.364

50.448

2

47.317

47.055

45.694

D (Data Type = 0b10)
D (Data Type = 0b11)

Figure 4 X-axis magnetometer on a spin fixture (2640 samples)
Table 4 Magnetometer data compression results (x-axis)

Data Format
D0 (Data Type = 0b01)
D1 (Data Type = 0b10)
2

D (Data Type = 0b11)

Compression Precentage (%)
SS = 4
SS = 8
SS = 16
16.417

17.206

17.437

56.523

57.014

56.515

55.388

55.647

55.028

Figure 5 Z-axis magnetometer on a spin fixture (2640 samples)
Table 5 Magnetometer data compression results (z-axis)

Data Format
D0 (Data Type = 0b01)

Compression Precentage (%)
SS = 16
SS = 4
SS = 8
16.329

17.194

17.462

1

55.448

55.442

54.463

2

54.132

53.873

52.519

D (Data Type = 0b10)
D (Data Type = 0b11)

CONCLUSION
The results presented illustrate significant compression ratios for the representative telemetry
example data sets tested where the data sets included 16-bit grayscale imagery as well as
accelerometer and magnetometer analog samples. Further experimentation is required to fully
understand and document the effects of sample rates and data slew rates on achievable
compression ratios. For this work the compression algorithm was implemented on an FPGA
using firmware. The algorithm could also be implemented using a microcontroller. Both
implementation methods allow for easy integration into existing and future telemetry encoder
designs without hardware modification, however the intrinsic concurrency of an FPGA makes
near real-time compression possible if minimal data latency is desired.
Even though the results obtained are encouraging, some improvements to the algorithm are being
explored. One such improvement entails expanding group/exponent memory to concurrently
store the exponents for multiple subgroup sizes. The decision logic would also be modified to
select the frame type with the highest compression ratio based on subgroup size in addition to the
derivatives. Another improvement involves applying a curve fit to the sample group data for the
purpose of eliminating any bias within the sample group. This addition to the compression
algorithm is expected to reduce full scale values over the sample group, thus improving the
compression ratio. The results from these algorithm enhancements will be presented in
subsequent publications.
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ABSTRACT
A directional modulation (DM) system can provide physical layer security by distorting modulations along the eavesdropper directions while maintaining the correct modulation formats at the
desired user. One DM approach is to optimize the transmit signals from the transmit antenna array
so that a high bit error rate (BER) can be enforced at the eavesdroppers. However, this requires
running an optimization algorithm each time the locations of the users change resulting in high
numerical computations. To overcome this problem, a multilayer perceptron network from the artificial neural networks (ANN) is used in this paper to obtain the optimized transmit signals. This
paper considers only one desired user and one eavesdropper, and the ANN is trained for various
orientations of the users. The impact of hyperparameters, e.g., the number of neurons, is studied.
The use of shallow and deep networks is investigated. Excellent BER performance is obtained
with low numerical computations.
INTRODUCTION
Physical layer security (PLS) can play a significant role in protecting wireless data from an unintended user or eavesdropper (EV). The idea of PLS is based on the channel differences between the
desired user (DU) and the EV. One of the PLS techniques uses directional modulation (DM) [1][3], where the modulated symbols are distorted in the directions of the EVs. In [4], an orthogonal
vector approach is studied using artificial noise (AN). A zero forcing synthesis approach using AN
is also given in [5] for multi-beam DM. In [6], an iterative convex optimization of DM with AN
(ICODA) algorithm is presented that assigns a transmit symbol vector for each symbol of the DU.
The ICODA algorithm designs the optimal transmit symbol vectors so that the data reception at
the DU occurs with low bit error rate (BER) while the BER values at the EDs are above a certain
value.
Our focus in the paper will be on the ICODA algorithm. The ICODA algorithm designs a set
of M transmit symbol vectors for the transmission of an M -ary symbol alphabet. Each symbol
vector has N components and is fed to the transmit antenna array consisting of N array elements.
The BER penalty at the EV is performed by reducing the inter-symbol distance between specific
symbol pairs at the EV. The algorithm consists of two iterative steps. During the first step, the
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symbol vectors and the AN average power are obtained by maximizing the received power at the
DU while satisfying the total transmit power as well as several other constraints as described in
[6]. It is demonstrated that this step becomes a convex optimization procedure. In the second step,
symbol pair selection or weighting is optimized to reduce the Euclidean distance between symbol
pairs at the EV. The second step is shown to be a linear programming problem. The iterations
between these two steps are performed several tens of times to converge to the desired solution.
While the ICODA optimization provides excellent results in terms of BER for both the DU and
the EV, the iterative algorithm needs to be run every time the orientations of the DU and the EV
change. Therefore, in dynamic situations where the DU/EV change their locations, the algorithm
results in high numerical complexity. To overcome this problem, this paper makes the following
contributions. First, we present a multilayer perceptron network from the artificial neural networks
(ANN) to obtain the optimized transmit signal vectors. We consider only one DU and one EV
although the idea can be extended to multiple DU/EV scenarios. Second, the impact of various
ANN hyperparameters is studied. The use of shallow and deep networks is investigated. Finally,
results are presented to show that the ANN-based approach provides excellent BER performance
with low numerical computations. The ANN results also closely match the directly optimized BER
performance at random test points.
The notations used in this paper are given as follows. Bold letters denote vectors. The notations
(·)T , (·)H , ∥ · ∥, E[·], Re(·), Im(·) and 0 denote transpose, conjugate transpose, Euclidean norm,
expectation,
and zero vector respectively. The Q function is defined as Q(x) =
√ R ∞ real, imaginary,
2
1/ 2π x exp(−y /2)dy.
SYSTEM MODEL
Let us consider a wireless communication system consisting of an access point (AP) transmitting
data to a DU in the presence of an EV. The AP uses a uniform linear array of N antenna elements
with an inter-element spacing of d. Both the DU and the EV use single antenna receivers. Let
x be the transmit vector of length N from the AP. We define x = si + n, where si is the i-th
transmit vector corresponding to an M -ary alphabet so that si ∈ {s1 , s2 , · · · sM } and n is the
AN vector with ξ = E[∥n∥2 ] as the total average AN power. Let k = 1 denote the DU and
k = 2 denote the EV. Then the channel vector for the k-th user located along the direction θk is
given by hk = [hk,1 , hk,2 , · · · , hk,N ]T , where hk,m = exp(−j(2π/λ)(m − (N + 1)/2)d cos θk ),
m = 1, 2, · · · N, and λ is the wavelength. The signal received at the k-th user is
yk = hH
k x+z
where z is complex additive white Gaussian noise (AWGN) with a variance of σn2 . The ICODA
method ensures that the symbol received at the DU is not distorted, i.e., hH
1 x = νai , where ν
is a constant and ai is the i-th symbol from the M -ary symbol alphabet. Similarly, to distort
√ the
symbols at the EV, a lower bound on the symbol error rate, given by PLB = (2/M )Q( Γmin ),
with Γmin = d2min /2No , is used, where No is the AWGN power spectral density, and dmin is the
minimum Euclidean distance. The Euclidean distance between the i-th and the j-th symbols at the
2
EV is given by d2i,j = ∥hH
2 (si − sj ∥ . The lower bound PLB on the symbol error rate is constrained
to be higher than a certain threshold.
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The first step of the ICODA algorithm maximizes ν over the parameters s1 , s2 , · · · sM and the AN
parameter ξ so thatPthe DU has maximum received signal power subject to (1) transmit power
2
H
constraint: (1/M ) M
max , (2) no distortion of symbols at the DU: h1 si = νai ,
i=1 ∥si ∥ + ξ ≤ PP
M
(3) zero-mean symbol vectors: (1/M ) i=1 si = 0, and (4) desired level of symbol distortion at
P
EV: Ll=1 ωl Γl ≤ δth , where ωl , l = 1, 2, · · · L, are non-negative weighting coefficients, L is the
number of symbol pairs, and δth is a threshold. After obtaining si , i = 1, 2, · · · M and ξ using
Step 1, the second step
is performed over ωl , l = 1, 2 · · · , L, to minimize a
PLof linear optimization
PL
variable t subject to l=1 ωl Γl ≤ t, l=1 ωl = 1 and ωl ≥ 0 for all l. The purpose of the second
step is to take advantage of the symbol pairs that degrade the error performance at the EV and
maximize their degrading effect. After obtaining the solution for ωl , l = 1, 2, · · · , L, Step 1 is
performed again and the process is iterated to get the final solutions.
NEURAL NETWORK IMPLEMENTATION

Figure 1: MLP diagram

In this section, we present an overview of the multilayer perceptron (MLP) NNs and discuss their
implementation for generating ICODA symbols. A detailed description of MLP NNs is available
in [7] and [8].
Consider the block diagram of a general MLP NN given in Fig 1. The MLP consists of an input
layer, an output layer and K hidden layers [7]. The input data is introduced to a model at the input
layer. The data propagate through hidden layers from left to right until they reach the output layer
that produces system outputs. This type of data propagation in MLP is referred to as feedforward
NNs. Each hidden layer consists of a bias term illustrated as a circle with a +1 as the input and
neuron units which are depicted as empty circles on the diagram. All layers of MLP are densely
connected which means that each neuron unit of a layer L is connected with all neurons to the
following layer L+1 as well as with all the neurons in the preceding layer L-1. These connections
are implemented via weights wnj as shown in Fig 2.
In Fig. 2, we show an artificial neuron (perceptron) model. The inputs to the neuron model can
come from the outputs of the neurons from a preceding layer or can come directly from the external
3

input vector. The scalar output yj′ from the jth neuron is the output of an activation function
operating on the weighted linear combination of the input signals so that
′

n
X
′
yj = f (
wij xi + w0j · 1)
′

i=1

where x′i is an input, and f (.) is the nonlinear activation function such as rectified linear unit
(ReLU) that is defined as y(x) = max(0, x).

Figure 2: Artificial neuron model where x′n represents the n-th input applied to a neuron, +1 is a

bias term with a corresponding weight w0j , wij is the weight on the i-th input to the neuron, f (·)
is the nonlinear activation function, and yj′ is the output of the j-th neuron.
Once an MLP NN structure is chosen, it can be trained to approximate any function with arbitrary
accuracy [7]. The back-propagation algorithm is widely used in supervised training of MLP NNs.
To train an NN with back-propagation, the input training data is first passed to the network to
obtain a corresponding output. Next, the NN response is compared to the expected output to
calculate the error. The derivative of the error is calculated with respect to the NN weights so that
the weights can be adjusted to minimize the error.POne common choice of an error function is the
mean squared error (MSE), defined as MSE = ζ1 ζi=1 (yi − ŷi )2 , where yi is the expected output,
ŷi is NN response and ζ is the number of output samples. The process is repeated for all available
training samples usually multiple times. Each such time, where the entire training data is passed
to the NN to update the weights, is called a training epoch. Finally, after the NN is trained to a
required accuracy it can be used to produce desired outputs.
The training and testing data for the NN are generated using the constrained nonlinear optimization
as given in the previous section. The orientation of the DU and EV are determined by angles θ1
and θ2 respectively. All orientations within a range [θmin , θmax ] are allowed with the constraint that
|θ1 − θ2 | ≥ 2o to avoid placing the DU and EV too close to each other. When the DU and EV are
located too close to each other, the algorithm does not work well.
A single training sample consists of an input vector and a corresponding output vector. We obtain
the DU and EV channels, h1 and h2 respectively, for all possible values of the orientation angles,
θ1 and θ2 . These channel values are used as the input data. The optimized ICODA symbol vectors
si for the corresponding channel responses are used as the desired output vectors from the NNs.
Input and output vectors are complex-valued. However, the MLP NNs take one-dimensional vectors as input and output. Therefore, the training data are reshaped to one-dimensional vectors by
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stacking the real part of a vector on top of the imaginary part. Thus, the l-th input and output
vectors Xl and Yl are formed in the following way: Xl = [Re(hT1 ), Im(hT1 ), Re(hT2 ), Im(hT2 )]T
Yl = [Re(sT ), Im(sT )]T , where s = [sT1 , sT2 , · · · , sTM ]T .
The training data for the ANN are generated by running the nonlinear ICODA algorithm for various
orientations of the DU and the EV. Unfortunately, the solutions obtained in this way are found to
be ineffective in training the network. The reason is that the solution obtained for a given DU/EV
orientation may considerably differ from the solution obtained for another orientation of the users
due to the nature of the nonlinear optimization algorithm and the possibility of local convergence.
The ANN, therefore, finds it hard to see a pattern in the data. To address this issue, we propose a
novel approach where the solution obtained for a given DU/EV orientation is used to initialize the
algorithm for the next closest DU/EV orientation. Toward this end, we choose the DU orientation
in steps and for each DU orientation step we consider all possible EV orientations in steps of
δθ. Therefore, the ICODA transmit vector solution obtained for the DU/EV orientation pair of
(θ1 , θ2 ) is used to initialize the algorithm for the second orientation pair of (θ1 , θ2 + δθ). The
solution obtained for the second orientation pair is then used to initialize the algorithm for the third
orientation pair of (θ1 , θ2 + 2δθ) and the process continues. The solution patterns now are captured
well by the ANN as will be demonstrated in the numerical results section.
To establish model accuracy and optimal selection of training epochs, test data are used for crossvalidation. The test data are generated using random orientation angles of the DU and the EV
within the range [θmin , θmax ], and they are different from the training orientation data. To compare
the performance of the ANN based solution, we also directly run the ICODA algorithm for all test
orientations. The algorithm for each test point orientation is initialized with the optimized solution
obtained from the closest training orientation data. The number of test points is 10% of the overall
number of data points.
On implementation of the ANN, we use a high-level application programming interface of TensorFlow called Keras in Python programming language. We define the MLP as densely connected
layers and assign activation functions to each layer. The ReLu activation function is used in the
hidden layers. The output layers should have a linear activation function so it can return output
values directly without changing weighted sum of signals from the last hidden layer. We use the
MSE loss function during the training that is optimized with ADAM optimizer for updating the NN
weights. Training of NNs should be performed in mini-batches for better NN stability. Batches of
32 samples are used. Next, we assign neurons to each hidden layer by first choosing the overall
number of neurons for an NN which is divided evenly among all hidden layers.
To characterize the numerical complexity, consider an MLP NN with a single-hidden layer that
takes n input samples, and has p1 and p2 neurons in hidden and output layers respectively. There
is also a bias term of +1. The number of multiplications and additions to process a single input
sample xn by a fully connected NN with a single-hidden layer is given by (n + 1)p1 + (p1 + 1)p2
and np1 + p1 p2 respectively. In addition, a fully connected NN also requires p1 + p2 applications
of activation functions.
To compare the computational differences between the ANN based approach and the ICODA based
optimization algorithm, we also estimate the elapsed execution times on 100 random orientations of
DU and EV. The results show that the optimization based ICODA requires 0.89 sec to process one
orientation of the DU/EV, whereas the ANN based method with two hidden layers and p = 108
neurons requires 4.14 × 10−4 sec on average. As we can see, ANN based approach provides
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significant computational advantage over direct ICODA optimization.
NUMERICAL RESULTS
Our numerical results use N = 5, Quadrature Phase Shift Keying (QPSK) modulation (M = 4),
d = λ/2 and a carrier frequency of 2.35 × 109 Hz. Unless otherwise stated, we use a two-layer
NN, the AWGN variance is 0.05 and the number of neurons is p = 108. We also set AN power
ξ = 0 for simplicity. The training data size used for orientation angle step size δθ = 1 degree is
about 16,000.
Figure 3 compares the performance of both shallow and deep NNs for varying number of hidden
layer neurons p. The single-layer MLP curve represents the performance of shallow NN whereas
two and three-layer MLP curves are deep NNs with 2 and 3 hidden layers. The neurons are
distributed evenly among all hidden layers for each model. Thus, if a shallow NN has p neurons
in its hidden layer, then two and there-layer MLP models have p/2 and p/3 neurons in each layer
respectively. The MSE is obtained over the test data points used in the cross-validation during the
training. The figure also demonstrates that the training data obtained using random initialization of
the ICODA algorithm for various DU/EV orientations are not useful. Our proposed initialization,
where the previous solution from the nearest orientation angles is used to initialize the ICODA
algorithm, allows successful training of the NNs. The figure shows that the single-layer MLP curve
has the highest averaged MSE. Two and three-layer MLP models have similar MSE performance
starting from p = 72. The results show that the performance of a two or three-layer MLP improves
significantly by a factor of about 10 when p increases from 40 to 100. The improvement beyond
p = 100 is slow and is by about a factor of two when p is raised to 180.
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Figure 3: Impact of the number of ANN neurons

Figure 4 demonstrates how training data resolution affects MSE of test data for one, two and threelayer MLP NNs. The figure shows that the use of the training data with a higher step size, δθ,
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increases the MSE on the test data. A step size of 0.5 or 1 degree gives nearly similar results.
Each point in this figure corresponds to an ensemble averaged MSE over 5 NNs. These NNs have
the same architecture but have different initialization parameters. The performance of the shallow
NNs degrades quickly with higher δθ, whereas the performance of two-layer NN is quite similar to
three-layer NNs. For δθ = 1◦ , the averaged MSE of a two-layer NNs is approximately 0.8 × 10−4
while it is 1.0 × 10−4 for a three-layer NN. For the same value of δθ, the MSE for a shallow NN is
about 4.8 × 10−4 .
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Figure 4: Effect of the resolution of the training data.

In Fig. 5, we display the BER performance against the inverse of the AWGN variance (1/σn2 ) at
the DU. The ANN based solution is obtained from the trained MLP model. Therefore, there is no
need to run the ICODA algorithm for the ANN based curves. The optimized curves are obtained
by running the ICODA algorithm for each data point. In the figure, Case A refers to low separation
of the DU and the EV with θ1 = 78.32◦ and θ2 = 80.55◦ . Case B refers to medium separation
between the DU and the EV with θ1 = 95.12◦ and θ2 = 102.13◦ . Finally, Case C uses a high
separation between the DU and the EV with θ1 = 122.42◦ and θ2 = 156.52◦ . The EV noise
variance is assumed constant so that a BER of 0.1 is ensured at the EV. The figure shows that
the ANN based performance is very close to the optimized performance. Also, Case C shows
the best BER performance due to the high separation between the DU and the EV, while Case A’s
performance is relatively poor as the separation between the DU and the EV is only about 2 degree.
Finally, a more detailed BER performance study for both the DU and the EV is described in Table 1.
For each DU orientation, two EV orientations on each side of the DU are considered. The EVs are
oriented close to the DU with a separation of ±2 and ±4 degrees respectively. The results show
that the performance of the ANN based method is similar to the optimized results for both DU and
the EV. In most of the cases where the ANN BER at the EV is found to be slightly falling below
the requirement, there is improvement in the BER performance at the DU.
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Figure 5: BER Performance of the DU for various EV orientations. Case A, B and C refer to low,

medium and high separation of the DU and EV orientations respectively.

DU direction EV direction
(degree)
(degree)
26
28
30
32
34
56
58
60
62
64
86
88
90
92
94
116
118
120
122
124

BER at DU
Optimized
1.31 × 10−3
4.32 × 10−2
3.57 × 10−2
4.26 × 10−4
5.70 × 10−7
2.69 × 10−3
2.31 × 10−3
2.75 × 10−7
1.50 × 10−8
7.52 × 10−4
7.45 × 10−4
1.50 × 10−8
2.85 × 10−7
2.32 × 10−3
2.69 × 10−3
5.50 × 10−7

ANN based
1.60 × 10−3
2.70 × 10−2
1.50 × 10−2
2.40 × 10−4
1.44 × 10−6
3.15 × 10−3
2.25 × 10−3
2.50 × 10−7
1.00 × 10−7
8.47 × 10−4
3.63 × 10−4
4.50 × 10−8
3.35 × 10−7
1.03 × 10−3
1.51 × 10−3
5.90 × 10−7

BER at EV
Optimized ANN based
0.11
0.12
0.13
0.11
0.12
0.08
0.11
0.08
0.11
0.12
0.11
0.11
0.11
0.12
0.11
0.11
0.11
0.12
0.11
0.11
0.11
0.10
0.11
0.11
0.11
0.10
0.11
0.07
0.11
0.09
0.11
0.08

Table 1: BER performance comparison of the ANN based solution with the optimized solution.
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CONCLUSIONS
This paper studies the ANN implementation of a directional modulation technique that can provide
physical layer security to a desired user in the presence of an eavesdropper. Conventionally, this
method has been used in the literature to obtain the optimal transmit symbol vectors using an
iterative algorithm. This approach, however, requires running the optimization algorithm each
time the orientations of the users change resulting in high numerical computations. To overcome
this problem, the proposed method trains an ANN using various orientations of the desired user
and the eavesdropper. The trained ANN can then be used to provide the optimal transmit symbols
for any possible orientations of the users. Our results show that an ANN with two layers and more
than 100 neurons can provide high performance. The BER results obtained for various test data
points using the ANN are very close to the results obtained by directly running the optimization
algorithm at each data point.
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ABSTRACT
Direct sequence spread spectrum (DSSS) techniques can be applied to solve the two-antenna problem in aeronautical telemetry. By selecting unique spreading sequences for both transmit antennas,
a ground station can decode one or both signals at any given time. Spreading ensures that the two
signals are sufficiently different as to not cause destructive interference at the receiver. Computer
simulations demonstrate that DSSS can solve the two-antenna problem, the bit error rate performance improves as the spreading factor increases, and that a modest number of pilot bits is needed
to accurately estimate the “channels” created by the two-antenna scenario.
INTRODUCTION
Direct sequence spread spectrum (DSSS) is one of two digital signaling techniques that increases
the bandwidth well beyond the minimum required to transmit information [frequency-hopped
spread spectrum (FHSS) is the other]. The advantages of the bandwidth expansion include the
ability to suppress narrowband interference and jamming, immunity from multipath interference,
the ability to produce low probability of detection signals for covert communications, and, with
a set of orthogonal or quasi-orthogonal spreading codes, the ability to create a multiple access
mode known as Code Division Multiple Access (CDMA) [1]. DSSS has been considered for
use in aeronautical mobile telemetry [2–13]. Of particular interest is the “sub-miniature” system
used to transmit telemetry from munitions [14–21]. Other applications of interest to an ITC audience include the use of DSSS for command, control, and telemetry of remotely piloted vehicles
or satellites [22–26]; ranging systems [25, 27, 28]; for transmitting transducer bus data [29, 30];
the space shuttle space-to-ground link through NASA’s TDRSS satellite [31]; the TDRSS DAMA
channel [32]; EHF military satellite communications [33]; range data links [34]; and the familiar
Global Position System (GPS) [35].
Many fixed- and rotary-wing test articles use two transmit antennas (usually placed on the
top and bottom of the fuselage) to provide nearly complete spatial coverage for the telemetry
downlink. When the same signal is transmitted from both the top and bottom antennas, the differences in phases and delays of the two copies of the RF signal at the telemetry ground station
create a phenomenon called “the two-antenna problem” [36]. Space-time coding was used to solve
1
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g1 , delay ⌧1

g0 , delay ⌧0

Figure 1: The two-antenna problem scenario.

the two-antenna problem for SOQPSK-TG [37] is described in [38, 39] (see also [40, 41]) and is
now embodied in Appendix 2-E of IRIG 106 [37]. Space-time coding with ARTM CPM [37]
is described in [42, 43]. Some preliminary results on the use of space-time coding to solve the
two-antenna problem using 16-APSK are presented in [44].
In this paper, the use of BPSK with DSSS to solve the two-antenna problem is described. Using
two orthogonal spreading codes for the top and bottom antennas removes the need for space time
coding. The result is a demodulator comprising a pair of parallel de-spreaders, a pair of parallel
log-likelihood-ratio (LLR) computers, and a simple bit decision operation. By formulating the bit
detection in terms of LLRs, the application of LDPC codes is straight-forward.
DIRECT SEQUENCE SPREAD SPECTRUM FOR THE TWO-ANTENNA PROBLEM
The system under consideration is illustrated by the scenario shown in Figure 1. The airborne test
article comprises two transmit antennas, denoted antenna 0 and antenna 1. The signals transmitted
from the antennas are denoted s0 (t) and s1 (t), respectively.
A block diagram of the transmitter is shown in Figure 2. The two signals transmitted from the
two antennas are BPSK DSSS signals with complex-valued spreading sequences whose complexvalued baseband equivalent signals [45] are given by
s0 (t) =

X

s1 (t) =

X

b(i)

i

i

b(i)

N
−1
X
k=0
N
−1
X
k=0

a0 (k)p(t − kTc − iTb )

(1)

a1 (k)p(t − kTc − iTb )

(2)

where
2
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1)

Figure 2: A block diagram of the two-antenna transmitter using DSSS.

b(i) = the i-th BPSK bit; b(i) ∈ {−1, +1}
a0 (0), . . . , a0 (N − 1) = the spreading sequence applied to b(i) for transmission from antenna 0
a1 (0), . . . , a1 (N − 1) = the spreading sequence applied to b(i) for transmission from antenna 1
p(t) = the unit energy pulse shape applied to each chip
Tb = the bit time
Tc = the chip time
N = the spreading factor
The received signal is
r(t) = g0 s0 (t − τ0 ) + g1 s1 (t − τ1 ) + z(t)

(3)

where
g0

=

g1

=

τ0
τ1
z(t)

=
=
=

the complex-valued gain from antenna 0 to the receiver
the complex-valued gain from antenna 1 to the receiver
the delay between antenna 0 and the receiver
the delay between antenna 1 and the receiver
the thermal noise

The thermal noise is modeled as a complex-valued circularly symmetric normal random process
with zero mean and autocorrelation function
E{z(t + τ )z ∗ (t)} = 2N0 δ(τ ).

(4)

Note the same bit is transmitted from both antennas, but using different spreading codes. The
use of different spreading codes eliminates the nulls produced by the case where g0 and g1 have
nearly the same magnitudes but have phases that differ by 180◦ .
Maximum likelihood detection follows the steps outline in Figure 3. The received signal is
matched filtered and split into two branches. In the top branch, the matched filter output is sampled
3
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g1

Figure 3: A block diagram of the maximum likelihood detector corresponding to the two-antenna transmitter
shown in Figure 2.

at one sample/chip in synchronism with the i-th bit and the chips in g0 s0 (t − τ0 ). Each term in the
summation over i can be considered separately, resulting in the sequence
x0 (nTc + iTb + τ0 ) =
N
−1 h
i
X
b(i)
g0 a0 (k)rp ((n − k)Tc ) + g1 a1 (k)rp ((n − k)Tc + τ0 − τ1 )
k=0

+ w(nTc + iTb + τ0 ) (5)
where w(t) is complex-valued normal random variable with zero mean and autoccorrelation function Rw (τ ) = 2N0 rp (τ ) where rp (τ ) is the pulse shape autocorrelation function. The resulting
sequence is de-spread using the spreading sequence a0 (k), 0 ≤ k ≤ N − 1. Assuming the crosscorrelation between the two spreading sequences is negligible, the result is
x0 (i) = g0 C0 b(i) + v0 (i)
where
C0 =

N
−1
X
k=0

|a0 (k)|2

(6)

(7)

and v0 (i) is the noise in the i-th correlator output for the 0-th spreading sequence. The noise
term v0 (i) is a complex-valued normal random variable with zero mean and variance 2N0 C0 . The
log-likelihood ratio (LLR) Λ0 (i) is computed from the de-spread signal using
Λ0 (i) =

2
Re {g0∗ x0 (i)} .
N0

(8)

On the lower branch, the same sequence of operations is performed except the matched filter output
is samples in synchronism with the i-th bit and the chips in g1 s1 (t − τ1 ) and de-spreading uses the
4

spreading sequence a1 (k), 0 ≤ k ≤ N − 1. The result is
x1 (i) = g1 C1 b(i) + v1 (i)
where
C1 =

N
−1
X
k=0

|a1 (k)|2

(9)

(10)

and v1 (i) is a complex-valued normal random variable with the same statistics as v0 (i). As a
consequence of the assumed orthogonality of the spreading codes, v0 (i) and v1 (i) are uncorrelated.
The result is a second log-likelihood ratio Λ1 (i) for the i-th bit
Λ1 (i) =

2
Re {g1∗ x1 (i)} .
N0

(11)

If the two spreading codes are orthogonal, the two parallel branches in Figure 3 are independent
and the log-likelihood ratio for the i-th bit is
Λ(i) = Λ0 (i) + Λ1 (i).

(12)

Comments:
1. The two parallel timing loops in Figure 3 identify the desired sampling instants for the
matched filter outputs. Each timing loop correlates the matched filter output using the respective spreading code and derives the timing error from the correlation peaks. If the two
spreading codes are orthogonal, the two loops operate independently.
2. Computing the LLRs requires knowledge of the channel gains g0 and g1 . In practice estimates of these quantities are used in place of the actual values. Pilot bit insertion can be used
for the estimators.
NUMERICAL RESULTS
Bit error rate (BER) simulations for the system described in the previous section are provided in
Figures 4-6. Simulations were performed with short spreading codes. Short spreading codes seem
the most appropriate given current bit rates and the available bandwidth. Perfect chip timing and
phase carrier synchronization are assumed
signal. The channel in each simulation
√ for each transmit
√
is defined by the channel gains g0 = 1/ 2, g1 = −1/ 2, and delays τ0 = 0, and τ1 = 0.1Tb , 0.3Tb .
The cases for both perfect channel gain knowledge (the so-called “genie-aided” case) and for
channel gain estimation using a correlation filter with pilot sequences of length K were included
in the simulations.
Figure 4 shows the BER performance for lengths N = 5 and N = 15 Zadoff-Chu spreading
sequences [46] for τ0 = 0 and τ1 = 0.1Tb . The length of the spreading sequence is the spreading
factor. The results show that longer spreading sequences lead to decreased bit error rates and
better channel estimation performance. Likewise, longer pilot sequences results in less channel
estimation error and result in BER performance approaching the “genie-aided” performance of
knowing the channel information exactly.
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Figure 4: BER performance as a function of channel estimators and spreading lengths for τ0 = 0 and
τ1 = 0.1Tb . Simulations of channel estimates of length-K = 2, 10 pilot sequences are compared to the
Genie-aided case for Zadoff-Chu spreading sequences of lengths N = 5, 15.
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Figure 5: BER performance as a function of channel estimators and spreading lengths for τ0 = 0 and
τ1 = 0.3Tb . Simulations of channel estimates of length-K = 2, 10 pilot sequences are compared to the
Genie-aided case for Zadoff-Chu spreading sequences of lengths N = 5, 15.
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Figure 6: BER performance as a function of channel estimators and relative delays τ0 = 0 and τ1 =
0.1Tb , 0.3Tb . Simulations of channel estimates of length-K = 2, 10 pilot sequences are compared to the
Genie-aided case for QPSK spreading sequences of length N = 15.

Figure 5 is the same as Figure 4 except τ1 = 0.3Tb . As before longer spreading sequences
and longer pilot sequences improve performance. Comparing Figures 4 and 5 shows the BER
performance of the shorter (N = 5) spreading code improves by about 0.5 dB but that the BER
performance of the longer (N = 15) spreading code degrades by about 0.5 dB as τ1 increases from
0.1Tb to 0.3Tb . As a consequence, the BER performance improvement with increasing spreading
factor is less for τ1 = 0.3Tb than for τ1 = 0.1Tb .
Figure 6 plots the BER performance of N = 15 QPSK Gold sequences for τ1 = 0.1Tb and
0.3Tb . The spreading sequences were constructed from four unique length-15 binary Gold sequences: two sequences were used for the inphase and quadrature components of a0 (k) and two
other were used for the inphase and quadrature components of a1 (k). Gold sequences have the
advantage of potential improvements in synchronization performance, but the cross-correlation
properties are inferior to those of the Zadoff-Chu sequences. The length-15 Zadoff-Chu sequences
used in Figures 4 and 5 achieve slightly better BER performance than the length-15 QPSK Gold sequences shown in Figure 6. Note also the slight improvement in BER performance as τ1 increases
from 0.1Tb to 0.3Tb .
CONCLUSIONS
We have shown one potential solution to the two-antenna problem that uses DSSS techniques, and
we have analyzed how certain system parameters affect BER performance. Self-interference can
7

be mitigated through the use of direct sequence spreading sequences with small cross-correlations.
Both the selection of spreading sequences and channel estimation error significantly affect the
performance of such a system. While a spread signal might not appropriate for all situations—
especially for those where minimizing bandwidth is of primary importance—this method removes
the need for space-time coding solutions to the two-antenna problem.
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ALTERNATE BENEFIT OF FORWARD ERROR CORRECTION
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ABSTRACT
The use of Forward Error Correction not only increases the link performance in a high noise
environment but also provides an alternate solution for thermal management. A paper was
presented in 2020 on a tri-band transmitter that briefly discussed thermal management. It was
not obvious then that the use of forward error correction could be used to manage the thermal
heating of the unit while still maintaining the RF link margin. This concept of using the benefit
of coding gain to reduce the RF dissipation is applicable to many use cases that are prone to
overheating. This paper explores the practicality around transmitter thermal management and
some test results of using FEC as a possible alternate thermal control mechanism.
Key Words
FEC, Thermal Management, Transmitters, Dissipation, RF Link Margin
INTRODUCTION
The Forward Error Correction has been used in telemetry applications for many years. With the
publication of the latest technology in the IRIG-106 standard, provided the opportunity to
implement and test the algorithm over a number of transmitter products that Teletronics
Technology (TTC-CW) produces. Throughout the many bit error rate tests over the months of
performance corner cases with good and consistent results, the question arose, what else could
we use LDPC for?
BACKGROUND INFORMATION
It’s becoming problematic for end user to deal with the dissipation requirements for modern
transmitters with all of the features that the industry has developed. The features require high
speed FPGA implementations to obtain the performance and spectral purity required to compete
in this industry. These devices operate at higher speeds dissipating greater heat, raising the
transmitter temperature. If heat transfer properties are ignored by the end user, it will create a
good chance of overheating the transmitter. Thermal management for the high performance
transmitter of today is a concerned when used on aircraft, missile, and hypersonic vehicles based
on the availability of adequate mounting surfaces as well as the overall environmental
conditions that these platforms operate in.
HEAT FLOW IN TRANSMITTERS
As a rule for many years, the highest heat dissipator is the power amplifier section with the
modulator section being smaller of the two. Typical modulators dissipate 5 watts where the PA

section dissipates 20 watts or more depending on the RF power rating of the transmitter. The
modern transmitter provides efficient RF conversion percentages with the modulator taking 1214% of the overall power use; the PA is a healthy 58-60%, and the remaining 28% of power is
transferred out the RF connector to the antenna as radiated energy.
The transmitter is normally configured with the PA section close to the mounting surface to
allow the heat to be transferred efficiently through the bottom cover to the chassis of the system.
This has worked well for many years until lately with the modern vehicles using structures with
reduce thermal properties with limited heat transfer characteristics.
As the technology has advanced in the RF product requirements and product offering the
percentage of power usage is increasing. The modern FPGAs and DSPs operate at a much
higher clock rate with many features that are required today to stay competitive with the
advancing feature list. Most or all of the modern modulator designs, use the higher dissipation
FPGAs resulting in a shift in a higher percentage of power, or dissipation in the modulator
section. Since all of the transmitter vendors box configuration for packaging has the modulator
on top and the PA on the bottom, the increased heat in the modulator now impacts the
temperature rise of the transmitter increasing the risk of overheating.
DISSIPATION TECHNIQUES
Some of the RF Vendors use a fan accessory to create airflow to remove the heat the new
transmitter dissipates. Airflow works well and TTC-CW has provided several telemetry
products with integrated heat sinks to assist in the removal the excess heat. Unfortunately
airflow is good for ground applications but in practice, there is rarely enough airflow to make it
the solution for all use cases. Other systems use a cold plate which work very well with high
power dissipating systems. Not all aircraft have the facility to support a cold plate to keep their
electronics cool to within its rated temperature which ultimately leads to early failure and
reduced reliability.
OVER-HEATING PROTECTION
There have been several occasions where overheating events have happened in the past with
fielded TTC-CW Transmitters. The damage was caused by exceeding the chassis rated
temperature of 85oC. TTC-CW also provide a temperature sensor on the side of the Transmitter
to indicate a maximum chassis temperature exposure. Case temperatures above 93oC typically
degrades functionality of several RF devices within the transmitter. This happens when the end
user does not understand the heat flow characteristics of these modern transmitters and their
required installation. Over-heating protection varies by application and the priority of the data
over the hardware. Meaning, in some applications the Transmitter should be allowed to over-heat
if the data that it is transmitting is more important than turning the unit off when temperature
exceeds its maximum safe level. But on the other hand, there are applications where, saving the
hardware when in a overheating condition is more important than the data. For these various
applications, modern transmitters offer a temperature control function that when enabled will
automatically reduce the RF output level when the internal temperature exceeds a preset value in
an attempt to regulate the chassis temperature. This control mechanism saves the hardware but

results in a potential link margin risk with the reducing RF output levels and is warranted for
application where losing the link is not critical to the success of the test.
Additional over-heating mitigation include external cooling whether forced air or a cold plate
which have been successfully implemented on many programs when available on the test
platforms and in lab test applications. Unfortunately this is not the case for all applications most
missile, launch, long range weapon systems still suffer the risk of overheating when there is poor
heat flow or insufficient heat sinking.
The ultimate solution is reducing the self-heating of the transmitter and until the chip
manufacturers can increase the RF efficiency over what the RF devices provide today, there is
not much came done on the electrical design, to reduce the dissipation requirements for the
Telemetry Transmitter for the near term.
RF LINK MARGIN BACKGROUND
Telemetry link margins are calculated based on the maximum transmission distances that
involves counting the system losses from the transmitter output, through the cabling, filters,
isolators, and other devices the system engineers add in line with the transmitter to be compliant
to the local transmission standards. Unfortunately the RF loss of those items incur reduces the
RF energy that propagates through the air to the dish antenna on the ground to complete the link.
Forward Error Correction provides coding gain which adds to the link margin when used in the
operational range of the receiving equipment. FEC increases the data rate and resulting
modulation bandwidth by the “overhead” or the additional data that the FEC algorithm requires.
The increased bandwidth has always been a debate over using FEC and the value it provides. In
fact the ½ rate LDPC algorithm increased the data rate by 2.0625 times which equates to a loss
of 3dB of link margin. Due to the high coding gain of the ½ rate LDPC, the 3dB is only a
fraction (20%) of the overall link improvement that the LDPC ½ rate provides.
20* (Log(2*data rate)) = IFBWdB

Equation 1

FORWARD ERROR CORRECTION (FEC) TYPES, PERFORMANCE, and
CORRECTION
Convolutional Encoding has been used for many years in Telemetry and much of the earlier Bit
Synchronizers had an option for a Viterbi™ decoder. This coding scheme provided several dB of
coding gain and was standardized almost 40 years ago for use in flight test telemetry.
Developments in Turbo codes lead to the most current variant in the IRIG-106 standard Low
Density Parity Check or LDPC and offers higher coding gains than some of the earlier version
of FEC used in streaming telemetry.
The practical performance of these LDPC algorithms is very much dependent on the receiver,
de-modulator, and decoder performance was well as the test setup to include high isolation of the
transmitting device and the LDPC receiver. The author has tested four of the leading vendor’s
receiving equipment and found very good consistency in the test results with all of the vendors’
products when performed in a lab environment in use of a noise interference test set.

Figure 1 IRIG-1060029 Figure D-11. LDPC Detection Performance with Symbol-bySymbol Demodulator [1]
The combination of the receiver sensitivity and coding gains may the higher gain algorithms
more of a test challenge for consistent results when varying the RF power into the receiver over
adding noise to the IF path using the noise interference test set.
WHY WOULD WE CONSIDER USING FEC TO REDUCE THE TRANSMITTER
DISSIPATION?
Reducing the level of RF output power of a transmitter reduces its dissipation. The gains
provided with the new FEC algorithms allows for the link to be closed with lower RF
Transmitter power. As an example, a typical 10 watt transmitter outputs 40 dBm and draws
1.25 amperes and dissipates 25 watts that is required to be properly heat sunk to maintain its case
temperature below the absolute maximum of +85oC. Applying 4/5th LDPC provides a minimum
of 8 dB coding gain. A five watt transmitter output is 37 dBm, draws 0.9 amperes, and
dissipates 20 watts and is 20% less than the 10 watt transmitter. Applying the 4/5ths LDPC FEC
to the 5 watt transmitter, the resulting BER performance equates to the non-FEC 10 watt
transmitter but at a lower dissipation.
• 10 watt transmitter, outputs 40 dBm, Eb/No level for 1E-6 BER is measured at 13 dB
and dissipates 25 Watts
• 5 watt transmitter, outputs 37 dBm, Eb./No level for 1E-6 BER in using 4.5ths LDPC
now at 11 dB and dissipates 20 Watts or 20% less
• Note the increased BW of the 4/5ths LDPC FEC contributes 3 dB more noise

TEST RESULTS
Testing this concept in a lab environment resulted in several surprises. The test configuration is
critical to obtain reliable results. Using today’s highly sensitive receivers combined with coding
gains that are achieved in using LDPC creates a challenge to provide enough isolation between
the receiver to the RF cabling to avoid having the cable leakage mask the true algorithm
performance. The use of a Noise Interference Test set that operates at the IF level into the
receiver and avoids much of the complexity of attempting to measure the combined gains.
Testing the coding gains provide a pleasant surprise with consistent improved BER performance
with all three variants of the LDPC algorithms. The results measured in the lab setup were
within a 1 dB of the Eb/No plots provided above. In additional the increased coding gains of
2/3rds and 1/2 rates over the 4/5ths rate operated at Eb/No performances below 3 dB
demonstrating the algorithm performance. The tests demonstrated BER rates of approximately
1E-6 rate at very low signal to noise levels consistency across all of the FEC variants.
Table 1 4/5ths FEC BER 10 vs 5 watts
LDPC
None
¾ 1024
¾ 4096

RF Watts
10
5
5

I total amps
1.25
0.9
0.9

Eb/No dB
13
7
5

BER
1.2e-6
1.8e-6
1e-6

The Transmitter included in the tests offers variable RF output power, and performed closely to
the expected results were the reduction of the RF output to reduce the power dissipation and used
the coding gain to restore the BER performance back to the Non-FEC rate at 1E^-6.
Between the three variants though, the recovery time from a significant fade from the receiver
perspective indicated the higher gain algorithms (2/3rds and 1/2 rates) were slower to respond
than the lower gain from that 4/5ths algorithm demonstrated good response to deep fades.
CONCLUSIONS
The use of FEC for reducing the dissipation of the transmitter was proven with the evaluation
and test process described here in. The result of using the 4/5ths algorithm as the best performer
over the two higher coding gain variant to reduce the dissipation with consistent results. The use
of Forward Error Correction is not design for all applications but certain does provide a unique
solution to reduce a transmitters dissipation and maybe consider when the traditional methods of
heat sinking is not enough to keep the product from overheating.
REFERENCES
[1] IRIG-106-20, Range Commanders Council, IRIG-1050029 Figure D-11

[2] This document was reviewed on 4/29/22 and does not contain technical data
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ABSTRACT
TM often requires operators on location with receive system(s) or at a remote console, resulting
in TDY for operators and possibly a shortage of operators to support all scheduled operations. A
remote-control capability along with centralized data collection could eliminate existing
personnel requirements at both the local system antenna site as well as the control facility,
greatly reducing operational costs and providing insight to system status. TENA provides for
real-time system interoperability, as well as interfacing existing range assets, C4ISR systems,
and simulations; fostering reuse of range assets and future software systems. JMETC is a
distributed, LVC capability using a hybrid network solution for all classifications and cyber.
TENA and JMETC in conjunction with BDA tools and techniques, allow for the most efficient
use of current and future TM range resources via range resource integration, critical to validate
system performance in a highly cost-effective manner.

TRMC SOLUTIONS FOR THE TELEMETRY COMMUNITY
As in the past, present telemetry (TM) support requires operators to be on location with the TM
receive system or at a remote TM console (with a remote TM antenna control unit). This often
results in temporary duty (TDY) for operators and potentially an insufficient number of operators
to support all scheduled operations. The capability to remotely operate the telemetry system
(i.e., perform status monitoring, data distribution, and/or command and control from a centrallylocated, manned site) greatly reduces operational costs of TDY to remote TM sites. A remote
control capability could altogether eliminate the existing requirement for personnel at both the
local TM system antenna site as well as the TM control facility, alleviating previous manpower
issues (Figure 1).

Figure 1 Architecture to a Remote TM Site.
The original design of the DoD test and training range infrastructure was not intended to be
interoperable, and rapidly became inadequate in this new era of warfare. The cost-effective
integration of range data and telemetry resources is critical to ensuring the war-worthiness of
today’s advanced weapon systems and platforms which populate the air, land, sea, and cyber
areas of operations. To ensure the advantages of range interoperability are available across the
DoD, the OSD Test Resource Management Center (TRMC) Central Test and Evaluation
Program (CTEIP) developed and is constantly refining the Test and Training Enabling
Architecture (TENA).
TENA is a common architecture providing real-time software system interoperability and the
capability to interface existing range assets, systems, and simulations at distributed facilities.
Government-owned and free for anyone to use, TENA allows the most efficient use of current
and future range resources via range resource integration. This integration invariably fosters
interoperability and reuse within the test and training communities – critical in validating system
performance in a highly cost-effective manner.
TENA provides a middleware software component and can be used on any internet protocol (IP)based range or distributed network, such as the Joint Mission Environment Test Capability
(JMETC) networks and the Joint Staff (JS) J7 Deputy Director Joint Training (DDJT) Joint
Training Enterprise Network (JTEN).

Upgrading an existing range system to TENA can be achieved in a drastically shorter time frame
than traditional software integration efforts. Additional benefits include the cost-effective
replacement of unique range protocols, enhanced exchange of mission data, and organic TENAcompliant capabilities at sites which can be leveraged for future events, enhancing both reuse
and interoperability.
The JMETC Secret Network (JSN), which leverages the Secret Defense Research and
Engineering Network (SDREN) for connectivity, is the test and evaluation (T&E) enterprise
network solution for secret testing. SDREN is a network established to support research,
development, testing and evaluation, and science and technology activities in the DoD. The
persistent JSN infrastructure includes sites at Defense industrial facilities and peering with sites
on other DoD networks at like classification such as the Secret Internet Protocol Router Network
(SIPRNet).
JMETC also offers a network capability to its customers with a requirement for higher-thansecret classifications of distributed testing, cyber testing, or unique requirements that don’t fit the
JMETC JSN model. The JMETC Multiple Independent Levels of Security (MILS) Network
(JMN) is the enterprise network solution for higher test event classifications, as well as those
which are cyber-specific.
The primary product of T&E is the data and knowledge gained through the collection of
information about a system or item under test. The amount of information needed to acquire this
knowledge is growing exponentially due to more complex systems needing to operate in System
of Systems (SoS), Family of Systems (FoS), Joint, and Coalition environments. With many DoD
tools and methods remaining largely the same for decades, the T&E infrastructure necessary to
collect and analyze this information has not evolved alongside this increased complexity,
becoming increasingly deficient and ineffective. By contrast, corporations have dramatically
changed their methodologies – modernizing their analytics capabilities to keep up with the
massive influx of data.
To properly test and evaluate today’s advanced military systems, the T&E community must
leverage new algorithms using the equivalent processing power of many computers in parallel to
effectively analyze large amounts of data. This process is called “big data analytics (BDA)” and
the Test Resource Management Center is taking the initiative to develop better tools and
techniques to empower DoD analysts to make better and faster decisions using more of the
collected data than was previously usable.

CURRENT TELEMETRY APPLICATIONS
Automatic Dependent Surveillance-Broadcast (ADS-B) Adapter: Starting January 1, 2020,
aircraft must be equipped with an air traffic control “Automatic Dependent SurveillanceBroadcast (ADS-B) Out” to fly in most controlled airspace. ADS-B is a surveillance technology
in which an aircraft determines its position via satellite navigation, and periodically broadcasts
position (and other information), enabling it to be tracked. The TRMC is creating a library of
software products called Range System Adapters which present a common distributed

communication mechanism for the remote configuration, monitoring, and control of range
systems. As such, the TENA Software Development Activity (SDA) has developed an ADS-B
Adapter – a software application designed to expose a common communication interface to an
existing range system by wrapping the system’s custom external interface.
The ADS-B Adapter is a computer process separate from the software running an existing
system. By “wrapping” the existing ADS-B system, there is no modification of the existing
system, allowing use on legacy systems that cannot be updated or have limited communication
capabilities. The ADS-B Adapter translates identification and position information sent by
aircraft and interfaces an application called a dump1090 server (Transmission Control Protocol
(TCP)/Internet Protocol (IP) connection), which translates signals received by the Software
Defined Radio (SDR) to a data stream that makes it available via a TCP service.
The TRMC-developed ADS-B Adapter provides a low-cost solution to acquire live/local aircraft
information: an SDR radio and antenna costs >$100 and the dump1090 server software is freely
available, open-source software and works with a variety of SDRs and antennas. The ADS-B
Adapter is free, government-off-the-shelf (GOTS) software and when used in conjunction with
the TENA Data Collection System (TDCS), captures/replays repeatable and realistic local air
traffic scenarios in simulated environments.
TRMC also supports an adapter for the pingStation 2 and 3 ADS-B receivers. This adapter uses
a REST interface on the pingStation to pull the ADS-B data and translate it into the same TENA
SDOs as the TRMC-developed ADS-B Adapter which allows its output to be used in the same
way with SIMDIS and TDCS.

TENA Plugin for SIMDIS: SIMDIS is a Naval Research Laboratory (NRL) set of software
tools that provide two and three-dimensional interactive graphical and video display of live and
post-processed simulation, test, and operational data. SIMDIS has evolved from an NRL display
tool for the output of missile models, to a premier GOTS product for advanced situational
awareness and visual analysis (Figure 2). The TENA plugin for SIMDIS allows a set of TENA
Stateful Distributed Objects (SDOs) and messages to be used in SIMDIS (e.g. SIMDIS can be
used in conjunction with the TENA ADS-B, pingStation, and telemetry antenna controller
Adapters to provide a display of local aircraft identification and position, system status, and
system pointing angles).

Figure 2 SIMDIS Graphical User Interface (GUI) Display.
TENA Interface for Yuma Proving Ground (YPG) TCS Antenna: YPG, located in Yuma,
Arizona has chosen to add a TENA interface to their TCS Antenna Control Unit (ACU) model
M1 and their Quasonix HyberTrack Antenna Controller (HTAC) used on their TM pedestals.
The Antenna Control System SDOs created by the adapters are visible on SIMDIS and the
Instrument System Assignment Tool (ISAT). SIMDIS shows the system with a beam indicating
where it is pointed. ISAT allows users to select a Track SDO to assign to the system and the
adapter will then send cueing data to the ACU or HTAC (Figure 3). Operational testing is
currently underway on the remote monitoring and control capabilities of the telemetry antenna
system using TENA. The ACU or HTAC system can also be monitored and controlled by a the
TRMC Telemetry Antenna Control GUI (Figure 4).

Figure 3 Instrument System Assignment Tool.

Figure 4 TENA Adapter Telemetry Antenna Control Display.

TENA Interface for Telemetry Receivers and Signal Analyzers: In addition to providing
TENA adapters for telemetry antenna controllers TRMC provides adapters for the Quasonix
RDMS 3 Telemetry Receiver and two spectrum analyzers, the Rohde & Schwarz FPS Spectrum
Analyzer and the LPT Spectrum Analyzer these adapters provide access to monitoring and
control of the systems in real-time from TENA applications and allow the TENA data published
by the systems to be recorded with TDCS. TRMC provided GUI applications provide visual
monitoring and control of these systems (Figure 5 and 6)

Figure 5 TENA Adapter Telemetry Receiver Control Display.

Figure 6 TENA Adapter Spectrum Analyzer Control Display.
Cloud Hybrid Edge-to-Enterprise Evaluation & Test Analysis Suite (CHEETAS) Tool:
The TRMC has developed and successfully demonstrated a rapid Knowledge Management/Big
Data Analysis capability to support hypersonic flight test. During a recent high-priority
hypersonic test mission at Edwards Air Force Base, CA, post-test data processing (download,
conversion, and validation – all necessary steps that must occur prior to data analysis) took
approximately ten hours using existing capabilities. Working with the 419th Flight Test Squadron
the following week, the TRMC team processed the same raw mission data with the CHEETAS
tool in less than 15 minutes. Using CHEETAS cut the time required to get the test data into the
hands of analysts by over 95%.
The CHEETAS framework provides a common tool suite for building evaluation infrastructure
for disparate acquisition portfolios. Developed and supported by TRMC, CHEETAS is provided
to the test community for free and is currently in use at multiple locations throughout the test
community. CHEETAS is vendor- and hardware-agnostic, and can run on anything from a
laptop to a full GPU-enabled, hyper-converged cluster, to a commercial cloud environment.
CHEETAS is providing game-changing knowledge management and big data analysis capability
both pre-flight and post-mission to support the testing of hypersonic boost-glideweapons and
other systems requiring large-scale test data collection.

Figure 7 CHEETAS Data Processing Timeline.

PAST TM USES OF TENA
Eglin Gulf Test Range (EGTR) Gulf Range Enhancement (GRE) Program: As in the past,
present telemetry Theater Missile Defense (TMD) missile systems are designated to provide
regional defenses against present and future conventional, chemical, biological, or nuclear
ballistic, cruise, or air-to-surface guided missiles that can endanger deployed U.S. forces as well
as U.S. friends and allies throughout the world. Eglin Air Force Base (AFB) in Florida is
enhancing the capability of the EGTR to conduct TMD programs via the GRE program. This
development includes the selection and construction of land-launch facilities; the modification of
land, sea, and air safety zones; and the subsequent conduct of TMD missile system test and
training flights within the enhanced EGTR. When complete, this expansion will allow launched
target missiles to be halted by interceptor missiles with the intercepts occurring in the airspace
over the Gulf of Mexico.
The EGTR expansion will provide greater flexibility in test scenarios than is possible using other
ranges, and permits more realistic testing of TMD interceptor systems. This next-generation
architecture is expected to be completely remote controlled when classification allows.
To make this happen, GRE engineers met with representatives of the TENA Software
Development Activity (SDA) concerning the many TENA capabilities which would benefit this
new architecture. TENA, chosen for the command and control (C2) portion of the GRE plan,
will support remote operations of numerous Joint Gulf Range Complex test assets. TM
equipment currently identified to be accessed via TENA adapters and controlled by TENA
interfaces include the following: Antenna Control Units (ACU), digital switches, Time to Live
(TTL) splitters, data link test set / Bit Error Rate Test (BERT), monitoring systems, spectrum

analyzers, Global Positioning System (GPS) receivers, oscilloscopes, TM receivers, telemetry
recorders, power strips, dehydrators, IP cameras, and uninterruptible power supplies (UPS). The
long-term plan is for all GRE devices to be retrofitted with TENA adapters and interfaces.
Naval Air Station (NAS) Patuxent River, MD (Pax River) Atlantic Test Range (ATR): The
Pax River ATR is another excellent example of how beneficial TENA can be for TM control.
Before work began to develop and field an enterprise approach to remotely monitor and operate
all components of remote ATR ground telemetry systems, Pax River was faced with four major,
and incredibly common, TM range issues: operator proximity, lights-out operations, a
generalized interface, and Information Assurance (IA) requirements.
The existing approach at Pax required TM operators to be on location with the TM ACU during
missions. Any near-term remote operations concepts required a one-to-one correlation between
the remote ACU and remote TM Antenna, and no sub systems were supported. They also had no
ability to fully power-on, configure, operate, or obtain the status of their remote Auto-Tracking
Telemetry System (ATAS) and Mobile Telemetry Acquisition System (MTAS) systems,
therefore requiring personnel on-site to perform power-on and to configure all systems with no
distributed status available from TM system components.
Vendor-specific interfaces and data models were used, which meant operators had to gain
proficiency on each system component. This generalized interface prohibited uniform operator
consoles, and limited the ability to easily access and share relevant metrics and engineering data.
Furthering the problem was that Pax River had a limited ability to meet evolving IA
requirements and Security Technical Implementation Guides (STIG) on system components.
Working alongside members of the TENA SDA, NAS Pax River developed an enterprise
approach to remotely manage and operate all components of remote ground telemetry
systems. This method provides a common architecture (TENA) which interfaces system
components, regardless of system manufacturer. Upon completion, this effort now provides for
single operator control of several remote TM systems, therefore reducing travel and manning
requirements at remote sites. It also allows TM status information, setup, and control to be
distributed to appropriate destinations for system verification and operations.
Additional Applications: Other TM applications of TENA are ongoing at White Sands Missile
Range (WSMR) in New Mexico and Vandenberg AFB in California. WSMR reached out to the
TENA SDA seeking a TENA-capable range interface unit (RIU) for existing radars; a TENAcapable Telemetry Tracker pointing data interface (as a modification to the existing RIU); and a
persistent, distributed TENA capability through WSMR’s Inter Range Control Center (IRCC).
TENA is currently being used to connect FPS-16 radars, telemetry systems, and optics systems.
Future plans at WSMR include the use of TENA for Real-Time Data Processing (RTDPS).
Redstone Test Center also used TENA to pull real-time Time, Space, Position Information
(TSPI) data via a “Data Adapter Tool” which fused other real-time TSPI sources. The Data
Adapter Tool allows operators at RTC to now transport data via TENA using the Standard
platform object model.

UNDERSTANDING TENA
Understanding composability is the ability to rapidly assemble, initialize, test, and execute a
system from members of a pool of reusable, interoperable elements, the TENA architecture is a
technical blueprint for achieving an interoperable, composable set of geographically distributed
range resources (both live and simulated) that can be rapidly combined to meet new testing and
training missions in a realistic manner. TENA is made up of several components, including a
domain-specific object model that supports information transfer throughout the event lifecycle,
common real-time and non-real-time software infrastructures for manipulating objects, as well as
standards, protocols, rules, supporting software, and other key components.
The TENA Middleware (currently at Release 6.0.8 and available for free download at the TRMC
web site: https://www.trmc.osd.mil) combines distributed anonymous publish-subscribe and
model-driven, distributed, and object-oriented programming paradigms into a single distributed
middleware system. This unique combination of high-level programming abstractions yields a
powerful middleware system that enables TENA middleware users to rapidly develop complex
yet reliable distributed applications.
The TENA object model consists of those object/data definitions derived from range
instrumentation or other sources, which are used in a given execution to meet the immediate
needs and requirements of a specific user for a specific range event. The object model is shared
by all TENA resource applications in an execution. It may contain elements of the standard
TENA object model although it is not required to do so. Each execution is semantically bound
together by its object model.
Therefore, defining an object model for a particular execution is the most important task to be
performed to integrate the separate range resource applications into a single event. In order to
support the formal definition of TENA object models, a standard metamodel has been developed
to specify the modeling constructs that are supported by TENA. This model is formally
specified by the Extensible Markup Language (XML) Metadata Interchange standard and can be
represented by Universal Markup Language (UML). Standards for representing metamodels are
being developed under the Object Management Group Model Driven Architecture activities.
The TENA Object Model Compiler is based on the formal representation of this metamodel, and
TENA user-submitted object models are verified against the metamodel. However, it is
important to recognize the difference between the TENA metamodel and a particular TENA
object model. The object captures the formal definition of the particular object / data elements
that are shared between TENA applications participating in a particular execution, while the
object model is constrained by the features supported by the metamodel.
Another significant benefit for TENA users is auto-code generation. The TENA Middleware is
designed to enable the rapid development of distributed applications which exchange data using
the publish-subscribe paradigm. While many publish-subscribe systems exist, few possess the
high-level programming abstractions presented by the TENA Middleware. The TENA
Middleware provides these high-level abstractions by using auto-code generation to create
complex applications, and these higher-level programming abstractions (combined with a
framework designed to reduce programming errors) enable users to quickly and correctly express

the concepts of their applications. Re-usable standardized object interfaces and implementations
further simplify the application development process.
Through the use of auto code generation, other utilities, and a growing number of common tools,
TENA provides an enhanced capability to accomplish the routine tasks performed on the test and
training ranges in support of exercises. The steps in many of the tasks are automated, and thanks
to the enhanced software interoperability provided by TENA, the information flow is streamlined
between tools and the common infrastructure components.
TENA utilities facilitate the creation of TENA-compliant software and the installing, integrating,
and testing of the software at each designated range. This complex task falls to the Range
Developer who, in this phase, performs the detailed activities described in the requirement
definitions and event planning, as well as the event construction, setup, and rehearsal activities of
the range’s Concept of Operations. While some manual exercise and event setup is required at
ranges, TENA tools, as they are developed and become accepted across the range community,
make exercise pre-event management easier.

SUPPORT FOR TENA USERS
The TENA SDA has developed a website that provides a wide range of support for the TENA
user, including an easy process to download the Middleware, free of charge. The website also
offers a helpdesk and user forums that will address any problems with the Middleware download
and implementation. The TENA SDA is very aware of the need to inform range managers and
train TENA users, and the TENA SDA presents regular training classes that are designed to meet
attendees’ needs; from an overview or technical introduction of TENA, all the way to a handson, computer lab class on the TENA Middleware.
TENA’s continuing evolution in its support of the test and training range community is managed
by an organization of users and developers. TENA is maintained according to a consensus of its
users, which assemble as the JMETC Configuration Review Board (JCRB). These meetings are
generally held at technical exchanges JMETC holds each year called the JMETC Technical
Exchange (JTEX). At these meetings, users are updated on TENA usage, problems, and
advancements. Although the agenda involves briefings, it is open to wide-ranging discussions.
This ensures the users’ concerns and inputs are understood, recorded, and action items are made
if necessary. Of equal importance, TENA developers and management have had a long and
mutually beneficial relationship with the Range Commanders Council.

CONCLUSION
Although it was a technological and software evolution that was the impetus for TENA’s growth
in its enabling of range interoperability and resource reuse, the Middleware found its needed
validation on DoD test and training ranges. On these ranges, the U.S. Military evaluates the
warfighting equipment, personnel, and concepts that are deployed in support of ongoing missions
around the globe. Unfortunately, test and training events only provide the opportunity for

evaluation. It is the data collection and analysis that determines the war-worthiness of the
equipment or concept; this data can quickly and definitively illuminate any necessary
improvements needed to ensure effective and safe weapon system operation and training.
TRMC TENA, JMETC, and Big Data Knowledge Management are time-tested, proven, integral
parts of that equation.
JMETC reduces the time and cost to plan and prepare for distributed events by providing a
persistent, readily-available network, and the TENA common integration software is easilyintegrated into telemetry environments and applications. Even the remote control capability
alone alleviates previous manpower issues and greatly reduces operating costs for the telemetry
community.
The TRMC is constantly building on a DoD T&E data management and analysis capability that
leverages commercial big data analytic and cloud computing technologies to improve evaluation
quality, reduce decision-making time, and reduce T&E cost. This vision encompasses a big data
architecture framework – its supporting resources, methodologies, and guidance – to properly
address the current and future data needs of weapon systems testing.
Transforming the current T&E data infrastructure to one employing a Big Data approach will
support both current warfighter T&E needs and the developmental and operational testing of
future weapon platforms. The T&E community will be able to realize improvements in cost
avoidance and cost reductions, in faster and more accurate T&E responses, and in overall T&E
capabilities. Using TENA, JMETC, and BDA, Test Directors can put their focus back where it
needs to be – on the warfighter and the task at hand.
For more information, contact Ryan Norman, Chief Data Officer and Lead, Joint Mission
Environments, E-mail: jmetc-feedback@trmc.osd.mil or tena-feedback@trmc.osd.mil. For the
Unclassified, Controlled Unclassified Information (CUI), U.S. Government / Contractor website,
go to https://www.trmc.osd.mil; for Distribution A, non-U.S. Government / Contractors, please
visit https://www.tena-sda.org.
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Abstract

Dashboards and head-units in automobiles provide a subconscious accumulation of information to the driver, allowing
for proper operation of the car. Last year[1], we designed a system using a Raspberry Pi, Arduino, and an LCD
screen to provide the driver with the necessary information, further advancing the performance of the car. This year
we have improved the system by removing the use of the Arduino and including WS2812b individually addressable
LED’s. These improvements have led to a more streamlined codebase, lower production cost, and a more compact
design. We have continued to use the CAN Bus configured to allow the sensors in the car, such as the throttle
position sensor, engine speed, etc. to send information to the dashboard. With this information, we are able to
decode and interpret the data into easily interpreted visualizations for the driver using a stripped down version of
Linux and Electron, a tool used for building user interfaces with Node.js.

2

Introduction

Dashboards are an interface integral for successful performant operation of a motor vehicle, more specifically in our
case (Wildcat Formula Racing) when the driver is often travelling at fast speeds. Our solution for this had to conform
to our various requirements for the project. These were, 1) conform to a small physical size such that the unit could
fit within a steering wheel or fall within the acceptable boundaries outlined by the requirements of FSAE. 2) Be a
cost effective solution rivalling off-the-shelf solutions which cost upwards of $2000, and 3) the software / hardware
components must be easily maintainable. This last requirement is especially important as Wildcat Formula Racing
is a University extracurricular club containing members of whom are pursuing very demanding degrees.
Thus our solution was to utilize a Raspberry Pi 4 micro-computer with a CAN Bus ”hat” to interface with our car’s
MoTeC Engine Control Unit (ECU), a 4.3 in. LCD display, and a WS2812b individually addressable LED strip.
Our system will be powered by the cars on-board battery and receive information about the state of the running
car through the CAN Bus protocol transferred from our ECU. On the Raspberry Pi we are running a very stripped
down version of Debian Linux as the underlying operating system, the Electron Framework for the user interface,
and C++ to control the WS2812b LED Strips. This solution, in total cost around $90 for all of the individual parts,
is a very small form factor which has been designed to fit in our steering wheel, and lastly makes use of higher level
programming language to allow for a small ”Bus Factor” (The time it would take for a new member to become
familiar with the project).

2.1

Improvements From 2021

As stated above, this system was designed for our 2021 FSAE car[1] but has been overhauled to be more streamlined
both in the sense of hardware and software. Mainly, this year we introduced the WS2812b LED’s which acts as a
visual tachometer for the driver, removed the intermediate use of an Arduino for CAN communication (all CAN
communication is now a direct connection between the ECU and the Raspberry Pi), and had a complete software
restructure to again, ensure an easily maintainable codebase.
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Hardware

Our current Engine Control Unit (ECU), is a MoTeC M150, which is a very common ECU in Formula SAE. The
ECu communicated with the Raspberry Pi via CAN Bus, a protocol commonly used in automotives for two-way
communication.

Figure 1: Hardware Control Flow
Shown above in Figure 1. This is a high level overview of how simplistic our system is. Encapsulated by the
”Raspberry Pi” image above, is the case that encloses the LED strip, Raspberry Pi, CAN Bus Hat, power supply,
and LCD Screen. This unit is as shown below in Figure 2:

(a) Enclosure Rendering

(b) LCD Screen, Raspberry Pi, CAN
Bus Hat

Figure 2: Hardware Enclosures
This is a self-contained unit within our detachable steering wheel. From the ”main” part of the car, we run four
wires through our internal wiring harness, a 12V and ground wires from the battery, and CAN HI/LO wires from
the ECU. The power lines are responsible for powering the LED strip as well as the Raspberry Pi from which the
CAN Bus hat and LCD screen get their power. The two CAN Bus wires feed directly into the hat from which they
are interpreted within the software as discussed in software section.
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Software

As stated above, all of the software runs on our Raspberry Pi 4, a very powerful, low-cost, microcomputer. This
computer runs a stripped down Debian version of Linux, this operating system contains the bare minimum of what
we need to run our programs in an attempt to improve boot time performance. Our two main programs running on
the Raspberry Pi are one to control the LEDs and another to run the actual user interface (what is actually displayed
on the screen).

4.1
4.1.1

Operating System
CAN Bus

CAN or Controller Area Network is the protocol from which we are able to have a two-way communication system
between the ECU and the dashboard. As it stands currently, we are only listening to the ECU to receive information
(we plan to integrate two-way communication in the future). The ECU will send us 64 bits at a baudrate of 250kbps.
Encoded within that 64 bit integer is all of the necessary information we currently display on the car, the bit diagram
is shown below:

Figure 3: CAN Bus message bit configuration
Figure 3 shows the least significant bit towards the right and the most significant bit at the left. We currently
transmit our engine speed/RPM, throttle position, gear number, battery voltage, coolant temperature, and our
engine up-time. Each of these items take up a single byte (8 bits) within the 64 bit message, with the exception of
our engine RPM and ECU up-time which take up two bytes (16 bits). This discrepancy is due to the size of the
numbers trying to be transmitted. For example, our battery voltage will come in decivolts which on average is 120 or
12.0V, this is acceptable as the maximum unsigned integer we can represent with 8 bits is 255. However, with engine
RPM, we can see numbers ranging from 0 to 10,000, thus we cannot represent this number with 8 bits, therefore we
use 16 bits which has a maximum unsigned value of 65,535.
From here, Linux will allow us to listen to this information through a network, and each of our programs has logic
to decode the bits through a series of bit shifts and masks to convert into human-readable integers.
4.1.2

Boot Performance

In our 2021 version, we were able to achieve very quick boot times due to our ability to compile our own operating
system through tools such as BuildRoot[4]. This tool allowed us to remove features of the operating system that
were taking up compute time during boot. However, the program that contributed the most to the boot time was
DHCP, the program which is responsible for networking. We were able to remove this in 2021 as our intermediary
Arduino decoded the CAN messages and transmitted them through a serial connection. This year, because we are
decoding the CAN BUS directly on the Raspberry Pi, we cannot remove the DHCP service. This has led to worse
boot times on the order of 30-60 seconds compared to our previous version of 5-10 seconds. This will be one of our
main goals to improve upon in the future.

4.2

LED Control

Our LED control program is responsible for converting engine RPM into a visualization to show the driver how close
the engine is to redline by lighting up a series of LEDs to a specific color. This program is written in C++ and is
separate from the user interface program simply because it requires elevated permissions (superuser/admin) to run,
as in order to control the state of the LED strip, we must directly access physical memory on the Raspberry Pi.
Another small caveat/exceptions is that one of our main requirements was to have the programs written in highlevel programming languages so we could avoid hard-to-read codebases. C++ however, is a low-level programming
language (less abstraction). This is done for two reasons, 1) this is such a small stable program that will likely
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not need to be changed that much in the future (Low maintenance), and 2) we needed lower level control over
memory and threads to control the LED strip. It is also worth noting that C++ is a much faster language than
Node.js/TypeScript, but this did not contribute much to the decision as our Raspberry Pi is very performant for the
type of applications we are running.
4.2.1

Architecture

This program follows an event-driven Object Oriented approach such that our control flow is as follows. Our main
class will listen for CAN Bus messages and/or the lack of messages (debounce) then hand off the information to our
LedController class which is responsible for setting the state of the LEDs

Figure 4: LedController Class Description
On a successful CAN message read, the engine speed will be scaled from RPM to a number of color-coded lit LEDs
relative to how close the engine is to redline (example shown below). We divide the LED strip in to three separate
color sections such that, from left to right, the left most section is green, the middle section is yellow, and the right
most section is red. Each section size is computed such that each section is the same size determined by the total
number of LEDs we have:
section size = ⌊

number of LEDs
⌋
3

(1)

Therefore the maximum number of LEDs we will light up will be:
section size · 3

(2)

We then scale the engine RPM to number of LEDs lit:
n=⌊

(rpm − min) · number of LEDs
⌋
(max − min) + number of LEDs

(3)

Where n is the number of LEDs lit, rpm is the current engine RPM, min is the minimum RPM for a single LED to
be lit, and max is the maximum RPM or ”redline”.
For example, if we have a redline of 10,000 rpm, a minimum RPM of 5000, 12 individual LEDs, and a current engine
RPM of 9400:
(9400 − 5000) · 12
⌋
(10000 − 5000) + 12
52800
=⌊
⌋
5012
= ⌊10.56⌋

n=⌊

n = 10
5

(4)

Such that 4 LEDs will be green, 4 will be yellow, and 2 will be red:

Figure 5: LED Diagram

4.3

User Interface

Figure 6: FSAE Dashboard
Our user interface program is responsible for displaying that actual information on the LCD screen inside the steering
wheel. This program is written using Node.js[5], TypeScript[3], and the Electron framework[2]. TypeScript is simply
a superset of JavaScript but features typings which improve the ”readability” of the codebase. Combined with
Electron, a framework that allows users to write cross-platform applications using, in our case, TypeScript, CSS, and
HTML, this allows us to have a low ”Bus Factor” and decreases the on-boarding time for new members.
However, having the ability to write this program in such a high level language does not come without it’s downsides,
the main one for us being the compiled package size and large memory requirements. On average, we found that our
compiled package size is around 50Mb with an average memory usage of around 100Mb. While this is a considerable
amount of storage and memory, we have never encountered any indication that the application could not be ran on
our hardware (no signs of studdering or lag). We currently run on the newest Raspberry Pi 4 Model B, with two
gigabytes of DDR4 memory, and a class 10 SD card, which is far more computing power than we will ever need.
Again, we believe that having a low maintainance/easy-to-read codebase outweighs the performance cons that come
with Electron.
4.3.1

Architecture

Similar to our LED program, this program also features a event-driven, object-oriented programming paradigm, as
well Electron’s ”Process Model” paradigm. In Electron, we have two processes running in the application, one for
heavy computation/processing, called the ”Main Process” which will then relay the necessary information (through
events) to the ”Render Process” which will actually take care of rendering the graphics to the user.
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4.3.2

Main Process

Figure 7: Main Process Control Flow
Shown above in Figure 7 is our main process control flow/decision tree. As stated earlier, the main process will
communicate with the render process through emitting different events containing the relevant information.
Our program starts when the Raspberry Pi has fully booted up, once all of our application has loaded we dispatch
a ”Dash On” event, which simply tells the render process that we are now listening for data from CAN Bus. We are
now in the ”Event Loop” as depicted in Figure 7.
Because we are expecting to constantly receive data from CAN Bus, an absence of data would indicate that something
has went wrong either with the car or CAN Bus itself. We detect this though a method called ”Debouncing”. A
debounce is commonly used to prevent repeat actions from happening, it will execute an action only after a certain
time delay of inactivity. In our case, each time we receive data from CAN, we will invoke a debounced function,
which will only execute if the function has stopped being called after one second. Therefore, on the absence of data,
this function will be invoked because it has not been called again to cancel the debounce timer. If this function is
actually invoked, we know we have an error thus a ”Car Error” event will be dispatched.
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On each message received from CAN we will hand it off to another method decodeCAN() to be decoded. On a
successful read of the data we will dispatch a ”Car Data” event, conversely on bad/faulty data we will dispatch a
”Car Error” event. Both events will contain the information necessary to tell the driver what the current state of
the car is.
4.3.3

Rendering

Our render process, as stated above, is responsible for subscribing to the various dispatched events and reflecting the
information to the driver through the graphical interface. We use objects to abstract the various components we can
display on-screen, the layout and style of these classes are customized within HTML and CSS, with the exception of
HTML Canvas components as described below:

Figure 8: Render Process Objects
An instance of TextComponent represents the majority of components we show on the screen, such as coolant
temperature, battery voltage, rpm, etc.... The class method setText() will be called on each ”Car Data” event
recieved to update the displayed text on screen.
An instance of Tachometer represents the animated tachometer that is displayed to the driver. This class is
drawn/updated using HTML canvas, an interface for drawing various animated graphics. Similar to TextComponent’s
setText() method, we have a setValue() method which is used for updating the visualization on each ”Car Data”
event.
Lastly, an instance of ErrorHandler represents the container for the persisting error that has been read from a ”Car
Error” event. It might seem that we could inherit/use TextComponent for this, however, unlike TextComponent error
messages may need to persist for a specific amount of time. This is different as with each ”Car Data” event received
the last value will be cleared and the new one will be shown. The CarError type is an interface that contains all
of the information dispatched from the main process, including how long the message should be displayed as well as
the severity of the error.

Figure 9: Example Dashboard
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4.4

Testing & Virtual CAN

Throughout the year, our car is often not in a running state, as we are constantly designing and producing new parts
for our annual competition. This of course makes testing the dashboard somewhat difficult. To mitigate this we have
implemented two systems to help us develop while the car is not running.
To simulate incoming CAN messages, we create a ”Virtual CAN Bus”, which allows us to emulate real CAN Bus.
We have collected data from video game simulations of our car to replicate conditions that our car would encounter throughout a test. These are then read by a script and transmitted through virtual CAN. Said script is our
MockEngine abstraction, which simply reads the simulated data and controls the state of the engine, emitting the
data to virtual CAN.
From the user interface, we are able to tell our two programs what channel we should be listening too, I.E if we
are not in ”Mock Mode” we will listen to real CAN Bus, else we will listen to virtual CAN. This is as close to a
simulation as we can get without having the actual car running.
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Future Works

As we prepare for our competition in 2023, we have set out to continue to improve the existing system. These
improvements will be to separate the LCD screen from the rest of the computing units (Raspberry Pi and CAN
Bus hat) to further reduce the size of the steering wheel as well as implement several buttons on the steering wheel.
These buttons will be customized in the software and will allow the driver to control various onboard systems such
as changing tunes and viewing different dashboard layouts per the drivers preference. We also plan to continue to
improve our operating system to improve boot times and make overall performance optimizations to the software.
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ABSTRACT
In the frame of CLEANSKY 2 program, RACER is an ambitious project embedding technological
breakthroughs which require reliable Flight Test Instrumentation (FTI) to secure Test Result production.
Dilemma FTI is:
 On the one hand, the RACER FTI is to be reliable and efficient, meaning usage of matured
technologies and
 On the other hand, the RACER FTI aims to introduce “mastered” novelties (reliable and
matured) to drive improvement on test instrumentation such as wireless technology applying
on rotating parts (Rotor’s & drive line Shaft) and/or hundreds measurements of aerodynamics
pressures ports.
The aim of the paper is to present the RACER FTI global architecture reliability while including novelties
with a target to be ready for RACER 1er flight by the end of 2022 final assembly lay up in progress
Keywords: ETHERNET FTI architecture, daisy chain, wireless, rotor instrumentation, aerodynamic
pressure, 3D printing.
1. INTRODUCTION
RACER for Rapid And Cost Efficient Rotorcraft is an ambitious challenge including several
technological breakthroughs; RACER target key figure:






Speed: +50% faster than standard HC
Cost Operation: -25% by Nm
Noise low level foot print
Fuel consumption: -15% by Nm at 180Knt
Multiply by 2 the area coverage in 1 hour
© Airbus Helicopters

In order to validate and confirm that all of these objectives will be achieved (or at least to
understand the phenomena if any unexpected event occurs) , the required Flight Test
Instrumentation (FTI) “forbid” any doubt about the test result, which means reliability and
efficiency.

2
This last statement leads therefore the main strategy summarized with:
…..The subject of test article are helicopters and not FTI test means …
Following this principle, the RACER FTI backbone is based on validated and reliable ETHERNET
architecture already used for instance on previous H160 tests helicopters.
More, such innovative helicopter is a perfect use case to promote some innovations (so-called novelties
further)
Based on a secured architecture, RACER FTI try to introduce and improve some new measurements
technologies in Helicopters Development Flight Test
This paper delivers the main architecture of the RACER FTI with some details of measurement means
embedded for the first flight.
In addition, the paper makes a focus on:
 New technologies developed for “Wireless” data acquisition on the 3 rotor’s of RACER
 Last improvement done on “Contact less” system to acquire data in harsh environment
on drive shaft line.
 The challenge to acquire more than 700 aerodynamics pressures ports based on 3D
printing (ALM) technologies associated with a new pressure scanner in ETH daisy chain
architecture  “Less wires”.
2. RACER FTI ARCHITECTURE
What does it mean FTI for helicopters? What are the constraints? What are the requirements?
Comparing with the global aeronautic field of application for flight test, constraints to apply for
“Helicopters” have more similarities with “ Fighters” than “Commercial Aircraft” mainly due to the
lack of “free” space to install equipment and also due to weight allocation (figure n° 1)
…notwithstanding in addition the helicopter vibration level which has to be taking into account.

Fig 1: RACER FTI
overview
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RACER FTI in a glance:

The RACER FTI is made with equipment from different
suppliers,
• The FTI includes “only”  16 DAU’s (Data Acquisition Unit)
spread in different locations of the helicopter
• FTI capacity: 1200 lines of parameters with 850 are
mandatory for the first flight, i.e. related to safety.
• Types of parameters required are diverse but ~50% are
strain gauges (figure n°2)
• Target weight: 350Kg
• The main cabin of the fuselage must be consistent with the
transport of several people
Fig 2: RACER FTI global parameters requirement

.

The different DAU’s are installed in different helicopters areas as close as possible to the
measurement/sensors required (figure n°3).

Fig 3: RACER FTI DAU’s localisation



All these units are connected to the ETH bus line with PTP time sync and
all DAU’s are ETH connected to manageable switch (fign°4)



The backbone of this architecture to acquire non rotating parameter is performed with
Curtiss & Wright (C&W) hardware based on 13 KAM 500 architecture with 3 NET SWI 101
manageable ETH switches. The NET SWI is the grand master clock for all other FTI
equipment’s (C&W ACRA controls ITC 2011 ref 1).
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The onboard recording is performed by 2 recorders (1 MDR8 + 1 MDR2) from SAFRAN
DATA SYSTEMS (SDS) able to record ETH bus line, ARINC 429 lines, Video line, Analog
channel…...
The MDR8 generate also the Telemetry CH7 data stream transmitted to the ground station
by SAFRAN DTRDM transmitter for real time survey.
More, each crew member (3) pilot and Flight tests engineers can monitor FTI parameters
on dedicated tablet PC (in addition of usual Telemetry real time monitoring)

Fig 4: RACER FTI ETH IENA ARCHITECTURE

.

Accordingly, such ETH architecture reduces FTI impact on weight while increasing the number of
acquisition channels:
 Weight saving of about 40% mainly due to the reduction in the length of the cables
between the sensors and the DAUs which were mainly "centralized" in the cabin in the
previous architecture and
 In the same time more than 40% of parameters added by increasing the number of
DAU’s (AH RETEX H175 vs H160).
More, such architecture improves reliability of the parameters thanks to the short and direct
connexion between the sensors up to the DAU reducing the possibility of failure/errors (whereas
experience shows that 90% of parameters failure is mainly linked with wires connection……)

Based on this secured and reliable architecture, RACER FTI also aims to introduce some
improvement and novelty concerning the data acquisition in harsh environment for the 3 rotors
but also drive shaft line inside and outside gear’s box.
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3. MAIN AND LATERAL ROTOR’S WIRELESS DATA ACQUISITION.
Data acquisition and monitoring for rotor parts (usual for helicopters) are always sensitive topics which
need at least “some effort and attention”.
This data acquisition are usually managed via a "physical link" (slip rings” for example).
But, the mood (the progress) leads to look on some wireless products already presented and promising
such as L3COM (ITC conference 2011 ref 2) or AGUSTA WESTLAND/LORD (2015 article ref 3) or
IMC Test & Measurement GmbH (ETTC conference 2020 ref 4).
More, between 2018 and 2021, in the frame a CEE CS2 call for partner, AIRBUS HELICOPTERS &
SAFRAN DATA SYSTEM collaborate in order to develop an operational wireless data transmission
system able to transfer from helicopter’s rotors up to fuselage a large amount of data (Grant Agreement
number: 785411 — HIRIS) and compliant with operational constraints related to helicopter’s rotors
such as mechanical integration (CS29 ref 5) , daily usage with due robustness & flexibility including
environmental condition (DO160G ref 6) related to helicopters and also power supply avoiding usage of
any battery.
The details of the “outstanding” HIRIS development project (Helicopter Innovative Rotor
Instrumentation System) are detailed in ITC 2022 paper n° 46 (ref 7).
Focused on the main outcomes of the HIRIS project, the RACER Rotor’s FTI for the first flight (figure
n°5) will be:


Main Rotor target: Data
transfer ~20Mbit/s (64
parameters) over 8m distance
despite rotor blade mask
effect between antenna rotor
head cup up to antenna
fuselage on the top of left
vertical fin.
Fig 5: HIRIS RACER INSTALLATION





Lateral Rotor target: Data transfer ~12Mbit/s (32 to 48 parameters) over 3 m distance between
antenna rotor head up to antenna fuselage at the Karman junction of fuselage and lower wings.
The data are transferred by WIFI link and time synchronization (PTPV1/2) is performed on Rotor
before data transfer and use UWB link (accuracy time stamping less than150ns)
The power supply of units installed on rotors is performed via a reliable induction link fully in
flight monitored.

The demonstration of compliance with CS29 amdt 2 and DO160 G has been performed and HIRIS
system has been declared safe to flight by relevant AH CVE (Certification Verification Engineer) and
Airworthiness department.
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More, the HIRIS prototype has been tested in flight on H175 taking the opportunity that RACER in
preliminary phase shares the same Main Rotor (figure n°6): 60H of flight over 10 months on the field has
been performed (figure n°7)
HIRIS is considered therefore fully operational for Racer 1st flight
The main outcomes are:





Operability /reliability of HIRIS = 100%
Low effect on the wireless link due to Main Rotor mask effect
No effect of the flight condition such as, Helicopter roll & pich
attitude, air speed, altitude, vibration, rotor speed, temperature,
radio com ….
Inductive power supply stability & reliability within all flight
domain from engine start up to nominal main rotor speed

Fig 6: HIRIS MAIN ROTOR INSTALLATION

The initial question of HIRIS project was “nowadays, for operational Helicopters environment, are we
able to transfer data from Rotor up to fuselage by Wireless link with same reliability of wires link?
’……and the answer is: YES WE ARE ABLE TO





Use a wireless technology on daily basis on helicopter
prototype environment to perform flight tests according to
safety rules (CS29) and environmental constraints (DO
160G)
Acquire & transfer a large amount of data with reliability
equivalent of wired technology and included high accuracy
of time tagging.
Deliver power to acquisition means using a wireless
technology easy to install on in service helicopters and
without usage of any batteries.
Fig 7: H175 HIRIS in flight

4. OVERALL DRIVE SHAFT SYSTEM INSTRUMENTATION AND CONSISTENCY
On such compound helicopters, monitoring the proper behavior of the driveshaft system as well as the
transmitted power is crucial and has a direct impact on safety.
The overall drive shaft system is made of components located inside gearbox but also drive shaft between
main gear box outputs and Lateral Rotor, notwithstanding Oil projection, Temperature ~80°C, High
rotation speed.
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2 types of monitoring are required:


Torque meter to monitor power “TM“
(tagged fig n°8)



Soft coupling drive line monitoring Local
strain
“SxA/B” (tagged fig n° 8)

Fig 8: RACER drive shaft line synthesis to be monitored

To insure the consistency of the overall data from the different shafts, this instrumentation has been
realized by MANNER SENSOR TELEMETRY.
The MANNER technologies electronics “flex” directly installed on the shaft is able to transmit ,without
contact, data between rotating axis (such as shaft) up to non-rotating area despite oil projection , high
temperature and high rotation speed. (Manner sensor Telemetrie. ETTC Nürnberg conference 2022 ref 8)
4.1 Torque monitoring for Main rotor (1) and the 2 lateral rotors shafts: the Manner unit delivers 2
analog output , one for avionic system allowing to drive the full power of the RACER and one for
FTI allowing the acquisition of this data by KAM500 DAU but also the recording and TLM
transmission
This units are fully qualified following D0160G, and also specific AH specifications.
These systems are able to be operated in oil projection environment and fully compensated (for
strain gage drift) and calibrated within temperature range from -40° up to 110°C.
Global accuracy of system is 0, 05 % FS
Bandwidth attenuation 3db at 1 KHz.
4.2 Soft coupling drive shaft monitoring:
For this specific requirement, three shafts (made of 5 parts) by
drive line side have to be instrumented (figure n°9)
 Shaft S1A/B: 2x2 strain gages + 2 temperatures
 Shaft S2: 1 torque + 1 temperature
 Shaft S3A/B: 2x2 strain gages + 2 temperatures
Meaning 2x14 = 28 parameters over 2x5 parts of shafts (LH
& RH) included Main gear box and lateral drive shaft.

Fig 9: Soft coupling drive shaft requirement
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In order to improve the installation and to reduce multiple interfaces and wires between DAU’s and
Manner receiver, the architecture proposed is based on ETH bus line in daisy chain mode (see fig 10):





5 receivers MANNER will be installed in cabin.
The time synchronization is PTP V1/V2 protocol.
Each receiver is time synchronized by C&W switch
grand master
 Accuracy time stamping ~100nS
Each receiver is able to manage & power
2 flex system by coaxial link.



The 5 receivers are connected through ETH
-Daisy chained link and the complete data flux from
MANNER is linked to 1 ETH port of C&W switch.
Receiver S1 S1A &B shaft (LH &RH)
Receiver S3 S3A &B shaft (LH& RH)
Receiver S2 S2 LH & RH shaft



Metrological performance are the same than
announced in chapter 4.1

To be noticed:

Fig 10: MANNER ETH architecture daisy chain

This architecture of the MANNER system is a novelty enabling, on the one hand, the acquisition of
10 different instrumented components of the power transmission shaft line (from the engine to the rotors)
by "contact less link" in harsh environment (oil /temperature/high rotation speed) and, on the other hand,
to gather all the information within an ETH data link coming from these components to build a coherent
system.
In addition this architecture improves/simplify FTI by reducing the harnesses between units and the
numbers of “unique” ETH switch port needed. This system is also compliant with accurate time stamping
PTP V2 protocol fully compliant with the FTI standard.

5. AERODYNAMICS PRESSURE MEASUREMENT MAPPING
In terms of aerodynamics, such high speed compound helicopter needs a “specific”
instrumentation in order to investigate aerodynamic pressure around the fuselage
(figure n°11 / Courtesy of Onera-R.Boisard ref 9)

Fig 11: RACER aerodynamic
For this specified purpose (again) and through a CEE CS2 support with call for
partner process (GA: 886057 ), a completely new approach has been developed based
on 3D printing technologies (ALM) for surface module and/or pressure rack in association with an
accurate and completely new pressure scanner.(VECTOFLOW/EVO MEAS. - ETTC 2022 Nuremberg
conference ref 10).
Accordingly, three partners are involved in this disruptive approach: VECTOFLOW / ANYSHAPE /
EVOLUTION MEASURMENT

9
The SMART (Surface Module Approach for Rapid Testing) FTI project aims to develop a mean able to
acquire in one test 760 pressures port (figure n° 12).

The P10D pressure scanner from EVO MEAS. is a brand new pressure scanner with following features:
 10 dynamics pressures channel + 1 static pressure
channel
 Dynamic Range +/-200mb / accuracy: 0.1% FS,
resolution 0.006mb
 Static pressure channel 400-1100 mb
Accuracy +/-0.125 mb
 Bandwidth/Ch : 4Kz
 Temperature. usage -40 up +100 °C
 Data transition over ETH IENA and time
synchronization PTPV2
 Scanner power supply over ETH (POE) and allowing daisy chain connection.
The global ETH architecture is made of 6 ETH bus line (12 scanners max by ETH line) connected to an
ETH switch which deliver the data message to the recorder
This “SMART” concept is definitely a disruptive approach with ALM manufacturing in association with
a very powerful pressure scanner to perform such aerodynamic pressure mapping.
It is a great breakthrough to provide pressure mapping on tail parts and velocity measurements
surrounding the MR pylon fairing.

6. CONCLUSION:
The RACER FTI is a “dream” making compromise between reliability and efficiency based:
- On the one hand on an FTI architecture already matured and improved thanks to the
development of previous AH test helicopters.
-And on the other hand (based on this reliable backbone), a real step forward by integrating a
brand new disruptive approach linked to wireless technologies (rotors and shaft) and to aerodynamic
pressure measurement.
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ABSTRACT
There is currently quite a bit of development taking place within the DoD flight test range
community in “Big Data” computing. A problem plaguing development is a lack of suitable data
sets for development and test of software analysis tools. Most actual flight test data has restricted
distribution and so isn't available for many developers. Also, it can be difficult to find actual
recorded flight test data which have “interesting” properties such as specific flight profiles and
events.
Synthesized IRIG 106 Chapter 10 format flight test data solves these problems by providing data
files to developers that are very similar to what might be expected from an actual flight test.
Synthetic data files are complete and properly formed data files that contain fake but realistic flight
test data as if it had been recorded during an actual flight test. The data in these data files is
designed to provide interesting test cases for software tool developers to use.
INTRODUCTION
The Department of Defense (DoD) has been pursuing cloud based storage and processing solutions
for flight test data. Storing and processing flight test data in the cloud is a fundamentally different
kind of processing environment that will require new software tools and techniques to be
developed. Development of these new analysis software tools and techniques requires test data
that isn’t readily available to developers. Software tools for creating carefully crafted synthesized
(i.e. synthetic) data files have been developed to create useful synthetic flight test data sets.
Big Data is typically defined by the three “V”s, volume, velocity, and variability. The volume of
data refers to data sets that are too large to be processed and viewed all at once on a single
computer. The velocity of data refers to the speed at which data is coming in and must be
processed. The variability of data refers to the wide assortment of data sources and formats to
consider. Current modern flight test programs certainly strain under volume and velocity
constraints. For most DoD flight test programs the bulk of the recorded data is in IRIG 106 Chapter
10 format.
Up until recently flight test data analysis has primarily involved the analysis of single or a small
number of recorded flight test data files. There are numerous applications that will read, interpret,
and display recorded data from a single flight test. Cloud based computing will allow new, more

sophisticated types of analysis to be done. For the first time “big data” kinds of analysis can be
performed on a large number of data sets.
Whereas up until now flight test data analysis addressed question of how a system under test
performed in the most recent flight test, cloud-based big data analytics (BDA) analytics allow more
sophisticated analysis across multiple data set. Below are several examples of types of analytics
that could be accomplished in a cloud based BDA environment.
As we consider synthetic data it is important to keep in mind that the System Under Test (SUT) is
the Big Data Analytics platform. These synthetic data sets are to support BDA development and
software test.
EXAMPLES OF BIG DATA ANALYSIS
Nominal Flight Path Calculation
Consider an instrument approach flown to 32 at China Lake Naval Air Weapons Station (NAWS)
airport. This approach is depicted in Figure 1 below. When flying this approach it is important to
pass the final approach fix KATIE at or above 4400’. Interesting analysis questions might be “what
is the average altitude error and standard deviation over the final approach fix (FAF)” or “what
flights were more than 3 Standard Deviations from the correct Altitude at the FAF?”
Synthetic data with the necessary variability can be easily generated to support development of
this kind of analysis.

Figure 1 - Example flight path for approach

Flight Segments for Analysis
Next consider the need to identify flight paths for various test runs as shown in Figure 2 below. To
measure system the performance of an aircraft system under test (for example a targeting system)
it is necessary to identify segments of flight test data that demonstrate performance. An interesting
analysis question would be “what flight segments were flown on the test range on headings from
180 degrees to 270 degrees between 3000’ and 6000’ feet altitude MSL within a given latitude and
longitude box?” The ability to describe flight segments of interest and then find them in a large set
of recorded data files allows regression analysis over the evolution of the system.
Carefully crafted synthetic data as shown in Figure 2 supports development of this kind of data
search.

Figure 2 - Example flight path segments
Flight Segments for EW analysis
Lastly consider the case for Radar Warning Receiver (RWR) testing as shown in Figure 3 below.
RWR testing typically involves many test runs over multiple flights. To measure system
performance improvements test analysis may be performed for flight test performed over a period
of months or years. An interesting analysis questions would be “What flight segments were flown
on a particular range between 5/1/2020 and 5/14/2020 where the RWR detected a particular radar
threat?” and “What was the Average and Standard Deviation of Detection Range to the Target?”
Synthetic data with the necessary flight paths and simulated radar threat responses can be easily
generated to support development of this kind of analysis.

Figure 3 - Example flight path segments for radar test
Each of these example analysis scenarios described above necessitate sample data to test against.
Currently developers lack realistic data set to develop with for two reasons,
1) Most actual flight test data is restricted distribution in some fashion. Most of it is classified at
some level but even most unclassified data is at least Controlled Unclassified Information (CUI)
with limited distribution. Development teams lack people and facilities with the appropriate access
to controlled data.
2) Existing real world data sets lack “interesting” features for developers to test search and analyze
algorithms. Most actual flight test data does not present good test cases for software development,
test, and validation.
Synthetic flight test data solves these problems by providing data that has unrestricted distribution
and is well crafted to provide useful test cases.
TYPES OF SYNTHETIC DATA
In the analysis examples discussed above it is necessary to have very specific data sets to test and
validate new analysis software. Because of this synthetic data is synthesized several different ways
depending on the purpose of the underlying test.
Contrived Data – This data is unrealistic flight test data but instead presents data types and values
useful for testing correct decoding and conversion of IRIG 106 values. For example, a flight data
file with ARINC 429 data has recently been created with integer and floating point values.
Messages with minimum values, maximum values, specific positive values, specific negative
values, and zero values were created to verify correct decoding.

Synthesized Data – This data attempts to mimic realistic flight test data but with very controlled
flight conditions. For example, a flight data file with aircraft navigation MIL-STD-1553 data
messages derived from an aircraft simulation software program has been created. This flight data
file is completely software created but realistically mimics the position, attitude, and speed of an
actual test aircraft flying a typical mission on a test range with specific altitude, speed, and heading
parameters.
Repurposed Data – This data recasts previously recorded flight data into IRIG 106 format. NASA
had a program to record flight data on regional commercial jets. There are data files for about
220,000 over several years. Each flight data file records over 150 different flight parameters useful
for including in derived IRIG 106 format data files for big data analytics.
Other data sources for this effort were also considered. The FAA Automatic Dependent
Surveillance–Broadcast (ADS-B) as a source for real-time actual flight data was considered but
ADS-B is limited in the number of flight parameters available. Flight data from a computer based
flight simulator such as X-Plane and Microsoft Flight simulator was considered but these operate
in real time and would take a considerable amount of effort for a human to fly a large number of
flight scenarios to support all the flight data files necessary for BDA. Lastly there are also some
unclassified sources of actual flight test data but the amount of data and efficacy is limited.
SYNTHETIC FLIGHT TEST DATA GENERATION
Various software applications have been written for generating each of the different types of
synthetic data described above. In each case there is a source of “truth” data which is then
processed to generate IRIG 106 Chapter 10 data files for test.
Contrived Data
Contrived data is not realistic data but instead contains very specific data fields. In the case of
contrived data the contents of the resultant Chapter 10 data file are specified in minute detail.
Contrived data is generated from a content definition data file. The content definition data file
contents are written by hand in XML format. Although being laborious, usually only a few wellcrafted data types and fields are necessary to validate a software data decoder or processor. The
IRIG 106 Chapter 10 Programming Handbook (RCC Document 123-16) Appendix P “XML
Mapping” provides the information and definition of the data file contents in XML format.
An example of a contrived dataset definition is shown in Figure 4 below. In this example ARINC
429 data messages were defined in various formats including signed and unsigned integer with
minimum, maximum, and zero values.
Once an appropriate XML content definition data file has been authored, the XML is converted
into a Chapter 10 format data file using the FLIDAS software application from Data Bus Tools
GmbH.

<?xml version="1.0" encoding="UTF-8"?>
<cns:ch10
xmlns:cns="http://www.example.org/XMLCH10Mapping"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="XMLCH10Mapping.xsd" xsi:schemaLocation="http://www.example.org/XMLCH10Mapping XMLCH10Mapping.xsd">
<!-- Default definitions for all channels to avoid repeating definitions later -->
<cns:ChannelDefaults ChannelID="0" DataTypeVersion="106-15" DataType="TMATS" ChecksumType="Checksum0"/>
<cns:ChannelDefaults ChannelID="1" DataTypeVersion="106-15" DataType="Time Format 1" ChecksumType="Checksum0"/>
<cns:ChannelDefaults ChannelID="16" DataTypeVersion="106-15" DataType="ARINC-429 Format 0" ChecksumType="Checksum0"/>
<!-- An ASCII TMATS packet -->
<cns:Packet ChannelID="0" RTC="0">
<cns:TMATSData Ch10Version="106-15">
<cns:ASCII>G\106:15;
(TMATS Omitted)
</cns:ASCII>
</cns:TMATSData>
</cns:Packet>
<!-- First time packet -->
<cns:Packet ChannelID="1" RTC="0" >
<cns:TimeData MonthYearAvailable="True" TimeFormat="Internal" TimeSource="Internal">
<cns:TimeDataContent year="2020" mth="1" day="1" hrs="0" min="0" sec="0" msec="0"/>
</cns:TimeData>
</cns:Packet>
<cns:Packet ChannelID="16" RTC="1">
<cns:ARINC429Data>
<cns:ARINC429Message Subchannel="1"
<cns:ARINC429Message Subchannel="1"
<cns:ARINC429Message Subchannel="1"
<cns:ARINC429Message Subchannel="1"
<cns:ARINC429Message Subchannel="1"

Raw31="0x048D14F0"
Raw31="0x150C84F0"
Raw31="0x048D16F0"
Raw31="0x248D16F0"
Raw31="0x248D160F"

GapTime="10000"
GapTime="10000"
GapTime="10000"
GapTime="10000"
GapTime="10000"

<cns:ARINC429Message Subchannel="1" Raw31="0x000000F0" GapTime="10000"
<cns:ARINC429Message Subchannel="1" Raw31="0x1FFFFCF0" GapTime="10000"
<cns:ARINC429Message
<cns:ARINC429Message
<cns:ARINC429Message
<cns:ARINC429Message
<cns:ARINC429Message

Subchannel="2"
Subchannel="2"
Subchannel="2"
Subchannel="2"
Subchannel="2"

Raw31="0x000000F0"
Raw31="0x000004F0"
Raw31="0x1FFFFCF0"
Raw31="0x0FFFFCF0"
Raw31="0x100000F0"

<cns:ARINC429Message Subchannel="3" Raw31="0x
<cns:ARINC429Message Subchannel="3" Raw31="0x
<cns:ARINC429Message Subchannel="3" Raw31="0x

GapTime="10000"
GapTime="10000"
GapTime="10000"
GapTime="10000"
GapTime="10000"

F0" GapTime="10000"
F0" GapTime="10000"
F0" GapTime="10000"

</cns:ARINC429Data>
</cns:Packet>
</cns:ch10>

Figure 4 – Example of contrived data XML definition

Synthesized Data
In the case of synthesized data the contents of the resultant Chapter 10 data file are derived from
pre-calculated aircraft state data. The goal of the pre-calculated aircraft state data is to provide
aircraft state that is both realistic, deterministic, and carefully controlled. The Government Off the
Shelf (GOTS) BlueMax6 simulation software available from DSIAC is used to pre-calculate
realistic simulated flight data based on a provide detailed input scenario file.
BlueMax6 calculates realistic aircraft dynamic state based on an input scenario file. This scenario
file describes the desired flight path at a high level of abstraction. The aircraft type and some initial
information such as initial position, heading and speed are first specified. Then the flight path is
defined as a series of various types of waypoints and maneuvers, eventually ending in a landing
maneuver. A portion of an example scenario file is shown in Figure 5. The flight path shown in
Figure 2 was generated from a BlueMax6 scenario.
BlueMaxRunTitle A-10 China Lake Echo Range
Aircraft A-10A
CallSign FOLK1
EntityID 0:0:0:0
ZuluTime 00:00:00.00
DtedTerrain On
InitialPitch 0
InitialPositionLL 35.6959:N 117.6915:W
InitialAltitudeMSLf 2110
InitialTrueHeading 154.5
InitialAirspeedKtas 50
InitialThroPosition Auto
InitialGearPosition Down
OutputFileName A-10__China_Lake__Echo_Range__
OutputRateSec 0.04
ManeuverLimits Autopilot
AutopilotMaxRoll 45
AutopilotMinPitch -10
AutopilotMaxPitch +25
CmdAltitudeMSLf 2300
CmdGearPosition 2200
CmdAirspeedMach BestRateOfClimb
CmdFlapPosition Auto
CmdSegmentEndMode Acquisition
CmdFlySegment
WriteMessage Low Pass Takeoff
CmdTrueHeading 154.5
CmdGroundRangeNm 2
CmdAltitudeMSLf 2300
CmdThroPosition 300
CmdFlapPosition 0
CmdSlatPosition 0
CmdFlySegment
WriteMessage China Lake Skytop
CmdWaypointLL 35.700833:N 117.499167:W
CmdWaypointNavMode Direct
CmdAltitudeMSLf 6000
CmdAirspeedKtas 300
CmdFlySegment

Figure 5 – Example BlueMax6 scenario file.

BlueMax6 generates an output file with calculated values of aircraft state at regular time intervals.
For most synthesized data runs a time step of 40 msec (50 Hz) is chosen. BlueMax6 currently has
497 different aircraft state values available for output. Besides aircraft attitude, position, velocities,
and accelerations other values such as throttle position, landing position, and others are also output
and used in the synthesized flight data file.
To convert BlueMax6 output files to Chapter 10 data files several conversion software programs
have been developed. Each software program written is a command line console application
written in C++. The current software is targeted for the Windows environment but is sufficiently
generic that it could be easily ported to other operating systems such as Linux. The source code
for these software programs are readily available from github.
There are two approaches to generating Chaptert 10 files from BlueMax6 data. In the direct
conversion approach BlueMax6 data is read and directly converted into a Chapter 10 data file.
This data file includes synthesized data in MIL-STD-1553, Pulse Code Modulation (PCM), and
ARINC-429 data types.
When video is to be included in the Chapter 10 file a second conversion approach is used. When
video is to be generated BlueMax6 data is first read and stored in a SQLite database. A playback
application is used to read navigation data from the database, send aircraft position and attitude
data to the X-Plane flight simulator application, and for each navigation point perform a screen
capture. Each screen capture is then processed by the ffmpeg digital video encoder library and
converted into an MPEG Transport Stream (TS) series of video packets. These TS video packets
are then stored back in the SQLite database. This process is repeated for each channel of video
desired. This process is depicted in Figure 6.
Video generation is currently a very slow process. With current desktop hardware and a softwareonly encoder it runs at about one-half real time. For this reason video isn’t necessarily generated
for synthesized data sets. From a test and software validation standpoint video data is usually of
limited utility.
Once BlueMax6 data has been stored in the SQLite database along with optional video it is
processed and converted into a Chapter 10 data file. This process is depicted in Figure 7. The
conversion software is a simple fixed time slice simulation engine. Data is read periodically from
the SQLite database and stored in a state variable matrix, various simulation modules such as those
used to generate navigation data use and add to the state variable matrix, and data formatter
modules are used to synthesize and write the output Chapter 10 data.

Figure 6 – Preprocessing and synthetic video generation

Figure 7 – Synthetic Chapter 10 data file generation
Repurposed Data
In the early 2000’s NASA had a program to record and make generally available flight data from
a number of commercial regional jets. Flight data was recorded onboard a single type of regional
jet operating in commercial service over a three-year period. NASA makes this data available on
their DASHlink website.
The recorded data includes 186 flight parameters. Detailed aircraft dynamics, system performance,
and other engineering parameters are included. Data files for over 220,000 flights were recorded
and are available. Figure 8 shows a set recorded flight paths. Figure 9 show a set of recorded flight
paths in the vicinity of Detroit’s Wayne County airport.
Although the NASA recorded data sets aren’t carefully controlled, the large number of recorded
flights flying on regular routes makes this data set useful for testing big data types of analysis.

Figure 8 – Example of NASA recorded flights across the country

Figure 9 – Example of NASA recorded flights near Detroit

NASA makes these data files available in Matlab format. A python script was written to convert
these Matlab format files into Comma Separated Value (CSV) format files for later processing.
After conversion to CSV format, conversion to Chapter 10 format is accomplished in the same
manner as conversion from BlueMax6 data previously shown in Figure 6 and Figure 7.
CONCLUSIONS
The DoD move to cloud computing is enabling development of Big Data Analytics capabilities.
Development of new software tools and techniques will require large quantities of data and
especially data with interesting features. Synthesized flight test data may be the only practical way
to provide the quantities and types of data necessary for software development.
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ABSTRACT
A novel 5G-compliant airborne transceiver is being designed and developed to support 5Gcellular-based aeronautical mobile telemetry (AMT). To support operation at speeds likely to be
encountered in airborne telemetry, the transceiver includes our Velocite solution for on-board
Doppler pre-compensation and is designed to meet the 5G enhanced-Mobile-Broadband (eMBB)
service objectives. This paper presents an overview of the airborne transceiver’s overall design
approach which includes a commercial 5G mobile modem and a field-programmable gate array
(FPGA)-based Doppler compensator. It also describes the planned capabilities of the transceiver,
the ground network architecture needed to support cellular telemetry, and system-level operation
aspects. Finally, the paper concludes with a description of the specific design aspects that need to
be considered for AMT, including a ruggedized design for integration with the test airframe to
support AMT at the testing range.
1. INTRODUCTION
Our prior work on cellular-based aeronautical mobile telemetry (AMT) has already been evaluated
at a testing range with great results [1]. Analysis as well as lab and field testing established that
some key enhancements to the commercial cellular equipment are required to allow operation in
AMT environments. First, the cellular-based AMT solution requires a means to address the
excessive Doppler shifts caused by the high speeds associated with the test article that cannot be
handled by the commercial 5G receivers. Also, an enhanced air-to-ground link budget is needed
to cover the large distances likely to be encountered in this environment; the link budget issue is
further compounded by the specialized frequencies/bands that are available at a given test range.
Note that all of these enhancements must be implemented without interrupting the 5G native
procedures in the user or control plane. This applies to all critical procedures such as initial access,
mobility management (handovers), as well as the normal procedures involved in maintaining a
data session. Keeping the 5G-native procedures intact enables the AMT system to enjoy the
benefits of the 5G system such as adaptive modulation, channel coding, and multi-antenna
techniques leading to seamless, high-throughput radio link coverage between the aircraft and the
ground at the test range. The following sections provide a detailed description of how these
enhancements are implemented in the new 5G airborne transceiver design. Note that an additional
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benefit of implementing a 5G cellular-based AMT system is that it will allow simultaneous testing
of multiple test articles.
The 5G network comprises a set of base stations installed on the ground at particular sites that are
selected based on their ability to provide good radio coverage to the ground areas (flightline and
all aircraft taxiing areas) as well as the AMT airspace. The base stations are interconnected via a
wireline backhaul network, with the core network installed within the range, forming a private 5G
network. The 5G network is connected with the control rooms of the range for the delivery of
telemetry data. Section 4 provides details on the scale of the ground network and its coverage
expectations.
2. 5G CELLULAR TECHNOLOGY FOR TEST AND EVALUATION
The test and evaluation (T&E) demand is growing substantially with an emphasis on collecting
more and more data as airborne platforms become more capable and naturally more complex.
Additionally, the spectrum at T&E ranges is becoming more congested, and future spectrum
auctions indicate that this problem will only grow. Rather than develop a solution from scratch to
address these issues, our proposed 5G cellular-based solution builds upon well-established
commercial technology that can be directly leveraged and quickly fielded. 5G cellular-based
telemetry provides multiple dramatic improvements to the current AMT solution including high
data throughput and a bidirectional data link. The data throughput for current AMT testing is
becoming a bottleneck as airborne platforms are generating far more data to analyze. The current
approach requires pre-planning to identify which data will be selectively transmitted, which
significantly limits visibility of status, sensitivity, and performance of the aircraft on the ground.
As an alternative, 5G cellular-based telemetry will not only allow much more data to be
transmitted, but will also provide the ability to control data transmission in real-time from the
ground. As such, ground personnel can selectively adjust data transmission at any point during the
flight test.
Our design is built to work with existing commercial 5G mobile chipsets and Stand-Alone (SA)
gNBs (base stations) and is also scalable to accommodate modems compatible with new 3GPP
releases. This approach will help us leverage the global 5G supplier eco-system for cost-effective
system design. The design offers native 3GPP support for C-band, specifically 3GPP band n79
(4.4-5.0GHz), for which Commercial Off the Shelf (COTS) 5G equipment is available in the
market. Furthermore, the design supports mobile aircraft speeds via our novel Dopplercompensation mechanism (i.e. our Velocite solution) and associated appliqué.
We target support of NR FR1 channel bandwidths from 10MHz up to 100MHz and all FR1supported sub-carrier spacings (15kHz, 30kHz and 60kHz) in band n79. Currently, we are focused
on TDD NR configurations with uplink/downlink TDD split that is uplink (air to ground)
dominant.
The mobile chipset we plan to use has built-in advanced capabilities of the NR Rel-15 initially,
and will be upgraded to Rel-16 as soon as it becomes available. The current chipsets are eMBB
oriented offering data rates on the order of 1Gbps per direction as well as the capability to connect
to two base stations simultaneously (Dual Connectivity). Additionally, we will test advanced
2
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handover problems such as Conditional Handover (CHO) and Dual Active Protocol Stacks
(DAPS). Depending on vendor offerings we could also plan to fold in additional and future
enhancements such as:
1. Integrated Access and Backhaul (IAB) to expand network in remote areas.
2. Advanced beamforming techniques supported in both directions.
In summary, using a 5G cellular system for AMT will enhance AMT capabilities by providing bidirectional telemetry links, higher throughput, low latency, and support for multiple concurrent
tests on the same frequency.
3. INTEGRATED AIRFRAME TRANSCEIVER DESIGN
We have architected a modular transceiver system design that consists of multiple plug-in VPX
modules, which, as shown in Figure 1, include an RF section card for analog front-end processing,
a modem card for 5G call processing, an FPGA card for high-speed digital signal processing and
Doppler compensation, and a single-board computer (SBC) for overall system command and
control.
Data
RF
section

5G
modem

Signal
processing

System
controller
Config,
status

Power supply

Power

Figure 1: Velocite 5G Transceiver Block Diagram

The Velocite 5G transceiver will leverage VPX, OpenVPX, and more recent SOSA standards,
which enable ruggedized design of modular embedded avionic systems. In particular, the VITA 65
and SOSA standards help define electrical interfaces between plug-in modules and backplanes of
such systems. To increase reusability and improve interoperability, a limited set of “profiles” have
now been defined for plug-in modules, slots, and backplanes. Slot profiles define how different
signals/ports are mapped to sections of connector pins on plug-in modules and backplane slots,
whereas backplane profiles specify how different types of slot profiles are interconnected.
Allowable signal types on backplane connections now include both high-speed digital signals as
well as blind-mate RF and optical connections. In addition to electrical interfaces, mechanical and
cooling interfaces are also defined by VITA 48, which include air-cooled, conduction-cooled, and
liquid-cooled options.
We plan to utilize COTS VPX modules for the SBC and digital signal processing functions. We
are also designing custom 5G modem and RF section VPX cards. In particular:
•

The modem board contains a commercial 5G modem module, SIM card, and RF electronics
for applying Doppler corrections to the transmit and receive signal streams.
3
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An additional RF card includes power amplification and filtering, so that the transceiver is
capable of providing transmit power on the order of a few watts.
Finally, a precision frequency reference is included to provide a "truth” reference
frequency for the purposes of Doppler estimation and correction.

All plug-in modules will be interconnected via a custom VPX backplane and installed into a smallform-factor 3U conduction-cooled chassis. Using an internal 3U VITA 62 power supply, the
transceiver will be powered from the standard +28 VDC power available on the host platform.
4. DOPPLER COMPENSATION
The 5G modem adjusts its frequency
carrier to compensate for the Doppler
shifts caused by the aircraft’s
movement
via
a
Doppler
Compensation technique developed as
described in [2] and is implemented as
an FPGA appliqué. The basis of the
algorithm is as shown in Figure 2,
where the appliqué estimates the
Doppler shift by processing the uplink
signals transmitted by the terminal and Figure 2: 5G gNB to 5G Terminal Radio Link in TDD Mode: (left)
proactively compensates for the shift Default 5G channel Doppler shifts and (right) effective Doppler
expected to be present in the signals as shifts after the appliqué insertion
they arrive at the base station receiver. As a result, uplink signals arriving at the base station have
their center frequency close to where the base station receiver expects it to be. More details on the
algorithmic approach are available in [2]. The combination of a COTS 5G terminal and the
appliqué has been extensively tested in the lab in an LTE system operating in a variety of simulated
environments. The viability of the design in the LTE-based aeronautical mobile telemetry use case
was verified with a set of flight tests conducted at Edwards Air Force Base (AFB) in 2019. Our
Velocite approach is unique in realizing a solution that is agnostic to the modem implementation
which makes it applicable to 5G NR as well.
In the time-domain, OFDM symbols are preceded by a cycle
prefix that contains an exact replica of an equal-length
segment that occurs at the end of the OFDM symbol. For
example, if the length of the original OFDM symbol is T
seconds and the length of the cyclic prefix is G seconds
(G < T), then the cyclic prefix consists of the signal segment
of length G that occurs at the end of the original symbol of
length T. Figure 3 illustrates this concept. This key feature is
applicable to both LTE and 5G NR, but requires adjustment
to the sampling rate, channel width, and time windows. We Figure 3: Subframe Structure for Random
exploit this structure of OFDM symbols to estimate the Access and Traffic Data
Doppler shift when traffic data are transmitted, and similarly for random access preambles on the
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occasions when those are transmitted. The appliqué, which performs this estimation, is
implemented in an onboard FPGA to allow real-time operation of the Doppler estimator.
Figure 4 shows two examples of the FPGA operation during the flight test. The left-hand side is
an example of the take-off where Doppler increases from zero and varies in a complicated fashion
as the aircraft trajectory and the distances to the two eNBs change simultaneously. The plot on the
right-hand side is the fly-away, out-of-coverage segment where the Doppler shift is maintained at
its maximum value (-1800Hz) while flying away from the eNB. As can be seen by comparing the
white dots (estimated Doppler) with the theoretical plots (cyan and yellow curves), our Velocite
approach provides accurate estimation. We would also like to point out that the system maintains
a high throughput link even at large distances as discussed in [1].

Figure 4: Doppler estimated at appliqué (white dots) versus theoretical calculations based on aircraft-base station
geometry for two different flight segments (cyan and yellow)

4. RANGE NETWORK DESIGN
A link between two host computers, one on the aircraft and one on the ground, can be established
using the airborne link as a pass-through path, given that the airborne radio unit is authorized as a
user for the core 5G network. The transceiver design supports high throughput data links including
multi-channel video streaming. Ground RAN node sites are selected to fulfill two primary
objectives:
•
•

To provide high capacity radio links to the flightline network
To provide radio link coverage for a broad area around the Edwards AFB airspace to
support flight testing telemetry

The site planning must therefore allow for the initial telemetry link establishment on the tarmac
and to minimize any loss in connectivity or restrictions in data capacity as the aircraft travels the
planned flight path. Sudden path loss changes and large rates of change in Doppler shift (for
example, in an overhead pass) can cause link failure.
Sites are chosen based on coverage simulations, which take into account the site location (elevation
and surroundings), RAN transmit gain, receiver sensitivity, and antenna characteristics
(directivity, beamwidth, side lobe levels). The number and location of the sites must also take into
account the need for power and backhaul, especially at remote ends of the test area. For air
coverage, we consider free-space propagation to provide a sufficiently accurate model that takes
into account the orientation of the antennas (boresight elevation). For denser environments,
including buildings or where the boresight elevation is low, we use both empirical models for
suburban environments as well as ray tracing for coverage analysis.
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RAN gear from multiple vendors is currently being evaluated as there are multiple tradeoffs in the
gNB design between transmit power, range, antenna arrangements, modular architecture, and
scalability. Particularly on the antennas, many vendors offer advanced antenna systems that are
beamformed with MIMO capability.
Our coverage analysis combines all the attributes of the RAN with the specifics of the candidate
site locations and topography of the surrounding area. An illustration of a coverage analysis is
shown in Figure 5 below, with a visual overlay of the Edwards AFB. The figure shows pathloss
calculations that do not include antenna directionality so as to demonstrate the range capability (on
the ground) of three different base stations with respect to their chosen locations. The coverage
analysis study is ongoing to minimize the number of base stations and at the same time increase
data throughput at each point on the map, while extending the coverage on the ground and in the
air.

Figure 5: Cover analysis that includes topography, RAN base station features, and propagation calculations

CONCLUSION
After completing a demonstration of the feasibility of 4G/LTE use for AMT applications, we have
initiated the development of a 5G airborne transceiver and 5G ground network system setup at
Edwards AFB for experimentation and validation. Key areas of development are the ruggedized
design in an OpenVPX format of COTS 5G mobile chipset, power amplifier. and doppler
compensation appliqué. For the ground network, a deployment of COTS RAN and 5G Core
components is ongoing to provide coverage in flightline areas and in the broad area of Edwards
AFB airspace.
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ABSTRACT
This paper describes an implementation of an end-to-end machine learning-based system for sorting objects. We explore the specific application of sorting recyclables at the edge. This stands
in contrast from existing waste processing systems that aim to classify and sort a large variety
of items coming from multiple waste streams. Moving the sorting process closer to the point of
waste generation reduces the risk of contaminating recyclables and enables local data collection to
train the classification system on specific waste sources. This eases the classification task which
enables the use of cheap, low-power electronics. Our system uses a low-power microcontroller
(MCU) with an on-board camera module and a convolutional neural network (CNN) accelerator
for classifying items. The MCU also controls a set of mechanical arms to physically sort objects
that move along a conveyor belt. We outline the specifications of the physical system in addition
to the development process of our machine learning model.
INTRODUCTION
The ability to autonomously sort objects is important for contexts such as quality assurance and
waste management as it can potentially increase productivity and reliability at a lower operating
cost than manual sorting. However, automated sorting systems are mainly limited to centralized
factory environments as the sorting process is typically complicated and requires industrial grade
mechatronic systems which are expensive and high power. In this paper we describe a decentralized approach in which the sorting task is moved to the edge [1] where items are sourced. The
source location has a reduced number of object types and operates at a smaller scale which enables
the use of low-power and low-cost systems rather than highly complex centralized systems.
One of the main challenges of automating the sorting process is the complexity of object identification. Approaching this as an image-based classification task is favorable due to wide support
for vision-based systems. Machine learning-based approaches have been very successful for image classification and detection tasks. Despite their success, they are computationally intensive
and typically require high compute resources. However, in recent years there has been immense
1

progress in hardware and software for machine learning [2] to make image classification and detection on an edge device feasible. In the proposed end-to-end method, we leverage a new MCU
(MAX78000) with a CNN accelerator optimized for near real-time image classification.
Our system classifies and sorts translucent plastic, metal cans, and crushed paper. This involves
doing real-time image classification followed by a mechatronic system for physically sorting the
items that move along a conveyor belt. This system can be specialized to its source location such
as schools, restaurants, and offices to sort bottles, cans, and paper. This is easier than trying to sort
multiple waste streams from different sources simultaneously which introduces contamination and
merges multiple distributions of data. In addition, edge systems can collect and save data about
their source distribution for further training. The rest of the paper describes the design process and
constraints of our sorting system with each subsystem described in detail.
PHYSICAL SYSTEM DESIGN

(a) Tic Stepper Motor Controller

(b) MAX78000FTHR Development Board

Figure 2

Figure 1: Full System Block Diagram

Our physical system consists of five main components: the MAX78000FTHR development board,
ultrasonic sensors, stepper motors, conveyor belt, and power supply. Accented around the system
is 80/20 mounting, 3D printed components and limit switches to regulate movement of the lever
arms. We were able to successfully integrate and orchestrate a system with multiple protocols such
as SPI, I2C, and GPIO, which all play an integral part in the full system.
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MECHANICAL SETUP

Figure 3: Top System View
Figure 4: Arm Assembly

The mechanical construction of this system was largely constrained by the available tooling, time,
and technical expertise. A preassembled conveyor belt was purchased that could translate items
and provided ample space for many handheld consumable items, e.g. soda cans and plastic bottles.
To allow for rapid prototyping, 80/20 extrusion was used to frame the conveyor belt in order to
provide a sturdy and easily adjustable mounting platform for the hardware components. Locking
hinges were used to provide a secure method of testing different camera and flashlight angles and
to keep the angles constant once desirable ones were found as seen in Figures 3. While pneumatic
actuators would be desirable to push objects off of the conveyor belt with a linear motion, the noise
of the associated compressor made them prohibitive. Stepper motors with 3D printed lever arms
attached with shaft hubs were chosen instead for their mechanical and control simplicity, as seen
in Figure 4. The motors were specified in order to provide more than sufficient acceleration and
actuating force even at the tip of the lever arm. Custom 3D printed parts were made to mount
the stepper motors with their limit switches, the flashlight, the MCU, the power-supply unit, and
ultrasonic sensors to the 80/20 frame.
ELECTRONIC HARDWARE COMPONENTS

MAX78000FTHR: At the center of it all, the MAX78000FTHR board shown in Figure 2B is
doing the bulk of computation and management of the full system. We chose the MAX78000 board
because it has an onboard camera module integrated with a convolutional neural network (CNN)
hardware accelerator, which makes real time computer-vision classification possible despite the
3

board’s small form factor and low power capabilities. The board also has enough GPIO, I2C, and
SPI pins to interface with all of our peripherals.
Stepper Motors: The NEMA 23 bipolar stepper motors shown in Figure 4 had 1.26Nm of holding torque that allowed us the versatility of making precise motor movements with variable torque
and speed. The faster motor profile during the “blocking phase” allowed the arm to extend extremely quickly at the cost of torque and the “pulling phase” profile allowed the arm to retract,
pulling heavy objects into their associated bins with higher torque but with half the speed. Limit
switches were used to calibrate the motors range as well as to home them periodically.
Tic Controllers: The Pololu Tic T500 Stepper Motor Controllers greatly simplified the process
of configuring and controlling the stepper motors. The device also has an extensive user guide
which made it highly accessible. The MAX78000 communicates with the Tics via an I2C connection. We chose I2C because it is easily expandable to more peripheral devices while only requiring
2 wires due to its addressable format. However, if the system were to be expanded significantly,
it would be inadvisable to continue to use I2C because the protocol struggles with long distance
communication without a I2C repeater.
Ultrasonic Sensors: We placed the HC-SR04 ultrasonic sensors in 4 key locations to keep track
of objects as they travelled along the conveyor belt. When an object passes an ultrasonic sensor,
it triggers an interrupt which then initiates an action depending on where on the conveyor belt the
sensor is located.
Power Supply: The system can be powered from a single outlet. The conveyor is powered by a
120VAC outlet that is also fed into a switching power supply that outputs 30VDC for the stepper
motors. A buck converter downshifts the 30VDC to 5VDC for the MCU, Tic controllers, flashlight,
and ultrasonic sensors.
SYSTEM CONTROL FLOW
The sorting system is largely interrupt-driven, with ultrasonic distance sensors triggering most
activity. The sensors sit beside the camera’s field of view and each bin. They are used to trigger
the camera for inference and update the system queuing system, which maintains the location of
each item on the conveyor belt.
OVERVIEW
Sorting process: Consider the diagram in Figure 5. An ultrasonic distance sensor monitors the
region of the conveyor belt below the camera. Once an object enters the camera’s field of view,
the ultrasonic distance sensor will be activated and trigger an interrupt 1 to capture an image
and begin inference 2 . Once the inference process is complete, the CNN will have produced an
expected category to which the object belongs, e.g., metal. An event is then added to the queues 3
corresponding with each bin that the object is expected to pass on its journey across the conveyor
4

Figure 6: State of the queues immediately after

identifying a metal object, then a paper object,
then a plastic object, then another metal object
Figure 5: Overview of system control flow

belt. Assume that the object is destined for the third bin; the queues associated with the first and
second bins will each receive a NOOP event, which will ensure that they do nothing as the object
passes them. The third queue, whose associated bin is the intended destination, will receive a HIT
event. Each bin is outfitted with a dedicated ultrasonic distance sensor. When the sensor detects
an item in front of its bin 4 , it triggers the system to pop the next event from the queue 5 . If
this event is a NOOP, then nothing will be done. If the event is a HIT, then motor driver will be
signalled to activate the lever arm (or “flipper”) and push the object into the bin 6 .
TASK SCHEDULING
Queuing system: At the heart of the system lies a software queuing class, Sorter, that maintains the approximate location of items on the conveyor belt and the categories to which they
belong. Sorter holds one queue for each item category, where each node represents an ultrasonic sensor detection event that will occur in the future. If the item associated with a particular
node is of the same category as the bin associated with the queue, then the node will be marked as
a HIT event; otherwise, the node will be marked as a NOOP event. An example of the queues in a
state after several detection events is shown in Figure 6. Sorter also provides several functions
to interact with the struct more easily, as shown in Figure 7. The Sorter class design provides
several benefits. Because all events are held in queues with head and tail pointers, all push and
pop operations are performed in constant time, allowing the system to operate smoothly at high
rates of speed and meet timing requirements while executing on a low-power MCU. The speed of
the provided functions makes them well suited to invocation from the ultrasonic sensor interrupt
handlers. The design can also be trivially extended to arbitrary numbers of categories and items;
in fact, the initialization function accepts both of these values as parameters upon instantiation.
Timing Constraints and Scheduling: When the conveyor belt is at full speed, there is only one
second between the time an image of an object is captured and the time it reaches the first bin.
The time between an object passing an ultrasonic sensor and missing the window for a lever arm
to swing out is even more slim. Therefore, time is of the essence in all aspects of system, but
5

/ / Add d e t e c t e d i t e m b a s e d on CNN ’ s p r e d i c t e d c l a s s
void s o r t e r a d d i t e m ( s o r t e r *s , i n t i t e m t y p e ) ;
/ / Update q u e u e s when a b i n ’ s u l t r a s o n i c s e n s o r d e t e c t s an o b j e c t
/ / R e t u r n s : 1 i f f l i p p e r s h o u l d a c t i v a t e ( HIT ) , e l s e 0 (NOOP)
bool s o r t e r d e t e c t e d i t e m ( s o r t e r *s , i n t f l i p p e r ) ;
/ / I n i t i a l i z e S o r t e r w i t h an a r b i t r a r y number o f c a t e g o r i e s
s o r t e r s o r t e r i n i t ( i n t num types , i n t q u e u e s i z e ) ;
Figure 7: Some of the available functions to interact with Sorter

specifically when it comes to handling ultrasonic sensor interrupts, classifying objects, updating
the sorting queues, and sending commands to the stepper motors via the Tic controllers.
Ultrasonic sensor interrupts can occur in rapid succession so their interrupt service routines (ISR)
cannot be computationally heavy. Currently, there are no tools provided by Analog Devices for
integrating an RTOS on the MAX78000FTHR so we implemented a simple scheduling system for
our tasks. We opted for a flag-polling procedure in the grand loop of our code, so that an ultrasonic
sensor’s ISR only needs set its associated flag to 1. Then all flags are checked sequentially in the
grand loop and can initiate camera captures, classification, and motor movement.
The inference latency of our classification model is consistently 13.5ms. Subsequently updating
the sorting queues also takes a matter of milliseconds, so despite there being less than 1 second
between camera capture and the first category’s ultrasonic sensor, our system consistently makes
the deadline.
Communicating with the Tic controllers via I2C, however, was much less reliable. The latency
of a single, successful command via I2C is well within the timing constraints set by the speed of
the conveyor belt, with a max translation of 0.5m/s. Unfortunately, the I2C in our system was
prone to interference due to the proximity of components. We mitigated this interference to an
extent by implementing timeouts and reinitialization in our I2C protocol if an error should occur.
In future work we would make our system more robust by using shielded cables and enclosures to
minimize interference, and experiment with utilizing a different protocol such as UART. Currently,
successive I2C failures can result in a “miss” by the lever arms due to the accumulated latency.
OBJECT IDENTIFICATION
The object identification task involves real-time image classification of moving items on the conveyor belt. We have four classes: Plastic, Paper, Metal and None. These categories are
different enough in their features to make classification feasible but instances within a class are
variable enough in color, size, and shape to make the task realistic and challenging. The following
subsections describe the strategies employed to build a robust model that overcomes the challenges
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of working with live data from the onboard camera.
DATA COLLECTION
The challenge in working with live data rather than a fixed dataset is ensuring that the model is
robust to the variability of the input that will be seen at inference time. A common assumption
made in machine learning is that data seen during inference comes from the same distribution
as the training data. Therefore, we created our own dataset under the testing time conditions of
the model. For example, rather than collecting images using a phone camera or online dataset, we
captured the images using the onboard camera while the objects were moving on the conveyor belt.
To motivate this further, table 1 compares images from different sources. Images from the onboard
camera are low quality and have some distortion. During inference, the model must be able to
classify these lower quality images. By adjusting the camera module’s default settings (automatic
gain ceiling, exposure time) we increased the quality of the images as shown in the ‘default’ and
‘custom’ columns of table 1. We collected approximately 4,000 labeled images for classification
and further labeled 1,500 of these with bounding boxes for object localization. Due to resource
and timing constraints we were limited in the amount of data we could collect.
Class

Default

Custom

Phone Camera

Plastic

Paper

Metal

Table 1: Comparison of Image Sources

MODEL ARCHITECTURE
While the MAX78000 makes running CNNs on an MCU feasible, it comes with hardware constraints that makes developing models challenging. In general, it is not feasible to directly run
state of the art CNN models on the board due to memory and architecture limitations. These
constraints include 432 KiB of memory for storing the model weights, 512 KiB of data memory
for intermediate storage during a forward pass, quantization of the model parameters to 8-bit values, and limitations on the model architecture such as kernel size, input dimensions, and types of
connections and layers. Therefore, we developed our own CNN architecture inspired by VGG [3]
7

Figure 9: Iterative Training Procedure
Figure 8: CNN Classification Architecture

due to its success and simplicity. The complete hardware specifications are discussed in [4] and [5].
Our architecture is shown in Figure 8. It emulates the structure of VGG in terms of layer type
except that we add batch normalization. This architecture uses 278 KiB for the weights (63% of
weight memory) and has an inference latency of 13.5 ms. For object localization, we extend the
output layer to have four additional outputs for the coordinate of the top left corner and the width
and height of the bounding box, (x, y, w, h).
TRAINING PROCEDURE
During preliminary testing of our classification model on live data, we found that it performed
significantly worse than the test set accuracy. Therefore, we developed a training procedure to
iteratively improve our model. This procedure is described below and summarized in figure 9.
1. Initial Dataset Collection: 500 images per class were collected as a starting point for training.
These images have a dimension of 3x128x128 (CxWxH) with a pixel format of RGB565 (2 bytes
per pixel). The images were collected indoors while the conveyor belt was moving with overhead
lighting from a flashlight. We split our dataset 85% and 15% for training and testing respectively.
2. Contrastive Pretraining (CP): CP is a technique where the model ideally learns representations of the data such that semantically similar images will be close together and semantically
different images will be far apart. For example, if we augment (e.g. rotate, shift the color) an image
of a can the semantic information does not change; i.e., it is still identifiable as a can. In CP, we
want representations of augmented cans to be close together, where closeness can be interpreted
as the euclidean distance of the output embeddings produced by our CNN. In this way the model
ideally learns which features are more important for distinguishing each class. Specifically we
use the framework outlined in [6]. One of the benefits of CP is that it can be implemented in a
self-supervised manner (without labeled data). If we deployed our sorting system, we would be
able to collect images during normal operation and train our model to learn useful features without
needing any labels.
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3. Classification Fine-tuning: After pretraining, the model is fine-tuned for image classification
which requires labeled data. However, [6] shows that CP can dramatically reduce the amount of
labeled data required to fine-tune an image classification model. To get the best results we use all
of the labeled data. We do CP for 200 epochs with a learning rate of 0.0005 and a batch size of
256 with the Adam optimizer. We then fine-tune all the layers for 100 epochs with a learning rate
of 0.001 and a batch size of 64 with the Adam optimizer. The results are summarized in table 2.
Training Method
Labeled Training Data (% of total)
Fully Supervised
100
Fully Supervised
10
CP + Supervised Fine-tuning
10
CP + Supervised Fine-tuning
100

Classification Accuracy (%)
96.5
25
80
98.5

Table 2: Classification accuracy on test set under different training conditions

From table 2 we see that CP followed by fine-tuning on the full labeled training set results in the
best accuracy. However, this method also takes the longest to train because CP requires many
epochs with a large batch size (256) to ensure enough hard negative samples are seen. When we
use only 10 % of the labeled data, CP has a substantial effect on the classification accuracy. Without CP, the model gets 25% accuracy which is equivalent to random guessing. Depending on the
amount of labeled data CP can have limited benefits.
4. Quantization and Synthesis: All model development is done using the MAX78000 software
tools which implement a modified version of PyTorch that augments the standard modules with information about the hardware (clipping, rounding, fusing layers) so that models can be synthesized
onto the accelerator. They also employ quantization aware training which helps reduce the loss in
accuracy when a model gets quantized to 8-bit values. This mapping of a trained model onto the
MAX78000’s CNN accelerator is referred to as the quantization and synthesis step in figure 9.
5. Evaluation and Hard Negative Mining: Once the model is loaded onto the board, it is evaluated on live data. We employ a strategy called hard-negative mining to find examples of images
which the model misclassified. In software we fix the class we want to test. If the model predicts a
different class, then we add the image to our dataset. In this way, we find the model’s weak points
and give it the most informative examples to train on. With new hard-negative samples collected,
the process is repeated starting from the contrastive pretraining stage.
FUTURE WORK
Currently we do not have measurements estimating the accuracy or speed of the system during runtime. Given more time we would measure how many items out of a batch (e.g. of size 100) were
correctly sorted and the amount of time required to go through the batch. Potential improvements
to the system include designing a more compact mechanical sorting mechanism, expanding the
number of object classes, integrating an external camera module, increasing the amount of training
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data, and experimenting with more complex architectures for multi-object recognition.
CONCLUSIONS
Overall the system was able to successfully sort objects under consistent lighting conditions and
with sufficient spacing between each item. A demo of the full system can be seen at [7]. Our
end-to-end implementation shows that it is feasible to sort objects on an edge device in real-time
with limited space and components. Finally, we showed that the MAX78000 is capable of object
localization in addition to classification.
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ABSTRACT
In modern communication systems, message signals are processed with modulation, coding, pulse
shaping, etc. for efficient data transmission. Recently, machine learning techniques have been used
to replace such signal processing algorithms. Radio Transformer Networks (RTNs) is a technique
that can be used to model an entire communication system with neural networks encompassing
transmitter, channel, and receiver. These models can then be trained as a whole to generate encoding schemes that are optimized for different channel conditions. In this paper, we incorporate
parameter estimation in the receiver trained with the model. Recurrent layers are used to improve
parameter estimates whereby the network has the opportunity to “think longer.” Simulation results
are presented to illustrate the concepts.
INTRODUCTION
Novel ways to augment signal processing have come to the forefront with advances in machine
learning and neural network (NN) capabilities. NN models have been proposed to not only augment the processing of signals but to augment entire communications systems with neural networks.
[1] introduced a communications system where all the digital signal processing at the transmitter
and receiver were entirely represented by neural networks that can be trained for given channel
conditions. However, traditional NN models are not sufficient to undo real-world effects such as
frequency offset, fading, or IQ demodulation imbalance. That’s why in [1] they proposed a radio
transformer network (RTN) where an expert function (such as frequency correction) is embedded
in the receiver NN. In the case of frequency offset correction, the expert function takes as input
an estimated parameter (frequency offset) that is decided by NN layers and performs basic known
mathematical functions to undo said offset.
As previously explored in [2], the ability of RTNs is not limited to one channel or a singular
impairment. Rather, [2] showed RTN implementations can expand from SISO systems as proposed
in [1] to MIMO systems. In this paper, we will focus on SISO system autoencoders.
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In traditional communication systems, many parameters to be used in expert functions are calculated iteratively. A simple set of NN layers does not have to ability to work iteratively. [3] showed
that with a specific training regime a specialized recurrent NN (RNN), called deep thinking models,
can learn iterative algorithms by thinking longer. We propose to use the thinking longer concept at
the receiver NN for parameter estimation in RTNs. We do so by using a recurrent NN.
The contributions of this paper are as follows. We introduce the concept of deep thinking models
for parameter estimation in RTNs. We provide experimental comparisons between dense layers
and recurrent NN layers for parameter estimation in RTNs specifically for frequency and phase
offset.
PROBLEM STATEMENT
To model a communications system with NNs, we begin by creating a one-hot message tensor s
from k bits. So s is of shape (m, ) where m = 2k . the transmitter T takes the message tensor s as
input to produce a set of IQ samples x.
x = T (s).
(1)
x is a tensor of size (n, ) where n is the number of IQ samples, or channel uses, the transmitter gets
to send the message. The transmitter has limited power capacity, which means that every sample
xi in x is constrained by
|xi |2 < Plim ,
(2)
where Plim is the power limit of the transmitter.
The transmitter output x goes through the channel C(·) to produce the channel output y, which is
also a tensor of size (n, ). The channel in this paper consists of frequency offset, phase offset, and
additive white Gaussian noise. The channel function is given by
yi = C(xi ) = ej(fo i+ϕo ) xi + wi ,

(3)

where fo is the frequency offset, ϕo is the phase offset, and w is the noise tensor of size (n, ).
Lastly the channel output y goes through the receiver NN R(·) to produce a guess ŝ of what s
originally was.
ŝ = R(y).
(4)
Accuracy is the probability that ŝ = s. The goal when designing the transmitter NN T and the
receiver NN R is to maximize that probability.
In [1] they show that a simple feed forward NN of dense layers is a bad form for R due to channel
effects being difficult to model in dense layers. Which is why they proposed the following:
ŝ = R(y) = g(t(y, ω)).
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(5)

where g(·) is a feed forward NN of dense layers, t(·, ·) is an expert function for undoing channel
effects, and ω is a set of estimated parameters to be used in t(·, ·). ω is given by
ω = gω (y),

(6)

where gω is a NN. In [1] gω is a feed forward NN of dense layers. This setup of parameter estimation, expert function, and NN layers is called a RTN.
PROPOSED APPROACH
A.

Power Limited Transmitter

In [1] they set the power constraint of the transmitter NN T to be average power of all n samples
in x. This is not a practical model in practice. With that constraint, the transmitter could set all
IQ samples in x except one to be 0, then have the one sample that isn’t 0 be well beyond what the
hardware at the transmitter is capable of.
To alleviate this issue, we propose the following activation function for the last layer in the transmitter NN such that the power constrain in (2) is satisfied:


1
x = h ∗ min∀hi ∈h
,
(7)
|hi |2
where h is the output of the last layer before the activation function.
B.

Improved Parameter Estimation

One of the problems we seek to solve in this work is to get a better parameter estimate for ω at the
receiver R than simple dense layers. We show that in the frequency/phase offset channel in (3) a
feed-forward NN of dense layers does not yield good accuracy.
We propose the use of recurrent NN architecture for parameter estimation in the frequency/phase
offset channel. For this channel ω is a tensor of size (2, ) where ω1 is the frequency offset and ω2
is the phase offset. The channel output y is first passed through a recurrent NN layer, like LSTM
[4] or GRU [5], then a dense layer with no activation function to get a tensor of size (2, ). Once ω
is calculated it is given to the expert function given by
ŷi = t(yi , ω) = e−j(ω1 i+ω2 ) yi ,

(8)

EXPERIMENTS
C.

Implementation Details

All NN implementation and experiments were done in Python using the Tensorflow/Keras libraries.
Any additional computations not related to NNs were done with the NumPy library. The training
and testing of NNs typically take less than a minute to run.
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The transmitter NN architecture T is shown in table 1. It consists entirely of dense layers.
Layer
Input
Dense + relu
Dense + (2)
Reshape

Output Dimensions
(m,)
(m,)
(2n,)
(2,n)

Table 1: Transmitter NN architecture

The channel model was implemented using our custom layers from the Keras library so that we
were able to train the receiver and transmitter NNs together. We also include the frequency/phase
offsets in the custom channel layer. For training, the SNR in dB is randomly selected between
SN RdBmin and SN RdBmax for every training batch. For frequency offset in the channel fo is
selected uniformly and randomly between −fo,max and +fo,max . Phase offset is similarly between
−ϕo,max and +ϕo,max .
For comparative analysis, we have implemented a dense layer version (like in [1]) and our proposed
version of parameter estimation NNs gω . Their architectures are given in tables 2 and 3 respectively.
Receiver with Dense Parameter Estimation
Layer
Output Dimensions
Input
(n,2)
Flatten
(2n)
Dense (ω1 ) + relu
(128)
Dense (ω1′ )
(1)
Dense (ω2 ) + relu
(128)
Dense (ω2′ )
(1)
Offset Normalize
(n,2)
(2n)
Flatten
Dense + relu
(100)
(M)
Dense + softmax

Receiver with Recurrent Parameter Estimation
Layer
Output Dimensions
Input
(n,2)
SimpleRNN (ω1 ) + relu
(128)
SimpleRNN (ω1′ )
(1)
SimpleRNN (ω2 ) + relu
(128)
′
SimpleRNN (ω2 )
(1)
Offset Normalize
(n,2)
Flatten
(2n)
Dense + relu
(100)
Dense + softmax
(M)
Table 3: Proposed gω

Table 2: Dense layered gω

In Figures 1 and 2, we show accuracy of ŝ = s for the dense layered and novel RTN architectures. To get a particular plot point, we fix the SNR and do many realizations for fo and ϕo with
fo,max = phio,max = π/16. We observe a divergence in accuracy between the model with recurrent layers and the model with dense layers. The model with recurrent layers for parameter
estimation maintained a logarithmic improvement in relation to SNR. Note that block error rate
BLER = 1 − accuracy.
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Figure 1: Accuracy vs. SNR(db)

Figure 2: Block Error Rate vs. SNR(db)

fo,max = π/16, m = 8, n = 25

fo,max = π/16, m = 8, n = 25
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CONCLUSIONS
We have shown that RTN architecture results are greatly improved by augmenting parameter estimation with recurrent layers in lieu of simple dense layers. These recurrent layers allow the
receiver to think longer on the information used to decode signals after significant channel impairments. The ability to think longer improved results exponentially in relation to noise ratios. The
results also showed that with a phase/frequency offset in the channel model, the recurrent layers
were able to estimate channel impairments allowing for an exponential improvement of accuracy
in relation to SNR.
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[5] K. Cho, B. Van Merriënboer, C. Gulcehre, D. Bahdanau, F. Bougares, H. Schwenk, and Y. Bengio, “Learning phrase representations using rnn encoder-decoder for statistical machine translation,” arXiv preprint arXiv:1406.1078, 2014.

5

SCALOGRAM AIDED AUTOMATIC MODULATION
CLASSIFICATION
Anand Nambisan, Viraj Gajjar, and Kurt Kosbar
Department of Electrical Engineering
Missouri University of Science and Technology
Rolla, MO, 65401
akn36d@mst.edu, vgf4c@mst.edu, and kosbar@mst.edu

ABSTRACT
Automatic modulation classification has applications in non-cooperative communications and cognitive radio. Recent studies have demonstrated that deep learning algorithms can achieve remarkable accuracies for image classification. In this work, we represent a received radio signal as a
3-dimensional image and use it for modulation classification. The first two dimensions include the
real and imaginary parts of a wavelet scalogram, and the third contains the in-phase and quadrature
components of the signal represented as a matrix. The signal’s image representation is combined
with transfer learning (TL) to train convolutional neural networks for classification. Using this
technique, we can demonstrate that representation of signal data in terms of an image can help
leverage TL for modulation classification.
INTRODUCTION
Automatic modulation classification (AMC) identifies the modulation used in a communications
signal and is especially useful in non-cooperative wireless communication applications [1, 2]. An
efficient AMC technique can help reduce the overhead and improve the performance of a communication system. Likelihood-based [1–5] and feature-based [1–3, 6, 7] approaches have been
traditionally used for modulation identification.
The rapid growth of computational power in recent years has led to increased use of machine
learning (ML) in the communications field [8]. Multiple ML-based techniques have been used for
applications like radiation source classification, source recognition, peak estimation, radar image
processing, and interference mitigation [9,10]. One type of ML algorithm, deep learning (DL), can
automatically learn high-level features without extracting hand-crafted features. DL has received
much attention for AMC due to its exceptional performance at classification tasks [11,12]. Multiple
approaches use modulated in-phase, and quadrature (IQ) time-domain signals as inputs to train
a convolutional neural network (CNN) for AMC [13–16]. Zhang et al. represent the signal as
IQ vector and amplitude-phase vector to train two CNN models for classification [17]. Huang
et al. use a combination of regular constellation diagram (CD) images with contrast-enhanced
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constellation diagram (CD) images to train CNN [18], Zhou et al. propose using constellation
diagram (CD) images for classification in a time-varying channel [19]. DL has also been used for
AMC in a multiple-input-multiple-output systems [20, 21].
We propose representing the modulated signal as a 3-dimensional (3D) image, where the first two
channels of the image are the real and imaginary parts of the scalogram, calculated using wavelets.
The third channel is the IQ image generated using the IQ matrix representation of the modulated
signal. Representation of the modulated signal as an image allows us to use transfer learning (TL)
by relaxing the hypothesis that the training data must be independent and identically distributed
with the test data [22], TL can significantly reduce the amount of training time. TL allows us
to use pre-trained weights of CNN models trained on ImageNet dataset [23], then fine-tune them
to classify modulated signal images. We train three different models with different architecture
designs to verify the efficacy of our data representation. To test our approach, we confine ourselves
to a subset of the modulation classes presented in the Deepsig Dataset: RadioML 2018.01A [13]
for the classification task.
The rest of the paper is structured as follows: ‘The Dataset’ section provides an overview of the
DeepSig Dataset and discusses the 3D image representation of the modulated signals. The ‘Deep
Learning’ section discusses the CNN models and the AMC training methodology. The ‘Results
and Discussion’ section discusses classification accuracies obtained at six different signal-to-noise
ratios (SNRs). Finally, the ‘Conclusion’ section summarizes our results.

THE DATASET
This section provides an overview of the DeepSig Dataset used for testing our approach and discusses the method used to generate 3D images using the modulated signals in the DeepSig dataset.
DeepSig Dataset: RadioML 2018.01A
The DeepSig Dataset: RadioML 2018.01A consists of signals generated using 24 different analog
and digital modulations covering a wide range of single carrier modulation schemes. The dataset
is generated by randomly varying signal parameters under varying levels of multi-path fading. The
signals in the dataset are represented as an IQ array of length 1024 × 2. The dataset consists of
roughly 2.5 million modulated signals for 26 different SNR levels ranging from −20 dB to 30 dB.
Each modulation technique has 4096 signal samples for each SNR value.
Of the 24 modulation techniques presented in the dataset, we limit our classification task to the
following 11 modulation techniques: OOK, 4-ASK, BPSK, QPSK, 8-PSK, 16-QAM, AM-SSBSC, AM-DSB-SC, FM, GMSK, and OQPSK. Of these 11 modulation techniques, AM-SSB-SC,
AM-DSB-SC, and FM are analog modulations, and the rest are digital. We use 25% of the data
samples, i.e. 1024 modulated signals from each modulation technique across six different SNR
values: −20 dB, −10 dB, 0 dB, 10 dB, 20 dB, and 30 dB, to train and test our algorithm. The
resulting dataset consists of 67584 modulated signals.
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3D Image Generation
The dataset preparation workflow involves converting the time-domain modulated signals into an
image representation which can be fed as inputs to models for transfer learning. The first two
channels are constructed using a continuous wavelet transform (CWT) to calculate the CWT coefficients of each signal. Time-frequency representations called scalograms are then formed from
these coefficients. In our work, we use a commonly used family of wavelets called Morlet wavelets
for the CWT. The CWT coefficients are complex-valued, making the scalograms complex-valued
as well. The equation used for calculating the CWT [24] on a signal x(t) is given as,
Z
Wx (a, b) =

x(t)ψ

∗



t−b
a


dt,

(1)

where, ψ ∗ is the complex conjugate of the reference/ mother wavelet, and (a,b) denote the scale
and time-shift parameters of the mother wavelet.
Real
Scalogram

Imaginary
Scalogram

IQ
Image

3D
Image

Figure 1: 3D-image generation using a scalogram and IQ-matrix representation

Scalograms provide good time-vs-frequency resolution across the whole range of desired frequencies so that frequency components are better localized with respect to time [25]. We can look at the
CWT as an extension of the Short-time Fourier transform (STFT) but with variable time-frequency
resolution rather than fixed. Therefore, a similar approach would be to use spectrograms generated via an STFT, but they do not provide better time-frequency localization when compared to
scalograms. Figure 1 illustrates some 3D images generated using scalogram and IQ-matrix representation. The images are generated for the 16-QAM modulation technique for SNR of −20 dB
(top) and 30 dB (bottom).
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Figure 2: A comparison of the generated 3D images for different SNRs and modulations

Once a scalogram is generated from the modulated signal, the real and imaginary parts of the
scalogram are extracted and scaled to the range of 0 to 1. These real and imaginary arrays are
then converted to 16-bit unsigned integer (uint16) grayscale images. We use 16-bit images instead
of the commonly used 8-bit unsigned integer (unit8) images to preserve more information in the
scalogram after quantization when forming the image channels. These images are then resized to
images of dimensions 512 × 512 and saved as the first two channels of the final image, as shown in
Figure 1. For the third channel, the modulated signal is represented as an IQ matrix. This IQ matrix
is then converted to a 16-bit grayscale image of size 512 × 512. These three grayscale images are
put together to create a final 3D image of size 512 × 512 × 3 as shown in Figure 1.
Figure 2 shows a 3D image sample for each modulation technique for different SNR levels. It
can be observed that image samples for negative SNR values are almost identical, and distinct
characteristics start to show up when SNR is 0 dB. It can also be observed that 3D images of OOK,
4ASK, AM-SSB-SC, AM-DSB-SC, and FM modulation techniques have more distinct features
when compared to other modulation techniques.
DEEP LEARNING
This section briefly discusses three models used for the AMC task and then describes the parameters and the TL procedure used for training and fine-tuning the models.

4

CNN Models
We train/fine-tune three models for AMC: MobileNetV3-Small [26], EfficientNet-B0 [27], and
DenseNet-121 [28]. MobileNetV3-Small is a newer version of the well-known MobileNet set
of models first introduced in [29]. It is geared towards mobile-based applications and hence has
very few parameters to train in an effort to optimize latency. DenseNet-121 follows the DenseNet
architecture, which uses Dense connections (outputs of each layer passed directly to all subsequent
layers) to improve information flow in the network. Finally, we use a version of the EfficientNet
architecture (EfficientNet-B0), which introduced a compound scaling method to scale network
layer parameters like width and depth to reduce the floating-point operations per second (FLOPS).
We modify the final fully-connected layers of all models to produce 11 outputs to concur with our
classification task. Table 1 lists the number of parameters in each model after for classification of
11 classes.
Table 1: Number of model parameters

Model
Parameters
MobileNetV3-Small
1.5M
EffcientNet-B0
4M
DenseNet-121
7M

ImageNet
Dataset

Trained CNN Weights

ImageNet
Classification

DA

A

TA

DB

A'

TB

Modulation
Dataset

Fine Tuning

Modulation
Classification

Figure 3: Transfer learning for AMC

Transfer Learning
Figure 3 summarizes the process of TL. The weights and biases, A, trained for the ImageNet
dataset’s [23] classification (TA ) are fine-tuned to A′ for modulation classification (TB ).
The dataset of processed 3D images is then split into 90% training data and 10% test data. Then
we split the training data again with 90% for training and 10% for validation. We then fine-tune all
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the parameters of our models while training using Adam optimizer [30], a constant learning rate
of 10−4 , and a batch size of 12 images. The trained models output a vector of probabilities which
are then used to predict the modulation class.

3.0

Training Loss
Validation Loss

2.5
Cross Entropy

Minimum Validation Loss
= 0.9606

2.0
1.5
1.0
0

2

4
Epoch

6

8

Figure 4: Cross entropy loss trend while fine-tuning MobileNetV3-Small model

Figure 4 shows the loss trend for fine-tuning MobileNetV3-Small model. After one epoch of finetuning, there is a significant drop in the loss of the model. After that, the loss plateaus, reaching
the minimum validation loss of 0.9606 after 4 epochs. The training loss keeps improving, but
the validation loss starts to diverge and increase. The divergence is due to the model learning
parameters specific to the training data that may not be generalized to data samples in the validation
set. Therefore, when testing the models on test data, we use model weights corresponding to the
epoch with the least validation loss to mitigate over-fitting on the training data.
After training the three different models, we also ensemble them to form two more sets of predictions on the test set. To form the first ensemble, we average the output probabilities of each
model to generate the final probabilities used for the final class prediction. We call this ensemble
as ensemble-average. For the second ensemble, we perform majority voting where the maximum
of the output probabilities for each class is taken across the different models to form the final probability scores, and these are then used for class prediction. The second ensemble will be referred
to as ensemble-max.
RESULTS AND DISCUSSION
Figure 5 and Table 2 summarize the performance of the three individual models and the ensemble
across different SNR values. It can be observed that classification accuracy increases significantly
as the SNR increases from −10 dB to 0 dB. MobileNetV3-Small uses 1.5 M parameters and pro6

vides approximately 5% less accuracy when compared other two models. The ensembles outperform the best individual model and show clear improvement for SNR levels equal to and above
0 dB.

1.0

Accuracy

0.8
0.6
0.4
0.2
20

10

0

SNRdB

MobileNetV3-Small
EfficientNet-B0
DenseNet-121
Ensemble-Average
Ensemble-Max
10
20
30

Figure 5: Performance of the three models and their ensembles

Table 2: Performance of the three models and their ensembles

Model
SNR = −20dB
SNR = −10dB
SNR =
0dB
SNR = 10dB
SNR = 20dB
SNR = 30dB
Overall

MobileNetV3Ensemble- EnsembleEfficientNet-B0 DenseNet-121
Small
Average
Max
0.0905
0.0949
0.1002
0.0931
0.1020
0.1840
0.2160
0.2373
0.2328
0.2373
0.7902
0.8408
0.8195
0.8577
0.8515
0.9467
0.9884
0.9822
0.9911
0.9911
0.9503
0.9955
0.9911
0.9964
0.9964
0.9370
0.9920
0.9787
0.9946
0.9946
0.6499
0.6881
0.6850
0.6944
0.6956

Performance of Modulation Techniques at Different SNRs
To analyze the performance of different models across different modulation techniques and how
model performance varies across SNRs, we analyze confusion matrices (CM) obtained using
Ensemble-Max for the following four scenarios in the test set.
1. -10 dB SNR
7

Predicted

For the low SNR case of −10 dB, the CM in Figure 6 shows that ensemble-max performs
very poorly on digital modulation techniques, with 4ASK having the highest classification
accuracy of 31.37% and QPSK having the least of 0%. It can be observed that for analog
modulation techniques like AM-SSB-SC, AM-DSB-SC, and FM, ensemble-max performs
decently with the highest classification accuracy of 65.05% for FM. The drop in performance
at low SNR values is seen across all different models and, therefore, carries over to the
performance of the ensembles.

16-QAM
4-ASK
8-PSK
AM-DSB-SC
AM-SSB-SC
BPSK
FM
GMSK
OOK
OQPSK
QPSK

3.92%
6.86%
15.69%
5.88%
10.78%
3.92%
25.49%
16.67%
7.84%
1.96%
0.98%
AM
16-Q

0.98%
31.37%
0.98%
1.96%
48.04%
0.98%
9.80%
0.98%
4.90%
0.00%
0.00%
SK
4-A

3.92%
12.75%
11.76%
6.86%
13.73%
6.86%
23.53%
7.84%
1.96%
10.78%
0.00%
SK
8-P

Test confusion matrix for SNR=-10dB

0.00% 0.00% 2.94%
0.00% 15.69% 9.80%
8.74% 0.98% 10.78%
57.28% 2.94% 2.94%
1.94% 59.80% 13.73%
2.91% 0.98% 5.88%
24.27% 8.82% 31.37%
2.91% 0.98% 12.75%
0.97% 6.86% 3.92%
0.97% 1.96% 4.90%
0.00% 0.98% 0.98%
SC SK
SC
SB- -SSB- BP
D
AM
AM

0.97%
5.83%
2.91%
12.62%
4.85%
0.97%
65.05%
3.88%
0.00%
2.91%
0.00%
FM

3.92%
9.80%
17.65%
6.86%
9.80%
2.94%
27.45%
14.71%
0.00%
6.86%
0.00%
SK
GM

0.98%
34.31%
3.92%
2.94%
34.31%
3.92%
7.84%
4.90%
3.92%
2.94%
0.00%
K
OO

3.88%
10.68%
15.53%
4.85%
19.42%
4.85%
21.36%
7.77%
3.88%
6.80%
0.97%
PSK
OQ

2.94%
10.78%
19.61%
3.92%
13.73%
6.86%
19.61%
12.75%
4.90%
4.90%
0.00%
K
QPS

Actual

Figure 6: CM using Ensemble-Max for −10 dB SNR

2. 0 dB SNR
It can be observed from Figure 7 that at SNR=0 dB, the accuracy for each modulation technique improves significantly. Features for higher-order digital modulation techniques seem
to be relatively difficult for the models to learn. For instance, 27.18% of QPSK samples are
confused for OQPSK.
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Predicted

16-QAM
4-ASK
8-PSK
AM-DSB-SC
AM-SSB-SC
BPSK
FM
GMSK
OOK
OQPSK
QPSK

69.90%
0.00%
10.68%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
15.53%
3.88%
AM
16-Q

0.00%
99.03%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.97%
0.00%
0.00%
SK
4-A

Test confusion matrix for SNR=0dB

6.86% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 3.92%
67.65% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
0.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00%
0.00% 0.00% 100.00% 0.00% 0.00% 0.00% 0.00%
1.96% 0.00% 0.00% 100.00% 0.00% 0.00% 0.00%
0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00%
1.96% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00%
0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 96.08%
13.73% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
7.84% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
SC SK FM
SC
SK OOK
SK
SB- -SSB- BP
8-P
GM
D
AM
AM

10.78%
0.00%
17.65%
0.00%
0.00%
0.00%
0.00%
0.98%
0.00%
61.76%
8.82%
PSK
OQ

6.80%
0.00%
20.39%
0.00%
0.00%
0.97%
0.00%
1.94%
0.00%
27.18%
42.72%
K
QPS

Actual

Figure 7: CM using Ensemble-Max for 0 dB SNR

3. 20 dB SNR

Predicted

At an SNR of 20 dB ensemble-max achieves remarkable classification accuracies across all
modulation classes as evident in Figure 8.

16-QAM
4-ASK
8-PSK
AM-DSB-SC
AM-SSB-SC
BPSK
FM
GMSK
OOK
OQPSK
QPSK

Test confusion matrix for SNR=20dB

99.03% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
0.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
0.97% 0.00% 97.06% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
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Figure 8: CM using Ensemble-Max for 20 dB SNR
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4. Overall

Predicted

The CM for the overall test is shown in Figure 9. It can be observed from the CM that analog
modulation techniques have superior classification accuracies compared to digital. Overall,
QPSK signals have the least classification accuracy of 56.49%, with 10.39% of QPSK signals
misclassified as 8PSK.
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Figure 9: CM using Ensemble-Max for entire test set

CONCLUSIONS
We demonstrated that representing modulated signal data as an image can be highly effective
when leveraging TL to use pre-trained CNN models for modulation classification. The modulated
signals are first converted into 3D images using scalograms and IQ representations. These images
are then used to fine-tune three pre-trained CNN models for AMC. Simulation results show that
the proposed method can achieve near-perfect classification accuracies at high SNRs. Even at 0 dB
SNR, the ensemble technique can achieve 85% classification accuracy.
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ABSTRACT
Modulation Classification (MC) is an increasingly relevant design feature in wireless
communications and plays an essential part in cognitive radio networks. Deep learning methods
are decisive in performing MC. MC methods based on constellation diagrams usually achieve
excellent performance because of the constellation diagrams' discriminative characteristics. This
paper uses deep learning models to classify generated signals' constellation diagrams by their
modulation type. We propose a constellation diagram-based MC architecture that uses different
training and testing resolutions to classify the modulations of the RadioML dataset. The observed
improvement of the classification accuracy relies on the fact that a lower training resolution
improves the classification at test time. We also perform a comparative analysis of the model by
examining the impact on the classification accuracy when different levels of resolution are applied.
Keywords: Constellation diagrams, resolution fixing, modulation classification, accuracy, CNN
I. INTRODUCTION
The classification of various modulation techniques is imperative in many communications
systems, such as spectrum management, interference identification, electronic warfare, and threat
analysis. In many previous research studies, this task has been handled through traditional signal
processing [1] [2], Artificial Neural Networks (ANNs) [3]–[5], or Machine Learning (ML) [6]
methods. In [1], the authors utilized fourth-order cumulants to perform modulation classification.
Similarly, in another study, two general classes of modulation classification techniques—
likelihood-based and feature-based approaches—have been summarized [2]. To exploit the
improved efficiency of the cutting-edge Artificial Intelligence (AI) techniques, Nandi and Azzouz
[3] designed an ANN-based modulation recognition algorithm consisting of three cascaded
network architectures. In [4], the ANN approach with one hidden layer, which classified multiple
types, including ASK2, ASK4, BPSK, QPSK, FSK2, FSK4, QAM16, V29, V32, and QAM64, is
1

presented. The authors claimed that the classifier performed well at SNR = 0 dB with 98%
accuracy. In several recent research studies, the use of Deep Learning (DL)—which is an evolving
ML field—has been investigated for the implementation of the modulation classification [7]-[9],
[10], [11]. In [7], the DL algorithm substantiates modulation classification methods based on signal
discriminations, including complete temporal, frequency spectrum, and higher-order spectral
characteristics. In [8], [12], and [13], the adaptation of DL to the complex temporal signal domain
was evaluated, and excellent results were obtained. Likewise, the possibility of implementing
modulation classification using DL and constellation information is explored in [9]. In [11], two
innovative methodologies—graphic constellations and deep belief—networks were proposed to
classify modulation schemes. Furthermore, DL models have recently gained attention due to their
successful applications in Computer Vision (CV) and Natural Language Processing (NLP).
Although DL is widely investigated in many application domains, its usage in communications
systems has not been determined thoroughly. This paper explores the use of DL in communications
systems, specifically for modulation classification. The assimilation of DL with communications
system applications has several advantages. First, DL models usually work more efficiently with
large volumes of Big Data, which is readily available in the case of communications systems.
These massive datasets can be acquired from a large number of communications devices and their
high transmission data rates. Second, manual feature selections, which can be a significant
challenge in communications systems or modulation classification, are not required in DL. The
DL procedure usually consists of the following two phases: training and testing. In the training
phase, massive datasets are fed to DL networks to produce a trained model. Depending upon the
network architecture and volume of data, it is a computationally-intensive phase that is performed
over dozens of hours. During the testing phase, one data instance is fed into the network to infer a
result, and this phase can typically be completed in several milliseconds with limited
computational resources. Fortunately, only the testing phase is frequently applied when
implementing the DL in real communications systems, and the training phase is usually conducted
beforehand to reduce the computational costs mentioned above. However, the training and testing
data distributions should match to obtain a model's best classification performance. To alleviate
the discrepancy between the training and testing data distributions, we applied the "resolution
fixing" concept suggested by [14]. More particularly, we first constructed constellation diagrams
using the 2016.10A radioML dataset [15]. Subsequently, we applied the resolution fixing
technique to the constellation diagrams and used a Convolutional Neural Network (CNN) [17] to
perform the classification of eleven (11) modulations at various Signal-to-Noise Ratios (SNR).
Our primary goal was to answer the central question of how well can DL models adopt the
resolution fixing approach to improve their performance?
The paper is organized as follows. Section II first provides an overview of the architecture and the
data conversion method used. Section III presents the resolution fixing technique applied to
enhance the constellation diagrams. Finally, in Section IV, experimental results are presented to
demonstrate the performance advantage of this paper. In the same section, we also illustrate the
computational complexity of the proposed approach and demonstrate the application feasibility in
real-world communications systems.
II. SYSTEM ARCHITECTURE
Figure 1 depicts the system architecture. This proposed architecture integrates a step of improving
the resolution of a generated constellation and a classification scheme that takes advantage of the
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capabilities of a typical CNN model. As shown in Figure 1, a Radio Frequency (RF) signal received
by the antenna is transformed into a baseband signal via carrier removal and Analog-to-Digital
Conversion (ADC) modules. Subsequently, the baseband signal is converted into enhanced
constellation diagrams before being fed into the neural network for classification.

Fig. 1. System architecture.

A. Conversion of I/Q data to constellation diagram images
In this paper, the 2016.10A radioML dataset [15] has been utilized. It incorporates a series of
synthetic and over-the-air modulation classification datasets created by DeepSig Inc. This dataset
has been widely used for benchmark testing in similar research studies. We used all the eleven
(11) digital modulation classes given in the 2016.10A radioML dataset for training and evaluation
after their conversion to the corresponding constellation diagrams. Typically, a constellation
diagram is frequently used as a 2-D representation of a modulated signal by mapping signal
samples into scattering points on a complex plane. Conversion to constellation image involves
dividing the in-phase (I) and the quadrature (Q) axes (in the desired region of the complex plane)
into nbins and counting the number of points that fall into each bin, as depicted in Figure 2.
Subsequently, we applied a colormap from matplotlib, with cmap='gray' for a single channel,
which is the only channel investigated in this paper. We explored constellations with nbins = 32,
48, and 64 only on a single channel (grayscale). Figure 3 displays the constellation diagrams for
various modulation types.

Fig. 2. Complex samples conversion to constellation diagrams. (a) Complex samples. (b) constellation diagram. (c) Sample
points and pixels (S. Peng et al. (2019)).
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Fig. 3. Constellation diagrams of different modulation types with different SNRs.

B. AlexNet
We exploited the CNN architecture in this work due to its well-demonstrated performance in
computer vision and image processing applications. In particular, the famous CNN model, AlexNet
[19], has been used to perform the classification. As the landmark model for ImageNet
classification and the winner of ILSVRC'12, AlexNet has significantly contributed to popularizing
CNN in the computer vision domain with a large and deep architecture. AlexNet consists of five
convolutional and three fully-connected layers with a 1000-way SoftMax layer [16]. Table 1
presents the details of the model architecture.
TABLE I
THE DETAILS OF CNN MODEL ARCHITECTURE
Layer
Input
Conv2D(filters 128, size 3 x 3) + PReLU
AvePooling (size = 2, stride = 2)
Conv2D(filters 128, size 3 x 3) + PReLU
Conv2D(filters 128, size 3 x 3) + PReLU
AvePooling (size = 2, stride = 2)
Conv2D(filters 128, size 3 x 3) + PReLU
Conv2D(filters 128, size 3 x 3) + PReLU
AvePooling (size = 2, stride = 2)
Flatten
Dense + PReLU
Dropout (0.5)
Dense + PReLU
Dropout (0.5)
Dense + Softmax

Output dimensions
64 x 64 x 1
60 x 60 x 128
30 x 30 x 128
30 x 30 x 64
30 x 30 x 64
15 x 15 x 64
15 x 15 x 32
15 x 15 x 32
7 x 7 x 32
1568
1024
/
512
/
11
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III. FIXING THE RESOLUTION
In a typical CNN model design, the data preprocessing procedures are different for training and
testing. For instance, the current best training practice in image classification is to extract a
rectangle with random coordinates from the image, which artificially increases the volume of
training data. This rectangle is referred to as the Region of Classification (RoC), and it is resized
to obtain a crop of a fixed size (in pixels) that is fed to a neural network. During the testing, the
RoC is set to a square instead of a rectangle—covering the central part of the image—resulting in
the extraction of a so-called "center crop." This process is analogous to the bias of photographers
who tend to focus their lenses centrally on important visual content. Therefore, although the crops
extracted at training and testing times have the same size, they arise from different RoCs, which
skews the distribution of data seen by the neural network [14]. This discrepancy can be observed
in Figure 4, which shows the Probability Density Functions (PDF) of the training and testing
datasets. In a quest to produce higher resolution images to improve classification performance,
[14] proposed to fix the train-test resolution discrepancy through a process referred to as FixRes.
The main concept of FixRes is elaborated in the following section.

Fig. 4. PDF of train and test inputs (Touvron, H., Vedaldi, A., Douze, M., & Jégou, H. (2019)).

A. FixRes
The concept of FixRes is equivalent to histogram equalization for image enhancement in the image
classification process using Deep Learning (DL) models. It attempts to eliminate the discrepancy
between the training and testing process, as illustrated in Figure 4.
In essence, FixRes aims to train a model on a smaller resolution dataset and then perform finetuning on a larger resolution dataset, as illustrated in Figure 5. It is a two (2) stage process. An
initial preprocessing function for training on a smaller resolution is followed by a preprocessing
function for fine-tuning on a higher resolution. Figure 5 illustrates the two (2) stages that fix the
discrepancy.
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Fig. 5. Selection of the image regions fed to the network at training and testing times, with typical data augmentation. The red
classification region is resampled as a crop fed to the neural net. For objects with a similar size in the input image, like the white
horse, the standard augmentations typically make them larger at training time than at test time (second column). (Touvron, H.,
Vedaldi, A., Douze, M., & Jégou, H. (2019)).

B. Resized constellation diagram images
As discussed in Section II-A, the complex data conversion to constellation diagrams results from
dividing the I and Q axes into multiple bins and counting the number of data points that fall into
each bin. For instance, modifying the number of bin sizes from 32x32 to 48x48 is equivalent to
resizing the constellation diagrams. Resizing the constellation diagram images changes its
distribution, enhancing the images' resolution, as shown in Figure 6. The figure illustrates the
constellation images of a QPSK at 10 dB and different resolutions (32x32 and 48x48).

(b)

(a)

Fig. 6. Examples of constellation images at resolution (a) 32 bins, grayscale; (b) 48 bins, grayscale.

IV. EXPERIMENTS
We performed the processing using basic Keras libraries in Python to build the CNN that we
modified to integrate the resolution fixing concept introduced above. Applying the FixRes
procedure implies using the image with the lower resolution (Figure 6, image (a)) for training and
the image with the higher resolution (Figure 6, image (b)) for testing. Figure 7 illustrates the
implementation process of the procedure.

Fig. 7. Train on data size of 48x48 and fine-tune on 64x64.
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A. Settings and evaluation
In the radioML dataset, 65% of data was randomly selected for training, 15% for validation, and
20% for testing. In total, we had 1000 samples for each (modulation, SNR) after random selection
and doing train-validation-test splits; we had roughly 650 for training, 150 for validation, and 200
for testing in each case (modulation, SNR).
We set a maximum training epoch of 100 and activated Early Stopping with the patience of 4
epochs. It implies that the training would stop when the validation loss would not improve for four
consecutive epochs. Typically, the model overfits before 70 epochs for time-series training, while
for constellation image training, the model overfits before 40 epochs. During these experiments,
batch sizes of 64 were utilized instead of the recommended 128 due to memory constraints.
In this paper, we did not optimize the hyper-parameters, and most of these parameters were default
values in Keras. We employed the Adam Optimizer for all models as it is relatively easy to
configure because the default configuration parameters perform better on most problems. We used
the learning rate of 10−4 instead of the default value of 10−3 in Keras, which would not work in
the case of the constellation model.
TABLE II
SUMMARY OF SIMULATION PARAMETERS.
Parameters
Training
Validation
Testing
Batch size
Epochs
Patience for Early Stopping
Optimizer
Learning rate
Evaluation metrics

Value
65%
15%
20%
64
100
4 epochs
Adam
10-4
Accuracy

We utilized the overall classification accuracy expressed in (1) across all modulation classes and
SNRs as the primary metric.
!"#$%& () #(*"+,-.(/0 1+,00.).%* 1(&&%1-+2
3(-,+ /"#$%& () #(*"+,-.(/0 -( $% 1+,00.).%*

(1)

We plotted confusion matrices at various SNRs to understand which modulation classes usually
get confused. We also graphed the accuracy versus SNR over the range of -10dB to 18dB to enable
comparison between accuracies with and without FixRes.
B. Impact of image resolution
The evaluation results of the two models (before and after applying FixRes) are captured by the
confusion matrices in Figure 8. Moreover, Figure 9 depicts the plot of accuracy versus SNR. It
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should be noted that the models were trained, validated, and evaluated on the same trainingvalidation-test split.
The confusion matrices and the graph suggest that higher image resolution led to improved
performance. However, the model could not effectively distinguish between QAM16 and QAM64.

Fig. 8. Confusion matrices before FixRes (Left) and after application of FixRes (Right).

As expected, the higher resolution provides better performance. Figure 9 depicts the results
obtained after applying the fine-tuning procedure. Using fine-tuning (with nbins = 48 and 64), we
acquire the best results (88%) with the classic AlexNet trained with nbins = 32 and 48, respectively.
On the contrary, when no fine-tuning is involved, we could attain a maximum accuracy of only
80%.

Fig. 9. Graph depicting improvement of classification accuracy per SNR due to FixRes

The highest accuracy value of 90% was obtained when the 48x48 were fine-tuned with 64x64. The
reason could be because there were only 128 data points in each constellation diagram, equivalent
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to 16 symbols, given a sample rate of 8 samples per symbol in the radioML dataset. Thus,
inadequate details were captured. However, the accuracy of 90%—obtained from the combination
of images of sizes 48x48 and 64x64—provides a tool that allows us to boost the model
performance when given images of reduced dimensions. A comparison to other models using
constellation diagrams would have revealed the impact of applying the resolution fixing concept
on modulation classification. We will use the 2018 radioML dataset, which contains more data
points (1024 versus 128 for the 2016 radioML dataset) for future work.
V. CONCLUSION
In this paper, we presented the classification of modulations originating from communication
systems using CNN. In our approach, complex modulation datasets were first converted to
constellation diagrams, then processed to result in higher resolution modulated signals for
classification using the AlexNet architecture. Subsequently, we explored the impact of using
various training and testing datasets with multiple sizes of constellation diagrams on the model's
performance. Consequently, we demonstrated that, by adjusting the resolution of the constellation
diagrams via a simple image resolution fixing technique (FixRes), it is possible to improve the
accuracy of standard classifiers significantly by keeping all the other parameters uniform. The
2018 radioML dataset, which contains more significant data points (1024), will be used for future
work.
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ABSTRACT
The future development of quantum computing threatens a host of modern cryptographic security
efforts, and thus presents a new security threat to wireless communications systems. Encryption algorithms for aeronautical mobile telemetry (AMT) may likewise be vulnerable to quantum attacks
based on Grover and Simons’ algorithms. Post-quantum cryptography focuses on developing appropriate cryptographic algorithms that are impervious to both quantum and classical attacks and
can therefore provide data confidentiality in a post-quantum computing world. This paper proposes
the application of post-quantum cryptography as a future security solution in AMT systems with a
focus on code-based techniques and provides a road map for studying the next generation of cryptosystem in AMT. We further suggest and analyzed (in terms of secrecy) the use of the McEliece
cipher as a special case of a code-based post-quantum cryptographic solution for the integrated
Network Enhanced Telemetry (iNET) communications system and show how it may be deployed.
INTRODUCTION
If and when quantum computers achieve their potential, they will be capable of solving quantum algorithms using quantum computations. In some cases, this capability can offer profound
improvements in computational speed over classical algorithms executed on classical systems. In
terms of modern cryptanalysis, this new capability would be a game changer, leaving many of our
current cryptosystems vulnerable to attack. Quantum computers have the ability to rapidly find
logical patterns and relationships in large amounts of data, and tackle some problems that were
previously thought to be impossible to be solved in a realistic amount of time due to their complexity. Aeronautical mobile telemetry (AMT) systems, like many other systems that transport and
store data of a sensitive nature, need to be prepared to adjust/adapt by incorporating post-quantum
cryptographic techniques before quantum computing becomes practically feasible.
The works of [1, 2, 3] provide quantum attack algorithms that may be utilized by quantum
computers to break and/or weaken encryption algorithms that are in use today. As a result, there has
been a surge of interest in post-quantum cryptography [4, 5], which is focused on cryptosystems
1

that are resilient to quantum and classical attacks. In other words, post-quantum cryptosystems are
designed to be immune to any secrecy penetration, even if the attacker is equipped with a quantum
computer.
This paper explores potential candidates of post-quantum cryptography for aeronautical mobile
telemetry systems. We specifically investigate the possibility of using one of the candidates, known
as the McEliece cipher, which we will show is a suitable post-quantum cryptographic algorithm
for the iNET system management standard. The iNET is a telemetry standard that is designed to
enhance both the reliability and secrecy of the transmission link between test article and ground
station compared to old-fashioned point-to-point links [6]. Traditional telemetry systems consist
of only one transmission link between test article and ground station; however, iNET considers a
secondary bidirectional link between test article and ground station with the purpose of efficiency
improvement in the sense of transmission reliability [7, 8]. We consider a wiretap scenario that
makes use of the McEliece encryption algorithm on the iNET standard. We also perform a secrecy
analysis of such a system, wherein we show that the McEliece cipher can be used in telemetry links
to bring about post-quantum cryptography, and that the iNET structure can be used to alleviate
some of the drawbacks of McEliece cryptosystems.
The organization of the remainder of the paper is as follows. We first explore existing cryptosystems in aeronautical mobile telemetry, and then provide a list of candidates for post-quantum
cryptography that can be applied to telemetry links with short descriptions of each. We evaluate
the use of code-based cryptosystems by focusing on McEliece’s algorithm applied to the iNET
system structure, and then conclude the paper.
PRE-QUANTUM CRYPTOGRAPHY

A.

Symmetric vs. Asymmetric Cryptography

There are several different approaches to ensure confidentiality, integrity, and authenticity in
wireless communications systems, such as computational and information-theoretic approaches [9].
The cryptographic algorithms categorized in the computational approach, are mathematical operations that transform the data into an encrypted version that makes it unreadable to attackers.
Cryptosystems can generally be categorized into two main groups: symmetric and asymmetric
algorithms.
• Symmetric Encryption Algorithms: In this method, the same secure key is used for both
the encryption and decryption processes, hence handling and exchanging keys in a secure
way are two main challenges in symmetric cryptography. The key must be shared among
legitimate parties before initiating any information transmission. Advanced Encryption Standard (AES), Rivest Cipher (RC), and Data Encryption Standard (DES) are examples of symmetric encryption algorithms.
• Asymmetric Encryption Algorithms: In this approach, which is also known as public key
cryptography, encryption and decryption processes are executed using different keys. All
2

Cipher Text

Private key

Public Key

Secret Key

Secret Key

Plain Text

Plain Text

Plain Text

(a)

Cipher Text

Plain Text

(b)

Figure 1: (a) Symmetric cryptosystem. (b) Asymmetric cryptosystem for confidentiality.

users wishing to establish secure communications under this paradigm generate two keys:
a public key that can be shared with the world, and a private key that is kept secret and
shared with no one. Either key can be used for encryption, depending on whether users
are aiming for confidentiality or authentication. The other key in the pair can then decrypt
the message. In the case of confidentiality, entities wishing to communicate securely with
a user perform encryption with the user’s public key. Only the user can decrypt the message since only the user has access to the private key. In the case of authentication, a user
encrypts a message with their private key, which allows anyone else to decrypt the message
with the user’s public key and, hence, verify that the message came from the user. Encryption/decryption with combinations of keys can also be used to bring about confidential
and authenticated communication as long as all users have generated key pairs. Resource
utilization, such as power and memory consumption, tends to be higher for asymmetric algorithms compared to symmetric ones. The most popular asymmetric encryption algorithms
are Rivest–Shamir–Adleman (RSA) and Digital Signature Algorithm (DSA).
The concepts of symmetric and asymmetric encryption for confidentiality are shown in Figure 1.
Symmetric encryption tends to be faster and more suitable for applications with large payloads,
such as telemetry systems, although asymmetric systems may provide security for future AMT if
computational complexity can be adequately addressed.
B.

Encryption in Aeronautical Mobile Telemetry - AES

The most widely used symmetric cryptographic algorithm in AMT systems is AES. AES is a
data encryption algorithm developed by the National Institute of Standards and Technology (NIST)
in 2001 [10]. AES is a symmetric block encryption algorithm that exploits a 128-bit block size of
data, designed with three different key lengths of 128-bits, 192-bits, and 256-bits. The processes
of encryption and decryption are executed in several rounds as shown in Figure 2 [11]. The key
length dictates the number of rounds as indicated in Table 1. A larger key length corresponds to
a higher number of rounds, which provides a stronger level of security. Generally speaking, a
key length of 256 bits is deemed secure for modern applications; however, Grover’s algorithm [2]
and Simon’s algorithm [3] reduce the validity of this statement for quantum computers. These
algorithms significantly weaken AES, and further advances in quantum algorithms may exacerbate
the problem. Shor’s algorithm [1] completely breaks some forms of asymmetric cryptography
3
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Key length
128-bit
192-bit
256-bit

Number of rounds
10
12
14

Table 1: Number of encryption/decryption rounds based on the key length.

using quantum computing, resulting in a need for careful consideration in potential replacements
to any current cryptosystems.
POST-QUANTUM PUBLIC-KEY CRYPTOGRAPHY
Computational security, i.e., modern cryptography, relies on the assumed hardness of various
mathematical tasks. Shor, in [1], provided algorithms that invalidate the hardness of some wellknown problems, especially in asymmetric cryptosystems, such as the difficulty of factoring large
integers and the computation of discrete logarithms over finite fields. He presented a quantum
algorithm that calculates the prime factors of a large number in polynomial time, rather than exponential time using classical algorithms. The best known classical algorithm require 2n operations,
where n is defined as the input size. As the size of the input increases, the number of operations
grows exponentially, but operation growth for Shor’s algorithms is in polynomial time [12]. More-
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over, Grover, in [2], presented a searching algorithm for the symmetric cryptosystem that reduces
the security of the key to half against a brute-force attack. In another word, a 256-bit AES cryptosystem in a post-quantum world would have the same security that is currently provided by a
128-bit AES cryptosystem. One possible solution to prevent the reduction in security is to simply
expand the size of the key, but this requires extra rounds in both the encoder and decoder, and
therefore is not desirable for real-time applications such as aeronautical mobile telemetry systems.
Furthermore, Simon’s algorithm is another quantum algorithm that has been used by quantum
computers to attack multiple symmetric cryptosystems [3]. Finally, there exist active research
topics focused on attacking symmetric cryptosystems which may speed up search algorithms to
achieve super-polynomial time [13]. Accordingly, quantum computing threatens both symmetric
and asymmetric encryption algorithms.
The goal of post-quantum cryptography is to create cryptosystems that are secure against quantum and traditional computers while also being able to work with existing communications protocols and network infrastructure. There are five primary candidates for post-quantum cryptographic
algorithms including code-based cryptography, lattice-based cryptography, isogeny-based cryptography, multivariate-quadratic cryptography, and hybrid schemes.
A.

Code-based cryptosystems

Code-based cryptosystems are mainly based on the idea of error-correcting linear codes. The
first code-based cryptosystem was introduced by McEliece in 1978 [14]. The original McEliece
algorithm is based on the generator matrix of a binary Goppa code, and its security relies on the
problem of syndrome decoding, which has been classified as a nondeterministic polynomial time
(NP)-complete problem. Owing to the fact that attacking McEliece is provably NP-complete, we
need not fear that quantum computing will render the cipher obsolete. McEliece’s cryptosystem
has fast encryption and decryption procedures, and therefore represents a great candidate for AMT
post-quantum cryptography, possibly allowing for real-time processing. However, the McEliece
algorithm has two main disadvantages: low encryption rate and large key size, which can both be
addressed by replacing binary Goppa codes with other families of codes such as Reed-Solomon
codes and low-density parity-check (LDPC) codes, although each of these potential alterations
present slightly different problems for an attacker. Additional research is still being done in this
area to ensure that such changes do not compromise the security of the system.
B.

Lattice-based cryptosystems

Lattice-based cryptosystems are based on the difficulty of lattice problems, such as the Shortest
Vector Problem (SVP). In [15], it is shown that polynomial factors in lattice problems can be
classified as a hard problem. The goal of lattice-based computational problems is to find the
shortest nonzero vector in a lattice or finding a lattice vector that is close to a target vector not
in the lattice. Lattice-based cryptosystems have strong secrecy and easy implementation, but they
need large key sizes and overhead, which may present challenges for real time applications such
as in AMT. Finding an optimal way to compress the keys (preserving the secrecy level) can be a
good mathematical solution for this problem.

5

C.

Isogeny-based cryptosystems

One of the latest and most challenging (implementation-wise) post-quantum cryptographic
ideas is found in isogeny-based cryptosystems. Security is based on the difficulty of finding a path
in the isogeny graph of supersingular elliptic curves [16]. To prevent quantum attacks, the singular
curves need to be noncommutative, which makes it more difficult to find the path. This method
requires a very small key compared to other post-quantum cryptosystem candidates, making it a
suitable candidate for real-time applications such as AMT.
D.

Multivariate-quadratic cryptosystems

Multivariate cryptography makes use of a set of quadratic polynomials over a finite field. Security derives from the difficulty of solving a system of polynomial equations. Many proposed
systems use quadratic equations for efficiency [17]. Attacking these systems is proven to be NPhard or NP-complete [18]. The public key for multivariate encryption is a function of multivariate
polynomials, usually quadratic, over a finite field, and its idea is based on the fact that solving
a multivariate polynomial system over a finite field is an NP-complete problem [19]. For use in
AMT, evaluation of compression and optimization techniques on the keys are required since this
method also uses large key sizes.
E.

Hybrid cryptosystems

Hybrid cryptosystems merge pre-quantum and post-quantum ciphers to provide a double protection in the communication system. This kind of cryptosystem seems to be the next step after
post-quantum cryptography.
These five candidates for post-quantum cryptosystems, along with some of their most wellknown algorithms are shown in Figure 3. Note that many of these are only candidate algorithms,
and still require vetting prior to broad use. Even when mathematical algorithms are provably hard,
this is not enough to guarantee that implementations of the algorithms are secure. For example, Rainbow was recently cracked, and is no longer being considered as a viable algorithm for
post-quantum cryptography[20]. Others may follow as the vetting process for new cryptosystems
continues.
A CODE-BASED CRYPTOSYSTEM FOR INET

The wiretap channel model for the iNET standard is shown in Figure 4. A downlink radio
channel is assumed, where the test article is the transmitter and the ground station is the receiver.
The secret message is assumed to be a length-k binary vector with bits chosen independently,
uniformly at random. There are two telemetry links between legitimate parties (test article and
ground station); one is used for key exchange and the other is used for data transmission. Note that
the key can be updated as often as desired using this approach, and the initial key can be shared
prior to launch/take off of the test article if desired. The goal is to transmit a secret message m
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Figure 3: Post-quantum cryptosystem candidates and their well-known algorithms.

from test article to ground station in the presence of an eavesdropper who has error-free access to
both telemetry links. Symmetric key encryption would not work here since the eavesdropper sees
the transmitted key, but asymmetric encryption is a perfect fit. Note that the ‘tag’ applied to each
codeword in the figure solves the authentication problem for the test article, and is discussed in
more detail later.
We adopt the McEliece cryptosystem [14], which is one of the code-based post-quantum cryptographic algorithms, that uses coding randomization in the encryption process. The security of
the algorithm is based on the hardness of decoding a general linear code in the way shown below,
which cannot be solved in polynomial time; hence, it is known to be non-deterministic polynomialtime hardness, or NP-hard in short. The original algorithm uses binary Goppa codes, that has an
easy decoding process, but any error-correction linear code with a fast decoding algorithm can
be used. The McEliece cryptosystem consists of three main steps: 1) a key generation algorithm
which produces a public and private key pair, 2) an encryption algorithm, and 3) a decryption
algorithm. These steps are explained in the following.
A.

Key Generation

The key generator is implemented in the ground station to produce the following three main
components:
• A binary (n, k)-linear code C, where n is the length of the codeword and k is the length of the
message, with the code rate of k/n. This linear code can correct t or less errors efficiently,
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Figure 4: McEliece cryptosystem for the iNET standard in a wiretap scenario.

and is fully defined by a k × n generator matrix G.
• A random k × k binary non-singular scrambling matrix S.
• A random n × n permutation matrix P .
Having (S, G, P ) form the key generator then the ground station computes the k × n matrix G′ as:
G′ = SGP.

(1)

Before data transmission phase begins, meaning during the signaling initialization, the ground
station transmits (G′ , t), known as the public key to the test article, and keeps (S, G, P ), known as
the private key to itself, to be used for the decryption procedure.
B.

Encryption

As the second step of the cryptographic algorithm, encryption needs to be performed after
key generation. The encryption process mathematically converts the message stream to ciphertext.
Suppose that the test article is intended to transmit the k-bit secret message m to the ground station,
that has public key (G′ , t), as shown in Figure 4. The test article performs the following three steps
to complete the encryption process:
1. Encode m by using the public key provided by the ground station to calculate x′ = mG′ .
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2. Generate a random binary n-bit error vector e with Hamming weight t (containing exactly t
ones in the otherwise zero vector of length n).
3. Compute the ciphertext/codeword as follows
x = mG′ + e = x′ + e.

(2)

The test article then transmits x to the ground station. Notethat the eavesdropper possesses the
public key, and has full knowledge of x; however, there are nt different patterns of the error vector
e. With appropriate values of n and t, recovering the message m is NP-hard.
C.

Decryption

Decryption is the last process of the cryptosystem, and is performed at the ground station.
Decryption transforms encrypted information x into its original format m using knowledge of the
private key.
1. First, the ground station calculates the inverses of the permutation and scrambling matrices,
P −1 and S −1 , respectively.
2. Then it computes x̂ = xP −1 . Substituting x from (2) gives
x̂ = (mG′ + e)P −1 .

(3)

Substituting G′ as shown in (1), then
x̂ = (mSGP + e)P −1 = mSG + eP −1 .

(4)

3. The ground station then applies the efficient decoder to x̂. Since the code can correct t errors,
the permuted error vector is removed. The message recovered through this decoder will be
the scrambled message, m′ = mS.
4. Finally, the message is recovered by applying S −1 as
m = (mS)S −1 = m.
D.

(5)

Numerical Example

The original McEliece algorithm is based on Goppa codes with n = 1024, k = 512, and
t = 50. We use a toy example here to illustrate the concept. Let C be the (n, k) = (7, 4) Hamming
code. All Hamming codes have minimum distance three, and can correct any single bit error, i.e.,
t = 1. One possible generator matrix is


1 0 0 0 1 1 0
 0 1 0 0 1 0 1 

G=
(6)
 0 0 1 0 0 1 1 .
0 0 0 1 1 1 1
9

The ground station chooses a 7 × 7 permutation matrix P and a 4 × 4 scrambling matrix S. For
our example, let


1 0 0 0 0 0 0
 0 0 0 0 1 0 0 




1 0 0 1
 0 1 0 0 0 0 0 




, S =  0 1 1 1 .
0
0
0
0
0
0
1
P =
(7)


 1 0 1 0 
 0 0 0 1 0 0 0 


0 0 0 1
 0 0 1 0 0 0 0 
0 0 0 0 0 1 0
Note that every row and every column of P has exactly one ‘1’, which makes it a permutation
matrix. Now, given the G, S, and P matrices from above, the public key (G′ ) per (1) is


1 0 0 0 0 1 1
 0 1 0 0 1 1 1 

G′ = SGP = 
(8)
 1 1 0 1 0 1 0 ,
0 0 1 1 0 1 1
where G′ is computed in F2 . The public key (G′ , t) is shared with the test article prior to data
transmission.
Now, suppose the test article wants to communicate message m = [0 1 1 0] to the ground
station. First the test article needs to select an n-bit random error vector e with weight 1, for
example e = [0 1 0 0 0 0 0]. Then the test article computes the codeword x per (2) as
x = mG′ + e = [1 0 0 1 1 0 1] + [0 1 0 0 0 0 0] = [1 1 0 1 1 0 1],
which the test article then sends to the ground station.
Upon receiving x, the ground station applies the inverse of the permutation matrix


1 0 0 0 0 0 0
 0 0 1 0 0 0 0 


 0 0 0 0 0 1 0 



P −1 = 
 0 0 0 0 1 0 0 ,
 0 1 0 0 0 0 0 


 0 0 0 0 0 0 1 
0 0 0 1 0 0 0

(9)

(10)

to calculate x̂ per (3), which is
x̂ = [1 1 1 1 1 0 0].

(11)

In the next step, the ground station decodes x̂ using the Hamming decoding algorithm. The decoder
computes the syndrome of x̂ as [0 1 1], which is corresponds to the error pattern [0 0 1 0 0 0 0]
(based on syndrome decoding). Then the ground station uses the output of the Hamming decoder
to correct the detected error of x̂, which leads to the correct codeword
x = [1 1 0 1 1 0 0].
10

(12)

Since the generator matrix G is in the systematic form ([Ik |Γ]), for k = 4, it is obvious that
mS = [1 1 0 1].
The last step of the decryption uses (5) to compute

1

1
m = mSS −1 = [1 1 0 1] 
 1
0

0
1
0
0

0
1
1
0

(13)


1
0 
 = [0 1 1 0],
1 
1

(14)

which is equal to the original transmitted message from the test article.
Performance Analysis
There are two potential attacks on the McEliece cryptosystem. The first is to attempt to recover
the components of the public key, G′ , including G, S, and P matrices. The second is the brute force
approach of constructing the original vector m from the transmitted codeword x. Both attacks have
been proved to be computationally intractable, especially when n and t are large.
The first attack can be prevented because there are too many possibilities for the scrambling
matrix S and the permutation matrix P to recover the generator matrix, so G is sufficiently obscure
because P permutes the rows of G, and S scrambles the columns.
The secrecy of the second attack, which involves breaking down x into its original message
m, depends on the code type and its corresponding parameters, such as dimensions and errorcorrection capability. As mentioned earlier, the original version of the McEliece
algorithm has

1024
been designed with n = 1024, k = 524, and t = 50, hence there are 50 = 3.1901e + 85
different patterns for e [14].
Finally, we should note that although the McEliece cryptosystem is based on the syndromedecoding problem which has been shown to be an NP-complete problem [21], however, NPcompleteness only implies that the worst case of syndrome-decoding is hard to solve. There may
exist instances when the hardness of the decoding algorithm will be lessened, and these should be
avoided in practice [22].
One drawback of the McEliece cryptosystem is the authentication problem of the transmitter.
Due to the fact that the encryption method is not a one-to-one process and the overall encryption
technique is clear to everyone, the McEliece algorithm cannot be utilized for authentication or
signature schemes. For instance, in the case where the eavesdropper is an active attacker, it might
send fake messages that have been encrypted with the ground station’s public key.
To protect the system from such attacks, we suggest implementing a Hash-based signature
using a different secure key which is placed in the test article ahead of time. This extra piece helps
the ground station to authenticate the legitimate transmitter. The idea is to add an authentication
tag, which uses a hashing algorithm on the codeword x along with the secure key, to the codeword
on the transmitter side. The receiver can then verify the identity of the transmitter by checking the
tag during the decoding process as shown in Fig 4. Note that many variants of this idea could be
implemented. We showcase only one possibility here.
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CONCLUSION

In this paper we have discussed well-known security vulnerabilities that may occur in communication systems upon the advent of full-scale quantum computing. We briefly reviewed both
pre-quantum and post-quantum cryptosystems. Post-quantum solutions are an active branch of
research amongst security engineers and computer scientists, and specific algorithms discussed
herein are still being researched and vetted for possible vulnerabilities. We further showed how the
McEliece algorithm may be used in the iNET standard to bring about secure communication over
telemetry links, even in cases where keys need to be refreshed during test. This paper provides
useful examples and guidelines for the next generation of cryptographic algorithms in AMT, but
does not provide a complete security solution for post-quantum cryptography. Additional research
is required to ensure that implementations are secure, and that new cryptosystems can support the
required throughput and computational limitations imposed by telemetry links.
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Abstract
Telemetry data must travel a great distance before it can be analyzed by scientists and engineers.
While each venue the telemetry data travels through (e.g. open air, physical/wireless networks,
etc.) opens some opportunity for potential compromise; probably the greatest risk arises at the
telemetry analyst’s workstation. Scientists and engineers accessing and analyzing the telemetry
data have little exposure to cybersecurity training—making their workstation a potential data loss
threat point. However, deployment of managed endpoint protection cybersecurity tools at the
analysis workstation can substantially mitigate this risk. After reviewing the endpoint threat
landscape, four classes of cybersecurity tools (endpoint detection/response, vulnerability
management, application control, and event management) will be discussed; which, when
deployed in tandem, can provide substantial protection for analysis workstation environments.

Introduction
Corporate client endpoints are prioritized targets for attack by cyber criminals. This is because
the corporate endpoint can contain a vast amount of very marketable collateral: spanning critical
intellectual property, company financial records, personnel records containing Personally
Identifiable Information (PII), product test data, etc. Further, corporate endpoint users are
usually the least trained with respect to dealing with cybersecurity threats. This implies that the
aforementioned targets of theft opportunity (e.g. intellectual property) may well end up being the
least protected by their client computer custodian! Considering the telemetry post-processing
environment at the analyst’s workstation—the situation is analogously similar. At the end-point
workstation one finds the analysis culmination of the raw telemetry product—which can include
summarized aspects of vehicle performance that are both critical to product competitiveness and
might well also have national security implications. In order to protect the telemetry analysis
workstation environment strong client endpoint security controls should be deployed.

Application Control
Organizations can take on better management of their application environment by deploying
application control cybersecurity tools. These tools can provide a comprehensive picture of both

what has already been installed and what end users might be trying to install on their computer.
Generally, end users should not be given privileged user status so they might unilaterally install
software applications on their desktop. This is very dangerous, as the end user may unknowingly
install malware or software which has significant vulnerabilities. When exploited by an
adversary these vulnerabilities may significantly impair the corporate cybersecurity posture.
Instead, the company CIO organization should define a software taxonomy and populate it (after
both content and security reviews) with one or two of the very best products in categories of
interest (e.g., data analysis tools). When employees (in this case telemetry analysts) find new
applications (e.g., a new analysis application) they wish to use, they should then refer a review
request to the CIO and CISO organizations for both content and security assessments. If the
software application is deemed worthy of adoption, the end user responsibility doesn’t end with
the installation of the new software! End users must diligently keep aware of new releases from
the vendor (especially those necessitated for correcting identified security issues) and update
when appropriate.
Application control tools are not a panacea. They work best when deployed earlier in an
organization’s lifetime. Such a tool deployed after users have been able to install whatever they
wanted to for many years has limited utility (except for the going forward control). To address
such issues, some organizations decide to “grandfather” in all titles that were previously installed
prior to establishing the tighter security controls with the application control tool. However, it is
important to note that the existing grandfathered tools still pose a threat to the organization—so
often a long duration review cycle is undertaken by organizations to evaluate which of the
initially grandfathered software will be allowed to remain and which will be retired. The long
duration review cycle is much easier to do once the organization has defined their software
taxonomy.

Vulnerability Management
When application software has a coding or a configuration flaw that can be exploited by an
adversary to gain access to both the software and the computer that the software is running on, it
is known as a software vulnerability. Cybersecurity tools that enable an organization to identify
installed software in their environment that contain vulnerabilities are known as vulnerability
management software. Several organizations attempt to keep track of known software
vulnerabilities. The Mitre Corporation with funding from the Department of Homeland Security
(DHS) manages what are known as Common Vulnerabilities and Exposures (CVE) [1]. This is a
compendium of publicly disclosed computer security related software flaws that have been
assigned a unique identification number. Other databases such as the US National Vulnerability
Database (NVD) [2] and the CERT Vulnerability Notes Database [3] provide additional detail
regarding vulnerabilities, their impacts, and how to correct or mitigate risks associated with
them. Vendors incorporate not only vulnerability information from the aforementioned publicly
available databases, but also aggregate information from other sources. The manner in which
vulnerability vendors collect/process such information and apply it in their vulnerability

management application may be considered proprietary and give their vulnerability applications
unique capabilities that make them attractive in the marketplace.
When vendors become aware of flaws in their published software, they will issue new software
releases that correct these flaws. Hence, within a chosen timeframe, it is always in the
organization’s best interest to keep up to date in running more recent versions of a vendor’s
software product—as it will make their operating environment more resistant to breach or
compromise. The chosen timeframe constraint is important because in introducing a new release
to correct a flaw, it is always possible the vendor might inadvertently introduce other flaws!
Thus, many organizations adopt a strategy of waiting a certain period of time before deploying a
“most recent” software release, just to make sure there are no reports of other flaws that might
have been unintentionally introduced with a “next” release.
Vulnerability management software can perform both authenticated and non-authenticated scans
of an organization IT environment. In a non-authenticated scan, the scanning application does
not gain access to the computer—instead it can scan ports and attempt to detect configuration
vulnerabilities. In an authenticated scan, an agent has access to the computer and thus can
perform a much more detailed analysis. Once scans have been completed they must be carefully
reviewed and triage must be performed to determine which identified vulnerabilities have the
highest criticality priorities that should be immediately addressed. Based on a number of factors,
including information such as the Common Vulnerability Scoring System (CVSS [4]),
vulnerability management tools will attempt to score identified vulnerabilities and prioritize
them to assist organizations in this critical triaging process.
Vulnerability management is a continual, never ending process, as new software flaws will
invariably be identified and corrected. Organizations devoting significant resources to
addressing software vulnerabilities can substantially enhance their cybersecurity defense posture
of their telemetry analysis endpoints.

Endpoint Detection and Response
The last line of defense for the telemetry analysis endpoint is the End Point Detection and
Response (EDR) [5] cybersecurity tool. These applications seek to identify and block/quarantine
threats that may have slipped through other deployed cyber defenses, as well as attempt to
remediate in order to restore the endpoint device to a safe and functioning state. In the early
years of cybersecurity these tools were primarily virus scanners—they would create hashes
(unique code dependent on processing all bits making up a file) of all files on a computer and
compare them to a list of known malware hashes. As time has gone by the sophistication of
cyber criminals has grown and now so called Zero Day or Advanced Persistent Threats (APT)
attacks are prevalent. Detection of these higher order threats is very difficult. Vendors leverage
Artificial Intelligence (AI), behavioral analytics and other heuristic and proprietary analytics
techniques to attempt to both detect advanced threats and offer automated remediation strategies.
A good EDR tool does both standard virus checking and has capability to detect APTs.

When EDR tools identify suspicious software they have never encountered before, they may
download it to the vendor environment and perform further analysis. This action can be of
concern to the company doing telemetry analysis because in this process company sensitive
information might also be conveyed to the EDR vendor (or worse yet to a vendor’s contracted
surrogate doing the analysis for them)! Organizations are urged to carefully review EDR vendor
policies with respect to suspicious binary analysis and make sure their intellectual property or
telemetry analysis is not at undo risk of disclosure.
As the category name of this class of cybersecurity application suggests, endpoint detection tools
can also initiate automated response actions. For instance, upon detection of suspicious activity,
it may choose to take the computer offline, effectively quarantining the computer. Or upon
identifying suspicious software that has not yet already executed, EDR software may attempt to
execute the code in a “sandbox” environment where it may observe what the software attempts
to do, without fear of damaging the organization IT environment. These automated or semiautomated response actions can be very useful in ensuring that an initial single comprised
telemetry workstation does not lead to compromise of the entire organization!

Security Information Event Management
Security Information and Event Management (SIEM) tools collect and correlate events from
cybersecurity tools (e.g. vulnerability management, application control, endpoint detection and
response, etc.) enabling cybersecurity personnel to more quickly identify potential Indicators of
Compromise (IOC) within an organization. Such systems not only collect and aggregate critical
system events for potential later in depth examination (should threats be subsequently identified),
but facilitate real-time event correlation and rule processing on the event data to quickly identify
suspicious activity that can be then be further investigated.
Important characteristics of SIEM systems involve their native Event Per Second (EPS)
throughput and storage capabilities of their event collector elements. Additionally, their
capabilities for quickly establishing dashboards to present and depict correlated event
occurrences are also critical. Response times of complex database queries are also very vital as
these can span tens of terabytes of data at a time. Finally, it is very desirable for SIEM systems
to have a vast library of pre-configured software that allow it to ingest and process well known
vendor cybersecurity tool events. Typically SIEM tools rely on discrete agents to forward event
information to its collector sub-systems—although it is also very common for syslog forwarding
to be employed for network type devices (e.g. firewalls, domain controllers, etc.)

Additional Germane Controls
Cybersecurity tools are always most effective when deployed in a layered fashion; thereby,
affording multiple opportunities for threat detection. While application control, vulnerability
management, SIEM, and endpoint detection and response are critical defense controls; there are
numerous others; some of which include the following:









MFA. Multi Factor authentication requires users to have an additional form of
verification before they can access their account. For instance, a text code may be sent to
a cell phone; whereupon, the user must input it, along with their device password, before
they are given access to their account. Thus, if just a password is compromised, the
adversary is still unable to gain access to the account.
Employ a least privileged paradigm. If privileged access is going to be provided to a user
on a system, it should be done on a least privilege basis; that is, only the privileges they
require to complete their work task should be provided to them. This will minimize
collateral impact in case an adversary somehow gains access to the privileged account.
Disk and application level encryption. Files on end user systems should be encrypted
(full disk encryption). Telemetry analysis applications should be selected that will
additionally have the capability to encrypt the elements of data it consumes and produces,
whether in a database or flat file. With these paradigms employed, sensitive analysis data
is less likely to be successfully exfiltrated, even if an adversary gains access to an end
user computer system.
Training. The importance of end user cybersecurity training cannot be overstated.
Educating end users regarding basic cybersecurity skills effectively expands the CISO
Office to include the employee base for identifying suspicious activity and not engaging
in practices that could impair organization cyber security posture. Training should be
required at least once a year; with special additional courses required for privileged users.

Additional security controls of interest are discussed in the NIST 800-53 [6] and NIST 800-171
[7] specifications.

Summary
The telemetry analyst’s endpoint workstation is a very attractive target for cyber criminals due to
the sensitive data which is processed and analyzed in those environments. Robust and layered
cybersecurity tools like application control, SIEM, EDR, and vulnerability management can
work together to protect an organization’s endpoints from compromise enabling the telemetry
analyst to have better peace of mind regarding potential attacks by aggressive threat actors.
Additional controls like encryption and MFA should also be considered. Finally, it is also
important to provide cybersecurity training on a yearly basis in order to provide the telemetry
analyst a solid framework for making rational cybersecurity risk decisions in their day to day
analysis work environments.
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ABSTRACT
This paper presents the cyber security architecture modeling of the networks supporting today’s
telemetry. The incorporation of networking features has significantly enhanced the capability
and performance of modern telemetry systems. The development of the Integrated Network
Enhanced Telemetry protocols and the use of networked telemetry applications has introduced
a host of potential cyber security risks inherent in modern networking. This paper will
investigate the best cyber security practices and present cyber security architecture for
telemetry networks. The development of this cyber security model covers different segments of
the telemetry network such as the traditional enterprise network, cloud, and SCADA networks. It
also investigates different NIST security controls for telemetry network security.
Key words: iNET, Telemetry Networks, Risk Assessment; ICS-SCADA; Network Security

1. INTRODUCTION
Components of future Networked Telemetry include network enabled instrumentation,
network enabled ground stations, mission control rooms as well as ground support equipment.
These components are considered a high-level subsystem of integrated Network Enhanced
Telemetry (iNET) [1]. iNET is portrayed as a networked telemetry data system that can provide
developmental flight tests.
In modeling a Telemetry network, we consider the ground station to comprise traditional
enterprise network and Supervisory Command and Data Acquisition (SCADA) systems. This
allows us to build on the many studies of cyber vulnerabilities in SCADA networks. SCADA
systems are one of the most widely used Industrial Control Systems (ICS) that enable controlling
1

and monitoring of process equipment on multiple sites which spread over large distances [2].
SCADA systems are cyber physical systems with communication networks interfacing the
monitoring and control system with the hardware and these could have multiple supervisory
systems, Programmable Logic Units (PLCs), Remote Terminal Units (RTUs), Human Machine
Interface (HMIs), process and control instrumentation, sensors, and actuator devices over a
large geographical area. SCADA systems make use of both new and legacy systems including
traditional information systems [3]. SCADA systems are not only as vulnerable as any other
networked computer systems, but their legacy systems create another layer of threat. Since
many of these systems have existed for decades, their cybersecurity risks are unknown and
challenging to analyze as well. These SCADA systems resemble much of the Networked
Telemetry systems. Hence, they share similar security problems.
The goal of this paper is to provide a security architecture framework for telemetry
networks for our testbed that meets the current and future requirements of network
operations. It describes and classifies the current modules and components of a telemetry
network system. It outlines the system architecture to help set a working foundation for
telemetry network system vulnerability analysis that leads to a security solution. This is our
contribution to the general Telemetry Cybersecurity community, where we capture the scope
of these networks and frame this environment. This architecture will also allow us to explore
Machine Learning and Artificial Intelligence for real time streaming of data to predict unique
patterns in traffic in telemetry networks.

2. NATURE OF TELEMETRY NETWORKS
The telemetry architecture described in this section models the telemetry network test
sites which includes an Enterprise level that follows the SCADA model Control and Field
network levels [4]. This architecture as shown in Figure 1 has two Test Sites (T&E Centers) each
of which have three SCADA levels. The Global Grid is the DoD Internet connected to both Test
Sites and the T&E Resource or Center through high-speed internet. Interfaces between two
connected sites are secure connections. There are telemetry radio links between the Test Sites
and Test Articles, which can be aircraft or ships. Those communications links are targets of
cyber threats such as denial of service on the radio network, or intrusion on the Enterprise,
Control, or Field Networks or on the Test Article.
Multiple Test and Evaluation centers can connect via the global grid. The detail of each T &
E site consists of the ICS- SCADA control room and enterprise network separated by DMZ.
Considering communication between different sites, for example, the two T & E centers can
communicate via the internet, which is secured via VPN, across the global grid. In addition a
2

joint test space can be formed from two test articles, that belong to two different T & E centers
,communicating via a reliable link.

Figure 1. General Telemetry Architecture

3. SECURITY ARCHITECTURE
The ICS reference security architecture shown in Figure 2 maps to the general telemetry
architecture in Figure 1. Although it considers a single T&E center ICS-SCADA model
telemetry network, it should be expected for other T&E centers too. The architecture
divides the network into more manageable, zone-based settings where security policies can
be applied consistently. A zone is a logical network segment with a well-defined perimeter
inside a networking system, a networking setting with a clearly defined boundary.
This open architecture inspired by secure architectures for industrial control systems
[5]. It identifies security patterns in four domains, these are access control, network
security, log management, and remote access. Figure 2 highlights mainly the network
security aspect in the different zones of the telemetry network. It focuses on security and
3

network controls to defend the network’s confidentiality, integrity, and availability from
threats. The details of Figure 2 network segments and nodes are explained in lists A–N.

Figure 2. Network Security Telemetry Architecture
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A. General network Security
Network Security applies security controls on segments or zones. The main components are
Firewalls, Network Intrusion Detection, and Prevention Systems (IDS/IPS). Firewalls filter
packets or stateful inspect network traffic that enters of leaves a network zone. These zones
are segmented based on their functionality. IDS/IPS systems should be placed at strategical
points in the network to detect and prevent attacks. These systems also will have different
attack detection and prevention capabilities due to their placement in the network and the
expected types of cyber-attacks.
B. Access Control
Users to the ICS-SCADA based telemetry network must be identified, authenticated, and
authorized to gain access to the system. Starting from the principle of least privilege, users
must be assigned different privileges based on their roles in the network.
Strong password policy, multi-factor authentication, access privilege and automated
revocation of granted accesses must be applied at different segments of the network in Figure
2. Such access control policies are access control to firewalls, IDS/IPS, Servers, Applications, and
Workstations.
C. Log Management
Telemetry networks, like the network security and access control, needs log management
systems located at different zones of the referenced architecture. Monitoring zones are parts of
the network where SIEM tools and log collection servers be placed. While Firewalls should be
equipped with firewall event logging tools, IPS/IDS are also capable of event logging for future
analysis. Logging tools at different locations of the network include server event logging,
application event logging, IDS event logging, IPS event logging, firewall event logging, remote
access event logging, and database event logging.
D. Remote access
Remote access is essential component of the Telemetry architecture referenced in Figure 2.
Normally, VPN gateways authenticate remote users to the network using different credentials
such as one-time passwords (OTP) or username and password. Further access to core elements
of the telemetry network should be granted by access servers located in the DMZ once the
users are authenticated.
Steps for remote access can be achieved using the following steps:
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1. Encrypted VPN connection between remote user or vendor and VPN gateway in the
DMZ
2. Encrypt authentication request/response between the VPN gateway and the user
authentication database
3. Encrypted connection between the remote user or vendor and the remote access server
located in the DMZ
4. Connection between the remote access server and the ICS telemetry environment
E. Layered Security
Layered security is a technology implementation technique with the goal of protecting the
entire system against threats. It was developed to compensate for the shortcomings of each
component by combining them into a single, comprehensive strategy, the whole of which is
greater than the sum of its parts. Defense in depth, on the other hand, is based on the idea that
no single set of security measures can effectively provide entire, complete protection against
attacks. Instead, technology elements of a layered security plan are seen as roadblocks that
prevent a threat from moving forward, halting, and aggravating it until it either stops posing a
threat or some other resources that are not strictly technological can be applied.
In general, Defense in depth as a layer of security includes the following layers: physical
security, identity and access, perimeter, network, computer, application, and data. Each layer
adds a layer on the data and removes the dependency on a single layer of protection.
F. Boundary Security
Security design follows from the definition of clear boundaries in software, systems, and
networks. Boundaries and associated gateway management enable design, analysis, and
verification of security properties. In the context of this work, we develop a set of domains
within the network, and boundaries among these domains that maintain their security
integrity. Security design follows from the constraints established by these boundaries.
G. Core Isolated by Boundary Defenses (NIST 800-82)
To safeguard the ICS from hostile cyber attackers as well as unintentional mistakes and
mishaps, boundary protection devices regulate the information flow across interconnected
security domains [6]. There is a chance that information transfers between systems
representing several security domains with various security policies will break one or more of
the domain security policies. Boundary protection devices are essential parts of architectural
designs that implement particular security standards. Businesses can separate ICS and business
system components that are engaged in various missions or business operations. The ability to
install higher degrees of protection for a particular system components is also made possible by
6

this isolation, which restricts unauthorized information flows among system components. The
capacity to strengthen individual component protection and more effectively control
information flows between system components is provided by border protection techniques.
Gateways, routers, firewalls, guards, network-based malware analysis and virtualization
systems, intrusion detection systems (both host-based and network-based), encrypted tunnels,
controlled interfaces, mail gateways, and unidirectional gateways are examples of boundary
protection controls (e.g., data diodes). Boundary protection devices look at the data or related
metadata to evaluate whether data transfer is allowed.
H. Core isolated by Policies Constraints (NIST 800-82)
Any SCADA system must have a set of security policies defined. Through a series of audit
procedures, these regulations aid in enforcing the security and reliability standards of a SCADA
system. The security policies have a very broad scope; they specify what activities can be
carried out by a logical (such as a communication subsystems element) and a physical (such as
an operator) element, as well as the procedures to be followed during maintenance operations
and incident managements.
It is advised to use general security control standards for information systems, such as NIST
800-53 [7], when developing a security policy. Despite this, the unique demands of SCADA
systems (such as high availability, reliability, and reaction time) need for a set of regulations and
guidelines that are tailored to the situation. Existing standards have been expanded for them,
such as the NIST 800-82 [6], which defines a variety of security policy schemes in the academic
setting [8].
I. Boundary Networks (NIST 20 critical controls)
These are controls that are included in hardware and software elements that reside at the
boundary between the inside and the outside network. These are the classical security
mechanisms such as firewalls and isolate the inside network from the outside internet. These
boundary capabilities collectively satisfy the controls in [7]. Note that these controls may map
into several mechanisms that might be configured in numerous ways. The proposed
architecture that follows is a preferred ways to execute these controls. These include controls
5, 10, 11,12, 13, 17, and 19.
J. Boundary Security Elements
This is a boundary network which separates internal functions and elements from the
outside internet users. This will typically host a DMZ, outside service web servers, outside mail
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servers and proxy servers. Boundary security devices such as firewalls and intrusion detection
systems are normally part of the boundary network.
K. VLAN structures
VLANs are painful to manage but necessary. On the network hardware end of things, SCADA
networks should be on separate Subnets/VLANs from the rest of any business network. If
possible, airgap those networks. If not, use appropriate security appliances like a FortiGate for
firewall rules, IPS, and any other appropriate protocol inspection like AV scanning. Lock down
traffic to only necessary ports to necessary destinations. This requires a deep understanding of
the network devices. While a security appliance can operate at the perimeter, it is even better if
implemented at the core for more network visibility.
Generally, each process has a single PLC and had full of Ethernet/IP devices that talk only
with that PLC including machine HMIs. Any PLC-to-PLC traffic goes though the firewall for
inspection. SCADA operator stations (not machine HMIs), SCADA servers, internal engineering
stations, outside vendor engineering stations, switch MGT, firewall MGT, server MGT must be
on separate VLANs/Subnets.
L. Security Manager (Isolated core protected Structure)
All devices should have proper syslog and/or SNMP traps setup for logging unless some
other telemetry system is available. Logging should go to a SIEM system tuned for that
environment [9].
M. Administrative/Business Networks Sandwiched between Boundary and Core
Like the monitoring zones in the manufacturing zone and enterprise zones, a monitoring
zone could be added for devices in Level 0 &1.
N. Zero-Trust Segmentation
Zero Trust segmentation based on Purdue Enterprise Reference Architecture has several
challenges. Production/System runtime requirements, protecting Legacy systems, controlling
access to production networks from enterprise, necessary skill set resides in different
department, complying with regulations, and cost to implement are some of the key
challenges.
The segments of the PERA can be placed as Segment1: Level 0 & 1 (process and intelligent
devices), Segment 2: Level 2 (Control Systems), Segment 3: Level 3 (Manufacturing Operations
Systems), Segment 4: Level 3.5 (DMZ), and Segment 5: Level 4 (Business Logistics/Enterprise
Services).
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Segments are isolated by gateways that are equipped with access control, firewall, threat
prevention systems, content filtering, encryption/ decryption capabilities, packet forwarding,
and activity monitoring tools.
In addition, each device gets its own certificate and should only trust other devices with
certs handed out by the trusted CA. All communications should be secured by client and server
cert checking and only allow encrypted comms where the certs check out. Any other traffic
should be dropped by the device. DNS should even be over TLS if available. The exception
should be ICMP protocols like ping.

4. CONCLUSIONS
We have identified and described diverse security and management procedures in the ICSSCADA telemetry networks and access controls, identifying important necessities, such as:
specification of standards, security policies, roles and responsibilities, and design and
implementation of secure telemetry network architectures.
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ABSTRACT
This paper describes an Unmanned Ground Vehicle (UGV) system designed to navigate and map
unfamiliar high interference and wireless obstructing environments. The UGV utilizes LiDAR for
local area mapping, a camera for video feed, and houses a node deployment mechanism.
The nodes deployed are self-sufficient, low-cost, AA battery-powered, seamlessly connect over
RF for data transmission, and integrate a Passive Infrared (PIR) sensor for proximity awareness.
Each node is controlled by the Nordic nRF52840 System-on-Chip (SoC) with a mounted Qorvo
DWM3000 Ultra-Wideband (UWB) wireless module. The half-duplex DWM3000 was released
by Qorvo in 2020 and has the potential to be used for various mobile, consumer, and industrial
applications given its size and low power usage.
The remote interface displays the video feed from the UGV, a local view of the mapped area,
a larger view of the entire mapped area, and a catalog of all PIR sensor information. The most
challenging aspect of implementation is seamless node data transmission. The half-duplex nature
of the communication introduces the traditional hidden and exposed terminal problems, requiring
some coordination between the nodes’ transmission and reception periods.
INTRODUCTION
Remote control of UGVs or other robots over wireless is seldom uninterrupted, especially in high
interference or obstructive environments. Particularly within dense buildings, there is seemingly
no solution for perpetual connectivity other than a wired signal. Inspiration can be taken from
home wireless internet signal boosters where the extended connection range comes at little cost to
performance.
1

To enable a continuous wireless connection in obstructive environments, we designed deployable UWB RF nodes that connect for seamless communication through a node network. When
deployed, the nodes create a network that links the UGV to the Remote Station. Through this link,
the UGV transmits image and LiDAR map data to the Remote Station, and movement control is
transmitted back to the UGV, including the signal to deploy new nodes. Data transmission over
our UWB nodes is half-duplex, so we designed a transmission protocol for sending such data as
quickly and reliably as possible given our limitations.
PROJECT OVERVIEW
Our project consists of three primary systems which all connect wirelessly: the UGV, the Node
Array, and the Remote Station.
The UGV, which is a modified AION R1 UGV Rover, is equipped with a RPLiDAR A1 module,
an infra-red NV camera, a Nordic nRF52840 (NRF) [1] with a connected DWM3000 (DWM) [2],
a servo controlled node deployment mechanism, and a Roboclaw drive controller. All processes
are self-contained as Robot Operating System (ROS) nodes, and interact with each other with ROS
messages where necessary. ROS core runs on the onboard Nvidia Jetson TX2.
Whenever there is communication between the UGV and Remote Station, it is carried through
a chain of nodes deployed by the UGV. Each node consists of a PIR sensor and a custom 4 layer
PCB. PCB dimensions are 63mm by 68mm, making nodes small and portable. Key components
of the PCB are the mounted DWM and the NRF MCU.
The Remote Station uses a Nordic NRF with a connected DWM to receive messages from
the node array. It displays the camera and LiDAR map images received by the UGV. To direct
the UGV movements and actions, a USB connected controller is used. Similar to the UGV, all
processes are self-contained as ROS nodes, and a second ROS core runs on the Remote Station.

Figure 1: System Block Diagram.

ULTRA-WIDEBAND COMMUNICATION
Ultra-Wideband (UWB) communication is explored as a possible solution to fast and reliable communication with our UGV. UWB is radio communication that works through narrow RF impulses
2

Figure 2: Systems with Nodes Deployed.

as opposed to amplitude or frequency modulation with a more traditional sinusoidal shape. The
frequency range is 3.1 GHz to 10.6 GHz, including a sub 1 GHz frequency. The channel bandwidth
is at minimum 500 MHz and capable of up to 1.3 GHz [3].
For the purposes of this project, we are interested in the high data rate, low power consumption,
and low cost of UWB [4]. Our module supports data rates from 850 Kbps to 6.8 Mbps, which is
sufficient to transmit map data and compressed images, but is only a fraction of the standard’s
maximum possible data rate. For example, Multi-band OFDM with UWB supports rates up to 480
Mbps, and can reach the Gbps range when combined with multi-level modulation techniques [5].
The low power aspect of UWB was desirable due to our system utilizing two AA batteries and
requiring significant runtime. As the nodes were planned to be deployed and not retrieved, a low
cost technology was necessary.
ROS DATA TRANSMISSION OPTIMIZATION ON UGV AND REMOTE STATION
The primary consideration made during implementation of Robot Operating System (ROS) on
both the UGV and Remote Station was simplicity of design and compactness of network messages. These are conflicting goals, because increased project simplicity means less possibility of
compacting features. However, as ROS abstracts processes to simple input and output messages,
the requirement for simple data transmission is achieved despite the implementation of data optimization and other features.
Evident by the project setup, it is required that the following information be sent over the
network: Camera stream, LiDAR data for mapping, UGV control data, Node deployment and
initialization requests, and PIR sensor data. All of these data types can be condensed into two
different ROS message types: CompressedImage of size less than 3kb, and a StampedTwist
of negligible size.
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Figure 3: Remote Station Display.

A.

UGV to Remote Station

Camera streams and LiDAR map data are both heavy transmissions sent from the UGV. The former
being a large muti-dimensional array of RGB pixels, and the latter a volume of laser scans collected
by the sensor. The transmission of this data at significant rates is not possible given the DWM
module speed. However, with some tweaks to the way these messages are sent, it is possible to
reduce transmission sizes to a fraction of the naı̈ve implementation and increase project simplicity.
As the UGV is equipped with an Nvidia TX2, there is significant processing power which
can be utilized to offload work from the remote station and complete in the field. Full-resolution
camera usb_cam images can first be taken and reduced in size, leveraging pixel averaging. Image compression can then be applied with the compressed image transport republisher to get
the CompressedImage message type, reducing the message to a fraction of original byte size,
shown in figure 4. Data can be further compacted with the removal of header information from
the CompressedImage message to get the raw uint8 array for transmission, then serialized
and sent on the node network. With these modifications the final camera image, shown in figure 3,
takes a size of less than 3kb compared to the initial 100kb.
The LiDAR pipeline starts with scan data from rplidarNode, which is directionally filtered,
and passed to the Hector SLAM algorithm for mapping and localization. Instead of sending this
map over the network for rendering on the Remote Station, rendering be performed on the UGV.
Rendering is finalized with the map_to_image_node, which also uses the pose, or position,
of the UGV in the map to acquire the local map. Similar to the camera image, this map image
can be compressed to the CompressedImage message type and stripped, meaning a final size
of less than 1kb. This pipeline is shown in figure 4.
Sending the entire map is costly for the network, so during movement operation the compressed
tile map is sent, whcih is a small area around the pose of the UGV. During node deployment
4

Figure 4: RQT Graph on UGV.

the UGV is stationary, so the entire full map is sent, which is also a CompressedImage. The
pose of the UGV is converted to image space on topic adjusted_pose and sent during all
tile and full map transmissions, so that the Remote Station can show the UGV on the full
map and all the deployed node/PIR sensor locations during movement operation.
As the PIR sensor data needs to move in the same direction of the images, this information can
be appended to the serialized CompressedImage as raw uint8 bytes during transmission, and
unpacked on the remote station as a string of bytes. When unpacked, this sensor data is displayed
in the UGV Status window. It also updates all of the the PIR locations on the full map with a
colored indicator of activation, such that the Remote Station operator can visualize where the PIR
sensors are being triggered.
B.

Remote Station to UGV

UGV control and node deployment are non-trivial processes on the UGV, but they can be simplified
to a single message over the network.
The UGV drive system was modified to remove a GPS signal requirement with the consideration of our intended environment, and is controlled directly with the Nvidia TX2 over serial
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Figure 5: RQT Graph on Remote Station.

with the abstraction of a Twist message. This message which contains a linear and angular
vector with float values in three dimensions, commonly used for robot control. Similar to the
CompressedImage, there is great versatility in the way the Twist can be used.
Node deployment requires servo motion on the UGV and a broadcast of activation to other
nodes, but this process can be handled on the UGV given an activation flag. The message type
TwistStamped can be utilized, which adds a customizable header to the Twist message for
this flag, and split post-arrival. With less than a single frame of 64 bytes, this package contains the
data necessary to vary the speed of the UGV and indicate initiation of sub-processes when a node
is needed to be delivered. This pipeline is shown on both figure 4 and 5.
HARDWARE
The development board nRF52840-DK was chosen as the embedded microcontroller works well
for wireless IoT applications due to its low-power operation and support of Bluetooth 5 [6, 7, 8].
The NRF-DK has connectors with the Arduino Uno Revision 3 standard, which is compatible with
many third-party shields [7], meaning no hardware modifications are required to interface with the
DWM.

6

Figure 6: Printed Circuit Board.

Printed Circuit Board
The addition of the DWM300-EV module to the NRF-DK constitutes a node size too large when
considering the deployment of many nodes by the robot, so we designed our portable nodes based
on the NRF-DK. The original development kit consists of two MCUs: an NRF MCU and an
interface MCU for programming and debugging. Due to the shortage of the interface MCU, we
removed the programming chip and kept the debug port for software installation. We used an
external NRF-DK board as a debug probe to load software onto our nodes. Our node was also
designed to be powered by either USB or an external battery. It has a 3V buck regulator and a 5V
boost regulator, and it can take input from 1.7V to 5.5V. The DWM chip is mounted on our PCB,
and it interfaces with our MCU through SPI. Additionally, we have 3 dedicated GPIO pins for the
proximity infrared sensor.
COMMUNICATION PROTOCOL
With UWB communication being wireless and half-duplex, it was challenging to coordinate the
nodes’ TX and RX phases. Since reliability is a desired trait for this project, we created a protocol
that employs acknowledgements and re-transmissions to achieve this reliability.
Our protocol, appropriately named the ‘double-ack protocol’, uses two ACK statements to coordinate the sending and receiving of data. The consideration was data transmission in a unidirectional sense; when data is transmitted to the relay node, the relay node responds with an
acknowledgement upon successful reception. The relay node can pass data to the next node, which
will also send back the first ACK. Knowing that the message was transmitted successfully, the relay
node can send the first node a second ACK. This second ACK signals to the node that it can send
the next part of the message. In summary, the the first ACK signals the successful reception of data
and can trigger the transmission of the second ACK, which indicates that data transmission can
continue. To support bidirectional data transmission, RTS and CTS were added. When a CTS is
received at the relay nodes, the nodes set the direction of transmission.
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Figure 7: Double ACK Protocol Timing Diagram.

The primary benefit of the protocol is that multiple portions of the node network can TX and
RX independently, creating a pattern of cascading transmission. In early stages of protocol development, the concern with using a single ACK was the delay of propagation through a large node
network before sending the next message. If acknowledgements were sent between the nodes, the
node would still have to wait for a period of time in order to ensure that the next node is listening
for a transmission. With a second ACK, the node is informed when the next node is ready for data.
Something to consider when using the protocol is the overhead that comes with using two ACKs
per frame. Because of this, a larger data payload is recommended to reduce the relative overhead.
DATA RATE
With the combined improvements in efficiency to the data transmission of images and transmission
protocol program, we have achieved a range of 1 to 3 frames per second of camera images on the
Remote Station. The tile mapping images and control data are much smaller than the standard
camera image, meaning our round trip time ranges from 0.3 to 1 second depending on number of
nodes deployed. As the UGV moves slowly for Hector SLAM mapping and reliability purposes,
this frame-rate is suitable for our purposes in the intended environment. Additionally, movement
commands from the Remote Station to the UGV are almost instantaneous due to insignificant size,
therefore there is high responsiveness of motors.
CONCLUSION
This paper discussed the implementation of remote UGV control with deployable UWB nodes with
the goal of fast and reliable data transmission. In our efforts to coordinate half-duplex communication, we have designed a functioning transmission protocol. Our project shows that such a system
is possible and functional. There could be significant improvement made to the implementation of
node networking and data optimization to further improve data rate and application speed.
UWB was defined by the FCC in 2002 [3] has been utilized in military applications. Recently,
UWB has gained attention from the community and corporations have come together to research
and develop UWB, seeing its potential in communication, security, and location-based services.
This project explores a fraction of UWB’s potential usage and functionalities.
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RESOURCES
Nordic Serial and Decawave Communication Controller
https://github.com/eric334/nrf_com_controller
UGV ROS Catkin Workspace
https://github.com/eric334/robot_ws
Remote Station ROS Catkin Workspace
https://github.com/eric334/remote_ws
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ABSTRACT
Kawasaki Heavy Industries, Ltd. (KHI) has been authorized to use S-band IP Transceivers since
2014 in Japan. We presented the results of the performance test using a helicopter at ITC2016
and ITC2018. We have been conducted 4K video transmission tests using iNET RF network
since 2019.
KEYWORDS
iNET, RF Network, IP Transceiver, 4K video, SRT
INTRODUCTION
Kawasaki Heavy Industries, Ltd. (KHI) has been testing a two-way communication system using
iNET since 2014. We believe that our system will be useful not only for flight tests but also for
search and rescue operations during disasters. For this reason, we are currently working on
incorporating a high-definition video transmission function into our system. Since video
transmission requires a large bandwidth, we have adopted H.265 compression and SRT (Secure
Reliable Transport) for our system. Using this system, we succeeded in transmitting 4K video
from the aircraft (our company-owned helicopter, BK117) to the ground facilities last year. In
this paper, we describe the system configuration and the test results.
TEST OBJECTIVES
KHI conducted two-way communication tests for transmitting 4K video from the aircraft to the
ground facilities.
Specifically, we aimed to demonstrate and confirm the following capabilities.
 Real-time transmission of 4K video.
 Effectiveness of SRT for stabilizing video transmission.

1

TEST SETUP
System configuration
The system configuration is shown in Figure 1.
The main component is the video transmission system which includes an IP transceiver, an
Ethernet switch, a SRT video encoder and other devices. These devices are contained in a
removable case to be installed in the aircraft easily.
The IP transceiver acts as if it is long-range Wi-Fi. The SRT video encoder is used for
compressing and encoding videos for Ethernet. SRT stands for Secure Reliable Transport, which
is a protocol for video transmission and has the advantages of both UDP and TCP.
System Installation
The system installation is shown in Figure 2.
The system was installed temporarily in our company-owned helicopter, Kawasaki BK117. The
front row of seats were removed for installing the video transmission system. The telemetry
antenna was installed on the multi-purpose step. The GPS antenna was installed at the hand grip
of co-pilot’s seat. The utility power source (28V) was used for power supply for the system.

Video Transmission System
Video Camera
(Portable)

Video Encoder

Tablet PC

Ethernet SW

GPS ANT.

IP Transceiver

Utility Power (28V)
TLM ANT.

GPS ANT.

Ground facilities
IP
Transceiver

Control PC

Ethernet SW

Video Decoder
Display

Figure 1. System Configuration
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Video Transmission System

GPS Antenna

Kawasaki BK117
Telemetry Antenna

Figure 2. System Installation
Test Settings
The IP transceiver and the video encoder were set as follows.
IP transceiver: Curtiss Write Corporation’s nXCVR-2130A
・Modulation: QPSK2/3*
*This enables the transmission rate to be about 10Mbps in the range of 100km according to our
research presented in ITC2018.
Video encoder: Haivision’s Makito X4 Rugged
・Video Resolution: 4K, Full-HD
・Bit rate: 6Mbps*
*This must be less than 10Mbps which can be enabled with QPSK2/3.
・Compression: H.265
・Protocol: SRT, UDP
・Latency: 1 to 5 sec*
*SRT needs certain time for stable transmission.
Test Location
The test location is shown in Figure 3. The flight tests were conducted 30 to 40 km away from
the ground facilities in our company in Gifu prefecture.
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Ground Facilities (KHI)
source: https://maps.gsi.go.jp/

Test Area

Nagoya

Chubu Centrair
International Air Port

source: https://maps.gsi.go.jp/

Aircraft (Kawasaki BK117)

Test Area

Ground Facilities

Figure 3. Test Location
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TEST RESULTS
4K Video Real-Time Transmission Test
We shot 4K videos though the aircraft window and sent them to the ground facilities where we
monitored the transmitted videos on the display in real-time.
The test result is shown in Figure 4. The picture is a snapshot from the recorded video of the
display.

Figure 4. The transmitted 4K video
Demonstration Test of SRT under iNET RF Network
We conducted some cases to confirm the abilities of SRT where we compared the SRT
transmitted videos with the UDP transmitted videos.
The typical test result is shown in Figure 4. These pictures are snapshots from the recorded
transmission videos on the ground.
They were shot from the almost same point, and both packet error rates were 1 to 2 %. So, it is
conceivable that each RF environment was almost the same condition. In this same condition, the
UDP transmitted video has distortion (Fig 4(b)), while the SRT transmitted video has no
distortion (Fig 4(a)).This result shows that SRT is effective for transmitting videos under unstable
RF environment.
We examined the test results in terms of how much packet error rate can be acceptable for
transmitting clear video under unstable RF environment. The typical difference by packet error
rate is shown in Figure 6, and the analysis results are as follows.
・packet error rate:0～2%：no distortion (even if packet error continues)
・packet error rate:2～8%：no distortion (unless packet error continue)
・packet error rate:8～14%: some degree of distortion (increases gradually)
・packet error rate:>14%: full of distortion
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(a) UDP (packet error rate 1～2%)

(b) SRT (packet error rate: 1～2%)
Figure 5. The effectiveness of SRT
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(a) Packet error rate: 5%
Distortion (block noise)

(b) Packet error rate: 10%

(c) Packet error rate: 15%
Figure 6. Difference by packet error rate
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CONCLUSIONS
 We succeeded in transmitting 4K video in real-time in the range of 30 to 40km.
(According to our study in 2018, it should be possible in the range of 100km.)
 We demonstrated that SRT is effective for video transmission under unstable RF
environment.
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ABSTRACT

This paper provides an overview of a system developed to meet the needs of telemetry systems
for use in university-designed sounding rockets. The telemetry and command system operates
over a full-duplex 900 MHz link at altitudes up to 100 km, the typical max altitude achieved by
university sounding rockets, using a lower data rate than the down-link for a reliable command
up-link. As these missions become more prolific and with increasingly valuable payloads, without
an increase in budget, there is a growing need for such data systems that are at the typical cost
of hobbyist level rockets. This project is the development of a system that reduces mission risk
by downloading health and sensor data in real-time, increases operator safety and redundancy by
providing the ability to trigger an immediate abort option to save the vehicle, and improves system
feedback through a software package that displays and analyzes the flight data, in real-time, to the
operators at the ground station.
2

INTRODUCTION

This paper details a complete end-to-end system capable of processing data onboard a sounding rocket, transmitting the data down to the ground systems, and receiving commands from the
ground station. The design should be capable of transmitting sensor data collected onboard the
rocket and receiving commands from the ground. The ground system also functions as a complete
radio system that can point a high gain antenna towards the rocket, process received data, and
transmit ground-based commands from a station operator. This paper details some of the technical decision-making and legal requirements that must be followed to operate a wireless telemetry
system properly. This paper also discusses technical limitations and trade-offs of the project.
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There is a need for a wireless communication system capable of relaying telemetry data throughout all points of a suborbital rocket flight. Many telemetry solutions utilized by university level
rocketry teams have been commercial off-the-shelf (COTS) products designed for amateur rocketry hobbyists. While adequate for smaller personal rocket designs, these products have proven
insufficient as rockets increase in power and complexity.
This system makes retrieval of additional scientific data obtained by these sub-orbital flights possible. The missions conducted by amateur rockets are occasionally prone to catastrophic failure
where all collected scientific data is lost. This project increases the chance of successful data retrieval by enabling data to be transmitted down to the ground and recovered while the vehicle is in
flight. The payloads aboard these rockets often require either the micro-gravity environment or a
high acceleration environment that can only be generated accurately onboard these rockets.
Almost all COTS systems operating in the United States are limited by FCC regulations part 15.
Since the manufacturer of these systems cannot know whether the end-user is adequately licensed,
the system power must be limited so as not to violate government regulations. This limitation
typically restricts COTS systems to no more than ten milliwatts of power. To overcome this power
limitation, significantly higher gain antennas than is practical would be required. However, since
this systems is designed with the assumption that the operator holds the appropriate amateur radio
license, this project is not limited by typical power and data rate limitations.
The primary benefit of this project is the creation of a customizable radio transmission system
where they can control data packet content, transmission rate, and transmission protocol. This
allows the radio system to perform no matter the circumstances of the launch, and the system
operator is no longer be constrained by COTS options. A custom system allows the telemetry unit
to change and evolve as the requirements of the customer change.
3
A.

METHODOLOGY

MAJOR PROJECT REQUIREMENTS

The onboard telemetry system needs to be capable of operating in full duplex to prevent critical
up-link commands from being missed. The signal flow path is seen in Fig. 1 was developed to
support this. This allows the system to operate in a full-duplex configuration where the transmit
and receive paths are independent.
The primary design and modeling for this project was mainly done in MATLAB™. This allowed
for a complete characterization of the wireless channel to allow the project to both derive and
validate system-level requirements. Data from previous flights was used to establish a baseline for
what a suborbital vehicle might experience in flight.
As the vehicle accelerates off the pad, there is a significant shift in the center frequency seen by the
ground station due to Doppler effects. To compensate for this shift, the signal is fed into the Digital
Phase Locked Loop (DPLL), and then the receiver center frequency is adjusted accordingly. The
maximum amount of Doppler shift that the vehicle experiences in flight can be known at design
2

Figure 1: Onboard Signal Flow of RF Signal.

time, and then a requirement for Doppler shift tracking can be established [1]. To characterize
the dynamics experienced in flight, the Doppler dynamics and frequency shifts have been studied
and modeled. The studies describe flight dynamics summarized in Fig. 2. To minimize the noise
introduced by phase errors, the Doppler shift must be constantly tracked by the receiver, and the
carrier frequency should be adjusted accordingly. Ideally, the total phase noise would be kept below
two degrees so that the phase noise does not prevent the signal from being correctly decoded.

Figure 2: Model of Expected Channel Characteristics.

To comply with FCC frequency allocation restrictions, all channels in this system must fall within
the predefined amateur radio band. The system operates several MHz away from the band edges to
ensure that no signal component leaves this allocated band. The signals must also be separated as
much as possible to avoid inter-channel interference. To meet these two conflicting requirements
as best as possible, the channels have been placed in the 900 MHz ISM band.
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B.

DESIGN AND FABRICATION

There are three major components to the ground station hardware equipment: the ground antenna,
the ground station receiver, and the ground computer. The ground station receiver is the PlutoSDR
[2] and interface via USB to the ground station computer. The ground station antenna is connected
via an SMA connector and standard coaxial cable. This forms the necessary signal path for the
up-link and down-link. It is required to ensure all connections are solid to ensure a proper RF
signal strength.
The ground station utilizes a PlutoSDR since the ground station has access to a more standard computer interface [3]. This allows for simplicity on the ground side while still meeting the system’s
requirements and maintaining peak performance at a cost-effective level.
The ground station also utilizes a high gain gimbaled antenna to function with the ground station
transceiver. This antenna uses a parabolic dish design to meet the gain requirements of the link
budget. Since the system noise temperature was assumed to be approximately 300K, an antenna
with a gain of at least 9 dBi is be needed. This gain allows for appropriate subversion of noise introduced by high noise temperature while minimizing the losses from pointing inaccuracies caused
by extremely low antenna beam-width.
The main telemetry board, interconnected with any other avionics modules, is responsible for
nominal signal flow and data processing while in flight. Data is received from the other modules
via two system buses, one SPI and one I2C. This includes telemetry data from any onboard sensors,
an I2C command bus for issuing commands to other modules, programming, debugging lines, and
hardware interrupt lines for issuing a chute deployment command. The onboard micro-controller
utilizes separate SPI buses between the transmitter and receiver chips.
The board is also responsible for managing two unique signal flow paths simultaneously to allow
for the required full-duplex communication while minimizing interference from both internal and
external sources. Since the signals on the board are mission-critical, especially the abort command, a ground rail system was implemented to reduce potential RF interference and ensure clear
reception of commands from the ground station. Past projects have implemented this technology
to achieve a similar result [4]. To account for this, the board was designed into separate areas. The
area around the micro-controller was dedicated to high-speed signals and data processing. The
area for the RF components was designed to minimize interference both generated and induced.
The RX and TX signal paths were controlled impedance traces shielded from the rest of the board
and each other by via fences.
The packet format for both the up-link and down-link are identical. This packet format allows
flexibility and performance by ensuring that each packet is correctly identified and checked. The
details of the implementation of this packet can be seen in Fig. 3. This table should be used as a
reference for any attempts to decode the physical layer implementation of this system.
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Figure 3: Packet Format Used for Data Transmission.
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RESULTS

Tests and simulations have shown that the system methodology was valid for the data rates needed
by this project. Tests were also performed that mimicked the received power levels that the real
system would see to test the sensitivity of the receiver. These tests showed that the receiver could
properly decode a packet even at the SNR levels that would be experienced in flight. A model of
the final circuit board can be seen in Fig. 4.

Figure 4: Render of Final PCB Design.

A significant issue of physical implementation is the synchronization between the transmitter and
receiver clocks. It is then possible for the receiver to be slightly out of phase with the transmitter
and sample the incoming signal while the transmitter is transitioning between the two dominant
5

frequencies. The results of this bit-level synchronization can be seen in Fig. 5. This figure also
illustrates how this synchronization can be corrected for.
Increasing the frequency of bit transitions from the transmitter would also be appropriate. A simple Non-Return to Zero Level (NRZ-L) encoding scheme has a maximum of one transition per
bit. This does not give the receiver very much information to work off and can cause difficulty
in synchronization. It would be better if the transmitter operated off an encoding scheme such as
Manchester encoding, where there are always at least two transitions per bit. This gives the receiver much more information to use when attempting to synchronize its clock to the transmitter.
However, using a higher transition rate encoding scheme inevitably increases the bandwidth used
by the channel. Due to this increase in bandwidth and the high Doppler noise environment that
this project is designed for, the NRZ encoding scheme was chosen to minimize noise let into the
channel by excess bandwidth usage [5].
The solution to this problem is to increase the sampling rate of the receiver to a value greater than
that of the transmitter and implement a DPLL. This causes the receiver to have more information
about the incoming signal and adjust its clock appropriately as the incoming signal drifts in and
out of phase. The DPLL is responsible for cycling through the received samples and determining
which sample is the most likely to be the beginning of a transmitted bit. Once this sample has been
identified, all previous samples are disregarded, and the demodulation can begin.

Figure 5: PLL Bit Synchronization.

To help discern the value of the incoming bit and achieve the required BER, appropriate spacing of
the sub-carriers must be obtained. By spacing the sub-carriers at half the data rate of the channel,
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phase discrepancies can be avoided, and a minimum bandwidth can be achieved. It is also necessary to shift the carrier up in frequency so that the sub-carriers are not harmonic multiples of each
other. These data frequencies and sub-carriers can be seen in Fig. 6.

Figure 6: Channel Spectrum before and after mixer circuit in physical channel.

Many amateur rockets are constructed from carbon fiber, a material that interferes with RF propagation. The external patch antennas were designed to work around this restriction by being placed
conformally on the vehicle’s outer skin. This allows for optimal radiation during the flight.
Patch antennas can be viewed as an open circuit transmission line with a voltage reflection coefficient of one. This causes the voltage and current to be out of phase across the patch, where the
voltage is at its maximum on the ends of the patch, and the current is at its maximum in the center
of the patch. Fringing E-fields between the top radiating surface and the ground plane add up in
phase to produce the radiation of the microstrip antenna. The current adds up in phase on the patch
antenna but in the equal and opposite direction to the currents induced on the ground plane, which
cancels the radiation. Patch antennas are voltage radiators instead of traditional wire antennas,
which are current radiators [6, 7].
The final design of the patch antennas is a sandwich of 4 different layers. From bottom to top: the
ground surface, the dielectric substrate, radiating surface, and the outside protective coating. This
design incorporates eight radiating patches using a corporate feed where all elements are fed in
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phase. This is to increase the gain of the antenna normal to the vehicle’s surface. This preliminary
design can be seen in Fig. 7.

Figure 7: 8-Element Patch Antenna.

In a future design, an increase in downward directionality would likely be added by switching to
a linear edge-fed system instead of a corporate feed, where each element in the array is connected
to the edge of the next by a thin feed line. By feeding the elements in this way, the antenna’s
radiation pattern would behave more similarly to a Yagi-Uda antenna, where each element directs
the radiation pattern downwards towards the launch site. This antenna design is not entirely ideal
but would cause the gain of the antenna system to trend towards the ground, thus increasing the
signal reception by the ground station during the vehicle’s ascent. However, during other phases of
the vehicle flight the vehicle’s trajectory is chaotic and unpredictable to the point that any deviation
from a isotropic antenna may be less beneficial.
The software components of the ground station have been designed to run on a standard laptop
computer and is capable of connecting directly to the necessary RF equipment. Once physically
connected, the software initiates a serial connection with the SDR for both the transmit and receive
channels. Once the link has been established, the ground station interface software is responsible
for delivering the necessary commands and information to the transceiver and processing and demodulating incoming signals. The data is then be saved to the ground station computer once the
transceiver has decoded it.
The ground station interface needed to be as intuitive and user-friendly as possible as it is likely
that there is an operator who is unfamiliar with RF principles and design. To this end, the ground
station interface is designed in MATLAB App Designer to deliver the most streamlined experience
possible. The App Designer software utilizes event-based programming. This means that each
action on the interface triggers an event that must be resolved. The ground station can run a timer
to determine how frequently the transceiver should sample the channel. This way of sampling the
channel ensures that the sampling is correctly performed at each time interval and limits the total
number of symbols dropped overall. A screenshot of the ground station interface is included as
Fig. 8.
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Figure 8: Ground Station User-Interface.
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CONCLUSIONS

A full-duplex wireless communication system has been developed to meet the functional system
requirements of typical high altitude amateur rocketry projects. While other commercial options
exist, they either do not meet mission requirements, provide unneeded features, or are too expensive. This project has developed a unique system capable of operating in a mission-critical
capacity.
The system’s ability to receive data and send commands simultaneously improves mission contingency more than other products which are typically limited to a single down-link channel.
Due to significant aerodynamic effects associated with space flight, an antenna design was developed with the minimum possible aerodynamic profile. This patch antenna design allows the antennas to be placed externally to maximize signal strength while also ensuring there are no structural
compromises.
Ultimately, there are some significant limitations when it comes to the implementation of any wireless signal in physical hardware. Primarily the issue of bit synchronization and phase incoherence
has been discussed. These problems have been identified, and solutions have been proposed. Future work would investigate these issues more and address the feasibility of some of the proposed
solutions. There have also been the necessary design and communication protocols established to
ensure the proper function of the board once it has been delivered to the customer.
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ABSTRACT
This paper will explore the transfer of data through the drive system of a remotely operated rover
designed to compete in the 2022 University Rover Challenge. The system consists of six
independently controlled motors, six electronic speed controllers (ESCs), and a microcontroller.
The ESCs are based on the open-source VESC project. This is a highly adaptive approach that
allows PID speed control, battery management, regenerative braking, and a watchdog that will
cut power if certain safety measures are not met. The microcontroller has an independent serial
connection to each ESC, allowing the microcontroller to control and receive telemetry data from
each ESC without each other ESC needing to be operable. The microcontroller communicates
wirelessly with the base station over a 900 MHz radio connection using TCP. Packets follow a
custom-built protocol which allows the drive system to send and receive vital information such
as speed targets, current motor speeds, and fault states.
INTRODUCTION
The Mars Rover Design Team (MRDT) is a student design team of the Missouri University of
Science and Technology. Every year MRDT develops a rover to compete in the University Rover
Challenge (URC) in the desert of Hanksville, Utah [1]. This six-wheeled, remote controlled
device was designed to travel over the rough terrain of the desert, while constrained to the size of
1.4 meters by 1.4 meters, by 1.4 meters. During competition the rover must be able to complete
four tasks including:
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●
●
●
●

Science: Investigating field samples to determine the presence of life
Extreme Retrieval and Delivery: Transporting objects over harsh terrain
Equipment Servicing: Interacting with a service panel
Autonomy Navigation: Autonomously navigating a course [2].

Throughout each of these tasks the rover must be able to traverse rugged terrain which requires a
responsive drive system that can react quickly to inputs from the base station when the rover is
being controlled manually, as well as report important telemetry data back to the users. In
addition, due to MRDT’s design cycle of constantly replacing components with new prototypes,
the drive system has to be compatible with new changes, as well as being easily testable. This
paper will cover the design and implementation of the drive system for MRDT’s 2022 rover
Prometheus. This includes hardware components including motors, ESCs, and microcontrollers,
as well as the software used to control and communicate with this hardware.

Figure 1 - Prometheus in Utah
NETWORKING
The MRDT utilizes 3 different frequency bands to communicate with Prometheus: 900 MHz, 2.4
GHz, and 5.8 GHz. For tasks in which the rover may require a non-line-of-sight (NLOS)
connection, the rover primarily uses the 900 MHz band [3]. Because of the longer wavelength at
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this frequency, the signal is much better at rounding obstacles. This is exceedingly important
when performing tasks such as Extreme Retrieval, where the rugged terrain will create barriers
between the rover and the base station. While this penetration effect is desired at all times, the
antenna that broadcasts this signal, does so in the shape of a narrow cone, which causes
inconsistency when this 900 MHz band is used at close proximity. To work around this, 5.8 GHz
is used at ranges up to 1 km, when there aren’t large objects between the signal stacks and the
rover. MRDT uses 5.8 GHz to communicate with Prometheus when performing the Science
Mission and the Equipment Servicing Mission. This band is broadcasted effectively over a much
wider region, allowing for more consistency [3]. The use of the 5.8 GHz band also allows for
much more data to be sent than with 900 MHz due to the higher data rate. The 2.4 GHz band is
currently only being used during small-scale testing of the rover as it can be used to quickly
connect to Prometheus over 802.11 Wi-Fi, still has the capability to wrap around obstacles, and
still works well at close range [3].
To receive commands and send telemetry wirelessly, Prometheus has three on-board radios that
connect to a network switch via power over Ethernet. Every subsystem in the rover, which can
be seen in Figure 2, utilizes at least one microcontroller or microcomputer, each with a unique
static IP, to handle the sending and receiving of commands through the network switch over
ethernet. Each command Prometheus is capable of sending is packaged into the custom
packet-delivery system developed by MRDT. This system, known as RoveComm, uses different
data types, packet sizes, and even communication protocols for each command, depending on the
complexity and duties of the command [4]. In the case of the drive system, UDP is used to send
motor speeds, while TCP is used to send telemetry.
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Figure 2 - Rover Block Diagram [5]

HARDWARE
The drive system for the rover consists of six brushless DC motors, six ESCs, and a custom
driveboard. Each of the ESCs are connected to the driveboard which allows each motor to be
independently controlled from the base station. The ESCs that we used were a part of the VESC
Project [6], which provides an affordable, easy to use, open-source platform to configure the
ESCs. This platform allows for easy access to controls such as speed control, power control, and
regenerative braking.
The driveboard as seen in Figure 3 receives drive commands from the base station and then
distributes these commands to the necessary ESCs over a serial interface. This, along with all
other board functions, are handled by a Teensy 4.1 microcontroller [7]. The board is also
equipped with button controls that supply a pulse width modulation (PWM) signal to a PWM
read pin on the microcontroller which allows each motor to be driven without being connected to
the base station. This feature allows for simplified troubleshooting by allowing malfunctions to
be immediately classified as either hardware or software in nature. Another feature of the board
is a LED array which can be used to determine the connection status of each ESC at a glance.

Figure 3 - Driveboard PCB Layout [8]
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SOFTWARE
The primary function of the Teensy at the heart of the drive system is to serve as a translator for
data flowing from the base station to the VESCs. The Teensy checks continuously for a packet to
be received from RoveComm. Once a packet is received, the Teensy reads the data ID to
determine how to interpret the data (Table 1):
Data ID

Command

Description

Data
Type

Data Possible
Count Values

1000

Drive
Left/Right

Sends 2 integers from -1000 to 1000, one
for the left-side motors and one for right
side, with 1000 representing the
maximum motor speed.

int16_t

2

-1000 +1000

1001

Drive
Individual

Sends 6 integers from -1000 to 1000, one
for each wheel, with 1000 representing
the maximum motor speed.

int16_t

6

-1000 +1000

1002

Watchdog
Override

Sends 1 integer, 0 or 1, with 0 disabling
the watchdog override and 1 enabling it.

uint8_t

1

0, 1

Table 1 - RoveComm Commands [4]
If the packet received contains either a Drive Left/Right or Drive Individual command, the
packet data is extracted and scaled to the appropriate RPM values for each motor before being
stored in an array, motorTargets.
On each program cycle, regardless of whether or not a drive command was received, the Teensy
checks the override button states. If any button is pressed, the value in motorTargets
corresponding to that button is set to a configurable static value.
Next, the target speeds go through a ramp function. This ensures that the RPM of each wheel
changes at a rate below a configurable maximum to reduce shakiness for the drivers as well as
the possibility of motor damage. The function checks the difference between the value in
motorTargets and the current set RPM value, stored in the array motorSpeeds, against a
maximum rate of change multiplied by the time since the previous cycle. If the difference is
larger than the maximum allowable change, then the value in motorSpeeds is set to the current
motor RPM plus or minus the maximum change. Otherwise, the value in motorSpeeds is set to
the corresponding value in motorTargets. This is repeated for each of the 6 array elements.
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Finally, the values stored in motorSpeeds are each sent to their corresponding VESC over a serial
connection. Each VESC then uses that RPM value as the input for a PID controller that outputs
the frequency used to drive the connected motor. The motor’s RPM is then measured using the
back EMF generated in the stator, which is used as feedback for the PID controller. The VESCs
have an internal watchdog process that will stop the motor if new RPM values are not received
after a configurable period.
Telemetry data being sent back from the VESCs to the base station follows a simplified process.
Every 150ms, the Teensy sends a request to the VESCs for a measured RPM value over the serial
connection. The VESC sends back the most recent measured RPM as used in its PID feedback
loop. This value is then scaled from -1000 - +1000 and stored in an array, motorCurrent. The
values are then sent back to the base station in a single packet of 6 int16_t values [9].

CONCLUSION
Competing in the URC requires the MRDT to create a rover that is adaptable, responsive, and
safe. One of the key systems for the rover, the drive system, was designed with these concepts in
mind. The system was separated between a drive board and six ESCs in order to ensure each
motor could be controlled at will by the operators at the base station. The microcontroller on the
drive board transmits critical telemetry data which allows users to monitor the status of the
system as a whole in order to be able to make informed decisions. In the event of a disconnect
between the rover and base station the systems watchdog will automatically shut off the motors
after a set amount of time without communications. All of these features ensure that MRDT’s
rover Prometheus is able to compete effectively while also maintaining the safety of itself and
those around it.
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ABSTRACT
This paper details a science system designed for a prototype Mars rover for the purpose of
competing in the 2022 University Rover Challenge. The science system was designed to analyze
an environment and determine its ability to support life. Data from a sensor array, heater, and
absolute encoders are gathered by individual microcontrollers connected in a local, rover-side
network. Various communication standards are used to interface with these devices. This data is
transmitted over a 5.8 GHz radio link to a basestation where the data is interpreted by the rover
operators. Embedded control is also critical to rover operations as feedback loops are used to
ensure safe operation of the system.
INTRODUCTION
The Missouri S&T Mars Rover Design Team (MRDT) is a team that design, builds, and
manufactures a prototype Mars rover for the University Rover Challenge. The rovers are
designed to develop technologies required for rovers when there are humans performing
scientific testing and operations on Mars [1]. This is done through a series of missions that the
rovers must be able to perform. One of these is the “Science Mission,” where the rover must be
able to conduct on-site tests for life and be able to differentiate between extinct, extant, and no
life in a sample [2]. The mission also involves a geology-based portion where rover operators use
on-board cameras and a microscope to examine four rock types in the field. Finally, there are
three soil sample sites the rover must traverse to and take a sample to perform chemical tests.
To simulate other actions required of a rover on Mars, the University Rover Challenge also
provides tasks in “Equipment Servicing,” “Autonomous Navigation,” and “Extreme Retrieval
and Delivery.” The Equipment Servicing task requires the rover to perform operations on an
equipment system such as typing commands on a keyboard, opening a cabinet, and tightening a
screw [2]. For this task, the rover’s arm is used, shown in Figure 1, which functions through
closed loop commands interpreted by an arm board and performed by motors and a servo. The
Autonomous Navigation task requires the rover to drive between gates in a specific order by
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utilizing its navigation board rather than human input [2]. It also uses the rover’s multimedia
board to control lights required for the task. The Extreme Retrieval and Delivery task requires
the rover to drive over rough terrain, collect objects such as hand tools, gas cans, and rocks, and
deliver them to astronauts. In addition to task-specific boards, the rover features a battery
management system, a power distribution board, a drive board for controlling steering and
motion, multiple camera boards for transmitting video feed, and a gimbal board for adjusting the
servos which the cameras are attached to.
Figure 1 - Rover with Arm

BASESTATION AND SIGNALS
The Mars Rover Design Team utilizes the 900 MHz, 2.4 GHz, and 5.8 GHz amateur radio bands
during a task which requires us to use our entire signal stack. Each task mentioned above for the
University Rover Challenge requires the rover to change its configuration for more suitable
performance. The 5.8 GHz sector antenna, shown in Figure 2 and 3, was the only antenna used
during the science task due to the rover always being in line of sight of the antenna. The
consistent line of sight and the rover being within 100 m of the antenna allowed for little chance
of losing connection to the rover. The 5.8 GHz band was chosen for the science system for its
bandwidth of up to 1 Gbps needed to stream the four IP cameras used to view the system.
Telemetry received from the 2022 MRDT rover’s science system includes on-board
measurements of the gas sensors’ data which is recorded and graphed at basestation. In addition
to sending sensor data, the rover is constantly listening for commands from basestation to move
an axis of the science system, activate the heating element, or enable the UV LED to view
fluorescence of the soil samples.
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Figure 2 - Antenna Stack

The basestation consists of a workstation computer encased in a portable container with four
monitors for each of the individual applications within the main basestation application. The
science portion of the rover utilizes three of basestation’s applications being Rover Image
Display (RID), Rover Over Network (RON) and Rover Attachment Manager (RAM). The RID is
used to stream the IP cameras attached to the science system and can toggle the cameras on and
off to lower bandwidth usage if needed. The RON allows the user of basestation to view the
latency and availability of the boards in the rover. The RAM provides control of the science
system’s axis controls, activation of heating element and the distribution of water into the soil
sample test tubes.
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Figure 3 - 5.8 GHz Sector Antenna [3]

ROVER SIDE NETWORK AND COMMUNICATIONS
The rover is equipped with two radio transceivers capable of outputting to two different
antennas, one for 5.8 GHz and 900 MHz and two antennas for each of the bands to form a
MIMO system. A 2.4 GHz single radio transceiver is also on the rover however it is not used
during the science task due to the lack of needed the additional band. The rover’s distributed
architecture requires each board to communicate its information independently from other
components. This is achieved by having the microcontroller on each printed circuit board (PCB)
connected to a network switch through ethernet to communicate information to basestation. The
different modules of the rover’s sub systems have unique IP addresses to properly identify
themselves over the network. This unique addressing allows information to directly reach the
intended recipient and have them only interact with expected data packets. For example, the
science sensor board will only send sensor data to IP addresses that indicate they want to listen to
the sensor data packets. All the packets being delivered over the network are packaged in
MRDT’s custom wrapped data packet called RoveComm [4]. Each RoveComm packet is sent as
a UDP packet and is unwrapped to read the RoveComm header. The header of the packet
indicates the information of a basestation command such as command ID and command data.
This format allows rogue packets to be ignored by addresses that do not use certain commands
and make the microcontrollers on the PCBs to only act if they receive a specific RoveComm
command. MRDT utilizes UDP to ensure that the latency of the rover’s network will have
minimum effect on the rover’s moments as it always listens to the latest command.
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SCIENCE SYSTEM HARDWARE
Actuation Board
The Actuation board is designed to control the mechanical subsystems on the science analysis
suite. To interact with the soil samples, a servo actuated scoop is placed on the end effector of a
2-axis cartesian gantry. The black containers pictured in the center of Figure 4 are the soil filters
and deposit chamber for the test tubes. The black tube towards the top of figure 4 is the water
reservoir for depositing water to the soil samples using solenoids to open and close the valves.
Figure 4 - Science Gantry

This allowed the scoop to deposit a soil sample into a series of funnels that would evenly
distribute it among three test tubes for each of the three sites, one for each soil test that would be
conducted. The board also controlled nine solenoids which would toggle the flow of water
through the soil (Figure 2). This allows any organic particles to flow through a filter into the test
tube where a predetermined solution is placed. These test tubes can then be observed using a
camera placed directly behind the test tubes (Figure 3).
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Figure 5 - Camera's view of test tubes

The actuation system includes limit switches and absolute encoders to know the location of the
end effector relative to the mechanical structure of the system. The basestation operator also
knows the angle of the servo actuated scoop so that they can determine if it is fully closed. If an
obstruction such as a rock or large grains of sand or soil prevented the scoop from completely
closing, the operator would know and be able to take evasive action.
Sensors Board
This board features gas sensors for O2, CO2, NO, and CH4 levels in the atmosphere, all of which
are useful in determining habitability as well as life detection. The sensors’ 5 V analog data lines
can be properly read by the 3.3 V Teensy 4.1 microcontroller through the level shifting
MOSFETs used on the board. The Teensy also acts as a USB host device for the CH4 sensor so
that data can be sent over the native USB protocol of the sensor.
The sensor board is responsible for sending the data for the O2, CO2, Methane, and NO gas
sensors in different data formats. The O2 sensors sends the O2 concentration in a percentage and
is transferred through a float data and well as the CO 2 sensor to accurately record the data to 6
decimal places. The Methane sensor detects the parts per million of the methane in the area in
addition to the ambient temperature of the surrounding area.
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Figure 6 - Sensor Data

Heater Board
The heater board features three heating modules controlled independently by a Teensy
microcontroller through gate driven MOSFETs using the LT1910 gate driver. Each module is
connected to one of three heating blocks used to heat up nine test tubes to 100° C. The system
also utilizes three off-board temperature sensors connected to the Teensy so that the temperature
of the samples can be measured accurately and efficiently.
The heater board uses thermistor-based temperature sensors to detect the temperature of the
heating blocks. Once this temperature is measured, the board can toggle the heating blocks on
and off so that the temperature remains consistent. Not only is this desirable for the chemical
tests that require the heating block, but also prevents unsafe thermal runoff of the system. The
temperature and state of the heating blocks is sent to basestation so that the operators know what
the heating system is doing but can also manually override in the event of a fault.
SCIENCE ANALYSIS
The rover is equipped with a science system including an array of sensors and a set of soil tests
to be performed on the rover. The sensors were utilized to analyze concentrations of O2, CO2,
NO, and CH4. This data was used to assist in differentiating extant, extinct, and no life samples
as well as to provide general atmospheric and habitability information. These gases participate in
multiple key biological processes including photosynthesis, aerobic respiration [5], and the
nitrogen cycle [6], and thus can indicate the presence of life. Three soil tests were used on the
rover: Dische’s diphenylamine (DPA), propidium iodide (PI), and the biuret test. In acidic and
heated conditions, DNA is oxidized to form an aldehyde which then binds with DPA to form a
blue condensate [7]. PI binds to nucleic acids, but cannot permeate an intact cell membrane, and
thus detects the presence of dead cells, which is seen by an orange fluorescence under UV light
[8]. This allows for the differentiation of a living and dead sample. The Biuret test contains
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copper salts in an alkaline environment which forms a purple complex in the presence of two or
more peptide bonds, effectively acting to detect proteins [9].
CONCLUSION
Q efforts over the past year have resulted in a rover capable of crossing rough terrain, servicing
equipment, autonomous navigation, and scientific testing. Its science system features PCBs
dedicated to actuation, sensors, and heating which allow for soil testing and cameras which
enable the rover’s operators to identify rocks and minerals. These components allow the rover’s
users to analyze the composition of the soil and deduce whether life is present and/or possible.
Movement commands, sensor data, and camera footage are all transmitted at the 5.8GHz
frequency which allows for high bandwidth communications between the rover and the
basestation. By designing a rover to complete tasks set out by the University Rover Challenge,
MRDT’s iterative design process helps develop technologies which are directly applicable to
future operations on Mars, as well as the rest of the solar system.
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ABSTRACT
This paper proposes a wideband, dual-linear polarized, co-incident phase center Antipodal Vivaldi
Antenna (AVA) for remote sensing applications within X-Ku frequency bands. This antenna
specifically targets constrained size, weight, power, and cost (SWaP-C) applications by providing
a simple, portable, and easy to fabricate design. Existing dual-polarized AVA consist of both
coincident and non-coincident phase center elements that are electrically connected by a ground
plane, but these often contain heavy mechanical support structures. A key characteristic of the
proposed AVA is it enables lightweight design by implementing foam supporting structures while
retaining desirable performance characteristics.
INTRODUCTION
Antennas and RF front ends (RFFEs) in telemetry applications for X-Ku frequency bands benefit
from reduced size due to operating wavelengths. There are many instances of small form-factor
antenna radiators for ephemeris satellite low-earth orbit (LEO) data tracking in S-K operating
bands [1,2,3,4]. Active phased array antennas within these bands have achieved significant
maturation, but weight and fabrication continue to be limiting factors for deployment in airborne
and space constrained applications. Remote sensing arrays in these frequency bands often utilize
a traditional Vivaldi-based element, but these can impose significant weight and fabrication
challenges. The proposed co-incident phase center antipodal Vivaldi antenna (AVA) addresses
these challenges by replacing heavy ground plane materials with light weight structures in a
simplified stack up while continuing to provide dual-polarization capabilities required by telemetry
systems. Design characteristics and fabricated results will be explored in the next sections.
ANTIPODAL VIVALDI ELEMENT DESIGN
The AVA is similar in shape and performance to a traditional Vivaldi antenna. The Vivaldi and
the AVA radiators both offer wide bandwidth operation and high gain characteristics [5]. The
AVA is advantageous, however, because it can be designed with a simpler, much easier transition
from microstrip to radiator than that of the traditional Vivaldi [6]. The AVA radiator consists of
two separate elements attached orthogonally to each other from their respective centers. Each
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radiator is designed in a simple two-layer microstrip stack up using a standard copper laminate
substrate. The AVA arms are mirrored relative to each other and are placed on opposite sides of
the substrate. The first copper layer serves as the radiator feed and the second copper layer serves
as the ground [6]. The radiating arms of the horizontal polarization (H-Pol) element and the vertical
polarization (V-Pol) elements are designed identically to simplify the design. The feed layer is
designed with a connector transition at the input that connects to another microstrip line that
supplies the current excitation to the AVA radiating arms. This input feed is located at the right
side of each element to support the co-incident phase center placement of the elements [7]. A
cutout is positioned in the lower center of the substrate for the H-Pol element and the upper center
of the substrate for the V-Pol to allow for such a placement. Figure 1 shows the HorizontalPolarization element (a) design as well as the Vertical-Polarization element (b) design respectively.

(a)
(b)
Figure 1. (a) Horizontal Polarization Element View, (b) Vertical Polarization Element View.

Furthermore, the dual-pol AVA radiator elements are placed on a foam spacer that is bonded to
another standard copper laminate substrate. This allows the AVA radiator to possess a light-weight
ground plane rather than the standard aluminum ground plane shown by other work [7,8]. The
radiators are secured in place onto the foam ground structure with dielectric posts that are attached
to the backside of the copper substrate. SMPM connectors connect to the transition feed lines
through cutouts in the ground plane structure. The connectorized dual-polarization AVA structure
is shown in Figure 2.

Figure 2. Top View and Bottom View Respectively of Co-incident Phase Center AVA.
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ANTENNA PERFORMANCE
The AVA was designed to achieve dual linear polarization and wideband operation
simultaneously. While this antenna was designed to cover X-Ku frequency bands, this antenna can
be easily scaled for L, S, and C bands for ephemeris tracking and short-range data acquisition
applications [9]. Additionally, since the horizontal and vertical elements form a co-incident phase
center as shown in Figure 2, circular polarization can easily be achieved by connecting a 90° hybrid
coupler to one of the elements [6]. The voltage standing wave ratio (VSWR) for both polarization
elements was designed to achieve better than 3:1 across a 2.25:1 bandwidth at the design
frequencies. As shown in Figure 3, the VSWR for both the horizontal polarization (H-Pol) element
and the vertical polarization (V-Pol) element achieves less than 3:1 across the operating band.
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Figure 3. Voltage Standing Wave Ratio Performance for H-Pol Element and V-Pol Element.

The boresight co-polarization antenna patterns in the far field for each element are shown in Figure
4. Since the AVA is a traveling wave antenna [6], each element was designed to have high
directivity at boresight with minimal back radiation. This is clearly demonstrated in the H-Pol and
V-Pol radiation patterns from Figure 4. The realized antenna gain (in dBi) for each element at each
design frequency is also shown in Figure 5. The reference line for the theoretical realized gain for
each element is shown in the dotted line in the figure. This line is approximated according to the
equation
4𝜋
𝐺
=
∙𝐴
∙𝜂 .
(1)
𝜆
In equation (1), 𝐺
represents the theoretical antenna element gain. Consequently, 𝜆 represents
the operating wavelength, 𝐴
represents the effective area of the antenna element, and 𝜂
represents the antenna efficiency. For simplicity, the antenna efficiency is assumed to be a constant
of 1 across the design frequencies. As observed in Figure 5, the realized gain for each antenna
element follows the general trend of the ideal realized gain line.
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Figure 4. Pattern Cuts at Design Frequencies for H-Pol Element (a) and V-Pol Element (b).
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Figure 5. Realized Gain vs. Design Frequencies for H-Pol Element, V-Pol Element, and Ideal Element.

The cross-polarization performance is shown in Figure 6. As can be observed, the V-to-H port
coupling is approximately -15 dB across most of the band. This cross-polarization performance
is slightly degraded from that of a traditional Vivaldi antenna due to the location of the AVA
arms on opposite sides of the substrate [6]. The advantage of the AVA is the simplicity in its
design and feed transition to the radiating arms compared to the traditional Vivaldi [6]. In future
work, the cross-coupling of this antenna can be improved upon by adding another grounding
layer to the radiating arms to balance the cross-polarization to better than -20 dB [10]. This
balanced antipodal Vivaldi (BAVA) configuration implements a three-layer strip line feed stack
up instead of the two-layer microstrip stack up proposed in this work.
0

V-to-H Port Coupling

-10
-20
-30
-40
-50
f low

1.25 flow 1.5 flow 1.75 flow

2 flow

2.25 flow

Frequency
Figure 6. Cross-Polarization of the H-Pol and V-Pol Elements
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CONCLUSIONS
This paper explored the design characteristics and implemented results of a simplified coincidentcenter antipodal Vivaldi element for use in a phased array system. The element was shown to be
effective for achieving wideband (2.25:1) operation using simplified stack up and construction
methods. The element shows flexibility for numerous telemetry applications because of its dual
linear polarization and wideband operation. It was also evident that circular polarization can easily
be accomplished with this co-incident phase center design approach. Further work will focus on
the specific application, measurement of this element, and improvement in cross-polarization so
that it can be used in a phased array for remote sensing applications.
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ABSTRACT
Full-duplex instrumentation communication and data links to an airborne test article has always
been desired capability of Test and Evaluation (T&E) community. Years back, the need was
small, but as aircraft instrumentation has matured and more and more remotely controlled
vehicles are entering development, the need has grown. The satellite domain has full duplex
using High-level Data Link Control (aka, HDLC, or ISO/IEC 13239:2002), but this has not been
adopted into the IRIG standards. Instead, IRIG-106 was expanded to include Chapter 7 which
acts as a “suitable substitute” for HDLC. Between Chapter 7, and the miniaturization of
transmitters and receivers, putting receiving stations on test articles is now attainable. This paper
shows how using the IRIG standards supported by the vendors supporting the International
Telemetry Conference can be assembled.
KEY WORDS
IRIG-106, Chapter 2, IRIG-106, Chapter 4, IRIG-106 Chapter 7, IRIG-106 Chapter 10, IRIG106 Chapter 11, ISO/IEC 13239:2002, Full-Duplex
INTRODUCTION
The Range Commanders Council development and widespread deployment of Chapters-10 and
11 support the success of tight standards so that “best-in-breed” sub-systems can be used to
assemble solutions to unique and individual needs. As an example, there was a time when users
were forced to only use digital data recorders from one vendor because there were no good
standards to follow. Vendor A data files did not play on Vendor B hardware, or software. But
today, there are many well thought out standards that allow users to use only the parts that best
fit their technical and budgetary needs. These standards have allowed users to avoid the cost of
“homogeneous vendor solutions” and instead pursue “heterogeneous vendor solutions”.

As we all know, the manned aircraft market is shrinking (by dollar volume) and the un-manned
market is where most of the interests are now focused. This “un-manned” aspect means we need
robust up links as well as robust downlinks, as shown in the following high-level diagram using
Ethernet networks and IRIG standards:

Figure 1: High Level Signal Flow

Packet Structures:
As modern instrumentation packages have developed, the use of IP-based networks have
emerged which present links with “transmission bursts” … breaking from traditional
synchronous serial commutation architectures. While the use of HDLC is possible, in staying
with IRIG standards, IRIG 106 Chapter 7 is used as that conversion link between
“asynchronous” and “synchronous” bits. Various tests have shown that Chapter 7 is more
efficient (vs HDLC) at the higher rates, but the difference is not significant.
Transmitters and Receivers:
Full-duplex asynchronous communication like Ethernet over a serial PCM link has been
accomplished using HDLC. This is done where the asynchronous traffic is “bit stuffed” to create
the constant stream of “ones and zeros” needed for compliant IRIG-106 Chapter 2 TM streams.
This “bit stuffing” created a “contiguous and continuous ones and zeros” data stream that
followed the HDLC format structures, but also the bit spacing of IRIG-106 Chapter 2. Using
data structures such as HDLC or Chapter-7 means any traditional TM transmitter and receiver
can support the data stream.
IRIG 106-15 Chapter 7 was first proposed and then adopted into IRIG-106 as users started
pressing for data sets other than traditional commutation data. The same committee that helped
standardize Chapter 10 led the efforts to standardize Chapter 7, using many of the same “lessons
learned” from that effort.

Once we have a continuous stream of data via Chapter 7 from the vehicle under test, the use of
traditional telemetry transmitters and receivers can be used. But to create the upstream,
transmitters, transmitting antennas, and the necessary electrical connections on the test article
needed to be embedded into the receiving antenna to make it a bi-directional solution. Unless
the user is willing to accept additional racks of equipment, this “up link” transmitter and antenna
has been the sticking point until now.
The ground antenna is usually a small to large tracking antenna to support long range capability,
but the solution presented herein is scalable and shown using only omnidirectional antennas due
to the short distances involved. It is anticipated that the customer will need more distance in the
future, but not today.
Chapter 7 and Link Security:
Integrated switches or gateways can be used if they have the capability of creating either Chapter
7 or HDLC PCM streams from the Ethernet port traffic.
AES, using the FIPS-197 encryption algorithm, is an important system specification when
dealing with an un-manned vehicle. Not only protecting the system characteristics, but also
protecting the vehicle and ground personnel from “bad actors” who may try to send erroneous
commands and thus why FIPS-197 encryption is accepted by the US Government. As of May
26, 2002, the NSA accepted FIPS-197 as the first (and only) publicly accessible cipher approved
for top secret information when used in an NSA approved cryptographic module. The use of
FIPS-197 allows the users to skip the overhead of NSA COMSEC accounts, controls, and
custodians.

Figure 2: Airborne Block Diagram

On the Vehicle Under Test, the customer’s instrumentation is both traditional commutated data
sets (for things like pressure transducer and discretes), as well as IP-centric data (such as 1080P
video) and feed into the switch for multiplexing. The switch or gateway applies the “bit
stuffing” necessary to create a Chapter 7 or HDLC compliant PCM stream.
The encoded data stream is fed to a 10-watt telemetry transmitter. 10 watts was chosen as link
margin analysis show that at S band with LDPC, SOQPSK(tg) formatting, a range over 10 miles
was possible when using simple omni-directional antennas (exceeding the customers
requirement).

The RF output goes to a diplexer. The diplexer is required so that the outgoing power at S-band
does not feed power back into the receiver to saturate the input, yet any energy at L-band that is
received is directed to the L-band receiver. The uplink is Chapter 7 formatted which is decoded
at the switch or gateway and provides output Ethernet frames that were encoded at the transmit
ground system.

Figure 3: Ground Block Diagram

On the ground side, the architecture is pretty much the same as the airborne side, with the omni
connecting to a diplexer for separation of the L-Band and S-Band energy. The uplinked L band
energy is stopped from blinding the S-Band downlinked instrumentation data. Once the RF is
received, the clock and data is fed to the next stage for recorded and or published in accordance
with IRIG 106 Chapter 10.
From the customers control software suite, they will issue commands via Ethernet and sent to a
switch or gateway for IRIG 106 Chapter 7 or HDLC encoding for transmission. Again, 10 watts
was chosen based on distances and link margins.
Growth:
If the customer extends their range, replacing the 0 dBi omni’s with higher gain tracking
antennas will be considered.
Conclusions:
Users learned years ago that staying with single vendor solutions was necessary to achieve
success in systems integration. However as sub-systems and integration efforts shrink and
documented standards rise in their clarity levels, the mixing of vendor modules gets easier each
year. The success of the Range Commanders Council in detailing Chapters 4, 7, 10, and 11 has
helped make system “mix and match” architectures simpler every year.
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ABSTRACT
The metrological definition of traceability requires a documented and unbroken chain of
calibrations that each contribute to the measurement uncertainty [1]. The calibrations must be endto-end, which for a Global Positioning System Disciplined Clock (GPSDC), must include the
antenna and cabling. While understanding legal definitions may be arduous at times, working with
metrology labs to develop detailed criteria can be constructive for GPSDC manufacturers. To
establish the suitability of a GPSDC for traceability, we have compared the one pulse-per-second
(PPS) outputs of several GPSDCs to the National Institute of Standards and Technology (NIST)
realization of Coordinated Universal Time, termed UTC(NIST). The GPSDC measurements
included the use of several different antennas, with results showing agreement to within to tens of
nanoseconds of UTC(NIST). We will explain these measurements and provide estimations of their
associated uncertainties.
INTRODUCTION
There are a variety of ways to calibrate a GPSDC system. An absolute calibration would require
measurement of the timing difference between a known signal being input to the device and the
PPS being output. The antenna can be separately calibrated, but it requires use of an anechoic
chamber. The difficulty is compounded because time is indicated on the input GPS signal as the
start-point of a code sequence that repeats every millisecond, whereas a new second is indicated
on the output PPS when that pulse attains a specific voltage. Much simpler is a relative calibration,
in which the rising edge of the output of a device under test (DUT) is calibrated against a
previously-calibrated reference system using just the time difference between their PPS signals, as
measured with a time interval counter (TIC). This paper describes such a relative calibration, where
a national metrology institute (NMI)’s time scale is used to calibrate the DUT to agree with
Coordinated Universal Time (UTC).
If the NMI hosts a receiver and antenna system that is fully calibrated, a relative calibration can
be achieved by measuring the difference between the PPS signal of the NMI’s GNSS system and
the DUT, after accounting for the delays due to cables that are part of the test setup. An alternate
way would be to measure the time difference between the NMI’s realization of UTC, which is
termed UTC(k). In this case, the basic formula to find the calibration delay value, or CAL, is
CAL = [DUT – UTC(k)] + [UTC(k) – UTC(USNO)] + [UTC(USNO) – GPS Time] ,
where the first bracketed term, DUT – UTC(k) is obtained via TIC measurements. The second
bracketed term, UTC(k) – UTC(USNO), can be obtained from the Circular T, published monthly
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by the International Bureau of Weights and Measures (BIPM) [2], or from the BIPM’s weekly
publication of Rapid UTC, known as UTCr [3]. UTC(NIST) – UTC(USNO), for example, is
typically close to zero mean, with both a root mean square (RMS) and an uncertainty of about 3
ns. Since publication may not be released for several weeks after a measurement, we could choose
to set UTC(NIST) – UTC(USNO) = 0 and increase the uncertainty’s contribution to the error
budget, with the option to revise it once the Circular T comes out. The third bracketed term
UTC(USNO) – GPS Time is typically given at the annual meetings of the Civil GPS Interface
Committee (CGSIC), available at gps.gov. It is 0 mean with an RMS of approximately 1 ns, so for
all practical purposes it can be ignored. However the second and third bracketed terms are handled,
we shall show that the largest contributor to the value and offset of CAL will likely be the
measurement of DUT – UTC(k).
THE EXPERIMENTAL CONFIGURATIONS
The DUTs to be calibrated were several antenna/GPSDC combinations. The experimental
arrangement included four GMR5000 GPS-disciplined clocks (manufactured by Masterclock,
Inc.) and three different types of antennas, which we shall refer to as conical, magnetic, and disk.
In essence, different antennas were fed into a signal splitter that delivered the same GPS signal to
each of the four GMR5000s, and their outputs were compared to UTC(NIST) using separate TICs.

Figure 1. The conical antenna (left), the disk antenna (2nd), the magnetic antennas (3rd), and the
GMR5000s with their TICs (right).
Figure 2 is a block diagram showing four GPSDCs along with the TICs used to measure their time
differences with respect to UTC(NIST). The numbers in nanoseconds (ns) indicate the measured
cable delays.
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Figure 2. Block diagram of experimental setup.
In addition to the equipment shown, Common GNSS Generic Time Transfer Standard (CGGTTS)
[4] formatted data from NIST’s dual-frequency receiver reporting to the IGS (whose moniker is
“NIST”) and an uncalibrated single-frequency receiver (whose moniker is “GMNI”), both
referenced to UTC(NIST) were used in a form of “Common View”. To compare the CGGTTS
formatted-data with a time series representing GPS – UTC(NIST), concurrent observations of each
GPS satellite versus UTC(NIST) in the file were averaged for 13-minutes to match the CGGTTS
format. In addition, the measured ionosphere correction in the dual-frequency CGGTTS data [5]
was subtracted from the Klobuchar model [6] value, which is a model for the delay that utilizes
parameters broadcast by the GPS satellites [7], and whose value is given in the single-frequency
CGGTTS data for each satellite. Since the ionospheric data depends roughly as the sine of the
elevation, the data for individual satellites were not averaged. However, a second set of data was
created in which the difference between measured and modeled ionospheres were multiplied by
the sine of the elevation angle.
To achieve the best timing results from a GPSDC, an accurate position must be known. Typically,
GPSDCs determine both time and position simultaneously with a linear least squares fit using the
GPS data but, because the receiver might be moving, they use only the most recent data. However,
if it is stationary, more precise time could be obtained by fixing the spatial coordinates and only
solving for the time. For this reason, many GPSDCs have a “survey mode”, in which the position
is fixed in a “hold mode” after some averaging time. The “survey mode” for the GPSDCs in this
experiment only uses ten minutes of data averaging to determine the position, and they do not have
the option to manually enter known coordinates. As the visible GPS constellation varies, there will
be variations with a daily signature - it may not be sinusoidal but it could be composed of manyhour long sinusoidal arcs. Averaging the positioning data for 24 hours to attenuate any diurnal
effects would produce a better result. For this experiment, most of the measurements were
performed while the receivers were not in “survey mode”.
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MEASUREMENT RESULTS
Figure 3 displays all the data taken with the configuration described in the previous section. In this
reduction, all the known effects of measuring components, namely the antenna splitter and the
cables, have been removed. The vertical bars denote configuration changes.

Figure 3. Approximately 100 days of GPSDC – UTC(NIST) data. A value of 0 implies that the
GPSDC + antenna system is perfectly calibrated. Not shown are tests made to establish the
linearity and inter-changeability of the cables, TICs, and splitter ports. Antennas with an “M” are
magnetic, Antenna 2 is disk, and Antenna 3 is conical. Each GMR’s curves have a unique color.
The most important thing to notice is that all of the GPSDCs, when averaged over a given
configuration, are within 30 ns of zero calibration error. Changing the antenna can affect the results
by up to 20 ns. Also, one of the GPSDCs consistently yields a time offset that differs from the
others by -15 ns, but the other three GPSDCs are so similar that the plots largely fall on top of each
other. The third configuration (labeled Ant. 2, survey mode) was identical to the second
configuration except that the GPSDCs were set to survey mode, resulting in a large jump. Close
inspection shows that there was a spike at the end of the previous series, which likely corresponds
with an ionosphere fluctuation that impacted both position and timing; that position error remained
at that point once survey mode was enabled. Another aspect of the data is that the repeatability of
configurations was only at the 10 ns level (see for example the first and last configurations). We
show below that this was due to a miscorrection of the single-frequency ionospheric Klobuchar
model. We will also show that the several spikes in the data are due to the Klobuchar model failing
to adequately represent the ionospheric delay.
Figure 4 shows the results when the GMR5000 – UTC(NIST) data were differenced with the data
from the uncalibrated single-frequency receiver (GMNI), removing UTC(NIST) from the equation
and showing only the “common view” difference between GMNI and the GMR5000s. We can see
immediately that the repeat configurations are much closer to their initial values, to within ~3 ns.
Had the receiver GMNI been calibrated, the figure would have been sufficient to calibrate the
4

DUTs. Since the DUTs have been calibrated as a result of the work shown in this paper, this plot
can be used to establish the calibration of the GMNI.

Figure 4. Common view-like difference between GMR5000s and the NIST single-frequency
receiver known as GMNI. Plot annotations as in previous figure.
THE DATA ANALYSIS AND THE IONOSPHERE’S SIGNATURE
The improved repeatability shown in Figure 4 can be understood through the differences between
the Klobuchar model and the measured ionosphere correction (Figure 5).

Figure 5. The satellite-averaged Klobuchar - Measured ionosphere corrections averaged over the
line of sight (blue), and the difference when each satellite’s data is multiplied by the sine of its
elevation angle (red, inverted for clarity).
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Figure 6 shows the daily averages of the two curves, without inverting the data multiplied by the
sine of the elevation angle. The lower values towards the end are consistent with the drop seen in
the GMR5000 – UTC(NIST) data of Figure 3.

Figure 6. Daily averages of the ionosphere mismodeling data in the previous figure. The red
curve is no longer inverted.
The mismodeled ionospheric effects can also be estimated by computing the actual time and
position values a GMR5000 would find if its data were only the difference between the measured
and modeled ionosphere. Figure 7 shows the time component of the solution, which is again
consistent with the behavior observed in Figure 3.

Figure 7. Time offsets that a GPSDC would infer from fits to GPS data, that would be due to
mismodeling by the Klobuchar method.
The effects of external (outside) temperature, and perhaps humidity, on the antennas (which
contain active elements) are probably minimal as inferred by observations. Figure 8 shows the data

6

from just one GPSDC superimposed upon a plot of the external temperature, and the difference
between the modeled ionosphere and the measured ionosphere.

Figure 8. Fifteen days of data showing the diurnal signatures of a GMR5000 – UTC(NIST) (blue,
middle), the external temperature (red, top), and the line-of-sight error in the Klobuchar
ionospheric model (green).
Because the ionosphere peaks around solar noon, roughly seven hours before UTC midnight at
Boulder, while the temperature peak is approximately about three hours later, it is not easy to
separate their effects from the phase of the diurnals. However, the large temperature drop during
the period from Modified Julian Date (MJD) 59643-59650 has no correlation with the PPS
differences, and this supplements the evidence from Figure 4 about the ionosphere being the cause
of the large variations seen in Figure 3.
To measure the effect of troposphere mismodeling, we can plot the measured satellite time offsets
of the CGTTS data from the NIST and GMNI receivers as a function of elevation. The dualfrequency receiver would show the effect of the troposphere (Figure 9) as a slope, but there is no
appreciable slope. The single-frequency receiver shows the combination of both troposphere and
ionosphere (Figure 10), and there is slope of 0.09 ns/deg.

Figure 9. Time offset of GPS satellites vs. elevation as seen by dual-frequency receiver on MJD
59690. The barely visible red line is a least squares fit, fairly close to y = 1 ns.
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Figure 10. Time offset of GPS satellites vs. elevation angle as seen by dual-frequency receiver
on MJD 59690. The red line is a linear fit.
A final consideration in our case is UTC(NIST) – UTC(USNO) were in very close agreement for
the five-year period from April 2017 to April 2022, never differing by more than ±5 ns, as shown
in Figure 11.

Figure 11. UTC(NIST) – UTC(USNO) from BIPM's Circular T.
CONCLUSION: MEASUREMENT UNCERTAINTY
Table 1 lists coarse estimates of the uncertainties as a result of this work. The last entry, GPS Time
– UTC(USNO), would likely be reduced to < 1 ns if actual data from the USNO is available for
8

the period of calibration. Also, the uncertainty of UTC(NIST) – UTC(USNO) is the root sum of
squares (RSS) of the combined total uncertainties for UTC – UTC(NIST) and UTC – UTC(USNO)
as given in the Circular T. If we are not willing to wait for the Circular T, we must also include
the RMS value of UTC(USNO) – UTC(NIST) in that RSS. Additionally, if we use UTCr instead
of UTC, we must include a term in the RSS that corresponds to the RMS value of (UTC(NIST) –
UTC(USNO) – UTCr(NIST) + UTCr(USNO)). For extended calibrations the Circular T statistical
uncertainties (Type A) are reduced while the systematic uncertainties (Type B) are unchanged; the
combined RMS is the RSS of the Type A and Type B uncertainties.
However, the uncertainty analysis shows that, for single-frequency receivers, all the above effects
are dominated by the ionospheric effects, and so an uncertainty of 10 ns RMS, or 30 ns peak-topeak is attained.
While these experiments are highly suggestive of a definite number, they were all taken while the
DUTs were kept at a fairly constant laboratory temperature of 23 OC ± 1 OC. In future work, we
shall quantify the temperature dependence of the DUTs, establish the constancy of the calibrations
over time, and present more detailed numerical analysis.

Table 1. Uncertainty Analysis for the GPSDC calibration.

9

DISCLAIMER
NIST, as a matter of policy, does not endorse any commercial products. Any references to such
products are for the purpose of technical clarity. Other products may be found that work equally
or better. J. Clark is CEO of Masterclock, Inc., which manufactured the GMR5000’s used in this
work, and Dr. Demetrios is the Chief Scientist.
ACKNOWLEDGEMENTS
We thank Lukas Burzynski and Robert Ottinger for a careful review of the manuscript, and EZL
Software for the use of their data plotting and analysis package.
REFERENCES
[1] Joint Committee for Guides in Metrology (JCGM), “International Vocabulary of Metrology –
Basic and General Concepts and Associated Terms,” VIM, 3rd edition, JCGM 200, 2012.
[2] BIPM Time Department, “Circular T”. Available monthly (from 1996 to present) at:
https://www.bipm.org/en/time-ftp/circular-t
[3] BIPM Time Department, “UTCr”. Available weekly (from 2013 to present) at:
https://www.bipm.org/en/time-ftp/utcr
[4] P. Defraigne and G. Petit, “CGGTTS-Version 2E: and extended standard for GNSS Time
Transfer,” Metrologia, vol. 52, G1, 22 p., 2015.
[5] V. Zhang and Z. Li, “Measured ionospheric delay corrections for
code-based GPS time transfer,” NCSLI Measure Journal of Measurement Science,
vol. 10, no. 3, pp. 66–71, September 2015.
[6] J. Klobuchar, “Ionospheric time-delay algorithm for single-frequency
GPS users,” IEEE Transactions on Aerospace and Electronic Systems, vol. AES-23, no. 3,
pp. 325–331, 1987.
[7] Global Positioning Systems Directorate, “Navstar GPS Space Segment/Navigation User
Interfaces,” Interface Specification IS-GPS-200H, 2013.

10

Alternative Position, Navigation and Timing (A-PNT) using
Time Difference of Arrival (TDOA) of Low Earth Orbit (LEO)
Signals Of OPportunity (SOOP)
Charles Barry

Marc Weiss

Luminous Cyber Corp
University of California, Santa Cruz
Santa Clara, CA, USA 95051
charles@luminouscyber.com
chbarry@ucsc.edu

Marc Weiss Consulting
University of California, Santa Cruz
Aptos, CA USA 95003
marcweissconsulting@gmail.com
mweiss2@ucsc.edu
ABSTRACT

As is well-known, signals from Global Navigation Satellite Systems (GNSS) such as the US
Global Positioning System (GPS) are used throughout systems that US forces depend on. Yet
GPS/GNSS are particularly unreliable in areas of US engagement with enemy forces, where
jamming and spoofing would be advantageous to an adversary. We propose a solution that uses
a software defined receiver and advanced algorithms to provide Alternative Position, Navigation
and Timing (A-PNT) using Time Difference of Arrival (TDOA) of Low Earth Orbit (LEO)
Signals Of OPportunity (SOOP). In this mode of using LEO signals, no confidential knowledge
of the source signal is necessary. Indeed, no a-priori knowledge of the LEO orbit parameters,
nor the time of transmission of the signals is assumed. This system is designed to work
standalone or can also be used to complement existing navigation sensors that are typically used
in navigation systems, including GNSS and Inertial navigation. Expansion to the usage of
multiple LEO constellations will serve to optimize performance and resiliency in an RF
challenged environment.
INTRODUCTION
As discussed in many papers such as [1] and [2], given the widespread and growing threats to
GPS/GNSS of PNT and therefore to Telemetry, there is a clear and present need for robust APNT solutions. Overall, Civilian and defense PNT markets exceed $160B and enable trillions of
dollars in global commerce yet suffer today from the vulnerabilities and fragilities of
GPS/GNSS. We present a novel solution that utilizes TDOA of LEO SOOP for Hyperbolic
Positioning, and Kalman filtering methods to provide accurate and robust A-PNT (Figure 1).
There is no need to collaborate with, or communicate via, the LEO satellites themselves, nor
even to have a-priori knowledge of satellite orbit nor of transmission time information.
Therefore, any of the many LEO satellite systems may be used as references, e.g., Starlink,
Kuiper, etc. Reference stations based at known location mark the times of arrival (TOA) of
identifiable RF signal features (e.g., symbols, frame markers) from LEO satellites that can be
received opportunistically received. These TOA data are securely streamed to Command-andControl (C&C) servers located in the cloud. The C&C servers compute position, velocity,
altitude (PVA) for all the LEO satellites. The LEO PVA are streamed to users, also called assets,
e.g., Aircraft, Drones, UAV, and Vehicles. This technology has the potential to provide robust
sub-meter accuracy. Importantly, implementation is intended on COTS Software Defined Radios
(SDR). All PVA and TOA data are recorded at the C&C servers for forensic analysis and
algorithm testing and improvement.

Cloud Compute:
Hyperbolic Positioning
Kalman Filter
AI/ML

LEO Satellite

Radio, TV, Cell Tower

Reference Receiver

ROV

Drone/UAV

RF SOOP

Wireless Network

Figure 1: Alternative PNT with SOOP
The LEO SOOP TDOA architecture is shown in Figure 1. The LEO SOOP architecture requires
two steps. The first step is to determine the location of the LEO satellites. Knowing the LEO
PVA, the asset can then use the subset of LEO signals it sees for its own PNT. An outline of the
process is as follows:
•
•
•

Clients/Assets and Reference Receivers mark TOA of Terrestrial & LEO SOOP
• Reference sensors may be stationary or mobile as long as their location is known.
They must be well-synchronized to less than 1 ns.
TOA streamed to cloud and processed for Time Difference of Arrival (TDOA)
TDOA, Kalman filter and AI/ML determine Position, Velocity, Acceleration (PVA)
• References stream LEO SOOP TOA along with known reference position to
Cloud (sync required)
• Client streams LEO SOOP TOA to Cloud (sync not required)
• Cloud computes LEO PVA; streams to asset
• Cloud and/or asset determine asset location
ALTERNATIVE PNT IS VITAL TO US SECURITY

GPS broadcasts are low-power (typically -110dBm to -149dBm) [1] and are particularly
vulnerable to interference. Spoofing and jamming are being used by Russia in east and southeast
Ukraine to negatively impacts drone and other operations. Iran, and other state actors, are also
known to practice spoofing and jamming of GPS signals. This poses a threat not to civilian and
defense air transport with potentially devastating consequences.
Figure 2 shows a real-time map of GPS anomalies inferred from commercial aircraft ADS-B (see
https://www.gpsjam.org/). Jamming and spoofing are widespread over Ukraine and Syria,
however commercial flights are not conducted over these highlighted areas. Therefore, there is a
clear and present need for alternatives, among which include the following.
•
•

Two large categories of signals for PNT
• Signals of Intent (SOI) – e.g., GPS/GNSS, eLoran
• Signals of Opportunity (SOOP) – RF signals unintended for PNT
Alternative Sources
• GPS rebroadcast in other bands

•
•
•
•
•
•
•
•

Pseudolites – Stationary or moving RF references
High Altitude Pseudo-Satellites (HAPS) – Balloon, Aircraft
Terrestrial RF Signals – AM, FM, DTV, DVB; Cellular, 5G, etc.
Celestial Navigation
Quantum
Sensor Fusion – Inertial Management Unit; Doppler, Angle Of Arrival,
Barometer, etc.
Satellite – Low Earth Orbit (LEO), Starlink, Kuiper, Iridium, etc.
Multilateration (MLAT)/TDOA/Hyperbolic Positioning

Figure 2: Global GPS/GNSS interference, https://www.gpsjam.org/.
While all these alternatives have varying degrees of promise, this paper focuses on the use of
SOOP from LEO satellites for TDOA. Ultimately, it is envisioned that an ensemble of PNT
solutions would be processed by multi-sensor filter algorithms such as Kalman filters, Extended
Kalman Filter and Particle filters to achieve robust A-PNT [4].
SOOP has been studied and tested for several decades, but it is the advent of low-cost, ubiquitous
and highly effective Software Defined Radio (SDR) platforms, and a flourishing engineering
community for SDR development, that has led to recent successful implementations. In
particular, Figure 3 shows the results of a Signals of Opportunity (SOOP) implementation using
Digital FM Radio and TDOA multilateration. In this case, the system used:
● Fixed Terrestrial RF sources
● AM, FM, DAB, OTA DTV
● Known transmitter locations
● Vastly greater power than satellite
● TDOA algorithms difference Time of Arrival (TOA) of signals emanating from different
locations to compute asset location.
● FM HD Radio signals achieved 30 ns (10 m) accuracy

Although this demo system achieved fair position accuracy at 10 m using Digital FM Radio,
much better accuracy should be achievable with a higher bandwidth signal such as those
being proposed and fielded in LEO services.

Figure 3: SOOP using terrestrial Digital FM Radio to achieve 30ns (10m) position accuracy.
LEO Signals of Opportunity for PNT
Figure 4 shows a snapshot of the positions of a 717-satellite subset of the active Starlink,
OneWeb, Iridium, GlobalStar, Iridium, and Orbcomm LEO constellations. In times, thousands,
if not tens of thousands of LEO satellites will be in orbit, offering ample global coverage with
sufficient density for LEO SOOP TDOA.

Figure 4: Subset of Starlink, OneWeb, Iridium, GlobalStar, Iridium, and Orbcomm satellites1.
1

https://celestrak.org/cesium/orbit-viz.php?tle=/pub/TLE/catalog.txt&satcat=/pub/satcat.txt&referenceFrame=1

TDOA HYPERBOLIC POSITIONING

Figure 5: 3D Asset Position is at intersection of hyperboloids formed from TDOA.
GPS/GNSS use Time of Arrival (TOA) measurements along with telemetry from the GNSS of
the position and time of transmission of the satellite. Using TOA in this mode for positioning is
done by intersecting spheres defined by the TOA from each satellite. This can be called
Spherical positioning. Our proposed system, using SOOP and TDOA data, works by intersecting
hyperboloids defined by the TDOA created by differencing the TOA for each satellite signal and
the pairs of reference sensors receiving it. Hence this is called Hyperbolic positioning.
Hyperbolic positioning is a mathematical multilateration technique for find the position of an RF
source. The TOA of signals arriving several reference sensors are differenced from the TOA of
the signal arriving at least one primary reference sensor to form TDOA data. Each TDOA
defines a hyperbola in 2 dimensions and the surface of a hyperboloid in 3 dimensions. The
TDOA process is shown geometrically in Figure 5, where the position of the source (LEO
satellite) is found at the intersection of three hyperboloids. Four references are required to form
the minimum 3 hyperboloids needed to find position in three dimensions. In many cases, there
will be TDOA from more than 4 reference stations allowing multilateration. It is required that
each sensor be very accurately synchronized (to less than 1 ns) in order to achieve sub-meter
accuracy. In practice, the location is found as a solution to a linear algebraic formulation and
solved iteratively. One such algorithm, is the Taylor Series approximation of the TDOA
solution, known as Foy’s algorithm [5]. Our simulations use Foy’s algorithm in 3-D. In this
paper, we refer to the process as TDOA Hyperbolic Positioning, or more simply, as TDOA.
Advantages/ Disadvantages: TDOA with LEO Satellites
● Previous Studies
○ Doppler results measured: ~ 8 m accuracy [6]
○ Doppler GDOP estimates 1-5 m accuracy [7]
○ Results simulated combining INS and LEO signals ~ 10 m [8]
○ Results measured combining INS and LEO signals ~ 20 m [9]
● We propose Time Difference of Arrival – Hyperbolic positioning with LEOs

● Advantages with LEOs
○ 20 times closer to Earth than GNSS signals è 300 - 2,400 times more RF power
than GNSS
○ Many thousands of satellites by One Web, Space X (Starlink), Amazon (Kuiper),
and others
○ Diverse Frequency bands and directions
● Disadvantages – and mitigations
○ These being communications satellites, they are unlikely to provide several
satellites visible at a given location
○ With high comm data rates, side-lobes may be strong enough for PNT
○ Positioning may require using multiple constellations
○ Ground sensors need sync and position
○ Estimators can assist sensor position and sync
LEO Constellations
The ever-growing number of LEO constellations offers ample numbers of visible LEO satellites
that provide SOOP for TDOA. Table 1 highlights a number of constellations, showing dozens of
potential satellites visible 7.5° above the horizon. In practice, fewer will be usable for TDOA
due to focused spot beams. In addition to a minimum of 4 visible satellites, accurate TDOA
requires sufficient signal bandwidth. GPS/GNSS operates in 20MHz to provide sub-meter
accuracy. Starlink, in particular, has many subcarriers with 50Mhz channel bandwidth and this
affords the potential to achieve position accuracy on a par with GNSS.

Table 1: Characteristics of large LEO constellations2
● Starlink has permission to transmit in/near Ku, and Ka bands3
○ Satellite to Terminal: 10.7-12.7, 37.5-42.5 GHz
○ Satellite to Gateway: 17.8-18.6, 18.8-19.3, and 37.5-42.5 GHz
○ Tracking, Telemetry, Control: 12.15-12.25, 18.55-18.6, 37.5-37.75 GHz
○ Reference: “What Frequency Does Starlink Use?”
● All downlink signals are valid for use in TDOA
● Channel bandwidth of 50 MHz (Ku):
○ Potential for range accuracy of 1ns (0.3m)
○ Potential for LEO position to meter(s) (see simulations, below)
2 From “Navigation using carrier Doppler shift from a LEO constellation: TRANSIT on steroids” Mark L.Psiaki

NAVIGATION. 2021;68:621–641.
3 https://www.americantv.com/what-frequency-does-starlink-use.php

SIMULATION RESULTS
We show a first simulation in Figure 6. This is a single simulation with a single set of values of
additive white Gaussian noise (AWGN) for range error of 0.3 m (= 1 ns), resulting in a 0.8 m
LEO satellite position error. This geometry makes the view angle from the sensors on the circle
to the satellite at 35 degrees. This provides a good Position Dilution of Position (PDOP) for
determining position of the LEO. PDOP is the geometric function that gives the expected
accuracy of positioning as a multiplier of the range error. We show more about this later with
Figure 10.

Figure 6: 8 Sensors at radius 830 km, 1 at center, LEO Asset 590 km high
Figure 7 gives a full Root-Mean-Squared Error (RMSE) by averaging over 100 trials with
different AWGN for each input error value. We have highlighted the 0.3 m (= 1 ns) input value
giving an output of 0.8 m.

Figure 7: Asset (LEO) position accuracy RMSE as a function of range error standard deviation.

Figure 8: 400 Sensors within 830 km, LEO Asset 590 km high
The second simulation scenario, shown in
Figure 8, is similar to Figure 6, but with 400 sensors within the circle. This yielded 0.06 m LEO
satellite position error given a 1 ns range accuracy. 0.06 m in position is equivalent to better than
0.2 ns accuracy. The concept here is that positioning the satellite can be estimated
simultaneously with positioning the users.

Figure 9: Asset (LEO) position accuracy RMSE over 100 trials with AWGN, as a function of
range error standard deviation.
In Figure 9 we compute the RMSE over 100 trials with AWGN range error, analogous to Figure
7, but with the 400 sensors as in Figure 8. We highlight the 0.3 m= 1.0 ns input error showing an
output position error of 0.3 m = 1.0 ns.
Our last simulation figure is of the Position Dilution of Precision (PDOP) for the 9-sensor
configuration. We compute PDOP for TDOA using equations similar to those in [10]. The
geometry is the same as for Figure 6 and Figure 7. PDOP is the multiplicative factor that
predicts the position estimation error given error in the range measurement. The plot shows
PDOP over an x-, y-plane of constant height of 590 km, as in the other figures.

LEO TDOA Total Position Dilution of Precision (PDOP)

Figure 10: LEO TDOA PDOP – 9 Sensors
CONCLUSIONS
•
•
•
•

GPS/GNSS vulnerabilities drive the need for robust alternative PNT to support telemetry
Massive numbers of LEO satellites that are becoming available can provide signal
sources for Alternate PNT
• Starlink, Kuiper, Iridium, many more coming
TDOA techniques can be used for PNT accuracy without requirements on LEO signals
• Requires accurate timestamp of significant instant, e.g., Framing Symbol(s)
Simulations show potential for user A-PNT accuracies comparable with GPS
• For 0.3 m (= 1 ns) range error we find sub-meter LEO positioning accuracy
• If we can jointly estimate the LEO position with users under the satellite a 0.3 m
(=1 ns) range error conservatively leads to better than 0.3 m (=1 ns) position error

Authors acknowledge the contributions of Professor Ricardo Sanfelice, Director, Cyber Physical
Systems Research Center, University of California at Santa Cruz, Masterclock CEO, John Clark,
and Robert Swirksy.
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ABSTRACT
With increasing interest in fully autonomous vehicles, the issue of sensor interference becomes
more prevalent, especially in dense urban environments. To deal with the limited field of view
cars currently have, Mimmo implements a distributed radar network that uses a LAN connection
to provide frame level wireless synchronization to the network of radars. Data from each radar
is then individually processed before being fused together to provide each node in the network a
larger field of their surroundings, despite any line of sight obstruction. Research on how to achieve
an even finer level of synchronization will also be discussed.
KEY WORDS
Millimeter-Wave (mmWave), Multiple-Input Multiple-Output (MIMO), Local Area Network (LAN),
Digital Signal Processing (DSP), and Graphical User Interface (GUI).
INTRODUCTION
Millimeter-wave (mmWave) radar offers excellent range resolution and coupled with multi-input
/ multi-output (MIMO) signal processing techniques can improve the resolution and flexibility to
produce an instantaneous map of various environments [1,2]. However, mmWave radar systems do
not see around corners or function well in non-line-of-sight conditions which limits the safety and
robustness of relying on such a radar system. This is particularly problematic for the autonomous
vehicle industry as a limited field-of-view (FOV) can be dangerous to operations in densely populated urban environments where pedestrians may be blocked by other cars, crowds, or signs. In
this paper, a distributed MIMO radar network that can fully image a complex environment with
obstructed view paths will be presented.
The distributed network will include two radar nodes positioned at different locations with distinct view perspectives. Both radar nodes will be wirelessly synchronized via a local area network
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(LAN) connection so that each node’s data can be stitched together to form a greater image of
the surrounding area despite line-of-sight obstructions. Each radar’s captured data will be shared
offline and post-processed; however, future systems should pursue a greater computational focus
and a traditional wireless communication link to allow for real-time data analysis and wirelessly
shared data.
Each radar node will consist of two commercially available mmWave evaluation boards by Texas
Instruments that operate within the 76-81 GHz frequency band. The radar system will consist of a
radar sensing board, AWR2243BOOST, and a data capture evaluation board, DCA1000EVM.
The remainder of this paper is organized as follows. Section A gives a system overview of the
entire project. Section B reviews the fundamentals of MIMO and gives insight into why Mimmo
implements Binary Phase Modulation (BPM) instead of Time-Division-Multiplexing (TDM). Section C describes the entire digital signal processing chain and how the data received from the
evaluation boards is processed. Section D describes Mimmo’s data fusion technique. Section E
highlights a test case and the results of the overall system. Section F provides useful insight into
how future designers can implement a fine level synchronization on the chirp level via the use of
ghost objects and cross radar signals.
THE BODY
A.

System Overview

A block diagram of the entire system can be seen below in Figure 1. The first step is to define the
chirp parameters in each radar. Such parameters include the chirp bandwidth, chirp slope, number
of chirp loops, number of frames, and the ADC start and idle time. From there, both radar’s operating computers are connected to the same WiFi network to allow for a LAN connection. This
LAN connection allows the users to establish a wireless master and slave connection between the
two radars with at most 1 millisecond delay. Since one frame is on the order of 15 milliseconds,
this is enough accuracy to achieve a coarse wireless synchronization.
With the chirp parameters set and the radar’s wirelessly synchronized, both radars can begin imaging the scene of interest. From there, each radar undergoes their own digital signal processing
chain before being fused together. The only information needed in order to achieve a successful
data fusion is the relative position and angle of each radar to each other. Once known, the data
fusion graphical user interface (GUI) overlays the data of each radar onto each other, thus allowing
users to compare the measured data with recordings and physical measurements of the test case.
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Figure 1: System Block Diagram

B.

Fundamentals of MIMO

The AWR2243BOOST consists of 3 transmitters and 4 receivers, thus allowing an increase in both
spatial and angular resolution. For objects at an angle, the received signal for each receiver will
have an additional phase shift dictated by the signal’s angle of arrival and the spacing between the
receivers. This phase shift sequence allows the radar system to estimate the angle of the object’s
position. The more receivers present in the system the longer the phase sequence, thus yielding
more accurate results and a higher angular resolution.
This is illustrated in Figure 2, the MIMO operation scheme multiplies the number of phase shift
sequences by the number of transmitters, which increases the angular resolution multiplicatively.
A common way of achieving this operation is using TDM. TDM assigns each transmitter an individual time slot to be active so the receivers can identify which transmitter is enabled for a given
received signal.
However, BPM was chosen for this system’s operation as it allows all transmitters to be active
at all times, thus yielding larger signal powers and higher signal-to-noise ratios. Even though all
transmitters are enabled at the same time, each signal has a unique spatial code that corresponds to
an initial phase shift in the chirp signal. This process can be seen below in Figure 3 and illustrates
how users can decode the various spatial codes in post-processing.
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Figure 2: Phase Shift Sequences of Objects at an Angle under MIMO Operation [3].

Figure 3: Chirp Encoding and Decoding under Binary Phase Modulation (BPM) [3].

C.

Digital Signal Processing

Figure 4: Overview of Signal Processing Chain and Radar Cube Data format.

After data capture, post-processing algorithms in Matlab will calculate an object’s longitudinal
distance from the radar board, its velocity, and its angular position with respect to the broadside.
The data is exported from the AWR2243BOOST board and converted into a more suitable format,
arranging everything by ADC sample, chirp, receive antenna, and frame which simplifies future
4

mathematical operations; Figure 4 provides a clear visual example of this data structure, denoted as
a ”Radar Cube Data” format. Such reorganization allows for easier Fast Fourier Transform (FFT)
calculations. Longitudinal data information can be obtained by performing an FFT across all ADC
samples for a particular chirp, across all chirps. Plotting chirp against ADC samples provides a
peak discerning the distance at which a potential object may be detected. Initially, all chirps are
noted to have a peak at the same distance; however, antenna alignment and differences in signal
length contribute to a phase difference which can be calculated by performing an FFT across every
chirp for a particular ADC sample, for every ADC sample. Equation 1
v=

λω
4πTc

(1)

will calculate the velocity given phase information, where ω is the phase, λ is the carrier wavelength, and Tc is the chirp signal duration. The data file should consist of unique 2D-FFT matrices
(Range-Doppler maps), the dimensions of which are determined by the ”range axis” (number of
ADC samples) and ”doppler axis” (number of chirps per frame, per transmit antenna). A separate
”static” scene solely focused on capturing the background provides a noise floor which is subtracted from the primary data set.
Next, an ordered-statistic constant false alarm rate (OS-CFAR) detection algorithm determines
which entries in the Range-Doppler map correspond to legitimate objects. The power of this algorithm lies in its application of a non-uniform threshold, accounting for the heterogeneity of the
background. A sample of entries from a Range-Doppler map is extracted, its center point denoted
as the ”cell under test” (CUT). The remaining entries are sorted by intensity and the kth data point
from this new set, the ”kth-order statistic”, is multiplied by a threshold T. The CUT is considered
part of a legitimate object if tis intensity exceeds the product of T and the intensity of the kth-order
statistic. This process repeats iteratively; more overlap between different samples provides more
data points to work with, but also includes a substantial trade-off in run time.
Per frame, each Range-Doppler map exhibits identical magnitude information across all of the
”virtual antennas”, the number of which is determined by the product of the amount of transmit
and receive antennas. The difference lies in phase information, which can be used to calculate the
angular position of an object with respect to the broad side. Equation 2
λω
)
(2)
2πd
will calculate the angle given phase information, where λ is the carrier wavelength, ω is the phase,
and d is the shortest distance between an antenna on the AWR2243BOOST board and the detected object. An ideal scenario consists of performing a one-dimensional FFT across each RangeDoppler map entry for 12 virtual antennas, given that each radar has 3 TX and 4 RX antennas.
However, the position of the antennas on this particular AWR board necessitates a reconfiguration
of the virtual antennas into a 2D array, with 8 on the top row and 4 on the bottom row. This new
format aims to resolve polar and azimuth information through a 2D-FFT. Despite zero-padding improving the granularity of possible values, only the azimuth data was used in this demonstration.
Given all appropriate information, the data can be reconfigured into an appropriate structure for
the GUI in subsequent visual analysis.
θ = sin−1 (
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D.

Data Fusion

With a LAN connection setup between the two radars, the two sets of data are coarsely synchronized which allows for easy remapping of one radar’s data onto the other. As previously stated,
the only information needed to achieve this data fusion is the relative position of one radar to the
other. These necessary parameters can be seen below in Figure 5 as ∆X, ∆Y , and θ. Once the
angle is known, the rotation matrix can be defined as seen in Figure 5. The data corresponding to
radar 2 can then be remapped onto the reference plane of radar 1 through equation 3. x2 and y2 are
the x and y coordinates, respectively, of radar 2’s data. x2,rm and y2,rm are the radar 2’s remapped
data points onto the reference plane of radar 1.

Figure 5: Necessary Parameters for Data Fusion; Rotation Matrix

[x2,rm y2,rm ] = [x2 y2 ] ∗ (RotationM atrix)−1 + [∆X ∆Y ]
E.

(3)

Results

To verify the functionality of Mimmo’s system, a test case in which both radars could only see a
fraction of the entire scene was setup. A sketched out version of the scene is shown below in Figure
6. Essentially, the radars are setup around a corner so that neither node can see the other. There is
then a person in front of each radar that runs around the corner, out of sight of their starting radar
and into sight of the other radar.
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Figure 6: Test case in which each radar can only see a fraction of the entire scene.

After imaging, each radar undergoes their own signal processing chain before being combined via
the previously mentioned data fusion algorithm. An image of the final results can be seen below
in Figure 7, where the data of radar 2 was remapped into the perspective of radar 1. Red data
points correspond to those detected by radar 1, green data points correspond to those detected by
radar 2. Bushes and a car were added on top of the results to highlight the presence of the physical
corner. Additionally, extended kalman filters and global nearest neighbor algorithms were used
to implement object tracking on the new data set. Figure 7 clearly tracks the trajectory of both
people and allows both radars to see the initial unseen person well before they turn the corner,
thus highlighting the increased safety benefits that are capable with a wirelessly synchronized
distributed radar network.

Figure 7: Results of Mimmo’s data fusion algorithm where the data corresponding to radar 2 was remapped
into the perspective of radar 1.
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F.

Further Research

Despite a successful demonstration with just a frame level synchronization, work on how to achieve
a wireless synchronization on the chirp level via the use of cross radar signals was heavily pursued.
The authors define a cross radar signal as the reflected signal of radar 1 being downconverted by
radar 2 or vice versa. Traditionally, this is known as an interfering signal and is usually undesirable;
however, there is useful information contained within these signals that can help lead to a chirp
level wireless synchronization. One way to extract this information is through the understanding
of ghost objects. When a cross radar signal gets downconverted and analyzed by the other radar,
the DSP code will output a ghost object at a particular distance. This ghost object will be detected
via the software at some distance away from the radar even though there was never an object there.
Interference can generally be classified as coherent, incoherent, or partially coherent. Coherent interference is when both the interfering radar and the victim have the exact same chirp parameters.
This type of interference will lead to a ghost object at one specific distance. Partially coherent
interference occurs when there is just a slight mismatch in the chirp configuration of both radars.
This slight mismatch can be caused by phase noise or in this system’s case, different reference
crystals. Even though both radar nodes in this system consist of the same parts, because they are
physically different, there can be slight mismatches in the manufacturing of each of the radar’s
reference crystals. Incoherent interference occurs when each radar’s chirp configuration is vastly
different [4].
Since a LAN connection with at most 1 millisecond delay is used for wireless synchronization,
there is no way to measure the exact timing difference between the two radar’s start times. If both
radars are programmed with the exact same chirp parameters then the probability of the interfer
signal falling in between the victim’s RF transmitted signal and the max range of the victim’s
signal is extremely low. To overcome this low probability, the concept of the Idle Time Sweep
was developed to produce consistent cross radar signals. The idle time refers to the signal down
time in between chirp ramps in the transmitted signal chain. By configuring the idle time to be
slightly different in each radar node, the relative position of the chirp ramps from different nodes
will be incrementally shifted for each chirp iteration within a frame. By selecting the appropriate
number of chirp loops, sufficient chirp ramp time, and designed idle times, the receivers will be
able to consistently receive interpretable cross radar signals that will generate ghost objects. An
interpretable cross radar signal is one where the two chirps almost perfectly line up. A visual representation of an idle time sweep can be seen below in Figure 8. An example of an interpretable
cross radar signal is shown in the red rectangle of Figure 8. Additionally, a simulated idle time
sweep can be seen in Figure 9 as it demonstrates that the interfer signal must fall within the RF
transmitted signal and the max range signal in order for the DSP code to register it as a ghost object.
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Figure 8: Visual representation of the Idle Time Sweep technique used to consistently produce interpretable
cross radar signals.

Figure 9: Simulated idle time sweep that demonstrates the constraint on the interfer signal in order for it to
be classified as an interpretable cross radar signal that will then produce a ghost object.

Since the appearance of these ghost objects are determined by the initial chirp configurations as
well as the initial delay between the two radar nodes, one can create a reliable model to extract the
initial delay based on the ghost object appearance pattern given small noise presence in the system.
Figure 10 highlights the recommended approach to achieving this and ultimately attaining a fine
wireless synchronization on the chirp level.
The authors suggest sending out a dedicated precursor signal that implements the previously mentioned idle time sweep in order to produce reliable ghost objects. From these ghost object detections, analyzing the range, the frame number, and the chirp number for which these appearances
occur can lead to the derivation of the initial timing offset between the two radars. Once the timing
offset is known, the radars can be corrected in real time and begin normal imaging.
9

Figure 10: Proposed method to extracting the initial timing delay between two coarsely synchronized radars.

CONCLUSIONS
To the author’s knowledge, this paper has successfully demonstrated the first wirelessly synchronized mmWave MIMO distributed radar network. Operating within the 76-81 GHz frequency
band, the application for this work can directly benefit the growing autonomous vehicle industry.
Mimmo’s system has shown that even with a LAN connection, the distributed radar network is not
limited to obstructions in the radar’s line of sight. Discussions on how to improve the accuracy of
the wireless synchronization link was also presented.
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ABSTRACT
Packet based bi-directional telemetry systems are being deployed on test ranges as well as
commercial aeronautical/space systems. Multiple approaches have been developed each with
their own set of capabilities and trade-offs.
In this paper, bi-directional packet-based
communications links used to transport data between test articles and ground systems are
presented. Some of the current bi-directional telemetry systems are identified and compared.
The comparison include the capabilities that they provide and the link methods that they employ.

INTRODUCTION
Packet based and Bidirectional telemetry communications systems are available for immediate
use with additional systems also coming available. These systems often employ different
mechanisms to achieve similar goals of bi-directional packet telemetry and the trade-offs are not
always apparent to the end user. The first part of this paper will show outline the differences
between the traditional bit streaming telemetry systems and ones that are based on a packet
interface providing unidirectional and bidirectional links. The next section covers how the
telemetry channel can be accessed and what might be gained or lost by selection of one method
over another. This is followed by some examples of current and future systems and how they
relate to the communication mechanisms described in the earlier sections.

CHAPTER 1 - TELEMETRY AND PACKET NETWORK EVOLUTION
Traditional Streaming Telemetry
Traditional telemetry has traditionally been composed of bit streams of critical information from
an active source across a wireless interface which is sometimes a subset of all data sources being
recorded locally during some activity of interest. These telemetry data streams are sent over an
RF link due to the disconnected and inherently mobile nature of the item of interest. Initially
packet streams of monitored data items were sent in whatever custom format was developed by
the telemetry system designers. Unidirectional simplex links from the source of interest to a
receiving and processing network has been the norm to minimize the additional complexity of
supporting a communications uplink. As testing systems became more widespread efforts to
coordinate and then standardize key aspects of the unidirectional telemetry streams occurred for
the purpose of implementation efficiency gains and reliability. Streaming telemetry systems
have evolved to employ technical improvements to address the signal environment challenges
observed on test ranges.
Packet Based Networks
Within the telemetry solution space, a system is characterized by a single or small set of sources
sending aggregated data in a continuous mode to a receiving network infrastructure. This
contrasts with the evolution of mobile wireless networks where many users demand access to an
available communications infrastructure and as both senders and receivers of data. After decades
of development in the digital networks outside of the telemetry data application space there are
methods employed which can provide additional capability when added to the current telemetry
systems. Two of these methods considered here include the use of packet-based communications
and bi-directional links.
Continuous Streaming
Data sources in a telemetry system are typically multiplexed into a single unidirectional digital
stream of 1’s and 0’s transmitted contained within energy generated somewhere in the telemetry
band of the RF spectrum as represented in Figure 1. The receiving network devices focus on the
area of the RF spectrum being used and then employs mechanisms to recover the digital stream.
The digital stream of 1’s and 0’s when recovered is then demultiplexed into the subsets of data as
required by the devices representing the data sinks. A receiving end data recorder storing a
complete mission might have a low requirement for further demultiplexing of the data whereas a
receiving end instrument displaying one data source may require the system to demultiplex down
to a part of the larger multiplexed flow of data.

Figure 1 – Continuous Telemetry Transmission
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Packet Streaming
Packet based systems impose a delineation of all data to be transmitted into a set of packets
constrained between a minimum and maximum size with some examples shown in Figure 2.
The minimum size is sometimes directly functional as in carrier sensing systems that need
individual transmissions to have a certain minimum receive sensing duration in order to
minimize a second transmission collision. Other times it is just a convention that is maintained.
The maximum size of a packet is often of more interest to the system designer since the
maximum packet size can affect the transport efficiency of data blocks from sources which
exceed the maximum packet size. Within each packet there is a certain amount of control and
destination overhead in the form of appended headers.
Packets can be inserted into
an existing streaming format
such as is defined in [1]. The
standard defines a method to
incorporate
Chapter
10
packets, integrated Network
Enhanced Telemetry (iNET)
Telemetry Network System
(TmNS) packets, and Ethernet
data packets into the pulse
code modulation (PCM)
stream. Packet formats have
also been defined to natively
Figure 2 – Packet Structure Examples
support the sending of
telemetry recorder data over an IP packet network. For instance, IRIG Chapter 10 [2] data from
a data recorder can be sent as a UPD packet as specified in the standard.
Equipment employing conversion between telemetry and IP formats (TMoIP) [3] allows using a
packet-based network infrastructure to move telemetry data between sites preserving the existing
telemetry stream formats as data encapsulated in IP packets. The TMoIP hardware and software
has resulted in leveraging IP based COTS solution for ground networks. These ground networks
can then also be used to support end-to-end IP based telemetry.
Systems that employ streaming telemetry with embedded packets or using packet-based transport
of embedded streaming telemetry provide an approach that leverages existing hardware/software
systems. The solutions considered in the remainder of this paper employ packet-based capable
RF transport mechanisms allowing the path from information source to sink to be completely
packet based.
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CHAPTER 2 – TELEMETRY CHANNEL ACCESS METHODS
A telemetry link channel access method could be configured in multiple ways between a mobile
node of interest and ground assets as shown in Figure 3. Traditional streaming telemetry consist
of one-way links which make exclusive use of the allocated frequency. Systems that provide bidirectional links either employ a frequency allocated in each direction as in Frequency Division
Duplex (FDD) or shared channel access as in
Time Division Duplex (TDD) access.

Figure 3 - Telemetry Channel Access Methods

Serial Data Simplex Link
A traditional telemetry link is composed of a
transmitter sending aggregate data and receiver
locked on and recovering the data is described
as employing a simplex link. Only one
transmitter is present in this case with the
number of receivers determined by mission
needs. Only one RF spectrum allocation is
needed to support the simplex link, which is
designated as a center frequency and
bandwidth. The frequency is specified as a
center frequency value and the bandwidth is
determined by the data rate and modulation
scheme employed. Multiple simplex links can
be aggregated together when the telemetry data
rate requirements exceed the capacity of a
single Simplex link.

IP Packet-based Simplex Link
When combining simplex links with existing packet-based network systems the lack of a return
path requires certain considerations. One consideration is when sending network packets sent to
a specific host address. For an Ethernet bridge type transmitter, a static IP address to MAC
address association of the host IP and destination must be inserted since two-way address
resolution protocols do not work over simplex links. If the transmitter provides a router
capability, then then a next hop network route is put in place to direct the packets to the IP
interface of the router-based transmitter. Multicast packets can provide a good mechanism to
send packets on a packet based simplex link without need for host MAC to network resolution.
Multicast packets are sent like broadcast packets in that they both directly link the network
address to a MAC address. Multicast packets also have a range of values which can be used for
different data flows.
Bi-Directional FDD Link
A Frequency Division Duplex (FDD) telemetry bi-directional link is composed of two
frequencies one allocated for the telemetry downlink and a second allocated to the uplink. The
uplink transmitter center frequency is separated from the transmit center frequency by an
amount, determined in part by the capability of the RF front end components to isolate the much
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lower level receive signal from high power transmit signal interference. One example of a FDD
system used in a telemetry links is the EVTM ethernet encoder/decoder bi-directional telemetry
system. This system is currently in use in telemetry applications typically with larger
downstream data flows often composed of video streams and a lower capacity uplink control
link.
Bi-Directional TDD Link
A Time Division Duplex (TDD) system uses a single frequency with sequenced transmit event
with two or more transmitters. The method of providing transmit access to the single frequency
being shared could be based on synchronized timing present at all transmitters using GPS / or
wired based timing protocols to a common time source. An alternative approach is to have a
single transmitter provide timing for the other transmitters in the network. The transmitter
providing timing in this approach would typically be the test article in a telemetry system with
ground antennas receiving uplink transmission schedule timing from the test article.
Channel Access Comparison
Table 1 shows some of the key aspects of channel access methods for telemetry links.
Table 1 - Channel Access Comparison

Link
Type

Channels

Simplex
1
Simplex
Packet
1

IP Network
Compatible

Link Data
Rate
Asymmetry
Support

Operating
Frequency
Agility

R-T
Switching
Overhead

With stream
packet
insertion and
removal
Yes, with
some
restrictions
due to oneway operation

N/A

High prior to
test, requires
change method
during test.
High prior to
test, requires
change method
during test.

None

Related to RF
implementation
of Rx-Tx
isolation
Yes

None

FDD

TDD

2

Yes

1

Yes

N/A

Depends on
frequency
allocation
minimum
Yes
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None

Yes

CHAPTER 3 – BIDIRECTIONAL TELEMETRY SYSTEMS
TmNS TDD Based Telemetry
The TmNS standards [5] specify a telemetry solution consisting of a bi-directional TDD system
with synchronized time-based coordination between the transmitters in a network. The TmNS
telemetry systems include a GPS interface or wired interface support for IEEE 1588 to
implement time synchronization at each node. Time synchronization is required to coordinate
transmit start/stop of transceivers sharing a single RF frequency. From a network device
standpoint, the TmNS transceiver is defined as a layer 3 network routing device which relies on
IP routes either static or dynamically assigned to achieve end-to-end packet forwarding between
host computers or network devices connected at either end of a telemetry link.
A network of two TmNS
transceivers is as shown in
Figure 4. A GPS or wired IEEE1588 time master is connected to
each TmNS transceiver as a time
source. A transmit schedule is
loaded
from
an
XML
configuration file. In the XML
file the time associated with each
transceiver transmit time is
defined as transmit opportunities.
Each transmit opportunity has a
Figure 4 – TmNS Transceiver Test Setup
defined start and stop time as
shown in the example TmNS transmit schedule in Figure 5. The start and stop times are defined
as relative to the Epoch time specified in the XML configuration file.

Figure 5 – TmNS Transmit Schedule

The configuration of the transmit opportunities and guard time are shown for a 100 mS repeating
epoch that was configured by the same XML file which was contained on each of the two
transceivers. The transmit configuration is defined for 50% duty cycle between the two
directions. Other transmit duty cycles are such as an asymmetric higher capacity down link can
be defined by a smaller transmit times and/or less transmit opportunities allocated to the ground
transmitter. Within a transmit time a TmNS transceiver sends one or more bursts of an SOQPSK
waveform containing a synchronization pattern at the beginning of the transmission. The time
and frequency synchronization required to recover the data correctly is derived from this initial
synchronization pattern. This method of burst-based communications as applied to range
telemetry is specified in the TmNS standard. This method differs from approaches that switch
existing streaming telemetry modulation on and off during sequenced transmission periods.
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Two Channel Continuous Frequency Division Duplex (FDD)
The EVTM-FDD [6] transceiver shown in Figure 6 is an example of a bi-directional FDD
packet-based telemetry link providing independent uplink and downlink frequency operation. It
uses a COTS transmitter and receiver modules coupled with an ethernet encoder/decoder module
and separate antennas and/or frequency diplexers to isolate the transmit signal from the receiver
input.
The encoder / decoder module is a
standalone device which contains an
Ethernet interface that provides a
conversion between Ethernet packets
and transmitter/receiver serial data
interfaces. Ethernet packets that are
received by the encoder are validated
and then wrapped with HDLC packet
framing to preserve the packet
boundaries when sent over a serial
telemetry link. A 32-bit CRC is sent
Figure 6 – EVTM FDD Transceiver
with the Ethernet packet over the
telemetry link and is validated by the decoder device before transmitting the packet on the wired
ethernet on the receiving end.

Figure 7 – EVTM-FDD Configuration

One of the distinct advantages of an FDD approach is the reliable low latency that can be
achieved when the channel is not shared between uplink and downlink as with the TDD
approach. In Figure 8 a summary of measured
round trip message times is shown for two
modulation types and data rates from 1 to 40 Mbps.
In comparison a TDD system will always have a
larger average latency value determined by the slot
schedule and sharing of the channel.
The EVTM-FDD unit has a fixed 100 Mbps FullDuplex (non-auto negotiate) wired interface and
transmits all valid packets received within the 2000byte MTU size. As a result of the rate mismatch
between packets received on the wired interface and
scheduling on the lower rate RF interface, packet
Figure 8 - TDD Round Trip Latency Times
buffers are implemented on the Ethernet receive to
RF transmit interface to provide rate adaption. The EVTM-FDD is often used with a managed
switch to allow for limiting the over-the-air bridged network traffic using switch-based bridging
protocols and user configurable settings.
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The configuration of an EVTM FDD system is basically the same as setting up a standard
telemetry link though with transmitter and receiver settings in both directions. The operating
parameters such as data rate, modulation and frequency are the same as the ones available in the
standard transmitters and receivers. The data rate selected for an application is driven by
parameters such as the required SNR, maximum desired range, transmit power and antenna gain.
Typical use cases for fielded systems are to set the downlink for a high rate up to 46 Mbps or as
dictated by the operational link budget. The uplink is typically set to a lower data-rate since for
most applications this it almost often used for low-rate control information flow. The lower data
rate in the uplink allows the use of a separate lower gain antenna with isolation from a standard
high gain antenna used on the downlink simplifying the implementation. If the same antenna is
used, frequency isolation circuitry using a frequency diplexer is required to provide receive
signal isolation from the higher power transmit signal.
Single Channel Time Division Duplex (TDD)
The EVTM-TDD transceiver is an example of a switched packet-based time division duplex
telemetry
approach.
The
transceiver couples a node
controller unit with standard
streaming telemetry components.
Like the EVTM-FDD transceiver
it uses both COTS transmitter
and receiver units. The node
controller provides the interface
to the wired network on each end
of the telemetry link. Initially
offered as an Ethernet bridge unit
with the same functionality as the
hardware based EVTM-FDD unit
it has the capability to provide an
IP routing function as well. As
shown in Figure 9 the node
controller consists of a top digital
section with transmitter and
receiver data / control interfaces.
The bottom section is an RF
interface which switches between
transmit input and receiver output
connections to the antenna
interface under control of the
node controller digital section.
Figure 9 – EVTM TDD Node Controller Based Transceiver
The node controller can be used with the integrated RF switch when supporting a TDD switched
telemetry link or with antenna matching components employed with a FDD system. The EVTM
TDD provides a TDD channel access mode which designates a single node as the provider of
transmit channel access timing which does not require the use of external time synchronization at

8

each node. A schedule message is sent by the designated node each epoch which instructs the
other nodes when the channel is to be access for transmissions. The schedule master node is
most often the test article and with the ground transceivers accessing the channel based on the
timing set by the schedule master.
In addition to the schedule message to
coordinate transmissions, receiver freeze, and
sync messages are added to the transmit data as
shown in Figure 10. At the end of each transmit
period the transmitter sends a Receiver Freeze
message over the RF link which is decoded by
the node controller which then asserts the
hardware freeze line to the receiver. The
receiver uses this stored state to begin
acquisition when an active receive period
resumes. This freezing of the receiver state
while the node is in active transmit has proved
to decrease the required acquisition time during
a new receive cycle. Following the return to
active receive the first packet received is a
synchronization packet. The synchronization
packet is small packet which contains a
correlation pattern used by the receiver to
determine link quality during initial reacquisition.
Figure 10 - Switched Telemetry Receiver Control Sequence

For support for switched telemetry using synchronization at each node and local transmit
schedules as in the TmNS standard, the waveform timing would be much the same as shown for
the master scheduler operation. The difference being the lack of a master schedule being
transmitted and transmit times instead being stored locally at each transceiver. The receiver
freeze and synchronization messages would be sent in each allocated transmission opportunity to
allow the receiver to store settings and then quickly acquire the resumed switched telemetry
signal.
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CONCLUSIONS
As new packet base and bidirectional capability is introduced into telemetry systems in the
coming years new communications systems will continued to be deployed and adapted to user’s
needs. Several approaches were shown for the implementing these systems. The TmNS based
transceivers using a non-streaming SOQPSK modulated burst packet transmission in a TDD
synchronized transmit window. The switched telemetry packet based bi-directional TDD
transceiver systems leverage existing telemetry components with slight modifications to
receivers to process receiver freeze and sync messages sent by the transmitter. The FDD
approach requires two frequency allocations though uses telemetry components as is with no
modifications and provides the lowest latency due to the independent uplink/downlink channels.
As these packet based bi-directional systems continue to be deployed in the test environments
more will be learned about what solutions work best in specific test environments.
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SOME THOUGHTS ON TESTING THE DATA QUALITY METRIC
Kip Temple
Air Force Test Center, Edwards AFB CA
ABSTRACT
Over the last several years, Test and Training Ranges have been upgrading their telemetry receiving
capabilities by integrating hardware that implements many of the link improvement techniques
standardized within IRIG 106. One of these techniques is Data Quality Encapsulation (DQE) that
includes the Data Quality Metric (DQM). The DQM assigns a quality metric to a set of data without a
priori knowledge of the data. This metric can be highly useful if it accurately describes the quality of the
data. This paper presents some initial thoughts on test methods that could aid in the determination of the
validity and accuracy of this metric. The approaches center on the use of differing transmission channels
to corrupt the telemetry signal and then compare the estimated quality with the actual quality.
KEY WORDS
Data Quality Metric, Data Quality Encapsulation, Best Source Selection, bit error probability, bit error
rate, Eb/N0
INTRODUCTION
If you were to canvas the vendors that supply telemetry receivers, you would come across a feature that
was not available just a few years ago. Receivers of today have the ability to assess the quality of the
output data after reception and demodulation without a priori knowledge of the input data. The
Telemetry Group (TG) of the Range Commanders Council (RCC) quickly realized the ability to assess
data quality after reception of encrypted data would be of great benefit to Test and Training Ranges
performing aeronautical mobile telemetry (AMT) missions. In response to this revolutionary
advancement in receive technology, the RCC/TG standardized a protocol for transferring a packet of
data with an associated quality metric [1]. This is all well and good, but how well do these receivers
actually characterize the output data quality in a challenging AMT transmission environment? Can this
new metric even be trusted to give accurate results? This paper will discuss some thoughts on potential
tests that could be used to assess how well the data quality metric characterizes the output data of a
telemetry receiver.
BACKGROUND
The RCC/TG standardized a protocol to ensure future interoperability of hardware that would use this
new data quality metric. This protocol is referred to as data quality encapsulation (DQE) which defines
the frame structure for the transmission of the data payload with the data quality metric (DQM) value
associated with that payload. For the purposes of this paper, we will focus on the DQM.
The one defining metric for data quality is bit error rate (BER), i.e. how many bits are in error over a
given range of bits or time. In order to assess this error rate, the originally transmitted data is compared
DISTRIBUTION STATEMENT A. Approved for public release; Distribution is unlimited 412TW-PA-22217

to the received data on a bit-by-bit basis to determine if the received bit was in error. For telemetry links,
unless a known pseudo-random bit sequence (PRBS) of a defined length is transmitted, a BER
calculation is not possible, the originally transmitted data is not known. In this case, the next best metric
for assessing data quality is determining the probability that a bit is in error. Telemetry receivers in the
marketplace today are able to make this probability determination of the data as it is output from the
receiver. To facilitate transmitting this probability estimation in a compact format, BEP is converted to
an n-bit word prior to the encapsulation. This conversion is detailed in [1] and repeated here for
reference. The DQM value is calculated from the estimated BEP as follows:

𝐷𝑄𝑀
where:

∗2

(1)

k is the exponent for lowest estimated BEP
n is number of bits in the DQM field
LR is the likelihood ratio

𝐿𝑅

(2)

For most receivers and real-world applications to date, k=12 and n=16. Table 1 illustrates the calculation
of LR and DQM for values of BEP given these values of k and n.
BEP Versus DQM
BEP
LR
DQM
0.5
1.00
0
1e−01 1.11111e−01 5211
1e−02 1.01010e−02 10898
1e−03 1.00100e−03 16381
1e−04 1.00010e−04 21845
1e−05 1.00001e−05 27306
1e−06 1.00000e−06 32767
1e−07 1.00000e−07 38229
1e−08 1.00000e−08 43690
1e−09 1.00000e−09 49151
1e−10 1.00000e−10 54613
1e−11 1.00000e−11 60074
1e−12 1.00000e−12 65535
Table 1 – Bit Error Probability versus Data Quality Metric
There is now a standard way of sending DQM via a DQE protocol. Why is the transmission of an
estimation of data quality important? It is important for several reasons. One, a standard method of
transmission ensures that sources and sinks of this information are interoperable. Second, the data
quality information can be used for several downstream applications not realized before this information
was available. For example, real-time display of link quality is now available to consumers of real-time
telemetry. Telemetry link performance can now be logged and recorded during missions allowing post
mission link analysis. But perhaps the most important application is using the DQM value as the

selection metric for best source selection (BSS). Best source selectors have been in existence for many
years and have used several suboptimal selection metrics such as majority vote or PCM frame sync.
These metrics both have shortcomings. Not until the introduction of DQM did the BSS have a decision
metric that was actually based upon the data being sent (via a DQE frame) to the BSS. Today, best
source selectors implement a maximum likelihood bit detector (MLBD) scheme as described in [2] in
combination with multiple stream bit correlation to optimally choose the best source on a bit-by-bit basis
with very good results [7]. The key to assigning a DQM value is an accurate and consistent estimate of
the bit error probability that applies to the data that follows the estimate. The DQM must be relevant for
all channel conditions or sources of signal corruption that may exist during telemetry operations.
Accurate and consistent DQM values are important concepts and should not be overlooked. Some Test
Ranges use telemetry receivers from a single vendor exclusively. In this case, consistent results between
receiver 1 through receiver n should be expected, though accurate results still should be tested. But this
exclusive use is not prevalent at all Test Ranges. Some use a combination of two, three, or more receiver
products from differing vendors. In this case, both vendor-to-vendor consistency along with accuracy
should be tested. This is especially true when multiple vendor receivers are feeding a single best source
selector. Imagine the extreme case where a receiver’s DQM=65535 regardless of output data quality, the
downstream best source selector would always select this source!
THE AMT TRANSMISSION CHANNEL AND SIGNAL DEGRADATION SOURCES
Before thinking about tests that would characterize the performance and validity of the data quality
estimate, a cursory understanding of the AMT transmission channel is required. In a typical application,
the telemetry signal is transmitted from the test article and is received at the ground station antenna. As
the signal propagates between test article and ground station, it can undergo corruption. This corruption
is due to a combination of many mechanisms within the transmission channel that are determined by
frequency, distance, antenna patterns, geometry, geography, etc. These mechanisms can generally be
broken into two categories that limit telemetry system performance in that channel: noise and multipath.
As distance between transmitter and receiver increases, the ratio of signal-to-noise decreases until noise
dominates the channel resulting in bit errors and ultimately signal loss. Multipath is predominately due
to the surrounding geography and geometry between the transmitter and receiver. The multiple paths the
signal can travel from the transmitting antenna to the receiving antenna in an AMT environment is
modeled with a channel model as defined in [3] and depicted in Figure 1.

Figure 1 – Typical Aeronautical Mobile Telemetry Scenario
As systems under test increase in complexity and in numbers, less day-to-day AMT spectrum is
available to accommodate real-time transmission of test data. Greater complexity results in higher overthe-air data rates. Coupled with the sheer number of tests and increasing test tempo result in AMT

spectrum scheduling congestion. Regulatory actions and spectrum auctions have resulted in commercial
wireless systems operating in and adjacent to AMT spectrum. All of these conditions result in potential
in-band adjacent channel interferers as well as out-of-band interference.
The next section will discuss tests to assess how well the receiver is estimating signal corruption based
on these limiting channel conditions generally characterized as additive noise, multipath, and adjacent
channel interference.
THOUGHTS ON TESTING
The telemetry link is limited by channel conditions that include additive noise, multipath fading, and at
times, interference. The reception of the signal can also be affected by anomalies in test article antenna
patterns or ground station antenna tracking. The result of these sources of signal corruption and
degradation should be the basis for the proposed tests. The goal is for the test to emulate a real-world
signal corruption event, then measure how well the receiver estimates the actual output bit error rate via
a bit error probability estimation after reception and demodulation. To illustrate these thoughts, here are
a few examples of conditions that should be considered when thinking about appropriate DQM testing:
• Additive noise will start dominating the received signal as the distance between test article and
receiving station increases. This results in lower and lower signal-to-noise ratios until the
transmitted signal is unrecoverable.
• Depending upon the bandwidth of the transmitted signal and the multipath condition, a complete
signal fade could occur during a multipath event.
• A low flying test article transmitting a high data rate telemetry signal in a mountainous
environment could result in frequency selective multipath conditions.
• Deep nulls in the composite antenna pattern from the test article would cause signal fading at the
receiver. At long slant ranges the result of the fading could result in the signal abruptly
transitioning between values of system BER. This fading could also cause the receive antenna to
lose track of the test article for some amount of time resulting in signal loss causing receiver
resynchronization.
In [4] Hill proposed multiple DQM ”calibration” tests using much the same thought process as this
paper; since no standardized method exists on how to determine a DQM value, testing must be done to
characterize receiver DQM performance. This paper builds upon those initial thoughts and proposes a
series of tests by leveraging existing test methods [5, 6] and the standardized telemetry channel model
[3]. Throughout the tests described below, a comparison of DQM (BEP) against BER, captured and
compared over the same interval of time, is used as the performance metric. Lastly, coding in the form
of forward error correction and Space-Time Coding and their effect on the tests are briefly discussed.
Both add a level of complication to all of the test methods described below as DQE payload lengths are
tied to the block structure of the coding schemes [1].
Limiting Channel Condition – Additive Noise (BER versus BEP)
The first, and perhaps easiest test to consider is one where the signal is corrupted by additive white
Gaussian noise (AWGN). This is indicative of many flight scenarios where the test article flies to the
point where noise starts to dominate the signal, in other words the limiting channel condition is noise.
The test method in [6] can be leveraged to provide a starting point for this test method. The receiver
should be able to provide a BEP that is a very good estimate of BER for the AWGN case.

In general, the test method can be described with the following steps using the test set up as shown in
Figure 2:
1. Create the test signal/waveform with the desired modulation/coding, pseudo random bit
sequence (PRBS), at the required data rate.
2. Corrupt the signal with a known level of AWGN thus setting Eb/N0 for the signal.
3. Measure receiver output BER by varying input Eb/N0.
4. While measuring BER derived from the DQE payload, simultaneously capture and record the
corresponding DQM values. Calculate BEP from the DQM values.
5. Plot BER vs Eb/N0 and BEP vs. Eb/N0 in a logarithmic-linear scale or plot BEP estimates versus
BER values on a logarithmic-logarithmic scale to compare results.

Figure 2 – Notional Test Set Up (Additive Noise, BER vs. BEP)
The result of this test illustrates the detection performance of the receiver for the input
modulation/coding selected. While an excellent figure of merit, what is important for this test is how
well the BEP vs. Eb/N0 curve matches the BER vs. Eb/N0 curve. Ideally, the two curves should sit on top
of each other.
Limiting Channel Condition – Flat Fading (Resynchronization Response)
This test method provides a means to characterize the receiver’s signal quality estimate during a
resynchronization event where the link is either impaired with additive noise or is not. For the case
where noise is added, this scenario could occur when the test article is operating at longer slant ranges at
low antenna elevation angles, i.e. an aircraft flying low over the ocean at a distance that is stressing the
link budget. This case would exhibit low signal-to noise ratios coupled with a sever multipath
environment causing flat fades (complete signal loss) and antenna tracking issues. For the case where no
additive noise is added (the link is not noise limited), the test article would be operating at a shorter
range where multipath or test article antenna pattern nulls are now limiting performance causing signal
losses to the receiver. The purpose of the test is to investigate any anomalous or erroneous DQM values
output from the receiver during a resynchronization event. The basis of comparison is the DQM value
versus BER before, during, and after a resynchronization event. For both cases, the input signal to the
receiver will have a known, fixed signal quality resulting in a known BER. In the case of no additive
noise, BER would be zero corresponding to a DQM value of 65535 (see Table 1).
In general, the test method can be described with the following steps using the test set up shown in
Figure 3:
1. Create the test signal/waveform with the desired modulation/coding using a PRBS as the
baseband data set to the desired bit rate.
2. For testing with AWGN, set signal Eb/N0 as required. For testing without additive noise, bypass
the noise test set.
3. To simulate a signal outage, step between signal (or signal + noise) and noise by using a signal
source to drive an RF switch. Adjust the signal outage rate as required to fully characterize the
receiver’s DQM resynchronization response.

4. While measuring BER derived from the DQE payload, simultaneously capture and record the
corresponding DQM values as the signal to the receiver is switched between signal (or signal +
noise), noise, then back to signal (or signal + noise).
5. Calculate BEP from DQM and plot the calculated BEP estimates with BER throughout the
switching cycle. One method would be to plot BEP and BER versus test time, number of
payloads, or total number of bits captured on a logarithmic-linear scale. Another way would be
to plot BEP estimates versus BER values on a logarithmic-logarithmic scale to compare results.
6. Repeat the test at different values of Eb/N0 as required.

Figure 3 – Notional Test Set Up (Resynchronization Response)
It is worth mentioning that there are a few practical considerations associated with this test. During
resynchronization, the number of DQE payload bits may not match the number of transmitted bits due to
the resynchronization process. Something else to consider is if IRIG-compliant low density party check
code (LDPC) is applied. In this case, both the demodulator and LDPC decoder have to resynchronize. In
this case, the DQE payload should be synchronized to the LDPC codeblock [1] that could lead to some
anomalous behavior depending upon the receiver strategy for outputting DQE frames during
resynchronization. The same discussion is true if Space Time Coding is added.
Limiting Channel Condition – Additive Noise in a Flat Fading Channel (DQM step and dwell)
The goal of this test would be to characterize the accuracy, relevancy, and response of the receiver’s
BEP estimate in a dynamic channel condition with differing amounts of additive noise. This test differs
from the test previously described. In this test the link is operating in a region where bit errors are
evident and the switching of the signal does not cause the receiver to resynchronize. This channel
condition is probably not representative of a real-world channel condition that is very prevalent, rather it
is intended to test the correlation of DQM to the data payload in the DQE frame. To test this scenario, a
test setup is required that will cyclically step and dwell through several values of input signal Eb/N0
while simultaneously recording DQM and BER values from the receiver. The timing of the capture is
important, the BER and DQM need to correspond to the same payload of information. The test method
in [6] related to resynchronization testing can be used as a starting point for developing the concepts
used in this test method.

This test is intended to illustrate whether or not the DQM values directly applies to the payload in the
same DQE frame. This is vitally important for downstream equipment such as a best source selector that
is making decisions on the payload quality. If the DQM value is not directly applicable or relevant to the
data payload in the DQE frame(s) or is averaged over a large number of multiple DQE frames, the
decisions made within the BSS on which source to select will be in error, the DQM values are not truly
representative of the data. The faster the cycle rate through Eb/N0 values the more apparent whether or
not the DQM value applies to the data payload over the exact same number of DQE frames. Faster
switching ensures Eb/N0 changes mid-frame. These “step” frames should have BEP/BER in-between the
dwell-level BEP/BER thus being an indicator of proper DQM alignment with DQE payload data.
The test method can generally be described with the following steps using the test set up in Figure 4:
1. Create the test signal/waveform with the modulation/coding, PRBS, at the required data rate.
2. Corrupt the signal with a known level of AWGN thus setting Eb/N0 for the signal.
3. Continually step between several values of Eb/N0 that result in a BER ranging between 1x10-2
to 1x10-7. For example, for SOQPSK modulation, Eb/N0 could step and dwell between values of
5, 8, 12, 8, 5, 8, 12, etc.
4. Vary the dwell time (step frequency) between steps in Eb/N0. For example, the dwell time could
range between 10-1000 DQE frames before switching to the next value.
5. Capture and record results comparing dwell time with measured DQM (BEP) vs actual BER
values for the values of Eb/N0 used during the test. It is critical that the BER and DQM (BEP)
be measured simultaneously on the exact same DQE frames.
6. There are several ways of illustrating the results of this test. Plot BEP estimates with BER
values versus the number of payloads/bits captured or test time as the test cycles through each
Eb/N0 setting. Alternatively, plot BEP estimates versus BER values on a logarithmiclogarithmic scale over the entire number of test cycles.

Figure 4 – Notional Test Set Up (DQM Step and Dwell)
Limiting Channel Condition – Adjacent Channel Interference (BER versus BEP)
The goal of this test would be to characterize the how accurately the receiver estimates the output signal
quality in the presence of adjacent channel interference. In a bandwidth constrained environment typical
of an environment most test ranges face today, telemetry signals are scheduled as close in frequency as
possible trading the maximum number of users with self-imposed adjacent channel interference. Even
with this rigorous scheduling, interference can exist either with other unscheduled telemetry signals,
non-telemetry signal in-band interferers, or out-of-band adjacent signals. For example, strong cellular
signals can exist as adjacent band interferes, Wireless Communication Service (WCS) signals can exist
as in-band S-Band interferers, and unscheduled users of telemetry spectrum can all cause interference.
All of these scenarios can be derived allowing a comparison of estimated BEP versus measured BER in

these interference conditions. The test method in [6] related to adjacent channel interference can be used
as a starting point for developing the concepts used in this test method.
The test method can generally be described with the following steps using the test set up in Figure 5:
1. Create the “carrier” or “victim” waveform with the desired modulation/coding using a PRBS as
the baseband data at the desired data rate. Corrupt the carrier signal with AWGN to an Eb/N0
level 1dB above a resulting BER of 1x10-5.
2. Choose an interferer. If a telemetry signal, choose the waveform with the desired
modulation/coding and data rate. If a cellular-type signal, choose the type of signal present in the
environment to be simulated.
3. Set carrier to interference (C/I) ratio. For telemetry signals, C/I is typically -20dB. For other
interfering signals, C/I is dictated by the environment to be simulated.
4. At the C/I for the test, determine the frequency offset of the interfering signal that results in a
carrier BER = 1x10-5. This frequency offset results in 1dB of carrier signal degradation and will
be used as the “center point” for dithering the interfering signal center frequency.
5. Capture and record carrier DQM (BEP) and BER values while the interferer is dithered in
frequency around the center point resulting in a range of BER values between 1x10-2 to 1x10-7.
6. Calculate BEP from DQM values, tabulate results and plot BEP and BER as a function of
interferer offset frequency to illustrate the results.

Figure 5 – Notional Test Set Up (ACI, BER vs. BEP)
Limiting Channel Condition – Multipath (BER versus BEP, static 3-ray channel)
Any telemetry channel described using the channel model in [3] will use three propagation paths, or
transmission rays, to describe the impulse response of the channel. The three paths are line-of-site (LOS)
direct path, the specular reflection path, and the diffuse reflection path. The severity, or how much the
multipath channel degrades the signal, depends upon the characteristics of the specular and diffuse
reflection paths. The goal of this test is to determine how well the BEP estimate characterizes or tracks
the actual system BER under three real-world static multipath conditions as defined in [5]. These
multipath channel conditions are generally described as mild, moderate, and severe.
Using the three static 3-ray multipath conditions, measure the BER of the given combination of
waveform/coding under test. Depending upon the multipath sensitivity of the waveform or
waveform/coding combination under test, one or more of the multipath channels may be too severe for
the receiver/decoder to synchronize to and provide a valid output. Unlike a system corrupted by AWGN
that provides predictable results (i.e. gradual degradation of BER as increasing levels of noise is added),

a signal corrupted by multipath must be tested for each multipath condition presented. Once the
multipath channels are determined, BER and DQM (BEP) can then be captured and compared.
In general, the test method can be described with the following steps using the test set up in Figure 6:
1. Create the waveform with the desired modulation or modulation/coding using a known bit
pattern (PRBS) at the desired bit rate.
2. Create one of the three (mild, moderate, severe) static 3-ray multipath channel conditions. The
multipath condition will cause waveform distortion leading to corruption in system BER.
3. While measuring BER derived from the DQE payload, simultaneously capture and record the
corresponding DQM values for each of the three static channel conditions.
4. Calculate BEP from DQM values and compare the BEP with the actual BER.

Figure 6 – Notional Test Set Up (Multipath, BER vs. BEP)
Limiting Channel Condition – Multipath (BER versus BEP, static 2-ray channel)
Much like the static 3-ray test described above, this test is used to determine how well the BEP estimate
from the telemetry receiver characterizes or tracks the actual system BER while being subjected to
multiple static multipath conditions. Unlike the test described above, this test uses only 2-rays but uses
multiple settings of amplitude, relative delay, and phase of the specular reflection path to increase or
decrease the severity of the multipath channel [5]. In total, there are over 150 different settings available
to create any level of severity required. The test set up, test method, and result comparison is much the
same as the 3-ray static multipath case described above.
THOUGHTS ON CAPTURING AND COMPARING BEP WITH BER
Throughout the tests described above, there were two underlying assumptions that should be addressed.
First, the unit under test can estimate the BEP for the payload in the DQE frame structure. Stated another
way, the number of actual bit errors in a DQE frame should match the number predicted by the BEP
(derived from DQM) for that frame. Second, this assumption should hold true for each and every DQE
frame.
The estimated BEP can and will result in a bit error value much, much less than 1 for a single DQE
frame. For some test cases it is highly likely the estimated BEP for the payload in that DQE frame will
result in a number of bit errors that are not an integer value but rather a fraction of a bit. Realizing this, it
becomes evident that multiple payloads must be captured and averaged. The lower the estimated BEP,
the larger amount of DQE frames (payloads) need to be captured and averaged in order to perform a
valid BEP to BER comparison.

The optimal method of making this BEP comparison with BER would be to measure BER for each and
every possible value of BEP. Per Table 1 when k=12 and n=16, there are 65,536 individual DQM values
resulting in the same number of BEP estimates. This comparison would be made by creating 65,356
“bins” and adding to these bins when a DQM value is captured matching that bin value. Over time these
bin values would be averaged to arrive at a BEP that could be compared to the actual BER. This optimal
comparison method is impractical as it requires the tests to be run over a very long time in order to
achieve a large number of samples aimed at obtaining valid average results.
A natural extension of this approach would be to group individual bins into one larger range of bin
values containing M individual bins. This grouping effectively acts as a multiplier to the number of
DQM values recorded resulting in reduced test time. The question then becomes, how many of the
65,356 possible bins should be combined to provide one singular BEP estimate? Granularity of the bin
sizes then becomes the trade-off. If M is made too large, accuracy is diminished. If M is too small,
longer test times are required to achieve a valid average BEP. Ultimately, BER and BEP should be
averaged in segregated bins with length N corresponding to the DQM values chosen. For example, if
M=64, the length of each bin spans N=1024 DQM values. In terms of BEP, if a BEP of 1.000e-06 is
chosen as a reference bin value, then the bin would span BEP values of 1.000e-06 to 1.540e-6. This can
be extended for other examples of bin lengths as shown in Table 2.
One possible process for correlating DQM and BER values is to divide the set of all possible DQM
values into M bins as discussed above. This results in 𝑁

DQM values grouped into each bin (see

Table 2 for examples). Associate two accumulators for each of the M bins:
t(m) - count of total bits in each bin, m = 0, …, 𝑀 1
e(m) - count of total errors detected in each bin, m = 0, …, 𝑀

1

At the start of a test, reset all accumulators to zero. Then, for each DQE frame, determine which bin
contains the DQM value for that frame:

𝑚

, where ⌊𝑥⌋ is the largest integer less than or equal to x.

Add the number of bits in the frame (i.e., payload length) to the total bit count accumulator for bin m,
t(m). Likewise, add the number of bit errors in the frame to the errored bit count accumulator for bin m,
e(m). Once a test is complete, the linear average BEP corresponding to each bin can be compared to the
average BER for bits recorded in each bin. Using Eq. 1 and 2 from above:

𝐵𝐸𝑃 𝑚

leads to 𝐵𝐸𝑃 𝑚

is the estimated BEP based on DQM for each bin, m = 0, …, 𝑀

𝐵𝐸𝑅 𝑚
is the measured BER for each bin, m = 0, …, 𝑀

1

∑

(3)
1
(4)

Note that the BEP associated with each bin is determined solely by the choice of M and not by any
measured data [9]. This is illustrated in Table 2.
Number of Bins, M
64
256
1024
4096

Bin Span in DQM, N
Bin Span in BEP (ref = 1.000e-06)
1024
1.000e-06 to 1.540e-06
256
1.000e-06 to 1.114e-06
64
1.000e-06 to 1.027e-06
16
1.000e-06 to 1.007e-06
Table 2 – BER/BEP Bin Examples

WHAT YOU SHOULD GET OUT OF THIS PAPER
 The Test Ranges require standardized test methods to ensure receiver output data quality is assessed
both consistently and accurately.
 Test Ranges that use telemetry receivers from multiple vendors and perform best source selection
using DQM as the selection metric are keenly interested in standard test methods.
 Standardized test methods can add confidence in the data quality estimate as it applies to the data
packet that follows the estimate as defined in [1].
 Several of the existing test methods in IRIG 118 Vol. 2 can be leveraged to provide the basis for test
methods specific to DQM evaluation.
 It is important to remember that the tests presented are intended to characterize how well the BEP
estimate matches actual BER and not characterize receiver performance. An example is the Additive
Noise test.
 Throughout the notional tests described above, there was a key piece of test equipment introduced
generally described as the “DQM Reader/Logger.” This reader/logger would have the following
functionality:
• Capture incoming DQE frames
• Log DQM values and calculate BER using the same DQE payload
• Capture when a switch event occurred
• Output data and clock derived from the DQE payload by “de-framing” the payload in the
DQE frame
 One method of capturing, logging, and comparing BEP with BER was presented utilizing bins to
tally BEP and BER values during each of the notional tests described.
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ABSTRACT
This paper comes as a following of last year ITC paper [3] which highlighted the benefits of
using a Best Source Selector (BSS) in a flight test range, explored the difficulties in its
implementation (Time alignment, Signal Quality retrieval and support of different formats) and
presented a validation method based on the playback of 4 analog baseband signals synthetized
using Matlab and an IF recorder. This year paper presents two test setups (one using an RF
simulator and one using playback of PCM data recorded during a real US test range mission) to
highlight the performance of a BSS when Data Quality Metric (DQM) is enabled. The results
obtained in 3 different BSS modes (Best Vote, Majority Vote and Weighted Majority Vote) are
presented as well as a method to capture internal BSS metadata to better understand and assess
the BSS performance.
KEYWORDS
Telemetry, Flight test, Best Source Selector, Data Quality Encapsulation; Data Quality Metric,
IRIG 106, TMoIP IRIG 218-20, Best Vote, Majority Vote, Weighted Majority Vote, Maximum
Likelihood Bit Detection (MLBD),
INTRODUCTION
Flight Test telemetry downlink is the reception on the ground and in realtime of an RF telemetry
signal radiated by a test article, which has been equipped with a transmitter transmitting an RF
signal modulated by a PCM stream.
In practice, it is often interesting to receive on the ground the signal from different locations, as
this gives visibilities of the test article from different angles, providing a better opportunity to
avoid masking effects due to test article maneuvers and effects from the terrain. Additionally,
having multiple ground tracking antennas at different locations also allows to extend the
geographical footprint of the flight test, without the need to have larger antennas or higher
transmitting power.
Each PCM stream produced at each geographically diverse ground station is transported over the
Range network infrastructure to the central processing facility where a Best Source Selector
performs a constant assessment of the incoming PCM streams and does a real-time selection of
the best source (as shown below in an overall view of a test range).

Fig. 1. Overall view of a test range with multiple TM station and BSS at the processing facility
The objective of the Best Source Selector is to always provide the best possible output to its
downstream user (Decryptor, Telemetry rooms…). In this aspect, the BSS can be set up in a few
different ways. 3 common selecting modes are presented in this paper:
- Best Vote is the selection of the best source while the other input sources are ignored.
- Majority Vote is the selection of the output state (between “1” or “0”) based on the state
having the highest number of occurrences among the input sources.
- Weighted Majority Vote is the maximum ratio combining of all input sources weighted
by how good each input source is.
The information of “best source” or “how good is a source” is given by the Data Quality
Metric (DQM) as defined by the RCC IRIG-106 standard in 2020. It is a Quality score derived
by the TM receiver and given to a block of data bits (payload
configurable from 1K to 16K, 4096 bits being the default value).
This score ranges from 0 (very bad data or equivalent to 0.5 BER)
to 65,535 (perfect data or equivalent to 10-12 BER) and is a
proxy for Signal to Noise ratio of the received signal.
See on the right the table linking BEP and DQM
Out of the 3 selection modes above, Best Vote and Weighted
Majority Vote modes require PCM streams with DQE/DQM
enabled to work while this is optional for Majority Vote mode.
Note: We did not cover the Frame Synchronizer mode as the
purpose of this paper is to focus on the Best Source Selection of
encrypted Telemetry data which prevents the processing of the
data itself (like searching the Synchronization word of the TM

stream) to assess the quality of each incoming stream. Hence, the introduction by the RCC IRIG106 of the DQE/DQM standard.
Apart from the selecting mode, an important feature of the BSS is to constantly re-align all the
incoming streams to allow the selecting process to occur properly. In Best Vote mode, the realignment prevents the introduction of a discontinuity in the flow of information at the output of
the BSS (either a jump in time or TM data being repeated). In Majority Vote or Weighted
Majority vote (respectively), this allows the counting or the combining (respectively) to be
performed at the same bit period across all incoming PCM streams.
TEST SETUPS TO EVALUATE BSS PERFORMANCE
A.

RF simulator setup

The setup allows to test the BSS by providing 2 PCM inputs generated by a dual channel
receiver fed by 2 RF signals from an RF simulator. The 2 RF signals follows a sinusoidal fading
pattern in opposite phase such that when one RF signal is at its highest level, the other is at the
lowest and vice-versa. Data Quality Encapsulation (DQE) with Data Quality Metric (DQM) is
enabled for each PCM output such that the BSS can use the DQM information as the Quality
information for the source selection process.
We set the simulator RF with a fading depth of 7dB and period of 20s and we adjust the RF
output (in dBm) to have errors generated by the Receiver noise floor when the RF signal drops
and to have error-free link when the RF signal reaches its peak.
The modulation source is a Pseudo Random Sequence PN15 at 10Mbps. Using a PN15 allows
the simulator/BERT to measure the true BER on both the incoming PCM streams and the BSS
output and to get it compare with the estimated DQM derived by the receiver and use by the BSS
as the Quality information for each PCM input.
The interesting aspects of this setup are:
- Testing BSS operation when different IRIG-106 waveforms are used (PCM-FM;
SOQPSK, ARTM CPM, SO-LDPC)
- In addition to the physical PCM data/clock format, testing of the TMoIP transport when
the same PCM information is transported over Ethernet from the TM receiver into the
BSS
- Testing the impact of the DQE payload size (decreasing or increasing from the default
size of 4096bits)

Fig. 2. RF simulator setup to evaluate a BSS
Two groups are set into the BSS. Group #1 which includes the 2 physical PCM data / clock
inputs; Group #2 which includes the 2 TMoIP PCM.
Note also that the DQE payload size used in this testing is 8000bits which differs from the
Default size value of 4096bits
The Simulator/BERT includes a display capability that can plot in real-time and simultaneously
the BER (true value measured) along with the estimated BEP (Bit Error Probability) given by the
DQM.

Fig. 3. Example of the BERT display showing BER and BEP (SOQPSK mode with RF output
level of -78dBm)
Below are some noticeable information provided by the plot:
• automatically synchronizes on DQE packets and recognizes the DQE length (here
8,000 bits)
• the BER values are measured at a constant interval (here every 2 seconds). At
10Mbps, it means the lowest BER we can detect is 5x 10-8 (i.e. 1 single error
detected during that 2 second window)
• The BEP being displayed (label BEP in bold orange) is an average (averaging details
to be discussed) value from all the DQM received (@10Mbps and with a payload of
8048bits, the DQM rate is 1242 DQM per second (ie 1242Hz)

•

The Max. BEP and Min BEP indicate the maximum and minimum DQM values seen
during a display interval (or DQM spread) and are represented in the light orange
color. After testing with different values of DQE lengths from 4096 to 8,000 and up
to 13,000 bits, we notice that the spread reduces as the DQE length increases…which
makes sense as the TM receiver has more payload bits to perform its Eb/N0
estimation.

PCM-FM waveform; RF input level:-71dBm

Tier-1 MS-FM demodulator RF input level:75dBm

SOQPSK-TG waveform; RF input level SOQPSK-TG LDPC 2/3 4K waveform; RF
73dBm
input level -83dBm
Fig. 4. Example of the BERT display showing BER and BEP for the 2 BSS inputs and an errorfree BSS output (Best Vote Mode)
Those 4 plots confirms that whatever the initial waveform, the BSS output in mode Best Vote is
error-free while the 2 PCM input streams see their quality fluctuate from BER of ~ 10-2 to errorfree.
As we drop the RF simulator level output, more errors show up on both channels ch1 and ch2 to
the point that there is no more error free scenario on ch1 and ch2. Then the BSS set in Best Vote
mode select the best output alternatively between ch1 and ch2 such that the BSS output is a
composite of both ch1 and ch2 inputs

SOQPSK-TG waveform; RF input level ARTM CPM waveform; RF input level 78dBm
78dBm
Fig. 5. Example of the BERT display showing BER and BEP for the 2 BSS inputs and nonerror-free BSS output (Best Vote Mode)
This test confirms that:
- the BSS is able to select the Best Source by selecting the source with the highest DQM value
- the BSS is able to realign in time both incoming streams such that when switching from one to
the other, it is seamless.
A test was also performed to confirm the performance of the BSS when both PCM streams are
fed to the BSS via Telemetry over IP (TMoIP) using the latest RCC218-20 format allowing the
packet header to be flagged as a DQE aligned packet informing that the DQE/DQM information
is located at the beginning of each TMoIP packet. We therefore plotted the BERT from both BSS
outputs: top being the BSS output from Group#1 (PCM data/clock format) and the bottom being
the BSS output from Group#1 (TMoIP format). The result confirms that whenever the PCM is
transported as legacy PCM data/ clock or as Telemety over IP, the BSS output is identical.

Fig. 6. BERT display showing the BER of the BSS output for group#1 (PCM data/clock) – CH
1(I) above - and group#2 (TMoIP) – CH 2(I) above.
Apart from simplifying the connection between remote TM receivers and the processing facility
where the BSS is located, direct TMoIP from TM receivers allows the add-on of IRIG-B time
into the header of the RCC218-20 packet which tremendously helps the BSS in its initial realignment of all the incoming sources, especially when there are important latencies between
remote TM receiving stations and the processing facility due to the infrastructure.
Note that a final test could have been performed by mixing input format into a new BSS Group
with for example ch1 PCM being physical Data/Clock and ch2 PCM being TMoIP and both part
of a dedicated Group. This the “Hybrid” BSS configuration
B.

playback of PCM data recorded during a real US test range

The 2nd test setup described below relies on the playback of a set of PCM data/clock streams that
have been recorded at each receiving site by a US test range during a real case scenario on the
range.
As shown on the map below, the scenario involved one RF test source (PN15 data at 4Mbps,
PCM-FM modulated) that was fixed on the runway and 4 tracking antennas (1 on the flight line
and 3 nearby located at a TM building).
Each receiving antenna is connected to a TM receiver that performs polarization diversity pre-D
combining, PCM-FM demodulation and PCM output with DQE/DQM that is then recorded on a
baseband ch10 recorder along with the ground IRIG-B time.
Finally, the ch10 file is made of :
PCM1 => PCM data from Antenna 1
PCM2 => PCM data from Antenna 2

PCM3 => PCM data from Antenna 3
PCM4 => PCM data from Antenna 4
Time channel

Fig. 7. Map showing the location of the 4 receiving antennas where each PCM data was
recorded
The test lasted close to 30 minutes (ie 1800s) from an IRIG-B time of 2:51:22PM to 3:20:10PM
and consisted of the 4 tracking antennas successively pointing and then being off the RF test
source such that the quality of the PCM data received and recorded at each receiving site is errorfree, then degraded to a 10-5 BER and a 10-2 BER. Each receiver at each receiving site output 2
sets of PCM data/clock; one with DQE enabled and one with DQE disabled that is used to read
the actual link BER. Both are recorded into the ch10 but only the 4 PCM with DQE ON are play
backed into the BSS.
The sequences of events are summarized in the below table.
Time event start
Ant1=PCM1
Ant2=PCM2
Ant3=PCM3
2:52:00
RF test source is ON- start of recording
2:52:00
ON – Error free
ON – Error free
ON – Error free
st
1 pass where all antennas will successively move off target to settle at 10-5 BER
~ 2:53:20
OFF – BER ~ 10-5
ON – Error free
ON – Error free
~ 2:54:00
OFF – BER ~ 10-5
OFF – BER ~ 10-5
ON – Error free

Ant4=PCM4
ON – Error free
ON – Error free
ON – Error free

~ 2:55:00
OFF – BER ~ 10-5
OFF – BER ~ 10-5
OFF – BER ~ 10-5
~ 2:59:30
ON – Error free
OFF – BER ~ 10-5
OFF – BER ~ 10-5
~ 3:01:30
OFF – BER ~ 10-5
ON – Error free
OFF – BER ~ 10-5
~ 3:03:40
OFF – BER ~ 10-5
OFF – BER ~ 10-5
ON – Error free
~ 3:05:40
OFF – BER ~ 10-5
OFF – BER ~ 10-5
OFF – BER ~ 10-5
nd
2 pass where all antennas will successively move off target to settle at 10-2 BER
~ 3:11:10
ON – Error free
OFF – BER ~ 10-5
OFF – BER ~ 10-5
~ 3:12:30
OFF – BER ~ 10-2
ON – Error free
OFF – BER ~ 10-5
~ 3:13:50
OFF – BER ~ 10-2
OFF – BER ~ 10-2
ON – Error free
~ 3:15:50
OFF – BER ~ 10-2
OFF – BER ~ 10-2
OFF – BER ~ 10-2
~ 3:19:00
ON – Error free
OFF – BER ~ 10-2
OFF – BER ~ 10-2
~ 3:19:30
ON – Error free
ON – Error free
OFF – BER ~ 10-2
~ 3:19:50
ON – Error free
ON – Error free
ON – Error free
~ 3:20:20
RF test source is OFF- end of recording

ON – Error free
OFF – BER ~ 10-5
OFF – BER ~ 10-5
OFF – BER ~ 10-5
ON – Error free
OFF – BER ~ 10-2
OFF – BER ~ 10-2
OFF – BER ~ 10-2
ON – Error free
ON – Error free
ON – Error free
ON – Error free

Fig. 8. Summary of the sequence of events for the 4 receiving antenna sites
The idea of that event sequence is that at any given time, at least one TM antenna should be ON
the RF test source and therefor the overall BSS output should be error free during the entire test
assuming that the switch from one antenna to the other is occurring exactly at the same time
(which is practically not the case as it involves the operation of 2 antennas by 2 separate
individuals which is obviously not synchronized).
Similarly to the 1st test setup, we use the BERT to display the BER of the BSS output (from
Group#1 because the inputs into the BSS are PCM data/clock signals play-backed from a ch10
baseband recorder reproducer). We successively ran the playback into the BSS to assess the
performance of the 3 Selecting modes: Best Vote, Majority Vote and Weighted Majority Vote

(above) BERT display showing the BER of the BSS output for Best Vote mode

(above) BERT display showing the BER of the BSS output for Majority Vote mode

(above) BERT display showing the BER of the BSS output for Weighted Majority Vote mode
Fig. 9. BER display of the BSS output for the Selecting modes
We can conclude that in this scenario, the Weighted Majority Vote mode provides the best
results compared to Majority Vote (2nd) and Best Vote (3rd). We can see a long period of errorfree telemetry
Though some surprising facts are being noticed such as :
1- The poor quality output in Best Vote mode with a BER often stuck at 10-5/10-6 and some
other times at 10-2 / 10-4.
2- The BSS output getting unlocked several times: 1st time at 3:06:50 (we will learn later
that one of the 4 PCM connection got disconnected at this exact time which triggers the
BSS to reset), then between time 3:13:52 to 3:15:53 (~ 2 minutes) and finally several
times in the last 100s of the playback. This occurs in all 3 modes

3- The BSS output having a poor BER output between time 3:03:50 to 3:05:40 (~ 2
minutes) and then between time 3:15:53 to 3:18:58 (~ 3 minutes). This occurs in all 3
modes
To explain those findings, a more thorough understanding of the quality of the 4 PCM inputs
provided to the BSS is required and it led to implementing the internal BSS metadata logging
mechanism described in the next chapter. It ultimately led to an explanation for the surprising
facts reported above being that the DQM attached to PCM3 was incorrect most of the time,
either over-estimated or under-estimated (see next chapter for more details)

CAPTURING INTERNAL BSS METADATA
A.
List of BSS parameters
In our quest to better understand how the BSS performs, a list of meaningful parameters
representative of the BSS performance has been defined to be captured as the BSS processes the
data.
Those parameters are:
- Data Quality Metric (DQM) for each incoming PCM streams
- Time Delay of each incoming stream (in comparison with the reference channel which is
the selected channel) as seen by the BSS (in ms; a positive value meaning that the
channel is late while a negative value indicating it is ahead of time )
- BSS status (BSS can be locked – status 1- or in acquisition – status 2)
- Best Source Selected (only meaningful in Best Vote mode)
- Data Quality Metric (DQM) for the BSS out PCM stream
We then added the ones below (only applicable for the US test range scenario)
- Bit Error Rate (BER) for each incoming PCM streams.
- Bit Error Rate (BER) for the BSS out PCM stream.
Those parameters can be logged at a maximum rate of 100ms interval (or 10Hz or 10 points per
second). Note that in the RF simulator setup, the DQM rate is about ~ 1200Hz with DQE
payload being 8000bits at a data rate of 10Mbps while it is about ~ 1000Hz in the US test range
scenario with DQE = 4096 bits at a data rate of 4Mbps.
Time Delay for a given channel is a crucial parameter for the BSS as its value should always be
equal to zero for the reference channel (ie selected channel in case of Best Vote mode). Hence,
we derive another parameter called “Time delay based on Selected channel” to monitor this
value.

B.

RF simulator setup

The results being presented below come from the test scenario SOQPSK-TG waveform with RF
input level -78dBm in Best Vote mode (BERT display is given on Fig. 3 above)
In that case, because there are 2 PCM inputs, the logging includes the 7 parameters below:

Time
BSS Status
BSS selected
DQM#1
DQM#2
Time delay #1
Time delay #2
DQM Value
12:41:43 AM
1
2
28122
46336
0.769299984
0
46762
12:41:43 AM
1
2
28558
46536
0.768899977
0
46762

Fig. 10. Snapshot of the logging file capturing the internal BSS metadata
Similarly to the parameter “Time delay based on Selected channel”, we derive a new parameter
called “DQM value based on Selected channel” using color code to facilitate the understanding
of which channel is selected.
Note that the “DQM value based on Selected channel” is not exactly equal to the parameter
above “DQM value” which is the DQM assigned to the BSS output (explanation below)

Fig. 11. Display of the 7 BSS parameters (in Best Vote mode)
Take-aways:
- The BSS maintains a locked status (ie BSS status =1)
- The DQM for PCM1 and PCM2 fluctuates from 25,000 to 45,000 depending on the
fading cycle
- The BSS properly selects either PCM1 or PCM2 based on the highest value of DQM (we
can notice that the switch from one channel to the other is not frank and there are few
back and forth until the switch totally settles to one source)
- The DQM value based on selected channel clearly show that the BSS output DQM is
always the maximum value between the 2 incoming PCM with a DQM value fluctuating
from 40,000 to 45,000.

-

The Time Delay is properly managed by the BSS and is always brought to zero for the
selected channel (except for few cases during the switch time from one channel to
another because of the logging rate being at 10Hz)

Below is a graph gathering both input DQM and BSS output DQM values.

Fig. 12. Display of DQM values for both PCM inputs and BSS PCM output (Best Vote mode)

Fig. 13. Zoom into DQM values for both PCM inputs and BSS output and the parameter “BSS
selected” during one fading cycle

Take-aways:
- There is a display discrepancy between the DQM of the BSS output (in purple on the
above 2 plots) and the DQM for both channels.
- The BSS output DQM only takes few discrete values (in this example, 2 values between
40,000 and 50,000) at constant interval of ~ 3,300 DQM. Actually, the DQM for the BSS
output is not smoothed and the values shown are the true / raw values encapsulated by the
TM receiver during its Quality estimation (based on Eb/N0 or SNR estimation). Due to
the fact that the TM receiver estimate the Eb/N0 or SNR with a granularity of 0.25dB
(like 6.00; 6.25; 6.50; 6.75; 7.00…) then it sets the DQM value granularity (which
explains the 3,300 DQM step)
- The BSS data logging function is being reviewed to allow the logging of raw DQM
values for input channels (instead of Smoothed values)
- We can also see the settling time for the BSS to switch from one channel to the other (it
takes 13 logging samples or about 1.3s to fully switch from one channel to the other)
C.

set with playback of PCM data recorded during a real US test range

The results being presented below come from the playback of the 4 PCM data/clock channels
recorded as per the test described above “playback of PCM data recorded during a real US test
range”. This playback was performed in the 3 Selecting modes: Best Vote, Majority Vote and
Weighted Majority Vote.
In that case, because there are 4 PCM inputs and BER values were also recorded, the logging file
includes the 16 parameters below:
BSS
BSS
Time delay Time delay Time delay Time
DQM
BER
BER
BER
BER
BER
Time
Status
selected
DQM#1
DQM#2
DQM#3
DQM#4
#1
#2
#3
delay #4 Value
PCM#1 PCM#2
PCM#3 PCM#4 Output#1
2:52:05 PM
2
1
65225
65225
65226
61257
0
-0.0517
-2.1273
-1.0621
65226
1E-12
1E-12
1E-12
1E-12
1E-12
2:52:05 PM
2
1
65225
65225
65226
61960
0
-0.0526
-2.1273
-1.0596
65226
1E-12
1E-12
1E-12
1E-12
1E-12

Fig. 15 Snapshot of the logging file capturing the internal BSS metadata
To limit the size of this paper, the plots for the 11 parameters (excluding BER) are shown below
only from a playback into a BSS in mode Best Vote. Along with the DQM#1-4 and the Time
delay#1-4 are the same for the 3 modes, the parameters BSS status and BSS selected turn out to
be quasi-identical. However, based on the first findings from looking at BER of the BSS output,
we are going to compare more closely the DQM value (BEP) with the BER for each incoming
channel as well as the BSS output.

Fig. 16. Display of the first 7 BSS parameters (in Best Vote mode)
Similarly to the parameter “Time delay based on Selected channel”, the DQM value for the BSS output (called DQM value above in
the logging table) is displayed as “DQM value based on Selected channel” using color code to facilitate the understanding of which
channel is selected.

Fig. 17. Display of the remaining 5 BSS parameters (in Best Vote mode)
Take-aways:
- The BSS status constantly moves from Acquisition (2) and Locked (1). Only in mode Weighted Majority Vote and Majority
Vote, it will get to status “Unlocked” (0) at 1 occurrence (at 3:06:48 for about 2 seconds). This unlock at 3:06:48 is explained
by PCM2 channel becoming silent as the cable connection was disconnected between the receiver and the BSS.
- From looking at DQM#1 to #4, we recognize the sequence of events described above with each antenna successively moving
away from the test source. When the antenna is on the test source, the DQM value reported is close to 65,000 (or error-free).
When the antenna is moved off target, we get DQM values in the 23,000 to 27,000 which corresponds to the expected BER of
10-5 (1st pass) and then DQM values in the 5,000 to 10,000 which corresponds to the expected BER of 10-2.
- However, while the above is true for PCM#1, PCM#2 and PCM#4, it is not the case for PCM#3 which seems to be reporting
an erroneous DQM for pretty much the entire 30min mission.
- For PCM#2, it worth mentioning that DQM becomes nil (flat at zero) from 3:06:48 to 3:09:40 like if there was no more DQM
activity during that period. Did the receiver get disconnected? or power cycled?

-

-

-

The parameter “BSS selected” highlights some weird behaviors where the PCM#3 tends to be wrongly selected during 3
sections of the mission although it should not have been the case based on the expected poor quality of the PCM received
during those time sections.
Finally, we can clearly see that the “DQM value based on selected channel” looks good during the entire mission except for
two time sections (3:03:51 to 3:05:38 and 3:13:52 to 3:15:53) which are exactly the time sections during which the PCM#3
should be error-free because it was pointing at the Test Source.
Needless to say that something did not work correctly from the receiving channel where the PCM#3 was generated from.
As for the Time delay, everything looks to work correctly as the parameter “Time Delay based on Selected channel” has all
values at or very close to zero ms.

To investigate further the BSS performances, we look at the DQM value for each of the 4 incoming PCM channels and how the Bit
Error Rate Probability (BEP) derived from the DQM is in line with the measured Bit Error Rate (which is the true Quality
information).
Below is the display for each PCM input of both the measured BER and the BEP (from the estimated DQM) for the entire 30mn
mission.

This BER showing 10-12 (or
error free) is a wrong
measurement (BERT was
actually Unlocked due to the
PCM 2 connection being
disconnected during those 3
minutes

BER & BEP for PCM 1 (above)

BER & BEP for PCM 2 (above)

BER & BEP for PCM 3 (above)

BER & BEP for PCM 4 (above)

Takeaways:
- DQM (and then BEP) assigned to PCM#1, #2 and #4 is correct. There are only a few
very minor inaccuracies for the 10-2 BER pass. As previously reported, we can see that
there is a discrepancy on PCM#2 between the BER and the BEP during the period from
3:06:48 to 3:09:40 (~3 minutes) where the DQM reported is flat at zero while the BER
reported is error-free. After a 2nd replay of the PCM2 data into a dedicated BER, we
confirm that the BER was very bad (ie 0.5) and therefore the DQM/BEP displayed at
0.5x10-1 was correct while the BER is wrong. As mentioned above, the PCM2
connection was disconnected between the TM receiver and the BSS.
- As for PCM#3, the BEP vs BER graph confirms that the DQM assigned to PCM3 is
incorrect most of the time, either over-estimated or under-estimated. When the antenna 3
is ON the test source with an error-free BER, the DQM reported is of a lower quality with
a DQM/BEP fluctuating from 10-10 to 10-3 (instead of 10-12). Contrarily, when the
antenna 3 was OFF the test source with a measured BER of 10-4 (1st pass) and 10-2 (2nd
pass), the DQM reports a BER of 10-7 to 10-10. During the time periods 3:04:00 to
3:05:37 and then 3:14:00 to 3:15:50 which were supposed to be the time during which the
antenna 3 was ON the Test Source, the BER was still reporting 10-4 and 10-2
(respectively) while the DQM/BEP reports 10-12 (ie error-free). In those 2 particular
time periods, this irrevocably misled the BSS in its source selection by picking PCM#3 as
its best source although it was not the best source and the BER was still low at 10-4 and
10-2.

BER & BEP for BSS output - Best Vote mode

BER & BEP for BSS output - Majority Vote mode

BER & BEP for BSS output – Weighted Majority Vote mode

Takeaways:
- in Best Vote mode, the BSS output BER is measured between 10-5
to 10-7 during the time periods 2:53:50 to 2:59:24 and 3:05:48 to
3:11:10 as the BSS alternates its selection between PCM#3 and
PCM#4. Those 2 PCM channels are shown to have a BER of 10-12
during those 2 periods so the BSS output BER should have been also
10-12 instead of 10-6. Could the discrepancy be due to Time Delay
alignment?
Note also that the each BER point is measured every 2 seconds (ie so
using a time windows of 2 seconds)
- The same issue occurs in all the 3 modes from time period 3:15:53 to
3:19:00 where the BSS output BER is stuck to 10-3. This is the same
scenario where the BSS alternatively switches from PCM#3 and
PCM#4 but never seems to settle until PCM#1 gets back ON the RF
test source at 3:19:00
- The BSS output was getting unlocked between time 3:13:52 to
3:15:53 (~ 2 minutes) in all 3 Selecting modes. During that period,
PCM#3 is supposed to be the only active channel ON the RF test
source but the actual BER is very poor (ie 10-2) hence leading to the

-

BSS unlock
Similarly, between 3:03:51 to 3:05:38, the BER is 10-6 instead of
being error-free. Again this is due to PCM#3 supposedly being the
only valid channel ON the RF test source but the BER is actually
quite degraded at 10-4 leading to a BSS output BER at 10-4 (in Best
Vote mode and 10-6 (in Weighted Majority Vote mode)

CONCLUSION
This paper has described 2 test setups to evaluate the performance of a Best Source Selector
(BSS) whether using a RF simulator to mimic real mission scenario or playing back a ch10 file
with a set of PCM data streams each recorded at geographically diverse tracking antennas.
We described 3 common selecting modes used with DQE/DQM : Best Vote, Majority Vote and
Weighted Majority Vote.
We also showed that the BSS performs the same way whether the PCM sources are sent as a set
of Data/Clock physical stream (legacy) or over Ethernet using TeleMetry Over IP (TMoIP)
RCC218-20 format.
The use of an external BERT allows to display the quality of the BSS output and it highlighted
the difficulties to properly assess and understand the performance of a Best Source Selector:
either the BSS is not properly performing its selecting and realignment function or the data
sources are not properly qualified and encapsulated with the DQM. The BSS is as good as the
data sources it is being provided.
We then presented a method to log a series of meaningful BSS parameters and status: the BSS
status, the source selected, the time delay, the DQM and BER for each source…which
tremendously helps understanding the source selection made, the status of the BSS output and
the discrepancies between the estimated BEP (DQM) and the measured BER for the BSS output.
After reviewing the logging data, we were able to understand that one source out of 4 was
providing erroneous DQM data (either over or under-estimated compared to the actual BER)
which explains the rather poor BER of the BSS output for some time periods.
Finally, the results prove that the Weighted Majority Vote selecting mode (based on the
Maximum Likelihood Bit Detection (MLBD) described in [4]), outperforms the other two modes
Best Vote and Majority Vote.
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ABSTRACT
The deployment of a standards-based networked airborne instrumentation on a new flight test
program has led to a cost-efficient multi-vendor interoperable system with best-in-breed
technologies. Airborne instrumentation systems have been deployed using vendor based
proprietary network systems on a variety of DoD test programs which did not allow migration to
better performing technologies. The development of standards-based network instrumentation
systems has led to an opportunity for plug-n-play interoperability across airframes and
organizations. This paper describes a standards-based, networked, multi-vendor instrumentation
system on a new program that ruled out the use of a sole vendor proprietary instrumentation
system.
KEY WORDS
Standards, Instrumentation, Networks, Interoperability.

Approved by 96TW/PA (96TW-2022-0033)
Distribution A
DISTRIBUTION STATEMENT A. Approved for public release; distribution is unlimited 96TW-2022-0033

INTRODUCTION
Many of the Networked Instrumentation Systems have single vendor designed systems which use
proprietary data and communication formats. These systems did not allow the project designers
to incorporate a multi-vendor approach utilizing open standards to foster the use of the “best box
with the best performance at the best price” at each of the network nodes. A new aircraft programs
approach was a clean slate with open standards focus and a Government Furnished Equipment
(GFE) approach for the airframe prime contractor.
Flight test telemetry capabilities are technology sensitive. These systems which move data from
test article sensors to mission control rooms displays to postflight data processing systems are
unique and complex. Based on specific customer requirements and range capabilities these
systems are highly distributed and contain uniquely integrated links critical to meet flight test data
requirements to support acquisition decisions. The insertion of new technology and methodologies
must be well planned and strategically accomplished. One of the prime architectures is the IRIG
106 Chapter 10 Digital Recording Standard. This standard defines the device interfaces, recording
directory structure and format for encapsulating and recording data used on a variety of airborne
and ground platforms. Packets can be written to the recording media and simultaneously output
from the recorder over Ethernet interfaces using a standardized protocol. Transmission of live
and/or recorded data packets by recorders and non-recording data multiplexers has become so
common that it is now typically called “Data Publishing”. In support the new program’s
instrumentation a Network based IRIG-106 Chapter 10 system has been implemented
incorporating the IRIG-106 Chapter 7 standard for transmission of network packets.
The major standards that were utilized in the implementation of this network instrumentation and
data flow systems are as follows:
IRIG 106-20 Chapter 10 Digital Recording Standard
IRIG 106-20 Chapter 9 Telemetry Attributes Transfer Standard (TMATS)
IRIG 106-20 Chapter 7 Packet Telemetry Standard
IRIG 106-20 Chapter 6 Recorder & Reproducer Command and Control Standard
IRIG 106-20 Chapter 2 Transmitter & Receiver Systems Standard
IRIG 200-04 IRIG Serial Time Code Formats Standard
ISO/IEC 13239:2002 High-Level Data Link Control (HDLC)
IEEE 802.3:2018 Ethernet
IEEE-1588:2008 Precision Time Protocol
IETF RFC 7252 Constrained Application Protocol (CoAP)
ECMA-404 JavaScript Object Notation (JSON) Data Interchange Syntax
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A NEW APPROACH TO AN OLD REQUIREMENT
Using experience gained from legacy flight test network instrumentation systems, a new system
has been implemented which is based on international, industry and Range Commanders Council
(RCC) Standards. The key objective of this approach was to implement component and data
interoperability for the new aircraft program driven by open standards. Airborne instrumentation
interfaces, especially the data recorder, are typically custom designed to interface with specific
aircraft systems to validate aircraft configurations and ensure that test requirements are met related
to design, performance, mission debrief, and safety requirements.

FIGURE 1 AVIONICS DATA FLOW
In support of program requirements five (5) different recorders from two (2) different vendors
have been installed providing recording of MIL-STD-1553, Audio, Analog Video, Digital Video,
serialized data, Optical Fibre Channel, Optical Ethernet, Copper Ethernet, and Copper Fibre
Channel. In support of the program all instrumentation, control and display units were provided
to the F-aircraft manufacture as Government Furnished Equipment (GFE).
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TIME DISTRIBUTION, CONFIGURATION, CONTROL & MONITORING
Time Distribution
The heart of the network topology (Figure 2) is a stand-alone 12 port layer 2/3 managed Ethernet
Switch with integrated end node timing and discrete signal capabilities. The Instrumentation TAP
Recorders (ITR) also provide integrated 4-port managed switch capabilities within the topology
providing IEEE-1588 grand master, transparent and boundary clock capabilities for downstream/up-stream devices.
The switch and recorders each contain a high accuracy internal GPS receiver and 1-4 hardwarebased IEEE-1588v2 time engines seeded from the GPS time for the grand master clock and
configuration as boundary, ordinary and transparent clocks. All the recording and publishing units
and the switch have internal Time Code Generators (TCG) that are seeded from IEEE-1588v2 to
provide IRIG time stamping.

FIGURE 2 NETWORK TIME & CONTROL
Configuration, Control & Monitoring (CCM)
Configuration of the recorders is accomplished through use of IRIG-106 Chapter 9, by loading a
Telemetry Measurement Attribute Transfer File Standard (TMATS) Recorder Configuration File
(RCF) either via the Ethernet interfaces or from the Removable Memory Module (RMM).
Multiple configurations can be loaded into the units and then selected for use based on mission
configuration requirements.
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Critical to the system was the command and control of the recorders by utilizing a government
developed Ethernet Proxy, the Ethernet Serial Instrumentation Remote (eSIR) providing command
and control using legacy interfaces (RS-232, RS-422, Discretes) of recorders or via Ethernet
(Figure 3) IAW IRIG-106 Chapter 6.

FIGURE 3 SYSTEM CONTROL & CONFIGURATION
The eSIR acts as the Instrumentation Control Unit (ICU) and is coupled with an aircraft
Instrumentation Control Panel (ICP) referred to as the Cockpit Control Display Unit (CCDU). The
CCDU serves as the data system control panel and status display. The eSIR is intended as the
embedded data system controller. The CCDU main function is to provide an aircrew interface to
the data system. The eSIR and CCDU are responsible for providing simple data system and
telemetry configuration functions and data system status and health information. The CCDU
function is contained within a display unit that is crew-station mounted. The CCDU is shown
(Figure 4) with the main “Mission” page displayed and features a color Liquid Crystal Display
surrounded by several momentary buttons whose function is defined by the display graphics. The
display also has a dual collar shuttle with button press feature for adjustments that can be made to
parameters displayed. An additional toggle style switch on the right-side front panel is hardwired
to provide direct discrete control to the data system power contactor.
The eSIR has an Ethernet interface used to communicate with the various instrumentation devices
on the aircraft and the CCDU. eSIR functions coupled with the CCDU display include discrete
control of power contactors, status of data system hardware, control and status with transmitters
and transponder beacons including frequencies and power settings, stop and start control of the
recorders along with file status, status of the IEEE-1588 time from the grand-master and a few
other administrative functions such as event capture and test number tracking.
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FIGURE 4 COCKPIT CONTROL DISPLAY UNIT
DATA TAP’S, AGGREGATION & ROUTING
The optical and high-speed radar ITR’s use a Traffic Analysis Point (TAP) architecture which
removes the need for optical splitters to provide a single-ended optical Tx link to be recorded. To
be able to increase the optical bus recording channel count multiple Remote TAP and Aggregation
Gateway (RTAG) units were used. These units used the same architecture as the recorders for the
TAP’s and provide the ability route any TAP to any output fiber with link aggregation if desired.
One RTAG was used to aggregate the optical Ethernet video outputs from the Large Area Displays
(LAD’s) to a single receive input on the optical ITR for Chapter 10 recording. This RTAG also
was used to provide a path with a TAP between the Advanced Display Core Processor II (ADCP
II) and the High-Definition Video Recorder/Data Transfer Unit and route that data to the optical
ITR. The other RTAG was used for routing and aggregation of Fibre Channel data to the optical
ITR which can take in multiple protocols.
AIRBORNE RECORDERS
Several types of on-board recorders were required for this project and were all 100% compliant
with the IRIG 106 Chapter 10 Digital Recording Standard. These units not only had to record the
truth data on the platform but also filter/publish data and act as time sources both up-stream and
down-stream. Per the Chapter 10 standard these units must respond to IRIG 106 Chapter 6
Command and Control from the eSIR/CCDU which provided the standards-based interoperability
the project required.
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Optical ITR
The optical ITR unit records the raw 1G Fibre Channel and 1G Ethernet across eight (8) optical
channels IAW IRIG 106 Chapter 10. The unit also performed real-time line-rate filtering of
Ethernet messages defined by IRIG 106 Chapter 9 TMATS Q-Group attributes, take in an external
published stream from the 1553/video recorder and merge/publish those streams to an internal
IRIG 106 Chapter 7 PCM encoder for telemetering. The Optical ITR also provided a GPS
disciplined IEEE-1588v2 Grand Master clock capability for the network topology. The Optical
ITR is connected to the MIL-STD-1553 bus for Pause/Resume control of recording by the ADCP
II bus controller so that sensitive data will not be recorded when transmitted.
The hardware-based logic Ethernet filtering is performed by the Optical ITR on the physical bus
channels. For level II filtering this includes line-rate datagram reassembly, data message
identification and extraction which are then inserted into IRIG 106 Chapter 10 Message Packets.
Level I filtering can also be performed at the framing and signaling level if required. The filtered
data sub-sets then are sent as Chapter 10 packets to multiple destination for recording, publishing
and or PCM encoding (Figure 5).

FIGURE 5 CHANNELS, FILTERING, STREAMS & DESTINATION
High-Speed Radar ITR
This unit records up to eight (8) channels of raw copper 1G Fibre Channel between the radar and
radar processor IAW IRIG 106 Chapter 10. This recorder also provided an IEEE-1588v2
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Boundary Clock capability between the Grand Master and the 1553/video recorder on the downstream side of the topology. The High-Speed Radar ITR is not controlled by the eSIR/CCDU but
by MIL-STD-1553 from the aircrew Pilot Vehicle Interface (PVI). It also can respond to IRIG
106 Chapter 6 over Ethernet or serial interfaces.
1553/Video Recorder
This unit records up to eight (8) channels of MIL-STD-1553 and eight (8) channels of analog video
IAW IRIG 106 Chapter 10 with a small footprint removable memory CFast card. This recorder
also provides an IEEE-1588v2 Slave Clock capability to seed its IRIG TCG for data time stamping.
TELEMETRY TRANSMISSION
The challenge when collecting data from multiple sources, and multiple recorders is how to extract
a subset of all data collected for real time transmission. The IRIG-106 Chapter 9 standard was used
to provide both inclusive and exclusive filtering of data from legacy interfaces (MIL-STD-1553)
and modern interfaces such as optical Ethernet and Fibre Channel.
Specifically, the recorder from Vendor A (Optical Ethernet and Fibre Channel) was utilized to
merge selected filtered data with the publish output of the recorder from Vendor B (Audio, Video,
and MIL-STD-1553). Significant has been the ability to collect 100% of the optical data by
incorporating active taps in the recorder. With a 46K byte message the challenge was how to
extract a subset of the data for real time transmission. IRIG-106 Chapter 10 was utilized to
generate message packets by the recorder after reassembly of Ethernet Datagrams at line rate. The
recorder from Vendor A was utilized as illustrated in Figure 1 to transmit data employing IRIG106 Chapter 7 with a single transmitter. Selectable Filtered Data Sub-Sets for Ethernet Publishing,
PCM Encoding or Recording to Media as illustrated in Figure 2.
GROUND PROCESSING
Technology refresh is the periodic replacement of equipment to ensure continuing reliability of
equipment and/or improved speed and capacity. Technology insertion can also be periodic, but it
often requires a paradigm shift in the conventional approach that is significantly disruptive. Sue
C. Payton, Deputy Under Secretary of Defense (Advanced Systems and Concepts), cautioned in
her paper that “when introducing technology, our focus should be on mature technologies instead
of less proven ones that often delay schedules and drive-up costs.”
Fortunately, decoding of IRIG-106 Chapter 10 is accomplished across the Major Range and Test
Facility Base (MRTFB), private industry and academia. Vital to the program was to leverage
existing software tools and ground processing. As shown in Figure 6, fusion of data from multiple
vendors and devices was seamlessly accomplished since the recorded and published (live) data
was IAW IRIG-106 Chapter 10. This allowed precise time alignment and display of all data types
(video, audio, MIL-STD-1553, Ethernet, serial, & Fibre Channel).
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FIGURE 6 DATA FUSION, PROCESSING & DISPLAY SOFTWARE
CONCLUSION
By using open standards along with Ethernet based technologies, the new aircraft program’s
Network Instrumentation System is providing long sought-after plug-n-play interoperability
lacking in legacy implementations. Controllers, managed switches, remote TAP’s and recorders
that are compliant with these standards ensure the network, command and control and data systems
all worked together seamlessly with known performance metrics. IRIG 106 Chapter 10 IP
Streaming is already in use at multiple test ranges, supported by years of data packet generation,
recording, and analysis systems infrastructure development. The goal of all new technology
development is to provide a more effective and efficient means of performing the mission to
support the warfighter with decision quality data. We must ensure that while planning we continue
to responsibly manage the tools for today’s requirements as demonstrated with the program’s
instrumentation package.
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Abstract:
Our world is changing fast and many companies have graduated to task automations, Artificial
Intelligence and Machine learning, virtual and Augmented Reality, Blockchain, IoT, and many more. To
aid this progression, more intensive and complex computing has been undeniably pivotal, more data has
been generated and stored, and above all, more measures have been required to protect both data and
functionalities of these advancements.
Really, how relevant or advanced is a system if any unauthorized or unqualified person has access to its
database, networks or functionality?
This paper breaks down the use of hardware virtualization tools to develop testbed systems that test for
vulnerabilities in a telemetry network. Put simply, we are developing a testbed that will model an
enterprise of telemetry networks. We will then launch attacks on these networks and test the
vulnerabilities of the client machines to ascertain the level of vulnerability of the client machines.
There are a number of components included in the Testbed such as routers, switches, LANs, Virtual
machines, connectors, firewalls, etc. The virtual machine here is a VMware workstation.

Introduction:
The use of Telemetric systems was first recorded in the 19th Century. These systems consisted of automated
communication models that were designed to allow data to be collected and shared remotely, and with some
degree of accuracy and ease. The data or information shared can then be used for any type of computing or
mere review. One advanced, yet typical application of advanced telemetry is cloud computing. Others
include Radio networks and various wireless communications.

Visualizing the Concept of a Telemetry System

Image credit: https://www.netreo.com/blog/networktelemetry-it-executive-guide/

However, networked telemetry has come a long way and with more advancements have come new
threats and vulnerabilities that the conventional telemetry systems may not have possessed. We plan to
exploit these vulnerabilities, analyze the results from the exploitations, and implement rigid defense
strategies to combat these vulnerabilities.

MSU and the Telemetry System:
Morgan State University Wireless Networks and Security Lab (WiNetS), team is building a telemetry
testbed that will model real-life telemetry structures and simulate testing of cyber-attacks and optimal
defense strategies.
The telemetry community’s initiative to deploy network centric solutions has been the focus of its
initiatives this past decade. The development of the Integrated Network- Enhanced Telemetry (iNET)
protocols and the strategy for networked operations offers improvements to both performance and
efficiency of telemetric operations. One of the major setbacks that occur in operations like these is an
increase in the vulnerability of telemetry networks to different attacks. These attacks can range from
Intrusions, exfiltration, and unauthorized penetrations, as well as other numerous cyber security
attacks.
Many telemetric networks share the same challenges and cyber-attacks as other enterprise networks.
Their networks also have a number of specific attributes that cause them to be targeted and
vulnerable. We already know that Telemetry networks

are similar to Supervisory Control and Data Acquisition (SCADA) enterprise systems. However, the
unique network architectures identified in the iNET standards can help us to be precise in our
approach.
The ideal approach and effort is focusing on developing cyber security solutions that are tapered
uniquely towards the nature and architecture of telemetry networks.
As stated earlier, the unique network architectures identified in the iNET and related standards can help
us to be focused in our approach. With that knowledge, we will model the telemetry network with the
presumption that the ground station will comprise traditional enterprise networks and SCADA-like
systems. This presumption allows us to leverage previous extensive studies of numerous cyber
vulnerabilities within SCADA networks. Due to SCADA’s role in industry, as well as its need to be
impenetrable, providing adequate protection and protective measures to SCADA systems is paramount.
Newer systems that support SCADA are based on Internet Protocol (IP) and Ethernet.
The approach of this paper is to illustrate the foundation and explore cybersecurity issues that exist
within a Network-Enhanced Telemetry architecture.

Approach
For this project, we will set up multiple virtual machines (VMs) (using VM-ware) that will serve as both
the intruder and the client. We plan to utilize the Linux operating system as the attacking machine, and
different versions of the windows operating system will serve as the client machine. Multiple intrusion
tests will be run using Kali Linux to determine the vulnerabilities within the different Windows Operating
systems in the network of systems that we will build i.e., the Testbed.
Even though we will be dealing with virtualization, we still need to make room for a physical computer that
will act as the general-purpose machine to run these virtualizations. This physical component/hardware will
be able to cater to multiple host machines all at once. This computer must be a high-performing workstation
that can handle the demanding volume and intensity of the project. In addition, the workstation, with all its
specifications, will provide excellent support for virtual machines, switches, routers, etc. that will enable our
networks to run efficiently.

Why Kali?
Kali Linux is an Advanced Penetration Testing Linux Distribution that is employed for Penetration
and vulnerability testing. This Linux version provides multiple penetration and intrusion applications
and software that can be readily used to exploit vulnerabilities in any or most operating systems.
Some of these tools include Nikto, Aircrack-NG, Nmap, and Wireshark.

The Testbed
As mentioned earlier, the testbed is a network of Operating systems running virtually and housed by a
physical machine. It consists of sophisticated hardware (the physical host machine) and software running
on the hardware. Combined, we have a cyber security testing environment where we will perform
multiple intrusion detection and vulnerability tests. The test environment will all be virtual, and the attack
machine will be the Kali version of the Linux Os.
Some of the tests will include vulnerability testing, analysis of intrusion detection systems, etc. We will use
a minimum of two solid state drives so keep track of the virtual data and the boot data.

VMware Workstation
Why virtual machines? Typically, a Virtual machine is a cloud environment that imitates a physical
machine. We decided to use VMs as they are easy to set up and deploy. The fact that they allow
users to run just about any operating system makes them very versatile and just the right
environment for conducting tests on different types of OSs. Also, they are cost effective, portable,
and accessible from remote locations; allowing multiple researchers to collaborate efficiently
regardless of their physical locations.

The machines will employ scalable Intel CPUs that support multi-core functionality, thus
maximizing the efficiency and ability of the testbeds. Typically, we will attack the testbed networks
with multiple intrusion methods and then conduct result analysis in order to figure out how best to
edify it so that it can better self-protect itself.

Simulation of Host machine and attacks

VSphere Computing:
VSphere was developed and launched in May 21, 2009. It virtualization platform that provided extra
support for cloud computing. VSphere has increased the efficiency and scalability of virtual machines,
allowing them to in turn provide more support to users.
VMware vSphere is VMware's virtualization platform, which transforms data centers into aggregated
computing infrastructures that include CPU, storage, and networking resources. vSphere manages
these infrastructures as a unified operating environment, and provides you with the tools to administer
the data centers that participate in that environment(https://docs.vmware.com/en/VMwarevSphere/index.html). With VSphere, virtualization is smooth and expected outcomes are reliable. It also
allows applications to be transferred from one host to another with no downtime in between.

VSphere working architecture model

Image credit: https://docs.vmware.com/en/VMware-vSphere/index.html

VSphere ESXI
One of the core components of VSphere, ESXI, is the virtualization platform that allows users to run
virtual machines as well as other virtual appliances. VMware ESXi is a next-generation hypervisor the
foundation for an optimal virtual infrastructure. This ingenious architecture operates on its own, not
needing or depending on any general-purpose operating system, thus providing enhanced security,
reliability, and simplified management. The architecture is compact and is designed for it to be directly
integrated into any virtualization-optimized server hardware. This compact design enables easy
installation, configuration, and deployment of the software.

Conclusion
We are developing a system using the concept and knowledge of Telemetry networks. This system
will be built with a workstation that will run a high-performance virtual machine. The Virtual
machine will host two unique and independently yet simultaneously running Operating systems,
namely Kali Linux and Windows XX. The former will serve as the attacking machine, while the
latter, the target machine.
We look to employ results from our tests to develop enhanced defense strategies for telemetry
networks in total.
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ABSTRACT
According to JCGM 100:2008, Evaluation of measurement data - Guide to the expression of
uncertainty in measurement, “When reporting the result of a measurement of a physical quantity,
it is obligatory that some quantitative indication of the quality of the result be given so that those
who use it can assess its reliability. Without such an indication, measurement results cannot be
compared, either among themselves or with reference values”. As a measurement device the
Sistema de Trajetografia Ótico (SisTrO - Optical Tracking System), computes 3-D store trajectory
in real time using photogrammetric techniques. The estimation of 3-D trajectory uncertainty can’t
be achieved by either Type A or B procedures, as recommended by JCGM 100-2008. So, IPEV,
using physics basics and advanced system identification tools developed an experimental process
for the estimation of SisTrO’s 3-D solution uncertainty. The developed process and laboratory
experimental results used for validation is presented.
INTRODUCTION
The prime objective of executing an experimental flight test campaign is to gather accurate
information (i.e., Test data) from the test bed, to support its development and certification. More
specifically, the execution of an experimental test flight is considered satisfactory, only if the test
bed and crew lands safely and bringing valid and accurate information of all test points. To achieve
such goals, the test bed is equipped with a complete Flight Test Instrumentation (FTI) system to
perform data acquisition of all required parameters. The FTI as a measurement device should
strictly follow the best metrology practices, and therefore be in compliance with its associated
Standards.
According to JCGM 100:2008 [1], “When reporting the result of a measurement of a
physical quantity, it is obligatory that some quantitative indication of the quality of the result be
given so that those who use it can assess its reliability. Without such an indication, measurement
results cannot be compared, either among themselves or with reference values”. The same
document recognizes that “when all of the known or suspected components of error have been
evaluated and the appropriate corrections have been applied, there still remains an uncertainty
about the correctness of the stated result, that is, a doubt about how well the result of the
measurement represents the value of the quantity being measured.”
The uncertainty evaluation could be determined by two methods:

1.

Type A, where the evaluation is achieved by statistical analysis of series of observation
(i.e., Actual measurements); or
2. Type B, where the evaluation is achieved by other means, and this may include:
a. Previous measurement data;
b. Experience with or general knowledge of the behavior and properties of relevant
materials and instruments;
c. Manufacturer's specifications;
d. Data provided in calibration and other certificates; and
e. Uncertainties assigned to reference data taken from handbooks.
IRIG Document 121-13 [2], states that “Physical end-to-end calibration is the best method
of ensuring collection of valid data”, as stated by Institute of Environmental Sciences (IES)
recommended practice, RP 0121.1.1994 [3].
Nowadays most of the test ranges uses an autonomous calibration system (e.g., SALEV [4])
to execute FTI physical end-to-end calibration and to compute associated parameter uncertainty.
Such tools and its operation process should be implemented in compliance with ISO/IEC STD
17025:2017 [5].
So, the usage of SALEV (or any similar system), to be used in flight test parameter
calibration, for systematic error minimization and uncertainty determination, should always
provide the best solution in terms of accuracy, reliability, repeatability and efficiency.
In the past years IPEV RD&I group has been involved with the development of the Sistema
de Trajetografia Óptico (SisTrO - Optical Tracking System), which is a unique Airborne
Autonomous Real-Time 3-D Photogrammetric System, that computes the external store 3-D
ejection trajectory, from hi-speed (i.e., up to 400 fps), hi-resolution (i.e., up to 1920 x 1024 pixels).
SisTrO computes the 6 degrees-of-freedom (6DoF) Time-Space Positioning Information
(TSPI) of the released store using the 3D TSPI data of several store Reference Marks (RM).
In a static condition, the 3D ith RM uncertainty components (i.e., [xi yi zi]T), is a function
of the image resolution, the lens calibration residuals and the camera relative positioning (i.e.,
Cameras optical center relative positioning and orientation).
In such static condition it is possible to use a total station to provide a True-Reference 3D
position of all in-view RM’s and use such measurement for the estimation of each RM uncertainty
[xi yi zi]T. However, in real applications, where each RM 3D positioning is dynamically
changing, its associated uncertainty components are also varying due to a geometry change and
other effects (e.g., camera shutter synchronization).
Now in this dynamic scenario it’s almost impossible to provide a True-Reference 3D
positioning of all in-view RM’s to be used for uncertainty estimation, then as an alternative
solution IPEV RD&I group proposes a model-based uncertainty determination procedure to
provide a consistent solution for SisTrO 3D solution accuracy estimation.
STATIC CALIBRATION PROCESS
For a typical FTI parameter (e.g., Pitot Static Pressure - pb), in the end-to-end calibration
process, SALEV issues automated commands to the true-reference pressure which generates the
selected pressure level for sensor stimulation. Then after pressure stabilization, SALEV collects
several samples of the resulting measurement (Figure 1). Then at least 10 even-spaced pressure
levels are used to cover the entire measurement range and the registered data set (i.e., Command

and measured response) will be used for systematic error minimization and uncertainty
determination.

Figure 1 - End-to-end calibration process diagram

The photogrammetric measurement devices use as reference the pinhole camera as originally
described in the Chinese Mozi writings from 500 BC [6]. For this particular camera (Figure 2):
1
1
1
• 𝑓 =𝐷 +𝐷
(eq. 1)
1

2

Where f is the focal distance (m).

Figure 2 - Pinhole camera diagram

Using as reference the pinhole camera it’s possible to determine the ideal camera model as:
𝑥𝑤
𝑥𝑐
𝑓𝑥 𝜃 𝑃𝑥 𝑅
𝑇(3𝑥1) 𝑦𝑤
(3𝑥3)
• [𝑦𝑐 ] = 𝜆. [ 0 𝑓𝑦 𝑃𝑦 ] . [
].[ ]
(eq. 2)
0(1𝑥3) 1(1𝑥1) 𝑧𝑤
⏟
1
⏟0 0 1
1
𝐴

𝑀

Where:
• 𝑓𝑥 and 𝑓𝑦 are respectively the x and y focal distances (m) of the camera lens;
• 𝑃𝑥 and 𝑃𝑦 are respectively the x and y pixels coordinates (m) image center;
•  is the projected image skew angle (rad)
• 𝑥𝑐 and 𝑦𝑐 are respectively the x and y coordinates in pixels, of the projected image point
in the camera image plane;
• 𝑅(3𝑥3) is the rotation matrix from the world coordinate system to the camera coordinate
system;

•

𝑇(3𝑥1) is the translation matrix from the world coordinate system to the camera
coordinate system;
• 𝑥𝑤 , 𝑦𝑤 and 𝑧𝑤 are respectively the x, y and z coordinates in (m), of the image point
measured in the world coordinate system.
The refraction differences suffered by light rays as they pass through one or more lenses of
the camera’s optical assembly will cause a symmetrical radial distortion of the projected image
that could be modeled as:
𝛿𝑥𝑐 𝑅𝑎𝑑 = 𝑥𝑐 (1 + 𝑘1 . 𝑟 2 + 𝑘2 . 𝑟 4 + 𝑘3 . 𝑟 6 + 𝑘4 . 𝑟 8 )
• {
(eq.3)
𝛿𝑦𝑐 𝑅𝑎𝑑 = 𝑦𝑐 (1 + 𝑘1 . 𝑟 2 + 𝑘2 . 𝑟 4 + 𝑘3 . 𝑟 6 + 𝑘4 . 𝑟 8 )
Where:
2
• 𝑟 = √𝑥𝑐2 + 𝑦𝑐2 .; and
• 𝑘1 , …, 𝑘4 are the optical radial distortion minimization coefficients.
The lens plane is not perfectly aligned with the image plane (i.e., CCD plane), therefore the
lack of parallelism between both planes will also cause a tangential distortion that is modeled as:
𝛿𝑥𝑐 𝑇𝑎𝑛 = [𝑝1 . (𝑟 2 + 2𝑥𝑐2 ) + 2. 𝑝2 . 𝑥𝑐 . 𝑦𝑐 ]. [1 + 𝑝3 . 𝑟 2 + 𝑝4 . 𝑟 4 + ⋯ ]
• {
(eq.4)
𝛿𝑦𝑐 𝑇𝑎𝑛 = [𝑝2 . (𝑟 2 + 2𝑦𝑐2 ) + 2. 𝑝1 . 𝑥𝑐 . 𝑦𝑐 ]. [1 + 𝑝3 . 𝑟 2 + 𝑝4 . 𝑟 4 + ⋯ ]
Where: 𝑃1 , …, 𝑃𝑛 are the optical tangential distortion minimization coefficients.
The 3D photogrammetric solution is based on triangulation techniques by identifying the
same image points in two or more image frames.
When one Reference Point (RP) is identified in at least two pictures taken from different
known locations (Figure 3), we can draw imaginary lines from the two camera positions in the
direction of that point.
Then by geometry (i.e., triangulation) we then mathematically determine where the lines
intersect. The converging lines give us the 3D coordinates of the jth RP.
To accomplish that it is necessary to identify the:
1. Parameters of the cameras ideal transfer function (i.e., eq.2 parameters);
2. Coefficients of the radial and tangential minimization algorithm (i.e., eq.3 and eq.4
coefficients);
3. The rotation and translation matrixes for reference system coordinate translation
between:
a. The main camera reference frame (i.e., Sr [xr yr zr]) and at least, one secondary
camera reference frame (i.e. Ss [xs ys zs]); and
b. The reference camera frame (i.e., Sr) and the world coordinate system (i.e., Sw [xw
yw zw]).

Figure 3 - 3D Photogrammetric diagram

There are several methods for calibration and parameter identification of the camera intrinsic
parameters (i.e., eq. 2 scale factor  and A matrix parameters, radial and tangential minimization
coefficients) and the extrinsic parameter Sr to Ss and Sr to Sw coordinate system rotation and
translation matrices. The chessboard calibration algorithm [7], uses several images taken in
different spatial positions of a known chessboard pattern. Then the projected position (in pixels)
of the ith frame of the chessboard rectangles intersections (i.e., red circle of figure 3), becomes
RP(i,j) coordinates (i.e., [xc(i,j), yc(i,j)]), and eq. 2 can be expressed as:
𝑥𝑤(𝑖,𝑗)
𝑥𝑐(𝑖,𝑗)
𝑓𝑥 𝜃 𝑃𝑥 𝑅
𝑇
𝑦
𝑗(3𝑥3)
𝑗(3𝑥1)
𝑤(𝑖,𝑗)
• [𝑦𝑐(𝑖,𝑗) ] = 𝜆. [ 0 𝑓𝑦 𝑃𝑦 ] . [
] . [𝑧
]
(eq. 5)
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𝑤(𝑖,𝑗)
(1𝑥3)
(1𝑥1)
1
⏟0 0 1 ⏟
1
𝑀𝑖

𝐴

Considering that the model plane is on zw = 0, the homography (H) can be estimated as:
• 𝐻 = [ℎ1 ℎ2 ℎ3 ] = 𝜆. 𝐴. [𝑟1 𝑟2 𝑡]
(eq. 6)
In fact, r1 and r2 are orthonormal vectors and  is scalar, therefore:
ℎ𝑇 . 𝐴−𝑇 . 𝐴−1 . ℎ = 0
• { 1𝑇 −𝑇 −1 2
(eq. 7)
ℎ1 . 𝐴 . 𝐴 . ℎ1 = ℎ2𝑇 . 𝐴−𝑇 . 𝐴−1 . ℎ2
Using eq. 5 and eq.7:
1

•
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(eq. 8)
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]

Then for each camera:
1. The pursued values of the A matrix components can be computed by eq. 7 and eq. 8;
2. The initial rotation and translation matrices (M) are also estimated for each camera; and
3. The parameter estimation of the radial and tangential (i.e., eqs. 3 and 4) distortion
models are computed by non-linear least squares algorithm (e.g., LevenbergMarquardt).
The usage of this calibration process with 22 pictures of a chess board with a matrix of 10x7
RP’s (Figure 4), will provide a reprojection error (i.e., image calibration result) better than ±0.43
pixels@1 in both projected image axes (Figure 5).

Figure 4 - Two pictures used for reference camera calibration with its RP’s properly identified.

After that, it should be determined the:
1. Relative linear and angular positioning between the Master Camera and the slaves, so
its possible to compute the ith RM 3D positioning, in Sr reference frame; and
2. Sr to Sw rotation and translation matrices, so the RM’s 3D positions could be translated
to the required world reference frame.

Figure 5 - Reprojection errors after camera calibration: (a) Reference; and (b) Slave.

Both Sr to Ss and Sr to Sw rotation and translation matrices are determined by using a nonlinear least squares algorithm (e.g., Levenberg-Marquardt). The first solution (i.e., Sr to Ss) can be
computed with the same chessboard calibration picture set, but only if the size of all chessboard
squares is known and constant (e.g., 50mm x 50mm).
In addition, the estimation of Sr to Sw translation matrices requires the knowledge of the true
3D positioning of all RM and expressed in Sw. Then, to accomplish this it should be used a total
station to accurately measure all RM 3D positions in Sw.
Such procedure (Figure 6) was used for SisTrO validation in a real application that included
7 RM’s and 16 RM’s respectively attached to the aircraft pylon and its external store.

Figure 6 – Setup diagram used for determination of Sr to Sw rotation and translation matrices.

Then 20 independent tests (i.e., Test 01 to Test 20) was executed for the estimation of the
SisTrO static 3-D solution positioning uncertainty, which was better than ±1,42mm @1s (Figure
7) for all Sw axis components (i.e., [xw yw zw]).
In summary this optical calibration process, that was used for SisTrO’s validation, is quite
similar to the end-to-end calibration process (i.e., JCGM 100:2008 - Type A Process), because it
relies on actual statistical analysis of series of observations.
In addition, in a static condition, the final uncertainty results were considered satisfactory
for the desired application.
DYNAMIC CALIBRATION PROCESS
In a photogrammetric system, the 3D solution relies in triangulation geometry, therefore in
a real application scenario, where all RM’s are moving into the 3D space, the geometrical solution

is also changing and the its associated uncertainty. To complicate this scenario, in a dynamic
condition, it’s very difficult and impracticable to setup a 3D positioning reference system to
measure the true-reference positioning of the RM’s and then use such measurements for the
estimation of the 3D dynamic uncertainty components.

Figure 7 - SisTrO’s static uncertainty evaluation results.

However, considering that the released store is a rigid body (i.e., there is no elastic or plastic
deformation), the measure distances between all RM’s pairs should be constant. But in a real
separation it was observed that the distance error is varying while the RM’s are moving towards
the image limits (Figure 8). Such error buildup could be related to several factors that includes:
the residual of the optical system calibration errors; the triangulation geometry changes and camera
synchronization.
So, the result depicted in figure 8, proves that in a dynamic scenario the 3D uncertainty
components are significantly different then the static ones. And the problem now is to try to
estimate such values.
To solve this issue, an alternate photogrammetric dynamic calibration process is proposed
by IPEV. Such process is based on a well-known physical phenomenon where the RM real
trajectory can be accurately estimated using a non-linear parameter estimation process.
The proposed solution is based on the Newton second law for angular movement:
• 𝑚. 𝑙22 . 𝜃̈(𝑡 − 𝑡0 ) + 𝛽. 𝜃.̇ (𝑡 − 𝑡0 ) + 𝑚. 𝑔. 𝑙1 . 𝑠𝑒𝑛(𝜃(𝑡 − 𝑡0 )) = 0
(eq.9)
Where:
• m is the object mass (kg);
• g local gravity acceleration (in our case g = 9,7864304 m/s2 ± 0,2 x 10-6 m/s2 @1) [8];
• l2 is the radius of gyration (m);
• l1 is the distance between the object Center of Gravity CG) and its rotation axis (m);
•  is the angular position of the object (rad);
•  is the viscous damping coefficient (N.s/m);
• t is the elapsed time (s); and
• t0 is the time when the pendulum is released.
The process validation was carried out with the SisTrO and a pendular reference board with
5 RM (Figure 9). Then several independent test runs were executed for parameter identification
and trajectory modelling. Then several independent test runs were executed for parameter
identification and trajectory modelling. The resulting identified parameter were: l1 = 0.328m ±

4.29x10-5m @1; l2 = 0.507m ± 3.314x10-5m @1;  = -185.614° ± 0.792° @1; and m =
0.0610kg ±0.0067kg@1.

Figure 8 - P01 to P10 Distance error during a real store separation test point.

Figure 9 - RM camera tracking for SisTrO dynamic calibration: (a) Reference; and (b) Slave.

The estimated 2D true-reference trajectory, that was generated by eq. 9 model and its
identified parameters, was very repetitive and accurate. As example, figure 10 depicts the
measured and reference 2D trajectories of all RM’s (i.e., RM1 to RM5) for two independent test
runs (i.e., T2 and T3).

Figure 10 - Estimated and measured 2D positioning of all RM’s.

For model validation it was observed that the estimated 2D trajectory error (Figure 11),
between the clockwise and the counterclockwise (i.e., forward and reverse direction) movement
for all RM’s (i.e., x = 0.13mm±1.0mm@1 and y = -0.95mm±0.77mm@1) has only a minor
contribution (Figure 12) as compared to the total dynamic error (i.e., x=1.77mm±9.22mm@1
and y=-5.58mm±8.33mm@1).

Figure 11 - 2D Positioning error contribution for all RM’s caused by the estimation process.

As expected, the resulting 3-D trajectory errors (i.e., Uncertainty) raised when the target
was moving far from the camera optical axis (i.e., where the optical calibration residuals were
larger) and moving with higher speeds (Figures 12 and 13).

Figure 12 - Estimated and measured 2D positioning of all RM’s.

Figure 13 – Measured linear speed of all RM’s during the angular movement.

Therefore, the usage of this procedure allowed the estimation of SisTrO’s dynamic
uncertainty (Figure 11) which was much larger than the static one (i.e., x=±9.22mm@1;
y=±8.33mm@1; z=±4.40mm@1) instead of respectively ±0.97mm@1; ±1.42mm@1;
±1.21mm@1 (Ref.: Figure 7).
CONCLUSIONS
The design and validation of any Flight Test Instrumentation, requires the uncertainty
evaluation of all measured parameters. But, in some applications, the static uncertainty evaluation
achieved by Type A does not provides the true value of uncertainty in the desired operating

environment. To aggravate this scenario the setup for a dynamic 3D trajectory reference system to
be used for SisTrO calibration and uncertainty determination is impracticable or too complex and
expensive (e.g., Robotic arms).
However, the knowledge of basic physic laws and the usage of advanced parameter
identification process for the estimation and validation of the pendular target system provided an
easy to build, repetitive and accurate dynamic 3D trajectory reference system which was used for
SisTrO calibration and uncertainty determination. So, this ingenious solution could also be used
in similar applications where the setup for a physical quantity reference system in a dynamic
environment is mostly impracticable. As result it was possible to characterize the SisTrO dynamic
uncertainty by using an alternative Type A calibration procedure based on simple physics
phenomena and advanced simulation modelling & parameter identification tools.
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ABSTRACT
In this paper we present an experiment utilizing the JPEG-2000 image compression standard to
compress multi-channel electroencephalographic (EEG) signals at a lossless quality. We employ
multiple pre-processing methods and assess their performance based on achieved compression
ratio, computational demand, feature set, and complexity relative to existing methods from several
related published works. We propose a simple pre-processing method that arranges multi-channel
EEG matrices into a blocked form which yields an average 2.267:1 lossless compression ratio for
the Brain Computer Interface IV-1 (BCICIV-1) dataset.
I
A.

INTRODUCTION

E LECTROENCEPHALOGRAPHY

Electroencephalography (EEG) is a method of monitoring electrical activity in the human brain,
where electrodes are positioned in an array on an individual’s scalp. During monitoring, each
electrode generates a one-dimensional signal which is sampled at a uniform rate, typically 250Hz
or higher. When all of these individual electrode signals are temporally aligned, they cumulatively
become the electroencephalogram. Depending on specifications of the hardware, this data can take
up a large amount of storage space. Modern EEG equipment can sample hundreds of electrodes
at sampling rates above 1kHz with high bit rate precision, and often this equipment is used to
monitor brain activity for hours at a time. So, naturally, data compression becomes a necessary
consideration. Spatial correlation between electrodes on the scalp often leads to inter- and intrachannel correlation in the EEG signal. With an effective compression algorithm we can exploit
this correlation to reduce the stored data file size of EEG signals.
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B.

O UTLINE

In Section II we briefly explain the applications of EEG and some relevant criteria for assessing
the overall quality of compression algorithms as applied to EEG signals. In sections III, IV, and
V, we describe three studies performed previously by Giuliano Antoniol [1], Justin Dauwels [2],
and Behzad Hejrati [3], respectively. These studies involved applying lossless compression to
EEG signals, and they serve as baseline references for comparing our own experimental results
later in this paper. In Section VI we report on our own experiment, where we utilize JPEG 2000
to losslessly compress EEG data from the BCICIV-1 dataset. In Section VII we consolidate and
compare relevant numerical results from all of the aforementioned studies. In Section VIII we
summarize the findings of this report and posit some of the practical implications of our findings.
Finally, in Section IX, we briefly describe our plans moving forward with this study based on the
results catalogued in this report.
II

COMPRESSION PERFORMANCE CRITERIA

In routine medical practice, EEG is most commonly used to diagnose epilepsy, Alzheimer’s disease, Parkinson’s disease, dementia, and other neurological disorders [4, 5]. These readings can be
taken in a lab setting or remotely, and the duration of a reading can vary widely between several
minutes to several days. Here, we list some prevalent criteria so as to provide a foundation for the
comparisons and evaluation of data compression methods in this context.
A.

L OSSY AND L OSSLESS

Lossy algorithms yield very high compression ratios with the trade-off being that some of the information is irreversibly discarded [6]. Lossless algorithms yield more modest compression ratios,
but the original signal can be entirely reconstructed from the compressed signal with no error. In
medical applications, ethics are prioritized when applying compression to data. Lossy algorithms
have the potential to erase patterns of data that are crucial in diagnosing illness and disorder. Lossless algorithms are therefore overwhelmingly preferred due to the lack of standardization present
for compressing EEG data [1], though there is a field of research dedicated to quantifying the
thresholds in which data of this nature can be discarded without sacrificing performance in the
context of an intended purpose [7, 8, 9, 10, 11].
B.

H ARDWARE C APABILITY AND P OWER C ONSUMPTION

A portable ambulatory EEG recording device would ideally be compact, have a long battery life,
and be capable of storing several days’ worth of data. If the designer of this device chooses to
process the incoming data with a compression scheme for the purpose of maximizing the amount
of potential data capacity, they must also consider the computational complexity of the chosen
scheme, as this factor will affect the required hardware and power demand. Notably, file size
reduction is not as heavily prioritized with modern storage solutions as it was several years ago,
but power consumption and hardware cost continue to be a high priority in ambulatory applications.
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C.

C OMPATIBILITY

There have been many attempts at standardizing EEG data files, but there is unfortunately no universally accepted format thus far. The General Data Format (GDF) is one example created for this
purpose [12], but it has yet to be widely adopted. This is a common problem with biomedical data,
as the recording methods and equipment vary widely between manufacturers. The existence of a
standardized file format and compression scheme for EEG data would promote an environment
for industrial-scale archiving. Large archives of EEG data can be used in many fields of research,
especially in developing contextual machine learning algorithms for classifying neurological disorders and emotions [13, 14]. This is, of course, only one of several potential benefits yielded by
universal data compatibility.

Figure 1: Region of Interest (ROI) of an electrode trace compressed at 50:1 CR using JPEG 2000.

D.

P ROCESSING L ATENCY AND R EAL -T IME A NALYSIS

In the context of large EEG files, a user may wish to view only a portion of the encoded signal
and/or a selected group of traces. This being the case, it would often be less demanding to transmit
only the desired portion of the data file, assuming it is stored in the cloud where it needs to be
downloaded in order to be viewed. For example, let us imagine the scenario where a user, perhaps
a doctor who is diagnosing a patient remotely over the internet, would like to preview an EEG
and quickly browse for a region of the signal that they find to be most salient in their diagnostic
process. Once this region is located, they would then like to increase the resolution of this region
to a lossless quality. This workflow can be achieved with progressive Region-of-Interest (ROI)
coding. This is not necessarily a crucial feature for a given compression algorithm to possess, but
it is highly sought after in the growing field of telemedicine. In Figure 1, we see a lossy compressed
region as a solid line and the corresponding lossless signal as a dashed line. We note that while
there is a discernible difference between the two, the general features of the signal remain intact
even under heavy compression.
III

SIMPLE METHODS

To begin our evaluation of lossless biomedical data compression schemes, we will first explore
an experiment performed by Giuliano Antoniol and Paolo Tonella [1]. Their experiment involved
evaluating the performance of twelve compression schemes on a dataset of 154 EEG signals. The
dataset utilized in this experiment was recorded and compiled at Santa Chiara Hospital, so we will
hereby refer to it as the S. Chiara dataset. While there are twelve compression schemes covered in
their paper, we will only be summarizing two of the most relevant schemes for the sake of brevity.
3

A.

H UFFMAN C ODING

The Huffman compression algorithm is a classic contender that is ripe for employment in EEG.
Generally speaking, the Huffman algorithm assigns weights to symbols in a dataset based on how
often they occur. These weights are then used to assign symbols to code words. The goal here is
to assign the most frequently occurring symbols in a dataset to code words that are much shorter
than the symbols themselves, which will subsequently reduce data repetition. In this experiment, a
lossless compression ratio of 39.5% was achieved with only Huffman coding on average over the
S. Chiara dataset. An additional pre-processing step, known as Differential Pulse Code Modulation
(DPCM), was also applied in this experiment. Applying DPCM involves taking the discrete difference of the input signal, where each consecutive sample of the output is equal to the difference
between the current and previous samples. With DPCM applied before encoding with Huffman, an
impressive 58% compression ratio was achieved in the same study [1]. This algorithm is desirable
as it can be implemented in an ambulatory EEG system with relatively low computational expense.
B.

V ECTOR Q UANTIZATION

Vector quantization considers data across multiple channels simultaneously, meaning this algorithm can theoretically exploit both temporal and spatial correlation in the signal, whereas Huffman
coding can only take advantage of temporal correlation. Vector quantization works by mapping a
set of data points, Q, in a k-dimensional vector, to a set of code words C. Centroid values are calculated for chunks of data, where the chunks are typically time-aligned blocks of individual electrode
channel samples. Chunks with similar centroid values are clustered together and assigned to a code
word Ci , where i = 1 : N . The error between each individual centroid and its corresponding code
word is stored in a new vector. From [1]:
Q : Rk → C where C = {y (1) , y (2) , ..., y (N ) } and y (i) ∈ Rk for i ∈ {1, 2, ..., N }

(1)

The idea here is that the error vector will be much smaller than the original input because the bulk
of the original input is stored in the code book. Of course, much like the Huffman algorithm, the
effectiveness of vector quantization depends heavily on the amount of repetition that occurs in the
original input signal. The aforementioned experiment performed by Giuliano Antoniol and Paolo
Tonella yielded a noteworthy 59% lossless compression ratio using vector quantization and a 62%
lossless compression ratio using DPCM prior to encoding with vector quantization on the S. Chiara
dataset [1].
IV

MATRIX AND TENSOR DECOMPOSITION

A relatively new algorithm that utilizes tensors for EEG compression has been developed in a study
led by Justin Dauwels [2]. “Tensor” is simply the term for a general multi-dimensional vector. In
the study, the sample EEG signals are arranged in two-, three-, and four-dimensional tensors. The
encoder and decoder for this algorithm are pictorially represented in Figure 2. Here, we will
summarize the machinations of the employed tensor decomposition models and we will compare
results in a later section. It is important to note that these models can be lossy, since quantization
of residual error in their decomposition models results in a marginal loss of data. However, we will
only consider here the lossless cases in our later comparison.
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Figure 2: Tensor decomposition-based compression algorithm flowchart, from [2].

A.

D ECOMPOSITION M ODELS

In this experiment, a total of six decomposition models were tested [2]. They are listed as follows: Singular Value Decomposition (SVD), Column Row (CUR), Parallel Factor (PARAFAC),
TUCKER, Fiber-Sampling Tensor (FSTD), and Compact Tensor (TT). Out of the six, SVD and
PARAFAC were by far the best performers, so they were subsequently chosen to be utilized as
the decomposition models for matrix (2-dimensional) and volume (3-dimensional) tensor formats,
respectively. The authors consider three dimension classes, including s–, t–, and dt–dimensions,
which represent “space”, “time”, and “change in time”, respectively.
B.

S INGULAR VALUE D ECOMPOSITION (SVD) AND PARALLEL FACTOR (PARAFAC)

When decomposing a tensor, the SVD yields singular values (σi ) and vectors (ui , vi ), while
PARAFAC yields weights (λi ) and loadings (ai , bi , ci ). σi and λi are converted to floating-point
binary and stored losslessly. The vectors ui , vi , and loadings ai , bi , and ci are scaled to values
less than unity, converted to fixed precision binary, and then truncated by removing the sign bit
and leading zero. Finally, all remaining bit planes from Most Significant Bit (MSB) to Least Significant Bit (LSB) are arithmetically encoded into separate bit streams. The goal of decomposing
tensors here is to allow for a fine control over quality loss based on the target compression ratio.
The user may choose how much truncation they will allow using a tolerance parameter δ. We will
later draw performance comparisons with their findings using δ = 0 (lossless).

Figure 3: Channel clustering-based compression algorithm flowchart, from [3].
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V

CHANNEL CLUSTERING

The most novel of the algorithms we will be discussing was introduced by Behzad Hejrati in
2017 [3]. This algorithm has no formal name, but it depends heavily on the concept of channel
clustering, so it is hereby referred to as the channel clustering algorithm. In Figure 3 we see the
chronological processing steps of this method. The first step taken here, denoted as Differential
Pulse Code Modulation (DPCM), is previously described in Section III. In the context of channel
clustering, we must also take the inverse DPCM during the decoding process, which means we
simply add the previously reconstructed sample back to each consecutive output sample. The next
step, denoted in the figure as “Clustering”, is identical to that of which is described in Section
III for vector quantization. Finally, the cluster centroids and their residual error vectors for each
channel in the cluster are arithmetically encoded.
VI
A.

JPEG 2000

OVERVIEW

In our own experiment, we chose to utilize JPEG 2000 to compress EEG data. JPEG 2000 is a
wavelet-based image compression standard that offers some notable improvements over the original JPEG standard. One of the most prominent advantages that this standard has over JPEG is
scalability. Images that are encoded at a high or lossless quality can be exchanged and decoded
at lower quality levels with corresponding decreases in file sizes without trading off any computational efficiency [15]. While not commonly used in consumer applications, this standard is especially useful in medical, geological, and archaeological fields, among others. The key difference
between JPEG and JPEG 2000 are their underlying compression schemes, where JPEG utilizes the
discrete cosine transform and JPEG 2000 uses the wavelet transform for energy compaction. It
has been shown that the wavelet transform offers superior performance in objective quality versus
compression ratio, with the trade-off of being a slightly more complex implementation [16, 17].
JPEG 2000 is available as an open-source, royalty-free codec and is highly compatible, meaning
files can be exchanged universally without the need for paid or proprietary software. JPEG 2000
also supports progressive decoding and interactive remote browsing, known as JPIP. Region of
Interest (ROI) coding allows for interactive remote browsing, and is especially advantageous in
low-bandwidth cloud applications [18]. There is additional literature available via the references
listed here which cover the JPEG 2000 standard more thoroughly [19, 20, 21]. The superior performance and scalability of JPEG 2000 make for an excellent solution in compressing EEG signals.

Figure 4: 1/16 section of directly encoded EEG image.
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B.
B.1

E NCODING P ROCESS
Value Scaling and Normalization

EEG data can be stored in a variety of numerical formats depending on the equipment used for
recording and any post-processing that is executed by an intermediate party. Thus, we must account
for data type conversions in our algorithm to ensure compatibility with JPEG 2000. In our experiment, we utilized libraries of EEG data from the Brain Computer Interface Competition IV (BCICIV) dataset. This set contains EEG files with wide ranges in sample duration and electrode count,
some of which are stored in double-precision floating-point format. We first import a set of EEG
signals, E, into Matlab. The individual EEG matrices, Ei for i = 1, 2, ..., N where N is the number
of EEG signals in the dataset, are scaled in the range [min(Ei ), max(Ei )] → [20 , 216 ] ∈ Z, where
the min(Ei ) and max(Ei ) values are stored for later reconstruction. Following a pre-processing
step, the matrix is then fed through a JPEG 2000 encoder where it is compressed at a lossless 16bit quality and finally stored as a .jp2 file. Next, we describe the two pre-processing methods we
employed within this algorithm.
B.2

Direct Encoding

This first pre-processing approach, referred to here as the direct method (JP2-dir), simply encodes
a scaled matrix Ei as a JPEG 2000 image without any additional pre-processing steps. An example
of this sort of image can be seen in Figure 4. Each row is an individual electrode channel and each
column is a simultaneous temporal sample from all channels. The EEG reconstruction process is
straightforward in this case, as the signal already has the correct dimensions when imported.

Figure 5: Direct-alternating-block method pre-processing diagram.

B.3

Direct-Alternating-Block Encoding

The second pre-processing approach, which we call the direct-alternating-block method (JP2-blk),
rearranges the signal such that temporal blocks of the entire EEG signal are positioned in sequential
columns whose temporal direction alternates in a raster scan. A diagram of this process can be seen
in Figure 5. Referring to the nomenclature defined in this same figure, if the signal length is not an
integer multiple of the chosen block size, there will be some remainder in the rearranged matrix.
This empty space is simply filled with zeros. With a block size BS = 29 , JP2-blk yields an
approximate 5% increase in compression relative to JP2-dir, as shown in Figure 6.
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Figure 6: Compression analysis for direct and direct-alternating-block method using JPEG 2000.

VII
A.

PERFORMANCE ANALYSIS

S IMPLE M ETHODS

In this section, we consolidate the relevant results from each of the previously reported experiments
and compare them. Firstly, we note that the study published by Giuliano Antoniol was conducted
approximately 25 years ago, so their results are not directly comparable to the more modern experiments discussed here. This is mostly because the S. Chiara dataset used in their experiment is not
a common one relative to the BCICIV dataset of which is used as a standard in many published
works today. In Section III we briefly mention that the file size reductions of Huffman coding and
vector quantization on their chosen dataset are, on the average, 58% (1.61:1 CR) and 62% (1.72:1
CR) respectively. The inability to make direct comparisons means we cannot say much about
these values in a global sense. Their low computational complexities mean that Huffman coding
and vector quantization are both feasible candidates for general-purpose compression schemes in
this context, especially in ambulatory applications.
Table 1: Left — MC-EEG tensor decomposition compression ratios for δ = 0 (lossless case), from [2].
Right — Compression ratios on BCICIV-MI for JPEG 2000 and channel clustering method, from [3].

Dataset
EEG-MMI
BCICIII-MI
BCICIV-MI
Intracranial
—
—
—
—

t/s t/dt/s
1.72 1.77
1.75 1.82
1.39 1.63
1.56 1.96

s/s/t
1.56
1.56
1.43
1.11

Data
a
b
c
d
e
f
g
x̄
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C.Cluster JP2-blk
2.39
2.42
2.59
2.56
2.88
1.86
3.05
2.05
2.42
2.50
—
2.50
—
2.39
2.66
2.33

JP2-dir
2.23
2.38
1.80
1.99
2.42
2.29
2.21
2.19

B.

T ENSOR D ECOMPOSITION

We may now take a look at Table 1, where, on the left, we find the lossless compression ratios
across four datasets and the three tensor formation methods as described previously. We note here
that the t/dt/s tensor yields the best compression performance across all four sets. While we do
have a metric here for the BCICIV-MI dataset, it is not clear exactly which files were used within
the set. If we assume that the chosen files are identically comparable, we can say that even the
best-performing model in the tensor decomposition experiment performs very poorly compared to
the channel clustering method.
C.

C HANNEL C LUSTERING AND JPEG 2000

On the right of Table 1, we observe a comparison of our JPEG 2000 based approach using the
two previously described pre-processing methods with the channel clustering algorithm on the
BCICIV-MI dataset. We note that the JP2-dir method is the least effective of the three, but this is
expected given its relative simplicity. In Figure 6 we can see that for a block size of approximately
29 , JP2-blk performs especially well relative to JP2-dir across the dataset. Referring back to Table
1, the channel clustering algorithm beats JP2-blk by a large margin on two out of three of its
victories. Aside from that, the two are closely matched.
VIII

CONCLUSIONS

In this report, we summarized five unique compression methods for EEG signals from four different experiments and compared their performances based on a set of criteria defined previously
within the context of EEG data. Out of all of the compression methods we’ve discussed, it is clear
that the channel clustering algorithm yields the highest lossless compression ratio on average.
However, this metric is not the only one of significance: JPEG 2000 is a very effective solution in
that it offers similar compression performance to that of channel clustering while also offering additional features that would allow for streamlined real-world implementation in the medical industry. These additional features include progressive ROI decoding [18], interactive remote browsing,
high compatibility, and even standardized security protocols (JPSEC). Furthermore, researchers
have successfully used the JPEG 2000 algorithm to compress other biomedical signals including
electrocardiograms [22], computed tomography, magnetic resonance images [23], and other common medical image types [24]. This attests to the breadth of medical-related applications for this
compression standard. In terms of disadvantages, JPEG 2000 is a relatively complex compression
scheme as a result of its extensive feature set. With ever-increasing processing power, however, it
may also become increasingly practical for ambulatory EEG. Notwithstanding, compatibility and
universality issues remain prevalent in the medical industry [25]. We offer JPEG 2000 as a wellequipped candidate to solve these issues, but there is still much testing to be done before full-scale
employment can be realistically considered.

9

IX

FUTURE WORK

We plan to employ JPEG 2000 and our aforementioned pre-processing algorithm in real-world
applications to test the feasibility of adopting this compression standard in the medical industry.
OpenBCI, a popular open-source EEG acquisition system, allows us to record and process EEG
signals in real-time, and we would like to implement JPEG 2000 compression functionality directly within the OpenBCI GUI software interface. This would allow users to compress incoming
signals in real-time and to later visualize the compressed signals over limited bandwidth channels
using JPIP while securely exchanging the sensitive data using JPSEC. The availability of these
features in OpenBCI would theoretically allow for a streamlined EEG recording, storing, viewing,
transferring, and processing experience in both ambulatory and laboratory settings.
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Abstract
The field of robotics is filled with many interwoven concepts, each with their own niche yet
relevant function which serves a higher abstracted purpose. At the University of Kansas Robotics
Organization (KURO), we offer students the freedom to explore these underlying concepts in
self contained and interesting projects. As such, in this paper, we will recount the methodology
and results of combining a wide array of topics together for an insightful yet novel goal of
recreating a carnival game with a twist: A shooting gallery but your finger is the gun. Such topics
include web socket communication, advanced hand tracking hardware, game development
software, RF communication between multiple embedded systems, and real time computer
vision. Along with this, but not necessarily relevant to Telemetry, we will discuss the
manufacturing considerations, for optimizing speed and stability, as the entire project had a strict
time constraint of 48 hours to create a working demo to be judged.
Key Words
Real-Time Simulation, Short Range RF Communication, Web Socket Communication,
Embedded Systems, Computer Vision, Case Study.
Introduction
This paper will discuss the KU Robotics Organizations attempt to design and implement a novel
carnival game, a Shooting Gallery, within a 48-hour timeframe for a judged software
competition. Our methodology, struggles, and results of this time constrained project will be
covered, as well as where the project has gone following this exercise.
The project covers a wide array of topics, most of which were new to us. Such topics are
represented as the following tasks: use computer vision to extract positional information of
unique targets from a picture, use this information to craft a virtual representation in a physics
engine, enable user input in this simulation via commercial hand tracking hardware, maintain
persistent real time communication between the simulation and the deployed embedded system
with web sockets, and seamlessly have state changes in the simulation affect one of the deployed
target via RF communication. Along with these tasks, all the manufacturing of the prototypes had
to be done in 48 hours as well, and as these real-world constraints directly affected the desired
product, this paper will cover the methodology and techniques we used to rapidly prototype
before the deadline of the demo.

This paper will cover each aspect of the project in depth, starting with relevant background
information, before moving onto the top-level project overview. Each topic covered in the
overview will be expanded upon in its own relevant section in this paper. After this, the judging
and conclusion will explore where we plan to take this project in the future, as with our
organization, no project is ever truly finished, only further refined and maintained for future
members to learn form.
Background
With Robotics being a generic term for a vast field, The University of Kansas has no wholistic
program for learning about these topics in depth. As of now, pieces of this larger puzzle can be
gleaned through degrees such as Computer Science, Computer Engineering, Electrical
Engineering, Mechanical Engineering, Aerospace Engineering, and Engineering Physics.
Furthermore, within these degrees, the opportunities for students to gain firsthand experience
remains limited to a few select courses and labs within those programs.
These conditions led to the founding of The University of Kansas Robotics Organization
(KURO) in February 2018. The organization serves as a linking point between these normally
separate degrees, as well as an opportunity for motivated students to immediately gain hands on
experience in whatever topics interest them within the budgetary constraints of the club. In just 4
years, the club has amassed a large wealth of knowledge and resources, all of which, in turn, feed
back into itself, allowing the organization to tackle ever greater projects while still nurturing new
members into self-sufficient, uniquely well-rounded, and multidisciplinary Engineers, regardless
of their baseline knowledge at the time of joining the organization.
The organization, since its founding, has maintained an annual tradition of jumpstarting large
scale projects by taking part in the KU’s yearly Hackathon, HackKU, hosted by the KU chapter
of The Association for Computing Machinery. The event is sponsored by Major League Hacking,
as well as other companies. While the addition of manufacturing and hardware in a traditionally
software-oriented event has led to poorer performance in the judging component of the
competition, it also forces us to tackle normally daunting projects few other undergrads would
ever consider, leading to us producing some impressive flagship projects in the following
semesters of refinement from the initial concept prototyped in 48 hours.
This year’s project was born from having a collection of concepts we wanted to consider learning
about and the competition having no theme to rule out any. So, after about 2 hours of
deliberation on what we would even make, the Shooting Gallery project was decided upon. The
group working on this project included Jordan Hirsekorn, a recent Electrical Engineering Alumni
from our organization and former executive member; Ian Kim, an experienced, current executive
member of KURO, and Aerospace Engineer; Caleb Zinabu, a recent member to join KURO and
Computer Engineering Sophomore; and Chauncey Hester, a 5 th Year Computer Engineering
Undergrad, and founding President of the Organization. The event hosted by the professional
organization for Computer Scientists at KU, and not one person in our group was even a
Computer Scientist. A typical occurrence in KURO.

Project Overview
This section of the paper covers all the top-level goals of the Shooting Gallery. In a traditional
shooting gallery, multiple targets will spring up, and the player will use a toy gun to shoot pellets
at them, knocking the targets down in the process. Our project sought to recreate this game
without using any prop toy and merely the user’s hand in a finger gun gesture. Given the
pressing time constraint, we identified the minimum condition of a working game to be being
able to locate and identify a minimum of 5 distinct targets, creating a rough enough virtual
representation that feels relatively correct, and pointing at targets causing at least a one state
change within a reasonable time for judging. In figure 1, we show the derived interaction
diagram used to plan out what the overall project’s system would look like.

Figure 1: Interaction Diagram
As shown, we made the decision to use the NVIDIA Jetson Nano development board [1] to
perform computer vision separate from the primary embedded system. This decision lay purely
in the division of labor for development, as the Jetson Nano is more than capable for acting as
the primary system’s microcomputer.
This interaction diagram, created in the first few hours of the project’s inception, would also be
used in fully planning out the tasks needed to be performed in each system, as will be further
described below in each relevant section.
Creating the Unity Game
This section goes more into depth with the virtual simulation, created using the Unity Game
Engine [2]. This engine was used as a solution to a pressing question: How does one quickly and
accurately get the orientation of a user’s index finger and determine if its pointing at something.
Many potential solutions were thrown around, and we ultimately wanted to experiment with
using a consumer product known as a Leap Motion Controller [3], which has plug ins compatible

with Unity, as well as some form of usability with Arduino. This part of the overarching system
functioned as such: Upon opening the game, present an interface for inputting the primary
embedded system’s IP address and attempt to connect. Upon successful connection, enter a setup
state and await a data packet containing all parameters of the virtual space. Such parameters
include the Leap Motion table height, number of targets, each target’s Unique ID, each target’s
XY coordinate and estimated depth. With each target having fixed dimensions, these parameters
would be enough to enable a user to point at one and the unity game report which box was being
pointed at.
Using Unity was both a blessing and a curse, in that it functioned as an extremely well
documented engine, however, with it also came all the struggles of trying to develop a game and
debug it in real time using nothing but a simple log tool. The Leap Motion controller also
performed all the calculations on its board, allowing us to skip a potentially costly venture in
deriving that math ourselves. However, the controller has an extremely limited visible range and
can only get the pose information when not obscured from below. Meaning hands cannot
overlap, and the fingers can potentially be incorrect in certain arm positions. Figure 2 shows the
view from the Leap’s point of view and the estimated fingers. Using the built-in library for the
Leap Motion Controller, getting the vector of the Index Fingertip was a straightforward process.
Figure 3 shows the game view prior to exporting the game as an executable file.

Figure 2: Leap Motion Controller View

Figure 3: Unity Game View

The most pressing concern with using Unity this way was the lack of dimensions. All the assets
had to be measured rigorously and scaled relative to the Leap Motion Controller’s virtual hand
asset. Which presented a unique challenge of needing to flexibly alter assets as designs and
environment constraints changed, as they would not be finalized until much later in the 48-hour
period.
Web Socket Interface between Unity & Raspberry PI
This section explains the Web socket information between the primary embedded system for
shooting gallery. This topic was born from the growing need to remote operate robots in the
organization using methods other than direct connection with the onboard Bluetooth module on
the Raspberry Pi 4 [4]. Past attempts to use SSH to stream a GUI using X forwarding, while
somewhat successful, immediately presented a bottleneck in data transfer speeds, as well as
lacking user friendliness in non-Linux based machines. Web sockets were considered as an
alternative, however that required a second script to be running in parallel with its own
accompanying GUI, which would potentially be disproportionally time consuming to set up
relative to the scope of the project.
Unity was offered as a potential fix to all these problems, as well as conveniently satisfying the
need to perform a user driven simulation with the Leap Motion controller. After going through
the documentation on how to set up Sockets both in Unity’s C# and on the Raspberry Pi’s Python
Socket library, one way communication was easily established, although 2-way communication
posed a more substantial challenge, as well as error handling on the Unity side. The data being
transferred was split into two parts. The initial setup data packet from the primary embedded
system to the Desktop, and the state change information when the user points at a target or
moves their hand away from that target.
Extracting Real World data in Real-time Computer Vision
This section of the paper discusses the efforts to use OpenCV [5] to extract positional and
categorical information for the targets within the frame. This was another new venture for
KURO, as interacting with computer vision projects thus far had only involved using existing
pre-trained image detection models for simple things like face recognition, pet detection, etc. The
goal was simple, use a PiCamera [6] to take a photo of the play area and use computer vision to
find the targets within the frame, and identify their ID using the front panel which would have a
separate color based on an RGB LED behind the semitransparent material.
To accomplish this, we decided to design our box to have an easily recognizable color, then
tweak the OpenCV code to reliably find that color using the built-in contour detection function
and checking the largest shapes to see if they were this known color within some margin of error.
While not a robust solution, it certainly felt far more feasible for complete beginners to pull off
in 48 hours. Figure 4, 5, and 6 shows the results of this methodology.

Figure 4: Initial Camera Picture

Figure 5: Detected Contours

Figure 6: Isolated Target
One crucial, but unfortunately unexplored element to our computer vision system was the
inability to reliably to get any form of depth information from a singular picture, which would be
required for the virtual system to properly place its targets. Stereographic camera setups were
considered to use OpenCV’s Disparity Mapping function to estimate depth, but time constraints
ultimately forced us to abandon exploring that avenue during the 48 hours. Instead, an estimate
was gathered from the relative size of the detected targets that where offset from a single target
with a known distance from the camera and table. Given our limited mathematical understanding
of ocular distortion, this was our best guess at how to solve the depth issue.

RF communication between Raspberry PI and Deployed Embedded Systems
This section of the paper covers the interaction between our primary embedded system and the
target sub systems. The target systems were designed to be a simple deployable structure and
facade, with internals consisting of an Arduino Nano microprocessor [7], a multi-channel RF
chip [8], a driven servo motor platform, a simple yellow duck target to mount on said platform, a
single RGB LED for visual identification, and a 9v power supply. Figure 7 shows these internals
wired up to the Arduino Nano.

Figure 7: Arduino Wired Up with
RF Chip
Upon receiving power, each system has a predefined unique ID and instructions to enter a setup
state with its LED on and servo set to 90 degrees. Given its unique ID, it will set up its individual
RF chip to wait on its desired channel for further instructions after verifying 2-way
communication with the primary system. After the primary system is done identifying each
target, the command is sent to each target to turn off their LED and await commands to drive
their servo platform. Given the straightforward nature of this section, it was saved for the later
portion of the 48 hours and thus the only issues encountered consisted of trying to wire the RF
chip correctly to the Arduino while sleep deprived. Luckily, nothing was damaged in the process.
Manufacturing Considerations and Techniques
This section covers the manufacturing aspect of the project. To accomplish this project’s goals in
48 hours, speed and stability had to be balanced. As failed 3D prints was equally if not more
devastating compared to printing slower. In total, we had four 3D printers running concurrently,
although each printer had varying levels of print quality, so complicated and more error prone
prints were done on the higher end printer. The Artillery Sidewinder X1 [9] was our fastest and
best tuned printer. It prioritized the structural supports of the system and printing the front
facades. The Flashforge Creator Pro [10] was dependable, albeit aged, and was tasked with
printing the rotating servo platforms and some internal structures. The Lulzbot Sidekick [11] is
our newest printer that arrived the same day as the competition, thus it was untuned, so we only
printed the duck targets and a few face panels. The Robo R2 [12] was a bit unreliable due to its
damaged build plate, thus it only worked on making ducks.

Various optimizations were made to aid in optimizing print speed and stability. Our CAD designs
were made with as few overhangs as possible, and existing overhangs needing as little supports
as possible during the print. Figure 8 shows our initial CAD design, made in Siemens NX [13],
using these design principals.

Figure 8: CAD System
Along with this, effort was put into our slicer parameters, using CURA Slicer Ver 1.17 [14], to
improve speed as much as possible without compromising on integrity. Line width was always
set to larger than our nozzle width. We printed at higher temperatures than manufacturer labeled
to enable us to raise the flow rate settings on the printer. The servo platforms were printed using
variable infill to reduce on print time. The ducks were printed using tree style supports, which
are faster and more efficient, albeit best suited for printing organic surfaces. Lastly the tops and
bottoms of the of non-visual structural prints were removed to save time as well.
Despite our best efforts, however, problems were always bound to happen when trying to highspeed print. The extruder motor has a finite strength, which limits how much extruder throughput
is possible. The stepper motors would also occasionally move faster than the extruder could
output, leading to some skipping. And lastly, some components have strict tolerances for
mounting components on, and thus cannot be accelerated beyond a certain speed whilst
maintaining that constraint. Within 48 hours, we were able to complete 6 targets, one pictured
below in figure 9.

Figure 9: Realized System Front and Back

Judging, Further Considerations, and Conclusion
After 48 hours, our organization learned a great deal about the topics we initially set out to
explore, and far more progress was made than expected. All the interwoven parts functioned to
some degree in a vacuum. However, there were unforeseen challenges in the runtime flow when
trying to put the systems together into a unified project. The project demo was instead given
showing how each topic we wished to explore worked in isolation. So, while we won no
accolades for our efforts, we walked away from the event far more experienced than 48 hours
prior.
Further considerations for this project include: Adding better error handling to account for
runtime errors due to the many points of failures in the overall system, removing the redundant
Raspberry Pi 4 as the primary system microcomputer and using the Jetson Nano for both that,
and the Computer Vision system, Adding a comprehensive UI to the Unity game to improve user
experience, and expanding our computer vision setup to use a stereographic setup to attempt to
extract depth information from the play area.
Given the circumstances, this project can be deemed an immense success for the organization, as
it keeps in line with our founding principles of gaining as much hands-on experience as possible,
while also existing as an interesting concept to get many more aspiring Engineers excited for
what’s possible in merely 48 hours of nonstop effort.
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IT’S TIME FOR AN EVOLUTIONARY LEAP IN TESTING
Grant M. Smith
Dewesoft, Whitehouse, Ohio

ABSTRACT
The human experience is about evolution. This applies to everything from our biology to how we
design and build airplanes and rockets. How we can push technology to record better data, better
telemetry, and analyze increasing amounts of data better and faster? We are not going to be handed
the next technological leap in aerospace technology. The paper examines what we need to develop
in order to make the next leaps forward in the DAQ (data acquisition) system technology that is
so critical to airframe testing.

INTRODUCTION
Aerospace test engineers know what they have been taught, as well as what they have learned by
working in the real world. They understand that collecting solid data when testing their inventions
is the only way to make objective, provable judgments about what works, and what doesn’t. In
addition to their normal work, they read papers like this to learn something new, and perhaps get
new ideas. That is the goal of this paper: to challenge the status quo by kicking down doors that
are marked “Don’t even try, because it can’t be done.” There’s an expression that captures this
mindset perfectly:
“People who say it cannot be done should not interrupt those who are doing it.”
This quote has been attributed to everyone from Confucius to George Bernard Shaw. It doesn’t
matter who said it first, the idea is axiomatic. Many things that even the experts said couldn’t be
done, have been done. By pushing in a thoughtful and purposeful way, we can improve testing and
thus the aircraft and spacecraft that we’re building. If knowledge is power, then data acquisition
and analysis are in the critical path.
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Figure 1 The Wright brothers make the first powered, heavier than air flight

On December 17, 1903, the Wright Brothers made the first fixed-wing, powered flight test on a
windy beach at Kitty Hawk, North Carolina (see Figure 1). After a career building bicycles they
had worked day and night on a variety of aircraft designs. A simple question burned inside them:
can a heavier-than-air manned machine really fly under its own power? They struggled for years,
experiencing failure after failure. After each attempt they analyzed what happened, and went back
to the drawing board to try again. On one fateful day, Wilbur watched as his brother Orville
climbed onto their latest wooden and cloth machine, and in twelve seconds he proved that powered
flight was possible. Two years later they were flying up to 39 minutes at a time. In 1908 they took
their airplanes to France to prove the non-believers wrong. It worked.
This was more than 100 years ago. There were no flight data recorders or sensors. There were no
electronics, and certainly no computers. How much data did they miss due to the lack of way to
measure and record it? Honestly, except for what they could scribble onto paper or capture on
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grainy black and white film, they missed all of the data. They missed the loads on the cross wires;
the loads on the spruce framing; the tension of the cloth stretched around the fuselage. The motor
RPM and output power. Fuel consumption. Take-off angle and speed. We get more data from the
dashboard in our cars today than the Wright brothers were able to record from their flying machine
that day.
This was the era of build, fly, fail, try again and repeat, much in the same way Thomas Edison
developed the light bulb (he patented it in 1879). Edison often said that each failure brought him
one step closer to success.
“Opportunity is missed by most people because it is dressed in overalls and looks like work.”
~ Thomas Alva Edison
In the early days, testing was a very subjective process. It wasn’t until we reached the jet age that
this fundamentally changed. That was the start of true, objective aviation testing.
When World War II began in 1939, airplanes were powered by internal combustion engines that
turned a propellor. Originally developed in 1908 to predict flow and turbulence in liquid
applications, a Reynolds number for airflow prediction had also been proven.
Reynolds number = (density * D * flow speed) / viscosity
Engineers discovered that Reynolds number calculations could also be applied to airflow across
an airfoil or lifting body, such as an aircraft wing. But there was little documentation behind it
when it was first applied.
By 1952, the rickety wooden contraption that could barely carry a single person 180 feet (55 m)
in 12 seconds had evolved into a transportation industry work horse, ferrying millions of men,
women and children across countries and oceans every year, not to mention tons of mail and
countless goods and services.
!
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THE BIRTH OF AVIATION TESTING
In 1955, six civilian pilots got together at a small restaurant called Aleck’s. The place was located
midway between Edwards Air Force Base and Air Force Plant 42 in Palmdale, California (see
Figure 2). These men worked at Northrop Corporation, Lockheed Corporation, Douglas Aircraft
Company, the Corvair Division of General Dynamics, and the National Advisory Committee for
Avionics, Over coffee that day, they founded the Society of Experimental Test Pilots. They
declared that their new organization was “dedicated to assisting in the development of superior
aircraft.”

Figure 2 USAF Plant 42 located in Palmdale, California

Aircraft were being tested and flown every day over the high desert in southern California. In those
days, testing was based on a combination of theoretical assessment based on experience, and
building full scale models and flying them to observe the results.
But then an evolutionary leap in sensors was made. In 1952, the Tokyo Institute of Technology
developed Lead Zirconate Titanate (PZT). PZT is a ceramic material with a strong piezoelectric
effect. This material proved to be useful as the main component of reliable pressure transducers
and accelerometers. These sensors are essential to any serious physical testing of bodies under
stress, i.e., aircraft and spacecraft. After its discovery, it was up to engineers to put PZT technology
to use by making sensors from it.
New and better sensors could be attached all over the airframe, but data was still largely collected
with pen and paper. The next challenge became how to record the outputs of these sensors in a
way that was more efficient and accurate than writing it down by hand. Generating data is not of
much value if you can’t capture it in some way.
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Also in 1952, after seven years of development in England, the de Havilland Comet DH.106 was
introduced. This was a turbine-powered commercial aircraft that featured four jet engines that were
buried in the wing roots to reduce noise, and a pressurized cabin that was relatively quiet and
comfortable for 1952. De Havilland was also quite proud of the large, square windows designed
into the passenger cabin.

Figure 3 Flight Deck of the De Havilland DH106 Comet 4 G-APDB
As a new design, the Comet had undergone more rigorous testing than other designs, but these
tests failed to uncover the design and manufacturing flaws built into the airframe. After entering
service, three Comets were lost within a year in highly publicized catastrophes. The first crash
injured two, but this was attributed to pilot error when he over-rotated due to poor wing design. In
the second crash, all perished. The third crash killed all 43 on board due to rapid decompression.
These last two were classic cases of structural failure resulting from airframe metal fatigue. Stress
build-ups around the square windows was a contributing factor. Not much was known about metal
fatigue in 1952, but engineers learned many important lessons from the Comet DH.106. Square
windows were replaced with oval ones, and extra riveting was done throughout the airframe.
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The world’s first commercial jet aircraft was not exactly a success, but we learned a lot from it.
Perhaps more important is that we realized what we didn’t know. Rigorous testing had been done,
but we didn’t test everything that was necessary. That became apparent after the disasters. We
needed a way to capture more and better data, analyze it, and then use that knowledge to improve
our designs. We needed to understand metal fatigue better. We needed a way to crunch a lot of
numbers – more than ever before.

THE IBM COMPUTER
The IBM 7700 Data Acquisition system was introduced in 1963. Of course, we had strip chart
recorders, but they were in effect an automated engineer with multiple pads of paper. The IBM
7700 data acquisition system could record data from 32 sources simultaneously, process them and
send the results to up to 16 remote printers or display units.
The 7700 featured 32-channels @ 18-bit / 2-word resolution. Mathematical operations executed
in 2-3 machine cycles, except for multiplication, which took 8 cycles, and division, which took 12
cycles. Each cycle was two microseconds in length.
By today’s standards these specifications are unimpressive, but in 1963 they were a game-changer.
Only two 7700s were ever built, as IBM released the 1800 DAQ system a year later. The computer
era in data acquisition had begun, and everyone was on board: every aircraft and spacecraft
manufacturer, the military, and NASA.

THE INTEGRATION OF THE DAQ SYSTEM
At this point in history we had sensors like strain gauges (commercially available since the 1930s),
piezoelectric pressure sensors and accelerometers. We also had the collection point and recording
devices. If they had still been alive in the 1960s, the Wright brothers would have been stunned by
our ability to record so much important aircraft data both on the ground and under flight: vibration,
pressure, voltage, current, static and dynamic strain. This is the second evolutionary leap. All of
these technologies were integrated to create what we would recognize today as a data acquisition
system. Testing had evolved from a pad of paper to endless columns of data. In fact, sometimes
we were recording more than the engineers knew what to do with.
By integrating sensors with computer-based recording system, we had made another evolutionary
leap. The computer digitized the data, making it more portable, and easier to write and retrieve
than ever before. Real-world data could be merged with algorithms and known mechanical
formulae to improve designs like never before. Over the next five decades the instruments got
better and better, and so did the machines that we built.
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Today, aviation is the safest form of travel in the world. There’s a tongue-in-cheek expression that
“safety is no accident.” It’s true. The reason that air travel is so safe is because of the work of tens
of thousands of smart people who never stopped trying to improve the performance and safety of
aircraft and spacecraft.

THE USE OF COMPUTING TECHNOLOGY TODAY
Computers are at the center of how we communicate and conduct business. But they are also DAQ
collection engines. They are so endemic to the DAQ process that it’s hard to imagine not having a
computer in the loop of a high speed DAQ system today. Two platforms are preeminent: Windows
and Linux. Programming environments used today include C#, C++, Visual Basic and Python.
This is an era when we can use our phones and tablets to surf the internet, access computer files
and search trillions of information points. So why are we still writing code to control the data that
we collect? Why is data acquisition still such an iterative and sometimes burdensome process?
Today, a gigabyte of data costs only about 3 US cents. That’s a billion data points for less than one
nickel. Data storage is an important issue in all DAQ applications, but especially those that involve
a lot of data being written to drives.
Consider a basic flight test setup: sensors and their cables, ADCs, FPGAs, Computers, and data
storage. This is before Chapter 10, so engineers collected all the data and wrote it to a .CSV file.
Without a recorder, everything across the line is useless unless you are the pilot using it to fly. But
errors still happened, because human beings are involved in the system setup. Typing in sensor
serial numbers, offset and scaling factors, a human being can and will make the occasional
typographical error. When a sensor is labeled or scaled wrong, and the data is recorded, how can
you detect that and correct it after the fact? The truth is that in the past, errors like these were rarely
detected, and when they were, it was not feasible to correct the error. The test simply had to be
done again. The results of previous tests got an asterisk after their file names, since their data was
no longer considered reliable.

SENSOR MANAGEMENT
Sensors are invented to convert various physical phenomena into a measurable voltage. Voltage
itself does not typically require a sensor per se, because ADCs (analog to digital converters)
inherently accept voltages. (Dangerously high voltages require a transducer or some method of
voltage division.)
Signal conditioners provide galvanic isolation between the signal source and the measuring
system. They also “normalize” large or small signals to ones that an ADCs can accept. Measuring
current is similar, except that we need either a shunt or current transducer to convert it to a voltage.
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Accelerometers primarily use the natural piezoelectric properties of various quartz materials to
convert vibration and acceleration to a voltage, so those signal conditioners just need to provide
sensor power to IEPE sensors, or convert the charged ion output from charge sensors to a voltage.
Sometimes these conditioners to provide integration or double integration, but this can also be
done in software after the ADC. The same goes for filtering: before signals were digitized, filtering
had to be done in the analog domain. Today, all filtering (except for anti-aliasing, which must be
done before the A/D process), can be better done in software, and with more choices than fixed
hardware can offer.
So why sensors themselves have not experienced an evolutionary leap since PZT in the 1950s,
there has been one in the realm of sensor management. Imagine installing 100 or more
accelerometers all over an aircraft fuselage. Entering the details, sensor by sensor, into a DAQ
system is time-consuming and error-prone. Each accelerometer has a slightly different scaling
factor that must be entered. Tediously matching up the sensor with the right channel in the
software, making sure that the serial number matches the calibration sheet is a thankless but
essential task. Now, what if these accelerometers could talk to the software and identify themselves
during the setup process? Setup time would drop from hours to seconds, and human errors would
be completely eliminated. Does that sound too good to be true? Thanks to the invention of the
TEDS (Transducer Electronic Data Sheet) standard, automated setup has become a reality.
TEDS chips are embedded into many sensors, and it’s even possible to add them to sensors that
lack them. The key is to implement TEDS in the DAQ software. The unique serial number and
dozens of other parameters are stored for each sensor.
Surprisingly, while most engineers across the aviation and aerospace industry have heard TEDS,
only a small percentage of them are using it. TEDS technology costs approximately $1 US for the
tiny chip, and about three minutes of set-up time. Once programmed, the data is retained for the
life of the chip. DAQ software like Dewesoft X have integrated TEDS. It has a built-in sensor
database that is easily maintained. When sensors are recalibrated and new scaling and calibration
date are available, this can be entered into the database so that it’s always accurate.
Historically, sensors and DAQ systems have been managed separate and treated like two different
domains. But they are meant to work hand in glove together, and nothing brings them together as
efficiently as TEDS. Thousands of hours of labor could be saved, and countless human errors could
be prevented by a robust implementation of TEDS sensors.
During setup, the software talks to the sensors, identifying them and automatically matching them
with the same sensor from the database. TEDS tracks sensor calibration date and time, and the
DAQ provides alerts about sensors that are outside of their certified calibration data. The software
can even contribute to the QC documentation by summarizing all of your sensors’ calibration info
into a single report. This technology is huge time saver. Anyone managing large quantities of
expensive sensors should be taking advantage of TEDS.
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SIGNAL CONDITIONING
Is there an evolutionary leap forecasted for signal conditioning? From our point of view, signal
conditioning needs to migrate from pure hardware to a tightly integrated hardware/software
system.
Of course, it will always be possible to build signal conditioners using totally passive components,
i.e., inductors, resistors and capacitors, just like your grandfather did. But it’s also possible to build
a car like they did in 1920 and just forget about anti-lock brakes, collision avoiding RADAR,
LIDAR, automatic braking, backup cameras and cruise control. We want to forward, not
backward.
Once digitized, video and audio data can be processed faster and better than ever before. The same
for RADAR signals. Electronics, and digital storage technology in particular has made several
evolutionary leaps in recent decades. The FPGA came along in 1985 and changed everything.
Today, every home in the US has a processor chip of some sort. Appliances have them. Your late
model washing machine has a full blown computer inside. That shiny new car in your driveway is
a complex network of sensors and dozens of processors that just happens to have wheels and some
seats.
Therefore, the evolutionary leap for signal conditioning is the merger of digital processing and the
analog domain. A clever fusion of hardware and software needs to happen. We’re on the cusp of
it now. The key is to place the ADC as close to the raw signal, no matter what that is, and then
employ realtime software running on fast hardware to convert it as we please. Capturing the signal
in as raw and unprocessed state as possible allows total flexibility in what we can do with it
afterwards, during and after testing.
It’s no accident that several DAQ manufacturers are offering sensors with digitizers built into them
already, eliminating the need for an external signal conditioner, and replacing bulky and expensive
shielded analog wiring with lightweight digital lines, or even wireless outputs for environments
when WIFI, Bluetooth and related networks are feasible to use.
Eliminating as many analog components as possible from the front-end lowers DAQ system cost,
as well as signal errors and latencies. The kind of processing that we can do today begs the question
of why are we still relying on relays, shunts, dividers, and other devices, when we don’t really
need them anymore? Systems that digitize signals as close to the source as possible would be
incredibly flexible, and could be expanded to a great extent without having to add physical
hardware.
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THE REAL COST OF DATA STORAGE
As a first step we can collect all of the data, from the first moment of a test to the last, using the
highest rate and as accurately as possible. We can send everything to the ground if it fits on the 40
Mbps stream, or store it locally if telemetry isn’t possible. Post-processing software developers
need to make data parsing faster and smarter.
The opening act of a data storage evolutionary leap has already happened. It costs about $0.03 to
store 1 GB (gigabyte) of data (see Figure 4). That’s three US pennies for a billion bytes of storage.
An 8 TB (terabyte) drive retails for approximately $300 US dollars. If storage is so cheap, and
getting steadily cheaper and more plentiful, why are we restricting the amount of data we collect?
To be fair, the cost of data storage media is not the whole expense: it costs more to analyze the
data than to store it. Analysis takes time, and time is money.

Figure 4 The Historical Cost of Computer Memory and Storage
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The next challenge is in making mountains of data easier to sort through, and to make the process
more intelligent and automated. This will be the next evolutionary leap: bringing real
understanding to our data in a more intelligent and automated way. How can you search if you’re
not sure what you’re looking for?
We’re blurring the lines between storage and analysis, but there’s a reason for that. Why does
anyone buy a DAQ system? Do they really need one? No, but they need the data that the DAQ
system will capture for them. Why do they need the data? Because they need to understand how
their aircraft and spacecraft are working under a an almost limitless range of possibilities. To take
it one step further: they don’t need DAQ instruments or even data itself: they need the
understanding that can come from the data.

POST PROCESSING OF DATA
An engineer costs anywhere from $100 to $500 USD per hour to employ. At this very moment
there are thousands of engineers sitting in front of screens and looking at charts and graphs, looking
for meaning in the numbers. Sometimes it’s like looking for the proverbial needle in a haystack.
If you’ve ever stood next to a real haystack in a corn field, you’ll realize that such a search is not
going to be completed in one hour, or even one day. And you still may not find it.
The evolutionary leap that we need here is simple: we need to merge computer technology and
software to to create an open source data analysis solution that will spare our expensive engineers
from doing rote work. We need to train our systems to find anomalous readings and whatever else
we’re interested in, and then present engineers with what they need to make high level analyses.
In the science fiction film The Matrix, people looked at streams of vertical symbols and could
somehow “see” the world behind them, like the woman in the red dress walking down a street.
that’s what we’re asking our engineers to do today, to slog through billions of bytes of data looking
for something in particular, or something out of the ordinary. Usually both.
But honestly, if we use technology right, there is no reason why we shouldn’t be able to view the
data in a meaningful way after a test, and within seconds or minutes see all of the minimums and
maximums that happened.
Programs that do this exist today, but they are a long way from where we need to be. And even the
ones we have are not used to their fullest potential. Many analysis software out there is created to
suit the desires of the programmers more than the users. Yearly upgrade, maintenance and
subscription fees seem to be the driving factor behind some products rather than helping engineers
find those useful needles in enormous data haystacks. That’s the paradigm that we need to change.
There is also a hesitation to replace old data platforms with new ones because of the up-front costs.
But ROI (return on investment) calculations should be done differently. ROI calculations don’t
always take into account what will be saved in time and money by replacing old systems with more
capable and faster ones. The perfect analogy is not changing to LED lightbulbs that consume 10%
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of the energy as incandescent bulbs because they initially cost more. But the cost savings in energy
will begin relatively soon, and will only multiply exponentially over time. We shouldn’t be afraid
to jump to new systems when they will improve performance so dramatically.
The future of DAQ will necessarily incorporate more post-processing than ever before. The
difference will be that the “grunt work” will be automated, and our engineers will be unburdened
to analyze the important part of the data in order to glean new meaning from it all, and in less time
than ever before. The goal of making better and safer airframes and spacecraft has never changed,
and cannot change. What must change, however, is the hardware and software that we use to do
it.
The T&M world needs to push technology forward in more imaginative ways in order to achieve
this imperative.
There will be virtually endless benefits in making this evolutionary leap in data analysis. Key
personnel will get better information faster. They’ll be able to make better real-time choices.
Project times will shrink. Safety and performance validations will happen faster and be more
accurate. Structural designs will be made quicker, getting rockets into space and aircraft into the
clouds safer and faster than ever before. We learned a lot since the ill-fated De Havilland Comet
of 60 years ago, and we keep getting better. But leaps don’t happen by themselves: we must
continue to make them happen.

CONCLUSION
The future is created by what we do today, not tomorrow. We need to push DAQ vendors to think
in terms of making technical leaps, not just another “box.” We need to align our resources and
make better use of our brightest minds. People are the most amorphous element in the equation,
and the most complex organism to harness. But let’s remember that growth occurs when we are
taken outside our comfort zone, and have no choice but to innovate in order to survive and prosper.
Testing is an iterative process, where each step leads to the next one. And then the next one. There’s
a kind of recursion that can be inefficient at times, but which is required in order to perform certain
kinds of analyses. As DAQ system inventors, we need to constantly look at solving real problems
in test, not just making another metal box with a software subscription to sell. We need to go up
to 80,000 feet and look down at what our customers are doing and see it from that level. This kind
of thinking will lead to the next evolutions in DAQ technology.
The amazing things that aircraft and spacecraft are capable of are plain to see. What would Orville
and Wilbur say if you gave them a guided tour of KSC or Edwards AFB, and then gave them a
ride up to the ISS orbiting the earth? It’s only been 120 years since we could barely stay aloft for
12 seconds to fly 180 feet on a glorified motorcycle with cloth wings. Now we’ve got satellites
circling not just our planet, but Mercury, Venus, Mars, Jupiter and Saturn, too. We’ve got robots
driving around on Mars doing experiments. And we’ve left our own little corner of the Milky Way.
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Launched in 1977, Voyager 1 left our solar system in 2012. Today it is about 14.5 billion miles
(23 billion kilometers) from Earth. It’s so far away that even at the speed of light it takes two days
to receive its telemetry, but it’s still working. Thanks for the push, Wilber and Orville! We needed
it. But now we need another one.
The advances between 1903 and now are almost unimaginable. In the DAQ world we are happy
to be the unsung heroes, because the mission is so exciting, and important to mankind.
Let’s look at the rule book with new eyes and a fresh perspective. Let’s arm ourselves with best
tools we have, and then bend them into better ones. Let’s look at every rule of convention and ask
“why?” Let’s consider wild, new and different ideas and ask “why not?”
Lean on the engineers with 30 years of experience while also embracing the young one engineers
who don’t know how to fail. Yet. Imagine something great and then figure out how to do it.
Let’s take deep breath and make a a running start at taking the next evolutionary leap.
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and Blok, https://hblok.net/storage/
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ABSTRACT
The contribution talks about the application of AESA technology for telemetry ground antennas.
The AESA concept we are proposing is a 1-axis electronically steerable antenna (elevation axis),
while the azimuth axis remains mechanically driven. The design will lead to a 1m² antenna,
dedicated to short - medium range telemetry, with potential high target dynamics.
This paper introduces the concept and details the design with the first mock-up, which was
manufactured and measured. The results present a very important knowledge in the
establishment of phase controls for beam-steering, and in the control of the axial ratio.
Then, this document focuses on the development of a complete prototype for an evaluation at the
end of 2022.
INTRODUCTION
Nowadays, needs for ground telemetry are covered by reflector antennas for high gain
applications, or by small passive panels for smaller gain applications. Safran Data Systems offers
a wide variety of products ranging from small-size panel to large reflector antennas (1.8 m to
9.3 m diameter) in L, S and C bands for these applications [1]. In order to complete its product
range, and to propose innovative solutions, Safran Data Systems carries out an R&D effort on
electronically steerable solutions for these applications. Indeed, these promising technologies
would allow to offer new possibilities such as faster tracking and a low-gain mode for targets in
a close perimeter. There is also a reduction of mechanics for the hybrid steering antenna and a
complete removal of mechanics for the fully electronically steered antenna, with other functions,
such as multi-beam capacity.
This publication fits into this context of development of a 1-D electronically steerable antenna in
S-band. The scope of the article is limited to the implementation and experimental
characterization of a 4x4 elements electronically steered antenna array which will allow to
validate the working principle and performance on a smaller size and with remote active
electronics, before embracing the next steps of development.
In the next part, the architecture of the antenna will be presented. Then, the design and modelling
of the 4x4 array will be tackled, with an emphasis on the unit-cell of this array. Finally,
experimental results will conclude the article.
ARCHITECTURE
Test range telemetry applications require full hemispherical coverage with optimal performance
at low elevation. The use of planar electronically steered antennas is then prohibited due to the

loss of performance at low elevation angles. The chosen solution consists of orientating the
antenna towards the test zone. Consequently, only an azimuthal sector is reachable, then, the
panel has to be put on a mechanical positioner allowing continuous azimuthal rotation. The
antenna is then orientated at 45° from the horizon and placed on a rotating axis (Figure 1). The
electronic steering over +/-45° in elevation, coupled to the 360° mechanical rotation will allow to
cover the whole hemisphere while suffering reasonable loss at low elevation and zenith.
For this first hybrid steering product, specifications set by Safran Data Systems are the
following:
• S-band: [2.2-2.4] GHz
• RHCP/LHCP simultaneously
• Gain: [26-28] dBic // G/T: [4.5-6] dB/K
• Elevation electronic steering: +/-45°
• Az & El tracking ability
The required size of the antenna to meet the specifications is around 1m². The 1 axis only
electronic steering offers the possibility to loosen the inter-element spacing in the horizontal axis
and leads to a rectangular array (form factor: 1:3) of 16x8 elements. The manufacturing
dimensional constraints do not allow to fabricate such an object in one piece, that is why, the
panel is divided into 4 independent tiles of 8x4 elements. This 4 quadrants division will also
allow to implement the azimuth and elevation tracking functions [2].
The fact that the electronic steering is limited to one axis allows to simplify the design of the
unit-cell and of beamforming networks. The phase shift can be implemented on the lines of the
array, after each polarization of a line has been combined. The lines are then combined between
them to form the radiation pattern of the complete array. The phase shifters can then be used for
the beam steering and to dynamically minimize the axial ratio.

Figure 1 3-D view of the antenna orientated at 45° on its azimuthal positioner under its protection radome..

DESIGN AND MODELLING OF THE 4X4 ARRAY
For this first 4x4 elements prototype, we chose to use remote active circuits. This way, it is
possible to partition the problem and to have increased freedom for the first tests. Therefore, the
4x4 panel consists of the radiating cells and the combining networks of the horizontal lines. Each
line is then connectorized, giving 8 connectors. The amplification, phase shifting and inter-line

combining are performed on a remote board using X-Microwave components (modular assembly
of RF building blocks [3]).
Concerning the active circuits, a LNA (Gain: 22 dB; NF: 0.5 dB) and a phase shifter (4 bits; loss:
4 dB) were chosen because their performance match the G/T specification of our system. Note
that the components used for the 4x4 mockup with the X-Microwave board are the same that will
then be directly integrated on the back side of the final product.
The radiating element is a printed antenna placed into a cavity with an upper superstrate. The
excitation is made by coupling stripline feeding lines through a slotted ground plane. This kind
of unit-cell is used for its compactness and its performance in an array environment [4,5,6,7,8].
The use of a metallic cavity allows to widen the bandwidth and to mechanically hold the upper
(superstrate) and lower (multilayer) PCBs..
As explained previously, electronically steering the beam in only one direction allows to widen
the inter-element spacing along the orthogonal direction. Thus, the unit-cell is organized with a
rectangular lattice (50% bigger on λ0,x compared to λ0,y @ 2.4 GHz), which allows to increase the
surface while rejecting all grating lobes [9]. Key geometrical dimensions of the dual-polarization
unit-cell were optimized to obtain an active reflection coefficient lower than -10 dB over [2.22.4] GHz up to 45° steering. The active reflection coefficients of both ports of the infinitely
periodized unit-cell [10] can be seen on Figure 2.
Then, the simulation of the finite 4x4 panel made up of the radiating elements and the intra-lines
Wilkinson combiners was performed. That simulation gives an 8 port (4 lines x 2 polarizations)
[S]-matrix and 8 radiating patterns which will be used to synthesize the performance and the
commands to be sent to the phase shifters.

(a)

(b)

Figure 2 Active matching of port 1 (a) and port 2 (b) of the infinitely periodized unit-cell.

The front side of the multilayer PCB, with rooms for the 8 connectors, is shown on Figure 3,
where is also shown the port numbering and the coordinate system used for experimental
characterization. The simulated and measured reflection coefficients of the 8 ports of the panel
are presented in Figure 4. We can see a good agreement between simulations and measurements;
moreover, the matching is better than -10 dB over the whole bandwidth. Radiation pattern
measurement of port 3 (center line, V-polarized) in both principal planes is shown in Figure 5
and Figure 6. A comparison with simulations allows to see a very good agreement between
measurements and simulations on both polarizations and in both planes, whether on the main

lobe, nulls and side lobes. Only 1 port is presented here, but all the radiation patterns of the panel
show the same agreement between simulation and measurement.

Figure 3 Multilayer PCB of the 4x4 panel.

(a)

(b)

Figure 4 Reflection coefficients of V-polarization (a) and H-polarization (b) ports of the 4x4 panel.

Figure 5 Radiation pattern of port 3 of the 4x4 panel at 2.25 GHz for ϕ=0°.

Figure 6 Radiation pattern of port 3 of the 4x4 panel at 2.25 GHz for ϕ=90°.

Once the 4x4 panel has been fully characterized, its 8 ports were connected to the 8 ports of the
X-Microwave board containing the active circuits (LNAs and phase shifters) and combiners,
through semi-rigid coaxial cables. One can see the panel and the X-microwave board mounted
on their characterization stand in the anechoic chamber on Figure 7.
Independent measurements of the 4x4 panel and the active components were then coupled to the
implementation of a driving and testing bench (Figure 8). On one hand, the computing part of the
bench takes care of synthesising the commands to be sent to the phase shifters, function of the
steering direction and taking into account the radiation patterns of the panel and the [S]-matrices
of the panel and the various elements of the X-Microwave board. It is also possible to tune
independently the phases of both polarizations in order to dynamically minimize the axial ratio if
circular polarization operation is required. In that case, a hybrid coupler is used to combine H
and V polarizations. On the other hand, the synthesized commands are transmitted to the phase
shifters through an SPI bus driven by an Arduino board. Figure 9 shows the radiation patterns
obtained for electronic steering from -45° to +45° in RHCP at 2.25 GHz. The patterns are well
formed and the steering directions are respected. The cross-polarization is really low as well.
Figure 10 shows the measured axial ratio and cross-polarization discrimination in the steering
direction for each direction from -45° to +45°. These results allows to validate the different
aspects of design and driving of this first prototype.

Figure 7 4x4 panel with the X-Microwave board inside the anechoic chamber.

(a)

(b)

Figure 8 Characterization and driving bench: computing part (a) and driving part (b).

Figure 9 Measured radiation patterns of the 4x4 panel in RHCP at 2.25 GHz..

Figure 10 Measured XPD and AR in RHCP at 2.25 GHz function of steering direction.

CONCLUSIONS
The principle and architecture of a hybrid mechanical/electronical scanning antenna were
described. Then, the design of a dual polarization radiating unit-cell of which the performance
was optimized over the required bandwidth and angular spectrum was presented. Finally,
experimental results allowed to validate the operation of the 4x4 panel and to tackle future works
with confidence.
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ABSTRACT
Between 2018 and 2021, Airbus Helicopters and Safran Data Systems have conducted an innovation project called
HIRIS in the frame of a European project aiming at developing a new wireless technology for helicopter rotor
instrumentation and included operational Flight Tests on the field during 10 months and 60h flight hours.
In the meantime, the interest for Fiber Optic Sensing (FOS) technologies has grown up in the aerospace domain for
various structural and environmental monitoring use cases. Safran Data Systems, Safran Tech and FiSens have
paved a way to design an ultra-compact optical interrogator compliant with the airborne environments and integrated
in a modular Data Acquisition Unit.
This paper aims at demonstrating that the latest wireless instrumentation techniques associated with innovative FOS
technologies open the capabilities to instrument and monitor helicopter rotor elements such as Rotors blades with an
unprecedented level of performances, reliability and low intrusiveness.
Keywords: Fiber Optical Sensing, wireless, rotor instrumentation, flight testing, health monitoring

INTRODUCTION
Acquiring helicopter rotor data is always a very sensitive point that requires at least “effort and special attention".
This data acquisition is generally managed by a "physical link" (slip ring for example) whereas wireless products are
now present everywhere with a technology more than promising.
In addition, new generation of sensor such as Fiber Optical Sensing offers exciting opportunities for better
monitoring of helicopter rotor blades.
The objective of this paper is to show how the wireless technology was developed within the framework of RACER
COUMPOUND HELICOPTER for Flight Test Instrumentation domain not withstanding that this wireless
acquisition means will be used on a daily basis to monitor the data from the three rotors.
The paper provides an overview of this project, supported by the CEE (Horizon 2020/CS2), and from the initial
requirement up to the operational results obtained during the flight test campaigns carried out on the H175.
The paper, based on the very last development of a new Fiber Optical Sensing technology, aims also to open the
perspective of using such a wireless and Fiber Sensing application on helicopters in service in the frame of health
monitoring system

PART 1: Wireless instrumentation of RACER compound helicopter Rotors
1.1 Introduction
In the frame of EUROPEAN program H2020 CLEANSKY2, AIRBUS HELICOPTERS lead the RACER compound
helicopter development project.
RACER is a very ambitious challenge regarding the complete flight domain targeted but also the introduction of
several breakthrough embedded technologies.

Concerning the Flight Test Instrumentation (FTI) purpose, this breakthrough technology supported by CEE CS2 is
focused on the Wireless data transmission from the 3 rotors up to the fuselage.
Data acquisition and monitoring in rotating axis, usual for helicopter’s rotors, are always very sensitive points which
need at least “some effort and attention”.
Mainly this data acquisition is usually managed via a "physical link" (slip rings” for example).
But, the tendency is to try to use wireless products taking into account that this technology is more than promising
However, despite some initiatives, no product on the shelf is fully compliant with operational expectation related to
helicopter’s rotors flight such as mechanical integration (CS29 amdt 2) or daily usage and flexibility including
environmental condition (DO160G) and also power supply.
Based on this statement, AIRBUS HELICOPTERS Flight Test Dept. has proposed a wireless subject applying to
helicopter rotors to the CEE Expert colleges.
The subject has been validated in the frame a CEE CS2 call for partner and SAFRAN DATA SYSTEM HIRIS
project - Helicopter Innovative Rotor Instrumentation System- has been selected in order to develop a wireless
data transmission system able to transfer from helicopter’s rotors up to fuselage a large amount of data: Grant
Agreement number: 785411 — HIRIS — H2020-CS2-CFP06-2017-01.
1.2 HIRIS PROJECT: from initial requirement up to technical solution
The initial requirement aims to answer to the following question/ challenge:
“Nowadays, for prototype operational Helicopters environment, are we able to
transfer data (~30Mbit/s) from Rotor’s up to fuselage for an entire flight by using
Wireless technologies without usage of battery power supply and with level of
reliability comparable to a “wired technology”(TRL7) meaning No data loss and
high accuracy time tagging (~100ns)?
The initial integration requirement is based on the schematic Fig.1.
The most important functional requirements of the means needed to perform
RACER flight test are:














Fig.1: initial integration requirement

Parameters type: Full/half/quarter bridges, temperature (PT100/ Type K), IEPE accelerometers,
potentiometers but also include new technology such as numerical bus and/or Fiber Optical sensor
Rotor rotational speed:
0 to 2500 rpm
System fully settable by soft: FS range/bandwidth/offset….
Temperature usage: -50 to +100°C and All Measurement temperature compensation: -40 to +85°C
Accuracy/Ch. (all included with temperature drift) Less than 0,3% FSR
Rotor data transmission by wireless link
Power supply : DC power 16 to 40 V, wireless: power by battery must be avoided (mandatory)
Data bus delivery format: Output of the system must be in ETH IENA format (compatibility with AIRBUS)
Data time stamping: All data must be synchronized and time tagged following PtP time protocol (IEEE 1588)
V1 & V2
The configuration file must fully compatible with XIDML, XIDefML file format
Mechanical integration : compliant with rotor head design without any fairing modification
Mechanical design & Substantiation According with CS29 amdt 2 regulation & validated by AIRBUS
Environmental constraint: Compliant with due Rotorcraft chapter DO160 G for temperature, vibration,
humidity, shock, EMI/EMC.

1.3 SAFRAN DATA SYSTEMS HIRIS PROJECT: TECHNICAL SOLUTION
Based on XMA family product, HIRIS is designed for Rotor’s heads to be as less intrusive as possible than a fully
wireless solution. HIRIS provides enhanced acquisition and synchronization performance as well as versatility,
robustness and easy-to-use capabilities but induced the development of a complete new set of modules:
 New mechanical interface / housing:
The housing of the HIRIS DAU has been designed to cope with the Rotor’s environment constrains in
compliance with design mechanical rules according with CS29 amdt2 dedicated to Rotor’s part.
 New Wireless data transmission & time tagging: XMA-WLS
This module leverages 2 well known technologies from the consumer
world:
 WIFI (band 5Gz) for data down link transfers up to 30Mbit/s and also up
loading configuration /monitoring
 UWB (band 3Gz) for uplink protocol time stamping data in rotating
axis before WIFI transmission
 Both signal are connected to 1 antenna through an dedicated diplexer
 New Strain gages acquisition board can support:
 Full-bridge, half bridge and quarter bridge acquisition on the same
module providing 8 independent channels.
 Input ranges go from +-128mV (+-500ppm FSR accuracy) down to +4mV (+-1500ppm FSR accuracy) allowing a very low sensitive sensors.
 Additional features like: Analog Zeroing, DC offset and Shunt
calibration are also provided and improve the quality of the
measurement.


Fig.2: HIRIS installation scheme for
the main rotor

New power supply unit avoiding battery:
The mandatory requirement forbid usage of any battery and the system must be operable as soon as the FTI
28VDC power is switched ON. Therefore the choice of power supply was focused
on inductive power transmission inspired by QI standard (“TCHI”).
The inductive power system is made up of 4 parts:
IPCT: Inductive DC/AC power converter + 2 Inductive coil (ICT/ICR) + 1 IPR
inductive power receiver within HIRIS DAU
The yield is around 50%-60% when installed on the mostly metallic main rotor and
the power efficiency of this inductive link is fully monitored in operation allowing
real time survey.

 Without forget that the "eZ" SDS software suite must be upgraded for
Fig.3: HIRIS inductive coils (ICT/ICR)
compatibility with the new hardware module, but also implementation within "eZ"
of a transformation gateway capable of converting the MDL format (native SDS) to
the XiDML format, to be perfectly consistent with the software suite and compliant with AH usage …

Finally, the HIRIS RACER architecture proposed in the fig. 4 below includes in addition of the part installed on
Rotor’s, the receiving hardware based on XMA system and enabling the data transfer over IENA Ethernet protocol.

1.4 HIRIS COMPLIANCE with mandatory
standard:


Mechanical design according with CS29 amdt 2


Initial statement: any mechanical issues of
component installed on rotors may have a
catastrophic impact on the safety of the
helicopters.

Given these significant statement any HIRIS
component installed on the rotor and/or near the rotor
Fig.4: Overview of RACER compound helicopter FTI
have been dimensioned and justified in accordance
with the rules of definition compatible with the CS29
Amdt2 regulation applicable to helicopter rotor included the choice of material, the thickness of the parts, and the
number/dimensioning of the fixing points….
All the drawings and substantiation document authored by SDS have been validated by the due CVE (Compliance
Verification Engineer) from AIRBUS HELICOPTERS.
Finally after AIRBUS global safety installation analysis by due EXPERT domain and AH airworthiness department,
HIRIS system has been declared safe to fly under AH DOA.
Environmental constraints according with DO160G ground tests:
The HIRIS system has to be compliant with the environmental constraints in usage following the D0160 G dedicated
to rotorcraft.
Some requirements have been justified by equivalence with XMA qualification but some had to be specifically
addressed and tested due to the importance of the subject on the safety aspect and also on the mandatory target to be
reached for flight test purpose on helicopter’s rotors.
These DO160G tests were carried out in SDS facilities laboratory in order to identify compliance and/or deviations
from the target and allow us to validate the authorization to fly for prototype purposes.





Temperature:
Vibration:
EMI/EMC:
Power supply:

DO160 G chap 4
DO160G chap8
DO160G chap 20
DO160G chap 16 & 17

In addition some tests not included in D160 have been also performed:



Rotation tests up to 2340 rpm (test bench limit)
Data Time synchronization compliance to specification in
order to insure that all data coming from the wireless link are
accurately time tagged and synchronized with the DAU
installed in fuselage. And finally specific tests within AH
premises have been performed to verify the compliance with
AIRBUS HELICOPTERS FTI processes and rules bases on
IRIG 106 standard.

AH test plan have been focused on 3 families of tests:
TIME / ETHERNET / OPERATION
Fig.5: AH test plan

All tests conducted within SDS and/or AH facilities has been PASSED

1.5 HIRIS maturity Flight TESTS:

Base on Ground tests results and the statement of airworthiness
“HIRIS safe to flight”, the HIRIS prototype has been installed on
H175 main Rotor and the 7th of June 2021 HIRIS 1er flight has
been performed. During this first flight, the complete flight
envelope of the H175 was covered without any major issue on HIRIS
system and no detrimental impact on the helicopter due to HIRIS
installation.

Since this first flight, 60 flight hours over 10 months on the field
have been performed and all the H175 flight spectrum had been
tested. The main feedback related to HIRIS is the following:

Fig.6: HIRIS prototype mounted on H175 main rotor

Positive:
 Operability /reliability of HIRIS = 100%
 Configuration tested up to 64 channels up to 8192 sample/channel
(~17Mbitps)
 Low effect on the wireless link due to Main Rotor mask effect
 No effect of the flight condition such as, Helicopter roll & pich attitude, air
speed, altitude, vibration, rotor speed, temperature, radio com ….
 Inductive power supply stability & reliability within all flight domain from
engine start up to nominal main rotor speed
 Wifi down link budget up to -60dBm & stable
 Data bit rate up to 17 Mbit/s without any impact on the WIFI budget level
Fig.7: HIRIS 1st flight on H175

Summary: Reminder the initial question, “Nowadays, for operational
Helicopters environment, are we able to transfer data from Rotor’……and the answer is: YES WE ARE ABLE TO
-Use a wireless technology on daily basis on helicopter prototype environment to perform flight tests according
with safety rules (CS29) and environmental constraints (DO 160G)
-Acquire & transfer a large amount of data with reliability equivalent of wired technology and included high
accuracy of time tagging.
-Deliver power to acquisition means using a wireless technology easy to install on in service helicopters and
without usage of any batteries.
1.6 NEXT STEPS TO COME: pave the future
Obviously, the short term next step to come is the HIRIS system installation on RACER Rotor’s within the coming
months in order to be able to perform the 1 st flight.
On the mid-term, taking benefit of the modular architecture of HIRIS which will become soon a COTS product, it
will be achievable to acquire data coming from new type of sensors such as MEMS sensors and/or Fiber Optical
Sensors installed on rotors parts for pressures / vibrations / temperatures at blade level, for example, in order to
increase knowledge on aerodynamic environment and due effect dynamic load.
Regarding MEMS sensors aggregated on the digital bus line, the technology already exists and HIRIS DAU is able
to transmit this data thanks to its high data rate capacity.
Concerning Fiber Optical Sensor usage in helicopters environment, the technology is at the beginning and a new
module is under development within SDS premises and first prototypes are under lab test. On midterm some test
should be performed for prototype purpose with instrumented blades both legacy sensors and Fiber Optic Sensing.

PART 2: Fiber Optic Sensing technology
2.1 Origins of Fiber Optic Sensing
Fiber optics are well known in the field of telecommunications as they made it possible to reach higher and higher
data transmission rates over longer and longer distances.
In parallel, fiber optics found rapidly growing use in the field of sensing for various applications: energy, civil
engineering, transportation and many others such as smart factories, biomedical…
The integration of fiber optic sensing systems in an increasing number of fields is made possible thanks to intrinsic
characteristics of fiber optics. These specifications allow fiber optics to reach environments where conventional
sensors cannot operate and densify the sensing capacity.
The main advantages of fiber optic sensors are: reduced weight and size, immunity to Radio Frequency Interference
and no emitted Radio Frequency, compatibility with ATEX environments and harsh environments (high temperature
and/or irradiated environments), high density of sensing points along the fiber optic and good metrological
performances.
2.2 Fiber Optic sensing Technologies:
Fiber optic sensing technologies share a common architecture. The
“brain” of the system is the interrogator, it consists of the active
components that generate and collect light and the necessary electronics
for data processing and transmission. The interrogator is coupled to the
sensing fiber optic which will reach the DUT (Device Under Test).
The schematic architecture of a fiber optic sensing system is shown in
figure 8.

Fig. 8: Block diagram of fiber optic sensor
interrogators

FOS technologies can be classified into three main families:
-

Distributed sensing systems: these systems allow to measure a high number (up to tens of thousands) of
sensing points along the optical fiber. They are based on different backscattered phenomena (Rayleigh,
Raman and Brillouin). Both OTDR (Optical Time Domain Reflectometry) and OFDR (Optical Frequency
Domain Reflectometry) principles can be used to perform distributed fiber optic sensing. The drawback of
these systems is the sampling rate which is quite low (in the order of the second) regarding the massive
quantity of processed data. The distributed sensing systems perform various types of physical measurements
such as vibrations measurement or temperature using DTS.

-

Quasi-distributed sensing systems: these systems allow to measure a moderate number (up to approx. 100)
of sensing points along the fiber optic. They are mostly based on FBGs (Fiber Bragg Gratings) which mainly
utilize Wavelength Division Multiplexing (WDM). These systems can reach sampling rates up to tens of
kilohertz. The Quasi-distributed sensing systems perform various types of physical measurements such as
temperature, strain and displacement.

-

Point (Punctual) sensing systems: these systems allow to measure a single sensing point generally located
at the tip of the fiber. They are based on several techniques (Interferometric cavities such as Fabry-Perot,
power modulation…). They are often used for dynamic and static pressure measurement. The sampling rate
can exceed 100kHz.

2.3 Challenges in the field of aeronautics
Fiber optic sensors technology is already widely used in different fields of application. For the aeronautic field, its use
implies to take into account specific challenges related to harsh environments:
-

Interrogator: Capacity to be embarked (weight, volume), environmental stress (temperature, vibration,
sealing…).

-

Reliability: Due to the long lifetime of the devices, strong environmental constraints (thermal cycling…) and
metrology (drift, hysteresis…).

-

Metrology: Maintain the performance targeted by the application (acquisition frequency, number of sensors
and measurement channels, accuracy, noise and stability ...).

-

Integration: Ensure the integration of sensors, routing fibers along different paths and in harsh environments
(Curvature radius, how to fix fibers, mechanical protection, maintenance…).

-

Costs: Systems must be at an affordable price to be considered for deployment on a larger scale.

2.4 Focus on Fiber Bragg Grating technology
Fiber Bragg gratings (FBG) are known for more than 40 years [5] and
consist in general of periodic changes of the refractive index within an
optical waveguide leading to the reflection of a certain wavelength
resonant to this refractive index pattern (fig. 9).
Spectroscopic techniques are obviously some of the most common tools
to analyze reflected wavelengths of light. However, for about one
hundred years the construction of dispersive high-resolution
spectrometers has been following the same pattern: light enters the
spectrometer through a narrow slit, a mirror or lens is used to collimate
the light on a diffractive grating and finally a second imaging optic is used
to create the wavelength resolved light distribution on a detector (e.g. [6]).

Fig.9: Basic principle of fiber Bragg
gratings: a periodic refractive index
modification leads to a reflection of a
specific resonant wavelength.

A precise interrogation of FBG wavelengths by means of a spectrum analysis requires a high optical resolution in the
order of 0.1-1.0nm. To date this parameter can only be achieved by extending the overall optical path within a common
spectrometer expanding the light cone essentially illuminating more lines or grooves of a diffraction grating.
Unfortunately, this leads to bulky, heavy, and expensive devices with low light and energy efficiency.
In [7] and [8] FiSens first presented a fiber-integrated spectrometer which overcomes these limitations.
Utilizing this proprietary process FiSens also creates a precise periodic formation of ellipsoid nanostructures within
the core of an optical fiber. By this patented apparatus [8] FiSens can encode all components for optical imaging
usually needed for a common spectrometer (slit, lens or mirror, diffraction grating, lens) directly into the core of an
optical fiber (Fig. 11). The resulting spectrometer requires only a second component: a detector (e.g., CMOS) to be
placed in a lateral focal plane next to the fiber to capture all outcoupled and diffracted light with high intensities.
2.5 Fiber-Integrated Spectrometer:
To obtain an actual optical image at a predefined lateral focal distance to an optical fiber it is necessary to chirp the
spacings between each point of the fiber-integrated diffraction grating. For instance, for a spectrometer in the visible
region the required spacings between the grating points for the most efficient first order diffraction grating is in the
range of 0.5µm with a change of the period of only slightly more than 10nm. Therefore, an extremely precise and
reproducible setup for the PbP fs-laser inscription is required.
In the example shown below a diffraction grating has been simulated to support the simplest geometry for an actual
visible spectrometer: a parallel positioning of detector and
fiber and a wavelength sensitivity over the entire visible
spectrum between 400 nm and 800 nm.
Figure 10 depicts simulated directions of constructive
interference for different wavelengths: the Bragg angles for
the first, the last and one pair of neighboring points in the
middle of the grating are visualized. Additionally, the
resulting focal position for each wavelength is marked. In
this case the combined image appears quite symmetrically
curved to the waveguide and the overall error for a parallel
placed detector is minimized.
Fig.10: Simulated directions of constructive
interference of two neighboring points at the beginning,
the middle and the end of an aspheric chirped grating

Applying the results of these brief simulations a fiber integrated spectrometer for the visible range has been created
and no pre- or postprocessing has been performed on a polyimide coated standard single mode fiber.
Figure 11 shows the fiber-integrated diffraction grating positioned above a simple sheet of paper, first illuminated by
a red diode laser of 650 nm (a) and afterwards by a white light LED (b).

Fig. 11: a) red diode laser, b) white light LED imaged on a flat surface from a chirped first order PbP processed fiber-integrated
diffraction grating by femtosecond laser pulses.

The laser light shows one singular bright red line, which focuses on the targeted distance from the core of the fiber at
approx. 13 mm. For this wavelength a second order scattering occurs at a too small angle to leave the fiber due to total
internal reflection. This second order is coupled to the cladding and coating of the fiber and results in an additional
reddish glow beyond the grating. The white light leads to a clearly resolved rainbow including the LED-typical gap
before the blue-UV region.
This fiber-integrated spectrometer represents the main building block for the analysis of reflected FBG wavelengths
and can detect them with high optical resolution and light intensity.
2.6 Ultra-compact FBG-Interrogator
To accomplish the construction of an ultra-compact and high-performance FBG-Interrogator it is mandatory to inject
high optical power into the waveguide, routing it to the FBG sensors and back to the spectrometer.
One highly space-consuming optical component within FBG-Interrogators is the routing of the optical fiber itself by
means of optical circulators, couplers, switches, or fiber loops. By introducing the spectrometer into the optical fiber,
the whole routing of it can be drastically reduced.
As seen in Fig 12. FiSens uses a bi-directional
approach around a single monolithic optical fiber.
The optical power of the light source is directly
guided through the fiber-integrated spectrometer a
first time while being routed to the FBG sensors.
Since the fs-laser induced grating diffracts light at
different angles dependent on the direction of light
impinging on it, the light guided from the light source
is outcoupled into an adverse direction and
eliminated in a stray light trap. Only the light back
reflected from the FBG sensors are directly imaged
on the CMOS detector.

Fig. 12: Schematic illustration of a patented [4] FBG Interrogator around
a single monolithic optical fiber.

Furthermore, the choice of operating wavelength for light source, detector and optical fiber plays a critical role. It is
advantageous using 850nm over 1550nm due to the detector being silicon-based and only half the size. The higher
attenuation at this wavelength can be neglected for applications of fiber lengths ranging up to 500m. The advantages
of 850nm over 1550nm are:
-

FBG sensor length of only 1-3mm for pin-point spatial resolution

-

Critical fiber bending radius of only 5-6mm for tight routing

-

Highly reduced costs and proven availability of CMOS detector

-

CMOS detector with pixel-to-pixel pitch down to 5,5μm enabling high resolution

One of the key challenges with optical spectrometers and FBG-Interrogators are their ambient temperature dependent
wavelength-drift. This effect occurs due the thermal expansion of detector and optical components. By shrinking the
spectrometer build-up to only two very narrowly spaced components (i.e. fiber-integrated diffraction grating and
detector) this effect can be reduced by several factors. Utilizing advanced materials like Invar36 around these two
components can further minimize this effect. However, this alone will not be sufficient for a robust and stable sensor
signal.
To overcome the full problem and stabilize the base line of the FBG sensor signal over the full operating temperature
one can either actively thermally control the spectrometer (e.g., Peltier element) or passively compensate any base
line drifts of the spectrometer using reference sensors inside the spectrometer. Hence, the most obvious solution is to
use one FBG sensor of the available spectrum inside the single monolithic fiber of the FBG-Interrogator itself. This
internal reference FBG sensor measures any changes in the device temperature and compensates against it.
2.7 Adding Fiber Sensing capability to a compact modular data acquisition unit
The XMA modular data acquisition unit designed by SDS, has been selected by
major aircraft and rotorcraft manufacturers for more than a decade. The modules
that compose this device can be of different types: analog and digital acquisition
modules, video acquisition modules, data storage, data transmission (wired or
wireless), software customization (by hosting and running user defined algorithms)
and hardware customization (by hosting and powering user defined electronics).
Among all the challenges anticipated, the mechanical integration of the FBG
Fig. 13: Example of XMA modular
interrogator has been the first roadblock encountered. The volume offered by an
Data Acquisition Unit with 6
XMA module housing is rather limited (50x80x11mm) as originally designed to
modules and a power supply
high-end fine pitch electronics parts and not optical components. The other
challenges are the electrical interfacing (powering and data communication) and the synchronization / time stamping
in order to provide consistent time aligned measurements that can be correlated with the other types of measurements.
Applying an agile methodology, SDS, Safran Tech and FiSens have decided to follow an iterative roadmap to integrate
and ruggedize the FBG interrogator in the XMA product thanks to the XMA-PRO and EXT modules which are offthe-shelf modules dedicated to host custom third party electronics in a standard XMA module housing.
Thanks to the novel approach brought by FiSens and design simplification an ultra-compact FBG-Interrogator has
successfully been integrated into the XMA form factor. (see Fig. 15). This first prototype of XMA-FBG combines a
set of beneficiary properties:
-

Dimensions of only 50x80x20mm

-

Reduced weight of only 160g

-

Low power consumption ~1W

-

Simultaneous detection of all sensors (up to 30 FBG) without dead
times

-

High Precision of 1μe (@100hz, σ)

The next steps will be to characterize the design in temperature,
vibration/shocks and to run a first set of EMI/EMC testing. If needed, the
design will be adapted following the same agile methodology.
Then, if all these test runs well, the target is to fly this first version of the
XMA-FBG module on various test vehicles (fixed-wing and rotary-wing
aircrafts) in order to meet quickly real flight conditions and to assess the
benefits of this highly integrated FBG interrogator in a mature DAU.
2.8 Benefits of miniaturization and integration
Compared to stand-alone FBG interrogators, the miniaturization and modular
approach offers the following benefits:

Fig. 15: 1st aerospace grade FBGInterrogator prototype supply

Fig. 16: FBG spectrum at 808-880nm

-

Mechanical installation in the test vehicle: whatever the content of the XMA stack, only four mounting
screws are required.

-

Scalability: one or several FBG modules can be hosted in a single stack
whatever the form factor: XMA-CORE8, XMA-CORE16 or XMA-ROTOR

-

Versatility: capability to mix fiber sensing measurements with
heterogeneous data types in the same data acquisition unit: legacy analog
sensors (resistive strain gages, accelerometers, RTDs, thermocouples,
pressure sensors,…), digital (avionic buses), discretes, video acquisitions,…

-

Homogeneous connectors: obviously, the interface with the optical fiber
implement a specific connector but data communication of the XMA-FBG
module uses standard XMA microComp D-type connector.

-

Electrical powering of the XMA-FBG modules comes from the XMA power supply module (XMA PSI /
PSS) through the backplane and therefore take benefits of a fully isolated, DO-160 / MIL-STD704 qualified
design.

-

Full integration in SDS instrumentation system: configuration, synchronization, stand-alone or distributed
architecture, wired or wireless network capability, standard compliant data stream (IRIG-106, IENA, …), on
board recording, processing or telemetry,…

-

Ruggedization: the ultra-compact FBG Interrogator will take benefits of the flight proven mechanical
architecture of the XMA in order to be compliant with the demanding environments of flight-testing.

Fig. 17: XMA-ROTOR with 2
FGB interrogators + 5 other
modules

CONCLUSION
The collaboration between AIRBUS HELICOPTERS and Safran Data Systems demonstrated that a full wireless
instrumentation of a helicopter rotor offering the same level of performance as a wired one is achievable.
The collaboration between FiSens, Safran Tech and Safran Data Systems has led to a first successful integration of a
downscaled FBG interrogator. Some maturation steps still needs to be tackled but the first results are already
promising.
The combination of both wireless technologies and Fiber Optic Sensing technologies, fully integrated in mature and
comprehensive flight test instrumentation system opens new perspectives for helicopter blade instrumentation.
In additions, the maturity test plan run on H175 has demonstrated that this technology could be deployed on any inservice helicopters in the frame of health monitoring usage enabling monitoring of dynamics system at rotor level. A
Wireless Fiber Optic Sensing system qualified to helicopter rotor head environments would open the way to a major
improvement in the health monitoring system and would give the opportunity to manage and support flight safety and
maintenance in operation.
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ABSTRACT
This paper is a continuation of the previous papers: “Rocket Telemetry - Physical and
Functional Design”, and “Rocket Telemetry - Software and Functional Design”. The paper will
capture our efforts of hardware, software integration and testing. The software will capture and
transmit data from accelerometers and gyroscopes on the module to track the trajectory of the
rocket after launch. Morgan State has received a $1.6 million aerospace grant that will allow the
school to complete a liquid-fuel rocketry lab and to recruit and hire a faculty aerospace leader to
create a world-class program in liquid fuel. The school is looking to build and launch a liquid
fuel rocket that can reach 150,000 feet.

INTRODUCTION
Morgan State University’s Wireless Network and Security Lab (WiNetS) is under the
Electrical Engineering Department. The WiNetS lab has a focus on cyber security. We are tasked
with creating a rocket telemetry module that provides measurements ranging from altitude,
direction, heading, distance and location. The module is outfitted with a microcontroller, two
digital radios, a sensor board, and a GNSS (GPS component). The telemetry package will consist
of a ground unit and onboard unit that communicates by radio signals that will relay the
information to the ground unit. The program implemented within the Arduino will allow the
information to be displayed through the utilization of MatLab.
The purpose of the telemetry module is to provide comprehensive and readable
data during the flight of the rocket. Our module will also provide data that can be used to account
for any discrepancies during flight after it has been collected. Tracking the trajectory of the
rocket is the major objective of the telemetry module to properly gauge the capabilities of the
rocket and possibly any aerodynamic deficiencies. To accomplish this the use of sensors such as
the accelerometers and gyroscopes are necessary to collect major deviations within its flight
pattern.

HARDWARE MODULES AND FUNCTION
Assembly of the rocket telemetry module is intended to be approached with the idea of
constructing a system that can be compact, heat tolerant, and rigid to function during take-off and
landing phases of the launch. Solder pins components were selected to achieve connections that
would not be disconnected or undergo interference. The microcontroller: Arduino Fio, would
utilize and be placed in the center of the module while being connected to a power source. This
in turn, provides power to the other components wired to the controller. The digital radios: Xbee
S2C, consist of a coordinator and a receiver. The coordinator would be the bridge to the router
that is connected to the onboard module, that relays the information being recorded by the
module to the ground station. The router relays information from the accelerometer and GNSS
(GPS). The sensor board contains three axes of reference, and each axis contains one
accelerometer, one magnetometer, and one gyroscope. The GNSS is the GPS component that
allows for tracking of the module’s velocity and position. Each component would be
appropriately connected and tested before completely soldering and encasing.
The objective of the telemetry project is to create a light weight and optimally functional
system. To achieve that, components size and weight were taken into consideration, so that the
module does not contribute to any interference in the flight pattern rocket. Also, voltage and
amperage operating values were also taken into consideration with consideration of the power
supply being used and capabilities of the components in use. Total weight of the system is
estimated to be 50 grams, and the total approximate current being drawn is 367 mA

Components
Arduino Fio v3 – The brain of the telemetry module, and an open-source
micro-controller that allows a simple way to interface with sensors in the telemetry circuit. The
Arduino is a versatile component that contains the required connections to interface with the
sensors being utilized. The connections are inter-integrated circuit(I2C) protocol for the
Altimu-10, Universal Asynchronous Receiver Transmitter (UART) for the uBlox Max-M8Q
GNSS receiver, and Serial Peripheral Interface Bus (SPI) for the Adafruit SD. The Arduino can
be utilized at 8 MHz at 3.3 V , and 16 MHz at 5V. A higher clock speed would be preferred for
faster computations, however the effective baud rate (Bits per second) is determined by the
subdivisions of the clock. Since the internal clock of the Xbee is 16 MHz, it would be beneficial
to match the Arduino, however this will lead to increased power consumption. The mass of the
Arduino is 9 gram.

Xbee S2C – This is a remote communication device that allows for the passing of information at
greater distances and higher altitudes. This is a line of sight transmission device that is said to
reach a maximum distance of 1500 meters. Two Xbee radios are utilized, a Coordinator and a
Router, to establish communication between a ground station and the module. The coordinator is
the device that establishes the network to communicate to the router to receive the information
from the router by way of a destination address specific to the device itself. Fortunately, this will
be a point to point network so establishing an IP address is not required. The operating voltage
for the xbee is within the range of 2.7 -3.6 V. The operating current to transmit is 117 mA and the

operating current to receive is 47 mA. The mass of the Xbee is 10 grams.

Adafruit Mirco SD Card Reader – This is an important device to read and record data for
analysis and documentation. However, the actual SD card can be tricky to choose to ensure
proper operating current consumption. The power consumption is not easily measured but is
safely assumed through documentation from many other users that power demand should not
exceed 150 mA. Thus, the Lexar 8 GB SDHC was chosen for the module. The Arduino is
equipped with a library called SdFat.h that allows the microSD cards to achieve great writing
speeds. The mass of the micro SD is 5 grams.
Altimu LSM9DS1- This is an accelerometer, magnetometer, and gyroscope breakout board with
three axis. Each axis contains one of each sensor. The accelerometer is responsible for measuring
vibration or the acceleration of the module. The gyroscopes are used to provide stability or
maintain a reference direction in navigation systems. Each sensor can be set with specific ranges
to provide accurate reading depending on the size and force applied to the module itself. The

optimal power output of the breakout board is 2.5-5.5V and 6 mA.

GNSS Receiver (GPS)- This component tracks the velocity and position of the module. This is
useful for studying the trajectory of the rocket throughout its parabolic flight. It is noted that this
component can provide a continuous transmission which would cause issues for the information
from the other sensors transmitting data simultaneously, but since the u-blox MAX-M8Q uses a
byte based system it can parse the information being received. The consumption of the GNSS is
22mA and 3-5.5V.

.
Power Supply – Given the range of most of the component voltage consumption, a 3.3V battery
was chosen to power the module. It is the best option to provide a constraint to reduce rapid
consumption of the power source, prevent part failure, and provide sufficient power to use
throughout a launch. At the time of the test a power supply with a voltage regulator was used for
continuous use.

SOFTWARE MODULES AND FUNCTION
Every piece of hardware requires software to tell each component what to do. The overall
purpose of the software is to transmit and receive data. The software is made up with programs
for the rocket segment and the ground station segment. This software is used to transmit data
between the two using the languages Arduino, C++, Python and MatLab. These programs will
operate by sending and receiving GPS sentences using a main loop along with some data
handling code.
To have a completed telemetry model we must have running software. Using the Arduino
code that outputs the GPS Sentence. It uses an Arduino IDE Software. The Arduino has limited
computational capacity along with limited memory. UART pins use Rx for GPS and Tx for
XBee.There are three major functions within the code which include reading the GPS UBX
sentence, calculating attitude, and outputting the data. The number of libraries used is limited to
avoid stackoverflow. Libraries used are SDFat, SPI, WIRE, NeoHWSerial, L3G, LSM303, and
LPS. The data is self-contained in 32 bit intervals which makes the data readable by the union of
a byte array and a structure. The GPS sentence is an output if-else statement.
The other part of the code includes receiving the GNSS, UBX, NAV, and PVT sentences.
To read the PVT, the code runs without an interrupt connected to the Rx UART pin. The interrupt
code is in the algorithm. The main loop of this code runs at 50hz, every 20 milliseconds it reads
data from the Polou Altimu sensors. The main loop uses the AHRS algorithm to calculate
attitude. If the code prints “true” it updates the output sentence and sets the flag to “false”. The
system prints a stream of 80 bytes from the structure to the XBee and SD card.
The ground segment consists of a telemetry base station which uses a C++ code. This
station records and reads data. The code was developed in a multi-platform IDE for C++
programming. The telemetry station had three main parts which include: receiving and logging
off the message, converting data, and plotting vectors and plotting UI. This function logs the
sentence into a binary file then passes it onto the vector creating thread. The main thread displays
the graphs and options of the UI. This allows users to choose which plot to display. Another code
used was Python, to convert binary to CSV code because of built in structure casting and
printing. This code allows for easier post processing.

The final code used is a MatLab data handling code. MatLab was used for figure plotting.
The code takes inputs from a comma separated value file (CSV), extracts data, and applies
factors to get measured parameters. The code also obtains time vectors for GPS and sensor data
values. This script was used for post processing and analyzing data.

HARDWARE SOFTWARE INTEGRATION
The telemetry hardware module was constructed with the use of proven methods and
modern components. With the Arduino Fio being the center of the module, the connection of the
other components are dependent on the interface in use. The module being implemented uses the
inter-integrated circuit (I2C) to communicate with the other components in the simplest method.
The pins SDA and SCL of the arduino are used for integrating the accelerometer. The
communication between the accelerometer and arduino are programmed to transmit and receive
3-dimensional information and display onto a window accessible through the python
programming language. The accelerometer data is also utilized in MATLAB to analyze the
information through graphs and charts. This is useful to make adjustments to all necessary
equipment.
The microSD is a component that handles the storage of data and allows the module
enough data space to process data being transmitted and received throughout the various stages
of the rocket's launch. The connection for the communication between the arduino and card
reader is the SPI protocol. The connection using SPI consists of four pins Serial Clock (SCLK)
(output from master), Master Output, Slave Input (MOSI) (output from master), Master Input,
Slave Output (MISO) (output from slave) and Slave Select (SS) (active low, output from master).
The SdFat.h library is called within python to write a programmable script to optimize
processing speeds in order to utilize small amounts of memory.
The global Navigation satellite system (GNSS) module utilizes the serial pins on the
arduino to create the circuit. The connection is made from the transmit port (Tx) from the GNSS
to the Recieve ( Rx) pin onto the arduino. The python program script depends on the region of
operation in accordance with GNSS committee protocols. This circuit allows for an additional
method of observing trajectory and tracking the precise position of the rocket when grounded.

The Xbee radio transmitter is the bridge for ground communication to the rocket module.
The connection to the arduino from the receive (Rx) to the transmit (Tx) on the xbee. The ground
station Xbee is connected via USB connection, and is operated through the UART programming
interface and python programming language. The configuration of the xbee can affect the code
necessary to maximize the transmission by upgrading the antenna to increase the line of sight
(LOS) range of the transmitters.
The most challenging part of our hardware and software development was debugging the
Arduino Fio and its sensor code. The biggest error was actually a hardware error. We had to
change the pins from the Arduino Fio to match what would have been a regular Arduino Uno.
Because of this we also had to change the corresponding pin numbers in the code. It took many
tries before actually understanding this. Working with Arduino Fio was pretty challenging
because most of the altimu connections were explained for regular arduinos.

RESULTS
By using basic trajectory physics such as projectile motion and the force of drag we can create an
environment to see how the rocket would behave in perfect conditions.
Distance in the X-direction: Dx(t) = x0 + Vx0(t) + .5Ax(t)2
Distance in the Y-direction: Dy(t) = y0 + Vy0(t) + .5Ay(t)2
A = Acceleration = dV/dt = F (force)/M (mass)
The Force do to Drag: F_d= (pACV^2)/2
P = density of medium = 1.23 Kg/m^2
A = cross section area = 2 sq meters
C = .1 for the shape of the rocket’s nose (a pointed shape)
Force (unto the rocket): Fp (Propulsion) – Fg (gravity) – Fd (Drag)

Also, the effect of the rocket’s mass due to fuel loss:
If t <= T(2)

Tk(t) = (1-Ratio*(t/T(2))); %Lose Mass
M(t) = Mass_full*Tk(t);
Else M(t)=M(t-1);
end
Mass=M(t0;

CONCLUSION
The module is curated with tried and tested methods with the intentions of making
modifications specific to the rocket’s requirements. Progression has been pushed back this past
year due limitation of access to parts and labs, however the setup with establishing
communications with the Arduino and radios have been successful. By late august or early
September a full assembly will be operational and ready for possible modifications and intense
testing under required conditions. The xbee communication has been tested and accomplished
through the UART programming. It has been established that the 4000 ft limitation will need to
be upgraded to meet the needs of 350,000 ft launch via antenna dongle.

FUTURE WORK
There are three phases set in place to complete the module and allot room for upgrades.
Phase I, is the bench testing phase for all component integration and calibration for proper
operation based on conditions and location. This will be accomplished by using a 3-axis tripod
for preliminary testing to ensure calibration of the module. Testing will include static testing,
vibration testing, and line-of-sight to ensure proper calibration and connection. Phase II, the
module will be placed upon a drone for testing under movement conditions such as vibration,
g-force, and line-of-sight limitations such connectivity under rapid movement and frequency
traffic. The second phase’s purpose will be to identify possible upgrades to improve distance and
operation. Phase III, is the phase where the module is implemented onto the rocket.
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ABSTRACT
The University of Kansas has established a student-led satellite program called KUbeSat under
NASA’s CubeSat Launch Initiative (CSLI). The first mission, KUbeSat1, is currently planned to
be launched in the Summer of 2022 and is intended to operate in a sun-synchronous orbit at 565
km with an inclination of 85 - 95°. The ground station is built on the university campus and
operates in the 435 – 438 MHz amateur band. The primary line consists of amateur radio,
modem, and Raspberry Pi, while the second line is based on a Software Defined Radio (SDR).
The mission concept and overview of the ground station were explained in a previous paper
titled, ‘Amateur Ground Station for CubeSatellite Program’. This paper presents the results of
tests performed with ground station components and satellite hardware which includes a detailed
timeline of packet operations.
INTRODUCTION
In the fall of 2018, students at the University of Kansas began working to build and launch a small
satellite through a program known as KUbeSat. The first satellite to be launched through this
program is called KUbeSat1 which is set to launch in Summer 2022 through the NASA CubeSat
Launch Initiative (CSLI). The goal of NASA’s CSLI program is to have every state in the United
States launch a small satellite through its program. NASA manages this by selecting missions from
academic institutions and provides a launch opportunity if the applicant can provide a built and
tested satellite to be launched. To support KUbeSat1 and future missions, the program chose to
design and build a ground station (GS) called Hawksnest. The design and architecture of the ground
station are based on the goals of the KUbeSat1 mission and its payloads, as well as providing
infrastructure for communications with satellites for several missions after. The KUbeSat
program's primary goals are to successfully build and launch a small spacecraft into an orbit that
can perform payload research, and to build a functioning ground station to design requirements
that can provide communications with the KUbeSat1 satellite.
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In a previous paper titled, ‘Amateur Ground Station for CubeSatellite Program’ [1], KUbeSat
outlined the design of the ground station as well as the cost and requirements. The designs of other
universities' ground stations built to assist in their CSLI projects are also taken into consideration
for the design, as they have proven to be successful in communication with a satellite [2], [3]. This
paper will focus more on the results of the tests that have been run on GS during development
including an overview of the satellite operation and communication packeting timeline during
down/uplinks. This also includes the results of beaconing, SDR, and Roof-to-Roof tests of the
satellite hardware and GS. Moreover, this paper sets the stage for future work based on the
expansion of Hawksnest and the analysis of the data received once KUbeSat1 begins its mission.

GROUND STATION TESTING
Before fully installing the Hawksnest GS, it had to undergo a series of tests to ensure that it is
capable of meeting the demand of not just KUbeSat1, but any future satellite launched by the
KUbeSat program. This included testing the circularly polarized Yagi antenna in an anechoic
chamber to characterize its radiation pattern and prove that it matched the data sheet values. The
antenna was first set up to perform a return loss test to ensure that during operation the expected
frequency bands would be less than -10dB. Interestingly, the frequency range that sat below the 10dB threshold was far wider than what was listed in the data sheet, though the deepest trough was
right in line with the expected operation frequency.
After this was confirmed, the test setup was changed to perform a radiation pattern test to identify
the directionality of the antenna and its lobes. The measured beamwidth is 39°, while the datasheet
reports a beamwidth of 42°. The reduced beamwidth reduces the antenna’s field of view. However,
based on the margins from the link budget, this reduction is not detrimental to the overall
performance of the system. Both sets of results can be seen in Figure 1 below.

Figure 1: GS Antenna Test Results

Before Spring 2022, an Icom IC-9700 transceiver was used for Hawksnest ground station testing.
This transceiver was initially expected to remain as the operational transceiver for the KUbeSat1
mission. However, during short-range communication tests between the IC-9700 and the satellite’s
2

transceiver, it was discovered that the baud rate range supported by the IC-9700 was incompatible
with the baud rate that the satellite’s transceiver was set to operate at. While the IC-9700 remained
useful for ground station testing with baud rates at or below 4800 bps, a new ground station
transceiver needed to be sourced for communications at 9600 bps. To replace the IC-9700, an Icom
IC-7100 was purchased. When configured for communications with KUbeSat1, the IC-7100
supports a transmit frequency range of 430-450 MHz and a receive frequency range of 400-470
MHz. Additionally, the IC-7100 offers single-sideband, AM, FM, and digital voice transmitter
modulation. The IC-7100 operates with a transmitter output power of 1-35 W at 430/440 MHz and
is capable of being remotely operated using Icom’s RSBA-1 Remote Control Software [4].
To verify the compatibility of the IC-7100 with the ground station, a series of short-range
communication tests between the IC-7100 and KUbeSat1’s transceiver needed to be conducted.
These tests had the additional opportunity to assess the performance of the ground station’s
software-defined radio module, which acts as a second line of communication with KUbeSat1 in
the event of a partial or complete failure of the primary communication line. To conduct these
tests, the IC-7100 was installed in the ground station and configured to receive transmissions from
the satellite. Adjacent to the IC-7100, an ADALM-PLUTO SDR module was connected to a lab
computer and a monopole antenna. Approximately three meters from the ground station transceiver
and SDR assembly, KubeSat1’s transceiver module was connected to another lab computer and a
monopole antenna. Using a configurator application on the lab computer, the satellite’s transceiver
was set to transmit the message, “Hello World!”, every five seconds. This message was then
received by both the IC-7100 and the ground station SDR. The IC-7100 confirmed that it was
receiving transmissions by displaying signal activity on its digital display. The SDR, upon
receiving transmissions from the satellite transceiver, utilized the GNU radio application on the
attached lab computer to decode satellite transmissions and display their messages sequentially on
the computer’s monitor. These tests confirmed that the IC-7100 was compatible with the ground
station and could receive messages from KubeSat1’s transceiver. The tests also demonstrated that
the ground station’s SDR module could act as an independent, second line of communication with
KubeSat1.
GNU radio was utilized in the development of a backup ground station. The process for receiving
an AX.25 packet involves demodulation, followed by non-return-to-zero inverted (NRZI)
decoding, undoing the scrambling polynomial, grouping into packets, and checking the CRC code.
To accomplish this several premade modules were utilized including gr-OsmoSDR and grSatellites. In addition to the standard process, embedded python blocks were utilized to add
processing features like checking for correct callsigns, logging the packets to an appropriate
database, and extracting the data fields. An example block diagram is shown in Figure 2 below.
The process was designed around and tested with the PlutoSDR but can be easily adapted to other
SDRs by changing the source block

3

Figure 2: GNU Radio Block Set

The ground station is located in and on Eaton Hall at the University of Kansas campus. On the
roof of Eaton Hall, a nonpenetrating base was placed in the middle of four guy anchors. Twelve
cement blocks were used to weigh the structure down while the mast was placed in the center of
the nonpenetrating base and bolted together. At the base of the structure, a cable that grounds the
systems to Eaton Hall’s lightning protection system was connected. A circular collar was placed
on the mast, this was used as the guy wire attachment point. The four guy wires secured the mast
and base to the building through the guy wire anchors and collar on the mast. The rotator was
placed and secured to the top of the mast with a boom inserted through the motor in control of
elevation angle, Figure 3. The boom was secured with two U-clamps to the rotator. The antenna
was attached to one end of the boom and a four-pound counter mass was secured on the opposite
end. The RC4000 controller from Research Concepts Incorporate was encapsulated in a
weatherproof box and attached to the mast with the rotator and ethernet cables inserted through
the bottom of the case. The antenna was connected to the preamplifier and RF cables that lead
through the roof to the transceiver in the technology rack. The transceiver is connected to the
Raspberry Pi through an intermediate modem connection. The ethernet cable was run along the
RF cable and connected to a port in the lab which allowed Hawksnest to gather its orbital data.

Figure 3: Partially Assembled Ground Station.
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GROUND STATION OPERATION
Hawksnest will periodically ping the website “CelesTrak” and record the most recent two-lineelement (TLE) data of KUbeSat1. The GS then sends the TLE data through the ethernet cable to
the IP address of the controller which the controller will use to track the satellite and accurately
point the antenna at KUbeSat1. Once KUbeSat1 is within the operational range of the ground
station, Hawksnest will send a message to KUbeSat1 to initiate the handshake procedure. This
handshake procedure and the communication between the ground station and the satellite are
discussed in detail in the Satellite Operations Section.
The primary components of the ground station like the transceiver and modem are tested in a
laboratory with the satellite radio module and the SDR. Other components like the antenna and
pre-amplifier are tested in the anechoic chamber and the cable run is tested using a portable Vector
Network Analyzer (VNA). After testing each component, the full ground station is verified by
receiving a beacon message from a current orbiting satellite.
The pointing and rotational accuracy of the rotator and controller were verified by their ability to
follow the trajectory of the satellite for an entire pass. The pre-amplifier was verified by measuring
the quality of the signal at the end of the long coaxial cable run. The RF signal level is monitored
on the transceiver and the serial terminal displays the decoded beacon signal from the modem. The
success of the test is qualified based on the number of successfully decoded messages relative to
the total number of messages transmitted, which is computed based on the beacon period and
duration of the pass.
The satellite radio module is rigorously tested and qualified in the laboratory with the ground
station components and the SDR. While this setup is convenient for troubleshooting and
programming the satellite hardware, these tests are performed in a controlled environment in
proximity of fewer than 3 meters. It is crucial to test the radio module at an intermediate distance
in the real-world environment before it is launched and intended to communicate over longer
distances.
As mentioned previously, the ground station is located at Eaton Hall on the University of Kansas
campus. Another campus building is chosen such that the roof is in direct line of sight with the
roof of Eaton Hall and approximately 0.8 km away. The satellite radio is transported in a sealed,
temperature-controlled, RF transparent box to the roof of the second building. Two-way
communication tests are performed between the satellite radio and the ground station over this
intermediate distance, in the presence of natural and radio interference. Tests are qualified based
on the number of successfully received packets and decoded messages. Other packet operations
like handshaking are also performed to test viability. This is not dissimilar to tests done at other
universities before launch [5].

5

SATELLITE TESTING
While work is being done on the ground station operation, a similar set of tests are being
performed on the satellite side. KUbeSat1 uses the Endurosat UHF Antenna III module. It is a
turnstile or crossed dipole antenna that consists of two identical dipole antennas mounted at right
angles to each other. The dipole antennas are fed 90° out-of-phase relative to each other to
achieve circular polarization. The antenna is designed for operating in the 435 – 438 MHz
amateur band and has a 1.5 dBi gain when mounted on a 3U structure.
The four arms of the antenna are folded inside the module and deployed using a dual redundant
burn wire mechanism with double feedback. The burn resistor chains can also be directly
controlled using the general-purpose outputs for additional redundancy. The deployment
algorithms are tested with the test mode jumper engaged to prevent the antenna arms from
deploying. The deployment status feedback is collected through the I2C interface pins.
The deployment of the antenna arms is a single, irreversible event. Therefore, all tests must be
performed with the test mode jumper engaged on the undeployed antenna module. This means
that the performance of the deployed antenna relies on the flight heritage information provided
by the manufacturer. Nonetheless, the undeployed state allows an opportunity to test the antenna
in the event of a burn mechanism failure.
The antenna module is placed inside a plastic box that has been cleaned and sprayed with an antiESD solution inside a clean room. The box is sealed, and Radio Frequency (RF) tests are
performed in the anechoic chamber, as shown in Figure 4. Figure 5 shows the measured return
loss and the measured radiation pattern of the undeployed satellite antenna respectively. The
results indicate that the antenna has satisfactory impedance matching over the operational
bandwidth and a distinct main lobe in the boresight direction of the module. This implies that
even in the event of a deployment failure, the antenna can transmit and receive signals and
communications may still be attempted.

Figure 4: Satellite Antenna inside an Anechoic
Chamber
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Figure 5: Measured Return Loss and Radiation
Pattern of Undeployed Satellite Antenna

SATELLITE OPERATION
Part of any CubeSat mission involves understanding the operational timeline of the satellite and
what the communications timeline looks like during orbit. Directly after launch, the Launch
Service Provider (LSP) will begin providing state vectors that can be converted into TLE sets. The
United States Air Force’s Joint Space Operations Center (JSpOC) creates the sets as an easy way
to encode orbital data at any given time for an epoch. Directly after obit insertion, the TLEs will
be less accurate than normal as there are other satellites onboard KUbeSat1’s mission. As the
satellite moves away from its fellow passengers, the TLEs will be refined and used for tracking
and communications.
At this point, the operation of KUbeSat1 can be divided into phases of the entire mission. These
sections correspond to the various science and communication objectives of the satellite and can
be seen below.
1.
2.
3.
4.
5.
6.

Detumble and deploy antenna. Expected duration: 24-72 hours
Beaconing and establishing first contact. Expected duration: 12-24 hours
Check out and commission onboard systems. Expected duration: 12-24 hours
Begin operation of HiCalK and PCRD. Expected duration: 1-4 weeks
Shut down primary HiCalK operation and focus on PCRD. Expected duration: 1-2 years
Intermittently use PiCam to take photos in orbit. Expected duration: Satellite Life

While the information presented above gives a broad overview it does not give detailed
information. The next stage in understanding the satellite side of communications involved a more
in-depth look at a downlink over Lawrence. There are a few key parameters that need to be
highlighted first and are summarized in Table 1 below.
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Table 1: KUbeSat1 Operating Parameters

Parameter
Flyover Duration
Compression
Payload Packet Size
Payload Size
Number of Packets

Value
7 min 10 seconds average
90%
77 Bytes
1.048 MB
1360

During a flyover of the Hawksnest GS, a complex dance of operations occurs at the right time to
ensure a successful downlink. It begins with the satellite entering the field of view of the GS, which
begins tracking and transmitting a handshake signal. The satellite, which is in receive by default,
intercepts the signal and verifies the GS is Hawksnest. The satellite then switches to transmit and
starts sending basic health data and waits for GS verification. Once all health data has arrived and
looks good, the GS asks for the payload data. Since the module is only able to send 77 bytes at a
given time, there are over 1000 packets of data. Each time a packet is received and verified at the
GS, a signal is sent back up asking for the next packet. This process is repeated until all the payload
data is downloaded. Should there be time left, any needed instructions are sent up to the satellite,
and as it leaves the FOV switches back to receive mode. The entire process can be seen in Figure
6 below and at a 90% compression ratio takes only 7 minutes.

Figure 6: KUbeSat1 Downlink Timeline

Communication and continued operation of KUbeSat1 is contingent upon the successful launch
and deployment of the satellite. At the release of the kill switch pins, the satellite will wait 30
minutes before entering Post Deploy Mode. While in this mode, the satellite will run a health
check on all systems and upon successful completion will deploy the UHF antenna and
magnetometer. The satellite then enters receive mode and commission mode where it beacons
every five minutes and listens for a response from the GS. Once a response is received and
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verified to be from the Hawksnest GS, the health data is transmitted, and the satellite is set back
to receive mode as it leaves the GS range.
Upon successful completion of the first pass, KUbeSat1 enters Normal Operation Mode where
payload operation is begun. In this mode, the PCRD will be activated and will run for 40% of the
duty cycle. Once the satellite passes the 66th latitude, the PCRD will be shut down if active and
the HiCaLK will begin to collect data until the 66th latitude is passed again. If the PCRD has not
exceeded the 40% duty cycle runtime once the HiCalK is shut down, it will be reactivated until
the threshold is reached. This process repeats for each orbit and after the first two weeks of
operation, the HiCalK will only run once a week.
Downlink Mode will be entered every orbit when the satellite detects it is nearing GS range
using the onboard GPS. While in this mode, the satellite will wait for a GS command and then
verify that the command came from Hawksnest. Once verified, the satellite will first transmit
health data before sending payload data and then picture data. If not all data is transmitted during
a pass, it will be prioritized the next time the satellite enters Downlink Mode. As the satellite
nears the edge of the GS range a command will be sent to return the satellite to receive mode.
Normal Operation and Downlink Modes are the standard processes that will run every orbit until
satellite decommission unless Low Power Mode (LPM) or Commission Mode is active. LPM
shuts down all payload processes and is entered when the battery charge state falls below 30%
and remains active until the charge reaches 100%. Commission Mode is entered if the satellite
has not received communication from the GS after two days. Payload processes will be shut
down and the satellite will begin to beacon every five minutes until a connection is reestablished
with the Hawksnest. LPM and Commission Mode act to preserve the longevity of the satellite by
preventing catastrophic failure caused by a lack of power or communication. These operations
are expected to continue until the satellite is decommissioned, orbit decay renders the satellite
inoperable, or an unforeseen failure occurs.
DISCUSSION AND CONCLUSIONS
As KubeSat1 continues to mature, more data will be made available for analysis and reporting.
This will only add to the series of papers that KUbeSat intends to bring to ITC in the future.
Significant advancements have been made since the first paper submitted by KUbeSat has had time
to test and verify all the components that were outlined in the first. Moreover, the full packet
structure and satellite operations have been fleshed out in detail. This not only helps support
KUbeSat1 but lays a historical foundation for future satellites, at KU or not, to build upon. One of
the riskiest parts of the current setup is the testing of the undeployed antenna. Since this is a onetime event, any gathered data may not be wholly accurate and as a result, could impact satellite
communications. Currently, the setup of the SDR network has taken a backseat to the development
of the main communications pipeline as the launch date for KUbeSat1 approaches. Ideally, these
systems would be developed in tandem, but with a limited amount of time and positive test results,
the main pipeline has been prioritized. Once the team can prove quantifiable verified data on one
pipeline, the other can be caught up to speed post-launch.
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The operation and data analysis of KUbeSat1 will provide the framework to base future ITC
papers on and continue the growth of the KUbeSat organization. The GS is planned to be
expanded to handle S-band transmission, which will expand communication capabilities and
provide an S-band experience for KUbeSat members. Potential KUbeSat2 payloads range from
remote sensing and high-energy particle detection to a solar sail and swarm flight. Future
KUbeSats will continue to provide opportunities to present at ITC and will continue to support
the ITC mission.
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ABSTRACT
Undergraduate students have developed the Drone Data Communication System (DDCS). This application supports telemetry and command control for St. Mary’s University’s Unmanned Aerial
Systems Laboratory. The scalable implementation derives many features from documented military and commercial telemetry solutions but also expands to include additional features needed to
support its educational and research missions.
INTRODUCTION
This paper describes our undergraduate Senior Design Capstone Project, the Drone Data Communication System (DDCS). DDCS is a system of unified subsystems that provides an open and extensible set of functions needed for teaching, evaluating, and experimenting with small unmanned
areal systems (also known as drones). DDCS was intentionally designed and developed as an open
architecture such that it facilitates future open-source pathways that may be extended to various
drone models, computer architectures, user interfaces, and networks. The system has no restrictions on programming language, thus allowing for an effortless integration with both established
and modern languages such as C, C++, MATLAB, Python, etc. DDCS will form the framework for
many of St. Mary’s University’s drone emphasis classes. The remainder of the paper is structured
as follows. The Background section provides essential background information, and the About Us
section additional information about the authors, respectively. The Architecture section describes
the architecture of DDCS, the Results section showcases our results, and the Summary and Future
Work section provides our final conclusions for this paper.
BACKGROUND
Unmanned Aerial Systems (UAS) are growing in popularity. The United States Air Force (USAF)
defines such systems as ”an aircraft that does not carry a human operator and is capable of flight
with or without remote control” [1]. These systems have been employed for over a century, with
the first uses dating back to 1917, when the United Kingdom operated radio-controlled aircraft
loaded with explosives during World War 1[2]. Since then, various states have employed UASs in
military operations[3]. Additionally, in 1996, the USAF Scientific Advisory Board predicted that
these systems would play a key role in enhancing the nation’s military power[4]. However, UASs
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are now smaller, easier to control, cheaper, and have found their way to civilian applications[5].
UASs are now found in sports[6], emergency response[7], agriculture [8], STEM education[9], and
wildlife monitoring[10] among other use cases. Additionally, their usage will continue to increase
and become ubiquitous in modern society[5].
To address this growing UAS job market and prepare students as future engineers in the field, St.
Mary’s University in San Antonio, Texas, is focusing efforts on the UAS domain. The university
created a Bachelor of Science in Engineering Sciences with a concentration in Unmanned Aerial
Systems degree. Additionally, St. Mary’s University inaugurated a new UAS laboratory to support
the new and existing engineering programs. This 1734 sqft facility has a 30x30ft flight area and a
development room. Figure 1 shows the laboratory and the enclosed flying area.

(a)

(b)

Figure 1: St. Mary’s University Unmanned Aerial System laboratory (a) building , (b) indoor flight

area

Alongside the above UAS initiatives, St. Mary’s has guided students and sponsored various UASrelated Senior Design Capstone Projects. One project, named ”St. Mary’s University Copter”
(SMUC), consists of a multi-rotor framework designed for teaching and research. The university
students fully developed this quadcopter system. For instance, mechanical engineering students designed and 3D printed the frame, electrical engineering students developed the Extended Kalman
Filter and control algorithms, and computer engineering students developed the software architecture and communication protocol. Figure 2 shows the SMUC quadcopter’s latest version.
Telemetry is an essential factor for any unmanned system, and to serve as a research and educational platform; some special requirements are necessary for a telemetry system. Therefore, we
decided to develop our system from scratch to fulfill such requirements. We intended this system
to be open-source and scalable to other open-source UAS projects. Due to the application’s nature
and to serve as a teaching and research platform, we elicited requirements such as low-latency,
monitorability, logging ability, and scalability to different UAS systems (individual and swarm) to
drive our design.
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Figure 2: Quadcopter fully developed by St. Mary’s University students.

ABOUT US
As shown in Figure 3, this work was designed and developed by three undergraduate students at
St. Mary’s University in San Antonio, Texas, as part of the 2022 Engineering Senior Design
Capstone Project. Dr. Dante Tezza and Nicole Webb (not pictured) of St. Mary’s state-ofthe-art Unmanned Aerial Systems (UAS) Lab served as the clients for this work, and Dr. Ben
Abbott served as our faculty mentor. The project timeline was in tandem with our senior year,
beginning in August 2021, and the work was completed and presented at the St. Mary’s University
2022 Engineering Capstone Showcase this year, May 2022. The showcase included a variety of
attendees and clients that sponsored the projects.

Figure 3: From left, Dr. Dante Tezza, Omar Aboulhosn, Gabriela Sandoval, Darian Jennings, and

Dr. Ben Abbott.
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• Darian Jennings: I am a recent graduate from St. Mary’s University with a B.S. in Computer
Engineering. I am now pursuing my dream of attaining a graduate degree. I will be working
towards a Computer Science Ph.D. at the University of Florida this upcoming fall.
• Gabi Sandoval: I graduated alongside Darian with a B.S. in Computer Engineering at St.
Mary’s University. I will be returning to St. Mary’s for my Master’s degree in Computer
Engineering in the fall.
• Nicole Webb: In addition to being the UAS Laboratory technician, I am a combined degree
B.S./M.S. Electrical Engineering student at St. Mary’s University. I recently graduated with
my undergraduate degree and will be working to complete my graduate degree in the fall.
• Omar Aboulhosn was a vital team member on the DDCS project. He also graduated from
St. Mary’s University with a B.S. in Computer Engineering.
ARCHITECTURE
Our system had various requirements that needed to be fulfilled. These were assigned by our
clients throughout the project timeline. With this in mind, our application architecture needed to
be one that could handle custom user interfaces which included layouts, states, multi-windows,
and a real-time distributed database.
A.

OVERVIEW OF SYSTEM

The DDCS system can best be described as a system of systems in that our project is focused
not only on the graphical user interface (GUI) and database but also on the integration of these
components in an efficient manner that benefits our client and the betterment of the St. Mary’s
UAS program. The architecture allows for multiple (concurrent) users, and drones to date have
only focused on a single drone with a single user. Future work and direction of this project will
exercise (and likely extend) the portions of the system that allow for multiple users to connect
and interact with various drones and their respective data through our drone data communication
system (DDCS). Overall, the architecture follows much of the guidance provided by the iNET
approach (see [11] for an overview of iNET). Figure 4 shows an overview of entire system.

Figure 4: Context diagram of the DDCS.
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B.

GROUND CONTROL STATION SUBSYSTEM

The context diagram below depicts the Ground Control Station (GCS) subsystem of the Drone Data
Communication System (DDCS). Its purpose is to allow the user to view the drone’s telemetry as
well as edit the flight controls of the drone. As shown below in Figure 5, the GCS passes, displays,
and sends information such as speed, roll, pitch, yaw, etc. Many of the GCS implementation
choices match those of the overall telemetry community (e.g., iNet’s GTAM [12]). That is, the
GCS utilizes Redis, an in-memory data structure store used as a database, cache, and message
broker. The client emphasized that latency is a high priority for this project. Redis is an excellent
solution that significantly decreases data access latency between subsystems (GCS).

Figure 5: Ground Control Station (GCS) Subsystem.

C.

PUBLISH SUBSCRIBE SERVER

The Redis publish-subscribe server stores all the data received from the drone and the commands
sent by the DDCS. As seen in figure 6, the Redis publish/subscribe server communicates directly
with the Raspberry Pi4 through a radio connection. The data type which is stored in the publishsubscribe server is called a stream. This data type models a log data structure, but Redis streams
allow for powerful operations that overcome the limitations of a standard log file. Each stream
contains a unique ID and organizes the data. This differs from a log file where the data is listed
in binary and cannot be deciphered without the use of another program to decode the log file.
Redis streams also allow the user to implement blocking operations (block) that force consumers
to wait for new data to be added to a stream by a producer. With Redis streams, users can query a
particular range of streams. This includes the latest-oldest, oldest-latest, as well as specific streams
using their associated IDs.
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Figure 6: Publish Subscribe Server Subsystem.

D.

POINT-TO-POINT (PPP) COMMUNICATION PROTOCOL

Developed by students at St. Mary’s University, the Point-to-Point Communication Protocol is a
communication method that handles the ground system, performance metrics, and protocol configuration between the host system and the unmanned aerial systems (UAS).The communication
protocol is shown in Figure 7.

Figure 7: PPP Communication Subsystem.

RESULTS
Shown below are the results of the project. For instance, we display the widgets we integrated with
the Redis publish-subscribe server to display telemetry data. Furthermore, we also showcase an
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example of a control station layout using our system. Figure 8, showcases a map and a data display
widget. This map was generated as a product of a web engine widget provided by Qt as the first
iteration of a functional map showing real-time GPS data. The Geolocation API is a JavaScript API
that allows our applications to determine the user’s location. With this, we can also navigate to and
view new locations. Also shown is our ’DisplayData’ widget. As the name reveals, the primary
purpose of this widget is to always provide the user with a list of data values. This widget retrieves
data from the Redis server at an interval of 1 second; this is real-time data that is being transmitted
from the drone hardware. When the data is not available, or the Redis server is down/unavailable,
we have a ”safe-switch” to notify the user that this data is currently unavailable, shown with ”—”.

(a)

(b)

Figure 8: Integrated widgets: (a) map , (b) display data

Our project demonstrated the need for graphs in order to plot real-time data from the drone into
the DDCS application. Plotting the data provides a much more diverse representation of the drone
flight taking place. To accomplish this, we utilized QCustomPlots, a free, open-source tool provided by the Qt software. With this tool, we were able to integrate the Redis publish-subscribe
server, retrieve the data points that we wanted (roll, pitch, yaw, and throttle), and plot them accordingly. This plotting widget can be seen in Figure 9, alongside the flight instruments widgets.
Derived from an open-source Qt library called ’QFlightInstruments,’ these ’basic six’ widgets are
gauges that can be used for various drone telemetry data. From left to right and top to bottom,
it includes Airspeed Indicator (ASI), Attitude Indicator (AI), Altimeter (ALT), Turn Coordinator
(TC), Heading Indicator (HI), and Vertical Speed Indicator (VSI). We integrated these open-source
widgets into our system to display the telemetry data from the drone. This again showcases the
modularity and scalability of our drone data communication system (DDCS).
We created a default layout configuration for our drone data communication system (DDCS),
shown in Figure 10. The figure highlights a few of the widgets we developed and/or integrated.
This includes the gauges, graph, data values, flight modes, remote controller (RC) input status,
emergency button, battery, and clock, as well as proportional-integrative-derivative (PID) tuning.
Our system has complete flexibility for layout configurations. The user can move around each widget and dock them accordingly within the main widget window. The system also allows the user
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(a)

(b)

Figure 9: Integrated widgets: (a) QCustomPlots , (b) QFlightInstruments

to extract widgets from the main window into a new window of its own. Each new window retains
the same functionality of the main window aside from saving states and layouts; these functions
are solely for the main window itself.

Figure 10: Default layout for DDCS.

SUMMARY AND FUTURE WORK
In this paper, we presented a telemetry system for Unmanned Aerial Systems. We worked on this
project as part of our Senior Design Capstone Project to fulfill the requirements of the electrical and
computer engineering degrees at St. Mary’s University. Additionally, our project supports other
initiatives from St. Mary’s University in the UAS domain. Our design comprises a distributed
system architecture, with the software shared across the Graphical User Interface (GUI), a Redis
real-time software for data storing and sharing, and the aircraft. Our system allows UAS pilots
to monitor telemetry, tune, and control flight. Additionally, our approach reflects architectures
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previously utilized by large commercial flight test organizations [13] and military approaches (e.g.
iNET[11]). Overall, the modularity and scalability of our system enable its use as an operational,
research, and educational platform.
Our approach is scalable, allowing for the control of additional UASs from one or more control
nodes (GUIs). We intend to continue working on this project and publish it as an open-source
telemetry system for UAS. In future work, we plan to add support for other aircraft models and
UAS swarms, including open-source systems used by the research community, such as ArduPilot,
PX4, Betaflight, and Crazyflie. Additionally, we are in the process of developing a data set of
supporting software that future developers can integrate with the system, such as automated scripts
for data analysis and widgets for front-end development.
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ABSTRACT
Our team designed, developed, and implemented a rover capable of autonomous and manual remote operation for the purpose of competing in the University Rover Challenge (URC). In this
paper, we present and discuss the critical role that telemetry systems play in facilitating communication between sensors onboard the rover and the base-station computer. The rover features
multiple sub-systems such as a science module, cameras, and other components that utilize various
modern communication techniques to enable a fully functional system.
INTRODUCTION
The University Rover Challenge (URC) is an annual international competition in which undergraduate and graduate student-led university teams build a prototype planetary rover with four
overarching tasks in mind: autonomous navigation, equipment servicing, extreme retrieval, and
science. Each year a hundred or more teams apply, but only the top thirty six teams are invited to
compete at the Mars Desert Research Station near Hanksville, Utah. In each of the tasks, the rover
is operated from a remote base station. The competition tasks are described in more detail below.
A.

Autonomous Navigation

The autonomous navigation mission requires rovers to “autonomously traverse to single posts, or
between gates consisting of 2 posts, across easy and moderate terrain” [1]. For the first 3 posts,
teams are provided with GNSS coordinates and the rover is required to arrive within 3 meters of
the given coordinates. The second set of posts or gates involve receiving GNSS coordinates within
1

Figure 1: The BYU Mars Rover in Hanksville for the 2022 University Rover Competition

5 to 20 meters of a target, indicated by an Augmented Reality (AR) tag. Navigating to these tags
then requires the use of on-board computer vision. Teams may only provide their rover the GNSS
coordinates and all further operations must be performed autonomously and GNSS coordinates
may be up to a kilometer away from the base station. “The rover’s on-board systems are required
to decide when it has reached a post or passed through the gate” [1]. However, the rover may be
stopped manually in the case of an emergency.
B.

Equipment Servicing

The equipment servicing mission requires teams to remotely operate their rovers to perform various
operations on an imitation lunar module up to 0.25 km away. Tasks include transporting a cache to
the module, including opening and closing storage units, typing keyboard commands and following
onscreen instructions, operating a joystick while observing a gauge, pushing buttons, inserting
USB sticks, flipping switches, tightening screws, turning knobs, and so on.
C.

Extreme Retrieval

The extreme retrieval and delivery mission requires teams to remotely operate their rovers to pick
up and deliver objects through a number of stages in a wide variety of environments. Terrain ranges
from loose sand to boulder fields and includes steep inclines and drops. Later stages of this task
are intentionally placed beyond line-of-sight of team’s base station antennas. GPS coordinates are
provided for the general regions where objects must be retrieved and delivered.
D.

Science

The science mission requires teams to remotely identify extinct and extant life among several soil
and rock samples. Multiple locations within a short range of the base station are provided where
the rover must perform life detection and geological analysis. All analysis, instruments, and tests
2

must take place remotely on the given team’s rover.

In preparation for the June 2022 competition, 99 teams submitted declarations of intent to compete
with 36 teams selected by URC for in-field competition. Of those 36 teams, the BYU Mars Rover
team placed 9th overall.
Telemetry is key to the success of any rover platform intending to compete in the University Rover
Challenge given the requirements for data collection, processing, and transmission as each task
throughout the competition is remotely operated. As such, standardized network architectures and
software platforms were adopted in novel ways, enabling the BYU Mars Rover Team to excel.
OVERVIEW OF ROVER COMMUNICATIONS SYSTEMS

For the wireless communication of the rover, there are two nodes: a fixed endpoint referred to as
the base station, and a mobile endpoint–the rover. The nodes are connected wirelessly through the
Ubiquiti M9 Rocket mounted at each node. The M9 Rocket uses an IEEE 802.11 protocol in the
900 MHz ISM band. The base station Rocket transmits using a directional, airMAX Yagi antenna
with horizontal and vertical polarization (see Fig. 2). The rover Rocket has 2 omnidirectional
antennas spaced one wavelength apart (approximately 33 cm). For this year’s competition, we
decided to try using PCB antennas. This cuts cost and weight but reduces antenna gain and other
optimizations. In tests, however, we were able to maintain communication at distances of over
700 meters without consistent line-of-sight, and the vast majority of the competition occurred well
within that range. A Jetson Xavier was used as the primary computer on the rover and a Dell laptop
was used as the base station computer.

Figure 2: The airMAX Yagi base station antenna
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Within the rover and the base station computer, data is packaged and dispersed to the appropriate
processes using the Robot Operating System (ROS). ROS operates using a publisher-subscriber
model wherein ROS nodes (individual Python or C++ processes) publish data to topics defined
by strings. Any node on the ROS network can then subscribe to the topic to gain access to
the data being published there. A master node, referred to as ROS Master, handles subscription and publishing requests and acts as an intermediary between nodes. The system parameter
ROS MASTER URI allows you to tell ROS where to look for the master node. Subscribing nodes
are updated whenever new data is published. By default, all communication (whether on a local
machine or across the wireless network) uses TCP/IP protocols. In order to facilitate easy communication between the rover and the base station, the rover’s onboard computer ran ROS Master
and the ROS MASTER URI on the base station computer was made to point to it. This allowed
all ROS messages to be passed between the computers using the network architecture described
above. Furthermore, mosh, an alternative to interactive SSH terminals, was used to initialize the
connection so that the computers would automatically reconnect in the case of a brief drop in signal
strength.
Additional specific applications of telemetry for each competition task will be detailed below.
TELEMETRY IN THE COMPETITION TASKS
A.

Autonomous Navigation

The autonomous navigation task involved the collection and collation of many pieces of sensor
information. Global positioning was accomplished using Real Time Kinematic (RTK) GPS, which
relied on two Ublox GPS modules. RTK GPS is a form of differential GPS that can consistently
provide centimeter-accurate global positioning. This is accomplished by estimating the combined
error from ephemeris data (where the satellite is located), the satellite clock, the atmosphere, and
multipath reception (when the GPS receiver receives a reflected signal) using a stationary base
station GPS module. The error estimated by the base station can then be subtracted from the rover
GPS module’s state estimate to provide a highly accurate estimate of the rover’s exact location.
Additional state data was collected using a ZED2 camera. Data from the 9 DOF IMU was first
passed through a Madgwick Filter to obtain an absolute orientation estimate [2]. Visual odometry,
provided by the ZED SDK, was then fused with the orientation estimate and GPS data using an
Unscented Kalman Filter (UKF). The UKF used a generic omnidirectional motion model for its
model update step.
The last piece of data collected and utilized for the autonomy task was a camera stream piped
through ROS and processed by the Aruco Detect ROS package. Aruco Detect parsed the images
for AR tags found in the ARUCO library and returned an active transform corresponding to the
location of the detected tag. This transform was then applied to the current position of the rover to
create a waypoint.
Navigation to the desired waypoints was accomplished using two PID controllers controlling the
4

Figure 3: Autonomy System Architecture.

linear and angular velocities, respectively.
B.

Equipment Servicing and Extreme Retrieval

The equipment servicing and extreme retrieval missions are very similar in terms of the information
and commands communicated between the base station and the rover. Because of the precision
required to remotely operate the rover arm while servicing the module, several different camera
feeds need to be available simultaneously from different perspectives on the rover. Similarly, for
the extreme retrieval mission, the remote operator has to have a clear enough image coming from
the cameras to locate and identify the objects that need to be retrieved or moved. Latency in both
missions has to be minimized to avoid damaging components such as the arm joints and motors,
and to be able to effectively operate the rover to complete the various tasks.
In order to minimize latency and maximize image quality in an environment with variable signal
throughput, GStreamer was used pass the video feeds to the base station. We were able to utilize
the Xavier’s hardware accelerated encoding to the H265 standard in order to offload that computationally intensive task from the CPU and decrease the transmission overhead. GStreamer also
allowed us to use variable image quality and frame rate to ensure a constant video feed despite
the variable data rate. Lastly, the UDP protocol utilized by GStreamer is faster than TCP, further
increasing performance. All of the cameras were USB-connected, and most of them had 180◦
wide-angle lenses to maximize coverage.
To send commands for the wheel and arm control systems, off the shelf X-box game controllers
were incorporated into our architecture using ROS nodes, and certain button presses were set
to correspond to the various possible commands. This information was conveyed to the rover
remotely, and the ROS Master on the onboard computer routed the commands to the arm controller
boards or the Arduino micro-controllers via USB connection. Pulse-width modulated signals from
the Arduino to the motor controller boards triggered the motors to spin at the commanded speeds.
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Figure 4: Remote performance tasks using onboard cameras in an equipment servicing task mock-up.

C.

Science

For the science mission, we developed a system to determine whether extant or extinct life is
present within a sample. This system includes 3 sub-components: a microscope used to detect
the presence of the flavin adenine dinucleotide (FAD) coenzyme, a biuret test to detect peptide
bonds in a soil sample, and another microscope to help the geologists determine if rocks samples
have visible evidences of life such as fossil formations. These three subsystems require efficient
transmission of raw data to allow for remote analysis, formulation, and presentation.
For the biuret test, the reagent turns from a light blue shade to purple in three to five minutes in
the presence of peptide bonds, which are indicative of extant life. If peptides are present in a soil
sample, the resulting color change in the vial containing the reagent and the sample is measured by
reading voltage values from a photoresistor circuit connected to an Arduino Nano micro-controller.
By creating a dark environment in the vial enclosure and only shining a green LED into the container, we can standardize the change in color of the Biuret solution. The micro-controller passes
the data via serial communication to the main rover computer for transmission to the base station
for remote analysis.
To test for the presence of FAD, the module uses a custom fluorescence microscope that shines
blue light through a filter onto a sample that is shaded from external light sources. The microscope
provides a view of the sample through a fluorescence filter that has been calibrated to be narrowly
targeted at the emission-excitation spectrum of FAD [3, 4]. If the sample has any FAD present,
green light will be visible in the camera feed coming from the microscope, indicating the likely
possibility of living or recently dead aerobic life (see Figure 5).
The microscopes and the high-definition cameras enable our experts to inspect rocks for evidence
of extinct life. During mock competitions and testing sessions, the camera and microscope placement were optimized to maximize their field of view. Additionally, with new video compression
techniques and optimization, we have increased the definition of the video feed in order to get high
quality images from our cameras. Using the imagery collected by the instruments, our scientists
are able to determine whether or not life is detected in the collected samples of dirt.
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Figure 5: Microscope feed from a positive FAD test

Figure 6: Remote performance tasks using onboard cameras in a science task mock-up.

FUTURE WORK
One of the biggest areas of future work on the BYU Mars Rover is to make each of the systems
more reliable and to add redundancies in cases of failures. This includes completing and improving
the ability of the rover and the base station to automatically reconnect in the case of signal loss.
Completing and improving the automatic rotation of the directional base station antenna would
also help to prevent such incidents, especially in cases where the connection is lost because of
obstacles. Automatically rotating the base station antenna can allow the rover and the base station
to maintain connectivity behind obstacles by allowing the signal to reflect off of other objects such
7

as cliffs or large buildings. Onboard the rover itself, one way to add redundancy and reliability
could be implementing a secondary means of communication between the micro-controllers and
the main computer in case cables break or are removed unintentionally.
CONCLUSION
Telemetry, both at the overall system level as well as mission specific applications, is crucial to the
BYU Mars Rover in its efforts to fulfill the various task requirements provided by the University
Rover Challenge. Whether the communication takes place between the base-station and the rover
or between the onboard systems, the communication protocols, hardware platforms, and network
architectures provide the means by which effective communication and operation occur. The success of the rover design is tied directly to how well these systems work and how well they work
together.
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[1] The Mars Society, 11111 West 8th Avenue, Unit A Lakewood, CO 80215, University Rover Challenge 2022 – Requirements and Guidelines, 2021. (Available on-line at
https://urc.marssociety.org/home/requirements-guidelines).
[2] S. Madgwick, A. Harrison, and R. Vaidyanathan, “Estimation of imu and marg orientation
using a gradient descent algorithm,” IEEE ... International Conference on Rehabilitation
Robotics : [proceedings], vol. 2011, p. 5975346, 06 2011.
[3] H. Smith, A. Duncan, P. Neary, C. Lloyd, A. Anderson, R. Sims, and C. Mckay, “In situ
microbial detection in mojave desert soil using native fluorescence,” Astrobiology, vol. 12,
no. 3, pp. 247–257, 2012.
[4] H. D. Smith, C. P. Mckay, A. G. Duncan, R. C. Sims, Anderson, A. J., and P. R. Grossl,
“An instrument design for non-contact detection of biomolecules and minerals on mars using
fluorescence,” Journal of Biological Engineering, vol. 8, no. 1, 2014.

8

96 RN

Reducing Aircraft
Downtime for
Airborne
Instrumentation
Paul Cast
896 TSS/RNM

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

1

Purpose

96 RN

 Utilize processes and technology to significantly reduce
dedicated time required to install airborne
instrumentation.
 The specific use case addressed is the F-16 fighter jet.

• Developmental Test (DT) aircraft from 5 - 7 months to
~1.5 months (Core instrumentation + all add-ons)

Note: Tech/Processes are not new to industry. Due to gov’t
specific challenges (cyber, a/w, etc) the DoD has been slow
to incorporate these into practice.
Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

2

Defining the Scope

96 RN

Core Capabilities

Optional Capabilities

Video/Audio

Weapons Discretes

MIL-STD-1553 Bus Data

HSDN Ethernet

TM/GPS/Beacon

Separations Sensors

Weapons Bus Data

Separations Cameras

Approved by 96TW/PA (96TW-2022-0032) I

ntegrity - Service - Excellence

Distribution A

3

Technology Innovations

96 RN

 Battery
 Wifi
 Next generation airborne instro recorders

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

4

Battery
F-15E Battery for
Separation Sensors

96 RN

Currently use NiMH batteries
Primarily due to airworthiness concerns
Note: Li Ion batteries had limitations on how many cells
we could use in series due to thermal runaway issues

Current Use Cases:
 BRU-47 Weapons Separation Analog Sensor Data Acquisiton
 Wireless Camera System

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

5

Wifi Control System

96 RN

Wi-Fi Control System

Wi-Fi interface to
instrumentation
system for
control and
status

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

6

Recorders - Why Upgrade?

96 RN

…to a recorder like the Calculex 1401/5? Why
not just use the same old Calculex 2300’s?
• Solves obsolescence
• More capabilities (legacy requirement +
new capabilities)
• Move towards Chapter 7 telemetry
• Smaller size
•

More options for installation locations

• More throughput
Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

7

Calculex 1401
•
•
•
•
•

96 RN

8 Channels of MIL-STD-1553
8 Channels of video w/ audio
2 Channels of GigE Ethernet
5 Channels of PCM @ 20Mbps
Chapter 7 output (4 selectable videos, data
PCM, audio channel)

TBD: 1 Channel of 16PP194 input yet to be
verified

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

8

Process Innovations

96 RN

 Pre termination of cabling
 Equipment location standardization

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

9

Partial Cable Pre-Termination

96 RN

Terminate cable harnesses on AB side and run to other
areas.
a) Pre-fab harnesses (unterminated at target ends but
terminated at AB/source end)
b) Use gun tube area for wire run area (AB to AEB) to
save time
c) Reduces choke points - personnel man hours at AB
location
d) Reduces overall aircraft downtime
Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

10

Equipment Standardization
F-16C Centralized Design

Approved by 96TW/PA (96TW-2022-0032)

96 RN

F-16 Standardized Ammo Bay Pallet
Equipment Includes:
• CB Box
• Recorder
• TM System
• Beacon
• Ethernet Switch
• ESIR (Interface Remote for Control System)
• Wi-Fi Adapter

Integrity - Service - Excellence

Distribution A

11

Centralized Instrumentation

96 RN

Advantages to Centralized instro in Ammo Bay (AB)
a) Entire system can be bench tested before installation.
b) Reduces a/c downtime due to reduced install effort
i. Greatly reduced mechanical effort on aircraft.
c) Reduces a/c downtime due to reduced checkout time.
d) “Future-proof” design reduces re-work to deconflict
with aircraft standard additions/changes.
e) Standard design reduces complexity of msn support

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

12

Successes

96 RN

• Progress towards centralized designs on F-16C
• Battery-powered standalone BRU-47 system
installed on 1st F-15E
• Accomplished design and installation of
wireless control system on F-15E to
demonstrate future feasibility during flight
testing
• Next gen (1400s, 5500s) recorders flying on
F-15EX
Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

13

Challenges
• High work load
• Limited resources dedicated to work load
and daily operations
• Limited aircraft availability due to small,
dynamic test fleet
• Historically standardization of test fleet
instrumentation has been a challenge
• 1400/5500 series recorder acquisition /
maturity

96 RN

Challenges driving innovations to lowest priority
Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

14

Questions?

96 RN

For questions/comments please contact:
PAUL A. CAST
Instrumentation Chief Engineer, 896 TSS
107 North Barrancas Avenue, Suite 105 (Building 100)
Eglin AFB, FL 32542
850.882.3508 (DSN 872)
NIPR: paul.cast@us.af.mil

Approved by 96TW/PA (96TW-2022-0032)

Integrity - Service - Excellence

Distribution A

15

THE APPLICATION OF AOFDM FOR POWER EFFICIENCY

Author: Musa Jukotogun
Doctor of Engineering Candidate, Department of Electrical and Computer Engineering,
Morgan State University
Faculty Advisor: Dr. Richard Dean, Dr. Farzad Moazzami, Dr. Mulugeta Dugda

ABSTRACT
This paper presents the test results of an Adaptive Orthogonal Frequency Division Multiplexing
(AOFDM) modulation system for the improvement of Power Efficiency on the radio link. This
work develops a framework that includes Power Efficiency and Spectrum Efficiency bounds, and
combines this with Spectrum Usage and Delay constraints on the radio link. It further develops a
strategy for improving the Power Efficiency subject to constraints on delay and radio link Signal to
Noise ratio (SNR) conditions.
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INTRODUCTION
As a part of the iNET project, the Wireless, Network and Security (WiNetS) Lab at Morgan State
University has explored the operational structure of an Adaptive Orthogonal Frequency Division
Multiplexing (AOFDM) scheme and also later implemented AOFDM for various aeronautical
channels. Previously our work has proven AOFDM to be an ideal candidate for an adaptive and
optimal modulation scheme for each tone in the Orthogonal Frequency Division Multiplexing
(OFDM) symbol [1]. Our previous work on implementation of AOFDM indicated that the cruise
channel varied slowly and predictably over time which specify the channel as remarkably stable. In
addition, the steady state channel of AOFDM presented a 2-ray multipath model and shows deep
null in the channel spectrum, that negatively affects serial tone modems significantly with the
introduction of noise and severe phase distortion. Additional work demonstrated enhanced
performance over a simulated test flight scenario [2]. While these efforts worked to enhance
Spectrum Efficiency, this work is focused on using the same AOFDM scheme to enhance Power
Efficiency.
AOFDM STRUCTURE
The AOFDM system model has been developed to maximize the throughput of the aeronautical
channel for telemetry applications. This application exhibits the need for enhanced data
throughput for a down link channel and the presence of a minimal up link. The overall structure
of the AOFDM model is presented in Figure 1 [3]. The most important design factor of the model
structure is the introduction of a back channel which communicates the information of the
adaptive M(order) Quadrature Amplitude Modulation (MQAM) for each tone with a system for
adaptation.

Figure 1: AOFDM Block Diagram
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This system is comprised of a traditional OFDM modulation and demodulation structure, an
aeronautical channel simulation, an adaptive equalizer, and a feedback channel with information
to adapt the modulation structure M in an MQAM scheme. The channel simulation incorporated
two approximately equal paths with the addition of noise and a Doppler of approximately 40 Hz.
The adaptive equalized used a simple gradient equalized for amplitude and phase separately
based on the estimated error at the receiver. The feedback channel shown in Figure 1 is the key to
this scheme. It develops an estimate of the best M value for subsequent MQAM frames based on
a measurement of signal to distortion ration (SDR) at the receiver, where the changes are
constrained to increment or decrement the M value over a range of M = 2,4,8,16,32,64.

EXPERIMENT SETUP
In our previous studies, we estimated the state of the channel Signal to Distortion Ratio (SDR)
from measured channel conditions [3]. Setting up the simulation environment, we set the
Channel as a 2-ray model with 25 dB null, which is a typical steady-state aeronautical channel.
Next, we introduced a 40Hz phase shift into the channel, with symbol rate of 4 microseconds.
Compared to the 40Hz phase shift, the symbol rate is relatively small and semi- stationary. A
40 Hz is twice the amount of phase shift we would observe for a Mach 1 Test- article, when
the Test-article is perfectly aligned with the direction of base station presenting the worst-case
scenario. At this stage, we introduced an Adaptive Gradient Equalizer for each tone – with 100
frames of training. The Equalizer can adapt with a particular amplitude and phase of the error
associated with the channel [3].
The MQAM’s estimated values for the experiment were 64, 32, 16, 8, 4 and 2 QAM. The rate and
structure of the QAM was designed to increase or decrease, in order to adjust the average error
rate around 10^-4. This adjustment was made considering the measured distortion or the
threshold. The entropy of each tone was measured for the back channel. Next, we measured the
data throughput during each test: 6 bits per tone for 64 QAM, 5 bits per tone for 32 QAM, 4 bits
per tone for 16 QAM, 3 bits per tone for 8 QAM and 2 bits per tone for 4 QAM. Considering the
Signal to Noise Ratio (SNR) of our channel, these data throughputs compared well with Shannon
Limit [3].
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Power Efficiency, Spectrum Efficiency and Delay Bounds
The Power Efficiency and Spectrum Efficiency bounds on a channel follow directly from
Shannon’s Channel Capacity equation:
R = W log2 (1 + SNR)

(1)

Where R is the maximum bits/symbol, W is Bandwidth and SNR is the S/N ratio and
where:
S/N= (Eb/No) (R/W)

(2)

Where Eb/No is the Energy/bit per Noise Spectrum Density, the Power Efficiency and
R/W is the Bits/Symbol/Hz, the Spectrum Efficiency
Combining 1&2 and solving for Eb/No yields
Eb/No= (2R/W – 1)/R/W

(3)

This provides a joint bound of the Power Efficiency and Spectrum Efficiency. This bound points
to the tradeoff between these two measures on a given channel. This relationship can be shown
graphically as in Figure 2.

Figure 2 Spectrum Efficiency vs Power Efficiency
Figure 2 shows both the Theoretical (Shannon) and a more Practical bound for this equation. In
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practice one would begin, as we do, with a measure of the SDR and proceed to estimate the
maximum R/W one might achieve on this channel. If however Energy Efficiency is desired, one
would reduce the Spectrum Efficiency to satisfy the demand on the channel. This leads to our
second limitation which is delay. The Spectrum Efficiency must be sufficient to support the
demand for data such that a data buffer not exceed some practical delay in the system.
The delay in the system can be described as:
Delay = Ts/(1-)
Where Ts is the delay of a frame of OFDM and  represents the % Occupancy, i.e., the demand
compared to the chosen R. This relationship is shown in Figure 3

Figure 3 System Delay vs Utilization
This chart demonstrates a key property of Queueing Theory which shows how delay can grow
exponentially to infinity as the channel occupancy approaches utilization of 100%. Such a delay
assumes that data arrival is a random process with a Poisson probability distribution.
APPROACH
Given the bounds on Power Efficiency, Spectrum Efficiency and Delay shown above, one might
proceed to set the Power Efficiency to support the Rate R that supports some maximum delay.
Such a scheme is shown in Figure 4. This shows the limitations of the system driven by two
bounds: The En/No measure of the channel energy density, and the Max delay related to the
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channel utilization.

Figure 4. Joint Bounds on Eb/No and Delay for Adaptive Control
In practice the random arrival of data would make such a scheme impractical. A practical approach
to reduce Power Efficiency would incorporate an adaptive control scheme that would track the
delay directly by observing the data buffer, and adjusting the rate R to maintain the buffer below
some threshold.
FINDING AN OPERATING POINT
In a real AOFDM system we are limited by the Capacity of the System which is expressed as
Bmax, the maximum number of bits we can transmit in a frame. We are further limited by the
Maximum data we can manage to keep the delay below some MaxD.
So Adaptive Control of for Minimum Power does the following:
1.

Check the Queue. If it is at or above MaxD, then no constraints on the spectrum efficiency.
Send Bmax bits this frame

2.

If Buffer is below MaxD, set Target rate to the Average of recent demands per frame
(Mtarget)

3.

To achieve the lowest power, build the packet using all the available tones with the smallest
symbol size (Mqam) possible. Start at 2, then increase to 4, 8,16,32,64, etc.

4.

Accumulate the number of bits budgeted at each step

5.

When Mtarget bits have been allocated, you are done.
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6.

You have used the most power efficient Mqam structure for the data demanded within delay
constraints and channel capacity

Note that this strategy makes a few assumptions to be viable. First it is assumed that the maximum
Mqam values are available and reliable at the transmitter. This assumes a reverse channel with
modest capacity. Experiments in [1,2] show that the entropy of the values over the aeronautical
channel is below 1 bit per frame and hence a simple low bandwidth delta coding scheme would
suffice. Second, the value of the Mtarget bits for each frame is required to be known at the receiver
in order to demodulate the data. A delta coding scheme might also be devised in this case. The
Mtarget values could readily be constrained to follow this coded value with little change in overall
performance. It is noted that given knowledge of the Mqam values, and given the value of the
Mtarget number of bits, the allocation of bits to tones is predetermined.
RESULTS
Experimental results were achieved by taking experimental results for the AOFDM operation on
the Cruise channel from earlier work [1,2]. This gave us a measure of the largest Mqam value for
each tone over the 1000 frames in this experiment. We added Poisson pdf based Monte Carlo data
simulation as a source for data demand. We then proceeded to adaptively control the modulation
(Mqam) of the OFDM to jointly manage the buffer (delay) and use the lowest possible Mqam and
the associated minimum Eb/No for each tone. The results of this experiment are shown in Figure 5.
The first quadrant shows the data demand for each frame of traffic for 100 frames in the 500-600
range of the 1000 frames. This data reflects our Monte Carlo Simulation based on a Poisson pfd.
Clockwise, the 2nd quadrant shows the buffer size (queue) for each of the 1000 frame intervals of
the experiment. Note that the experiment was initiated at 15,000 bits, well above the MaxD 700
level determined to be the maximum allowed buffer size. The queue is reduced at each stage as the
maximum rates are used to transmit these bits until the queue is below threshold. Subsequently the
queue is managed to support the incoming data and operate at reduced Eb/No. Clockwise, the 4 th
quadrant shows the average Eb/No per OFDM tone for each of the 1000 frames of the experiment.
As can be seen the system operates at the maximum average Eb/No of ~12.5 while the queue is
above the MaxD, and operates well below that level for most of the subsequent frames. Clockwise,
the 3rd quadrant shows the number of bits/frame transmitted for the 100 frames in the 500-600
interval of the 1000 frames of data.
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Figure 5 Experimental Results for 1000 Frames of AOFDM with Minimum Eb/No

CONCLUSION
This paper demonstrates a novel scheme to support reduced energy operation over pseudostationary channels as are seen in airborne telemetry. This scheme uses an AOFDM modulation
scheme with an adaptive controller to reduce the symbol rate per tone and thereby reduce the
Energy per bit. Experiment results draws on previous work and demonstrates that the average
energy per bit transmitted can be reduce to near the minimum theoretical bound subject to the
Eb/No of the channel and the queueing delay of the system.
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Abstract:
In this paper, two major attractive effective reduction strategies, the tone cancellation
and clipping technique, we propose to combined to reduce peak-to-average (PAPR) in
OFDM. We propose that tone cancellation and clipping technique for reducing the PAPR,
PTS performs better than other conventional methods. We review prior work from
[11,12] with analytical results showing that the proposed schemes can achieve significant
reduction in computational complexity while keeping good PAPR reduction. Results of
simulations show almost the same PAPR reduction performance as compared with the
genetic algorithm-based TR method which has been known to have the best performance
and obtains using the tone cancellation through clipping technique for reducing the PAPR.
This motivates us to combine these two methods as they address independent features and
we can expect a combined method would be better that either one.
Keywords: Tone Cancellation, Clipping Technique, Peak to Average Power Ratio, OFDM,
and System
INTRODUCTION
Orthogonal frequency division multiplexing (OFDM) is a powerful modulation technique that
support advances in Wireless LANs and 5G Cellular. Its basic principle is to split the high data
rate stream into lower data rate streams, which are used to modulate the available
orthogonal frequency sub-carriers, hence the name OFDM [1]. Due to its remarkable
performance under various channel circumstances, it has been used in numerous wireless
applications involving high-speed data transfer, such as terrestrial digital audio broadcasting
and digital video broadcasting. Due to its high performance under severe channel conditions,

robustness, flat fading characteristics, and bandwidth efficiency, it has also been employed in
wireless both in local and metropolitan area networks. However, some flaws in the OFDM
system's structure have been discovered. OFDM sensitivity to peak-to-average power ratio
(PAPR) of transmitted signals is one of these key issues, and certain techniques to decrease
PAPR in OFDM systems have been presented [2].
Many PAPR reduction approaches have been offered in the literature for an overview to
ameliorate this difficulty. Tone cancellation is a classic and widely used technique in which
no data is carried across the designated subcarriers [6,7,12]. A tone cancellation method
with many subcarriers set aside for PAPR reduction has been developed in [12]. The
additive signal on unused subcarriers produces no distortion to the

data-bearing

subcarriers because the subcarriers are orthogonal. Clipping is another straightforward
method of PAPR reduction as shown in [8]. Tone cancellation and clipping are both useful
methods for lowering the PAPR in OFDM systems.
OVERVIEW OF PAPR
Presence of large number of independently modulated sub-carriers in an OFDM system
the peak value of the system can be very high as compared to the average of the whole
system. Coherent addition of N signals of same phase produces a peak which is up to N
times the average signal [8]. PAPR is a widely used measure to evaluate this variation of
the output envelope. PAPR is an important factor in the design of both high power amplifier
(PA) and digital-to- analog (D/A) converter, for generating error-free (minimum errors)
transmitted OFDM symbols. PAPR is defined as:

The PAPR of the transmitted signal is expressed as [10],

(1)
Where, Pav is the average power of and it can be computed in the frequency domain because
Inverse Fast Fourier Transform (IFFT) is a (scaled) unitary transformation.
Motivation of Reducing PAPR
OFDM also suffers from high peak to average power ratio (PAPR) because it is inherently
made up of so many subcarriers [7]. The subcarriers are added constructively to form large

peaks. High peak power requires High Power Amplifiers (HPA), A/D and D/A converters.
Most radio systems employ the HPA in the transmitter to obtain sufficient transmission
power. For the proposed of achieving the maximum output power efficiency, the HPA is
usually operated at or near the saturation region [6].
Power efficiency is very necessary in wireless communication as it provides adequate area
coverage, saves power consumption and allows small size terminals etc. It is therefore
important to aim at a power efficient operation of the non-linear HPA with low back-off values
and try to provide possible solutions to the interference problem brought about.
Furthermore, the non-linear characteristic of the HPA is very responsive to the variation in
signal amplitudes. The variation of OFDM signal amplitudes is very broad with high PAPR.
Therefore, HPA will introduce inter-modulation between the different subcarriers and intraduce additional interference into the systems due to high PAPR of OFDM signals. This
additional interference leads to an increase in BER. In order to lessen the signal distortion and
keep a low BER, it requires a linear amplifier region with a large dynamic range. However,
this linear amplifier has poor power efficiency and is expensive.
Therefore, a superior solution is to try to prevent the occurrence of such inefficiency by
reducing the PAPR of the transmitted signal with some manipulations of the OFDM signal
itself [6]. In addition, OFDM signals show a Gaussian distribution for large number of
subcarriers, which means the maximum peak signal quite rarely occurs. If clipped, it will
introduce in-band distortion and out- of-band radiation (adjacent channel interference) in to
the communication systems. Therefore, the best answer is to reduce the PAPR before OFDM
signals are transmitted into nonlinear HPA and DAC.
MINIMIZING PAPR USING THE COMBINATION OF TONE CANCELLATION AND CLIPPING
One of the simplest methods for PAPR reduction in an OFDM system is amplitude tone
cancellation and clipping. Our tone cancellation method is described in [12]. In the Clipping
method an amplitude threshold value is fixed to restrict the peak envelope of the input
signal with a good example shown in [8]. A simple model for clipping is shown below.

Figure 1: Clipping Function

The clipping ratio (CR) is defined as,

(4)
Where, A is the amplitude and 𝜎𝜎 is the root mean squared value of the unclipped OFDM
signal. The clipping function is performed in digital time domain, before the D/A conversion
and the process is described by the following expression,

(5)
Where, Xck is the clipped signal, Xk is the original transmitted signal, A is the amplitude and φ
is the phase of the transmitted signal k

PROPOSED TONE CANCELLATION AND CLIPPING SCHEME
The design is showing a new scheme for tone cancellation and clipping method where data
is transferred through OFDM in a compliment plot of multiple carriers of tone cancellation
and peak clipping method shown below.

Figure 2: Combined Tone Cancellation and Peak Clipping

The Tone Cancellation method is described in [12]. The clipping method is adapted from [11]
which is summarized below.
Clipped signal will pass through the high pass filter (HPF). This proposed scheme shown in
Figure 3 produces PAPR reduction using clipping, where L is the oversampling factor and N
is the number of subcarriers. The input of the IFFT block is the interpolated signal

introducing N(L −1) zeros (also, known as zero padding) in the middle of the original signal is
expressed as;

(6)
In this system, the L-times oversampled discrete-time signal is generated as,

(7)
and is then modulated with carrier frequency fc to yield a passband signal xp[m].

Figure 3: Block Diagram of Proposed Tone Cancellation & Clipping Scheme. from[11]
DESIGN AND SIMULATION PARAMETERS
From [11], this simulation, a linear-phase FIR clipping using the Parks-McClellan algorithm
is used in the composed clipping [4]. Existing method [6] uses the band pass both method
is based on using this special type of high pass clipping in the composed tone cancellation
and clipping method, significant improvement is observed in the case of PAPR
reduction. The Parks-McClellan algorithm uses the Remez exchange algorithm and
Chebyshev approximation theory to design clipping with an optimal fit between the
desired and actual frequency responses. Table 1 shows the values of parameters used
in the QPSK & QAM system for analyzing the performance of clipping and filtering
technique. We have simulated the both scheme in the same parameters at first. The
imulation results show the significant improvement occurs in PAPR reduction for
proposed method.

Table 1. Parameters Used for Simulation of Tone Cancellation and Clipping Method [from 9,11].
PARAMETERS

VALUE

Bandwidth (BW)

1 MHz

Over sampling factor (L)

8

Sampling frequency, fs = BW*L

8 MHz

Carrier frequency, fc

2 MHz

FFT Size / No. of Subscribers (N)

128

CP / GI size

32

Modulation Format

QPSK / QAM

Tone Cancelling Ratio (TCR)

0.8, 1.0, 1.2, 1.4, 1.6

Simulation Results for PAPR Reduction
The simulation is performed for different TCR values and compare with an existing method
(Yong Soo et.al.) [9]. At first, we simulate the PAPR distribution for TCR values =0.8, 1.0, 1.2,
1.4, 1.6 with QPSK modulation and N=128. Then, we simulate with QAM modulation and
N=128 and compare different situations.
Simulation Results: (QAM and N=128)
The simulation results from [11] for QAM modulation and N = 128 subscribers are now
displayed. Figure 6 illustrates the PAPR distribution for various CR values using the current
approach (a). The untoned signal value for CCDF = 10-1 is 13.62 dB, and other values for
various TCR are listed intable 3. Simulation demonstrates that the proposed strategy results
in a significant reduction of PAPR. Different TCR values are shown in Figure 6(b). The untoned
signal value at CCDF =10- 1 is 8.64 dB, and other values for various TCR are listed in Table 3.

(a) Existing Method

(b)

Proposed

Method

Figure 6. PAPR Distribution for CR=0.8,1.0,1.2,1.4,1.6 [QAM and N=128] from [11]

Table 3 compares the PAPR distribution values for the proposed approach versus the present
method for various TCR values. Table 3 makes it abundantly evident that the new method
greatly lowers PAPR compared to the previous analysis for QAM and N=128. Therefore, the
suggested approach effectively handles QPSK and QAM.
Simulation Results for BER Performance
Figure 6 shows the BER performance when clipping and clipped techniques are used. It can
be seen from these figures that the BER performance becomes worse as the TCR decreases.
That means, for low value of CR, the BER is more.
Simulation Results: (QAM and N=128)
First, the data from Table 1 are used to mimic the existing approach for QAM and N=128. The
resulting graph is displayed in Figure 8. (a). Now, simulation for the suggested technique is
run using the same parameters as in figure 8(b), and it is shown that for the same value of CR,
BER increases in comparison to the present method.

(a) Existing Method

(b) Proposed Method

Figure 8. BER Performance [QAM and N=128] from [11]
From figure 8 observed that BER performance is worse in proposed method than existing
method for different value of TCR. The measured BER value at 6 dB point is tabulated in table
5. BER performance is measured and compared in both the table 4 (QPSK) & table 5(QAM)
which shows different TCR value for both existing and proposed method in case of same
parameter value. For large number of subscribers (N>128), it is found that existing method
does not work properly. The projected proposed method works well and table 4 observed the
TCR value, the difference magnitude between existing and proposed method in QPSK. These

BER degradations are acceptable as these are very low values. From table 5 observed that the
TCR value, the difference magnitude between existing and proposed method in QAM. These
BER degradations are acceptable as these are very low values.
CONCLUSION
In this paper a new scheme of amplitude tone cancellation and clipping based PAPR reduction
is proposed. Results from [11] for passband clipping shows that significant results are
achieved with is method where PAPR is significantly reduced and the BER is increased
marginally. We expect that the addition of Tone Cancellation will make this better. The
integration of this method with Tone Cancellation with Clipping was not completed in time
for this publication, but will be available at the conference.
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ABSTRACT
There is an ever-increasing demand for more data to be captured during flight test applications, placing
more demand on the limited bandwidth available for PCM data transmission. Some strategies can help,
such as performing analysis on the platform itself. For example, by performing Fast Fourier Transform
(FFT) analysis in the air and sending just the results down over PCM in real-time, the PCM bandwidth
usage can be optimized, saving the users time and reducing the overall cost of ownership.
This paper discusses data analysis methods, specifically FFT analysis on accelerometer data in real-time
during flight, that can be used without additional flight test instrumentation hardware onboard the
aircraft.
Keywords: Big Data, real-time data analyses, Data Reduction, Bandwidth Optimisation
INTRODUCTION
During flight test applications, it is critical to understand and quantify the vibration frequencies
experienced by the airframe during an actual flight. The vibration data is compared to flight qualification
random vibration test standards and are typically substantially lower than the random vibration test
curves.
Traditionally, the vibration measurements are taken using ICP type accelerometers positioned on the
aircraft's control surfaces, sampled at a high rate, and transmitted to the ground over PCM for real-time
FFT processing. However, as many FTI engineers will attest, PCM is not impervious to drop-outs and
interference, and high sample rate accelerometer measurements can take up huge amounts of the
available PCM bandwidth.
There has been a trend to attempt to move the analysis to onboard the aircraft and send only the FFT
results over the PCM stream. This should speed up the data analysis and free up the PCM bandwidth for
other data, thereby reducing the number of flights required for the test campaign and the program's
overall cost. This approach, up to now, has required separate data analysis computers to be onboard the
aircraft, increasing the complexity and size of the FTI installation.
This paper discusses some of the issues, challenges and trade-offs that must be made when considering
performing FFT analysis in real-time onboard the aircraft. It proposes an approach where data
acquisition units conduct the FFT analysis in real-time, and both the raw data and FFT results are
available to the user, with the raw data recorded onboard and the FFT results sent over PCM,
highlighting the bandwidth savings that are possible.
2. Considerations for Measuring Vibration in Flight Test
One of the first steps when measuring vibration is to calculate the expected vibration frequency range of
the control surface under test during all stages of flight and then ensure your sensor has the bandwidth to
measure the expected vibration.
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Following that, data acquisition units must be selected that meet the required bandwidth, taking into
account the filtering applied by the data acquisition modules to ensure all the signal frequencies are
captured. Then, as part of the full FTI system architecture, especially the telemetry bandwidth available
on the test range, a PCM frame structure is selected that allows sampling of all the required data sources
at the required rates. This PCM frame structure usually defines the limits of available sampling rates for
the accelerometer channels.
3. FFT Analysis, the Balancing Act
There are multiple factors to consider and trade-offs to be made when performing FFT analysis; these
will be discussed in detail below:
For this discussion, we will consider the example of the NASA F-15B/ Flight Test fixture II Test Bed.
On this airframe, the power spectral density (PSD) of accelerometer flight data was required to be
analyzed to quantify the in-flight vibration environment from a frequency of 15 Hz to 1,325 Hz1.
3.1 Channel Sample Rate and Filter Cut-off
To meet the above bandwidth requirements, the accelerometer modules in the data acquisition units must
have a bandwidth available greater than 1325 Hz after filtering is applied. Considering this, sampling at
8,192 Hz with FC set to FS/4 gives us a bandwidth of 2,048 Hz, easily meeting the bandwidth
requirements of the program.
3.2 Max detectable FFT Frequency
FFT maths tells us that the maximum detectable frequency in an FFT analysis is driven by the number of
FFT points or BINs and the resolution of the FFT. The number of FFT points or BINs of intestest is half
the FFT block size due to the Nyquist theorem:
# FFT BINs = No of FFT Samples / 2
The resolution of the FFT points is driven by the sample rate of the raw samples and the number of FFT
samples:
FFT Resolution = Sample Rate / # FFT Samples
The Maximum detectable FFT frequency is the frequency contained in the final FFT BIN of your FFT
analysis. It is important to ensure that the number of FFT samples and the sample rate of the channels
results in a Maximum detectable FFT frequency that is greater than the expected frequency range
required to be analyzed.
Relating this back to the NASA F-15B example:
For a sample rate of 4,986 Hz and an FFT block size of 16,384, there would be 8,192 frequency BINs,
and the maximum detectable frequency would be 2,047.75 Hz.
For a sample rate of 8,192 Hz and an FFT block size of 32,768, there would be 16,384 frequency BINs,
and the maximum detectable frequency would be 4,095.75 Hz.
3.3 Number of FFT Samples
Following on from the previous section, the number of FFT samples must be large enough to give both
the resolution required and cover the frequency range required.
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3.4 FFT Resolution
FFT resolution is a critical consideration; if the frequencies required to be analyzed are all close
together, the highest possible resolution is required; lower resolutions may be acceptable if spaced apart.
Relating this back to the NASA F-15B example:
An FFT Block size of 16,384 at a sample rate of 4,096 Hz will result in an FFT resolution of 0.25Hz.
Doubling the sample rate to 8,192 Hz decreases the resolution to 0.5 Hz.
3.5 Time to gather FFT Samples
Considering the sampling rate and the number of FFT samples required, the FFT results can only update
once the required number of samples have been gathered. Large FFT sample blocks at lower sample
rates can take considerable time to gather the samples. Higher sample rates obviously gather faster, but
at the trade-off of resolution.
Looking at all of the above and considering the NASA F-15B example:
• Sample rate of 8,192Hz, max required frequency 1,325Hz.
• An FFT block size of 8,192 samples will give us a resolution of 1Hz, and 4,096 FFT Points, with
a max detectable frequency of 4,095 Hz, and will take 1 second to gather the samples.
• Changing this to a block size of 16,384, improves the resolution to 0.5 Hz per BIN and will take
2 seconds to gather the data.
• Doubling the block size to 32K samples improves the resolution to 0.25 Hz per BIN, but will
take 4 seconds to gather the samples.
3.6 FFT Windowing Function
FFT transforms of a pure sinewave signal assumes that the data is one period of a periodic signal. For
the FFT, both the time domain and the frequency domain are circular topologies, so the two endpoints of
the time waveform are interpreted as though they were connected. When the measured signal is periodic
and an integer number of periods fill the acquisition time interval, the FFT turns out fine as it matches
this assumption. However, in reality, the measured signal is not an integer number of periods, not a pure
sinewave, and this introduces discontinuities in the signal that appear as spectrum leakage, visible in the
FFT results as magnitude spread both sides of the main peak.. These can be reduced by applying
"windowing" functions to the FFT analysis.
Many windowing functions are available in FFT analysis, but Hann and rectangular windows are most
common.
Hann windows are better for detecting frequencies that are closer together, where higher spectral
resolution is required. Rectangular windows are better where the amplitude accuracy is the important
factor.

ITC 2022

Figure 1: Rectangular vs Hann Window2
3.7 FFT Frequency Spread
Typically, vibration signals are not pure sinewave signals, where all the signal's power is concentrated
into a single frequency point in the spectrum. It is more common that the true power of a specific
frequency is spread across a number of points, all close together.
To this end, reading the power at a single frequency BIN may not accurately reflect the power seen. It
may be more beneficial to read the power across several sequential BINs and average the reading across
those points.
Breaking the FFT results into clusters or groups and calculating the power seen on that group can give a
more accurate result, provided that the members of said group are close together. Groups of 3 or 4 give
good average power readings.

Figure 2: Cluster Sizes
3.8 Challenges of Designing in FFT analysis into Data Acquisition Modules
As stated at the outset of this paper, we will discuss an approach whereby the FFT analysis is done as
part of the normal data acquisition, not in a separate box on board the aircraft. To that end, some of the
challenges in achieving this are discussed below.
3.8.1 Raw Sample Storage / Buffering
ICP modules typically sample at high rates. Balancing this alongside channel density can be a challenge.
For multiple channels at high rates, large buffers are required to store the data prior to processing; not
only that, but the buffer also needs to store the next set of samples while the 1st set is being processed.
3.8.2 DC Offset Removal
One of the highest frequency components of any signal is a zero frequency component of a DC signal.
This can have the undesirable effect of making it look like the largest frequency component is 0 Hz,
washing out the actual frequencies of interest. Correcting this can be done by either applying a high pass
filter to the signal or subtracting the mean from the original signal. However, applying a high pass filter
increases filter delay; therefore, subtracting the mean is better.
3.8.3 Timestamping of the FFT Blocks
It can often be critical to know when the block of interest started and ended to correlate the FFT results
back to the raw data. To this end, the timestamp at the start of the block must be tracked and available to
the user.
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3.8.4 FFT Windowing & Processing
The windowing function must be applied to the raw buffered FFT samples before passing them to the
FFT IP for FFT processing.
The FFT processing itself must be balanced against the time taken to process multiple channels as the
buffering requirements of storing the data while the FFT is being processed.
The cluster size selected must also be applied to the results to calculate a siding average of the power
seen at each frequency BIN.
3.8.5 Power Consumption
All of the above can increase power consumption and, therefore, the overall temperature of the data
acquisition unit. Care must be taken to ensure the processing time and data buffering is not so high that
larger buffers are required and, therefore, excessive power is used.
3.9 How to Present the Results to the User
As can be deduced from the above, running an FFT creates a massive amount of possible data results
that may be of interest to the user. An FFT block size of 32,768 results in 16,384 frequency
measurements with 16,384 corresponding RMS Voltage measurements, per channel.
From the point of view of PCM bandwidth saving, presenting all 16K frequency and 16K corresponding
power measurements per channel would easily defeat the purpose of saving space in your PCM frame.
To this end, there are two possible approaches discussed here:
3.9.1 Peak Detect
Based on the idea that the user wants to know the most significant frequencies being seen in the FFT, the
results, after DC offset removal, can be sorted into a list ordered by most significant power first and then
offered as a fixed list of frequency and power pairs. Typically, the top 32 frequency and power pair
results will cover most of the required data as after that, the powers seen are so low those frequency
components are insignificant.
3.9.1 User Defined Frequencies of Interest
Based on the idea that the user knows which specific frequencies they expect to see in the results, the
ability to define a set of user-defined frequencies of interest (FOI) and only get the RMS voltages seen at
those specific points is sufficient.
4. PCM Bandwidth Saving Examples
At this point, we have discussed the challenges and trade-offs that must be made when considering
performing an FFT in real-time during flight test; now we will highlight the potential bandwidth savings
in real-time telemetry that is possible by taking such an approach, whereby, instead of flooding the entire
PCM bandwidth with the raw samples, the FFT results are transmitted instead.
Taking an extreme example, based on the IRIG-106 Chapter 4 PCM rules.3
IRIG-106 2020, Chapter 4 Section 4.3.2 a.1 allows for 16,384 bits per minor frame (Class II), and
section b.1 allows for a max of 256 minor frames per major frame.
At 16 bits per word, this gives us a major frame that is 1,024 words wide and 256 minor frames deep.
In such a frame, after accounting for Sync words and Subframe ID there would be 261,376 sample
locations in the PCM frame
Sampling 16-bit ICP channels into such a frame at 8,192 Hz, in keeping with the NASA F-15B example
above, each channel would require 1,024 PCM sample locations, assuming an 8 Hz major frame rate.
This allows us to have 253 ICP channels, each with 4:1 commutation.
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This would take up 99.12% of the available PCM bandwidth for 253 ICP channels.
Now, using an FFT block size of 32K and a sample rate of 8,192 Hz and in peak detect mode, using the
top 32 frequency and power pairs, that is 64 parameters per channel, each updating at 8 Hz rate, we
would have a resolution of 0.25 Hz and only require 16,192 of the available sample locations in that
frame for the same 253 channels, that is a total bandwidth usage of 6.19%, a 92.93% saving.
Switching this to user defined frequencies, and defining 8 specific FOI, and just transmitting 8 RMS
voltage readings per channel, we would require only 0.77% of the available PCM sample locations.
Under a more realistic example, 12 ICP channels sampled at 8,192Hz inside a 100-word wide minor
frame with 256 minor frames per 16 Hz major frame takes up 12.18% of the available PCM frame.

Figure 3: 12 ICP Channels Sampled Raw at 8192Hz
Changing that to just the top 32 FFT frequencies and respective powers per channel takes up only 1.52%
of the available PCM space.

Figure 4: 12 ICP FFT Results Only

5. Conclusions
This paper has discussed the increasing demand for more data in flight test applications and the
associated problems for transmission? bandwidth. It has been shown that by conducting FFT analysis in
real-time in the relevant data acquisition modules, significant bandwidth savings can be achieved.
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ABSTRACT
The rapid rise in usage of mobile devices have not shown any signs of flattening or slowing
down. Some efforts in the standardization bodies are underway to define new ways to boost data
rate, network capacity and lower the latency by enhancing existing 4G technologies and by
incorporating new technologies in 5G. Since lower spectrum has fewer resources, the LTE of
unlicensed spectrum LTE-U is being proposed to extend LTE to unlicensed spectrum. Streaming
data traffic for licensed spectrum on LTE-U can improve the performance of the system
significantly. In this paper LTE-U deployment by the LAA is implemented using the LBT
mechanism on a flexible SDR testbed
INTRODUCTION
This paper describes efforts to exploit unlicensed spectrum to optimize cellular networks.
Unlicensed spectrum, specifically in the 5 GHz band, can be tapped through existing
technologies (Wi-Fi) or through modification of current cellular networks directly into PHY and
MAC layer. Due to this latter approach, cellular and Wi-Fi ecosystems disagree about how it will

affect existing and future Wi-Fi networks. For the best understanding of performance trade-offs
in disruptive technologies, prototyping should take place using a realistic testbed [1]. Hence,
neutral modifiable prototyping platforms that enable engineers and researchers to evaluate and
compare performance trade-offs of such algorithms in realistic environments are valuable. The
best way to understand the performance trade-offs in disruptive technologies is by prototyping
on a realistic testbed [2]. Researchers and engineers should be able to evaluate and compare
performance trade-offs in realistic settings by means of modifiable prototyping platforms [3].
This paper describes such a testbed platform based on National Instruments (NI) software
defined radios (SDR) USRP RIO hardware and NI LabVIEW Communications System Design
Suite located at the University of Texas at El Paso (UTEP), El Paso [4].
A testbed is an essential tool in the development of new technologies and systems [5]. They
facilitate rapid prototyping and testing of research results and help to interact with students to
provide a valuable learning experience. Although 4G/LTE services are now readily available,
LTE research and education have yet to reach saturation [6]. This research is driving innovation
in 4G cellular technology into new spectrum areas and applications towards 5G. This testbed is
developed to enable research on LTE evolution as well as rapid prototyping and testing of new
protocol features, a controlled RF environment with custom-tailored channel conditions, and
support for other co-existing communication formats.
The rest of the paper is organized as follows. Section II starts with an overview of the university
testbed in use to support the cellular networks research and education to take advantage of
unlicensed bands. This section offers a detailed overview of the design of the testbed for two
major approaches under discussion in the wireless communications ecosystem: long term
evolution unlicensed (LTE-U) and licensed assisted access (LAA) [1]. It further describes how
the NI LabVIEW Communications System Design Suite and the included 802.11/LTE
Application Frameworks to create a prototyping platform for this use case [7], [8]. In Section III,
a selection of results obtained using the platform concerning the performance of LTE-U and its
impact on Wi-Fi are discussed. The testbed data for LTE-U is used to create a database for
deeper analysis. This database consists of parameters like signal power, signal frequency,
bandwidth, and time stamps. Power spectral density (PSD), spectrogram, and throughput results
are derived from the database.
BACKGROUND ON LTE/WI-FI COEXISTENCE
Many universities and research centers have their own LTE testbeds in support of specific
research objectives. An exhaustive list of popular university LTE testbeds can be found here [9].
Most of them are standalone installations at a single location or spread across multiple locations.
Unlicensed spectrum is already being exploited by cellular network providers through
opportunistic offloading of traffic to Wi-Fi networks, especially in public hotspots [10]. 3GPP's
LTE/Wi-Fi aggregation (LWA) work item implemented in Release-13 of the LTE standard
allows aggregation of LTE and Wi-Fi at the Packet Data Convergence Protocol (PDCP) layer. In
both cases, unlicensed Wi-Fi air interfaces are used. In the sections following, we explore
unlicensed LTE-based air interface technologies. The ISM bands are the most common choice
for testbeds to operate due to ease of licensing and interoperability with other systems. Some

testbeds use open-source software, such as GNU Radio, while others use closed-source software,
such as LabVIEW and MATLAB. Figure 1 shows the UTEP SDR testbed physical setup.

Figure 1 UTEP SDR testbed.

LTE-U
LTE-U uses the unlicensed band as a secondary cell in LTE carrier aggregation, while the
licensed bands serve as primary cells. Under the current specification, the unlicensed band is
used only for downlink traffic (DL). Uplink (UL) capability will also be supported in the future.
Figure 2 shows how LTE-U takes advantage of a duty cycled version of LTE waves to access the
unlicensed spectrum. This will enable better coexistence between LTE-U networks and wireless
networks. The LTE-U access point (AP) actively receives Wi-Fi and other LTE-U transmissions
to identify the network usage patterns. Receiving Wi-Fi transmission implies that it can
determine the channel type (primary/secondary), packet type, and packet length, among other
attributes.
By using this information, dynamic channel selection and adaptive duty cycling can be achieved.
A carrier sense adaptive transmission (CSAT) algorithm is utilized by LTE-U to calculate the
duty cycle and adjust it [1]. TON and TOFF values could be adjusted by changing them
appropriately or by skipping some TON periods periodically resulting in longer TOFF periods.
Duty-cycle resolution is based on LTE subframe (1ms) boundaries.

Figure 2 LTE-U waveform duty cycle.1
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https://www.ni.com/en-us/innovations/white-papers/16/real-time-lte-wi-fi-coexistence-testbed.html

Researchers have shown that LTE-U networks do not significantly degrade Wi-Fi network
performance. There has been evidence that LTE-U deployment does not significantly impair WiFi network performance [11]. Regulatory regimes in Europe, for example, require LBT in
unlicensed bands, so LTE-U cannot be deployed in these regions. LAA is a global technology
that differs from LTE-U in that it is designed for worldwide operations, since it incorporates
LBT. Since LTE-U has a controversial nature, regulators such as the FCC in the US, where LTEU can be deployed without LBT, are reviewing input from the ecosystem and determining
whether further regulation is necessary [12].
There are various options under consideration, with the most popular being a Wi-Fi-like system
with an initial deferral period and exponential back-off. An example of a waveform using the
LBT procedure is shown in Figure 3 where the operator senses channel and obtains transmission
opportunities for up to ten LTE frames.

Figure 3 LAA LBT Waveform.1

Wi-Fi service providers are favoring LAA over LTE-U as it allows them to participate in the
open standards development process with an expectation to achieve good coexistence
performance with the implementation of LBT. While LTE and other cellular standards have
operated in licensed spectrum where continuous transmission has been available, discontinuous
transmission adds a series of design challenges.
Application Framework
This LTE/Wi-Fi coexistence prototyping example is built on the 802.11 and LTE application
frameworks. The LabVIEW Communications LTE Application Framework [7] provides a
configurable real-time LTE application that includes both TDD and FDD support for PHY and
MAC layer IPs. LabVIEW Communications LTE Application Framework provides a real-time
physical layer LTE implementation that is open and modifiable. It conforms to a selected subset
of the 3GPP LTE Release 10 specification. Researchers can quickly get their prototypes running
on the LTE standard based on this compliance, concentrate on the aspects of the protocol that
need improvement, modify the designs, and compare them to the existing standard.
In LabVIEW Communications 802.11 Application Framework, a real-time orthogonal frequency
division multiplexing (OFDM) physical layer is provided with a lower medium access control
(MAC) layer aligned with IEEE 802.11 standard [13]. With this framework, wireless researchers
can quickly set up real-time prototyping setups to test their designs just like the LTE Application
Framework.

This paper assumes that the reader has a basic understanding of the LTE application framework
architecture and implementation, details are included in the getting started guides [7][8].
DESIGN METHODOLOGY
For the testbed, a simple setup is shown in Figure 4. It has one USRP RIO for LTE-U eNB and
UE, and a second USRP RIO dedicated to Wi-Fi/802.11, although a commercial Wi-Fi router
could be used as well. A third USRP RIO was assigned as a spectrum analyzer to capture the
data from the LTE/Wi-Fi coexistence testing, which contributed to the creation of the database.

Figure 4 LTE/Wi-Fi coexistance experiment setup.

Table 1 shows the list of SDRs utilized in the testbed with their specifications. All the USRP
device supports 6GHz sub bands with bandwidths from 40-160 MHz. The testbed allows rapid
prototyping for radio frequency testing and evaluation. A standalone high end commercial
spectrum analyzer is incorporated into the testbed to detect radio users in the spectrum, both
licensed and unlicensed.

Table 1 List of testbed equipment.

Equipment
Host
LTE-U eNB and UE
Wi-Fi
Spectrum Analyzer
PCI Switch
Standalone Spectrum Analyzer

Model
Windows PC with LabVIEW LTE &
802.11 Application Framework
NI USRP 2954 160 MHz
NI USRP 2944 160 MHz
NI USRP 2943 40 MHz
NI CPS-8910
FieldFox N9917

RESULTS
Power Spectral Density
LTE-U and Wi-Fi signals were transmitted with center frequency 2.437 GHz and span of 20
MHz. Data from the SDR testbed were processed to generate PSD and spectrogram plots as
shown in Figure 5 and Figure 7 using MATLAB to see the behavior of LTE-U and Wi-Fi signal
over time. The SDR platform in the laboratory provides the flexibility to generate and observe
the behavior of different spectrum users.

Figure 5 PSD of LTE/Wi-Fi coexistance.

When LTE-U and Wi-Fi signals are superimposed in the same plot, they can hardly be
differentiated from one another as seen in Figure 6. The Wi-Fi signal is only present when there
is a packet transmission, otherwise the PSD is flat line representing the reference or noise level.

Figure 6 Superimposed PSD of LTE-U and Wi-Fi.

Spectrogram Analysis
LTE transmission was observed over time and the spectrogram resulted in a bright and solid bar
as expected. Wi-Fi signal was transmitted with the same parameters as the LTE signal. The WiFi transmission over time depicted faded and intermittent color bar as expected.

Figure 7 Spectrograms of LTE/Wi-Fi coexistence testbed data.

Throughput Analysis
Here is a comparison of the different LTE-U and Wi-Fi scenarios for throughput measurement in
Figure 8. The LTE operated in TDD mode with MCS 28 in the unlicensed spectrum for optimal
throughput. Although higher LTE throughput is possible with FDD, but that results in significant
interference to the Wi-Fi channel. The Wi-Fi throughput significantly decreases when LTE
operates with FDD. When the LTE-U and Wi-Fi are coexisting, the throughput drops about 13
Mbps for LTE-U and 3 Mbps for Wi-Fi. LTE and Wi-Fi coexistence depicts the throughput
achieved when the LBT is implemented with LTE-U LAA.

Figure 8 Throughput measurement in different scenarios.

CONCLUSION
Due to the nature of the LTE-U and Wi-Fi signal, only the PSD is not sufficient to confirm their
presence, a spectrogram can easily detect and differentiate between LTE-U and Wi-Fi signal
transmission. LTE uses more aggressive modulation and higher power compared to Wi-Fi signal.
Data from spectrogram can be utilized to assist in the process of signal classification for dynamic
spectrum access [14]. Wi-Fi as primary user has the priority to use the 2.4 & 5.8 GHz unlicensed
bands, LTE-U signal as secondary user can utilize these bands whenever they are not occupied
using the LBT implemented on LAA.
The NI 802.11 and LTE application frameworks have been utilized to build a platform which
addresses the need for a neutral platform to handle research related to coexistence between LTE
and Wi-Fi. This testbed can be used to test any such methods, whether those that have already
been proposed or those that are envisioned in the future.
The discontinuous transmission protocol allows support of both LAA and LTE-U. Taking
advantage of the flexibility of this feature, we can easily plug in new algorithms for control of
the duty cycle of LTE-U. Discontinuous transmission together with the configurable LBT

provides the backbone for the LAA channel access framework. This framework can be used in
real-world experiments to test the scalability of the approach and future research. Preliminary
results have proven that the testbed and the tools are ready for LTE-U as well as LAA.
With the prototype's high degree of configurability, namely the configurability of the duty cycle
in LTE-U and the TXOP in LAA, a wide range of experiments can be carried out to understand
how coexistence works, allowing for better optimization of parameters according to different
scenarios. Using the prototype's high level of configuration flexibility, including the duty cycle
in LTE-U and the TXOP in LAA, a wide range of experiments can be conducted to understand
how coexistence works, contributing to a better optimization of parameters in various scenarios.
With NI's open architecture, it is easy to amend or extend to more complex coexistence schemes.
A ready-to-use solution is presented for LTE/Wi-Fi coexistence prototyping, based on the NI
802.11 and LTE application frameworks that enables developers to run a neutral solution within
the testbed, to identify the best operating points for use cases and scenarios specific to
deployment. Multiple eNBs supporting LTE-U will be incorporated into the testbed to run
further performance tests of LAA LBT and other LTE-U coexistence methods [11]. Commercial
5G gNBs are also in the process of being installed into the testbed, which will be operational
very soon. Furthermore, the testbed would also incorporate algorithms to track incoming signals,
such as MUSIC algorithm, in an attempt to improve bandwidth resource allocation for better
coexistence between frequency bands [15][16]. This will greatly enhance the testing capabilities
of UTEP testbed and provide a platform for ongoing research in spectrum management for better
interference handling and reliability.
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ABSTRACT
We describe an advanced architecture supporting fast decisions by using multi-variate time series
analytic techniques on voluminous datasets that were previously inaccessible. The system,
Advanced Multi-Variate Time Series Analytic Techniques (ATTENDS) automates data
ingestion, knowledge extraction, and Artificial Intelligence/Machine Learning (AI/ML)
algorithm configuration for anomaly detection, failure prediction, causal analysis, and diagnosis.
To enable reusability, ATTENDS presents a set of Application Programming Interfaces (API) to
support user configurability and remote invocation. The APIs implement state-of-the art AI/ML
algorithms for predictive maintenance, sensor component correlation for problem diagnosis, and
unsupervised learning of sensor measurement anomaly for support of automated testing and
evaluation. We will present two use cases including prediction of Remaining Useful Life (RUL)
of Turbofan [1] and sensor diagnosis and recommendation for maintenance actions, as well as
detection and quantification of target location error in an airborne platform.

1. Introduction
The Test Resources Management Center (TRMC) has determined that advanced analytical
processing of very large diverse data sets using high-performance computing are requirements
for successful operational testing of future Department of Defense (DoD) Warfighter systems.
One of the key challenges associated with test and evaluation (T&E) is that the data sets are
large, diverse, and are received at a high rate, making traditional human-in-the-loop analysis and
processing error-prone, time consuming and impractical. The goal of the ATTENDS (Advanced
Multi-Variate Time Series Analytic Techniques) system is to enable test analysts to make
better/faster decisions. This is accomplished by exploitation of previously inaccessible or
unusable data, thereby generating new information and gaining new insights to support
evaluation tasks. Instead of analyzing individual small chunks of data, the ATTENDS tools will
give the analyst a broad view across the system data and provide advanced AI/ML methods for
time series analysis, thus allowing the discovery of “unknown unknowns” and to uncover
hitherto hidden problems. Specifically, this paper will investigate AI/ML models and explain
how different model are suitable for certain test applications. We will illustrate the benefits of
ATTENDS by considering two use cases: 1) Prediction of Remaining Useful Life (RUL) in
Turbofans [1], and 2) Detection and analysis of Target Location Errors (TLE) in airborne
platforms. In both cases, we will also describe how to perform deeper analysis to investigate the
correlation of failures/anomalies with sensor measurements, thus providing guidance to further
maintenance and repair tasks.
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2. What are the Challenges
Building the next generation of operations support infrastructure that support high degree of
automation, data driven feature learning, and have predictive capabilities would require 3
communities of stakeholders to come together: user community, data scientists, and software
architects. Specifically, they will need to address several challenges. The following list identifies
the main challenges and how they are addressed by ATTENDS:
1. Processing large volume of data. The data source is multi-modal and multi-variate time
series data collected from flight recorders during execution of test and evaluation
missions. Due to the large volumes of data generated by test events, manual performance
analysis results in a significant amount of unmined data. The ATTENDS architecture
will use a workflow engine to automate and orchestrate the data processing flows and to
coordinate among data ingest, storage, training, execution of AI/ML algorithm, and
presentation of results to user.
2. Automation, minimal human intervention. Since the content and context of the data
vary depending on applications, ATTENDS uses a Knowledge Base Data Management
(KBDM) system to extract information from the meta data so that minimum human
intervention is needed.
3. Predictive maintenance. Modern solution commonly deploys top-notch embedded sensor
devices to monitor state of hardware to strive for faultless functionality. However, most
traditional operations still rely on reactive maintenance or scheduled maintenance. On the
other hand, predictive maintenance aims to uncover potential problems before they occur
and thereby significantly cut down equipment failure rate and downtime. AI/ML will be
instrumental in achieving goal of predictive maintenance. This is also a major goal of
ATTENDS.
4. Unsupervised learning for anomaly detection. This is an important topic for many test
applications as ground truth data is not always available. In AI/ML, there are many
techniques to deal with unsupervised learning such as Principal Component Analysis
(PCA), K-means clustering or K nearest neighbors (KNN), which are considered by
ATTENDES. In this paper we describe how ATTENDS uses AutoEncoder to detect
anomalies of multivariate time series due to its capability to discover complex patterns.
5. Deep dive Diagnosis In the context of predictive maintenance and planning, it is highly
desirable if there are associated diagnosis capability that comes with that the tool.
Problem diagnosis is historical one of the hardest problems and often requires
experienced maintenance personnel which are scarce and of high demand. ATTENDS
exploits AI/ML to extract structure and correlation of the input multivariate data. The
result is used to guide human operator to focus on the important parts of a data set instead
of the entire data set.
To address these challenges, the ATTENDS system is built with the following building
blocks: Fast data ingest, knowledge management, workflow for automation, AI/ML algorithm
training, and execution, API for support of reusability, User Interface for support of
maintenance, test and evaluation. The following sections describe how these building blocks are
implemented in ATTENDS and how they are orchestrated in two use cases.
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3. ATTENDS Approach
3.1 Architecture

Figure 1 ATTENDS Architecture

ATTENDS supports two principal modes of operations: (1) batch mode to enable fully
automated operations with minimal human intervention, as well as (2) query mode to allow users
capabilities for deep dive diagnosis. To allow the system to process large volumes of data, the
ATTENDS architecture provides a streamlined Workflow Manager, which schedules rapid Data
Ingestion from an external source, Pre-processing of data, the training of AI/ML models and the
use of the trained model by invoking the AI/ML API. The system supports workflows in batch
mode, which are fully automated and triggered when a file becomes available from some
external source and is ingested to the Data Store, and workflows in query mode, which are
invoked by a user through the GUI for deep dive diagnosis.
A key element of the architecture includes a Knowledge Base Data Management (KBDM)
system that provides capabilities for Knowledge Management, implemented in the form of
Directed Graphs. The Knowledge Base includes domain knowledge about the AI/ML algorithms,
the datasets and the analysis supported. The Workflow Manager, when needed, will retrieve
knowledge from the Knowledge Base for information about the AI/ML algorithms to be used, or
how a dataset needs to be pre-processed, as well as information from meta data to support
training the underlying Hierarchical Dirichlet Process Hidden Semi-Markov Model (HDPHSMM) or neural network models, such as Multi-Layer Perceptron (MLP) and Long-Short Time
Memory (LSTM) before they can be used for AI/ML applications.
The architecture recognizes the need for Data Augmentation since there is often a lack of
data for training models. ATTENDS provides capabilities to generate synthetic data using
AI/ML algorithms that enable the generation of synthetic data with the same characteristics as
the underlying sparse data. In addition, ATTENDS includes capabilities to use Physics based
models, which are also stored in the Knowledge Base, to augment data.
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The architecture supports AI/ML Algorithms/API for proactive maintenance by providing
capabilities for failure detection and prediction of RUL as well as capabilities for discovering
causality which will be used to assist analysts for problem diagnosis. The architecture includes a
variety of algorithms including anomaly detection with focus on unsupervised learning
capabilities, trending, and the recognition of patterns in a dataset. Each of the AI/ML algorithms
is trained and is invoked for use by the Workflows through the AI-ML API.
When an AI/ML algorithm completes the analysis, the results are provided to the User
through the Graphical User Interface (GUI). The GUI provides users a rich capability to
visualize the results as well as to perform further deep dive diagnosis on completed analysis. The
output of the system lets analysts visualize information at different levels of abstraction, and
obtain results for T&E in the form of prioritized lists or numerous graphical visualization forms
including time series plots, histograms, and heat-map displays, as well as singling out anomalies
in the data.

3.2 AI/ML – New Capabilities and Applications
The versatility and popularity of AI/ML algorithms have attracted many industry practitioners to
develop intelligent applications in diverse fields including robotics, self-driving automobiles,
medical diagnosis, weather forecast, recommender systems, and video/photo labeling, etc. The
collection of AI/ML applications in the last decade penetrates such diverse areas that innovation
in applications is only limited by the imagination of the researchers and application practitioners.
While there are many new capabilities users can exploit from AI/ML innovations, we will
focus on 3 main domains of application in this paper: 1) Predictive capability; 2) Diagnosis; 3)
Automated anomaly detection. Given enough historical data on the equipment failure and
corresponding sensor measurements, a trained AI/ML algorithm is effective in prediction of
failure time. Such capability will be extremely important in predictive maintenance, where
machines with high probability of failure are isolated for maintenance and repair effort. To
further assist the maintenance effort, sophisticated AI/ML algorithms can be used to perform
deep analysis by learning the internal states of the machines via the sensor data. Such
information will be valuable for diagnosis and prioritization of maintenance schedule or ordering
of repair parts.
In some applications, it is difficult to acquire ground truth failure data. Here is where AI/ML
unsupervised learning would be useful. This branch of AI/ML algorithm aims to learn the most
important components of the measurement data (e.g. sensor data of a flight mission) and remove
other unnecessary components such as noise and anomalies. As the term unsupervised learning
suggests, the data does not need to be labelled as anomalous or normal. Such approach exploits
the low dimensionality of the sensor data and automatically identifies whether any of the sensor
data are anomalous.
In subsequent sections, we will describe each of the 3 techniques and give two example use
cases to illustrate how AI/ML is used to address them.

3.3 Re-usability
AI/ML Algorithms are implemented in ATTENDS with a corresponding API that can be used
for the invocation of any algorithm. The API for any algorithm specifies the input variables that
will be needed for the algorithm, as well as the output from the algorithm when applied for any
of the applications. The API also defines appropriate alerts that can be generated, when needed,
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as part of the output from the algorithm. The use of the API enables re-usability of the algorithms
since the API can be exposed over an external interface to enable remote invocation.
Figure 2 shows an example of the API for ATTENDS TLE Analysis. In this example, the
API provides access to the Auto-Encoder for TLE analysis. Two levels of users, the Casual User,
and the Advanced User are provided.
Casual User
Advanced User
Both users have capabilities for users
ATTENDS GUI
Swagger UI
coming in through the GUI to prepare
Control Panel
the data, train the Model, or invoke
Prepare Data
the algorithm to analyze the TLE
dataset, but advanced users can access
Advanced
Train Model
Autoencoder Settings
additional
capabilities
for
configuration and customization, as
Alert List + Plotting
TLE Detect
shown on the right side of Figure 2.
Displays
Implementation of the AI/ML API
is provided by a server built with a
Figure 2 AutoEncoder API
FastAPI Python package. It hides the
specificities of the details of the
AI/ML algorithm, standardizes the interactions with them, and allows other parts of the system to
access the algorithm remotely. It provides uniform access via HTTP/REST protocol, allowing
the workflow manager to coordinate the work of various modules, such as data preprocessing,
model training, analysis, and storage of results. When a request for a service (such as “build a
Neural Network with certain parameters”) is received from a Workflow Manager, the API,
stored in an interface server invokes the proper AI/ML application to fulfill that request, and
returns the results to the caller. The results are persisted in a common storage area and can be
used by other services without the need to transfer a huge amount of data.
•
•
•
•

•
•

data_uri/path
datset_config
test_or_train
ground_truth_labeling

neural network parameters
Input_window_size

•
•
•
•
•
•
•
•

job_id
data_uri/path
datset_config
test_or_train
input_window_size
standardization/normalization
shuffle
ground_truth_labeling

•
•
•

job_id
prepared_data_uri/path
neural network parameters

•
•
•
•
•

job_id
prepared_data_uri/path
model_uri/path
test_or_train
severity_threshold

3.4 User Interface
ATTENDS includes a
rich Graphical User
Interface that provides
a flexible display of
results
of
AI/ML
analysis. The same
interface can also be
used to provide status
of the workflow and
initiate new tasks. The
display
is
an
interactive tool for
Figure 3 Example GUI screen for RUL Analysis
users
to
navigate
through different levels
of the analysis and results, providing results and alerts to users who do not have much of a data
science background, while offering advanced capabilities to analysts with a data science
background to further explore the results.
Figure 3 provides an example of the GUI screen for the RUL Analysis. It includes a panel
on the left that can be used by users to initiate new analysis or to modify the parameters to use
for an analysis. The panel on the right provides the key results from RUL prediction using MLP.
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The GUI is implemented using the open-source dashboard and visualization tool Grafana. The
tool provides an effective way to view results of an AI/ML analysis, to visualize the results, to
perform queries and to obtain the results for the analysis. It includes a dashboard structure with
multiple panels that can be arranged as a grid for various elements to be viewed in a summary
form. The solution includes capabilities for users to customize the dashboard so that it can be set
up in an effective way to display results.

4. ATTENDS Use Cases
We describe two use cases which illustrate the benefits of AI/ML techniques in predictive
maintenance and unsupervised anomaly detection. The first case utilizes an open-source data set
from NASA on maintenance of Turbofan equipment and the second one applies to a simulated
dataset related to sensors measurements of airborne platforms during a test event. In the
following we describe how ATTENDS addresses these two use cases.
Multivariate
sensor data

RUL Prediction

Hidden State
Analysis

Sensor time series

TurboFan Inventory

Sensor
Correlation

Sensor
Alert list
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Figure 4 Predictive Maintenance

4.1. Predictive Maintenance
4.1.1. Description of NASA Turbofan problem
In the first case, we will use an example application that is based on simulated engine failure data
provided by NASA. Descriptions of the data can be found in [1]. The NASA Prognostics data
can be found here [2]. This data consists of sensor measurements from an engine’s lifecycle in
the form of 25 sensor values as multivariate time series. Each engine lifecycle time series is
characterized by nominal or healthy engine operation at the start until gradual failure at the end
of each lifecycle. As the engine approaches failure, deviations and anomalies begin to occur in
the data. In traditional reactive maintenance, equipment failure is dealt with after it happens,
which not only have high repair cost, but also increase down time of the service. Predictive
maintenance, on the other hand, predicts the onset of catastrophic failures, finds the root cause of
the problem, and initiates maintenance before equipment fails. ATTENDS’s solution to the
predictive maintenance problem is based on AI/ML technologies to predict and diagnose
potential root cause and allocate proper resource to fix the problem. Figure 4 shows the overall
approach. It involves 3 main AI/ML algorithms, namely Multi-Layer Perceptron for predicting
time to failure; Hidden Semi-Markov Model (HSMM) for learning key hidden states of the
system, and Sensor-State Interaction Matrix (SSIM) to find problematic sensors. The ATTENDS
solution automates data ingestion; feed data for training the AI/ML algorithms; and orchestrates
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the execution of the algorithms to present results to the maintenance personnel via an interactive
GUI. Details of the AI/ML procedure are described in the following.

4.1.2. Prediction of time-to-failure
Multilayer Perceptrons (MLPs) have been widely applied to prediction problems and serve as
baseline ML models to compare to state-of-the-art neural network structures. In particular, we
apply the MLP to RUL prediction for ATTENDS. This approach takes the set of input sensor
values over a local time window to predict the RUL of the turbofan engine. Simple neural
network models act as universal function approximators and can learn non-linear relationships
for both classification and prediction problems. This property of neural networks makes the MLP
a suitable baseline model for RUL prediction.

Figure 5 Prediction Accuracy

4.1.3.

For the NASA Turbofan Failure Dataset,
ground truth RUL values are provided for
each engine lifecycle. The NASA dataset
splits the data into a 50/50 training and
testing split. In the training data, the time
series ends at the point of failure while in the
testing data, the time series is cut off before
failure occurs. Even though test data is cut
off before failure occurs, ground truth RUL
values are still provided, which is used to
train the MLP. After training the MLP
model predicts RUL with a percent accuracy
greater than 70% with increasing accuracy as
the ground truth RUL is smaller (Figure 5).

Diagnosis function after failure prediction

The RUL prediction identifies those Turbofans that may fail soon. From a maintenance
perspective, it is helpful if the AI/ML system is able to provide indications to about sensor(s) are
more likely correlated to the imminent failure. Failure Detection is a diagnostic functionality in
the preventative maintenance application, where asset failures are detected in retrospect. The
HDP-HSMM is demonstrated on the NASA Turbofan Failure dataset, where 25 sensor readings
from engine lifecycles have terminated in a failure event or remained operational.
The HDP-HSMM belongs to the Hidden Markov family of models (HMM models). Model
states of HMM models transition due to time series dynamics exhibited throughout the
operational cycle. For the preventative maintenance application, they encode the probability of
observing a failure event through time. In Figure 6, 5 sensor readings are plotted. Background
colors of the plot correspond to one of three model states. The red plot underneath indicates the
model’s failure decision.
In Figure 6, sensor readings begin initially in a stable condition, colored as blue (periodic,
instantaneous lime-green states). When sensor readings enter a new phase, such as trending
together, the model transitions to a new, purple state. Throughout the engine dataset, engine
operations may terminate in this phase (purple), or operate into worse conditions where readings
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diverge (lime-green state). By analyzing failure
statistics attributed to each state, an analyst may
interpret different states in a sequence that
corresponds to worsened engine health.
Sensor-State Interaction Matrix (SSIM)
provides correlation relations between sensors of
the dataset and model states. Because engine
failure states are mapped to model states, the
SSIM identifies sensors most relevant to the
occurrence of engine failure. An analyst using
the preventative maintenance application can
thus focus the maintenance effort after analyzing
only the relevant sensors.
In the SSIM example, (i, j)-th entry of the
matrix (right) denotes the i-th sensor’s relevance
Figure 6 Example HDP-HSMM Output for
to the j-th model state (corresponding to an event
Engine Lifecycles
type). For the column indexed 2 in Figure 7,
sensor scores for the impulse event at time 75 to 115 are listed. The analyst observes sensors
indexed 13 and 12 have a higher interaction score with the impulse than 16 and 1, which can be
visually confirmed as the sensors containing the impulse structure. For the failure event at time
180-210, the column indexed 1 lists sensor interactions. The interaction scores reveal sensor 13
is most relevant to the failure event and suggests to the analyst where to focus the maintenance
effort.

Figure 7 Left: Example sensor readings with the model state annotation displayed horizontally. Right: the SSIM
where column indexed 2 correspond to the impulse event, and column indexed 1 correspond to the failure event.

4.2. Anomaly Detection
In the second use case, referred here as the Target Location Error (TLE) use case, we analyze
sensor data from multiple airplane platforms which measures locations for targets of interest. The
sensor data is expected to be correlated according to certain Physics laws, which are assumed to
be unknown for this analysis. Sensor data may contain noise as well as artificially injected errors.
Our objective is to detect the anomalies and identify the corresponding erroneous sensors.
Although ground truth data has been obtained for checking, we build an AI/ML system capable
of identifying erroneous sensors without the need to train with ground truth labels, which are
likely to be unavailable in practical operations.
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4.2.1. AutoEncoder and Unsupervised learning
A common usage of AutoEncoder is for data compression via dimensional reduction, which is
related to the Principal Component Analysis (PCA) concept. In this use case, we propose to use
an AutoEncoder neural network to detect anomalies in the input time series, which has unlike a
PCA system which is linear, AutoEncoder is capable of modeling non-linear systems.
An anomaly or outlier is one of more data points which is significantly different from the
remaining data. Anomaly does not necessarily imply a faulty state but would raise suspicions
that it was generated by a different mechanism. In the TLE use case, the error is indeed
generated by a different process from that of the normal data, thus fits well with this model.
There are a few variations of methods for detection of anomaly. In this paper we describe use of
AutoEncoder that belongs to the category of deviation-based anomaly detection. The basic
principle is that the reconstruction error of the AutoEncoder is used as an anomaly score. As
shown Figure 8, the first set is to train an AutoEncoder so that the output best matches the input
data.
Normal
sensor data

Autoencoder
Training

Sensor data
(multivariate
time series)
Test data with
anomalies

Detected
anomaly output

>
Figure 8 AutoEncoder for Anomaly Detection.

4.2.2. AutoEncoder Algorithm
An AutoEncoder is a neural network consisting of an encoder and a decoder placed in back-toback configuration. The goal of the AutoEncoder is to compress the input signal into lower
dimensional representation ignoring noise or unnecessary information, which is then decoded by
the mirrored decoder to generate the original signal as much as possible. As illustrated in Figure
8, the AutoEncoder is first trained with normal data extracted from the input sensor data. The
training is unsupervised as no extra label (other than the output is the same as the input) is
needed. To detect anomaly, the difference between input and output of the AutoEncoder is noted
and thresholded to identify outliers.
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4.2.2. TLE Detection Result
Figure 9 shows the reconstruction error spread from the position z-axis measurements of the
entire dataset. Erroneous data is shown in orange and normal data is shown in blue. The
horizontal axis shows the absolute reconstruction error as an MAE while the vertical axis is the
number of occurrences of the reconstruction error magnitude. The results show that the
AutoEncoder
reconstruction
error
contains
a
cluster
with
low
reconstruction error while the erroneous
data is spread out with comparatively
higher reconstruction error values. The
threshold selection process places the
error detection threshold around 0.01
for the position z-axis sensor. The
selected threshold results in a false
positive rate (FPR) of 0.027 and false
negative rate (FPN) 0.12 shown in
Figure
9.
These
detection
characteristics
highlight
the
AutoEncoder’s ability to discriminate
Figure 9 Autoencoder reconstruction error spread for
between erroneous and normal data.
erroneous and normal data

5. Conclusion

This paper describes the Advanced Multi-Variate Time Series Analytic Techniques (ATTENDS)
architecture as a solution for many foreseen problems in the areas of predictive maintenance,
proactive diagnosis, and automated anomaly detection. The ATTENDS architecture adopts a
workflow that facilitates fast ingestion of data for flow-through analytics. The goal is to support
fast decisions by using multi-variate time series analytic techniques on voluminous datasets that
were previously inaccessible. The system is designed and built in such a way that new AI/ML
algorithms can be incorporated with incremental effort. This is achieved by building a set of
AI/ML Application Programming Interfaces (API) to support user configurability and remote
invocation. This paper also points out why AI/ML is suitable for predictive maintenance and
solving diagnosis problems and emphasizes the importance of unsupervised learning in anomaly
detection. Two important use cases were used to illustrate the effectiveness of the ATTENDS
approach. Future work includes finding new applications and investigation of integration of
knowledge information in AI/ML algorithms.
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ABSTRACT
The current explosion of test and evaluation data being collected from various systems has exposed
a strong need for low-cost digital infrastructure to facilitate scalable analytics across all available
data. Private industry and academic research have built such systems utilizing Open-Source Software (OSS) with tremendous success. The 309th Software Egineering Group (SWEG) developed
OPAL (Open Platform for Advanced Learning) platform is a government owned and developed
solution to address this gap and provide data discovery, analytics, and warehousing all license free.
OPAL leverages best-in-breed Open-Source Software including JupyterLab (Python analysis environment), MinIO (S3-compliant, redundant and object-versioning data backend), Postgres (Data
cataloging), and Dask (scalable compute), among others. In addition to Open-Source tooling, custom integration and software piping are used to further lower the analysts’ barrier to available data:
custom Chapter 10 parsing and translating at high speed (10GB/min) into Apache Parquet format,
a web-based data catalog for discovery, and lightweight arbitrary object storage organization. This
paper will delineate design choices, our DevOps paradigm, benchmarking numbers, and results
against a publicly available commercial flight dataset.
INTRODUCTION
Test and evaluation data are generated throughout the lifecycle of a system. As both the cost
of system instrumentation and data archiving have decreased, the amount of collected data has
exploded in volume. Although the cost of computer resources has also fallen at a similar pace,
it yet remains a challenge to effectively use the data resources that have become available. The
309th SWEG is a subdivision of the US Air Force Materiel Command with the mission to provide
sustainment for various software systems. Such sustainment efforts produce and interact with
various large collections of legacy data and ongoing test and evaluation. Some of the challenges
facing the 309th include accessing and interpreting legacy data, running analyses over extended
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datasets, documenting useful provenance information, and leveraging advances in data analysis
and big data approaches. Further complicating 309th challenges is the need to operate leanly
in fully disconnected secure environments. OPAL (Open Platform for Advanced Learning) is
a government owned and developed solution that integrates Open-Source Software into a single
secure package that leverages OSS to address these challenges. The objective of this paper is to
introduce OPAL architecture, simplified deployment, and analytics workflows developed on real
world data. Our experience is that data can be used more effectively when organized in an on-line
repository and novel analysis results can be obtained by pairing such an on-line repository with a
modern analysis framework.
INITIAL TARGET DATA AND REQUIREMENTS
IRIG 106 [1] is a telemetry standard maintained by the Telemetry Group of the Range Commands
Council. Chapter 10 and 11 of IRIG 106 defines the standard for On-board Recorders of telemetry
data. These telemetry files are often known as “Chapter 10” files. Many flight platforms use the
IRIG 106 standard for test and evaluation data recording. Chapter 10 files produced by an on-board
recorder encapsulate the various data sources that may exist on the platform, which may include,
but are not limited to, 1553 bus traffic, ethernet traffic, and flight video. A publicly accessible
example of such a dataset can be built from NASA data after conversion using tools developed by
ATAC (Avionics Test and Analysis Corporation).
IRIG 106 is an open standard and various tools exist to interpret Chapter 10 files. The OPAL
team elected to develop a custom Chapter 10 interpreter named TIP (Translate, Ingest, Parse).
This decision was driven by the desire for a light-weight and multi-threaded tool that can transform Chapter 10 into formats accessible by standard analysis tools. In the context of OPAL, TIP
is employed to produce Apache Parquet [2] files that have strong library support, have built in
statistics for efficient searching, and minimize size on disk through configurable compression.
Historically, flight telemetry data has been organized with human intensive processes that have
resulted in a fragmented data provenance landscape which is costly to maintain due to institutional
knowledge that might span decades. The result is data becomes difficult to search for specific
flights by characteristics, to filter by particular features or events within flights, to guarantee that
potentially desirable flight metadata is associated with each flight, or to access telemetry without
deep institutional knowledge. The opportunity facing the 309th SWEG and the OPAL team is to
tackle all these challenges. Figure 1 sketches out the legacy process. All analyses are driven by
a user need. In the legacy case, data, often off-line, would need to be located, data of interest
extracted using custom tools, then the data would be exported to other systems for analysis.
After a significant review of existing government off the self (GOTS) as well as commercial off
the shelf (COTS) tooling and pricing, we decided to build our own minimal, but extensible, solution
to meet the 309th SWEG need. Namely we need a system that meets the following requirements:
• Completely license free so that smaller siloed organizations can adopt and benefit immediately
• Operational and security requirements easily satisfied with existing IT infrastructure and
minimal personnel skill increase
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Figure 1: Analyses are driven by user needs. OPAL improves on previous proceses by (1) making data
accessible and searchable, (2) Tightening the analysis iteration loop, and (3) Providing a unified environment

• Searching and feature filtering across thousands of flights’ meta and all available time-series
data at interactive-speed
• Low friction combination of data from disparate flight platforms and data sources
• Scalable storage and compute framework which enables analysis requiring machine learning
• Maximal use of OSS to limit duplication of existing technologies and to ensure performance
and modernity
OPAL ARCHITECTURE AND DEPLOYMENT
OPAL includes a code editing and execution environment with a large collection of software packages chosen to enable access and perform analyses on telemetry data not previously possible. The
OPAL software is deployed as an orchestrated set of container images with all OS files and configuration, shared libraries, and applications pre-configured. Currently Docker Compose is supported
but Kubernetes is on the near term roadmap. The process to stand up OPAL is fully automated once
air-gap transfer has been complete. The DevSecOps paradigm used by the OPAL development
team is enabled by Platform One [3]. All software artifacts ported to air-gapped systems are outputs from continuous-integration pipelines being executed on IronBank or ‘PartyBus’. This digital
infrastructure that enables full pipeline visibility into common and approved security baselines for
review by interested parties is critical. This visibility has paid large dividends by helping security
offices understand how to securely leverage modern tooling on some of our unique datasets.
Once deployed and integrated with network authentication protocols, OPAL has the capabilities
to interpret Chapter 10 data (See Section ), save data to a common data store (through Minio),
3

tip_parse NASA.ch10 -o parsed_data -L warn
tip_translate_1553 parsed_data/NASA_1553.parquet
,→
DTS/DTS1553_Synth_Nasa.yaml -o translated_data
tip_translate_arinc429 parsed_data/NASA_arinc429.parquet
,→
DTS/DTS429_Synth_NASA.yaml -o translated_data

Figure 2: OPAL have built in Chapter 10 parsing and translating tools that are executable with a single
command. Typical computation time with a standard desktop number of cores is 10GB/min.

catalog data (PostgresSQL and custom web interface), run online analyses (Juypter and associated
packages), run big data (Dask), train and use neural networks, and run computer vision tasks.
Section gives an example of this workflow.
TIP
In the workflow described for OPAL, the first step is parsing and translating flight files using
TIP (TIP is included with an OPAL deployment). This is a multi-step process whereby a Chapter
10 file is processed, data are translated to appropriate engineering units or other formats such as
video, and results are output in logical groupings of timeseries structured parquet files.
The initial step in this process, tip parse, receives input of a Chapter 10 file and parses the
file’s packets along with their payloads. The Chapter 10 packet data are organized into structured
formats that are grouped by bus type (e.g. Ethernet, Mil-Std-1553, etc.), and output to a set of
parquet files along with relevant metadata produced during parsing.
At the time of writing, translation is implemented for both Mil-Std-1553 and ARINC 429
parsed bus data, and embedded video. The translation process requires inputs of a directory of
parquet files generated by the parsing process, as well as a Data Translation Specification (DTS)
in yaml format. The purpose of a DTS is to provide information about how the fields in parsed
data are to be translated to engineering units, as well as to provide analysts information about data
which are potentially present in the flight recording. An example of the command line arguments
to perform the parse then translate steps are given in Figure 2.
TIP is designed to allow further development of parsing and translating capabilities. Examples
of potential new capabilities would be supporting additional video formats or adding PCM data
parsing and translating capabilities. Furthermore, there are DTS schemas that have been developed
which are unique to both Mil-Std-553 and ARINC 429 translation. Any future bus translation
implementations will require the development of its own unique DTS schema.
AN EXAMPLE WORKFLOW
A simple example workflow enabled by OPAL is delineated below with supporting example code
snippets to illustrate the low barrier between all of the various steps to properly proccess data. The
example was executed on a running intance of OPAL with data converted from NASA MatLab files
to Chapter 10 using a tool developed by ATAC. It is important to note that a workflow does not
always start with TIP parsing and translating. As shown in Figure 1 OPAL is a modular analysis
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environment that is limited only by authentication controls and an analyst’s creativity with python.
• Parse and translate single or mutiple ch10 files using TIP (Figure 2)
• Publish the resulting parquet files in the data catalog (Figure 3)
• Query the data catalog for the flights and data of interest (Figure 4)
• Analyze and plot data (Figure 4 and Figure 5)
• Scale as needed (Figure 6)
• As desired, save new data products to the data catalog
• Iterate
The value of this type of analysis framework has already been proven out by several groups
both at a test range and within the 309th. Previous workflow times have been reduced by several
orders of magnitude and analyses that were simply infeasbile on a meaningful timescale are now
possible within days or weeks of starting. For parties interested in learning more about some of
these results the reader is encouraged to reach out to the authors and supporting teams.
OSS MODEL
OPAL is Government Off-the-shelf software and as such is free to use for all government entities.
However, this software was not developed solely by federal employees. The software development
approach, in addition to leaning on the OSS community, is novel in the DoD and has led to rapid
feature engineering and operational viability–from conception to production in about a year. Development of the platform source code, TIP (Chapter 10 parsing tool), and operations workflows
have been a highly collaborative effort. The list of contributors includes federal employees, Metrostar Systems, and Avionics Test and Evaluation Corporation (ATAC). Other plans exist for future
collaboration with other government and private groups.
CONCLUSIONS
OPAL has leveraged open source packages and modern analysis techniques to tackle the problem
of analyzing a large set of legacy flight data. Custom scripts written in OPAL have been used to
correlate telemetry data saved in Chapter 10 format across multiple flights, and we have demonstrated the ability to perform analyses across flight platforms. We have demonstrated that analysis
tasks can be written and executed much faster than through existing workflows. Example data have
shown analyses specific to flight data which originate in Chapter 10 format. OPAL is not solely a
flight data analytics platform, nor is it intended to process only Chapter 10 files. The OPAL data
model is custom-configurable by scripts which can be written within the OPAL development environment. It was designed to support the creation, upload, and publishing of arbitrary data types
which are made searchable and exposed to the Catalog UI. We have used this arbitrary data model
5

from opal import kinds
kinds = kinds.load()
translated_kind = kinds.lookup("tip_translated")
1553_metadata = translated_kind.upload("translated_data/1553_translated",
,→
parent = "NASA.ch10")
arinc429_metadata =
,→
translated_kind.upload("translated_data/arinc429_translated", parent =
,→
"NASA.ch10")
from upload_many import publish_instance
publish_instance(1553_metadata["instance_id"], "tip_translated")
publish_instance(arinc429_metadata["instance_id"], "tip_translated")

Figure 3: OPAL has built in arbitrary object storage via the ’kinds’ library that is configurable upon data
upload. The kinds storage management system enables data lineage, fixed and arbitrary metadata, and is
completely agnostic to datatype. After successful upload, in this example, the kind metadata are published
to a searchable catalog for near instantaneous metadata search.

import matplotlib.pyplot as plt
df_1553 = translated_kind.read(1553_id, "NAV")
where_valid = df_1553[df_1553["NAV-0110"] & df_1553["NAV-0111"]]
fig, ax = plt.subplots()
ax = where_valid.plot(
kind="scatter", title="Aircraft Position (1553)",
x="NAV-23", y="NAV-21", c="NAV-25", s=1,
cmap="viridis", figsize=(15, 10), ax=ax)
ax.set_xlabel("Longitude [deg]")
ax.set_ylabel("Latitude [deg]")
plt.gcf().get_axes()[1].set_ylabel("Altitude [ft]")

Figure 4: Read published data. This example plots latitude, longitude, and altitude telemetry that was
translated by TIP. Result of plots in Figure 7
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df_turbine_speed = translated_kind.read(t429_id, "Engine_Turbine_RPM_40")
df_exhaust_temp = translated_kind.read(t429_id,
,→
"Exhaust_Gas_Temperature_40")
df_1553 = translated_kind.read(1553_id, "NAV")
where_valid = df_1553[df_1553["NAV-0110"] & df_1553["NAV-0111"]]
ax = df_turbine_speed.plot(kind="scatter", x="time", y="N2_RPM",
,→
figsize=(13, 10), c='k', label="Turbine Speed [RPM, percent max.]")
ax.set_ylabel(r'Turbine Speed AND Exhaust Temp', c='k')
ax.tick_params(axis='y', colors='k')
df_exhaust_temp.plot(kind="line", x="time", y="Exhaust_Gas_Temperature",
,→
ax=ax, c='k', label="Exhaust Temp [deg C]")
ax2 = where_valid.plot(kind="line", x="time", y="NAV-25",
,→
secondary_y=True, c='b', ax=ax)
ax2.set_ylabel("Altitude [ft]", c='b')
ax2.yaxis.label.set_color('blue')
ax2.tick_params(axis='y', colors='blue')
ax.set_xlabel("Time [Epoch, ns]")
ax.legend()
title = ax.set_title("Engine Data (ARINC429) as Function of Altitude
,→
(1553)")

Figure 5: In this example, 1553 and ARINC 429 are combined into a single analyses and plot. However,
using OPAL the commands are nearly identical after upload in the user configurable data storage.

from dask.distributed import Client, progress
import dask.bag
import dask.dataframe
import os
with Client(n_workers=16, processes=True) as client:
ds_bag = dask.bag.from_sequence(datasets.values())
ds_bag = ds_bag.filter(lambda ds: '1553' in ds and 'arinc429' in ds)
ds_bag = ds_bag.map(lambda ds: get_rpm_at_cruise_altitude(ds["1553"],
,→
ds["arinc429"]))
future = client.compute(ds_bag)
progress(future, notebook=False)
df = pd.concat(future.result())
df.plot(
kind="scatter", x=altitude, y=rpm,
xlabel="Cruise Altitude [ft]", ylabel="Engine Turbine Speed [RPM,
,→
percent max.]",
title="Turbine Speed at Cruise Altitude (all flights)",
figsize=(15, 10)

Figure 6: Single analyses are easily scaled out to available cores using Dask. After cluster overhead, computation time decreases lenearly with resources as expected. OPAL attemps to make this type of light weight
HPC easily accessible so large analyses approach interactive speeds.
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Figure 7: Result of code in Figure 4 This is a plot of latitude and longitude with the track colored by
elevation.

to make OPAL conform to the data access patterns that we expect will be of most use to analysts
within our domain. Our intention is that other groups will configure OPAL in their own way to
maximize utility. The code base and customizations of OPAL are publicly available.
This work was only possible with the entire 309th EDDGE team as well as colloaborators and
support organizations at all locations.
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Figure 8: Result of looking across all 500 flights’ 1553 and ARINC 429 data. Cruise Altitude is computed
with a clustering algorithm on 1553 data and Engine Turbine Speed is extracted from ARINC 429 data.
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Figure 9: Data from a single flight used as a source for the multiple flight plot in figure 9. Time is in ns to
highlight the fact TIP reports time as absolute time in nanoseconds since the epoch.
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ABSTRACT
The Parameter Management Tool solves the problem of Interface Control Document (ICD)
tracking and versioning as well as providing a single source of truth for parameter definitions
and automated, modular, and extensible conversion between different ICD formats. Built on
open-source technologies like Python, Vue.js, and Docker, the Parameter Management Tool
(PMT) can be deployed on bare-metal Linux or Windows as well as running in a cloud-native
environment such as Kubernetes. PMT is a component of the Next-Gen Data Center under
development by the 412 TW at Edwards AFB.

INTRODUCTION
The process of converting raw data from a telemetry stream or recorded on-board an aircraft is
only as accurate and precise as the information required to make the conversion. For a typical
military aircraft this information is communicated through an Interface Control Document (ICD).
While some programs and tools can use machine-readable parameter definitions, the format of
this information is often contained in Microsoft Excel or Word, or in PDF format. This presents
versioning challenges as ICD revisions are released, while the lack of a consistent format makes
it difficult for test professionals to effectively reason about parameters of interest. We will
explain a sampling of machine-readable formats such as TMATS (Telemetry Attribute Transfer
Standard), CSV (Comma Separated Variable) as used in the DPS (Data Processing System)
software product, and YAML (Yet Another Markup Language) as used with the TIP (Translate,
Ingest, Parse) ingest tool. We will then show how we developed a means to efficiently and
effectively translate parameter definitions between the latter two formats. We will then show
how we evolved this system into a simple but powerful interface to solve the ICD versioning
problem while also providing a consistent single point of truth and creating transparency into
parameter definitions.

The First Problem Solved
One issue encountered in the larger sphere of the Next Generation Datacenter (NGDC) was the
variety of data ingest tools and accurately weighing pros and cons of different approaches. Two
candidates immediately presented themselves: DPS (which has an extensive history and a body
of known-good parameter libraries) and the newer TIP project from Hill AFB. TIP was built with
performance at the forefront and initially focused on MIL-STD-1553 as the key datatype. Since
that time other formats have been added such as video and ARINC-429, and support for other
common formats are in the works including Ethernet and fibre channel.
The problem then was how to find an "apples to apples" comparison and/or possible synergistic
approaches between the two. Since parameter definitions naturally have the same basic structure
(an offset, size, and an engineering unit (EU) conversion) and the base filetypes (CSV & YAML)
were standardized, it made sense to write a tool to convert between any two formats. The
resulting csv2yaml tool not only provided the solution for the initial quandary, but from that
simplistic parameter model an opportunity presented itself to build a flexible, extensible tool for
general parameter management.

Parameter Definition Formats and Interoperability
With many data processing tools available across the industry, multiple formats have been
generated for storing ICD information. Tools such as IADS, DPS, and CMDP can read
parameter definitions from a format called TMATS, which is standardized in IRIG 106 Chapter
9 [1]. The data processing tool, TIP, developed under project OPAL, uses a YAML file to store
ICD information. Other such tools use various CSV formats to define parameters. Having a
multitude of parameter definition formats for these data processing tools creates interoperability
challenges. If an engineer undergoes the work of creating parameter definitions from an ICD in
one format, it still may be a requirement to process the same data using a tool which uses a
different format. Generating parameter definitions for each of the data processing tools required
for a test can multiply the work of preparing for a test. This is a problem for which PMT
provides a solution. Each format will briefly be described over the following paragraphs, and
PMT’s role in creating interoperability will be discussed.

TMATS
TMATS, the Telemetry Attributes Transfer Standard, is found in Chapter 9 of the IRIG 106
standard maintained by the Range Commanders Council (RCC). TMATS provides syntax and
structure for defining telemetry attributes to include parameter conversion information. The
scope of TMATS is greater than the parameter definition problem. TMATS is also used by
recorders conforming to chapters 10 and 11 of IRIG 106-22, primarily to define the
configuration or setup of the system. Section 10.6.1 of IRIG 106-22 mandates the use of TMATS
for every Chapter 10-compliant recording as the first packet present in the data file. However,
only information about the channels and their data types must be included in this setup record.

While TMATS does provide a way to define all data types and the information required to
convert raw data into the appropriate engineering units, it is not required by the standard that
these details be present in a TMATS record. Often, they are not included. Even in cases where
parameter conversion details are provided, the TMATS format itself is verbose and hard-to-read,
making it an unlikely choice for an ICD.

DPS
CSV files are frequently used to store structured information. ICD information is often stored in
CSV files or transcoded from an original ICD format into CSV. DPS, a data processing tool
developed by ATAC, allows parameter definitions to be imported and exported to the software
using its own specific CSV format.

Fig. 1: A sample of the DPS-CSV format to define a set of 1553 parameters.

In the CSV format used by DPS, a row of text contains the description of a single parameter, and
columns with headers such as Name, Start Word, Start Bit, Length, etc. are used to provide
information required to process 1553 message payloads into engineering units. There can be
other CSV formats used to store parameter information; this is only meant to provide an example
of one CSV structure used in the industry for this purpose.

TIP
YAML is a data serialization language [2] is intended to be easily readable by humans, portable
between programming languages, expressive and extensible, and provide easy implementation
and use [3]. YAML was chosen to be a medium by which parameter definition records would be
maintained, and how they will be provided to the data processing tool, TIP. Some features of
YAML lend it towards such a task. With structures such as sequences and maps, information can
easily be organized in a manner suitable for describing messages and their payloads on avionics
data busses. The YAML file containing this information for TIP makes up a Data Translation
Specification (DTS).

\
Fig.2: In this example, all information needed to understand the contents of a
1553 message is clearly and concisely provided.

A YAML schema file defines the structure of a DTS. Unique schema files were developed to
support the translation of Mil-Std-1553 and ARINC 429 bus parameters. TIP uses this schema to
validate a DTS each time it translates data from one of these bus types. The DTS defines
relationships between messages, transmitting and receiving addresses, word counts, bitrates, and
relevant parameter information. This enables fast ingest of ICD information for translation and
access to specific fields required during translation of raw data to engineering units.

The Parameter Management Tool
"PMT" consists of 3 primary components:
1. An extensible data model
2. A REST API to serve data to clients
3. A browser-based client
Data Model
Based on the prior work of csv2yaml, a common yet extensible representation of a Parameter
was decided upon and implemented using the SQLAlchemy Object-Relational-Mapper or ORM.
This allows developers to declaratively specify their data structures in code (Python, in this case)
which can then be plugged into a variety of SQL or NoSQL backends. For PMT, initial
development was done with the popular SQLite database system and upgraded to PostgreSQL as
more capability was added.

Fig. 3: Parameter model. This class defines a Parameter as used by PMT.

Along with this data model, csv2yaml provided an easy and reusable way to convert between
DPS CSV & TIP YAML using the model as the intermediary format. Thus, import/export of
these two formats was gained for free based on that prior work. At this time, PMT’s
import/export capability is modularized such that a developer can easily add further formats or
variants using simple read/write hooks using the Parameter data model. This additionally gives
interoperability to any PMT supported format which includes DPS CSV and TIP YAML thus
far, with TMATS planned for the near future.
REST API

Fig. 4: A portion of the API relating specifically ro parameter resources.

The initial proof of concept API shipped with approximately 100 lines of Python code thanks to
the popular flask microframework. By maintaining an API loosely coupled with a frontend we
left the option to first scale both frontend and backend independently if needed and subsequently
support any networked paradigm for clients be that browser-based such as we’ve done or native

desktop and mobile apps. The API is also browsable using common open-source tools which
allows it to be somewhat self-documenting as seen in the figure above.
Vue.js Frontend

Fig. 5: Vue.js along with the Vuetify framework used to provide clean and practical UI.

In the era of cloud-centric computing, a browser-based user interface made sense for our initial
frontend. We decided to use the Vue.js library in conjunction with the Vuetify framework which
provides vetted and full-featured user interface components. Linking these libraries to an API is
a relatively straightforward and commonly used pattern. Thanks to this existing body of work
from the open-source community we were able to focus on refining the feature set and user
experience rather than getting bogged down in repetitively recreating tables with simple text
fields.

Software Portability
PMT was written in such a way as to be usable on bare-metal Linux, Windows, or macOS. It can
also be deployed in a containerized fashion to include Kubernetes. As a proof-of-concept PMT
has been tested against standard hardened images from the DOD Platform One Iron Bank (a first
step to deploying PMT in a DOD cloud environment). All these practices mean PMT can be run
on individual workstations, local network shares, or in a variety of cloud environments.

CONCLUSIONS
The PMT application provides a capability needed by every data reduction team. Based on
modern software practices, including continuous integration / continuous delivery (CI/CD), PMT
can be rapidly deployed and updated to meet new user requirements. Maintaining configuration
control on all sources of information used to convert raw data into engineering units helps assure
accurate data products based on the appropriate conversions.
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First Place Graduate Student – Author: Jason Baxter; Advisor: Dr. Erik Perrins, University of Kansas,
“APSK Symbol Timing and Carrier Phase Synchronization on an FPGA in a C-Band Telemetry
Reciever”
Second Place Graduate Student – Authors: Vincent R. Radzicki, Abhejit Rajagopal; Advisor: Dr. Hua
Lee, University of California Santa Barbara,
“Remote Heart Monitoring Via Medical Telemetry”
First Place Undergraduate Student – Author: Kyle Norland; Advisor: Dr. Michael W. Marcellin,
University of Arizona,
“Control Failures in an Unmanned Aerial System and the Potential for Stateless Control”
Second Place Undergraduate Student – Authors: Bryan Redd, Jamison Ebert, Autumn Twitchell;
Advisor: Dr. Michael Rice, Brigham Young University,
“DFT-Based Frequency Offset Estimators for 16-APSK”

2021

First Place Graduate Student – Author: Peter Taiwo; Advisor: Arlene Cole-Rhodes, PhD, Morgan State
University
“An Adaptive Digital Beamformer for Multi-User Communications using Blind CMA-AMA”
Second Place Graduate Student – Author: Morteza Shoushtari; Advisor: Willie Harrison, PhD, Brigham
Young University
“Secrecy Coding in the Integrated Network Enhanced Telemetry (iNET)”
First Place Undergraduate Student – Authors: Matthew Dupree and Yingchao Zhu; Advisor: Yogananda
Isukapalli, PhD, University of California, Santa Barbara
“Optically-Guided Multirotor Autonomous Descent and Landing on a Moving Target”
Second Place Undergraduate Student – Author: Matthew Russell; Advisor: Kurt Kosbar, PhD, Missouri
University of Science and Technology
“An Open-Source UHF Ground Station Design for Nanosats”

2022

First Place Graduate Student – Authors: Amadou Tall and Alexander A. Berian; Advisor: Dr. Tamal
Bose, University of Arizona
“Modulation Classification Based on Augmented Constellation Diagrams”
Second Place Graduate Student – Author: Joshua Tellez; Advisor: Dr. Charles D. Creusere, New Mexico
State University
“Evaluation of JPEG-2000 Image Compression as Applied to Electroencephalography”

First Place Undergraduate Student – Authors: Maxwell Ryan, Anthony Robles, Grant Brinker, Daelon
Shockley and Natasha Cox; Advisor: Dr. Kurt Kosbar, Missouri University of Science and Technology
“Science System for a Prototype Mars Rover”
Second Place Undergraduate Student – Authors: Justin Kim, Shaan Sandhu, William He, Alina Liu, and
Ethan Sifferman; Advisors: Dr. Upamanyu Madhow, Dr. James F. Buckwalter, and Dr. Reza Abdolee,
University of California, Santa Barbara
“MIMMO: Wirelessly Synchronized Distributed MIMO Radar”

Lawrence Rauch Award for Best Telemetry Standards Paper
2006 Michael T. Lockard and James A. Garling, EMC Corporation, Solutions Engineering
Group, Irvine, CA, “Chapter 10 Recording Standard Update”
2007 Brian Eslinger and Bob Kovach, TYBRIN Corporation, “Range Commander’s Council
(RCC) Telecommunications and Timing Group (TTG) Update on TM over IP Standard
Development”
2008 Todd Newton, Evan Grim, and Myron Moodie, Southwest Research Institute
Automation and Data Systems Division, San Antonio, TX USA, “Considerations for
Deploying IEEE 1588 V2 in Network-Centric Data Acquisition and Telemetry Systems”
2009 Thomas B. Grace, Naval Air Systems Command (NAVAIR) Patuxent River, Maryland;
Joshua D. Kenney, Myron L. Moodie, and Ben A. Abbott, Southwest Research Institute,
San Antonio, Texas, “Key Components of the INET Test Article Standard”
2010 John Hamilton, Timothy Darr, and Ronald Fernandes, Knowledge Based Systems, Inc.;
Joe Sulewski, L3 Communications - Telemetry East; and Charles Jones, Edwards AFB,
“IHAL and Web Service Interfaces to Vendor Configuration Engines”
2011 Tim Darr, John Hamilton, and Ronald Fernandes, Knowledge Based Systems, Inc.,
College Station, TX; and Charles Jones, Air Force Flight Test Center, Edwards AFB, CA,
“Design Considerations for XML-Based T&E Standards”
2012 Charles H. Jones, Edwards Air Force Base,
“IRIG 106 Chapter Versus INET Packetization: Data Storage and Retrieval”
2013 Johnny Pappas, Zodiac Data Systems; Balázs Bagó, Zodiac Data Systems GmbH;
Nikki Cranley and Gabriel Poisson, Zodiac Data Systems SAS,
“PCM Telemetry Downlink for IRIG 106 Chapter 10 Data”
2014 Mr. Alan Cooke, Curtiss-Wright, Dublin, Ireland,
“History and Evolution of Metadata Standards for the FTI Community”
2015

Mr. Carl Reinwald, CSC, Santa Maria, CA
“One Approach for Transitioning the Inet Standards into the IRIG 106 Telemetry
Standards”

2016

No Award winner

2017 Gary A. Thom, GDP Space Systems, “A Proposed Revision to IRIG 218 Based On Real
World Experience”

2018 Jakub Moskal, VIStology, Inc., Austin Whittington, Southwest Research Institute,
Mieczyslaw Kokar, VIStology, Inc.; and Ben Abbott, Southwest Research Institute,
“Introducing TACL- Proposal for a New T&E Constraint Language”
2019 Jakub Moskal, Mieczyslaw Kokar, VIStology, Inc.; and Austin Whittington, Ben Abbott,
Southwest Research Institute; Jon Morgan, Edwards, “Validation Protocol - The Missing
Puzzle Piece”
2021 Duncan A. McGillivray, Jack Sklar, and Michael K. Forsyth, National Institute of
Standards and Technology (NIST), “Cellular Long-Term Evolution Uplink Impacts on
Aeronautical Mobile Telemetry”
2022 Ray O’Connell, RoboCom Technologies, “Advances in Packet Based Bi-Directional
Telemetry Solutions”

Myron Hiram Nichols Award for Best Paper on Telemetry Spectrum
2010 Michael K. Painter, Ronald Fernandes, Jason Gohlke, Satheesh Ramachandran, and Ajay
Verma, Knowledge Based Systems, Inc., College Station, TX; and Charles H. Jones, Air
Force Flight Test Center, Edwards AFB, CA, “Dynamic Frequency Assignment and
Management Technologies for Future Test and Evaluation Operations”
2011 Grant Gerstner and Hans Lillevold, Naval Air Warfare Center Aircraft Division, Patuxent
River, MD, “Spectrum Stewardship Through Best Source Selection”
2012 Maria S. Araujo and Ben A. Abbott, Southwest Research Institute, “PCM vs. Networking
Spectral/Efficiency Wars – A Pragmatic View”
2013 Scott Kujiraoka and Russell Fielder, NAVAIR (Pt. Mugu and China Lake), “C-Band
Missile Telemetry Test Project”
2014 Steven A. Musteric and Nathan King, 96th Range Support Squadron Eglin AFG, FL,
“Tri-Service C-Band Roadmap Study (TSCRS) Findings and Way Ahead”
2015 Jesus Nevarez, WSMR Range Operations Telemetry and Joshua Dannhaus, WSMR
Systems Engineering Directorate “C-Band Transmitter Experimental (CTrEX) Test at
White Sands Missile Range (WSMR)”
2016 Kenneth (Kip) Temple, 412 Test Wing, Edwards AFB, "An Internal Look at Adjacent
Band Interference between Aeronautical Mobile Telemetry and Long-Term Evolution
Wireless Service"
2017 Michael K. Painter, Ronald Fernandes, Karthic Madanagopal, Knowledge Based
Systems, Inc.; and Charles H. Jones, C.H. Jones Consulting, LLC, “Defending T&E
Spectrum through Automated Frequency Management Metrics Calculation”
2018 Phiroz H Madon, Vencore Labs Inc. and Tom Young, USAF AFMC and Thomas
O'Brien, Mark Radke, Test Resource Management Center (TRMC), and Mariusz Fecko,
Robert Ziegler, Sunil Samtani, Vencore Labs, “The Spectrum Management System (SMS)
– Frequency Assignment De-Confliction and RF Link Quality Prediction”
2019 Farah Arabian and Michael Rice, Brigham Young University, “Polarization Diversity
and Equalization of Frequency Selective Channels in Telemetry Environment for
16APSK”
2021 Phiroz Madon, Peraton Labs, “Spectrum Usage Measurement and De-confliction”
2022 Michael Diehl, Tab Wilcox, and Jacob Lopez, Air Combat Systems Directorate, United
States Army Yuma Proving Ground, “Integration and Interference Flight Testing”

Telemetering @BYU
Michael Rice
Willie Harrison

Outline
• Telemetry “Program” at BYU
– Faculty Advisors
– “IMMERSE”
– Capstone
– Space Club
– Funded Research
– ITC

• IFT Endowment

BYU Telemetry “Program”
• Not a separate degree program or option
• Mentored learning opportunities for
undergraduate and graduate students
– Apply principles learned in standard EE, CpE, CS,
Applied Math majors to problems of interest in
aeronautical telemetry.
– Undergraduate Students: IMMERSE summer research
program, Capstone project, Club Project
– Graduate Students: MS and PhD projects whose
funding is augmented by IFT endowment

Faculty Advisors
•

Michael Rice

– Professor (1991)
– Electrical & Computer Engineering

•

Willie Harrison

– Associate Professor (2017)
– Electrical & Computer Engineering

•

David Long

– Professor (1990)
– Electrical & Compute Engineering

•

Marc Killpack

– Associate Professor (2013)
– Mechanical Engineering

2021-2022 IMMERSE
• 6 IMMERSE Projects in 2021-2022
– IFT funds supported 3 out of 6

• Modulation Classification Project
– PCM/FM, SOQPSK-TG, ARTM CPM

• Carrier Phase Sync for 16-APSK
• WiFi Physical Layer Security
– MIMO-ME channel study using COTS hardware
– Understand theoretical limits imposed by channel
– Optimize code design to secure information

Capstone
Mars Rover Competition, Hanskville, Utah

Mars Rover Capstone Project
• Competition started back up in 2021
– Forgot to get a paper to ITC (COVID related)

• Forgot to fund them for 2022 (COVID related)
– Sending 12 students to Hanksville this summer

• Looking forward to continuing our support of
this in 2022-2023
– May have ITC paper in 2022
– Will have ITC paper in 2023

BYU Spacecraft Club

BYU Spacecraft Club
• No ITC paper last year (COVID)
• Designed cube sats and flew a 40’ NASA test
rocket to 100,000’ last year (forgot to fund –
COVID)
– ITC paper requested for 2022

• Looking forward to continuing our support of
this in 2022-2023
– Expecting ITC paper in 2023

Funded Research
• Past TRMC funding
– Space-time coding for AMT
– Multipath measurements and modeling
– Data-aided equalizers for AMT

• Current funding: Spectrum Reallocation Fund
– 16-APSK for AMT
– Space-time coding for ARTM CPM

• NSF CISE/SaTC
– Physical Layer Security Codes

• Graduate mentors for undergraduates, ITC papers,
strong connection with telemetering community

ITC 2021

ITC 2021
•

Amy Giullian and Michael Rice, “An Experiment on Energy Harvesting for
Aircraft Instrumentation”. (student paper)

•

Michael Rice and Jamison Ebert, “Derivation and Analysis of the IRIG-106
Dynamic Multipath Channel Model”.

•

Michael Rice and Jamison Ebert, “On the Performance of Spatial Diversity
in Aeronautical Mobile Telemetry”.

•

Chad Josephson, Michael Rice, Willie Harrison, Spencer Giddens, “Space
Time Coded ARTM CPM with Timing Delay for Aeronautical Telemetry”.

•

Willie Harrison, Michael Rice, Spencer Giddens, Chad Josephson, “Pilot
Sequence Design for Space-Time Coded ARTM CPM”.

•

Morteza Shoushtari, Willie Harrison, “Secure Caching in Aeronautical
Telemetry”. (grad student paper, award winner)

Graduate Student Paper Award

IFT Endowment Fund
• Endowment Corpus: $1,861,107 (31 Mar 2022)
• How we spent the money (2021 Calendar Year)
–
–
–
–
–

student stipends:
supplies:
travel:
Capstone (Mars Rover):
Spacecraft Club:

$54,135.39
$ 126.33
$ 869.54
$
0.00
$
0.00

These
Students
Thank You

•
•
•
•
•
•
•
•

Bryan Redd
Amy Giullian Sorensen
Autumn Twitchell
Nathan Jensen
Jesse Richmond
Ethan Angerbauer
Jake Sundet
Tyler Sweat

•
•
•
•
•
•
•
•

Farah Arabian
Morteza Shoushtari
Daniel Harman
Laura Landon
Andrew Swain
Ben Morgan
Rachel Harris
Esteban Garcia

A University of Kansas Space Venture

Who Are We

The purpose of KU’s CubeSatellite group is to create the infrastructure and opportunities for
satellites to be built and launched through student led projects.
Building these satellites will serve the purpose of demonstrating, researching, and testing scientific
equipment affordably in outer space These nano-satellites would also present an extraordinary
opportunity for all students to get exposure to the entire procedure of building a space system.
This procedure fosters leadership, communication, teamwork, and management skills for all
involved members, thus contributing to educational and professional development.

KUbeSat1
• KUbeSat1 uses a variety of Commericial
Off the Shelf Components (COTS)
• Endurosat
• 3U Frame
• UHF Radio/Antenna
• Solar Panels
• Onboard Computer
• CubeSpace
• Attitude Determination and Control
System (ADCS)
• Clyde Space
• Electric Power System (EPS)
• 40 WHr Battery

• HiCalK

3

Our Payloads
To compete in NASA’s CSLI, two
innovative payloads will be launched
aboard KUbeSat1. These payloads will
be used to study deep space particles
and atmospheric sciences.

Primary Cosmic Ray

High-Altitude Calibration

Detector (PCRD)

KUbeSat (HiCalK)

The PCRD uses a pulse shape

The HiCalK is a proof-of-concept for a

discrimination calorimetry method to

series of future KUbeSat payloads with

measure the energy and species of

the ultimate goal of generating a

primary cosmic rays in a CubeSat-

calibration signal for ultra-high-energy

accessible way.

cosmic ray ground experiments.
4

KubeSat1 CSLI
Working with NASA and other industry
partners

• NASA has identified a launch
opportunity for KUbeSat1 with
satellite turn over in June of 2022
• Launch is in 2022 into a 565 km sun
synchronous orbit on a Firefly Alpha
vehicle
• Looking to send the several students
to the launch of KUbeSat1
• To help with integration and
inspire undergrads to pursue a
secondary degree

5

Organization beyond
KUbeSat1 Launch
• KUbeSat2 design has started
• Aiming to include more custom-built
solutions
• Already speaking to different organizations
regarding payloads
• Astrobiology Payload
• Potential partnership with Center for
Remote Sensing of Ice Sheets (CReSIS)
• Plan to continue launching a new satellite
every 3-4 years with each satellite producing
at least 2 papers
• Plan to expand ground station to handle SBand TRX

6

KUbeSat1 Communications
• All communications for KUbeSat1 are
handled in the UHF spectrum between 432438 MHZ
• The ground station (GS) design sends
downlink information to a technology rack
connected to KU network
• Design based on the U of A ground
station
• Circularly polarized Yagi antenna by M2
Antenna Systems, Inc.
• Includes a rotator and controller donated by
a local company meant to track the satellite
as it arcs across the sky
• Plan to expand ground station to handle SBand TRX
7

Link Budget
Worst-case Scenario
• Highest frequency = 438 MHz
• Lowest elevation angle = 10°
• Highest orbital altitude = 565 km
• Equivalent longest slant range = 1851 km

• Antenna pointing and polarization

losses
• Atmospheric gas and Ionosphere

Downlink

Ground Station

Satellite

Max. transceiver output
power
Total transmission line
loss
Antenna Gain

18.75 dBW

Radio module output
power

0 dBW

6.41 dB

Total transmission line
loss

1 dB

13.3 dBic

Effective Isotropic
Radiated Power

25.64 dBW

Antenna Gain

1.5 dBic

Effective Isotropic
Radiated Power

0.5 dBW

Total path loss = 156.21 dB

Path Losses
• Free-space loss

Uplink

Satellite
Isotropic Received Power
Antenna gain
Total transmission line
loss

Ground Station
-130.57 dBW
1.5 dBi
1 dB

Isotropic Received Power
Antenna gain
Total transmission line
loss

-155.71 dBW
13.3 dBic
0.33 dB

System
Link Margin
losses

Gain to Noise
Temperature

-23.3 dB/K

Gain to Noise
Temperature

-13.3 dB/K

• Signal-to-Noise Ratio threshold for GMSK

Receiver Noise Power

-161.5 dBW

Receiver Noise Power

-159.4 dBW

Received Signal Power at
LNA

-130.07 dBW

Received Signal Power at
LNA

-142.74 dBW

BER of 10-5 is 9.6 dB
• Worst-case uplink margin = 22.3 dB
• Worst-case downlink margin = 7.06 dB

Signal-to-Noise Power
Ratio

31.9 dB

Signal-to-Noise Power
Ratio

16.67 dB

System Link Margin

22.3 dB

System Link Margin

7.06 dB
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KUbeSat at ITC
KUbeSat partnered with the EECS
department to write a paper and
present at the International Telemetry
Conference in Vegas on the
development of a CubeSat Ground
Station

Industry Connections

Paper Presentation

KUbeSat members were able to meet

Members gained experience on how to

industry experts that focus on

present at a technical conference and

telemetry and not only network for the

some sat in on other presentations

project, but also for their own futures
9

Future Work

KUbeSat as an organization has outlined its goals for the
next three years

Each year expands on the previous and propels
CubeSat innovation at the University of Kansas while
promoting the goals of ITF

2021

2022

2023

2024+

Ground station Design

Testing, Operation, and

Expanding current

New satellite payloads,

and setup. Initial outline

Data Analysis of

capabilities and adding

Remote sensing from

and blue print for set up

Hawksnest Ground

new components (S-band,

space, swarm flight

Station

automation)

10

KUbeSat Funding
PepsiCo

• KUbeSat partnered with several on
campus organizations
• To date, just over $100,000 have been
raised in monetary value alone
• The IFT has provided 10% of the total
funding for KUbeSat
• Telemetry subsystem, Ground
Station Development, etc
• Future satellite missions are anticipated
to be less expensive as there will be
minimal infrastructure build out

7.89%

Student
Senate

Endowment

30.9%

18.2%
School of
Engineering

22.5%

IFT
10%

Department

22.8%
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Funding Use
• Previous funding from the IFT helped
purchase:
• A new radio transceiver
• Cabling for the GS
• Clean suits
• Etc
• Future funding from the IFT will help
secure the future of the KUbeSat
program including:
• Ability to operate in multiple
spectrums
• Build custom communication
modules
• Enable remote sensing dedicated
payloads
• Give students a chance to attend
conferences

12

KUbeSat Proposal
• KUbeSat is asking for the continued support of the IFT as the
organization continues to grow
• Dr. Perrins is submitting a proposal with a detailed three-year plan
to support:
• Expanded capability of KUbeSat’s ground station
• Development costs of KUbeSat2
• Students attending satellite launches
• KUbeSat also plans to
• Submit 1-2 papers a year meant to be presented at ITC
• Develop valuable remote sensing dedicated payloads
• Continue to support the mission of the IFT

13

Thank you
Stay Connected
With Us
Send us a message or visit us
Whenever you like
If you’re interested in what we’re doing, contact us or just come and
chat with us. Reach us at the email below and follow us on social
media

Engineering Building
Learned – 1170
KUbeSat@ku.edu

Telemetry Learning Center
Missouri S & T
April 21, 2022

1

Who We Are and Were
(and will never be)

•

University of Missouri System, 4 campuses, 72k students
• Missouri University of Science and Technology, Rolla campus, 8k students
Formerly: University of Missouri – Rolla, University of Missouri at Rolla,
Missouri School of Mines, Missouri School of Mines and Metallurgy
• College of Engineering and Computing, 5k students
• Department of Electrical and Computer Engineering, 700 students
• IFT / S&T Telemetry Learning Center, 17 students at ITC 2021, 29 direct
support, scores more impacted through projects and curriculum

•

2

Dr. Kurt Kosbar
•

ECE Associate Chair for Laboratories, Director of Telemetry Learning Center

•

Ph.D. & MS in EE from University of Southern California, BS in EE & BS in
Computer Engineering from Oakland University (Rochester, Michigan)

•

7 Years at Hughes Aircraft Company, Space and Communications Group, Digital
Communications Department, El Segundo, CA

•

33 Years at UM@R / UM-R / MS&T / S&T / but will never work for MUST

Objective of Program
• Introduce telemetry and system level design
problems throughout program of study
• Encourage a variety of projects, including
telemetry applications in non-traditional areas
• Encourage graduates, and especially
undergraduates, to
– Participate in technical conferences
– Compete in national and international design
competitions
– Integrate telemetry into multi-disciplinary projects

3

ITC 2021 – S&T Participation

Austin Christman*
Brady Davis
Thomas Francois
Viraj Gajjar
Luke Hellebusch
Megan Kerr
Kurt Kosbar
4

Alisa Lazareva
Charles Maddi
John Mitchell
Dan Napierkowski
Anthony Robles
Matt Russell*

Max Ryan
Miranda Sauer
Eli Verbrugge
Sam Weiler
Alex Wortmann

ITC 2021
• Matthew Russell and K. Kosbar, An Open-Source UHF Ground
Station Design for Nanosats, S&T Satellite Research Team, 2nd
Place Undergraduate Best Paper Prize
• Charles Maddi, Samuel Weiler, John Mitchell and K. Kosbar,
Telemetry System for a Fixed-Wing Remotely-Operated
Aircraft, Miner Aviation Team
• Austin Christman, Megan Kerr and K. Kosbar, Transmitting Life
Detection Data Gathered by an Exoplanetary Mobile System,
Mars Rover Design Team

5

ITC 2021
• Anthony Robles, Alisa Lazareva, Maxwell Ryan, Brady Davis,
and K. Kosbar, Remote Error Handling of a Teleoperated
Robotic Power System, Mars Rover Design Team
• Viraj Gajjar and K. Kosbar, Rapid Gain Estimation for MultiUser Software Defined Radio Applications, Graduate Student
Project
• Daniel Napierkowski, Eli Verbrugge, Alex Wortmann and K.
Kosbar, Enhancing Field Testing of a Teleoperated Robotic
System with Wireless Handheld Controls, Mars Rover Design
Team

6

ITC 2021
• Miranda Sauer, Luke Hellebusch, and K. Kosbar, Improving the
Accessibility of Telemetry for a Solar-Powered Vehicle, Solar
Car Team
• Thomas Francois and K. Kosbar, Telemetry Systems for a
Sounding Rocket and its Paralites, Rocket Design Team
• Signals and Modulation Short Course, K. Kosbar
• Signals and Modulation Shorter Course, K. Kosbar

7

ITC 2022
• Thomas Francois, Thomas Montano and K. Kosbar, Design of
a Radio Telemetry System for use by University Rocket Teams,
S&T Satellite Research Team
• Brady Davis, Robert Squires, Garrett McEntire and K. Kosbar,
Telemetry Thomas
Package
for the Drive System of a Remotely
Montano
Controlled Rover, S&T Mars Rover Design Team
• Beck Saunders, Adam Ring, Max Telman, Pablo Espindola
Chavarria and K. Kosbar, Estimating 3D Angle of Arrival for HF
signals Using Phase Interferometer of Software Defined
Radios, S&T Radio Club

8

ITC 2022
• Max Ryan, Natasha Cox, Daelon Shockley, Grant Brinker and
K. Kosbar, Science System for a Prototype Mars Rover, S&T
Mars Rover Design Team
• Viraj Gajjar, Anand Nambisan and K. Kosbar, Automatic
Modulation Classification Using Dual Convolutional Neural
Network, Graduate Student Project
• Signals and Modulation Short Course, K. Kosbar
• Signals and Modulation Shorter Course, K. Kosbar
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ITC 2021 – Miner Aviation Team
• Charles Maddi
• Samuel Weiler
• John Mitchell

10

ITC 2021 – Miner Aviation Team

11

ITC 2021 – Miner Aviation Team

12

ITC 2021 – Miner Aviation Team

13

ITC 2021 – Mars Rover Sensors
• Austin Christman
• Megan Kerr
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ITC 2021 – Mars Rover Sensors
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ITC 2021 – Mars Rover Sensors
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ITC 2021 – Mars Rover Sensors
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ITC 2021 – Mars Rover Sensors
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ITC 2021 – Mars Rover Sensors

19

ITC 2021 – Mars Rover Power
• Max Ryan
• Alisa Lazareva
• Anthony Robles
• Brady Davis
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ITC 2021 – Mars Rover Power

21

ITC 2021 – Mars Rover Power

22

ITC 2021 – SDR Operating Systems
• Viraj Gajjar

23

ITC 2021 – SDR Operating Systems

24

ITC 2021 – SDR Operating Systems

25

ITC 2021 – SDR Operating Systems

26

ITC 2021 – Mars Rover Safety
• Dan Napierkowski
• Eli Verbrugge
• Alex Wortman
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ITC 2021 – Mars Rover Safety

28

ITC 2021 – Mars Rover Safety

29

ITC 2021 – Mars Rover Safety

30

ITC 2021 – Mars Rover Safety

31

ITC 2021 – Solar Car Telemetry
• Luke Hellebusch
• Miranda Sauer
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ITC 2021 – Solar Car Telemetry

Circuit of the Americas Track , Austin TX
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ITC 2021 – Solar Car Telemetry
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ITC 2021 – Solar Car Telemetry
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ITC 2021 – Solar Car Telemetry
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ITC 2021 – Solar Car Telemetry
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ITC 2021 – Solar Car Telemetry
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ITC 2021 – Rocket Telemetry
• Thomas Francois, KX0STL
• Kurt Kosbar, K0SBR
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry

47

ITC 2021 – Rocket Telemetry
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ITC 2021 – Rocket Telemetry

49

ITC 2021 – Short & Shorter
Courses

50

Number of Students In Program
•
•
•
•
•

51

Scholars / Fellows: 29
Equipment and Supplies: 82
Travel: 16
Team members: ~ 250
Coursework: ~100/year

Status of Scholars / Fellows
•
•
•
•
•
•

• 13 Electrical Engineering
2 Freshmen
• 11 Computer Engineering
6 Sophomore
• 2 Aerospace Engineering
• 1 Computer Science
9 Junior
• 1 Chemical Engineering
• 1 Mechanical Engineering
9 Senior
• 1 Economics
• 1 Geology
3 Graduate
Travel, supplies and equipment funding

– Majority of students are juniors and seniors, although
some freshmen, sophomores and graduate
students benefit also.
52

Student Impact
• Approx. 100 students graduate each year with
increased exposure to telemetry and system
related material through coursework and
laboratories
• Approx. 250 students per year are involved with
projects which have telemetry components, with
about one third of those having direct contact
with the telemetry system

53

Future Plans
• Plans for 2020-2024 outlined in 8 May 2019
proposal to IFT Board of Directors.
• Support select group of graduate students
• Direct financial support of a select group of
undergraduate students
• Support large number of undergraduate
students in capstone design
• Support interdisciplinary student design teams
• Continued integration of telemetry and systems
engineering into undergraduate curriculum
54

Summary
• Undergraduate enrollment level, on-campus
graduate enrollment declining, distance graduate
enrollment increasing
• Program does not require student to make exclusive
selection between telemetry and other emphasis
areas
• Emphasis on, and interest in, multi-disciplinary
experiential learning is strong, and continues to
grow
• University now requires experiential learning
• Telemetry Learning Center fits well with this focus
55

Scholars and Fellows

Grant Brinker

Pablo Espindola Chavarria

Austin Christman

Natasha Cox

Brady Davis

Thomas Francois

Viraj Gajjar

Luke Hellebusch

Megan Kerr

Alisa Lazareva
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Scholars and Fellows
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Charles Maddi

Garrett McEntire

Dan Napierkowski

Husam Nassr

John Mitchell

Thomas Montano

Adam Ring

Anthony Robles

Anand Nambisan

Matt Russell

Scholars and Fellows

Max Ryan

Miranda Sauer

Max Telman
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Beck Saunders

Eli Verbrugge

Daelon Shockley

Sam Weiler

Robert Squires

Alex Wortmann

IFT support helps students like these …
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… build things like this …

60

… that makes engineering feel like this.

61

Thank You, From All of Us

62
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Morgan State University

ANNUAL REPORT - IFT GRANT
WINETS LABORATORY
Dr. Farzad Moazzami
Technical Lead: Dr. Richard Dean
Technical Collaborators: Dr. Mulugeta Dugda, Dr. Wondimu Zegeye, Dr. Arlene Cole-Rhodes
April 21, 2022

About Morgan
Morgan State University (MSU), founded in 1867, is a Carnegie-classified
high research (R2) institution offering nearly 120 academic programs
leading to degrees from the baccalaureate to the doctorate. As
Maryland’s Preeminent Public Urban Research University, and the only
university to have its entire campus designated as a National Treasure by
the National Trust for Historic Preservation, Morgan serves a multiethnic
and multiracial student body and seeks to ensure that the doors of
higher education are opened as wide as possible to as many as possible.

MSU Update


Appointed New Provost & SVPAA
– Dr. Hongtao Yu
Former Dean, School of Computer, Mathematical &
Natural Sciences at MSU



Hired New Dean, School of Engineering
– Dr. Oscar Barton
Founding chair of the Department of Mechanical
Engineering at George Mason University;
22 years in Naval Academy



Strategic Plan Updated to Reflect our Goal to Ascend to
R1 Classification before 2029




Largest Land Acquisition in our History – 57 acres
Historic Investments: 9% Raise– 80 new faculty lines

Morgan State University

 Historically Black College & University (HBCU), Baltimore, MD – Instituted 1967
 Enrollment: ~8400 (%7 up)
 Engineering: ~1300 – New programs: BS Mechatronics Engineering; PhD ESS
 Electrical Engineering: ~380
 Morgan-Flex teaching continues beyond COVID – Upgraded 200 rooms ~ $14M
 WiNetS Lab is in the ECE Department of the Clarence Mitchel School of Engineering
 10 - 20 UG, GR, and Doctoral Students Associated with WiNetS lab
 Currently 6 Doctoral, 3 M.Eng students
Our Department is one of the top producers of black EE’s in the country (1st in 2018)

WiNetS Lab
Wireless, Networks, Security

 Wireless
– Channel
Simulation
– OFDM
• Coding
• Equaliza
tion
– LDAR
– Flight Path
Simulation

 Security
Networks
– Security
– Mixed
Architecture
Network
– Cyber Attacks
Optimization
– Risk
– Spectrum
Management
Management
– Distributed
– Spectrum
Denial of
Sharing
service
– Interference
– Network
Rejection
Intrusion
Detection
– QoS

WiNetS Faculty
 Dr. Farzad Moazzami

-

-

-

Associate Professor,
Department of Electrical &
Computer Engineering
AVP AA and Interim Dean of
CICS (Finally ending in June
2022)
Background: MIMO links,
BSS with Blind adaptive
equalization and Channel
estimation
Research areas: Wireless,
Security Controls, IDS,
Cryptography

 Dr. Richard Dean
-

Former Sr. Tech Expert at NSA
Technical Lead in Telemetry
Projects in the lab

 Dr. Arlene Cole-Rhodes

Professor, DSP, Image
Processing, Wave forming,
Equalization

 Dr. Mulugeta Dudga
-

Instructor, Data Mining, AI,
Network traffic analysis, IDS

WiNetS ITC
Participation

Highlights of the Year
 Received 3rd Annual Funding of $75,000 from IFT
 Stipend and Tuition Support for 2 Doctoral Students: Wondimu
Zegeye, Daryl Moten (graduated, partial support)
 Stipend and Tuition Support for 4 Undergraduate Students:
Tobechukwu Osuzoka, Uchenna Emerson, Dayja Young and Darnell
Richards.
 Telemetry Module for the Rocketry Program prototype operational
 Telemetry Network Testbed foundation operational with early results
 Successfully completed the 2nd Year tasks on our 5-year Plan
 Preparing 6 papers for the upcoming ITC 2022

Highlights of the Year Cont’d
 Awarded U.S. Patent #11,005,540 “Method and system for
multiple input, multiple output communications in millimeter
wave networks,” Dr. Arlene Cole-Rhodes, Dr. Peter Taiwo
 Pending Patent Application “Multi-Layer Hidden Markov Model
Based Intrusion Detection System,” Farzad Moazzami,
Wondimu Zegeye, Richard Dean
 New IPD and Patent Application submitted “OFDM with Joint
Equalization and Diversity Methods,” Richard Dean, Farzad
Moazzami, Tasmeer Alam,

Papers

Five-Year Timeline

On track to Complete Tasks for Year 3 By
End of December 2022

Research Highlights
 Modeling of Telemetry network controls as ICS/SCADA* is
maturing
 Investigating various attack vectors on Telemetry networks
 Working with SRC to augment IFT support with additional
grant/contract funding for the lab (we need help in modeling
telemetry traffic for security analysis)
 IDS with Quantitative Risk Assessment is promising
 Testbed Development:
 Physical build up of the telemetry testbed is underway
 Developing SCADA models for telemetric network security
 Testbed Software – Virtual Network for simulation –
Vmware – several elements prototyped

Model in Development
Papers

Specifications
 Test Sites (T&E Centers) with
common three SCADA levels
 Global Grid could represent a
DoD network linked to Test Sites
and the T&E Center through
high-speed internet
 The interfaces are E2E
encrypted secure connections
 We will simulate security
scenarios where telemetry radio
connection between Test Sites
and Test Articles can be
dynamically supported by other
TAs ( Ad-hoc config.)

Proposed SCADA models
for Telemetric
Cybersecurity

 A wide range of attack and
control models will be tested
upon completion of the testbed

Model in Development
Papers

Assumptions
 Assuming a
distributed multi-layer
threat environment

 Assuming that the
threat is not only at the
boundary, but it could
be an insider threat

Proposed SCADA models
for Telemetric
Cybersecurity

Papers

ITC 2022 Papers

 Telemetry Cyber Security Testbed
Authors: Perry Jordan, Favour Okonkwo
 Telemetry for Morgan’s Rocketry program
Authors: Dayja Young and Darnell Richards
 Application of AOFDM on Power Efficiency
Author: Musa Jokotogun
 Tandem of Cancellation and Clipping for reduced PAPR for OFDM
Author: Musa Jokotogun
 Quantitative Risk Assessment with HMM based Intrusion Detection System
Author: Moses Odejobi
 Modeling Telemetry Networks as ICS/SCADA Infrastructure
Author: Wondimu Zegeye

Expenditures
 Student Stipend
Undergraduate
Graduate

$32K
$22K

 Equipment (testbed)
Travel

$16K
$2K + $4K

Endowment opportunity – MSU will match $1M

Papers

Summary

 Morgan State, WiNetS laboratory faculty and students are thankful to the
IFT BOD for supporting these efforts
 We are on track to finish Year 3 tasks as proposed
 We request IFT to continue their annual support of Morgan State
university

NMSU Report to the IFT Board of
Directors – April 2022
Dr. Charles D. Creusere, Frank Carden Chair in
Telemetering & Telecommunications
Klipsch School of Electrical and Computer
Engineering

Institution Information:
• New Mexico State University (Main Campus)
• Las Cruces, NM
• College Of Engineering
• Klipsch School of Electrical & Computer
Engineering
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Telemetry Leadership
Dr. Charles D. Creusere, Professor, current
holder of the Frank Carden Chair for
Telemetering and Telecommunications
- Term expires 4/22/2022
- Will apply for renewal
- No timeline yet
Dr. Deva Borah, Professor, Holder of the IFT
Professorship

III.

KEY PROFESSORS

Professor Charles D. Creusere
Dr. Creusere joined the NMSU faculty as an Assistant
Professor in January 2000 after working for NAVAIR China
Lake for 14 years. He was selected as the first IFT
Professor in 2008 and as the Carden Chair in 2010. He was
reappointed as the Carden Chair in March 2017. He
received a BS in ECE from U.C. Davis in 1985 as well as MS
and PhD degrees from U.C.S.B in 1990 and 1993. Dr.
Creusere’s research focus is in the area of digital signal
processing and he teaches a wide variety of classes related
to telemetry

Professor Deva Borah:
Dr. Borah joined the NMSU faculty in January 2000 as an
Assistant Professor and has since advanced to the rank of
Professor. He received his PhD in May 2000 in
Telecommunications Engineering from Australian National
University in Canberra, Australia. Prior to this, he received
MS and BE degrees in Electrical Communications
Engineering from the India Institute of Science in Bangalore,
India in 1992 and 1987, respectively. He was awarded the
IFT Professorship in 2011 and his research focuses on
physical layer communications systems

Professor Laura Boucheron
Laura E. Boucheron received the B.S. and M.S. degrees in
electrical engineering from New
Mexico State University, Las Cruces, in 2001 and
2003, respectively, and the Ph.D. degree in electrical
and computer engineering from the University of
California, Santa Barbara, in 2008. She has intern and
graduate research experience at both Sandia National
Laboratories and Los Alamos National Laboratory as well
as postdoctoral and research faculty experience in the
Klipsch School of Electrical and Computer Engineering at
New Mexico State University. She is currently Associate
Professor in the Klipsch School.

Professor David Mitchell
David G. M. Mitchell received the Ph.D. degree in
Electrical Engineering from the University of Edinburgh,
United Kingdom, in 2009. Since 2015, he has been an
Assistant Professor in the Klipsch School of Electrical and
Computer Engineering at the New Mexico State
University, USA. He previously held Visiting Assistant
Professor and Post-Doctoral Research Associate
positions in the Department of Electrical Engineering at
the University of Notre Dame, USA. He is a Senior
Member of the IEEE and his research interests are in the
area of digital communications, with emphasis on error
control coding and information theory.

Professor Steven Sandoval
Dr. Sandoval joined the Klipsch School of Electrical and
Computer Engineering at New Mexico State University as
an Assistant Professor in Spring 2017 after
completing the Ph.D. degree in Electrical Engineering
from Arizona State University in 2016. Prior to
joining NMSU he worked for 5 years in the defense
industry. He received the B.S. Electrical Engineering
and M.S. Electrical Engineering from New Mexico State
University in 2007 and 2010. Dr. Sandoval's current
research focus is in the area of time-frequency
analysis, audio and speech processing, and machine
learning.

IV.

INTRODUCTION TO NMSU

History

Current Status
•

NMSU has 5 campuses spread across New Mexico, but graduate
degrees are only offered at the main campus in Las Cruces
•

Additionally, degrees in engineering are only offered at the main campus

•

Fall 2021 enrollment on the Main Campus was 13,904 students (11,230
undergraduate, 2,674 graduate)—a 2.3% decline from 2020

•

Enrollment in the College of Engineering: 1,747 undergraduate and 373
graduate students—small decreases at the UG level and increases at
the Grad level

“Be Bold-Shape the Future”

V.

TELEMETRY PROGRAM
DETAILS

Objectives, School
• The Klipsch School currently has 275 undergraduate majors
and 106 graduate students—both up from last year.
• The objectives of the Klipsch School ECE program are:
• To prepare students for challenging careers where they can apply a
broad spectrum of knowledge in electronics and computing to solve
real-world problems that help improve our lifestyles, create wealth,
and discover new technologies
• To provide an environment which fosters world class research
involving faculty and students as a component of a comprehensive
educational experience

Objectives, Telemetry
•

The telemetry program is an integrated part of the Klipsch
School, the specific objectives of which are:
•

Provide undergraduate and graduate students with skill set that they
need to pursue a career in a telemetry-related field

•

To introduce our student body to the telemetry field and to the
employment opportunities abounding within it

•

To encourage NMSU faculty to get involved in telemetry research
and to participate in the International Telemetering Conference

•

To support ground-breaking research in support of telemetering
practice

•

To support the Klipsch School in helping to provide the best possible
educational outcomes for our students

Direct Student Support
•

IFT-endowed scholarships supported 5 students last year,
each receiving $987
• This is, again, less than in the previous year
• 3 undergraduate & 2 graduate students were supported

•

In addition, Carden Chair funds were used to support a
graduate research assistant during the Summer and
academic year (~$25,000) as well as a UG students
working on a software-defined radio (SDR) study.

Typical Program Undertaken
• A BS in Electrical and Computer Engineering is our
undergraduate degree
•

We have specializations in telemetry-related disciplines
like Communications and Digital Signal Processing, but
these designations only appear on the student’s
transcripts and not on their degrees

• MS & PhD having the same degree name and
possible specializations as above, along with an
explicit ‘Telemetry’ specialization

Outstanding Student
Accomplishment
• A former IFT Scholarship student:
•
•

Presented 2 papers at ITC 2021
Has been working for NAVAIR (Pt. Magu) full time since
August 2020

• Another grad student who started working with me
last Summer with IFT support has submitted his
first ITC paper for this year’s conference.

IFT-Funded Program Investments
• Carden Chair faculty stipend, $18,000/year
• IFT Professorship: Dr. Deva Borah receives a
$7000/year stipend for this professorship
• Student capstone support: as needed
• Support communications/DSP teaching labs as
needed
• Support for students working on telemetry-related
research projects

Student Papers in 2021:
• ITC 2021: 4
• 2 with Dr. Creusere as co-author
• 2 with Dr. Borah as co-author

• ITC 2022: 2 submitted
• 1 with Dr. Creusere as co-author
• 1 with Dr. Borah as co-author

Number of students graduating with
telemetry experience
• This is hard to quantify
•

Undergraduate students only get ‘direct’ telemetry
experience through Capstone design projects that have
a data communications component
• I have advised 5 such projects in the last 7 years
consisting of a total of 20 students
• I would estimate that ¾ of the Capstone projects
attempted every year have a wireless
communications component, exposing approximately
20 students per year to telemetry concepts

Number of students graduating with
telemetry experience
• Graduate Student Exposure:
• I would consider any graduate student working
on research that impacts telemetering to be
getting exposure to it
•

This would include students working in
communications, information theory, signal
compression, error correction coding, etc.

• By this measure, we produce in an average year
1.5 PhDs and 2 MS graduates

Latest Program Updates
• ECE Department Head:
• Steve Stochaj is currently department head
•

He has agreed to stay in this position for at least 1
years

• We currently have (at least) 4 open faculty lines
•
•

Search have been underway since Fall 2021 to hire
for these lines
No hires made yet

Financial Data
• Salaries:
•

•

$18,000/year stipend for Carden Chair (stops April 22,
2022 and will recommence once a new Carden Chair is
selected)
$6,800/year stipend for IFT Professor

• Scholarships:
•

$4,935
•

•

About 50% of what it was 4 years ago

Supports 5 students

• Travel
•

~$4000

• Other available (used based on program needs):

Plans for Future
• If selected for the Carden Chair renewal, I plan to
push even harder to get my colleague, Dr. David
Mitchell, involved with the IFT
•

He is an outstanding researcher in the area of digital
communications and he is the most logical “heir
apparent” to the Carden Chair

• Will pursue with renewed vigor the possibility of
linking NMSU professional development classes to
the ITC short course program.

Summary
•

We’ve been teaching in person since Fall 2021 and it has
made my life much more enjoyable! Good riddance to
Covid!!!

•

University enrollment was slightly down in Fall 2020

•

University finances appear to be stable and we may, in fact,
get small raises this year!

•

While the Carden Chair will be formally vacant as of April
22, 2022, I will continue to make sure that the things that
need to get done (i.e., the scholarship selections & student
travel to ITC) do get done until such time as a new Carden
Chair is selected.

Telemetering Activities - 2021-22
The University of Arizona

College of Engineering
Department of Electrical and Computer Engineering
Tucson, AZ

Michael W. Marcellin

Regents Professor
International Foundation for Telemetering Chaired Professor

mwm@arizona.edu
www.ece.arizona.edu/~mwm
+1-520-621-6190

Biographical Sketch - Marcellin
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Professor Marcellin is a Regents Professor at the
University of Arizona. He has authored or coauthored
more than three hundred publications. He was a major
contributor to JPEG2000 and wrote the compression
specification for the Digital Cinema standard currently
used for all motion pictures throughout the world. Dr
Marcellin is a Fellow of the IEEE, a recipient of the NSF
Young Investigator Award, and a recipient of the IEEE
Signal Processing Society Senior (Best Paper) Award. He
was named the San Diego State University Distinguished
Engineering Alumnus and was a recipient of the University
of Arizona Technology Innovation Award. He has received
numerous teaching awards.

University of Arizona
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University of Arizona


OUR SETTING






4

The University of Arizona in Tucson is a land-grant doctoral
research university. Our research and development expenditures
place us among the nation's top public universities, and we have
membership in the Association of American Universities.
We offer a broad array of programs leading to degrees from the
baccalaureate through the doctorate. We have a total enrollment
of over 40,000 full-time and part-time students. As a land-grant
university, we maintain programs in production agriculture, mining,
and engineering, and serve the state through our cooperative
extension services, technology transfer, economic development
assistance, distributed education, and cultural programming.
The University provides distinguished undergraduate, graduate,
and professional education; excels in basic and applied research
and creative achievement; and promotes activities that advance
Arizona's economy.

University of Arizona


OUR VISION




OUR MISSION
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Through cross-cutting innovations distinctive to the University of
Arizona, we will expand the student experience through
engagement, advance knowledge through innovations in creative
inquiry and collaboration, and forge novel partnerships to
positively impact our community.
To improve the prospects and enrich the lives of the people of
Arizona and the world through education, research, creative
expression, and community and business partnerships.

Electrical and Computer Engineering


ECE is a comprehensive program







Emphasis areas include
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Undergraduate Education - 400 students (including 30 online)
Graduate Education - 250 MS (including 170 online), 100 PhD students
Research
Service
Autonomous systems and robotics
Biomedical technologies
Circuits, microelectronics, and VLSI
Communications, coding, information theory, and telemetering
Computer architecture and cloud computing
Optics, photonics, and THz devices and systems
Signal, image and video processing
Software engineering and embedded systems
Wireless networking, security, and systems

Selected Telemetering Classes at UofA
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Introduction to Communication Systems
Digital Communication Systems
Optical Communication Systems
Wireless Communication Systems
Error Control Coding
Digital Signal Processing
Fundamentals of Computer Networks
Fundamentals of Information and Network Security
Antenna Theory and Design
Radar

UofA Attendees from ITC 2021
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2021 ITC Graduate Student Papers
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N. Teku (student) and T. Bose (advisor), “Cognitive diversity
equalization for 2x2 HF MIMO channels”
A. Torres, P. Satam, (students) and T. Bose, (advisor), “WIFI
anomaly behavior analysis based intrusion detection using online
learning”
A. Berian, K. Staab (students), T. Bose, R. Tandon, and G. Ditzler,
“Polynomial filters for secure modulation classification”

6 grad papers submitted to ITC 2022

2021 ITC Undergraduate Student Papers
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J. Nadolski, J. Emnett, M. Warner, L. Magalhaes (students), and
M.W. Marcellin (advisor), “Cognitive radio in modern technology”
E. Bauers, E. Knowles, A. Moore, J. Merki, J. Nguyen and A.
Srivastava (students), “Electronic continuous variable
transmission for Baja race car”
N. Smith, C. Larsen, B. Delgado, G. Garcia, N. Tan, (students),
and M.W. Marcellin (advisor), “Automotive data visualization”
C. George, A. Wilder, D. Meyer, G. Garcia, K. Knudson, M. Quiroz,
N. Sivertson, S. Ahumada, T. Ma (students), and M.W. Marcellin
(advisor), “Expansion of telemetry in trackless ride experiences”
J. Nguyen, D. Fuehrer, H. Irfan, H. Pearl, O. Sjostrom (students),
and M.W. Marcellin (advisor), “Next generation implementation of
an improved telemetry system for monitoring an off-road racecar”

5 undergrad papers submitted to ITC 2022

Other Papers
Journal Papers
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I. Blanes, M. Hernández-Cabronero, J. Serra-Sagristà, and M.W. Marcellin, “Redundancy and Optimization
of tANS Entropy Encoders,” IEEE Transactions on Multimedia, (Early Access) November 2020.
F. Liu, E. Ahanonu, M.W. Marcellin, Y. Lin, A. Ashok, and A. Bilgin, “Visibility of Quantization Errors in
Reversible JPEG2000,” Signal Processing: Image Communication, Vol., 84, pp. 1–7, May 2020.
S. Alvarez-Cortes, J. Serra-Sagristà, J. Bartrina-Rapesta, and M.W. Marcellin, “Regression wavelet analysis
for near-lossless remote sensing data compression,” IEEE Transactions on Geoscience and Remote
Sensing, Vol. 58, No. 2, pp. 790–798, February 2020.
I. Blanes, M. Hernández-Cabronero, J. Serra-Sagristà, and M.W. Marcellin, “Lower bounds on the
redundancy of Huffman codes with known and unknown probabilities,” IEEE Access, Vol. 7, pp. 115857–
115870, July 2019.
J. Bartrina-Rapesta, M.W. Marcellin, J. Serra-Sagristà, and M. Hernandez-Cabronero, “A novel rate-control
for predictive image coding with constant quality,” IEEE Access, Vol. 7, pp. 103918–103930, July 2019.
C. Cooper and M.W. Marcellin, “Lossless wideband RF compression via lifting-based IIR subband
decomposition,” IEEE Transactions on Aerospace and Electronic Systems, Vol. 56, pp. 823–829, June
2019.
M.K.K. Niazi, Y. Lin, A. Ashok, M.W. Marcellin, G. Tozbikian, M.N. Gurcan, and A. Bilgin, “Pathological
image compression for big data image analysis: Application to hotspot detection in breast cancer,” Artificial
Intelligence in Medicine, Vol. 95, pp. 82–87, April 2019.
M. Hernández-Cabronero, V. Sanchez, I. Blanes, F. Aulí-Llinàs, M.W. Marcellin, and J. Serra-Sagristà,
“Mosaic-based color-transform optimization for the lossy and lossy-to-lossless compression of pathology
whole-slide images,” IEEE Transactions on Medical Imaging, Vol. 38, No. 1, pp. 21–32, January 2019.

Other Papers
Conference Papers
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E.L. Ahanonu, M.W. Marcellin, and A. Bilgin, “Lossless multi-component image
compression based on integer wavelet coefficient prediction using convolutional neural
networks,” Proceedings, 2020 Data Compression Conference, Snowbird, Utah, March
2020.
E. Ahanonu, M.W. Marcellin, and A. Bilgin, “Clustering regression wavelet analysis for
lossless compression of hyperspectral imagery,” Proceedings, 2019 Data Compression
Conference, Snowbird, Utah, March 2019.
Y. Lin, F. Liu, M. Hernandez-Cabronero, E. Ahanonu, M.W. Marcellin, A. Bilgin, and A.
Ashok, “Perception-optimized encoding for visually lossy image compression,”
Proceedings, 2019 Data Compression Conference, Snowbird, Utah, March 2019.

UofA Student Photos
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UofA Student Photos
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UofA Student Photos
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UofA Student Photos
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UofA Student Photos
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UofA Student Photos
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2020-21 IFT Supported Activities



Graduate Student Fellowships
Undergraduate Clubs
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Mini-Baja Club
Autonomous Vehicle Club
Formula Racing Club
Coaster Cats Club

Other IFT Activities





Telemetering Standards Coordination Committee member
Arizona hosting ITC planning meeting and IFT Board
meeting, April 2022
ITC Online Proceedings
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No 2020 Proceedings
Once I receive 2021 Proceedings, it will take about a month to get
them online

Financial Support


IFT Endowment



Chaired Professorship Salary
Discretionary Professorship Fund




Additional IFT Support


Graduate Fellowships




Matching funds from external agencies such as the National Science
Foundation, as well as endowment funds

Undergraduate projects
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Travel to student competitions, equipment, added student assistance, etc.

Autonomous Vehicle Club, Mini-Baja Club, Formula One Club, and Coaster
Cats, Senior Capstone Projects

Summary
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Our program is strong and thriving
Our activities would not be possible without the generous
funding that we receive from the IFT
We look forward to a bright future together

Telemetry and Sensing at UCSB

Yoga Isukapalli
Department of Electrical and Computer Engineering
University of California, Santa Barbara
Apr 21st 2022

I. Institution

Department of Electrical and Computer Engineering
College of Engineering
University of California, Santa Barbara

II. Faculty Committee
❏

❏

Mahnoosh Alizadeh
❏

NSF Career Award, 2019

❏

Northrop Grumman Excellence in Teaching Award, 2018

Yoga Isukapalli, Liaison to IFT
❏

❏
❏

❏

❏

Distinguished Teaching Award, UCSB Academic Senate, 2021
Northrop Grumman Excellence in Teaching Award, 2021
Outstanding Faculty Award, College of Engineering, 2019,2020,2021

Upamanyu Madhow
❏

IEEE Fellow, 2005

❏

NSF Career Award, 1996

B.S. Manjunath, Department chair
❏

Edward J. McCluskey Technical Achievement Award, 2020

❏

ACM Fellow, 2018

❏

IEEE Fellow, 2005

III. Faculty Lead
Yoga Isukapalli
❏
❏
❏

Ph.D. in ‘Communication Theory and Systems’ from UC San Diego - 2009
Postdoctoral scholar at Scripps institute – 1 year, 2009-2010
Broadcom Limited - 7 years, 2010-2017
❏
❏

❏
❏

Assistant Teaching Professor, UCSB, 01/2017 - 06/2020
Associate Teaching Professor, UCSB, 07/2020 - present
❏
❏

❏
❏

❏

802.11n/ac/ax chip development
Wi-fi/Bluetooth/FM combo chips

In-charge of Capstone program
Distinguished Teaching Award, UCSB Academic Senate: 2021
Northrop Grumman Excellence in Teaching award: 2021
Outstanding Faculty Award, College of Engineering: 2019,2020,2021

Research
❏
❏
❏

Wireless communications and signal processing
Multi-antenna systems with feedback, vector quantization
Machine learning for physical layer security

IV: UC Santa Barbara
❏
❏
❏
❏
❏
❏

College of Letters and Science
College of Engineering
College of Creative Studies
Bren School of Environmental Science & Management
Gevirtz Graduate School of Education
Graduate Division

Faculty size: 1,100
❏ Enrollment: 26,314
❏ Graduate students: 3,000
❏ National Science Foundation classification, ‘R1: Doctoral Universities – Very
high research activity’
❏

Electrical and Computer Engineering
❏

Enrollment
❏
❏

Graduate students:
250
Undergraduate students: 556
❏
❏

❏

Electrical engineering: 278
Computer engineering: 278

Recent graduation numbers
❏
❏
❏
❏

PhD: 32
MS:
55
BS, EE: 65
BS, CE: 62

V. IFT Program and Investment
❏

UCSB Affiliation with ITC/IFT program (1999-2022)
❏

❏

Hosted ITC/IFT spring meetings 4 times

Major milestones
❏

IFT endowment fund in support of telemetry and sensing program at UCSB
is currently at $1,071,094.
❏

❏

❏

The telemetry and sensing program is administered by a ECE departmental
committee with Yoga Isukapalli as the IFT liaison

6 Faculty, including department chair, are actively participating in projects
supported by IFT
$32K to offset expenses for 2022-23 academic year
❏

More on budget details in later slides

Flexible Instruction During Pandemic
• Back to in-person instruction
• Remote instruction for about a month in January’22
• Many classes are offering flexibility for students effected with Covid
• Some changes like remote labs, recording lectures might endure

Telemetry and Sensing: Specializations
▪ ECE undergraduate curriculum is going through a significant decadal reform
•
•

Three specialization tracks related to telemetry and sensing are
approved by the department
Currently waiting for approval from USCB academic senate
▪
▪
▪

Wireless Communication and Sensing
Wireless Hardware
Signal Processing and Data Science

Budget for academic year: 2021-22
Budget plan (2021-22)

Endowment fund

UCSB

payout for 2021-22
IFT graduate fellowship (5)

$16k

$0k

Senior capstone project (5)

$6k

$10k

Equipment and supplies

$5k

$0k

Miscellaneous program support

$2k

$0k

$29k

$10k

Total budget

Plan for next academic year 2022-23 in later slides

2021-22: IFT Graduate Fellowships
•
•
•
•
•
•

Sean Andreson - $4k
Satish Kumar - $4k
Berkay Turan - $4k
Lalitha Giridhar - $2k
Jonathan Tao - $2k
Total amount:
$16k

2021-22: Capstone projects
• 5 capstone projects are sponsored by IFT
• Guided by 6 Faculty members
• Total amount allocated for projects: $16k
• Projects will be presented at the engineering expo on June 2nd, 2022

Capstone Projects
▪ Year-long group projects completed during senior year

▪ Approximately 120 students per year
▪

Partnered with about 20 companies
▪
▪
▪
▪

▪

Defense
Medical
Leading private companies
Over the past three years, raised more than $300k in funds to support the capstone projects

Capstone projects sponsored by IFT in the next few slides – combined budget $16k

Capstone Project: Scrap Sort
▪
▪

Recognize various kinds of trash and sort into bins for further processing
Operate at the edge self-sufficiently (i.e. without internet) with limited
space/power/cost

Capstone Project: AeRobot
▪

Develop radio relay node communication with PIR and UWB radio module to
stably communicate with the unmanned vehicle

▪

UWB module recently released into market by Qorvo (DWM3000) – operates
in 6.5GHz and 8GHz

▪

Several challenges in getting this module to work correctly

Capstone Project: Beehive
▪

Aims to minimize the total time that customers wait for an available driver by
predicting local demand and sending the correct amount of drivers to meet the
demand

▪

Our solution is to model the system by partitioning the environment and then use
reinforcement learning to compute the optimal policy that takes consequences of
the policy itself into account

Capstone Project: Mimmo
▪

Millimeter-wave (mmWave) radar in the frequency range of 76-81 GHz frequency band

▪

Uses multiple RADARs to improve the navigation of autonomous vehicles
LiDAR

Vision

Radar

Capstone Project: Neutronomous
▪

Capstone project is about building a one-tenth-scale car that will autonomously
navigate from one outdoor location to another

▪

This project is part of F1TENTH racing competition and uses global positioning
system (GPS), inertial measurement unit (IMU), and LiDAR sensors, for real-time
trajectory planning, localization, and obstacle avoidance

Capstone Engineering Design Expo – June 2nd 2022

Research Topics
Communications and signal processing (CSP) group has a cuttingedge research program with several research centers
❏

❏

Computer Vision, Graphics, and Computational Imaging

❏

Control, Optimization and Game Theory

❏

Information Theory and Statistical Inference

❏

Machine Learning and Data-Driven Methods

❏

Networked and Cyber-Physical Systems

❏

Robotics and Autonomous Systems

❏

Signal and Image Processing

❏

Wireless Communication & RF Sensing

2021-22 Research Program
❏

Research highlights
❏
❏

10 faculty members and about 50 graduate students
Current active funding
❏

❏

NSF, DoD, DARPA, Several private companies

Publications
❏

About 100 publications per year in leading IEEE conferences and journals
from faculty in the general area of telemetry

2021-22 Research Program
❏

2021 ITC Participation
❏

5 papers
❏

❏
❏

❏

Best undergraduate student paper award

2 faculty members
12 student authors

2022 ITC Participation
❏
❏
❏

5 papers submitted
6 faculty members
22 student authors

VI: Budget Plan for 2022-23
Budget plan (2022-23)

Amount from
endowment fund

IFT graduate fellowship (4-6)

$16k

Senior capstone projects (4-6)

$12k

Equipment and supplies

$2k

Miscellaneous program support

$2k

Total budget

$32k

Current Endowment amount: $1,071,094

VII: Summary
❏

Curriculum development: Three undergraduate specialization tracks
❏
❏
❏

❏

❏

❏

Wireless Communication and Sensing
Wireless Hardware
Signal Processing and Data Science

Most graduating students from the department get exposed to
telemetry and sensing related material
Undergraduate enrollment is increasing
IFT endowment funds will be used for supporting graduate students
and undergraduate students on capstone projects

❏

More student participation in ITC’22 conference

❏

Special thanks to IFT for supporting the ECE department at UCSB
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Agenda
1615

Call to Order

P. Ellerbrock

1615

Attendance and determination of Quorum

W. Klein

1620

Review and Approve Agenda

P. Ellerbrock

1625

Officer Reports
Chair Report
Action Item Review

P. Ellerbrock
P. Ellerbrock

Secretary-Treasurer
Financial Status

W. Klein

Agenda (Continued)
1645

Committee Reports
Nominating Committee

S. Nicolo

Radio Frequency

S. Brierley

RF Vendors Working Group Activities Update J. Pappas

Telemetry Data Processing

TBD

Networking and Protocols

M. Weir

Recorder / Reproducer

M. Buckley

EITTS (former ETSC) Report

TBD

Agenda (Continued)
1715

Website

S. Nicolo

1730

Old Business

1745

New Business
Fall Meeting

All

1800

Adjourn

All

S. Nicolo/Phil Ellerbrock

Action Item Review





S. Nicolo update member list on web site?
Resolve/Update Attendance History Document (Treasurer
will then take ownership)…….. OPEN
One year Plaques still need to go out... OPEN

LY

mmunications

s

TELEMETERING STANDARDS COORDINATION COMMITTEE

TSCC
text

SPONSORED BY

er

INTERNATIONAL FOUNDATION FOR TELEMETERING

Treasurer Report
TSCC Fall 2022

October 24th, 2022
Renaissance Glendale Hotel and Spa
Glendale, AZ
ITC 2022

Treasurer Report

for the Period 4/26/22 thru 10/23/22


INCOME (Total)

$

0.00



EXPENDITURES (Total)

$

(379.41)




Best Standards Paper Award Plaque ($151.65)
Web Site Hosting Renewal (2 Years) ($227.76)



Net Increase (Decrease) in Cash

$

(379.41)



Beginning Cash Balance

$

2342.18



Ending Cash Balance

$

1962.77

•

Note(s): 1) TSCC account #: xxxxxx2632
2) TSCC.ORG Domain Name will expire/auto renew on 1/3/24
Domain Registration: Network Solutions
3) TSCC Org Hosting Renewal Date on 7/5/24
Web Site Hosting: In Motion Hosting
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8

Nominating Sub-Committee
Membership


Current Nominating Subcommittee
Membership
• CHAIR …S. Nicolo Chair



Scott Brierley - United Launch Alliance
Wayne Klein – Apogee Labs

9

Sub-Committee Focus






The nominating sub-committee shall propose
TSCC members and officers for approval by
the membership.
Prospective TSCC members and officers can
be nominated by the TSCC membership or
by a nominating subcommittee.
All nominations must be approved by a
membership vote.
10

TSCC Membership Rules









The TSCC shall have 16 members.
Adequate representation shall always exist from
the diverse groups constituting the telemetry
community
Representatives of government and commercial
entities shall each constitute a minimum of onethird (1/3) of the regular TSCC Membership
The remaining one-third (1/3) may include,
but is not limited to those in commercial,
government, and academic organizations
Membership by representatives of non-US entities
shall not exceed 25% of the total regular
membership
11

TSCC Membership Terms



TSCC Membership Terms are for five years

• Terms are staggered so that the terms of 20% (rounded to
the nearest integer) of the regular membership end each
year
• Members may be re-nominated for additional terms by the
nominating sub-committee.



5 Year Term Expirations –

We have not had a quorum for past several meetings due to COVID
and also because of retiring members over the COVID period. As
we we have done for previous meetings, I propose that we
continue with a majority vote to pass and not require a quorum for
the vote.
• Fall 2022: (Vote Fall Meeting 2022)
 Wayne Klein (Industry): His 5 year term is up

12

TSCC Membership


Academia (1)



• (*1) Dr. Michael Marcellin
• Todd Newton



•
•
•
•
•

Scott Brierley
(*2) Brad Fleury
Philip Ellerbrock
Wayne Klein
Ben Kupferschmidt (New
Member)
• (*3) Steve Nicolo
• Malcolm Weir

Government (4)
•
•
•
•

Mark Bender
Albert Gabaldon
Todd Newton
Tab Wilcox


(*1) Dr Michael Marcellin will be retiring
when we can replace him.
(*2) Brad Fleury retired from TSCC. He
moved out of the telemetry field.
(*3) Steve Nicolo has served for 15 years
but can not serve another 5 year
term. He is good for another year or
two or until he can be replaced.

Industry (6)

Ex-Officios

• Clifford Aggen (IFT Rep)



Members Emeritus
• Lee Eccles

13



MEMBERS:
•
•
•
•
•
•
•
•



TSCC currently has 11 members with 1 of the 11 retiring asap. We are short
several people.
Members previously retired from TSCC over past 3 years: Joe Sulewski, Myron
Moodie, Sergio Penna, Gilles Freaud, Richard Grahm, Brad Fleury
Brad Fleury retired from TSCC. Brad moved out of the telemetry industry. We
thank him for his 10+ years of TSCC service.
Brad Fleury has nominated Mike Bartoldus as a replacement for him. I contacted
Mike and he declined.
Dr Michael Marcellin (Retiring from TSCC at the end of 2021 or until we can
replace him)
Dr Michael Marcellin recommended a replacement (Chuck Creusere from New
Mexico State) ….. I contacted Chuck and he is considering this but cannot agree
at this time.
We have no European members. Renaud Urli from Airbus was recommended by
Malcolm Wier for Full TSCC Membership. He will be attending this meeting.
Steve Nicolo will continue to serve until he can be get back to full membership

Voting on Members & Alternates:
•



Membership Changes

Voted in Ben Kupferschmidt from CW as full member (Sept Vote By Mail)

Alternates still needed for: Mark Bender, Albert Gabaldon Tab Wilcox,
Malcolm Weir, Steve Nicolo
14

Open Membership Slots






We currently have 11 of 16 full members as of Fall
2022. Two additional will be retiring when they can
be replaced (Total of 7 members are required)
Need 7 members. Need to focus on members from
Government and Academia
We must all go into full gear to recover from the
Covid hit

15

TSCC Officers






Officers shall serve for a two year term of office
• The term of office shall begin at the start of the TSCC Year in
even calendar years
• The TSCC Vice-Chair succeeds to the Chair's position to fulfill a
two year term as Chair
• The Secretary-Treasurer may be re-elected
Officers
• Chair – New Chair Philip Ellerbrock
• Vice-Chair - TBD
• Secretary-Treasurer – Wayne Klein
Subcommittee Chairs
• Need Subcommittee Chair for Telemetry Data Processing
Subcommittee to replace Brad Fleury who retired
16

Member Summary Fall 2022
Last

First

Association

Member/alternate

Expires

Office

Committee

1 Bender
2 Brierley
3 Ellerbrock
4 Gabaldon

Mark
Scott
Philip
Albert

Government
Industry
Industry
government

Aerospace Corp
ULA
Boeing
China Lake

2024
2026
2023
2026

member
Chair
Chair TSCC
member

radio Freq
radio Freq/transd

5 Klein
6 Kupferschmidt
7 Marcellin
8 Newton

Wayne
Ben
Dr. Michael
Todd

Industry
Industry
academic
government

Apogee Labs
Curtiss Wright
Univ of AZ
Southwest Research

2022
2027
2019
2026

Treasurer

Network&Protocol

9 Nicolo
10 Weir

Steve
Malcolm

Industry
Industry

GDP Space/Ampex
Ampex

2020
2024

Chair
Chair

Nominating Committee
Cyber

11 Wilcox

Tab

government YPG

2026

member

R&R

Aggen

Cliff

IFT

Eccles

Lee

Emeritus

Boeing

member

First

Committee

McNatt
Moore

William radiofreq
Jessica

Weaver

Bob

R&R

member
member

IFT

Last

Creusere Charles

data multi, Net

Open Actions





TSCC has 5 open positions with 2 more
soon to be retiring.
Members needed (major focus)
Alternates still needed for several
members

18
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Sub Committee Membership



Scott Brierley, Chairman
Members:
•
•
•
•
•
•
•
•

Johnny Pappas
Mark Bender
Mark Dapore
Brad Fleury
Lloyd Lautzenhiser
Bill McNatt
Rich Siegal
James Carwell

Sub-Committee Focus




RF Subcommittee reviews standards
dealing with the Radio Frequency (RF)
telemetry link
Current standards

•
•
•
•
•
•
•
•

RCC IRIG-106
RCC IRIG-118
RCC RF Handbook
CCSDS-401
CCSDS-411
SGLS
STDN
1451.5

Significant Activity


Pink sheet review of IRIG-118
• Volume 2, Chapter 11 Test Methods for DQM


TG-181

• Appendix 2-G of IRIG-106 recently added to provide
Standards for Data Quality Metric and Data Quality
Encapsulation




Standard defines how to map the Data Quality Metric (DQM) into a
16 bit word
Standard for Data Quality Encapsulation (DQE) allowing the DQM
and associated data to be transported to a distant best source
selector

• IRIG-118 updated to provide a test method for the
recently added DQM standard

Significant Activity


Pink sheet review of IRIG-118
• The pink sheet cover letter describes the task as:


This task adds new test methods that can be used to test the DQM
values from receivers to assess how well the receiver estimates
the resulting bit error probability (BEP) versus actual bit error rate
(BER) over a given transmission channel condition.

Significant Activity


Pink sheet review of IRIG-118
• The following tests were added:
Test Number

Test Description

11.1

BER vs BEP with Additive Noise

11.2

DQM (BEP) Step and Dwell Response

11.3

BER vs BEP with Adjacent Channel Interference

11.4

BER vs BEP for Static 3-Ray Multipath Channel Conditions

11.5

BER vs BEP for Static 2-Ray Multipath Channel Conditions

11.6

DQM (BEP) Resynchronization Response

Significant Activity


Pink sheet review of IRIG-118
• 11.1 BER vs BEP with Additive Noise


Use One of the following to add noise to the signal
• step attenuator/power meter
• noise test set
• Receiver Analyzer



Convert DQM (Data Quality Metric) to BEP (Bit Error probability),
and plot measured BER (Bit Error Rate) and BEP vs Eb/No

• 11.2 DQM (BEP) Step and Dwell Response



Setup similar to 11.1, except add an electronic step attenuator
Three results from this test
• How DQM reacts to a step in Eb/No

How quickly after a step change in Eb/No does it settle on a DQM value
• Does the DQM estimate correspond to the payload in the DQE (Data Quality
Encapsulation) frame
• Accuracy of the BEP estimate for a dynamic channel condition

Significant Activity


Pink sheet review of IRIG-118
• 11.3 BER vs BEP with Adjacent Channel Interference




Test setup adds calibrated noise to the carrier, and adds adjacent
channel interferers at a set carrier (victim) to Interference ratio
(C/I)
Test method does not define the interferer, but can be
• IRIG 106-compliant waveform
• Cellular based waveform
• Other waveforms that are indicative of interferers present at or near the test range



Plot measured BER (Bit Error Rate) and BEP vs Eb/No for each C/I

Significant Activity


Pink sheet review of IRIG-118
• 11.4 BER vs BEP for Static 3-Ray Multipath Channel
Conditions




Uses dynamic multipath channel as defined in IRIG 106 Chapter 2
Appendix 2-F
Three test methods available
• Fixed RF component
• Channel Emulator
• Receiver Analyzer





Repeat for mild, moderate, and severe channel conditions at
different bit rates, modulation, equalization, and carrier
frequencies
Plot measured BER (Bit Error Rate) and BEP vs Eb/No for each

Significant Activity


Pink sheet review of IRIG-118
• 11.5 BER vs BEP for Static 2-Ray Multipath Channel
Conditions




There are 165 individual 2-ray channel conditions though not all
need to be tested
Plot measured BER (Bit Error Rate) and BEP vs Eb/No for each 2ray channel condition (Amplitude and Delay)

• 11.6 DQM (BEP) Resynchronization Response


Setup similar to 11.1, with the following additions
• Two types of input signals to the receiver under test

Signal at high Eb/No

Wideband noise and signal plus noise



Three results from this test
• Characterize the receiver’s signal quality estimate during a resynchronization event
• Investigate any anomalous DQM values output by the receiver during
resynchronization
• Measure resynchronization time

Open Actions


RF Vendor Working group will be verifying
the new IRIG-118 DQM test method
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Issue


Brad Fleury has retired so no report is
available.
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Sub Committee Membership











Malcolm Weir, Chair
Ben Abbott
Dave Buckley
Chris Dehmelt
Rich Hoffman
Wayne Klein
Fil Macias
William Malatesta
Myron Moodie
Todd Newton










Steve Nicolo
Sergio Penna
Carl Reinwald
Joe Sulewski
Gary Thom
Robert Weaver
Malcolm Weir
Hyong Yi

Sub-Committee Focus




The use of Industry-Standard Networking
Technology for Telemetry
Standards in Place
•
•
•
•
•
•

“Part 2” of IRIG-106 (Chapters 21-28)
IRIG-218
IETF RFCs 791,2460,793,768,3411,959,etc
IEEE 802.3, 1588
CCSDS Colored Books
SMPTE, MISB, DISA publications as applicable

• Note that only the first two mentioned have a telemetry focus

Significant Activity


Presentation of Draft Appendix to IRIG106 Chapter 24 at RCC-TG / Pax River
(Aug 2022):
• “Guidance for Using Chapter 11 Data Types”
• Links legacy (Chapter 10) standard to new transports
(TmNS)
• Some pushback from legacy standard proponents

Open Actions


None at this time
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Sub Committee Membership




Mark Buckley (Telspan Data), Chairman
Albert Gabaldon (NAVAIR-CL), Alternate
Chairman
1. Balázs Bagó
2. Bob Baggerman
3. Justin Denning
4. Paul Ferrill
5. Tim Gatton
6. Dan Green
7. Eric Lamphear
8. Mike Lockard
9. Hung Mach
10. Doug Novak
11. Johnny Pappas
12. Christian Rueck
13. Bela Szabo
14. Malcolm Weir
15. Rick Williams

Safran
ATAC
EAFB
ATAC
Aerogear Telemetry
Safran
Telspan Data
EMC Corp
Boeing
Tyndall AFB
Safran
Databus Tools
RT Logic
Ampex
SDS

Sub-Committee Focus




Data Recorders, Ground and Airborne
Standards in Place
• IRIG 106 – Range Commanders Council (RCC) Telemetry
Standards
http://www.wsmr.army.mil/RCCsite/Pages/Publications.aspx
https://www.trmc.osd.mil/wiki/display/RCC/Home

• STANAG 4575 – North Atlantic Treaty Organization (NATO)
Standard Agreement (STANAG) – NATO Advanced Data Storage
Interface (NADSI) Allied Engineering Documentation Publication
(AEDP)
http://www.nato.int/STRUCTUR/AC/224/standard/4575/4575.htm

Note the new URL. Hosted by TRMC
- DoD ONLY              
-

Not likely to ever change

- Publicly released documents should still be available

Significant Activity


RCC Telemetry Group Recorder & Reproducer
Committee
• IRIG 106-22 Chapters 6/9/10/11




Released May 2022
Chapter 6 No Major Changes
Chapter 9
• New Q-Group “Message Structure Definitions”
• New Video CODEC Info, Meta-Data Type
• New Format 2/3 Analog Data Type & IF Info




Chapter 10 No Major Changes
Chapter 11
• Minor Edits, Deprecated Video Formats 1 & 3, Changed Format 2
• New IF Analog Data Types
• Added Note for Proposed Version 2 Header

Significant Activity


Some weekly telcons held



NAS Standardization Discussions
Multiple Network Chapter 10 Publishers & Time

• Change Requests In-Work


Chapter 6
• Change to .FILES Command for Opened/Closed Files
• Additions for Paused Recording State



Chapter 10
• Data at Rest Encryption
• V2 Header
• Message Data Structure Packet

Future Work



Finish up the IF analog recording, Format 2
New proposed CRs (via email to RnR Chair)

• Use secondary header to extend CH ID to 32 bits for ground
systems with more than 65K channels
• Use reserved bits of secondary header


IEEE 1588 time uses UTC instead of TAI time value

• Clarifications on the test methods
• Redo naming convention. yyyymmdd.


Gives a more ‘natural’ sorting of the file names

• CR19-003 Format 1 Message Packets


Uses message/sub-message/measurement description ID

Old Business - TSCC Activities









TSCC Spring 2020: Canceled due to
Covid
TSCC Fall 2020: ITC 2020 was canceled
due to Covid.
TSCC Spring 2021 - Webex
TSCC Fall 2021 – ITC Vegas/Webex.
TSCC Spring 2022 – Eglin AFB
TSCC Fall 2022 – ITC Glendale

Old Business – Best Paper


ITC Best Stds Paper winner
• Five papers were submitted
• Clear Winner:


ID # 02: ADVANCES IN PACKET BASED
BI-DIRECTIONAL TELEMETRY SOLUTIONS
by Ray O' Connell

New Business
Discussions at August RCC-TG 142:
R&R Committee
• Ryan Chandler to become Chair replacing Albert
Gabaldon
• Chapter 10 RTC as Absolute Time – Mark Buckley



Working final details for RCC-TG
Draft standard is close for pink sheet

• NAS/NFS recorders




Two ranges approved moving forward to develop
Malcolm Weir and Mark Buckley volunteered during RCC-TG
Perhaps should be called an Ethernet Datagram Recorder

• Data At Rest – Malcolm Weir




Let NIST dictate encryption
May be companion spec to Chapter 12
RCC-TG may work on Conops

New Business
Discussions at August RCC-TG 142:
NVI Committee
• Chapter 24 TmNS Appendix A for Ch 11 Support –
Thomas Grace



Completed discussions and revisions.
Appendix will be published in next RCC-TG release.

• Handbook – Matt Morgan/Todd Newton






Considering WIKI.
Publish in “Markdown” format for text so it is easily
translated to WIKI.
Considering standing up in TRMC website.
SWRI may work this for Ch 21 through 28.

• MDL – Bill Malatesta



Working on a release 1.2 format
Working through examples and templates

Adjourn!

INTERNATIONAL CONSORTIUM
FOR TELEMETRY SPECTRUM

2022 ICTS Annual Report

Submitted by the ICTS Officers:
Mr. Christian Herbepin (France), Chairman
Mr. Scott Hoscher (USA), Vice-Chairman
Mr. Tim Chalfant (USA), Secretary
Regional Coordinators:
Mr. Luc Falga (France), Region I Coordinator
Mr. Guy Williams (USA), Region II Coordinator
Mr. Jamie Presser (Australia), Region III Coordinator

ICTS Meetings & Sessions
Since the onset of the COVID-19 pandemic, the ICTS has not been able to gather a quorum to
hold an official business meeting. Informal meetings have been held by the few attendees at
both the ETTC and ITC and this year has not been different. Along with the decline in
attendance at these conferences by the ICTS membership, there have been no dedicated
sessions hosted or chaired by the ICTS.
ITC 2022 features one technical paper submitted by the ICTS, “Telemetry Spectrum
Encroachment Update,” authored by Mr. Guy Williams and Mr. Tim Chalfant.

ICTS Membership
•
•

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Chairman – Mr. Christian Herbepin (France)
Vice Chairman – Mr. Scott A. Hoschar (USA/Patuxent River MD) is the Head of the
Middle Atlantic Area Frequency Coordination Office (MIDLANTAC) and the
Installation Spectrum Manager of the Naval Air Warfare Center Aircraft Division
(NAWCAD).
Secretary – Mr. Tim Chalfant (USA/GMRE Inc.) Consulting to the Test Resource
Management Center (TRMC).
Region 1 Coordinator – Mr. Luc Falga (France)
Region 2 Coordinator – Mr. Guy Williams (USA/Edwards AFB) Air Force Spectrum
Relocation Fund (SRF) Program Manager, ENS, of the Air Force Test Center (AFTC).
Region 3 Coordinator – Mr. Jamie Presser (Australia)
Mr. Jean Claude Ghnassia (France/retired) Emeritus
Mr. Darrell Ernst (USA/retired) Emeritus
Dr Gerhard Mayer (Germany/retired)
Mr. Steve Lyons (United Kingdom), QinetiQ Group.
Mr. Luiz Fernando de Souza (Sweden)
Mr. Sergio Penna (Portugal).
Mr. Ken Keane (USA/Washington DC) of Duane-Morris LLP.
Mr. Eric Prescott, Engineering Manager for Flight Test Instrumentation at BAE
Systems Inc. (retired), currently a Telemetry Consultant for Nprime.
Mr. Renaud Urli (France/Airbus)
Mr. Murdo MacKinnon (UK/Qinetiq)
Mr. Giles Freaud (France/Airbus)
Mr. Ken Keane (USA/Duane Morris)
Mr. Ray Faulstich (USA/RT&T)

We have currently good but declining membership numbers from ITU Regions 1 and 2. ICTS
members are getting the message out to the international community through the IFT, the
International Test and Evaluation Association (ITEA), and the Society of Flight Test
Engineers.
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Current AMT Threat Summaries
Lower L-Band (1350-1390)
Current Use: In the U.S. this band is critical for time space positioning information data
transmission/data linkage.
Spectrum Threat(s):
Cellular Interference. While the band is currently not perceived as threatened, it is on several
target lists due to its proximity to other “low band” spectrum. There is a concern that that
TSPI data links (ARDS, CRIIS, 1350-1390 MHz)) may be affected by adjacent channel
interference from cellular operation below 1350 Mhz. This is a watch item for test and
training ranges that rely on GPS-based TSPI I instrumentation as the susceptibility of the
TSPI data link operations to LTE interference is unknown as this time. Efforts to access this
susceptibility, and necessary protection criteria, are needed to analyze this threat.
L-Band (1435-1525 MHz)
Current Use: Allocated for manned AMT in the U.S. This is the primary mother-AMT band
in the U.S. and is used for AMT by several other administrations as well.
Spectrum Threat(s):
Int’l Mobile Telecommunications. The ITU Radio Regulations give AMT priority over IMT
in 1435-1535 MHz in Region 2 (North and South America). It remains high on the list of
encroachment concerns for ICTS as it resides in the low band “sweet spot” for RF
propagation characteristics for international mobile communications. While the ITU
regulations are clear, the threat to AMT protection criteria and assignments is real and
constant in the World Radiocommunication Conference discussions. ITU Recommendations
M. 1459 and 2116 are relevant for AMT protection criteria.
Ligado. The upper part of the L-band is also home to several global positioning systems
(GPS). Along with AMT operations below 1525 MHz, one of these signals is potentially
threatened. L1 (encrypted precision code, coarse acquisition code), at 1575.42 MHz, could
receive interference from a terrestrial data link proposed by Ligado Networks (Reston, VA) in
the U.S. The Federal Communication Commission (FCC) issued an Order in April 2022
granting the Ligado application for 1526-1536 MHz, 1627.5-1637.5 MHz, and 1646.5-1656.5
MHz operations for a terrestrial Internet of Things (IoT) network. Several agencies and
commercial interests filed Petitions for Reconsideration due to concerns about interference to
GPS. If this IoT network is implemented, it could have significant impact on GPS dependent
systems (like TSPI). In the National Defense Authorization Act (NDAA-21), Congress added
language that bars use of funds by DOD to retrofit any GPS device or system in order to
mitigate interference from Ligado or to contract with Ligado until such operations are shown
not to cause harmful interference to DOD GPS devices. NDAA-21 also calls for an
independent technical review of the FCC’s Order by National Academies of Sciences,
Engineering and Medicine. This is still a very lively debate inside the U.S.
Commercial Space Launch: Again, in the U.S. the FCC is considering potential allocation of
other bands for commercial space launch. One commenter (Virgin Galactic) has asked for
space launch allocation in 1435-1525 MHz The ICTS is monitoring this request.
Upper L-Band (1780-1850 MHz)
Current User: Allocated for manned AMT in the US.
Spectrum Threat(s):
AWS-3 Auction. In 2014 the Federal Communications Commission started the process of
auctioning 65 MHz of spectrum to meet the goals of the National Broadband Plan. This was
the third of three auctions required for funding the FirstNet, public safety broadband network
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and other services. Previous auction results had raised nearly $1.6 billion of the $7 billion
needed. The AWS-3 auction generated $44.9 billion. As a result, several government users
were compensated to vacate the band. AMT operations, previously in the band 1755-1780
MHz, were compressed into the remaining spectrum between 1780 and 1850 MHz. The ICTS
is concerned that the commercial interests are not satisfied and will return for the remainder of
the band.
HIBS: This band is also in discussion for ITU consideration at the next World Radiocommunications Conference (WRC). WRC-23 Agenda Item 1.4: “to consider . . . the use of
high-altitude platform stations as IMT base stations (HIBS) in the mobile service in certain
frequency bands below 2.7 GHz already identified for IMT, on a global or regional level
[such as 1780-1850 MHz];”. Discussions on this are ongoing in several ITU-R working
parties.
Lower S-Band (2200-2290 MHz)
Current Use: Allocated for unmanned AMT in the US.
Spectrum Threats(s):
Commercial Space Launch: In the U.S. the FCC has allocated four five-megahertz segments
in 2200-2290 MHz for non-federal space launch operations on a secondary basis. This is a
non-Federal allocation limited to telemetry/tracking during pre-launch testing and space
launch operations. It will require coordination with the NTIA for each launch pending
adoption of service rules. NTIA recommends that DoD Area Frequency Coordinators (AFCs)
deconflict and approve use of the allocations. While the FCC is considering potential
allocation of other bands for commercial space launch including 2025-2110 MHz and 23602390 MHz -- about which more below -- it also is considering upgrading this secondary 22002290 MHz non-Federal allocation to primary status; potentially a major impact to AMT
operators in the U.S.
The Aeronautical and Flight Test Radio Coordinating Council (AFTRCC) has been proposed
to coordinate non-Federal space launch requests with the DOD AFCs.
Upper S Band (2360-2390 MHz)
Current Use: Allocated for manned AMT in the US.
Spectrum Threat(s):
Commercial Space Launch: In the US, the FCC is considering potential allocation of several
additional bands for commercial space launch -- including 2360-2390 MHz .
Lower C-Band (4400-4940 MHz)
Current Use: ITU Region 2 (North/South America) allocations for AMT. U.S. Major Range
and Test Facility Base (MRTFB) installations have several AMT allocations in this band.
Spectrum Threat(s):
Non-Federal Use: In the U.S., AFTRCC has submitted a proposal to the FCC for a nonfederal AMT allocation in this band with DoD support. AFTRCC would coordinate use of
any such allocation, if approved, with DoD AFCs.
R-ALT Interference: In the band below 4400-4940 MHz, there has been major controversy
regarding 5G compatibility in the band 3700-3980 MHz with radar altimeters (R-Alt)
operating in the band 4200-4400 MHz. An FAA Special Airworthiness Information Bulletin
calls on R-Alt vendors and others to provide data on specific R-Alts; to assess the need for
mitigation beyond the recommended action. Meanwhile, AT&T and Verizon have agreed to
delay deployment of 5G operations in 3700-3980 MHz.
WRC Threat: The upper portion of the 4 GHz band, namely 4800-4990 MHz, is identified for
IMT in numerous countries (including China, South Africa, Russia, Nigeria, Gambia,
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Uruguay, and Iran). WRC-23 agenda item 1.1 calls for studies to consider measures to protect
stations of the aeronautical and maritime mobile services located in international airspace and
waters from IMT operations in the 4800-4940 MHz band. France, the U.S., Canada, and
other administrations have sought to protect Aeronautical Mobile Service systems (AMS,
AMT is included in AMS) and Maritime Mobile Service systems. Russia, supported by
China, Iran, and others have sought changes that would weaken existing protection for
AMS/MMS in international airspace and waters. This is currently a hotly debated issue that
will probably not be resolved until the WRC. This is being worked in ITU-R Working Parties
5D and 5B. Work done in the U.S. (by, for example, John Hopkins University’s Applied
Physics Lab personnel) has determined that criteria specified in ITU-R M.2116 can protect
AMT signals, and the U.S. has proposed that AMT (currently excluded from the scope of the
Recommendation) be included.
Middle C-Band (5091-5250 MHz)
Current Use: 5091-5150 MHz is the primary AMT Band for all regions. 5150-5250 MHz is an
AMT band in ITU Region 1 (Europe).
Spectrum Threat(s):
ITU. 5091-5150 MHz is the only globally harmonized band allocated for aeronautical
telemetry world-wide. As a relative new AMT band, it has not been widely adopted except in
ITU Region 1 (France) and Region 2 (the U.S. where its use is largely limited to military
installations). Global telemetry users are encouraged to make use of this AMT band. AMT
use may need to co-exist with airport ground communications depending on the
administration.
Upper C-Band (5925-6700)
Current Use: The ITU has identified this band for AMT in portions of ITU Region 2. Thus
far, the US FCC has declined to take any action on AMT assignments in this band.
Spectrum Threat(s):
Unlicensed Wi-Fi: The FCC concluded 5925-7125 MHz could be utilized for unlicensed WiFi and very low power devices for high data rate applications, such as wearables, augmentedreality, and virtual-reality. The band is also used by point-to-point microwave links; terrestrial
microwave operators (mainly public safety and utilities) which unsuccessfully opposed the
FCC’s Wi-Fi plans. While the FCC has tabled any AMT assignments/allocations in the band,
DoD has studied spectrum aggregation technologies that could enhance AMT compatibility
with incumbent systems.

An Uncertain Future for the ICTS
As detailed in previous Annual ICTS Reports, the lack of financial support and erosion of the
ICTS membership via retirement is crippling the ICTS. This reality coupled with the fallout
from the COVID-19 crisis has caused the ICTS to evaluate the viability of an active
organization. The decision was reached to place ourselves in a semi-dormant state. ICTS
continues to maintain the website, sponsor/encourage occasional papers at ITC/ETTC, and
sponsor the Nichols Award (promote papers on spectrum at ITC). Members remain aware of
spectrum encroachment issues and take action as deemed necessary. A proposal for ICTS to
fully dormant is scheduled to be presented at the next business meeting and then on to the IFT
if so warranted.
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