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ABSTRACT

Hardware-based acceleration approaches for Machine Learning (ML) workloads have
been embracing the signi cant potential of post-CMOS switching devices to attain
reduced footprint and/or energy-e cient execution relative to transistor-based GPU
and/or TPU-based accelerator architectures. Meanwhile, the promulgation of fab-
less IC chip manufacturing paradigms has heightened the hardware security con-
cerns inherent in such approaches. Namely, unauthorized access to various stages
of the supply chain may expose signi cant vulnerabilities that cause malfunctions,
including subtle adversarial outcomes via the malicious generation of di erentially
corrupted output. Whereas the Spin-Orbit Torque Magnetic Tunnel Junction (SOT-
MTJ) is a leading spintronic device for use in ML accelerators, as well as holding
security tokens, their manufacturing-only security exposures are identi ed and eval-
uated herein.

The experimental results indicate a novel vulnerability pro le whereby an adver-
sary without access to the circuit netlist could di erentially in uence the behavior
of the machine learning application. Speci cally, ML recognition outputs can be
signi cantly swayed via a global modi cation of oxide thickness (Tox) resulting in

bit- ips of the weights in the crossbar array, thus corrupting the recognition of
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selected digits in MNIST dataset di erentially creating an opportunity for an ad-
versary. With just 0.05% of bits in crossbar having a ipped resistance state, digits
4" and '5' show highest overall error rates and digit 9" exhibit the lowest impact,
with recognition accuracy of digits 2', "3', and "8' una ected by changing the oxide
thickness of SOT-MTJs uniformly from 0.75 nm to 1.2 nm without modifying the
netlist nor even having access to the circuit design itself. Exposures and mitigation
approaches to such novel and potentially damaging manufacturing-side intrusions
are identi ed, postulated and quantitatively assessed.

In conclusion, this thesis showcases the potential of SOT-MRAM process vari-
ation to trigger stealthy, application-impacting bitips in ML accelerators. Early-
stage protection against physical-level threats ensures post-silicon ML accelerators

remain robust and trustworthy in future Al-enabled systems.
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Chapter 1

INTRODUCTION

1.1 Emerging Hardware Architectures for Next-Generation Computing

Recent advancements in hardware designs and emerging devices have shown promis-
ing potential for accelerating machine learning (ML) and neural network (NN)-
driven computation [28], [38], [8]. Such computation requires rapid and reliable
operations at the hardware level to ensure minimal loss in the algorithm accu-
racy. Current CPU-based systems su er from the classic von Neumann bottleneck
due to the physical separation of memory and compute units, which leads to in-
creased latency and power consumption [1], [7]. GPUs, although more capable, still
rely on frequent memory access and exhibit similar energy ine ciencies for data-
heavy tasks. To address these limitations, emerging hardware accelerators such
as Processing-in-Memory (PIM) and Memory Processing Units (MPUs) have been
introduced [16], [32]. These accelerators perform computations, such as matrix-
vector operations, directly within memory arrays by embedding simple logic near
or inside the memory cells. This eliminates the need for constant data shuttling be-
tween processor and memory. These platforms integrate logic and memory to reduce

latency and improve energy e ciency. As shown in Figure 1.1, this shift in architec-
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ture highlights the evolution toward in-memory computing platforms designed for
energy-e cient ML acceleration. These hardware accelerators typically utilize var-
ious emerging technologies such as resistive random-access memory (RRAM), spin
transfer torque magnetic RAM (STT-MRAM), spin orbit torque MRAM (SOT-
MRAM), phase change memory (PCM), etc. to achieve orders of magnitude in-
crease in speed and decrease in energy of the computations [30]. Among these
emerging devices, MRAM has shown to be a highly promising technology in its cat-
egory, and it can be readily integrated with the traditional baseline CMOS design
with minimal incurred fabrication cost. MRAM devices bene t from non-volatility,

high endurance, compact cell size, and faster read and write capability. Addition-
ally, among the several varieties of MRAM devices, SOT-MRAM has demonstrated
superior performance and reliability while providing small area footprint and high
density, low read and write energy, and near-zero leakage power. These bene ts
have been recently demonstrated in applications such as adaptive compressive sens-

ing using SOT-MRAM crossbar architectures [39].

1.2 Supply Chain Security Challenges in Post-CMOS Hardware

As emerging memory technologies continue to gain traction in modern ML accel-
erators and compute-in-memory systems, it is equally important to examine the
vulnerabilities introduced during their fabrication and integration. The increasing

complexity of chip design, along with the rising cost of in-house semiconductor fab-
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Figure 1.1: Comparison of CPU, GPU, and MPU architectures highlighting
in-memory computing and reduction of von Neumann bottleneck.

rication, has led most IC design companies to adopt a fabless manufacturing model
that relies on a globally distributed supply chain. While this approach o ers exibil-
ity and cost advantages, it has also signi cantly expanded the attack surface across
the semiconductor ecosystem. This Section discusses how such developments have
led to a rise in hardware-level threats and highlights critical points in the supply
chain that are susceptible to malicious intervention. Moreover, the globalization of
the IC supply chain has resulted in the emergence of several hardware vulnerabilities
and threats [43]. A simpli ed IC supply chain process is illustrated in Figure 1.2,
which provides an overview of the entire IC supply chain process, accompanied with
potential hardware security threats. Current IC supply chain model allows adver-
saries to introduce malicious design modi cations at various stages of the process
[19]. Notably, these include IP piracy, IC overuse, reverse engineering, hardware
Trojan, counterfeiting and side channel attacks [26], [6], [27].

Trustworthiness of the hardware platform attains signi cance due to exposures

of authorized and unauthorized accesses during various manufacturing processes.
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Figure 1.2: Comprehensive illustration of the IC supply chain highlighting each
stage's role and exposing critical security threats like reverse engineering, hardware
Trojans, and side-channel attacks.

If the security of an IC is compromised, it could result in vulnerabilities to algo-
rithms running on the platform, as well as to other hardware components within
the platform. Therefore, it is imperative to understand the supply chain exposures,
especially in applications such as ML where the output behavior is intricate and
well-recognized as challenging to observe and explain. Currently, however, there
is a gap in the research regarding the reliability of the computing operations and
the security threats a ecting the hardware components, including the ML hardware
accelerators. Whereas in the future, when every smart device will be equipped with
an Al-integrated chip [36], there will be a question of liability for these devices, as
the Al chips will be manufactured using emerging technologies like spintronics [5].
If we cannot secure the spintronics device itself, then it will cause the accelerator
devices to produce incorrect outputs compared to the intended ones. As these issues

persist into the future, it will lead to reliability concerns for these Al-enabled chips.
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Thus, it is critical to analyze such designs in order to optimize the computation
speed and minimize the overhead in terms of energy and area while ensuring the

security and reliability of the hardware.

1.3 Security Threat in SOT-MRAM

In this research, we explore the sensitivity of SOT-MTJ device behavior to the
presence of various manufacturing parameter changes from the viewpoint of security.
An adversary in the supply chain could intentionally modify relatively benign aspects
of the MRAM manufacturing processes for SOT-MTJs, which expose vulnerabilities
to a variety of more complex and stealthy attacks. Even a slight alteration in MRAM
device physical parameters, such as a change in the thickness oxide layer (Tox) by a
fraction of a nanometer can modify device functionality, as well as leverage unwanted
behavior in the favor of an adversary.

We explore how internal changes in di erent layers of the device can aect its
behavior, as well as the impact on the performance of the ML accelerators designed
using these devices. Simulation involving detailed comparison with an ideal SOT-
MRAM device is used to identify how a modied SOT-MRAM device performs
under speci ¢ conditions. It is shown that a malicious global change to Tox across
the wafer can introduce a gainful vulnerability to the ML recognition system. The

contributions of this paper can be summarized as follows:

" A new security threat in SOT-MRAM devices that may be exploited indepen-
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dently of the circuit netlist.

The paper exhibits how this vulnerability might be exploited in an attack,
illustrating how di erences in oxide thickness can cause ML accelerators to

behave di erently.

Demonstrates the signicant inuence of device-level vulnerabilities on
application-level performance, particularly on the precision of digit identi -

cation in machine learning models.

Links the reported vulnerability to the MITRE Common Weakness Enumera-
tion (CWE) database, especially referencing CWE-1248 and CWE-1384, which

pertain to semiconductor faults and mishandling of physical circumstances.

This paper o ers mitigation recommendations to tackle the observed vulnera-
bility, such as implementing countermeasures against reverse engineering and
fault injection attacks. Also, the use of meta-training to enhance neural net-

work resistance to manufacturing discrepancies.

Figure 1.3 illustrates the hierarchical evolution from general-purpose comput-
ing to emerging memory-centric architectures used in modern Al hardware. This
taxonomy highlights the integration of SOT-MRAM technology and it's associated

device-level vulnerabilities within compute-in-memory systems.
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Figure 1.3: Taxonomy of next-generation Al hardware stack and research path
toward identifying device-level vulnerabilities in emerging memory technologies.

1.4 Thesis Organization

The manuscript is organized as follows: Chapter 2 presents a review of prior work
on emerging memory technologies, with a focus on the structural and functional
characteristics of SOT-MRAM. It also explores recent literature on supply chain

vulnerabilities a ecting these memory technologies. Chapter 3 introduces a gray-
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Figure 1.4: Chapter-wise organization of the thesis highlighting key topics and con-
tributions.

box threat model targeting SOT-MRAM-based ML accelerators and describes a
sensitivity analysis methodology using HSPICE and PIN-Sim simulations to evalu-
ate process variation-induced faults. Finally, Chapter 4 summarizes the key ndings,
discusses the broader implications of device-level threats in post-CMOS Al hard-
ware to ensure robust and secure in-memory computing platforms. An overview of

the chapter-wise organization of the thesis is illustrated in Figure 1.4.
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Chapter 2

BACKGROUND AND MOTIVATION

In this section, we provide a review of an emerging non-volatile memory technology,
SOT-MRAM. First, we discuss the structure, operation and applications of SOT-
MRAM devices in ML accelerators. Finally, we review the potential supply chain
threats and device-level vulnerabilities associated with both technologies based on

the recent literature.

2.1 SOT-MRAM for ML Accelerators

The conventional RAMs have been traditionally used for memory applications, and
they are not designed to implement state-of-the-art training and learning algorithms
such as Deep Neural Networks (DNNs). Recent advancements in emerging tech-
nologies have shown these devices to be promising candidates for rapid memory
operations as well as logic implementation and computation [22]. In particular,
SOT-MRAMs have been utilized in literature to implement ML Accelerators more

e ciently to achieve orders of magnitude improved energy-e ciency and speed com-
pared to the traditional CPU or GPU-based ML implementations. Such accelerators
take advantage of SOT-MRAMSs to build crossbar arrays for e cient implementation

of the vector matrix multiplication (VMM), which is commonly used to perform ML



21

training and inference. Given the increase of utilizing ML accelerators in critical
systems, such as autonomous vehicles and systems as well as defense and health ap-
plications, it is important to ensure con dentiality, reliability, security, availability,

and integrity of these accelerators.

The SOT-MRAM devices utilize the magnetic tunneling junction (MTJ) with
CMOS transistors as peripheral circuit to read and write information in the MTJs
[3]. The MTJ is a structure consisting of a thin oxide layer positioned between two
layers of ferromagnetic material. The magnetization of the free layer within the
MTJ can be altered by applying either a current or a voltage. SOT-MTJ uses two
separate paths for a reliable read and write operation. As shown in Figure 2.1, in
order to change the state of the MTJ cell from Anti Parallel (1 or high resistive state)
to Parallel (O or low resistive state), a charge current is applied to terminals T2 and
T3 to perform the write operation. To determine the magnetization orientation of
the free layer in the MTJ cell, a spin current due to SOT will be produced in a
downward or upward direction which is perpendicular to the charge current in the
HM. In order to read the value stored in an SOT-MTJs, a current is applied through
terminals T1 and T2 and a sense ampli er is utilized. We used the approach given
in paper [48] to simulate the behavior of SOT-MTJ devices in this paper, in which
a Verilog-AMS model is built utilizing the physics equations provided in [29]. The
model is then used in the SPICE circuit simulator to test the functionality of the

constructed circuits. Furthermore, this research [21] has demonstrated the use of
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Figure 2.1. SOT-MTJ device structure showing terminals, layers, and operational
paths for reliable read and write operations.

high-reliability, recon gurable, and fully nonvolatile full-adders based on SOT-MTJ
for image processing applications, further emphasizing the practical applications

and robustness of SOT-MTJ devices in various elds.

2.2 Supply Chain Threats on Emerging NVM Technologies

Emerging non-volatile memory (NVM) technologies, such as SOT-MRAM and STT-
MRAM, are being increasingly adopted in modern ML accelerators and compute-
in-memory architectures due to their speed, energy e ciency [42] and integration
potential with CMOS technologies. However, these devices are also vulnerable to
various security threats, particularly during the global IC supply chain process.
Recent research has explored the bene ts of alternatives to von-Neumann archi-

tectures using emerging devices for emerging applications such as hardware-aware
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intelligent edge devices as well as the application of hardware-enabled security. Con-

sidering the increased interest in using SOT-MRAMSs for deploying energy-e cient

computing for resource-constrained edge devices and the Internet of Things (loT),

they are an expected target for adversaries to exploit potential vulnerabilities. Below

is a concise list of potential threats that could a ect the integrity of SOT-MRAM-

based ML accelerator chips used in in-memory computing systems:

~ Side-Channel and Probing Attacks: require physical access to the supply

voltage and electromagnetic emission traces of the ML accelerator chip. In
addition, for probing attacks locating memory components generating inputs

and observing the behavior of the hardware is required.

Reverse-Engineering Attack: ML accelerator chips are designed in a dense
and modular fashion on top of the baseline CMOS devices, which makes reverse
engineering challenging. With physical access to the chip, adversaries can
apply inputs and observe output behavior to extract model parameters such
as weights as well as their relationship with the inputs, and eventually clone the

design. The modular design of the ML accelerators makes this more signi cant.

Fault Injection and Focused lon Beam Attacks: require access to the
ML accelerator chip to perform fault injection (FI) attacks. The adversary
needs to decapsulate the chip, locate the region of interest on the layout, apply

inputs, and observe outputs' behavior or inject voltage glitches. Additionally,
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without physical countermeasures in the front or backside of the chip, a focused
lon beam attack can cause random bit- ips and random faults. These types of
attacks can impact SOT-MRAM devices by inducing state corruption through

current or voltage perturbations.

Hardware Trojan Attack: the threat of hardware Trojans (HTSs) is present

at various stages of the IC supply chain. HTs are malicious modi cations at
any stage of the design that can remain stealthy until triggered by a rare event
in the design. Once triggered a payload will be deployed to degrade accuracy

and performance, cause faults and failures, or leak information.

Furthermore, recent approaches have utilized SOT-MRAMs to mitigate hard-
ware security vulnerabilities within the supply chain process [10]. For example, the
work in [11] introduces an innovative approach to generate hardware watermarks
by utilizing SOT-MTJ devices, which aims to secure intellectual property (IP) cores
within the context of system-on-chip (SoC) design. Considering the device-level
threats on SOT-MRAM, such approaches may not result in a secure implementa-
tion of hardware. Although these works provide useful insights into vulnerabilities
a ecting ML accelerators using emerging devices, they do not explore the manufac-

turing threats to the device-level that induce signi cant algorithm-level impacts.
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2.3 Summary

Herein we introduce a novel threat model, demonstrate a vulnerability in ML ac-
celerators utilizing emerging devices such as SOT-MRAM, and provide mitigation
suggestions to thwart such threats. These threats are analyzed to assess how subtle
deviations in device behavior can lead to functional errors and security violations in

next generation computing.
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Chapter 3

VULNERABILITY ANALYSIS IN SOT-MRAM-BASED ML ACCELERATORS

3.1 Proposed Approach for Sensitivity Analysis

In this chapter, we propose a threat model that exploits the sensitivity of device
characteristics to process variation. Subsequently, we detail our approach to study

the impact of such attacks at the application level.

3.1.1 SOT-MRAM Threat Model

This part of our thesis presents the development of a threat model premised on
a benign modi cation of critical physical parameters of the SOT-MTJ during the
manufacturing process that can disrupt the device's expected operation. A gray-
box threat model is devised based on the following assumptions: (1) The attacker
is a hardware supply chain insider, capable of introducing variations in one or more
critical MTJ parameters during fabrication; (2) the introduced variations fall within

an acceptable range while maintaining a stealthy nature, making them challenging
to detect; and (3) the attacker also has prior knowledge of the memory architecture
of the neural network, i.e. the knowledge of the critical nodes in the weight matrix,
that when a ected by bit- ips can signi cantly a ect the accuracy. These assump-

tions are valid due to side-channel information leakage in recent times, which can
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transpire if the attacker has a subset of the test data and uses it for inference. In the
next sections, we present experimental evidence that demonstrates how alterations
in device physical parameters can be exploited through process variation (PV). In
particular, we demonstrate how changing the thickness of the oxide layer, Tox, can
result in modi cation of the resistive behavior of MTJs; thus, a ecting the read cur-
rent owing through the device. Considering an ML accelerator design that utilizes
a crossbar architecture with MTJs, such changes in the read current can accumulate
across neighboring branches, resulting in incorrect ring of neurons within a neural
network application. An attacker having this knowledge can determine the mini-
mum threshold for variation for a stealthy attack, which falls within the acceptable
range to pass functional testing. However, this can signi cantly disrupt the usual

operation of a target application.

3.1.2 Approach to Examine Sensitivity Against Various Threats

Our high-level approach to examine the sensitivity of the application against such
threats is depicted in Figure 3.1. The goal is to introduce PV on various device
characteristics and study the impact on performance of a larger in-memory com-
puting application implemented with these devices, such as digit recognition, to
demonstrate how changes in physical parameters at the device level can transcend
and impact the performance at the application level. Furthermore, we analyze how

read operations on few devices in a row can a ect the original resistive states of
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Figure 3.1: Proposed threat analysis framework showing how device-level process
variation leads to weight matrix bit- ips, ultimately degrading inference accuracy
in arti cial neural networks (ANNS).

the devices under process variation. It is observed that accumulated currents from
multiple branches in the weight matrix, such as the read currentd,eaq: and | reaqo,
shown in Figure 3.1, may be large enough to cause either bit ips of multiple weight
nodes in the crossbar array or incorrect ring of neurons in a given ANN. Such bit-
ips eventually a ect the performance, e.g., reducing the accuracy of a handwritten
digit recognition application based on the MNIST dataset.

For this study, we initially consider a 10% isolated variations of oxide thickness

as well as length, width, and thickness of both free layer and heavy metal layer of the
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SOT-MTJ and observe its e ect of device resistance characteristics. Furthermore,
we study the combined e ect of process variation on all three, i.e., the free layer
length, width, and the oxide thickness parameters, by performing Monte Carlo (MC)
simulations, such that the combined total variation is limited to less than 10%. We
avoid exceeding this limit, since beyond this the variations in physical dimensions
of the device could be detectable during the testing, violating the purpose of the
attacker to remain stealthy. After careful analysis, we study the e ects of PV on the
switching behavior of a single device via simulation in HSPICE. Finally, we study
the impacts of such variations on the performance of a handwritten digit recognition

application working with the PIN-Sim framework [2] for intelligent inference.

3.2 Results and Discussion

In this chapter we provide the simulation results and discuss potential detection and

mitigation techniques.

3.2.1 Tools and Models Used for Simulation

Our evaluation framework and process ow are depicted in Figure 3.3. We utilized a
MATLAB-based SOT-MTJ model to identify critical device parameters, alteration

of which signi cantly a ects the resistance characteristics of the device. To analyze
the e ect of the physical variations on device performance, we utilize a HSPICE

model of the SOT-MTJ device with parameters listed in Table 3.1 [2], [18],
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Figure 3.2: Block Diagram of the PIN-Sim Framework. This framework comprises
ve integrated modules for end-to-end simulation of MRAM-based neural accel-
erators: (1) trainDBN a MATLAB module for training Deep Belief Networks
(DBNSs); (2) mapWeight a MATLAB tool for converting trained weights and
biases to resistance values; (3papDBN  a Python-based circuit-level mapping
module that implements Resistive Boltzmann Machines (RBMs) using the resis-
tance data; (4)neuron a SPICE model simulating the behavior of MRAM-based
stochastic neurons; and (5jestDBN  a Python module that performs inference
evaluations, computing both error rates and power consumption [35, 47].

[17] along with the resistance values, i.e., high (anti-parallel (AP), and low, i.e.,
parallel (P), resistive states and tunnel magnetoresistance (TMR) as obtained from
MATLAB simulations. We measure the read current (Iread) and the corresponding
read duration of the SOT-MTJ, and study whether due to PV, the same read current
can end up causing the device to switch its state within the measured read duration.
Moreover, we designed a 786x200x10 ANN using the PIN-Sim framework [35, 18]

and introduced multiple targeted bit ips in the weights and bias arrays of the ANN
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to study the impact on applications targeted for ML accelerators [2]. Figure 3.2

illustrates the PIN-Sim framework and outlines the complete data path.

Table 3.1: HSPICE Device Simulation Parameters

Symbol Parameter Value
Damping Coe cient 0.02
T Temperature 300K
P Polarization 0.73
TMR Tunnel Magnetic Ratio 100%
Tox Thickness of oxide layer 1nm
q Electron charge 1:602 10 *°Coulomb
RA, Resistance Area Product |5 m?
Ms Saturation Magnetization | 1185A=m
h Reduced Planck's Constant 6:626 10 **=2 J.s
Hy Anisotropy eld 800e
MTJ Volume [L W T =4 (60 45 0:7=4)nm?
HM Volume [L W T (60 80 2)nm°®

K = kilo-ohm, K = Kelvin, mV = milli-volt, nm = nanometer.

3.2.2 Single Device Results

The resistance of MTJ in a SOT-MRAM is modeled using equations (1) and (2):

T
Rmts = %p,—_exp(l'OZStoxp'_) (3.1)
TMR = LROZ (3.2)

1+ Vhias_

Vh

whereRp = Ryty andRap = Ryt (1+ TMR), To is the oxide layer thickness,
f is a material-dependent parameter that depends on the resistance-area product

of the device,A is the surface area of the device, is the energy barrier height of
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Figure 3.3: Simulation framework outlining modeling process, tools, and pipeline
for analyzing SOT-MTJ process variation for security threats.

the oxide layer, Vyjss IS the bias voltage, andv,, is the bias voltage at which TMR
drops to half of its initial value [18], [17]. Figure 3.4 to 3.7 shows our ndings
by performing MC simulations with 2,000 instances to observe the e ect of isolated
10% PV of various device parameters oRp, Rap, and TMR. The e ect of PV on

the dimensions of the heavy metal is found to be negligible on the device resistances
and the TMR, and hence not included herein. However, the length and width of
the device and the thickness of oxide layer shows high dependency with the device
resistive behavior and TMR, which we explore further to investigate our threat
model. Figures 3.4, 3.5 show that device resistive behavior has a linear proportional

relation with the width (WE ) and length (Lg.) of the free layer. It is found that
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the TMR, being a ratio of the device resistances, remains constant for both the
variations. Figure 3.6 depicts that the device resistance increases exponentially
with increase in the oxide thicknessT,y), especially beyond 1.15 nm, whereas TMR
vsS. Tox has a linear relationship as per Figure 3.7. The TMR value of the MTJ
device utilized in our simulations is 100%, as indicated in Table 3.1. In comparison
to recent research [9] that has reported TMR values of 250% or higher, this value is
comparatively moderate. Nevertheless, it serves as a valuable baseline for assessing
the e ect of PV on device performance. Higher TMR values would generally result
in a larger di erence between theRp and Rpp resistance states, enhancing the
distinguishability of these states and potentially improving the robustness of the
ML model against PV-induced errors. In the presence of PV, devices with higher
TMR could exhibit reduced sensitivity to minor variations in device parameters and
potentially maintain higher accuracy in ML model predictions. However, accuracy
degradation can still occur in case of signi cant variations, resulting in increased
error rates under extreme PV conditions. It can be observed that with the decrease
in WgL andLg, the gap between the resistances of tH® and Rap states increases.
This is illustrated in Figures 3.4 and 3.5, where the spread in resistance values
widens asWg_ and Lg decrease. Conversely, with a decrease Ty, the gap
between the resistances of thRp and Rap states narrows, as shown in Figure 3.6.
This narrowing of the resistance gap with decreasin,, could potentially result in

complications including reliability issues such as read failure, oxide breakdown, and
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Figure 3.4: E ect of isolated process variation in the width of the free layer on
device resistance distribution.

unwanted bit ips.

Furthermore, in the scenario considering the combined e ect of PV, amounting
to a total 10% variation, on length, width, and thickness parameters, we observe
from Figures 3.8, 3.9 thatRp and Rap device resistances exhibit comparable dis-
tributions with respect to the width and length of the free layer, with multiple
overlapping samples, as well as a few unexpected anomaly points that do not fall
within either cluster. Such anomalies may be of particular interest to a malicious
attacker seeking to exploit the unanticipated device behavior to inject faults or cause
device malfunction. Figure 3.10 demonstrates the exponential dependence of device

resistance with thickness of oxide layer, in combination with variation in width and
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Figure 3.5: Impact of individual variation in free layer length on resistance states
and switching behavior of MTJ.

length of free layer. Moreover, gure 3.11 demonstrates the linear dependence of
TMR w.r.t. variations in oxide thickness, width, and length of free layer. For the
range of oxide thickness between 0.8nm and 1.15nm, tRe, Rap Vvalues appear
to be very close, as shown in Figure 3.6. Considering these results, it is valid to
hypothesize that a minor variation in oxide thickness may cause a change in device
resistance fromRp to Rap, and vice versa, making the devices prone to faults and
bit ips from Logic "0' to Logic "1'. Our experimental values ofTyy, WgL and L

lie within 96% con dence intervals of 1nm 1.45e-3 nm, 60nm 8.85e-11 nm, and
45nm  6.65e-11 nm, respectively, for the 2,000 samples.

According to the SOT-MTJ model used [18], [17], the device oxide thickness
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Figure 3.6: Oxide thickness variation and its exponential in uence oRp and Rap
in SOT-MTJ devices.

should be in the operating range of 0.85nm to 1.15nm. Thus, we apply this as a
limitation for our investigation to consider variations within 3% of 1nm, which is
our baseline. First, we measure the read current that passes through the SOT-MTJ
device as well as capture the read duration, with parameters listed in Table 3.1 for
di erent oxide thicknesses values, by modeling the device connected with simple
read-write peripheral circuitry in HSPICE designed with CMOS PTM 45nm HP
library, at VDD = 0.8V [2]. We aim to determine whether the read current through

a device is signi cant enough to cause bitips in the devices a ected through PV

within the read duration (<5ns). In particular, we study the e ect of variation
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Figure 3.7: E ect of oxide thickness modi cation on TMR and its linear
dependency characteristics.

on Tox and observe if accumulated read currents from neighboring branches in the
crossbar is higher than the critical switching current and can result in an undesirable
switching of the device state from "P'to "AP' or vice versa during the read operation.
We calculate the switching current for the device model based on (3), wheges
the electron charge,h is the Reduced Planck constant, is the Gilbert damping
coe cient, Hy is the anisotropy eld, Ms is the saturation magnetization, andV is
the volume of the nanomagnet [37]. The values of critical switching currentstsw ,

for 'AP'to "P', and "P' to "AP' switching of the MTJ device are shown by the dotted
lines in Figure 3.12 and 3.13 as observed in HSPICE simulation and found from

(3.3). It aligns with the critical switching current of the device in literature and the
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Figure 3.8: Combined PV in uence of length with width modi cation and
resulting resistance distribution anomalies in SOT-MTJ.

Figure 3.9: Simultaneous PV applied to width and its impact on length-induced
resistance variation across free layer.
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Figure 3.10: Impact of simultaneous variation in oxide thickness with length and
width on device resistance levels.

asymmetric switching characteristics of such devices [37].

2M
Icrit_swzzgH kMsV 1+ Hks

(3.3)

Figure 3.12 and 3.13 shows the read current valuelsetq) that cause successful
switching of initial state of MTJ for the particular values of Ty, and are marked
in red. These represent the targeted bitips by the attacker via introduction of
malicious modi cations into the MTJ device parameters. Speci cally, forTy, <
1:1nm in case of Figure 3.12 "AP' to "P' switching, a$..ag Owing through the
device is above it sw, targeted bitips occur. Similarly, for Tox > 1:051m, the

lread IS INSU cient to cause bit ips and hence represents safe limit off,, for such
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Figure 3.11: Impact of combined process variations on TMR, highlighting
sensitivity to oxide thickness changes.

bit ip attacks through read current. Likewise, this safe range for the "P' to "AP"
switching in Figure 3.13 is found to bel,, > 1:1nm, as the device is able to hold

its initial stable resistance state and remains immune to unwanted switching.

3.2.3 Crossbar Array Results

We utilize the PIN-Sim consolidated framework developed in MATLAB, Python,
and HSPICE for evaluating the performance for large scale applications. A
784x200x10 ANN is designed and trained on 3,000 training samples in MATLAB and
the testing results are presented via running 100 test samples in HSPICE, contain-
ing a mixture of the ten di erent digits from 0 9. The training weights and biases

extracted from the MATLAB-based model are translated to their corresponding
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Figure 3.12: SOT-MTJ device read currentl(eaq) Variation with oxide thickness
(Tox) during AP to P switching, compared to critical switching current | it sw -

Figure 3.13: SOT-MTJ device read currentl(eaq) Variation with oxide thickness
(Tox) during P to AP switching, compared to critical switching current | ¢ w -

memristive values in HSPICE. A python-based module is utilized to implement the
memristive crossbar and a low-energy/-footprint spin-based neuron with sigmoidal
activation function [2]. The overall error rate achieved for the 100 test samples

along with individual error rates for each digit recognition are listed in Table 3.2,
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where Error Rate = (# of incorrect recognitions of a digit) / (# of samples of that
digit) 100%.

To further enhance interpretation of the results in Table 3.2, a color-coded scheme
is applied to categorize the error rates across individual digits.Speci cally, any error
rate below 20% is labeled as having minimum to no impact on accuracy, highlighted
in light green. This also includes cases where the error rates remain unchanged across
both the 2.5k & 5k condition and the 0.05% bit ip injection condition, indicating
that bit ips had no additional degrading e ect. Values ranging from 20% (inclusive)
to 60% are marked as having moderate impact, shaded in yellow, re ecting partial
degradation in digit classi cation performance. Finally, any error rate exceeding
60% is considered to show a signi cant impact on accuracy, and is highlighted in
light red. This categorization enables a clear visual di erentiation of vulnerability
levels among digits under various fault injection scenarios and helps identify which
digit recognitions are most susceptible to bitip-induced perturbations. Initially,
with weights and biases ranging from 1k to 5k , the overall error rate achieved
for the 100 test samples is 41%, which can be attributed to the small network size
with only one hidden layer. Herein, we focus on the e ect of,4 variation resulting
in bitip, applied to a single row of the weights in the crossbar array. In order
to analyze the performance within the targefT,, con dence interval mentioned in
section 4.2, we modify the weights and biases resistances to two discrete levels,

2.5k and 5k , which results in an overall error rate jump to 58%. It is observed
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that if only 0.05% of the overall weights are a ected by any bit ips, the resulting
overall error rate increases by another 2%. Among the digits, digits "0', '4' and
'9' show an increase in error rates due to bitips, whereas digits "1', '5', "6', and
7' show a decrease in error rates due to implemented bit ips. With 0.05% of bits
in crossbar having a ipped resistance state, digits "4', and '5' show highest overall
error rates and digit "9' the lowest. The recognition accuracy of digits "2', "3', and '8
remain una ected by bit ip attacks. These ndings can be tactically-exploited by an
attacker to a ect certain digit recognition more than others, thereby in uencing the
performance of other embedded applications interfacing with this digit recognition

for further processing.

Table 3.2: Crossbar array analysis results e ect of bitips on error rates (%),
accuracy = (100 - error rate)%.

Test conditions Digit Digit Digit Digit Digit Digit Digit Digit Digit Digit Overall
0(%) | 1(%) |2(%) [3(%) |4(%) 5(%) |6(%) 7(%) 8(%) |9 (%) | (%)

With weights and
biases ranging 0 66.67 | 25 45 42.8 |42.8 |20 64.28| 0 33.33| 41
1K 5K

With 2 discrete
weight levels 42.85| 80 50 36.36| 64.28| 100 | 60 85.71 50 0 58
25K & 5K
With bitips in
0.05% nodes of 57.14| 73.33 | 50 36.36| 85.71|85.7 | 20 78.57 50 11.11| 60
overall weight matrix

D Minimum or no impact on accuracy
D Moderate impact on accuracy

D Signi cant impact on accuracy
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3.3 Scope and Feasibility of Mitigation Techniques

According to the MITRE Common Weakness Enumeration (CWE) database, the
vulnerability exposed in this paper closely relates toCWE-1248: Semiconductor
Defects in Hardware Logic with Security-Sensitive Implicationsand CWE-1384:
Improper Handling of Physical or Environmental Conditions. Such weaknesses can
have varying consequences. For example, based on the CWE database, CWE-1248
can result in a Denial of Service (DoS) and can be detected and mitigated during
the testing phase [31]. Although semiconductor manufacturing companies are dedi-
cated to re ning their processes continuously to minimize defects, some defects can-
not be fully addressed during manufacturing. Thus, testing the silicon die utilizing
fault models is paramount to detect such weaknesses. Beyond manufacturing varia-
tions, the sense ampli er circuit which is utilized to read the state of MTJ is highly
susceptible to aging-related degradation of the threshold voltage of its constituent
transistors. Thus, a lifetime mitigation strategy should consider Bias Temperature
Instability (BTI)-induced variations which may mask or otherwise interfere with an

e ective vulnerability mitigation strategy [25]. Furthermore, various strategies exist

to safeguard ICs against threats like logic locking system, deep-learning power side-
channel attack mitigation, neuromorphic computing modules for l1oT and emerging
spin-based device integration for defense-in-depth [26, 10, 14]. We are currently
investigating the bene ts of meta-training to make the NN more resilient to man-

ufacturing parameter variations. In addition, the accuracy of decision-making in
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these ML models can be in uenced by the incorporation of Hardware Trojans (HTs)

at the hardware level during the manufacturing process [13]. Additionally, coun-
termeasures such as the one proposed in [24] have been used to prevent probing
and reverse engineering attacks on ML accelerators using emerging memory devices.
Moreover, recent research has revealed that on-chip learning systems, particularly
those based on neuromorphic architectures, are becoming increasingly vulnerable to
hardware Trojan insertion and fault injection attacks [34]. The various detection

and mitigation strategies in literature can be classi ed into two broad categories:

3.3.1 Detection and Mitigation of Hardware Trojan Attacks

Reverse-engineering is the enabler of HT attacks and some countermeasures to mit-
igate reverse engineering attacks are proposed in the literature [46]. Some process
variation mitigation techniques for spintronic and memristive devices have also been
researched, such as tunable stochasticity using feedback mechanism, radiation hard-
ening [23] etc. Although the rst method is applicable for low barrier stochastic
SOT-MRAMs, a similar approach could potentially be modi ed to mitigate bit ips

in memristive crossbars resulting from targeted,, manipulation from adversaries to
collect useful information or disrupt the proper functioning of the edge applications.
The authors in [10] present an approach that utilizes the spintronics device technol-
ogy to showcase a secure hardware implementation that thwarts reverse engineering,

hardware Trojan insertion, or IP piracy type attacks. The work in [12] puts forth a
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novel low overhead method for trojan identi cation at run-time. It leverages thermal
sensors that are already present in modern systems to identify variations in power
or temperature readings brought on by HT activation. In [20], a novel side-channel-
aware test generation approach based on the Multiple Excitation of Rare Switching
(MERS) concept is presented, which increases the HT detection sensitivity. In paper
[4], the authors propose an innovative approach to use reverse engineering to identify
the HT-free ICs. Adoption of one-class support vector machine, a machine learning
method, helped the authors to prove a new technique to identify the HT. Finally,
in [26], the authors propose Symmetrical MRAM-LUT (SyM-LUT) by using the
LOCK&ROLL approach to eliminate the reverse-engineering and side-channel at-
tack using a defense-in-depth mechanism, making it challenging for adversaries to

insert HTs e ectively.

3.3.2 Detection and Mitigation of Fault Injection Attacks

In [45], the authors present a dynamic task remapping more speci cally a built-
in self-test (BIST) based technique fault detection method to determine the fault
density of crossbars to guide the dynamic remapping technique. Rearranging tasks
with lower fault tolerance from crossbars with high fault density to ones with lower
fault for training VGGs, ResNets, and SqueezeNet from scratch, ReRAM crossbar is
utilized. This contributes to an average accuracy drop of only 0.85%. Another ap-

proach to detect and mitigate the FIA is being presented in paper [33]. The authors
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developed a Fault-to-Time Converter (FTC), which requires a minimal overhead. To
be precise, the e ect of faults injected by an Fl attack method is transformed into
guanti able time by use of the FTC sensor. After then, additional analysis of the
time dierence can be performed to determine the success of the attack. Using
this FTC sensor in the FPGA platforms have shown that this design is quite e ec-
tive in di erentiating the various FI attack scenarios with its encoded output. In
paper [15], the authors introduced a methodology to strengthen the timing model
at design-time to account for voltage noise while training an NN, which is used as
a process tracking watchdog, at test time to model the process drift while account-
ing for process variations. One or more of these techniques may be investigated
as means towards viable mitigation approaches while incurring an overhead cost

and/or increased complexity of start-up initialization procedures.

3.3.3 Variation-aware Dynamic Mapping Mitigation Strategies

ML accelerators are much more vulnerable to the manufacturing process, as process
variation might alter the entire output. This variation can disrupt the reliability

and consistency of these systems. To address this, one of our mitigation processes
introduces the dynamic mapping technique. This technique will be used to identify
and minimize vulnerabilities in ML accelerators. Our strategy acts as a compass,
guiding the system to use algorithms that counteract this variation during operation.

As a result, our ML systems remain robust and e ective, reinforcing their reliability
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amidst the intricacies of their creation. The work in [40] discusses a methodology for
modeling and analyzing the impact of PV on semiconductor memory architectures,
speci cally focusing on CMOS and MTJ layers used in caches and memory cells.
By employing the VARIUS tool [44], the study simulates PV e ects across the
chip and evaluates their in uence on memory read stability. This investigation
leads to a deeper understanding of PV's role in the reliability of hybrid SRAM
and STT-MRAM last level cache memory systems. The mapping process begins
with VARIUS, which generates a large pool of system maps. Static analysis tools,
including R and geoR packages, are then employed to extract subtle PV parameters.
These parameters play a crucial role in modeling and mapping the MTJ architecture
within the crossbar array, serving as a detailed blueprint for comprehending and
addressing PV-related challenges.

The mapping methodology is characterized by the generation of a PV matrix,
which aids in visualizing the PV within each crossbar array. Depending on the
standard deviation considered for the PV analysis of the system and the degree of
variation from the VARIUS analysis, we can develop a Variation Impact Score (VIS)
metric to evaluate those crossbar arrays, as well as the individual rows and columns
within those arrays. These VIS are meticulously calculated using a Power-On Self-
Test (POST) [40, 41] data and a suite of analytical tools, o ering a comprehensive
assessment of the impact of PV on each block. In Figure 3.14, a visual representation

of PV mapping in the ML accelerator is illustrated using the VIS at the module-



49

level as well as crossbar arrays. A VIS-based color region has been introduced in
this gure. The VIS metric can be in a range of 1 to 10. In particular, scores from
1 to 3 are marked as low PV impact, 4 to 6 are marked as moderate PV impact,
and anything above 6 is marked as high PV region. The architecture with low VIS
is marked green, moderate is marked yellow, and high VIS is marked red.

For addressing the PV impacts, a mitigation approach proposed in the literature
is to employ the deactivation theory of memory rows in MRAM memories [45].
This approach optimizes system operations even when parts of the hardware are
compromised. Such strategies involve dynamically remapping the a ected areas,
utilizing state-of-the-art algorithms to bypass faulty memory rows. We can use
row- or column-based dynamic recon guration algorithms to assign ML parameters
based on the PV map to result in accuracy degradation while ensuring reliability and
security. Moreover, the adaptive response will preserve the robustness and integrity
of the ML accelerator's outcome. During operation, we can optimize our circuit by
either bypassing the entire crossbar array or bypassing speci ¢ rows/columns based
on the requirements of the matrix vector multiplication operations. This approach
can assist in mitigating vulnerabilities in ML accelerators and enhance the overall

system security and e ciency.
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Figure 3.14: Visual Representation of Process Variation mapping in ML
Accelerators: Variation Impact Score (VIS) of crossbar arrays in the system.

3.4 Discussion of Limitations and Future Directions

To acknowledge the limitations of our study, we focus on the scope of our simulations,
the assumptions made regarding process variations, and the need for experimental
validation. Firstly, our simulations are based on a set of prede ned parameters
and assumptions, which may not fully capture the complexities and variabilities
present in real-world manufacturing processes. Secondly, our work is focused on

assessing TMR values only up to 100%. However, recent progress has indicated
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the existence of greater TMR values, which may have the capacity to modify the
observed impacts of process variations. In addition, our threat model assumes an
insider attacker with certain capabilities, which may not cover all potential attack
scenarios. Moreover, our analysis was performed only on the MNIST dataset, and we
will expand our results to include other datasets such as CIFAR10, Fashion-MNIST,
KMNIST, GTSRB to provide a better understanding of such vulnerabilities. Future
research should involve a more detailed and comprehensive threat model as well as
the actual production of SOT-MRAM devices with deliberate process modi cations

to validate the simulation results and establish more e ective methods for reducing
potential issues. In future work, we intend to investigate the e ects of greater TMR
values on ML models' robustness to PV. Speci cally, we will increase the TMR
value from 100% to 250% and run a series of experiments to assess the impact
on device performance and ML model accuracy. With higher TMR values, it is
expected to have a clear distinction between th&s and Rpp resistance states,
which potentially enhances the robustness of ML models against PV-induced errors.
In the presence of extreme PV, increased error rates could still be observed. In order
to fully understand the e ects of increased TMR on the resilience of ML models to

PV, it is necessary for future study to investigate these dynamics.
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3.5 Summary

To summarize this section, we looked into the threat modeling of SOT-MRAM
devices under process variation with a focus on oxide thickness manipulation. A
gray-box threat model was constructed by assuming a fabrication-stage adversary
with knowledge of critical nodes in the memory architecture. We conducted Monte
Carlo and HSPICE-based simulations to analyze how targeted variations a ect de-
vice resistance states and read behavior. These variations were shown to impact
ANN performance through accumulated current e ects in the crossbar and this
results in inference errors. Using the PIN-Sim framework, we observed accuracy
degradation in a digit recognition task under di erent attack con gurations. The
hierarchical breakdown of this attack methodology is illustrated in the taxonomy
shown in gure 3.15. Based on these ndings, we proposed design-aware variation
limits and discussed the feasibility of incorporating mitigation strategies for reliable

deployment in ML accelerators.
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54

Chapter 4

CONCLUSION

This thesis has presented a comprehensive analysis of device-level security vulner-
abilities in post-CMOS memory technologies, speci cally SOT-MRAM , within the
context of ML accelerators and compute-in-memory systems. The central premise
explored the risk of fabrication stage attacks and process variations that could

silently a ect system reliability and lead to maliciously altered ML outcomes.

4.1 Summary of Contributions

The recent trend of implementing SOT-MRAMs in ML accelerators obviates in-
creasing need for awareness and eventually reasonable mitigation of security threats
associated with the manufacturing process the underlying devices. It is seen that
a maliciously modi ed SOT-MRAM can change the behavior of Al hardware per-
forming critical decision-making tasks. In this paper, we demonstrate how global
changes to a single manufacturing aspect of a SOT-MRAM device, suchTag, can
reveal bit ip vulnerability of memristive values. The simulation results illustrate a
change in the oxide layers can cause unwanted switching of the operational state of
the MTJ device. Beyond the simulation results shown in this paper, the fabricated

MTJ device may demonstrate more vulnerabilities than the current simulation re-
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